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Description

Title of Invention
INFORMATION PROCESSING DEVICE, SERVER DEVICE, AND
INFORMATION PROCESSING SYSTEM

Technical Field
[0001]
The present disclosure relates to an information processing device, a server

device, and an information processing system.

Background Art
[0002]

In recent years, systems that use the technology of near field communication
using cards in which IC chips (IC cards) are embedded to enable use of automatic
ticket checkers at stations, payment of product prices at stores with electronic money,
and the like have become widespread. The near field communication is
communication that can be performed by devices when they come within about, for
example, 10 centimeters from each other. In such a system, when an IC card is held
over a reader-writer, use of an automatic ticket checker at a station, payment of a
product price at a store using electronic money, and the like are possible. Further,
systems that enable use of automatic ticket checkers, payment of product prices, and
the like in the same manner by embedding such an IC chip in a mobile telephone and
holding the mobile telephbne over a reader-writer have also become widespread.
[0003]

In addition, recently, there is a system in which an arbitrary program stored
in a mobile telephone is executed by holding the device in which an IC chip is
embedded near a reader-writer.  For example, there is a system in which, by holding

such a device in which an IC chip is embedded over a reader-writer installed in a

store, a coupon that can be used at the store is provided to the device.
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Citation List
Patent Literature
[0004]
Patent Literature 1: JP 2005-122491A
Summary of Invention
Technical Problem
[0005]

In the past, in order to change a setting for deciding a program to be executed when a
device in which an IC chip is embedded is held over a reader-writer, it was necessary to
change definitions thereof on the reader-writer side. Changing of the definitions on the reader-
writer side needed to be performed manually in the past, or via a network when the reader-
writer was connected to the network. When the change was performed manually, a work cost
required from the reader-writer side for the change of the definitions increased. In addition,
when it was performed via a network, an introduction cost of the reader-writer corresponding
to network connection increased.

[0006]

In addition, when an application that reads an IC tag in near field communication and
thereby operates according to the read result was to be developed in the past, it was necessary
to install a mechanism that accesses the IC tag in each of applications. In addition, as data
stored in the IC tag was optimized for each service, it was difficult to use the data in other
applications. Patent Literature 1 discloses an application program execution system in which
flexible construction and change are possible; however, in the system disclosed in Patent
Literature 1, linkage with applications within a device is not possible.

[0007]

Embodiments of the present invention provide a novel and improved terminal
device, a server device, and an information processing system that enable execution of an
application according to a result of reading an IC tag in near field communication while
suppressing an operation cost.

Solution to Problem
[0008]

According to a first aspect of the present invention, there is provided a terminal

device including an activation control unit configured to transmit first information that

includes information read through near field communication performed between a terminal
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device and an IC tag to a server device, to acquire second information transmitted from the
server device according to the first information, and to control activation of an application of
the terminal device itself based on the acquired second information, a display unit configured
to display an instruction for a user of the terminal device to hold the terminal device over the
IC tag, wherein the activation control unit causes information regarding attributes of the
application to be activated in the terminal device itself to be included in the first information
as the information based on the operation of the user, and fransmits the information to the
server device.

[0009]

According to a second aspect of the present invention, there is provided a server
device including an application managing unit configured to preliminarily retain information
of an application to be activated in a terminal device, and an application activation
instructing unit configured to acquire the information of the application to be activated in the
terminal device from the application managing unit according to information that includes
information read by the terminal device through near field communication performed between
a terminal device and an IC tag and that has been transmitted from the terminal device and to
reply to the terminal device, a display unit configured to display an instruction for a user of
the terminal device to hold the terminal device over the IC tag, wherein an activation control
unit causes information regarding attributes of the application to be activated in the terminal
device itself to be included as the information based on the operation of the user, and
transmits the information to the server device.

[0010]

According to a third aspect of the present invention, there is provided an information
processing system including a terminal device, and a server device. The terminal device
includes an activation control unit configured to transmit first information that includes
information read through near field communication performed between a terminal device and
an IC tag to the server device, to acquire second information transmitted from the server
device according to the first information, and to control activation of an application of the
terminal device based on the acquired second information, a display unit configured to display
an instruction for a user of the terminal device to hold the terminal device over the IC tag. The
server device includes an application managing unit configured to preliminarily retain
information of an application to be aclivated in the terminal device, and an application
activation instructing unit configured to acquire the information of the application to be

activated in the terminal device from the application managing unit according to the first
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information transmitted from the terminal device and to reply to the terminal device, wherein
the activation control unit causes information regarding attributes of the application to be
activated in the terminal device itself to be included in the first information as the information

based on the operation of the user, and transmits the information to the server device.

Advantageous Effects of Invention
[0011]

According to embodiments of the present invention described above, it is possible to
provide a novel and improved terminal device, a server device, and an information processing
system that enable execution of an application according to a result of reading an IC tag in
near field communication while suppressing an operation cost.

Brief Description of Drawings
[0012]
[FIG. 1] FIG. 1 is an illustrative diagram showing a configuration example of an information
processing system 1 according to an embodiment of the present disclosure.
[FIG. 2] FIG. 2 is an illustrative diagram showing a functional configuration example of a
system server 10 according to an embodiment of the present disclosure.
[FIG. 3] FIG. 3 is an illustrative diagram showing a functional configuration example of a
terminal device 100 according to an embodiment of the present disclosure.
[FIG. 4] FIG. 4 is a flowchart showing an operation example of the information processing
system 1 according to an embodiment of the present disclosure.
[FIG. 5] FIG. 5 is an illustrative diagram showing examples of GUIs of applications to be
executed in the terminal device 100.
[FIG. 6] FIG. 6 is an illustrative diagram showing examples of GUIs of applications to be
executed in the terminal device 100.
[FIG. 7] FIG. 7 is an illustrative diagram showing examples of GUIs of applications to be
executed in the terminal device 100.

[FIG. 8] FIG. 8 is an illustrative diagram showing examples of GUIs of applications
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to be executed in the terminal device 100.

FIG. 9] FIG. 9 is an iHustrative diagram showing examples of GUIs of applications
to be executed in the terminal device 100.

[FIG. 10] FIG. 10 1s an explanatory diagram showing scervices 1o be provided to the
terminal device 100 in the information processing system 1.

{FIG 11] FIG. 11 is an illustrative diagram showing an overview of an operation of

the information processing system | according to an embodiment of the present

disclosure.
Description of Embodiments
[0013]

Hercinafter, preferred embodiments of the present invention will be
described in detail with reference to the appended drawings.  Note that, in this
specification and the drawings, elements that have substantially the same function
and structure are denoted with the same reference signs, and repeated explanation is
omitted.

[0014]

Note that description will be provided in the following order.

<l. An embodiment of the present disclosure

[Configuration example of an information procesuing svstem)]

[Functional configuration example ol a system server]

[Functional configuration example of a terminal device]

[Operation example of an information processing system]

<2, Conclusion>

First, a configuration example of an information processing system
according to an cmbodiment of the present disclosure will be described with
reference to an accompanying drawing.  FIG T is an tllustrative diagram showing
the configuration cxample of the information processing system 1 according to the

embodiment of the preseat disclosure.  Hereinbelow, the configuration example of
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the information processing system 1 according to the embodiment of the present
disclosure will be described using FIG. 1.
[0016]

As shown in FIG. 1, the information processing system 1 according to the
embodiment of the present disclosure is configured to include a system server 10, a
web server 20, terminal devices 100 and 200, and an IC tag 300.

[0017]

The system server 10 is a server device that manages information used in
the information processing system 1 according to the embodiment of the present
disclosure to control operations of the terminal device 100 through near field
communication (NFC). As will be described later with respect to a specific
configuration and operation of the system server 10, the system server 10 replies to
the terminal device 200 with information of an application executed in the terminal
device 200 based on information transmitted from the terminal device 200 through a
network 2. Here, the information transmitted from the terminal device 200 through
the network 2 includes information that the terminal device 200 acquires from the IC

tag 300 in the near field communication.

[0018]
The web server 20 is a server that provides a website according to a request
from a client terminal. The web server 20 causes a website to be displayed in a

browser application executed in the terminal device 100, for example, upon access of
the terminal device 100 thereto.
[0019]

The terminal devices 100 and 200 are devices that can execute near field
communication with the IC tag 300 and then read information recorded on the IC tag
300. Thus, the terminal devices 100 and 200 each have a reader-writer for reading
such information recorded on the IC tag 300 therein. The near field communication
performed between the terminal devices 100 and 200 and the IC tag 300 is
communication performed at a frequency of, for example, 13.56 MHz.

[0020]

The terminal device 100 is a device that executes an application according
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to information acquired from the IC tag 300 in the near field communication. As
will be described later with respect to a specific configuration and operation of the
terminal device 100, the terminal device 100 is held over the IC tag 300, executes the
near field communication with IC tag 300, and thereby can execute an application
according to the IC tag 300 over which the terminal device 100 has been held.

[0021]

In addition, the terminal device 200 is a device that registers a function that
the IC tag 300 provides in the system server 10 and changes a function that has also
been registered in the system server 10. As will be described later with respect to a
specific configuration and operation of the terminal device 200, the terminal device
200 is held over the IC tag 300, then executes the near field communication with the
IC tag 300, and thereby can register and change functions that the IC tag 300
provides in the system server 10.

[0022]

As applications that the terminal device 100 executes according to
information acquired from the IC tag 300 in the near field communication, for
example, there are a browser application, a map application, a mail application, an
SNS application, a game application, an electronic book application, and the like.
When the terminal device 100 is held over the IC tag 300, for example, activating a
is designated from the system server 10, and access to a website

that the web server 20 provides is designated.

The terminal devices 100 and 200 can adopt various forms as long as the
devices can execute near field communication with the IC tag 300. For example,
the terminal device 100 may be a smartphone, a tablet-type mobile terminal, a
reader-writer terminal, any of various electric appliances with a reader-writer, or the
like. In addition, the terminal device 200 may be a smartphone, a tablet-type
mobile terminal, a reader-writer terminal, a personal computer with a reader-writer,
or the like.

[0024]

The 1C tag 300 is a tag that operates by receiving radio waves from the
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terminal device 100 or 200 when the terminal device 100 or 200 is held over the tag.
The IC tag 300 provides information to the terminal device 100 or 200 through the
near field communication when the terminal device 100 or 200 is held over the tag.
For the IC tag 300, various ones can be used regardless of a form and presence of a
security function as long as they can perform near field communication with the
terminal devices 100 and 200. Note that the IC tag 300 is assumed to store a tag ID
for unique identification.

[0025]

The IC tag 300 is provided in various forms. For example, the IC tag 300
may be affixed to posters distributed in stores and streets. When a user of the
terminal device 100 holds the terminal device 100 over the IC tag 300 affixed to a
poster, he or she can receive various services from a service provider that supervises
the IC tag 300. In the present embodiment, when the user of the terminal device
100 holds the terminal device 100 over the IC tag 300 affixed to a poster, the
terminal device 100 can execute an application corresponding to the IC tag 300.
[0026]

As the information processing system 1 according to the embodiment of the
present disclosure has the configuration shown in FIG. 1, when the terminal device

100 is held over the 1C tag 300, an application to be executed by the terminal device

server 10 manages setting of the application to be executed in the terminal device
100 when the terminal device 100 is held over the IC tag 300, the information
processing system 1 according to the embodiment of the present disclosure enables
execution of the application according to a result of reading the IC tag through the
near field communication while suppressing an operation cost of the system.

[0027]

So far, the configuration example of the information processing system 1
according to the embodiment of the present disclosure has been described using FIG.
1. Next, a functional configuration example of the system server 10 according to
the embodiment of the present disclosure will be described.

[0028]
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[Functional configuration example of a system server|

FIG. 2 is an illustrative diagram showing the functional configuration
example of the system server 10 according to the cembodiment of the present
disclosure.  Hercinbelow, the functional configuration example of the system server
10 according to the embodiment of the present disclosure will be desceribed using FIG.
2.

[0029]

As shown in FIG. 2. the system server [0 according to the embodiment of
the present disclosure is configured to include a user managing unit 11, a tag
managing unit 12, a log managing unit 13, a service managing unit 14, an application
managing unit 15, an authentication information retaining unit 16, and a system LF
17.

{0030]

The user managing unit Il manages information of a user who uses the
mformation processing system 1 according to the embodiment of the present
disclosure. The information of the user that the user managing unit 11 manages
may include, for example, a user 1D for uniquely identitying the user, and may also
include a terminal 1D for wniquely managing the terminal device 100, The
information of the user that the user managing unit 11 manages is used for services
at the system server 10 provides, and uvsed for other cases, for example, for
instructing the terminal device 100 as described later. to activate an application
|0031]

The tag managing unit 12 managoes information of the 1C tag 300 that is
used in the information processing system 1 according to the embodiment of the
present disclosure.  The information of the IC tag 300 that the tag managing unit 12
manages mayv be. for example. a tag 1D for uniquely identifying the 1C tag 300, a
service ID for identifving a service associated with the tag 1D for uniquely
identitying the IC tag 300. a location ID for identilying a location, a store, or the like,
and a store ID.  Note that there may be a plurality of scrvice IDs associated with
one tag [D.

(0032
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The log managing unit 13 manages various logs in the information
processing system | according to the embodiment of the present disclosure.
Information of logs that the log managing unit 13 manages is, for example, a user ID
or a terminal ID of the terminal device 100 that is held over the IC tag 300, a tag ID
of the IC tag 300 over which the device is held, a date and time of holding, additional
information transmitted from the terminal device 100 when it is held over the IC tag
300, and the like.

[0033]

The service managing unit 14 manages information of services provided in
the information processing system 1 according to the embodiment of the present
disclosure. The information of services that the service managing unit 14 manages
is, for example, categories of the services to be described later, a service ID for
uniquely identifying a service, the name of a service, and the like. The service ID
that the service managing unit 14 manages is associated with a tag ID that the tag
managing unit 12 manages.

[0034]

The application managing unit 15 manages information of applications
executed in the terminal device 100 when the terminal device 100 is held over the IC
tag 300. The information of applications that the application managing unit 15
manages is, for example, a service ID of each service that the IC tag 300 provides, an
application 1D for uniquely identifying each application executed in the terminal
device 100, an activation parameter designated at the time of activating the
application, and the like.

[0035]

The authentication information retaining unit 16 retains authentication
information for authenticating legitimacy of the IC tag 300 when the terminal device
100 is held over the IC tag 300. The authentication information that the
authentication information retaining unit 16 retains is, for example, a session random
number to be provided to the terminal device 100, a master key for authenticating
information that the IC tag 300 retains and a session random number, and the like.

[0036]
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The system I/F 17 is an interface for using information that each element of
the system server 10 described above manages from another device, and for
providing the information that each element of the system server 10 described above
manages to another device. When the terminal device 100 is held over the IC tag
300 and information from the terminal device 100 is transmitted to the system server
10, the information from the terminal device 100 is provided to each element of the
system server 10 described above through the system I/F 17. In addition, when
information that the system server 10 manages is transmitted to the terminal device
100, the information is transmitted to the terminal device 100 from the system I/F 17.
Thus, the system I/F 17 is an example of an application activation instructing unit of
the present disclosure.  Furthermore, the system server 10 may exchange
information with the web server 20 through the system I/F 17.  As the system I/F 17,
for example, an application program interface (API) that provides information may
be used.

[0037]

As the system server 10 according to the embodiment of the present
disclosure has the configuration shown in FIG. 2, the system server 10 can manage
setting of an application to be executed in the terminal device 100 when the terminal
device 100 is held over the IC tag 300. Thus, the system server 10 according to the

.
embodiment of the present

en isclosure can enable execution of the application in the

o

terminal device 100 according to a result of reading the IC tag through the near field
communication while suppressing an operation cost of the information processing
system 1.

[0038]

So far, the functional configuration example of the system server 10
according to the embodiment of the present disclosure has been described using FIG.
2. Next, a functional configuration example of the terminal device 100 according to
the embodiment of the present disclosure will be described.

[0039]
[Functional configuration example of a terminal device]

FIG. 3 is an illustrative diagram showing the functional configuration
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example of the terminal device 100 according to the embodiment of the present
disclosure. Hereinbelow, the functional configuration example of the terminal
device 100 according to the embodiment of the present disclosure will be described
using FIG. 3.

[0040]

As shown in FIG. 4, the terminal device 100 according to the embodiment of
the present disclosure is configured to include a wireless communication unit 111, a
display unit 112, a near field communication unit 113, a control unit 114, a sensor
unit 115, a calling unit 116, a memory 117, and an operation unit 118.

[0041]

The wireless communication unit 111 performs wireless communication
with another device (for example, the system server 10 or the web server 20) through
a wireless network. The display unit 112 displays information that the wireless
communication unit 111 receives, and information according to an operation
performed by a user with respect to the operation unit 118. The display unit 112 is
configured by, for example, a flat-type image display panel such as a liquid crystal
display or an organic EL display. In addition, in the terminal device 100 according
to the embodiment of the present disclosure, a touch panel may be provided for the
display unit 112.

0042}

The near field communication unit 113 performs transmission and reception
of information with the IC tag 300 by executing near field communication with the
IC tag 300. The near field communication unit 113 is configured as, for example, a
reader-writer, and performs transmission and reception of information with the IC tag
300 by emitting predetermined radio waves to cause the IC tag 300 to generate
electromotive force. The control unit 114 controls operations of the terminal device
100. For example, the control unit 114 executes a program stored in the memory
117, and thereby controls an operation of the terminal device 100. As control of
operations of the terminal device 100 by the control unit 114, for example, there is
execution of a basic application for activating an application according to the IC tag

300 through communication of the near field communication unit 113 with the IC tag
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300.  Therefore, the control unit 114 is an example of un activation control unit of
the present disclosure.
[0043]

The sensor unit 115 includes sensors that sense various kinds of information.
As the sensors constituting the sensor unit 115, for example. there may be a position
sensor that acquires a current position, a temperature sensor that acquires a current
temperature, and the like.  As the sensor unit 115 senses vartous kinds of
information, the control unit 114 can use the information that the sensor unit 115 has
sensed as additional information obtained when the terminal device 100 is held over
the 1C tag 300,
j0044]

The calling unit 110 is constituted by, for example, a speaker and a

=

microphone, and executes a call based on voices with another mobile telephone or a

-
7
i

fixed telepbone.  The memory 117 is constituted by, for example, a read only
mentory (ROM), a random access memory (RAM). and the like, and is used to store
programs for controlling operations of the terminal device 100, The operation unit
118 1s constituted by buttons for operating the terminal deviee 100, According to
operations of the operation unit 118, the control unit 114 controls operations of the

terminal device 100.  Note that. when a touch panel is provided in the display unit

[0045]

Note that, although FIG. 3 shows the configuration of the terminal device
100 in which the calling unit 116 is included, the present disclosure is not limited 1o
this cxample. In other words, when the calling function is not necessary for the
terminal device 100, the contiguration of the terminal device 100 may exclude the
catling unit 6.
(00401

So far, the functional configuration example of the terminal device 100
according to the embodiment of the present disclosure has been described using FIG.
3. By having the configuration shown in FIG. 3, the terminal device 100 according

to the embodiment of the present disclosure can exceute near field communication
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with the IC tag 300, and thereby can transmit information acquired from the IC tag
300 to the system server 10. In addition, the terminal device 100 according to the
embodiment of the present disclosure can control activation of an application based
on information with which the system server 10 has replied. Note that FIG. 3 shows
the functional configuration example of the terminal device 100 according to the
embodiment of the present disclosure; however, the terminal device 200 is assumed
to also have the configuration shown in FIG. 3.

[0047]

Next, an operation example of the information processing system 1
according to the embodiment of the present disclosure will be described.
[0048]

[Operation example of an information processing system|]

FIG 4 is a flowchart showing an operation example of the information
processing system 1 according to the embodiment of the present disclosure.
Hereinbelow, the operation example of the information processing system 1
according to the embodiment of the present disclosure will be described using FIG. 4.
[0049]

First, a method of registering the tag 1D of the IC tag 300 in the system
server 10 will be described. There are a variety of methods as methods of
registering the tag ID of the IC tag 300 in the system server 10.  For example
is a method of registering the tag ID and information of a service colligated with the
tag 1D in the system server 10 through manual input from a user using a terminal
device for management (for example, the terminal device 200). However, when the
system server 10 collectively manages information of the IC tag 300 as in the present
embodiment, the tag ID of the 1C tag 300 and the service colligated with the IC tag
300 can be registered in the system server 10 using the terminal device for
management (for example, the terminal device 200) without depending on manual
input from a user.

[0050]
In order to register the tag ID of the IC tag 300 in the system server 10, the

terminal device 200 for management is held over the IC tag 300 and then reads the



-

10

20

30

tag 1D recorded in the 1C tag 300 (Step S101).  Through near ficld communication
between the terminal device 200 and the IC tag 300, the 1C tag 300 replies to the
terminal device 200 with the tag [D (Step S102).

[0051]

The terminal device 200 that has acquired the tag D from the 1C tag 300
transmits the acquired tag 1D. information of a pre-designated service that 1s desired
to be associated with the 1C tag 300 (for example, a service 1D), and information of a
ferminal 1D of the terminal device 200 and/or a user D under which the terminal
device 200 is operated to the system server 10 (Step S103). Note that the user 1D of
the user who operates the ferminal device 200 is assumed to be registered in the
terminal device 200 or to be input by the user in advance using an arbitrary method.
[0052]

Then, the system server 10 executes registration of the tag [D of the 1C tag
300 using the information transmitted from the terminal device 200 (Step S104).
When the tag ID of the IC tag 300 is registered, the system server 10 may determine
whether or not the terminal 1D of the terminal device 200 and/or the user 1D under
which the terminal device 200 is operated have authority over the registration of the
tag ID.

[0033]

As described above, by designating mformation of the service that is desired
o be associated with the 1C tag 300 in advance with the terminal device 200 and
holding the terminal device 200 over the IC tag 300, the tag 1D of the IC tag 300 and
the service that is desired to be associated with the [C tag 300 can be registered in the
system server 10.

[0054]

Next, an operation example when the terminal device 100 is held over the
1C tag 300 will be deseribed.  As deseribed above, when the terminal device 100 is
held over the IC tag 300 and information including the tag 1D of the IC tag 300 is
transmitted from the terminal device 100 to the system server 10 in the information
processing system 1 according to the embodiment of the present disclosure, the

systemr server 10 replics to the terminal device 100 with information of an
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application to be activated. The terminal device 100 that has received the reply
from the system server 10 activates an application based on the information of the
application transmitted from the system server 10.

[0055]

Note that, as will be described later, the user of the terminal device 100
activates the application in the terminal device 100 in advance prior to the near field
communication with the IC tag 300 in the present embodiment. Then, the
application being executed in the terminal device 100 is assumed to activate another
application based on information from the system server 10. This application that is
activated in the terminal device 100 in advance prior to the near field communication
with the IC tag 300 is also referred to as a basic application. Note that the basic
application of the terminal device 100 may not necessarily be activated prior to the
near field communication with the IC tag 300. The terminal device 100 may be set
such that the basic application is activated in the terminal device 100 using the near
field communication with the IC tag 300 as a trigger.

[0056]

The terminal device 100 reads the tag ID recorded in the IC tag 300 when
held over the IC tag 300 (Step S111). Through the near field communication
between the terminal device 100 and the IC tag 300, the IC tag 300 replies to the

terminal device 100 with the tag ID (Step S112).

The terminal device 100 that has acquired the tag ID from the IC tag 300
transmits the acquired tag ID, information of a terminal ID of the terminal device 160
and/or a user ID under which the terminal device 100 is operated, and information of
a service desired to be used to the system server 10 (Step S113). Note that the user
ID of the user who operates the terminal device 100 is assumed to be registered in
the terminal device 100 or to be input by the user in advance using an arbitrary
method. The information of the service desired to be used is information of
attributes of the service to be described later, and is designated by the user in the
basic application as will be described later. As examples of the atiributes of the

service in the present embodiment, there are a “membership card,” a “coupon,” and
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the like.
[0058]

In addition, when the terminal device 100 transmits the information to the
system server 10 in Step S113 described above, the terminal device 100 may further
transmit information of the date and time on which the device was held over the IC
tag 300, and information detected by the sensor unit 115 to the system server 10,
The information detected by the sensor unit 115 transmitted from the terminal device
100 to the system server 10 may include, for example, position information of the
terminal device 100, temperature information of the periphery of the terminal device
100, and the like. Note that information of a current position may be recorded on
the IC tag 300. The terminal device 100 may transmit the information of the
current position read from the IC tag 300 to the system server 10.

[0059]

The system server 10 acquires information of an application to be activated
in the terminal device 100 from information that the system server 10 manages using
the information transmitted from the terminal device 100. Then, the system server
10 replies to the terminal device 100 with an application activation instruction (Step
S114). The application activation instruction with which the system server 10
replies to the terminal device 100 includes the application ID of the application to be
activated. The application activation instruction with which the system server 10
replies to the terminal device 100 may also include an activation parameter to be
used in activation, in addition to the application ID. If the application to be
activated is a browser application, the activation parameter to be used in activation is,
for example, an address to be connected during activation of the browser application,
[0060] |

When the application activation instruction is received from the system
server 10, the terminal device 100 activates the application based on the received
activation instruction using the basic application (Step S115). If the application ID
of the browser application is designated in the application activation instruction, for

example, the basic application executed in the terminal device 100 activates the

browser application that corresponds to the application ID. In addition, if an
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address to be connected during activation of the browser application is designated in
the application activation instruction as an activation parameter. the basic application
designates the address to be connected and then activates the browser application.
[0061]

In description provided below, the application 1D of an application is
assumed to be designated and further the address of the web server 20 is assumed to
be designated as an activation parameter in the application activation instruction
transmitted from the system server 10.

[0062]

The terminal deviee 100 that has activated the application in Step S115
described above accesses the web server 20 designated by the activation parameter
through the browser application and requests desired content (Step S116). - The web
server 20 provides the content to the terminal device 100 in response to the request of
the content from the terminal device 100 (Step S117).

[0063]

Note that, when providing the content to the terminal device 100, the web
server 20 may access the system server 10 and acquire information necessary for
providing the content from the systen server 10 upon necessity.  For example, when
the web server 20 provides a coupon of which details of a service change according
ot store, the web server may

A
[ELVP S Y Wy
-

T

erver 10 to

£
A A oA

¢

acquire the number of visits and then acquire information of the number of times that
the terminal device 100 was held over the 1C tag 300 installed in the store.
[0064]

The “content”™ mentioned herein refers to various kinds of information
provided in a service 1o use. and when a “coupon™ is designated in the basic
application as a service to use, for example, the coupon according to the 1C tag 300
over which the device was held corresponds to the content.  In addition. when a
“membership card™ is designated in the basic application as a service to use. for

g 300 over which the device

&

example, the membership curd according to the 1C ta
was held corresponds to the content.

[0065]
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So far, the operation cxample of the information processing system 1
according to the embodiment of the present disclosure has been described using FIG.
4. Operating as shown in FIG. 4, the information processing system 1 according to
the embodiment of the present disclosure enables execution of the application in the
terminal device 100 according to the result of reading the IC tag 300 through the near
field communication while suppressing an operation cost.

[0066]

Next, an cxample of graphical user interfaces (GUIs) of applications
executed in the terfainal device 100 according to the embodiment of the present
disclosure will be described.

[0067]

FIGS. 5 to 9 are illustrative diagrams showing examples of GUIs of
applications executed in the terminal device 100 according to the embodiment of the
present disclosure. Hereinbelow, the examples of the GUIs of applications executed
in the terminal device 100 according to the embodiment of the present disclosure will
be described using FIGS. 5t0 9. Note that, hereinbelow, a case in which the IC tag
300 is installed in a store in Fukushima prefecture and a user of the terminal device
100 acquires a coupon that he or she can use in the store by holding the terminal
device 100 over the IC tag 300 will be described.

0068]

FIG. 5 is an illustrative diagram showing a state in which icons of
applications are displayed on the display unit 112 of the terminal device 100
according to the embodiment of the present disclosure. FIG 5 shows the state in
which the nine icons are displaved on the display unit 112, and an icon 140 among

the nine icons is the icon of the basic application. The user of the terminal device

100 can cause the basic application to be executed in the terminal device 100 by

selecting the icon 140.
[0069]

FIG. 6 is an illustrative diagram showing a state in which a GUI of the basic
application is displayed on the display unit 112 of the terminal device 100 according

to the embodiment of the present disclosure. The GUI of the basic application
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shown in FIG. 6 is displayed, for example, immediately after the activation of the
basic application, and is a GUI of a service selection screen 150 for allowing the user
to select a service. Before holding the terminal device 100 over the IC tag 300, the
user of the terminal device 100 selects a service that he or she desires to use through
the screen shown in FIG. 6. Note that FIG. 6 shows the state in which a region 151
for selecting the service of “coupon” has been selected by the user of the terminal
device 100. In the present embodiment, although the user of the terminal device
100 selects the service that he or she desires to use before holding the terminal device
100 over the IC tag 300 as described above, the present disclosure is not limited
thereto. The user of the terminal device 100 may select the service that he or she
desires to use after holding the terminal device 100 over the IC tag 300. When the
user of the terminal device 100 is caused to select the service that he or she desires to
use after holding the device over the IC tag 300, the terminal device 100 may cause
only a service that can be used with the IC tag 300 to be displayed on the display unit
112.  When only the service that can be used with the IC tag 300 is displayed on the
display unit 112, the terminal device 100 may acquire content of the service that can
be used with the IC tag 300 from information transmitted from the system server 10.
[0070]

FIG. 7 is an illustrative diagram showing a statc in which a GUI
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application is displayed on the display unit 112 of the terminal device
to the embodiment of the present disclosure. The GUI of the basic application
shown in FIG. 7 is a GUI of an instruction screen 160 that instructs the user of the
terminal device 100 to hold the terminal device 100 over the IC tag 300. By
displaying the instruction screen 160 shown in FIG. 7 on the display unit 112, the
basic application executed in the terminal device 100 can instruct the user of the
terminal device 100 to hold the terminal device 100 over the IC tag 300.
[0071]

When the user of the terminal device 100 holds the terminal device 100 over
the IC tag 300 in the state in which the screen shown in FIG. 7 is displayed on the
display unit 112 of the terminal device 100, the near field communication shown in

Step S111 and Step S112 of FIG. 4 is performed between the terminal device 100 and
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the IC tag 300.
[0072]

FIG. 8 is an illustrative diagram showing a state in which a GUI of an
application of which activation is instructed by the system server 10 in Step S114 of
FIG. 4 is displayed on the display unit 112 of the terminal device 100 according to
the embodiment of the present disclosure. The GUI shown in FIG. 8 is a GUl of a
screen during activation 170 that the application instructed to activate by the system
server 10 displays on the display unit 112. As described above, the application
instructed to activate by the system server 10 is activated by the basic application.
Here, the application instructed to activate by the system server 10 is a browser
application, and a case in which a coupon is acquired by accessing the web server 20
designated by the system server 10 is shown.

[0073]

FIG. 9 is an illustrative diagram showing a state in which a GUI of the
browser application instructed to activate is displayed on the display unit 112 of the
terminal device 100 according to the embodiment of the present disclosure. The
GUI shown in FIG. 9 is a GUI of a coupon screen 180 displayed on the display unit
112 when the browser application accesses the web server 20. The coupon shown
on the coupon screen 180 of FIG 9 is an example of the coupon distributed to
customers whose number of visits to the store of Fukushima prefecture is five or
more. By presenting the coupon screen 180 displayed on the display unit 112 to the
store, the user of the terminal device 100 can receive a service of one bottle of free
Jjuice.

[0074]

So far, the examples of the GUIs of the applications executed in the terminal
device 100 according to the embodiment of the present disclosure have been
described with reference to FIGS. 5t0 9. Next, examples of services to be provided
to the terminal device 100 in the information processing system 1 according to the
embodiment of the present disclosure will be described.

[0075]

In the information processing system 1 according to the embodiment of the
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present disclosure, the system server 10 can designate an application to be activated
in the terminal device 100 according to a tag 1D of the IC tag 300 over which the
terminal device 100 is held. In the information processing system 1 according to
the embodiment of the present disclosure, different services can be provided to the
terminal device 100 according to a situation of a holding time even when the
terminal device 100 is held over the same IC tag 300.

[0076]

In the information processing system | according to the embodiment of the
present disclosure, when coupons are to be provided to the terminal device 100, for
example, different coupons can be provided according to a situation of a time at
which the terminal device 100 is held over the IC tag 300.

[0077]

FIG. 10 is an explanatory diagram showing services to be provided to the
terminal device 100 in the information processing system 1 according to the
embodiment of the present disclosure. The table shown in FIG 10 shows that
content of services to be provided to the terminal device 100 in the information
processing system 1 according to the embodiment of the present disclosure change
according to a tag 1D of the IC tag 300, a user ID of the user who uses the terminal
device 100, sensor information that can be acquired by the sensor unit 115 of the
terminal device 100, user added information added by the user who uses the terminal
device 100 when the terminal device 100 is held over the IC tag 300, information of
the system server 10 when information is transmitted from the terminal device 100 to
the system server 10, and linkage information with respect to another server that is in
linkage with the system server 10 when information is transmitted from the terminal
device 100 to the system server 10.

[0078]

When the user of the terminal device 100 selects a “coupon™ in the category
of services to use and holds the terminal device 100 over the IC tag 300, the system
server 10 instructs the terminal device 100 to activate an application so as to acquire
the coupon. Here, when a coupon only for a limited time is to be provided to the

terminal device 100, the system server 10 determines whether or not the time at
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which the terminal device 100 is held over the IC tag 300 is included in a target time
slot of the coupon only for the limited time. In addition, when a coupon only for
specific weather is to be provided to the terminal device 100, the system server 10
determines whether or not the weather of the time in which the terminal device 100
was held over the IC tag 300 coincides with the specific weather. The
determination of whether or not the weather coincides with the specific weather may
be performed by causing the system server 10 to link to, for example, another server
that provides weather information.

[0079]

In addition, when a one-per-day coupon is to be provided to the terminal
device 100, the system server 10 checks a log when the terminal device 100 is held
over the IC tag 300, and then determines whether or not a coupon has already been
provided to the terminal device 100 that day. In addition, when a coupon only for a
limited area is to be provided to the terminal device 100, the system server 10
determines whether or not the current position that the sensor unit 115 acquired when
the terminal device 100 was held over the IC tag 300 is included in a target area.
Furthermore, when a coupon only for a limited temperature (for example, only for a
hot summer day of 30 degrees Celsius or higher) is to be provided to the terminal
device 100, the system server 10 determines whether or not the temperature that the
sensor unit 113 acquired when the terminal device 100 was held over the IC tag 300
corresponds to the target temperature.

[0080]

In addition, when a coupon only for a predetermined user demographic (for
example, only for student) is to be provided to the terminal device 100, the system
server 10 checks a profile of the user when the terminal device 100 is held over the
IC tag 300, and determines whether or not the user of the terminal device 100 is
included in the target classification. In addition, when a coupon only for during a
predetermined campaign is to be provided to the terminal device 100, the system
server 10 checks that a campaign number has been input to the terminal device 100
and transmitted to the system server 10 when the terminal device 100 was held over

the IC tag 300, and then determines whether or not the campaign number is for the
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predetermined campaign.  In other words, if input of certain information has been
performed in the terminal device 100, the terminal device 100 also transmits the
input information to the system server 10 when the terminal device 100 is held over
the IC tag 300,  The system server 10 instracts the terminal device 100 to activate
an application based on the information transmitted {rom the terminal device 100,
[O081]

Note that in a case where a coupon only for a limited arca, a coupon only for
a limited temperature, a coupon only for a limited user demographic, or a coupon
only for during a campaign is to be provided to the terminal device 100, the system
server 10 may or may not consider information of the tag [ of the IC tag 300 and
the user D of the user who operates the terminal device 100 into account when the
system server transmits the application activation instruction to the terminal device
100.

[0082]

As described above, even when simply a coupon is o be provided to the
terminal device 100, the information processing system 1 according to the
embodiment of the present disclosure can provide the coupon that is limited under
various conditions by taking various circumstances of the time at which the user of
the terminal device 100 holds the terminal device 100 over the IC tag 300 into
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[0083]

In addition, when any other service is to be provided to the terminal device
100, the information processing system 1 according to the embodiment of the present
disclosure can likewise take various circumstances of the time in which the user of
the terminal device 100 holds the terminal device 100 over the 1IC tag 300 into
account,
0084

For example, when a stamp-rally service is to be provided by holding the
terminal device 100 over the IC tag 300 in the information processing system 1
according to the embodiment of the present disclosure, the system server 10 takes

position information that the terminal device 100 acquired using the sensor unit 115
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when the terminal device 100 was held over the IC tag 300 into account. Therefore,
the system server 10 can determine whether or not the position is a place that the user
of the terminal device 100 has visited using the position information transmitted
from the terminal device 100.

[0085]

Alternatively, when a service of a membership card is to be provided when
the terminal device 100 is held over the IC tag 300 in the information processing
system 1 according to the embodiment of the present disclosure, the system server 10
transmits an application activation instruction to the terminal device 100 so that a
proper membership card is displayed on the display unit 112 of the terminal device
100 based on information such as the store and the location relevant to the tag ID of
the IC tag 300 and the user ID of the user who operates the terminal device 100.
[0086]

As such, when a coupon is to be provided to the terminal device 100 in the
information processing system 1 according to the embodiment of the present
disclosure, for example, a different coupon can be provided to the terminal device
100 according to the situation at the time when the terminal device 100 is held over
the IC tag 300. In addition, in the information processing system 1 according to the
embodiment of the present disclosure, a proper service can be provided to the
terminal device 100 based on the tag ID of the IC tag 300 and the user ID of the user
who operates the terminal device 100.

[0087]

As described above, the system server 10 generates the application
activation instruction for the terminal device 100 using the information of the tag ID
and the user ID (or the terminal ID) transmitted from the terminal device 100. Here,
the user ID used in the information processing system 1 according to the embodiment
of the present disclosure may be categorized into a plurality of levels. For example,
the user ID may be categorized into four levels as below.

[0088]
Level 0: ID based on a personal identification number (PIN) or biometric

authentication
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Level 111D based on a trusted execution envivonment (TEE) or the like

Level 2: 1D based on authentication of an embedded secure clement (SE)

Level 3: 1D based on authentication of a universal infegrated cireuit card
(LICC)

[0089]

When the user of the terminal device 100 holds the terminal device 100 over
the 1C tag 300, the terminal device 100 transmits the tag 1D and the user 1D (o the
system server 100 At this time. the terminal device [00 may transmit the category
of the user ID to the system server 100 Lor example. when the user 1D is
categorized mto the {our levels deseribed above, the system server 10 may manage
the categories of the user 11 in a form corresponding to bits.

10090]

Further, in the formation processing system 1 according to  the
embodiment of the present disclosure, generation of an application activation
instruction and a linkage process to another service may be performed using the
information of the categories of the user 1D in addition to the tag ID and the user ID.
For example, when a service that is close to distribution of a paper coupon is to be
provided, the information processing system I according to the embodiment of the
present disclosure allows the service even when the category of the user 1D is Level

0: however, when

1 ticketing service. a payment service, or the like is to he provided,
the information processing svstem may control such that use of such a service is not
allowed when the category of the user ID is Level 0 or 1. but use of the service is
allowed at Level 2 or 3. In addition, when a service associated with a cloud service
of a mobile network operator (MNO) is to be provided. the information processing
system | according to the embodiment of the present disclosure may also control
such that use of the service is allowed only when the category of the user I is Level
3
[00O1]

As described above, the information processing system 1 according (o the
embodiment of the present disclosure can control a service level according (o a

category of the user 1) ransmitted from the terminal device 100 to the system scerver
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[0092]

In the information processing system 1 according to the embodiment of the
present disclosure, by holding the terminal device 100 over the IC tag 300 and
thereby transmitting information of the IC tag 300 from the terminal device 100 to
the system server 10, an application activation instruction according to the IC tag 300
can be provided from the system server 10 to the terminal device 100. Here, by
adding a mechanism that authenticates legitimacy of the IC tag 300 over which the
terminal device 100 is held, the information processing system 1 according to the
embodiment of the present disclosure can perform secure exchange of information.
Note that authentication of legitimacy of the IC tag 300 is authenticating whether or
not the IC tag 300 has been issued by a business operator that provides a service that
the terminal device 100 intends to use.

[0093]

FIG. 11 is an illustrative diagram showing an overview of an operation of
the information processing system 1 according to the embodiment of the present
disclosure. FIG. 11 illustrates the overview of the operation of each device that
constitutes the information processing system 1 that performs secure exchange of
information by authenticating legitimacy of the IC tag 300. Note that, in FIG. 11,
the IC tag 300 is assumed to be a tag that has a one-side authentication mechanism
that can append a signature to a telegraphic message.

[0094]

In the present embodiment, the system server 10 generates a session random
number and provides the generated session random number to the terminal device
100 for secure exchange of information. The terminal device 100 retains the
session random number acquired from the system server 10 in the control unit 113,
and executes near field communication with the IC tag 300 using the session random
number. The terminal device 100 transmits a message authentication code (MAC)
acquired from the IC tag 300 and the session random number used in the near field
communication to the system server 10. The system server 10 performs

authentication of the MAC of the IC tag 300 and the session random number
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transmitted from the terminal device 100. By performing authentication of the
MAC of the IC tag 300 and the session random number transmitted from the terminal
device 100, the system server 10 can authenticate legitimacy of the IC tag 300.
[0095]

The above-described operation will be described in detail using FIG. 11.
When the terminal device 100 that has acquired the session random number from the
system server 10 is held over the IC tag 300, the near field communication is
executed between the near field communication unit 113 of the terminal device 100
and the IC tag 300. The terminal device 100 transmits the session random number
to the IC tag 300 (Step S211), and the IC tag 300 replies to the terminal device 100
with the session random number transmitted from the terminal device 100 in Step
S211 described above and the tag ID and the MAC that the IC tag 300 retains (Step
$212).

[0096]

The terminal device 100 that has received the tag ID and the MAC from the
IC tag 300 transmits the tag ID and the MAC acquired from the IC tag 300, the
session random number called at the time of near field communication, and
information of the terminal device 100 for using the information processing system 1
to the system server 10 using the wireless communication unit 111 (Step S213).
With regard to the information of the terminal device 100 for using the information
processing system 1, when the near field communication unit 113 possesses the
information, for example, it may be the information, and when the near field
communication unit 113 does not possess the information, it may be the user ID and
a password for using the information processing system 1.

[0097]

Note that, when the communication of the terminal device 100 at the time of
the transmission of Step S213 from the terminal device 100 to the system server 10 is
in an off-line state, the transmission may be performed after an on-line
communication state is restored.

[0098]

The system server 10 that has acquired the information from the terminal
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device 100 authenticates legitimacy of the IC tag 300 using the acquired information.
The system server 10 can authenticate whether or not the terminal device 100 that
has provided the session random number has been held over the tag using the issued
session random number, and can authenticate the IC tag 300 using the tag ID and the
MAC acquired from the IC tag 300.

[0099]

The terminal device 100 can retain an arbitrary number of the session
random numbers issued by the system server 10 in the memory 117. Then, the
terminal device 100 deletes one of the session random numbers each time it is held
over the IC tag 300. When the number of session random numbers retained in the
memory 117 reaches a predetermined threshold value or lower, the terminal device
100 may access the system server 10 to replenish the session random numbers.
Then, the system server 10 provides the terminal device 100 with session random
numbers newly generated according to a request from the terminal device 100 (Step
S214).

[0100]

As each of the devices of the information processing system 1 according to
the embodiment of the present disclosure executes the operation described above,
legitimacy of the IC tag 300 can be authenticated and thereby information can be
securely exchanged without using a reader-writer terminal that has a secure
mechanism.

[0101]

Next, a modified example in which the IC tag 300 is provided withv an NFC
forum data exchange format (NDEF) area will be shown. The NDEF is a data
format used when data is exchanged in NFC. In the NDEF area, one NdefMcssage
is included, and the NdefMessage includes 0 or more NdefRecords.

[0102]

The IC tag 300 may store information of a server that the terminal device
100 should access and a parameter that the terminal device 100 transmits to the
server in the payload of the NDEF area. Then, when the terminal device 100 reads

the data written in the NDEF area of the IC tag 300 in near field communication with
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the IC tag 300, the terminal device 100 reads the information recorded in the NDEF
area of the IC tag 300 and thereby can perform access to the server and activation of
an application based on the information.

[0103]

A case in which exchange of information is performed as shown in, for
example, the sequence diagram of FIG. 4 will be considered. When the terminal
device 100 is held over the IC tag 300, the terminal device 100 reads the NDEF area
of the IC tag 300 in the near field communication with the IC tag 300 in Step S111 of
FIG. 4. When reading the NDEF area of the IC tag 300 in the near field
communication with the IC tag 300, the terminal device 100 may read the NDEF
area using a discovery function of the NFC.

[0104]

Then, when acquiring the URL of the server and the parameter recorded in
the NDEF area of the IC tag 300 from the IC tag 300 in the near field communication,
the terminal device 100 accesses the URL acquired through the near field
communication and transmits the parameter acquired through the same near field
communication in Step S113 of FIG. 4.

[0105]

The server designated with the URL (for example, the system server 10)
instructs an application to activate and gives an instruction about details of execution
in the application based on the parameter transmitted from the terminal device 100 in
Step S114 of FIG. 4. The terminal device 100 activates the application based on the
instruction from the serer designated with the URL (for example, the system server
10).

[0106]

By accessing the server designated with the URL recorded in the NDEF area
of the IC tag 300 and transmitting the parameter recorded in the NDEF area of the IC
tag 300 to the server, the terminal device 100 can activate the application bascd on
the instruction from the server.

[0107]

In the example described above, although the information of the server that
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the terminal device 100 should access is set to be stored in the NDEF area of the IC
tag 300, the present disclosure is not limited to this example. For example, an
activation instruction of a specific application of the terminal device 100, and a
parameter used during activation of the application may be recorded in the NDEF
area of the IC tag 300.

10108]

In this case, when the terminal device 100 reads the NDEF area of the IC
tag 300 through the near field communication, the terminal device can activate the
application based on the activation instruction of the specific application énd the
parameter used during the activation recorded in the NDEF area. Also in this case,
the terminal device 100 may read the NDEF area using the discovery function of the
NFC to read the NDEF arca of the IC tag 300 through the near field communication.
[0109]

As the activation instruction of the specific application and the parameter
used during the activation are recorded in the NDEF area of the IC tag 300, the
terminal device 100 can activate the application for which the activation instruction
is written in the NDEF area of the IC tag 300 taking the opportunity of being held
over the IC tag 300, without performing communication with the server.

[0110]

As described above, according to the embodiment of the present disclosure,
it is not necessary for an object over which the terminal device 100 is held to be a
highly functional device such as a reader-writer terminal, and it is sufficient for the
object to be the IC tag 300 in which data such as an ID is written in advance, and
accordingly a developing cost of the system can be suppressed. In addition, since a
common application executed in the terminal device 100 serves as a reading and
writing mechanism with respect to the IC tag 300, it is not necessary to install the
reading and writing mechanism with respect to the IC tag 300 in individual
applications, and therefore resources can be concentrated on the original functions
that the individual applications are supposed to provide.

[0111]
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In addition, according to an embodiment of the present disclosure, the
information relating to the IC tag 300 is managed unitarily by the system server 10.
Thus, by changing data managed unitarily by the system server 10, addition and
change of an application to be activated and change of an application activation
method (activation parameter) can be easily performed with respect to the distributed
IC tag 300. In addition, according to the embodiment of the present disclosure, re-
use of the distributed IC tag 300 can also be performed by changing the data
managed unitarily by the system server 10.

[0112]

In addition, according to an embodiment of the present disclosure, a
plurality of cases of activation of applications can be dcfined with one IC tag 300.
For example, applications to be activated and activation methods (activation
parameters) can be switched according to a situation (the date and time, position
information, or the like) at the time when the terminal device 100 was held over, user
operation of the terminal device 100, and past logs accumulated in the system server
10.

[0113]

In addition, according to an embodiment of the present disclosure, logs are
managed unitarily by the system server 10. Accordingly, details of the logs can be
set for an application activation condition. For example, in the information
processing system | according to the embodiment of the present disclosure, a service
of distributing coupons or the like can be provided to users who have been frequently
holding their devices over a specific IC tag 300.

[0114]

When there are a plurality of application candidates according to operation
in a normal smartphone, a screen for selecting an application is displayed, and an
application that a user selects therefrom is activated. On the other hand, according
to the embodiment of the present disclosure, a unique application can be targeted to
be activated in the terminal device 100 as a result of the terminal device 100 being
held over the IC tag 300.

[0115]
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In addition, according to an embodiment of the present disclosure, it is
possible to casily change data managed by the IC tag 300, Io addition, according to
the embodiment of the present disclosure, when the 1C tag 300 retains a mechanism
that can authenticate legitimacy, it can strictly authenticate which terminal device
100 has been held over the tag at which location without a reader-writer terminal
with a secure mechanism.

[0116]

The respective steps of the processes executed by cach of the devices of the
present specification are not necessarily performed in the order disclosed in the
sequence diagram or the flowcehart in a time series manner.  The respective steps of
the processes exeeuted by cach of the devices may be performed in a different order
from the order disclosed in the flowchart, or performed in paralicl.

[0117]

In addition, a computer program for causing hardware such as a CPU, a
ROM, and a RAM included in each device to exhibit functions cquivalent to the
configuration of cach device described above can also be created.  In addition, a
storage medium in which the computer program is stored can also be provided.
Further, by configuring the respective functional blocks shown in the functional
block diagrams as hardware, a series of process can be realized by the hardware,
10118]

The preferred embodiment of the present disclosure has been described
above with reference to the accompanying drawings, whilst the present disclosure is
not limited to the above examples, of course. A person skilled in the art may find
various alterations and modifications within the scope of the appended claims, and it
should be understood that they will naturally come under the technical scope of the
present disclosure.

[0119]

Additionally, the present technology may also be configured as below.,
{h

An information processing device including:

an activation confrol unit configured to transmit first information that
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includes information read through near field communication to a server device, to
acquire second information transmitted from the server device according to the first
information, and to control activation of an application of the information processing
device itself based on the acquired second information.

2)

The information processing device according to (1), wherein the activation
control unit retains authentication information used in reading of information through
the near field communication.

3)

The information processing device according to (2), wherein, at the time of
reading the information through the near field communication, the activation control
unit deletes the used authentication information.

)

The information processing device according to (2) or (3), wherein the
activation control unit acquires the authentication information from the server device.
)

The information processing device according to any one of (1) to (4),
wherein the activation control unit causes information based on operation of a user
with respect to the information processing device itself to be included in the first

information and then transmits the information to the server device.

The information processing device according to any one of (1) to (5),
wherein the activation control unit causes information regarding attributes of the
application to be activated in the information processing device itself to be included
in the first information as the information based on the operation of the user, and
transmits the information to the server device.

(N

The information processing device according to any one of (1) to (6),

wherein the activation control unit causes information of a current date and time to

be included in the first information and transmits the information to the server device.

®)
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The information processing device according to any one of (1) to (7),
wherein the activation control unit causes position information of the information
processing device itself to be included in the first information and transmits the
information to the server device.
©)

The information processing device according to any one of (1) to (8),
wherein the activation control unit transmits the first information in which the read
information includes position information of the information processing device itself
to the server device.

(10)

The information processing device according to any one of (1) to (9), further
including:

a near field communication unit configured to execute the near field
communication.

(1)

A server device including:

an application managing unit configured to preliminarily retain information
of an application to be activated in an information processing device; and

an application activation instructing unit configured to acquire the
information of the application to be activated in the information processing device
from the application managing unit according to information that includes
information read by the information processing device through near field
communication and that has been transmitted from the information processing device
and to reply to the information processing device.

(12)

The server device according to (11), wherein the application activation
instructing unit acquires the information of the application from the application
managing unit and replies to the information processing device according to a
situation at the time at which the information is transmitted from the information

processing device.

(13)
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The server device according to (11) or (12), wherein the application
managing unit enables change of the information of the application based on
transmission of information from the information processing device having specific
authority.

(14)

An information processing system including:

an information processing device; and

a server device,

wherein the information processing device includes:

an activation control unit configured to transmit first information that
includes information read through near field communication to the server device, to
acquire second information transmitted from the server device according to the first
information, and to control activation of an application based on the acquired second
information, and

wherein the server device includes:

an application managing unit configured to preliminarily retain information
of an application to be activated in the information processing device ; and

an application activation instructing unit configured to acquire the
information of the application to be activated in the information processing device

. .
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from the information processing device and to reply to the information processing

device.
Reference Signs List
[0120]
1 information processing system
10 system server
11 user managing unit
12 tag managing unit
13 log managing unit

14 service managing unit
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15 application managing unit
16 authentication information retaining unit
17 system I/F
20 wceb server

100, 200terminal device

300 IC tag
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CLAIMS

1. A terminal device comprising:

an activation control unit configured to transmit first information that includes
information read through near field communication performed between the terminal device
and an IC tag to a server device, to acquire second information fransmitted from the server
device according to the first information, and to control activation of an application of the
terminal device itself based on the acquired second information,

a display unit configured to display an instruction for a user of the terminal device to
hold the terminal device over the IC tag,

wherein the activation control unit causes information regarding attributes of the
application to be activated in the terminal device itself to be included in the first information
as the information based on the operation of the user, and transmits the information to the

server device.

2. The terminal device according to claim 1, wherein the activation control unit retains
authentication information used in reading of information through the near field

communication.

3, The terminal device according to claim 2, wherein, at the time of reading the
information through the near field communication, the activation control unit deletes the used

authentication information.

4. The terminal device according to claim 2, wherein the activation control unit

acquires the authentication information from the server device.

5. The terminal device according to claim 1, wherein the activation control unit causes
information based on operation of a user with respect to the terminal device itself to be

included in the first information and then transmits the information to the server device.

6. The terminal device according to claim 1, wherein the activation control unit causes
information of a current date and time to be included in the first information as the
information regarding the attributes of the application to be activated and transmits the

information to the server device.
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7. The terminal device according to claim 1, wherein the activation control unit causes
position information of the terminal device itself to be included in the first information as the
information regarding the attributes of the application to be activated and transmits the

information to the server device.

8. The terminal device according to claim 1, wherein the activation control unit
transmits the first information in which the read information includes position information of

the terminal device itself to the server device.

9. The terminal device according to claim 1, further comprising:

a near field communication unit configured to execute the near field communication.

10. A server device comprising:

an application managing unit configured to preliminarily retain information of an
application to be activated in a terminal device; and

an application activation instructing unit configured to acquire the information of the
application to be activated in the terminal device from the application managing unit
according to information that includes information read by the terminal device through near
field communication performed between a terminal device and an IC tag and that has been
transmitted from the terminal device and to reply to the terminal device and to instruct a
display unit on the terminal device to display an instruction for a user of the terminal device
to hold the terminal device over the IC tag,

wherein an activation control unit causes information regarding attributes of the
application to be activated in the terminal device itself to be included as the information based

on the operation of the user, and transmits the information to the server device.

11. The server device according to claim 10, wherein the application activation
instructing unit acquires the information of the application from the application managing unit
and replies to the terminal device based on the information transmitted from the terminal

device.

12. The server device according to claim 10, wherein the application managing unit

enables change of the information of the application based on transmission of information
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from the terminal device having specific authority.

13. An information processing system comprising:

a terminal devicc; and

a server device,

wherein the terminal device includes:

an activation control unit configured to transmit first information that includes
information read through near field communication performed between a terminal device and
an IC tag to the server device, to acquire second information transmitted from the server
device according to the first information, and to control activation of an application of the
terminal device based on the acquired second information, and

a display unit configured to display an instruction for a user of the terminal device to
hold the terminal device over the IC tag,

wherein the server device includes:

an application managing unit configured to preliminarily retain information of an
application to be activated in the terminal device ; and

an application activation instructing unit configured to acquire the information of the
application to be activated in the terminal device from the application managing unit
according to the first information transmitted from the terminal device and to reply to the
terminal device,

wherein the activation control unit causes information regarding attributes of the
application to be activated in the terminal device itself to be included in the first information
as the information based on the operation of the user, and transmits the information to the

server device.



