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(57) Abstract

A browser functionality is split between a
wireless client (122) and an infrastructure portion
(102) of a2 wireless communication system. The
infrastructure portion sends (412) to the wireless
client a response from a server (124) to an earlier
request originated (404) by the wireless client, the
response modified by the infrastructure portion to
comprise a placeholder for an additional data element
needed to complete the response. Without a need
for a further request from the wireless client, the
infrastructure portion then originates (414) a request
to the server for the additional data element and
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FUNCTIONALITY BETWEEN A WIRELESS CLIENT AND AN INFRASTRUCTURE PORTION .

WIRELESS CLIENT SENDS URL REQUEST
ACCOMPANIED 8Y TRANSACTION IDENTIFIER

- 412

forwards (418) the additional data element to the
wireless client when received from the server.

CONTROLLER SENDS MODIFIED RESPONSE AND PLACEHOLDER(S)
ALONG WITH TRANSACTION IDENTIFIER TO WIRELESS CLIENT

CONTROLLER FORWARDS ADDITIONAL DATA |
ELEMENT(S) ALONG WITH TRANSACTION
IDENTIFIER TO WIRELESS CLIENT

420

WIRELESS CLIENT PLACES ADDITIONAL DATA
ELEMENT(S) ACCORDING TO PLACEHOLDERS
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30 An aspect of the present invention is a method in a wirel ess
coimuni cation systemfor splitting a browser functionality between a
wireless client and an infrastructure portion of the wirel ess comrunication
system _The nethod conprises the step of sending, to the w rekg.;  ent by
35 the infrastYQe¥H portion, a response froma server to an a,?’Isi;J{adr‘SEB S
r equest originated by the wireless client, the response nodified by’

e T a0 Sy KRGS 5 ARESLE Gl RicATAY (1 ons
A

data el enent need .
YHEEM FQR SFLIRTING 4 BROW: CTIONA TWE
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request fromthe wireless client, a request to the server for the

addi ti onal data el enent; and fgr t‘Uth@ Qwidhe infrastructure
portion, the® additional 5 data elgﬁé og‘Wne W reless client when
received fromthe server. Anot her aspect of the present invention

is a controller inEigidvehesA relates ifi general taivireless yoimeturficatigndyistams)g a

browser functionality betvwee | | controller.
The controller Wg&?cgﬁﬁ@y\%gﬂmeﬁwqaﬁ{rﬁfﬁﬁa%é@%?%f%gﬁ%gﬁi cating with a
server, and a proasomesicagionysystem fasspliting @ browser funetianalifkbetiespace f or
Processi Ng GPNRyielat cRéR afdidh inlhRsEaENRE poftiéh of the s¢stefrt.ol | er further

conprises a base station interface coupled to the processi ng system
for controlling a base station. The processing systemis programed to
send to the wireless client a reSpekgroundanftheinventionr to an earlier

request originated by the wireless client, the response nodified to 15
cpTPT 20 o Pl 20Ol il Bl O, 9L 10 Ao Sl g o
' 15  from various servers via a network such as the Internet. Specifically the
expectation has been that HyperText Markup Language (HTML) formatted
information will be acquired using HyperText Transfer Protocol (HTTP).
Examination of retrieved data can result in additional requests to the same
or different servers. '
20 Such activities, when performed by a wireless client, will involve
multiple end-to-end transactions that generally have high latency. The .
result is a high turn-around time for transactions, producing annoyingly
slow response time.
Thus, what is needed is a method and apparatus for removing latency
25 from the multiple transactions needed to acquire data by a wireless client.
Ideally, the method and apparatus will bring the response time of wireless
data acquisition close to that of data acquisition in a wired system.

Summary of the Invention
30
An aspect of the present invention is a method in a wireless
communication system for splitting a browser functionality between a
wireless client and an infrastructure portion of the wireless communication
system. The method comprises the step of sending, to the wireless dlient by
s the infrastructure portion, a response from a server to an earlier request
originated by the wireless client, the response modified by the infrastructure
portion to comprise a placeholder for an additional data element needed to

-1-



wi thout a need for a further request fromthe wireless client, a request to
t he server for the additional data elenent; and to forward the
addi ti onal data elenent to the wireless client. when received fromthe

server. 20 Anot her aspect of the present invention is |
subscri ber uni VO?#56210 a W reless conmuni cati on system for SEFJP’%#%E“E

browser functionality - between the portable subscriber unit and an :
i nfrastructure portion of the W el.ess,communi.cation system The .
por t abl e subse/PBUHEtE T resBRre: Jhe Hetod Tithen CHBPYEes PEtHARfuN cat | ng. -
with the infrastigimatings bpdhe irdrastraatiire ppstiorpwithess a mged yott &furtharpl ed to the
it further cosdrrsaom! agﬁ“&%eﬁ?%%wrf _3;“ gg%ﬁmé*‘%%e% mit“hgi%‘?;odcmessfﬁ'gber
system for | nt dAEREPMEngiand laryeiding Bcihg Teftedticiiregratio fhe additional
programred ts0 rdateelement to theghireless dlieht whenuedeived fromt therserverr esponse from
a server to an earhgﬁﬁééggg@&toﬁ&{% PeSeltGRvEWIAIS aRBREARLPirSA PatdsBer unit,

the 30 response no t frastrycture portion, to conprise a
pl acehol der  COMBRNiSHHioRestSTH o SRISHRE BIESREHEF HBCRRRALITS PEBNEALA o t ne
response. The wirelegsrdientand thesgostmiber.sTheicdritesllqprcogtpaisesd riebwork y upon t he
i nfrastructure jnierfacd rtdoﬂﬁnﬁﬂicgﬁﬂt\)%mfser%ﬂ BR4% Iﬁ-o@é'sggltgf s?’stﬁgb'ﬁs%lggr

{he. addi 1 ot A EPErEREAREr e os Pror R OB RGO R PR SOREE TS
portion the addbhirolied funititen ceinprmised a hiwerstation interfaieedpledoim thee ser ver.
FIZG 1is an efectricy lsy%ﬁeg}:{?rg ?t%tgnr)glrrrl]go% bﬁ% 'sg"{?é% lslg{rﬁk%sg% fin | an ngs
programmed to send to the wireless client a response from the server to an
earlier request originated by the wireless client, the response modified to
15 comprise a placeholder for an additional data element needed to complete
the response. The processing system is further programmed to originate,
without a need for a further request from the wireless client, a request to the
server for the additional data element; and to forward the additional data -
element to the wireless client when received from the server.
20 Another aspect of the present invention is a portable subscriber unit in
a wireless communication system for splitting a browser functionality
between the portable subscriber unit and an infrastructure portion of the
wireless communication system. The portable subscriber unit comprises a
transceiver for communicating with the infrastructure portion, and a

25  processing system coupled to the transceiver for controlling the transceiver.
The portable subscriber unit further comprises a user interface coupled to
the processing system for interfacing with a user. The processing system is
programmed to receive, through the infrastructure portion, a response from
a server to an earlier request originated by the portable subscriber unit, the

a0 response modified by the infrastructure portion to comprise a placeholder
for an additional data element needed to complete the response. The
processing system is further programmed to rely upon the infrastructure
portion to originate, without a need for a further request from the portable
subscriber unit, a request to the server for the additional data element; and

3  toaccept from the infrastructure portion the additional data element when
received from the server.



conmmuni cation systemin accordance wth the present invention. 5 Fl G
2 Ls an electrical block diagramof an exenplary portable subscri ber
unit in accordance with the present invention. . FIG 3 is an

el ectrical block di am of an exenplary controller in ac @?&% i th
the present in 83?’?%26 FIGs. 4-8 are flow di agrans dggli-c mgmwI '
operation of the exenpl ary 10 wireless conmmunication systemin aeccordance

with the present invention. Det ai | ed Description
of the Drawi ngs 15 Ref eppeﬁgeggﬁgﬁ\o 1fl’lf"al%ragpng?ri cal bl ock di agram
depi cts an exenpl ary W rel ess communi cation systemin accordance with

the present inventige,1is aICél@@tEicﬁlElﬁclaﬂlalgﬁirh&iﬂahléi‘éﬁfp@ar@wirekﬁb 102

lations 116, | IR ToA lé&%%ailf@%&y B o 2Ty o

portabl e subscri berFIGaR isari elecifigh ocledagr@mqf@nmprhré@cztﬁ le yi r el ess
clients”). The baseribéini®RSackdRidicehattlepreseitinvaiion. W th the

port abl e subscri ber ts 1 utig..zi n conve tlona radi o ency (RF)
t echni ques, and ar eFIt&gg 21%9“(98*1}?} M?rgnqnhozlgyﬁ4 to the
controller 112, amordm\ceovﬂth&lespneh@tbawmrat | ons 116 The

har dware of the congreg! 4 8hrd fidw diapr@hLaah J:Hn of %Bbﬁ%‘fﬂih"eﬁnﬁlb 25

e o R Sea MM PR Ryete £ PP L ey %‘%‘orof’ﬂd

I nc. The software of the controller 112 is nodified in accordance W th
t he present i nvention. The hardware of the base stations 116 is

preferably a conbi nation of . RF- O che transm tter and
RF- Audi ence! [err] receivers M%@f‘ﬂ?%&?ﬁ;?“ég%??@? &, Inc. The portable
subscriber units 122 are preferably simlar to PageWiter[err] 2000

data messagi,ng uni tﬁefeﬂ'!ixﬁ)t flaﬁ{ é!@@t‘i'xcm’blwai EffrAm deplcts an exemﬁﬂﬂyhaVl ng
ance

sof t war e m)(f fied iin acc ent

appreci ated t haf“"?ﬁl??é@wgt?n%?ymé“ ngrﬁ%nﬁwﬁ‘?éedpﬁegewm'e’%?nt he
controller cdrhPrisingartiafest uctiire pertiors] 024nduding pcentadlier Iddlasdra ber

units 122. 35 lmallﬁaﬁ'ﬂ%oﬂtreﬁﬁ&\ﬂﬁﬁfe ShBSALTIS, ﬁ?eﬁcc;rﬁﬁﬁﬁmah§n8§st§h%§d s to

the portable suB n_ante

stations 116 pr é‘?‘i‘t‘éﬁ‘ﬁ&? Rlyrality 8% prlg]ﬁﬁubsm L unHe Irigﬁl fa&%?ﬁetfﬁée?) F%ﬁ%ﬁeﬂ ¥ of

port abl e subscr Meirelessiclientd 2.2The baserstationsdidprefegably communicate with the .
-3 - portable subscriber units 122 utilizing conventional radio frequency (RF)
techniques, and are coupled by conventional communication links 114 to the
controller 112, which controls the base stations 116.
The hardware of the controller 112 is preferably a combination of the _
25 Wireless Messaging Gateway (WMGT™) Administrator! paging terminal, and the
RF-Conductor!™ message distributor manufactured by Motorola, Inc. The
software of the controller 112 is modified in accordance with the present
invention. The hardware of the base stations 116 is preferably a combination of
the RF-Orchestra! transmitter and RF-Audience!™ receivers manufactured by
30 Motorola, Inc. The portable subscriber units 122 are preferably similar to
PageWriter™ 2000 data messaging units, also manufactured by Motorola, Inc.,
and having software modified in accordance with the present invention. It will be
appreciated that other similar hardware can be utilized as well for the controller
112, the base stations 116, and the portable subscriber units 122,
35 Each of the base stations 116 transmits RF signals to the portable subscrlber
units 122 via an antenna 118. The base stations 116 preferably each receive RF
. signals from the plurality of portable subscriber units 122 via the antenna 118.
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The RF signals transmtted by the base stations 116 to the portable

subscri ber units 122 (out bound nessages) conprise selective cal
addresses identifying the portabl e subscriber units 122, and data
nmessages originated by a caller, as well as comands originated by the

control | er 112¥P89/5&@#) usti ng operating paraneters of 5 the PEHUEPI06609 .
communi cation system The RF signals preferably transmtted by the
portabl e subscriber units 122 to the base stations 116 (inbound nessages)

conpri se responhesRFE gignalstransgeitted by dhe basartaiionseld6 ta @i@mperéalplggubwber
acknngdeldg gent ur(itdQe9) (oatbundyntssiges) eimprise delattiiescalliidedssefidéntifyin con% | | er
unschedul ed ne

112 preferabl y?s%ﬁﬁﬁﬁ%ﬁgﬁﬁggi%‘é@& {H(ﬁ\%%%é% 31*1%111 Qeglb)eaca LN

t el ephone net WAORIPPRIRP nmt CNQI%H @étadli@ﬂaslonvemmameters Of
originati ]9“55 thﬁé@&di@raonsﬁhﬁmhuum gnﬂa réfembly &hﬂﬂnﬂf fiddby the
messages from nera ro
conventi onal aogb@&%:guqs%{ﬁerl&r%toﬁﬁatgggg &mIo tﬁ%ﬂs]t}g ﬁéf &SI ed to
the PSTN 110. |compidseresponses thatinclude scheduled mgisase%sedaaﬂ posiive oupl ed
caui PG dat o e ey (A8 oo
coupled to t he W Flg %‘gfvﬁm&sgge% su&'ﬁ% e%]@é? PHESHeP protocol utilized for
out bound ant® i nboudderrentrallesli2preferablyisceynied py seephonaliniscil voapublia’ s
vel | - known FLE)SEAGIEdh]edft hwn@ﬁetw&ktaa!e 11@%@6&&0&%@&@&1&4 &ﬂ%éé%ﬂge

r ot ocol s. These nown e
orror correcti HEB dry’ §Redve SRS comprisifg Rt Pt drom
occurring durirthe Psmm gqmemte@léar examplehfyoni a canyveptionalrtelepbone b
nuner ous. drta &ddenaenﬂnﬁﬁwtatm eddidthe PSTN 21D OnREEIHREQHE can be

used as wel |

I bl ock..di ram of.
exenpl ary. pbi ¢ oPEFoler 14 peerablySs Bupledihiauih o cri it nd 4oRiyaicffio o
client") in ac claﬂderﬁbehvtem@t 12(for acquiging=data, &.gveab pages, fiom pideasabne server
subscri ber uni t121%&d3@m¢@%@h@ﬁﬂ@nna

The over-the-air protocol utilized for outbound and inbound messages is

preferably selected from Motorola's well-known FLEX™ family of d1g1ta1

20  selective call S1gnahng protocols. These protocols utilize well-known error
detection and error correction techniques and are therefore tolerant to'bit errors
occurring during transmission, provided that the bit errors are not too numerous.
It will be appreciated that other suitable protocols can be used as well. -

FIG. 2 is an electrical block diagram of an exemplary portable

25  subscriber unit 122 (also known as a "wireless client") in accordance with the
present invention. The portable subscriber unit 122 comprises an antenna
204 for intercepting an outbound message and for transmitting an inbound
message. The antenna 204 is coupled to a conventional transceiver 208 for
receiving the outbound message and for transmitting the inbound message.

30 The transceiver 208 is coupled to a processing system 206 for processing the
outbound and inbound messages and for controlling the portable subscriber
unit 122 in accordance with the present invention. A user interface 214
preferably is also coupled to the processing system 206 for interfacing with a
user. The user interface 214 comprises a conventional display 216 for

35  displaying the inbound and outbound messages, a conventional alert
element 218 for alerting the user when the outbound message arrives, and a
conventional keyboard 220 for generating the inbound message and for
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204 for intercepting an outbound nmessage and for transmtting an inbound
nmessage. The antenna 204 is coupled to a conventional transceiver 208 for
recei ving the outbound nessage and for transmitting the inbound nessage. 30
The transceiver 208 is coupled to a processing system 206 for | 0g
the  out bo¥YRPH% nbound messages and for controlling thg%gf@g‘%"g '
subscri ber unit 122 1 n accordance with the present invention. A user

interface 214 eferably is also.coupl tqQ the processi st,em 206
for interfacing cggpfrﬁilgig the po%gabfe. s“%ﬁ?‘tﬁé&“ﬁ#?é%f %?5‘3%&%“@5%?%92!5 %}s’,g']'- -
convent i onal di spupledXbahé pro@ssing sysbem206 don swppiorting dinte keepivgt bound

messages, a ConvgpbieMahtsdfehd portable SLI¥RBEr @i81501 al erting the user when
t he out bound nessage, arrives ng

a conventional. k
generating the inbo Pﬁ%%‘?%fgg sgqg:amf%)p comprises a convenklonglypqggésgo% aIn(H
-4- s  a conventiondlimergoryh2l2p dieabemmorBiPmonipsises softwareelements
conventional cl ogig Gér barigBie¥or pro 18 theptRessi GRRTh D06 &St em 206 f or
supporting time keepjng equl r epent s . Of eg@ortagl’isbs i be nit
122 THRESHHEES Withyhe PEesSRt BUBRHGRpTRemEmerE 412 BIRPARLY ssor
210 and 5 a convseiddtiveahll addesy 2221 ®. which the portgble s@bscobpr unie 322 isf t war e

el ement s anc}e%&%?lvéquaﬂlakt?oﬁ\,fﬂ% 2Mirthdel § ré eyt em 206
in accordancszei‘F t tr}e resent .invention..The [lEMpE Y. 1 ref erably
i ncl udes 10 SAprBeRt 224 1oL PTOGTAGITURE e BracEssity i %nz %'i?rRre?ﬁgsé EHFRET ber

unit 122 is " thesyginwiell&nolwn duhiitfizes, Thetroemenp?12 ftther cotnprises asukessage
10003 1 Lo VAR P MO g o s g
conprises a sub-Internelapgdhs orgagizagpn ﬁaﬂ(ﬂ?ﬁq@y dF e jnforoandn e “FYthst s
for information To retduch éatency, thet data etquisitionfiectionghity arel sebactexhothér spl ay of
the informat}on gheRohAfifes h8fmally resident in a traditional browser have been split
between the sub-browser 226 and the controller 112 in accordance with the
present invention, as is described further below. The memory 212 also
includes space for bookmark identifiers 228 and a cache 230 for storing
previously received data, such as image data. :
20 ~ FIG. 3is an electrical block diagram depicting an exemplary controller
112 in accordance with the present invention. The controller 112 comprises a
network interface 318 for receiving a message from a message originator via
the telephone links 101. The network interface 318 also preferably _
communicates with the at least one server 124 via the communication link
25 121 to the Internet 120. It will be appreciated that, alternatively, more than
one network interface 318 can be utilized, and that different network
interfaces 318 can be utilized for receiving the message and for
communicating with the at least one server 124.
The network interface 318 is coupled to a processing system 310 for
so  controlling and communicating with the network interface 318. The
processing system is coupled to a base station interface 304 for controlling
and communicating with the base stations 116 via the communication links
114. The processing system 310 is also coupled to a conventional clock 336
for providing a timing signal to the processing system 310. The processing
35  system 310 comprises a conventional computer 312 and a conventional mass
medium 314, e.g., a magnetic disk drive, programmed with information and
operating software in accordance with the present invention. The mass
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To reduce | atency, the data acquisition functionality and sel ected other 15
functionalities normally resident in a traditional browser have been split
bet ween t he sub-browser 226 and the controller 112 .in accordance with the
present invention, as is described further below. The nmenory 212 al so

i ncl udes spaceWPdP’S%Q)krrark identifiers 228 and a cache 230 F&T/USPUISHHYg -
previously received data, such as imge data. 20 FIG 3 is an

el ectrical block diagram depicting an exenplary_controller 112 in
accor dance wi t hmegiup3d4 epmprigeeeheonyientiond subsribsr daiabase320 dopstoeing a-. -
net wor k i nt er f apfildsSdéfiriin eaeicelfmgswbsaﬁb&ageu@rthmtemss‘hgmass hgidivhor Vi a

Che volepnone e it ol %S%‘Se*mére@* 908 PR AR EE AR L 1 i 25

121 to the | nt emessagesthropghjyyrelk- Fﬁf-h@’ﬂ“&‘éed that, alternatively, nore
t han ’ ong net WTHe iAsrhbditgn 3ﬂ£a1§<amcb.aieshidajtazed;,mmmh élefrienel324 for ent .
net wor r e an
for commn#%aéf%%%%aﬁ*ﬁ §ﬁ& psﬁ‘éJ%v‘aHff"Eﬁaé ird EeAd Ui iR BIRAYT
networ k i nt er f ae ssreri1d4 ondheh epQrtabieshsaaberpmitcli2ainncrendagge

control | i ng andwibeik Ppréseht ﬁ@enhbﬂ Thenagd iedkirh Bl £ffrédee «Shdrisdd®

processing syst &%1{@ ﬁ%%éae:ng E?r Etopx\%%%]og%%}ahg&l uﬂ{r&s%ﬁ%&tglég%ocgfors the

control ling nnunlca
comuni cat i 6h | ({kks) and corrpaporyding identificss fog vaiveless lients. Insaddiigncdbapl ed to
a conventional flaecineddfm 314 mdhﬁuesmr@ﬂm@lsmhmmzaﬁmlanmeasom t he

convent 1 onal cofpi 4118 (b REERTG By a1y ¥ ot SRIBGhERRR ity

conventi onal
magneti ¢ di sk dinfomnatigroeachadiinthe wineless dients ub%ccamnce withgpset 8f i ng
sof tware i n accpfedierathied hﬂb&l%@f@&]ﬁm thepoefabledibscHiler ARSI 22 and the

redi um 314 GOMDILSeNd 1300UANL m%a&é?@amé’?@]rﬂpﬁ%ﬁgo?&&ngﬁ byifi fd 9

profil es def'? ni ﬁon ServiceP nmass nmedi um
another to achieve and mamtam cache synchromzatlon through well-known

techniques. The mass medium 314 also includes a security area 332 for
storing "cookies" (e.g., information identifying a visited site and recording
selected actions taken during the visit) and security certificates, such as
20  encryption keys, on behalf of the wireless clients. In addition, the security
area 332 preferably stores user name and password information for domains
visited by the wireless clients. '
Referring to FIG. 4, a flow diagram 400 depicts a data acquisition
operation of the exemplary wireless communication'system in accordance
25  with the present invention. First, one of the portable subscriber units 122
(i.e., one of the wireless clients) sends 404 a URL request accompanied by a
transaction identifier:

For example,

Request from client - GET http://www.quote.com/?stock=MOT
REQID=89FC.

“The controller 112 forwards 406 the request to the server 124, and the
35  server 124 returns 408 a response to the controller 112, through well-known
techniques. The controller modifies 410 the response and adds one or more
placeholders for one or more additional data elements that will be required

-6-



314 further conprises a nessage processing elenment 322 for processing
messages through well-known techni ques. 5 The mass nedi um 314 al so

i ncludes a data acquisition elenent 324 for programi ng the processing
system t.o. acquj gped data el enments from the server 1 | f
of the portabHﬁégﬁgé riber unit 122, in accordance wWth t éﬂnggggt'

I nvention. The nmass nedi um 314 further conprises a bookmar ks- area 328

for storing bo ) IV, . 1. . :
corres pondigng :)fg{enﬁélﬁ' ?eedrég‘ ) f%i’ §%e¥l£e’]%§g§sr I%‘%lféer%?@laq{%ﬁ%gﬂ?f %@? . . fmass
medi um 314 i nclmader foxdesignatingwheve thaaddifianal date %}Benﬁ(§rare_t° e placed
progranmi ng t hereRitiveas vther data e thekb8ponsenidhetcontroligmiblen sendsdli2ahew t h

i nf or mat i on cach %de%F} ggfgiﬁ?‘ﬁ?ﬁ%{dégﬁéﬁléﬂ% 3@&%@%&&&@6&& of

predet er ni ned il ] i i scriber unit and the
15 control Iser tgmewd% ignty communi cate cache control information with
one anot her to achi eve and mai ntain cache synchroni zation through

wel | - known l:techni ques. The mass nedium 314 al so includes a security
area 332 for or |?(g "cookies" (e.g., information identifying a
visited site and recording sel ected actions taken during the visit)
and security cemitidliréspdite ffit boRtoler - PATAYSIFCH0 KENs230HOIIDERS=2f t he .

wireless clients. In addition, the securi . erably stores
user nane atfd password i nformation for 6%?%3‘*“‘:118&%@?@?%%& %’the Wi rel ess

clients. Referring to FIG 4, a flow diagram 400 depicts a data
acqui si tijon - O!I?éhﬁ;: ih@'tofifrollee 1 EXErginates 40 _ﬁeleﬁﬂsorié(lﬁq?ﬁt ecithecut leagst em

i n accordance Wi rasent ..i.nven rat, e
subscri ber uni t%“elsffve.r{ﬁfgf the %ﬁ%lhgxglfé#%e&%\n@néﬁ%iésn o é‘ﬁ ggﬁééfsﬁgt4 a
O & 30 it e 0% o e TG0 hd At O K=NOT
examnpl e, CHe at'1€46t Gne8atver 1 6 the additigh t& €] eL K=
REQ D=OFC " bl GRS il 1 DR, 308 4188d £GSharl © LD
server 124, a\rll\gtd;’tthscgg 0(8)rral 24 &oiFhs i iﬂ%pgigspg{lse ot ﬁs%igogtrol | er
112, through ataletament(s), along ¥ ﬂl?etga.m?ﬁ 1 1 tor theyvrelessclienty t he
response and adds one or nore pl acehol ders for one or nore additional

data el ements thglediiglePe required
20

)

Placeholder data #1 - DATA 89FC:01 LEN=3244
<<<data>>>

Placeholder data #2 - DATA 89FC:02 LEN=980
25 <<<data>>>

Placeholder data #3 - DATA 89FC:03 LEN=2196
<<<data>>>.

s0  (The HTML control items, e.g., DATA, LEN=, HOLDERS=, preferably are
tokenized for efficient over-the-air transmission.)

- In response, the wireless client places 420 the additional data element(s)
according to the placeholder(s) to complete the data acquisition. The
3 technique described above advantageously removes latency from the
multiple transactions that can be needed to acquire data by a wireless client.
Only a single request is required by the wireless client to acquire the data
corresponding to the requested URL. By moving the data acquisition
functionality into the controller 112 whenever possible, the present invention
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for conpletion. A placeholder is preferably an efficiently transmtted
mar ker for designating where the additional data elenent(s) are to be

pl aced relative to other data in the response.. The controller then
sends 412 the nodi fi ed response and pl acehol der(s), along with the
transaction i dMQ956HP 5 to the wireless client: For EXHNPIN6609 .

Initial response fromcontroller - DATA 89FC. 00 LEN=234 HOLDERS=3 10
<<<data wi th pl acehol der(s)>>>. e controller 112

Next, 1t
ori gi nates 414 agvaniageoushieredugendhe respoppetigie of yrizeless acquisiiontangar 124 f-or
the additional ¢eitafelvirehsystem. (It will be appreciated that sever al

different servers Opfed | %Iafh ; a?]:ﬂ' response,
the at | east one séigéfgr sehg’?ﬁa‘g%? adgﬂﬁgﬁaggjﬁe engnt(s)

to the control | eperation of the xsmplary wirelespcqmanicting systeayin acserdaagé t i onal
data el ement §s) with ma@rvéehhixw&ﬁﬁbﬁam‘haﬂbwc}ﬁfmmftheUSérQ)ftthewdiel@besS

client: F?ﬁen%%ﬁ}?{; 802 fosave a bogkﬁ\%?ﬂg<<§gfg‘§§§c#&nphﬁéﬁggog%g%\g%@ dat a

LEN=3244
#2 - DATA 89FC: Hhroughagmedetermined key sequence on the keyboard 22Q. Inyzasgense,

Pl acehol der dat ¢hefjSrocedsngsy8RnC206301 thewmAldléss client assigns 504 an available
<<<data>>>. bookmark identifier. The processing system 206 then sends 506 a bookmark
10 add request and bookmark identifier to the controller. In sending the
bookmark add request, the processing system determines 508, 510 whether
the URL being bookmarked is identified by the transaction identifier, as in
step 404 of the flow diagram 400. If so, the processing system 206 identifies
the URL by sending 512 the transaction identifier in the bookmark add
15 request:

‘For example,

Request by client - BRADD BKID=24 BKREQ=89FC
20 Response by agent - BKADD NEW
(set to ‘http:/ /www.quote.com/?stock=MOT").

On the other hand, if in steps 508, 510 the processing system determines that
the URL is not identified by a fransaction identifier, then the processing
.25  system 206 identifies the URL explicitly in the bookmark add request:

For example,

Request by client - BKADD BKID=24
30 BKURL="http://www.mot.com/curnews’
Response by agent - BKADD CHG

Regardless how the'URL is identified, the processing system 310 of the
controller 112 stores 516 the URL and the corresponding bookmark identifier
a5 with other bookmarks and identifiers for the wireless client, so that in the
future the wireless client will be able to access the URL by sending 518 only
the bookmark identifier. In response, the controller 112 sends 520 the
corresponding URL to the server 124 on behalf of the wireless client. The



so (The HTML control itens, e.g., DATA, LEN=, HOLDERS=, preferably are
tokeni zed for efficient over-the-air transm ssion.) I n response,
the wireless client places 420 the additional data el enent (s)

according to the placeholder(s) to conplete the data acquisition. The 35

t echni que desWQ%966218bove advant ageously renoves | atency fronkGI{ES99/06609
mul tiple transactions that can be needed to acquire data by a wireless
client. Only a single request is required by the wireless client to
acquire the datteduuque@enlcteémmﬁﬂ@wbamﬁ%%mw ly 38luge%i ng t he- |
data acquisiti Qﬁbound trﬁiﬂ&(‘afnldqawnby bylnmmhﬁg elendrhothesf ihbdunt aey for

ossi bl e,
p7 the Fx)'trac%fees ug}tﬂg Qe esse Ls. This is because the o aﬁk
-7- uces e response W rel ess

acqui sition told@&tflers pl‘P-f@ yaﬁerauvh shortery ege fvo aracters, "hP@faérquH&tt 0

FI G |5 a f'soV\/llﬁ{I@-Q&Bi&QQHbd@Wbﬁ rméxlsrmudm operation of the
exenpl ary wirel ess,comuni c m i esent

i nvention. The fl oW H& 1%§°§f¢°§?ﬁ'§ glargrg?la@ﬁqe%n caéuf(‘@rBBext pc{f acting
502 to save a bh@mnplaryrmxselesaﬁoma@@@hmsmammorémepweth e t hr ough
a predeterm negxlsﬁht%f ﬁ?ﬁeméftob@b Qaﬂdﬂﬁaenelbgsmammm 602 the
processi ng sys 0 e es |en

booknar k i dent |”F‘{nér?na RdonYas: gggstﬁﬁ) gj&/@‘? % ﬁnrﬁscfs%gffgl{‘g%goénark 10
add r equestwand:hbnummaansé%thefméqrwqm tbémq}@lz?’ﬁraccqrﬁh@m ng the
bookmar k add rg:ﬁH&étErnﬁrﬂzﬁ 3t OFRASY, BG. %é‘fétﬁiﬁﬂﬂéﬁff@cfh%by%% ghet her

the URL bei ng Hopkimat e inb d5Mhink oF Be ot 854la80%. Sliblbtly, 2 1"

the controller 112 receives 606 new information for the wireless client that is
identical to the previously received and forwarded information. The

15 controller 112, for example, can detect identical information by maintaining
a record of headers identifying data sent to the wireless client. The
controller 112 determines 608, from the predetermined set of rules, whether
the information is still in the cache 230. If so, the controller 112 controls 610
the wireless client to reload the information from the cache 230, thereby

20 advantageously eliminating the need for retransmitting the information over
the wireless link. On the other hand, if the predetermined set of rules
indicate in step 608 that the information has been deleted from the cache 230,
then the controller resends 612 the information to the wireless client. It will
be appreciated that to maintain cache synchronization, the controller 112 and

25 the wireless client can periodically communicate cache control information
through well-known techniques.

Referring to FIG. 7, a flow diagram 700 depicts a security operation of
the exemplary wireless communication system in accordance with the
present invention. The flow begins with the controller 112 receiving 702 a

s0  cookie or security certificate for the wireless client. In response, the
controller 112 stores 704 the received cookie or security certificate for
interacting with the server 124 on behalf of the wireless client. This
technique advantageously eliminates the wireless traffic that would result if
the wireless client itself handled cookies and security certificates in a

35 traditional manner.

Referring to FIG. 8, a flow diagram 800 depicts an authentication
operation of the exemplary wireless communication system in accordance

-9-



step 404 of the flow diagram 400. If so, the processing system 206

I dentifies the URL by sending 512 the transaction identifier in the
bookmark add 15 request: For exanpl e, Request by client -
BKADD BKI D=24 BKREQ=89FC 20 Response by agent - BKADD NEW (set to
http: //vww. quowe.sse®st ock=MOT" ). On the ot her hand, i fPCAISSYusE9
508, 510 the processing system determ nes that the URL is not
identified by a transaction identifier, then the processing 25 system 206
i dentifies the WRh tbe présent inventionh@hp floknbeginauithy theyeigeless client making ... -

exanpl e, SR0AR: vt told @dthain ek Rér ARme and password for

BKURL=" htt p: // www. D .coMcurRﬁV\s' bainses gegée % agent - BKADD CHG
Regar dl ess how 4FESSURE 'PPIGEHF HEEL t?’ﬁ‘@aﬂﬁ g8 ﬁéagvﬁwmfﬁ of the
control | er 112 passwesd5The controlitr H2dteres 806 theseses nameqridopdeswokd fardhei f i er
35 wth ot h;ﬂﬂ%%l@&@&ﬁénﬁﬁ@hé A8 hddans 3120t Ruid fefdread. TrefPibly SBet hat

Sendi ng 518 _onl YPerrama i BrSpuiees HoRtd 1 2P0t AAdPRRERS PR cont r ol | er
112 sends 520 té&mrypted fonsecusivpnWhen thRiwirelessdiest subsequentiprevimitsdhé of t he
wir'el ess client goflifh, the controller 112 responds 808 to authentication challengesy
providing the user name and password on behalf of the wireless client,
10 advantageously eliminating authentication traffic over the wireless link.
Thus, it should be clear from the preceding disclosure that the present
invention provides a method and apparatus for removing latency from the
multiple transactions needed to acquire data by a wireless client.
Advantageously, the method and apparatus brings the response time of
15  wireless data acquisition close to that of data acquisition in a wired system.
Many modifications and variations of the present invention are possible in
light of the above teachings. For example, although the browser
functionality has been depicted, by way of example, as split between the
wireless client and the controller 112 of the wireless communication system,
20 the browser functionality can, alternatively, be split between the wireléss
client and the base stations 116, or between the wireless client and an *
additional intermediate controller (not shown), or between the wireless
client and a plurality of infrastructure entities. Practicing the present
invention via the base stations 116 or via an intermediate controller, or via
25  other infrastructure entities also removes browser traffic from the wireless
links, so that latency and turn-around time are advantageously minimized.
Thus, it is to be understood that, within the scope of the appended claims,
the invention can be practiced other than as described herein above.

30
What is claimed is:
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technl que depicted in the flow diagr ag 500 advant ageousl y reduces

i nbound traffic and |l atency by m nim m lﬂrmnrm” i nbound data for
he bookmar k

requesting frequently accessed URLs.
identifiers prefer are nuch shorter, . d., Mws characters
explicit 5 UR@ 9\3%?%% can be twenty char acters or |onger. Pci'/i}@d}m%y
Referring to FIG 6, a flow diagram 600 depicts a caching. operatlon of

t he exenplary w rel ess communi cation syﬁw accordance with the a
present invention. The flow begins with rel ess client receiving 602
information forwarded through the controller 112. In response the wireless
10 client maintaing, 6Q4rﬁémodﬁf@wmds@aoﬁ‘mﬁrhﬁm?stea$ﬁn e 89 to a

predeterm ned s t Of%‘%ﬁ:ﬁdr@tj?bet&%%w‘qeg%%ﬁt% & as@éxc% q‘%g f t he

i nf ormati on and f‘h‘@ Fee cache Renory aval é
the control | er of thewireleseeorsuwmitaiion sysermathesnethod qomeprifing the;
that is identical to Jcpdiny, & teusirklesediRhy By tivihfiastruwoiude ormfmlarratl on.

The 15 controll er 112, .for_ exa i y
meintaining  TEWFELGOR aferxs% o SflefiEufe o %2%1%3 B f{*@?ﬁfe?’%% o
client. The the masponsd mpdified hydhe infr ?ﬁéEJCBG‘s POFHWQ FRMBFisRIat er ni ned set
of rules, wheth aceholde&l’&dﬂﬁdmﬁmau@ata defeht heddeditb @ofipléte tRSfespbhiseso,

the controller 112 controls 618 %ﬁ’é(r me%# L@%ﬁ)g%%%g%thoﬁtaqega%fge

i nformati on romthe cach®'&38" Lm nat t he
need for retranduithei regueﬁérqmﬂbﬂmelﬁﬁﬁdmarequeStttﬁéhQ\ﬁ¢r€P’é§>§ thenk. On the

ot her hand, if tagglt;grgqiahgré]@ﬁ&q aed of rules indicate in step 608

that the information has peen m,t h cach . t he
controller resends 612 thg) %Pﬁ-gfﬁf@}‘f‘{‘% erpe(?rggn’ ceiaéin tio {i%ﬁt

be appreci ated teleaneritgo e wirglass dmﬂevfwlrr@ml fram the serves. control ler 112
and 25 the wgreless client can periodically comunicate cache control

i nformation t hyou wel n nigues. .. rrlngto FI G
7, a flow diagram 760 d é‘gﬁﬁﬂe@"% Cgfnpcf?‘?%mesm}%t%e exenpl ary

Wi rel ess communi cation systoangmtheumsMaummqmeuuform rgp@uyenocators
invention. The fRYVsPRL Bérr di ripebdukimdrR id@itiflets; andcei vi ng 702 a 30

cookie or security certific t he wi ess the
control ler 112 stores 704% et"?aﬁléng Waveé'obé’etilhgnbffasgﬂtcu l%/&gert i Cate for
interacting aet mmmxsemnqumn@fmm thefwizelessglieat esgrrmmng PRE s

t echni que advantRYROHSIRMAL idbREi@s. the wireless traffic that would result
if the wireless client itself handl ed cookies and security

certificates in a 35 traditional manner.
3. The method of claim 1, further comprising the steps of:

maintaining, in the wireless client, a cache of previously
25 received information held according to a set of predetermined rules; and
_ controlling the wireless client, by the infrastructure portion, to

reload the previously received information from the cache when the
infrastructure portion has received new information identical to the
previously received information and determines from the set of

30 predetermined rules that the wireless client still has the previously received
information in the cache.
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Referr| ng to FIG 8, a flow di agram866—depicts an authentication
operation of the exenplary wrel eSﬁ comuni cation systemin accordance

with the present invention. The fl ﬂﬂ”m Me wirel ess client making
nane and password for

802 a first visit to a donain that
access. ‘I reswor9/8421¢ he user obtains and th efs B804 a user rRAFISAMNOF609

password. The controller 112 stores 806 the user nane and. passwor.d for the
5 wireless client in the nass nedium 314 for future reference. Preferably,
t he user name #nd Fhemethad of daim 3y burthes compsising the step afhi ch has been

Sncrypt edhf or seculr:ty \fgﬁﬁnﬁﬁiﬁaﬁh g&ocgé%oﬁﬁbﬁhfor&mﬁ%ﬁ%éﬁwh@wwleés; the
omai n, the con ro er, re S t i4C C nges by
providing the u ﬂé&%\ﬁﬁr %@56&5?805%0%&1%%&%%#5 ;%}} gtl ient, 10
advant ageousl y eI imnating authentication traffic over the wirel ess |ink.
Thus, it shoypld be gl e%efrﬁétﬁbamcla{rﬁqgﬂh&w@bﬁtﬁraﬁtgtﬁebhgothe present

i nvention provides a nethod.and,appara renpvin fromthe
mul ti pl e transactions neé&%ﬂmﬁdbﬁ:ﬁﬁ%& e%‘yaéew P cg§ pgﬁ%dﬂt’y.én

Advant ageous| y, trahsaction hdehtified; a‘pbar atus brings the response tinme of 15

W rtel ess dat ﬁ/aacqui Si ]Ei Ori-te &E%ﬁéﬁu&@ﬁ& ﬁHﬁ&h&h@ﬂs&cﬁoﬁ vvl red
system n I ons an r| a sent i nv |on are
possi bl e in }aef‘Bﬁ‘F %?SBW ?E‘T?S@er asggg Fi JE% th_e

br owser idunctionality has been depl cted, by way of exarrpl e, as split

bet ween the Wi rel e%e%étﬁﬂ% o@@ﬁxﬁthfeﬁﬁﬁt&rcehtl;ﬁrsuﬂgltaeetepltdte wirel elss )
Sl 1t betvieen the wirel edwiding bR i dRborkon elfkss skl ° Y 22
the wirel ess cl ¢certificatesionbrehalf ofitheiwirelgss client.er medi ate control l er (not

shown), or between the w reI ess client and a pl ural ity of
infrastructure ent i’ji e i ge r.esent e et 's%? via the base
stations 118 or vi i 5218“8 n mqrépmp&sutg Siep :

holdlng by the infrastructure portion, user name and
password information for a domain visited by the wireless client; and
responding, by the infrastructure portion, to authentication
challenges when the wireless client revisits the domain, by providing the
20 user name and password information on behalf of the wireless client. * -

=19
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25 other infrastructure entities al so renoves browser traffic fromthe

W r.el ess links, so that |latency and turn-around time are

advant ageously m ni m zed. Thus, it is to be understood that, within

the scope-of t pded cl ai ns, can be pli,éf}’ubmmgt her
t han as descrig@cﬁﬁgﬁel n above. S(Jllllllﬂﬂmnlmmlmms cI a| med I s: :
-10- : 1. A
method in a wirelesg COMH&SH&:Q&%%!&QE&%&E&&H& &eﬁ'tforspﬁ'ftﬁl .
functionality bﬁ,ﬁ%/een w.r el EYEC | ent a |nfr sfruct.ur.e” por on 50

the wireless co F‘S‘Holéa;} ﬁ’iw?q’i’ea}?'éf fgoRtRRUest eps of :

sending, to thecompaisags client by the |nfrastructure portion,

response froma server to, aem'm%ra&%&mgﬁ%wﬂb%ﬁ%wt gelcgfnsorl .

client, t he response nodifi
a pl aceh®l der for an %Ha?‘ie?%ﬁélsyﬂﬁfrbc i?fg IBEIRAB I e t he
response; 10  processing communications with,thegertvieg i nfrastructure portion
w thout a need for a a base station interface coupled to the processing system for
controlling a base station,
wherein the processing system is programmed to:

10 send to the wireless client a response from the server to
an earlier request originated by the wireless client, the response modified to
comprise a placeholder for an additional data element needed to complete
the response; '

originate, without a need for a further request from the
15 wireless client, a request to the server for the additional data element; and
forward the additional data element to the wireless
client when received from the server.

9. The controller of claim 8, wherein the processing system is further
20 'programmed to:
store, in the controller, uniform resource locators (URLs) and
corresponding bookmark identifiers; and
send, to the server, one of the URLs in response to receiving
from the wireless client a cbrresponding one of the bookmark identifiers.
25
10. The controller of claim 8,
wherein the wireless client maintains a cache of previously
received information held according to a set of predetermined rules; and
wherein the processing system is further programmed to
s conirol the wireless client to reload the previously received information
from the cache when the processing system has received new information
identical to the previously received information and determines from the set
of predeterrmned rules that the wireless client still has the previously
received information in the cache.

11. The controller of claim 8, wherein the processing system is further
~ programmed to
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further request fromthe wreless-el-ent, a request to the server for the
addi tional data el enent; and ~forwardi ng, by the
infrastructure portion, the addi tlﬂ'm el enent to the wirel ess
client when received fromthe ser mm"m”m” " 2. The nethod of cI al m
1, further conWOi%8sed0the steps of: st or i ng CHYSoPREg0d '
infrastructure portion, uniformresource | ocators (URLs) and
correspondi ng bookmark identifiers endi n to the
server by the |nfrastruct@%nWF%?Gﬂg‘%?éﬁﬁukfwnbm%ntﬁeY’é%}f&ﬁse--t0
recei ving from gt ehteheesontedlles bd achiewe caehpsyrithngnisation. of the bookmark

identifiers.: 3. The nethod of claim1, further conprising the
steps of: mlnﬁ% inthe wireless client, a cache of
previously 25 r ecei Med Thefcoriralle raccording to a set of predeterm ned

rules; and ¢ whereﬁoﬂhblvﬁi'élessg:héllﬂﬁs akraaged to sdnidentequist t he
infrastructure ort| on e&g atran oﬁqgeﬂlﬁ}ﬁrp&?&’i ously received information
fromthe cache y F ure’ portion has received new
information i dentl cal to Wh@;fem thePﬁ?‘@o‘"?lBEﬂ%FelF‘ééé‘F\?}é?}' Hrﬁgﬁxﬂﬁ‘ﬁaéﬂ and

det ermi nes fronmedtien 8! traisadfordideeldfier withadespdrae ahd pladehelder detaess cl i ent

still has the previg information in the cache.
4. The net hod 8?50&34%1&1% %/qﬁle?t'conpri sing the step of

comuni cati ng cache control information between the wirel ess client

and the infrastructis.e THdohablléofatdiines) eviveciahe pradessing spdtemis further
5. The net hod (I)Jf g(;:rl ai m&.t further conprising the steps of:

hold cookies and security certificates on behalf of the wireless
client.
15
14. The controller of claim 8, wherein the processing system is further
programmed to:
hold user name and password information for a domain visited
by the wireless client; and .
20 respond to authentication challenges when the wireless client
revisits the domain, by providing the user name and password information
on behalf of the wireless client.
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A A

sending, by the wireless client, a-reguest—acconpani éd by a

transaction identifier; and returning, by the

i nfrastructure portion, the transalmumul“l“““mgm fier with a response and
pl acehol.der d%{,t? Fss3faci ated with t AL 6. pcFiSeoiiRédeod

of claim1l, fur %er conprising the stép &f " hol di ng, by :
the infrastructure portion, cookies and security certificates on

behal f of the w rell?.SSA?dr%’ie ?ub']sériber unitir?amwi:@'é’ss%ﬁﬁﬁﬂhﬁ&ﬁ&ﬁé?%ﬂmfor L.
further conprising.the, steps of:, ) Lgldn,,bry,e -
i nfrastructure g4 &%P’%\%’ functonalify between the porty Ferﬁ'\lyf'g%}t"? Jipif grd an
domai n vi si t ed ihftasthecture portion afithe mtireleasommunication system, theparpabieli ng, by
the infrastr uctsﬁgga%m}ﬁrﬁ%i%#hent i cation chal | enges when t he

t he "doma

wireless client revisits , by praviding.the 20, user nane and
passwor d i nfsor mati on on B&?@P‘Fe‘?ﬁ?r{gﬁéo W@P&%’P@*ﬁ?m”mwe

portion;

a processing system coﬁpled to the transceiver for controlling
the transceiver; and '
_ a user interface coupled to the processing system for
10 interfacing with a user,
wherein the processing system is programmed to:
receive, through the infrastructure portion, a response from a
server to an earlier request originated by the portable subscriber unit, the
response modified by the infrastructure portion to comprise a placeholder
15  for an additional data element needed to complete the response;

: rely upon the infrastructure portion to originate, without a
need for a further request from the portable subscriber unit, a request to the
server for the additional data element; and

accept from the infrastructure portion the additional data
20 element when received from the server.

16. The portable subscriber unit of claim 15, wherein the processing
system is further programmed to:
| send to the infrastructure portion a bookmark identifier
25 corresponding to a uniform resource locator (URL) stored in the
infrastructure portion; and
' rely upon the infrastructure portion to send to the server the
corresponding URL in response to receiving the bookmark identifier.



-12- o 8. A contreH-er—n—a—wreless communi cation
systemfor splitting a browser functionality between a wireless client

and the controller, conpri si nHIIIII”"I" "I""Ill" I"l ~a network interface
for conmuni cating with a server; a processi n

) tem
coupl ed 10 t hewaevsiaik |nterface for °© pfocésst ng conmuni B %?
t he server; a base station interface coupled to.the
processing system for controlling a base station
wherein the pr oces37ngThe podable subscather wai ef clpim}§, wherein the processing . _ " -
send to the w r@lsf&slg:ﬂuwm— fogragietb:f rom t he server to an earlier

request originated by the WL gggﬁhcéldfg%%la%ﬁ?l%gépg&lﬁﬁogggﬁéﬁﬁg dto

conprise a placehol der f SPAAR A nt needed to conplete
t he response; accordmgtoasetofpredetermme r shar® Wit hout a need for a

further request fromtheb&@onﬁbﬂ&ibﬁﬂx@iﬂfm&ucmépqmtotmlddabt}aerver f or
t he addi ti onal data e

N &%g( g he

addi tional dat aP'S & reic WFﬁe W rePonfromthe calchewh tIelﬁzluFfie'cel ve omthe
server. portion hasTresiveshnew infermation idgntical tothe peeronsy reeedved si ng
systemis furt hgfortRatibrosia¥eanires from the set of predeterminéd rales timttthe

control l er, unifor I’eSﬁ %%ru&%géﬁﬁs \(.h%lsog{r%gz retcgivteﬁWO?ﬁﬁﬂaﬂ'ﬂ&\e

bookmar k |dent|P?r§? € server, one of the
URLs in responseache. recei vi ng fromthe wireless client a correspondi ng
one of the bookmark identifiers.

18. The portable subscriber unit of claim 15, wherein the processing
system is further programmed to
communicate cache control information between the portable
15  subscriber unit and the infrastructure portion to achieve cache
synchronization.

19. The portable subscriber unit of claim 15, wherein the processing
system is further programmed to:
20 sending a request accompanied by a transaction identifier; and
receive the transaction identifier from the infrastructure
portion with a response and placeholder data associated with the request.

20. The portable subscriber unit of claim 15, wherein the processmg
25  system is further programmed to
rely upon the infrastructure portion to hold cookies and
security certificates on behalf of the portable subscriber unit. '

21. The portable subscriber unit of claim 15, wherein the processing
a0 system is further programmed to rely upon the infrastructure portion to:
hold user name and password information for a domain visited
by the portable subscriber unit; and
respond to authentication challenges when the portable
subscriber unit revisits the domain by providing the user name and
35  password information on behalf of the portable subscriber unit.



3

25 10. The controller of claim8, wherein the
w reless client maintains a cache of previously recei ved i nformation
hel d according to a set of predeterm ned rules; and

wherein the pro I.ng systemis further programmed to 30 ¢

wireless cli en‘P’St%%??zé oad the previously received informati o(rjlﬁf’eé”?%?n t he -
cache when the processing system has recei ved new i nfornation

identical to the previously received inforndsi on and determ nes fromthe

‘set of predeternined rules that the wireless client still has the™- ~
previ ously received intgegation in the cache. 35 _ 11. The
controller of claim8, wh ' he processing systemis further
programed to - - 13-

conmuni cat e cache ‘ 122 client and
the controll er tqfachi ) 1 The

controller of cl iﬁ@)ﬁ"r lent is
arranged to send agj8gyes bntifier, and
irn t he

wherein the procqgs
transacti on identi@h@? associ at ed
wher ei n t-he
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brogranned to

behal f of the wreless
claim 8, wherein the processing system.is further

hol d user

clie

name and password i nformation for a domain visited by

wi rel ess tli erwossss21®0

when the wireless client -~

nane and password information

revisits the domain

hol d cooki es and security certificates on
nt. 15 14. The controll er of
programed to:

t he
respond to aut henti cat PEHUS8P0Rnges
by providing the user

on beaﬁ§f of the wireless client.
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15. A portable subscriber unit in a wireless conmunicati on system for
sphitting a browser functionality between the portable subscriber unit and

an i nfrastructure portion of the wireless comunicati on system the
portable- - sylsdlkhgr unit conprising: 5 a t%ﬁ?ﬁﬁﬁm%ﬁﬁ for
comuni cating with the infrastructure porti on; :
processi ng system coupled to the transceiver for controlling t he
transcei ver; and a use3/Snterface coupled to the

processi ng systen1for 10 interfacing with a user, wherein the °
processi ng systemis programred to: receive, through the

I nfrastructure portion, a response froma server to an earlier request
originated by the portable subscriber unit, the response nodified by

the infrastructure portion to conprise a placeholder 15 for an additional
data el enent needed to conplete the response 404 rely upon
the infrastructure portjgos s - pneed-for a further
request fromthe portaler%'eE$é? Ehll server for
the additional data el d/AGEOMRBA Jlal
infrastructure portion the additional daté 20 elenent when received from
the server. 16. The portabl e s§bscri ber & of claim 15,

wherei n the processi n CONTROLEERFORWARDSREQUESPTIRSERVER _
send to the infrastru orrespondi ng

to a uniformresource |ocator (URL) stor in the 408i nfrastructure
portion; and k3O ' rtion to send
to the server the |$Eﬂ¥E_B{§EI BEEFI sp'%i ng the _

bookmark identifier.
Ve 410

CONTROLLER MODIFIES RESPONSE AND ADDS
PLACEHOLDER(S) FOR ADDITIONAL DATA ELEMENT(S)

+ Ve 412
CONTROLLER SENDS MODIFIED RESPONSE AND PLACEHOLDER(S)
ALONG WITH TRANSACTION IDENTIFIER TO WIRELESS CLIENT

* ) 414

CONTROLLER ORIGINATES REQUEST(S) TO
SERVER(S) FOR ADDITIONAL DATA ELEMENT(S

416
[[SERVER(S) SEND ADDITIONAL DATA ELEMENT(S) 1O CONTROLLER]

+ /-41 8
CONTROLLER FORWARDS ADDITIONAL DATA

ELEMENT(S) ALONG WITH TRANSACTION
IDENTIFIER TO WIRELESS CLIENT

* /420
WIRELESS CLIENT PLACES ADDITIONAL DATA

ELEMENT(S) ACCORDING TO PLACEHOLDERS

400
FIG. 4



- 15- 17. The portabl e subscriber unit of claiml15,
wherei n the processing systemis further programred to:

mai ntain a cache of previously received information held according to a
set of predetermned rules; and 5 be controlled by the

i nfrastructurewPe9s620h to rel oad the previ ously recei ved PCRiUSS%56G90 N
fromthe cache when the infrastructure portion has received new

i nformation identical to the previously rgceived " information and _
determ nes fromthe set of predeternined4§ﬁles t hat the portable ..
subscriber unit still has the previously received information in the 10
cache. 18. The portabl e subscriber unit of claim15, wherein the
processi ng systemis further programmed to

comuni cate cache control information between the portable 15 subscri ber
unit and the infrastructure portion to achi eve cache synchroni zati on.

o 502
[USER OF WIRELESS CLIENT ACTS TO SAVE BOOKMARK |

* 504
[WIRELESS CLIENT ASSIGNS AVAILABLE 'B_L———OOKMARK IDENTIFIER |

506

I WIRELESS CLIENT SENDS BOOKMARK ADD REQUEST
AND BOOKMARK IDENTIFIER TO CONTROLLER

* 7508
WIRELESS CLIENT DETERMINES WHETHER URL BEING
BOOKMARKED IS IDENTIFIED BY TRANSACTION IDENTIFIER

3

514 510 | WIRELESS CLIENT
WIRELESS CLIENT IDENTIFIES URL
IDENTIFIES URL N Y BY SENDING
EXPLICITLY IN TRANSACTION
REQUEST IDENTIFIER IN™ -
REQUEST
516

CONTROLLER STORES URL AND CORRESPONDING BOOKMARK
IDENTIFIER WITH OTHERS FOR THE WIRELESS CLIENT
518

WIRELESS CLIENT SUBSEQUENTLY SENDS BOOKMARK IDENTIFIER
TO CONTROLLER IN REQUEST FOR BOOKMARKED ITEM

_ . Vs 520
|IN RESPONSE, CONTROLLER SENDS CORRESPONDING URL TO SERVER|

500

FIG. 5
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19. The portabl e subscriber unit of claim15, wherein the processing

systemis further programmed to: 20 sending a request
acconpani ed by a transaction identifier; and receive the
transaction i dgplobkdred fromthe infrastructure portion W tpgrissosegaeys e
and pl acehol der data associated with the request. 20. The
portabl e subscriber unit of claim15, wherein the processing 25 sSystemis
further progranmmed to : 38 y upon Eb@zl nfrastructure
portion to hold cookie ' i ehal f of the”
portabl e subscriber un LESS CLI HNESINFORMATIONC} i ber unit of
claim 15, wherein the processing 30 syst is further gagogrammed to rely
upon the infrastruqgths nanme and
password |nformat|c;¥v rcl;&:g- thif 1 INS INF Blibscri ber
unit; and — - i when t he
portabl e subscriber unit revisits t domai n by prOV|g|ng t he user
nane and 35 pass of the port €08 ubscri ber unit.
-16- _ CONTROLLER SUBSEQUENTLY RECEIVES INFORMATION
IDENTICAL TO THE PREVIOUSLY RECEIVED INFORMATION
612 608 .~ 610
CONTROLLER RESENDS CONTROLLER CONTROLS
INFORMATION TO N Y WIRELESS CLIENT TO
WIRELESS CLIENT RELOAD INFORMATION
FROM CACHE
FIG. 6 600
702

CONTROLLER RECEIVES COOKIE OR
SECURITY CERTIFICATE FOR WIRELESS
CLIENT FROM SERVER

704

CONTROLLER STORES RECEIVED COOKIE OR
SECURITY CERTIFICATE FOR INTERACTING WITH
THE SERVER ON BEHALF OF THE WIRELESS CLIENT

FIG.7 70

[WIRELESS CLIENT MAKES A FIRST VISIT 7O A DOMAIN THAT
REQUIRES A USER NAME AND PASSWORD FOR ACCESS

804

USER ENTERS USER NAME AND PASSWORD

806
CONTROLLER STORES USER NAME AND PASSWORD

] .~ 808
CONTROLLER SUBSEQUENTLY RESPONDS TO. .
AUTHENTICATION CHALLENGES WHEN WIRELESS -
CLIENT REVISITS DOMAIN, BY PROVIDING USER NAME
AND PASSWORD ON BEHALF OF WIRELESS CLIENT

FIG. 8 800




