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b.gtld-servers.net, etc.) are simlarly distributed and support 20 the top

| evel dommai nlscﬂﬁic%l F.e’l*!com *.net, *.org, etc.). The ever-increasing vol une

of data co he unrelenting growth in query rates is forcing a

conpl ete rethipking of the hardwar f L needed for
root and gTLD %%ﬁg'sg@?%eéée]atg\sigorc elj?eﬁggge@_g'vkeﬂ}ggelrsepfggjr:gs"?’sdﬁ{ﬁle&% %@%ﬁgal single
server i nst aklatsitom rodthod ansl systgmdar provieing highseeedgatebase searching Weh i s

al r eady idqsL‘Jo%i:&riré?ﬁhp&laqliigg,tvm%oglqﬂ@%@oﬂfata%asé ekoreedssBAroM, libr 15gen be

unabl e to neet even needs. Wth the convergence of the public
swi t ched t el G%¥RA58 SHEEWMBrk (PSTN) and the Internet, there are
opportunities for a general purpose, high performance search nmechanism to
provi de featgrgs n@ﬁﬂtﬂhﬂfé@%ﬁat ed with Service Control Points (SCPs) on
the PSTN s ' k as new, advanced services are offered

Nervor T i FRgRB IR PeL I BB Rl WP MRTISR i [ et
servi ces, et(@®NS) resolution for root and generic top level domain (gTLD) servers at
15 reasonable price points is becoming increasingly difficuit. The A root server (i.e.,
a.root-server.net) maintains and distributes the Internet namespace root zone file to
the 12 secondary root servers geographically distributed around the world (i.e.,
b.root-server.net, c.root-server.net, etc.), while the corresponding gTLD servers
(i.e., a.gtid-servers.net, b.gtld-servers.net, etc.) are similarly distributed and support
20 the top level domains (e.g., *.com, *.net, *.org, etc.). The ever-increasing volume of
data coupled with the unrelenting growth in query rates is forcing a complete
rethinking of the hardware and software infrastructure needed for root and gTLD
DNS service over the next several years. The typical single server installation of
the standard “bind” software distribution is already insufficient for the demands of
25 the A root and will soon be unable to meet even gTLD needs. With the
convergence of the public switched telephone network (PSTN) and the Internet,
there are opportunities for a general purpose, high performance search mechanism
to provide features normally associated with Service Control Points (SCPs) on the
PSTN'’s SS7 signaling network as new, advanced services are offered that span the
30 PSTN and the Internet, including Advanced Intelligent Network (AIN), Voice Over
Internet Protocol (VolP) services, geolocation services, etc.
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1 *ACTI ON* WD 03/ 038596 Brief Description of the Draw ngs PCT/ US02/ 35082
FIG 1 is a systemblock diagram according to an enbodi nent of the present

invention. FIG 2 is a detailed block diagramthat illustrates a nessage
data struch@®/03836 according to an enbodi ment of the preskAUIRGEEE | on.
FIG 3 is a detailed block diagramthat illustrates a nessage | atency data

structure architecture, according to an enbodi nent of the present

invention. FIG_ 4 is a de %I | ed bl ock diagramthat illustrates a

non- concurr wﬁ—%ﬁﬁ uct ur e architecture, according to an
enbodi nent of the present invention. G&Rj a_det ai {ed bl ogk di agram
that illustratEG.d 'ﬁ@ﬁ%‘%’ﬁcﬁﬂ*@ﬁ@fﬂ%@ﬁ??@ﬂg an %fH'P%F"E?'?tL?f: h§PEESEMthi t ect ur e,
accordi ng t gn@ntigebodi ment of the present invention. FIG 6 is a detailed
bl ock diagramthat il I ust rat es a non-concurrency controlled data structure
architecture, di | on. FIG 7
is a detailed gfcggé 8| Eﬁ"g?n ?gﬁgbﬁ%&lgt%%twg”%rsgcg%%aﬁ éra%%g{;écont roll ed
15 data s'irmnculdmgatp@hlené)@tilmeetOféhQ:@'ﬁéﬁ%rﬁgW?@“O@n enbodi ment of the present
invention. FIG 8 is a detailed block diagramthat illustrates a

non- concur r enc¥|G.@k aetatgd bidak dagraimuipatuliustrates hintezsageriatenacdata di ng to an
enbodi nent of t rese inve ow di agram
that illust r¥He r%grr?ﬁ?%g%ef%gor '83%1 Tgé%dﬁrﬁehtio(f)m ?see'llrrf 'Iy'génl}%hati ng a

dat abase wi t hout the use of database | ocks or access 20 controls,
according to afrl@nbiedidetaied block tiagremdbatifusiraies AMOBIFONEEERFY CATBYESCr i pt i on

Enbodi ment s thatsnﬁct%%?&ﬂécthﬂévé‘é&h@@ t815A ehbBdienEsMnslprassht swvehtm f or  hi gh-
speed dat abase searching wth concurrent updating, wthout the use of

dat abase_ | ock r_acc

Speci ficilly, E%Waﬂ cfe?zi}le BP l‘sg@%ng"ct atdhuéﬁrgggg%’aﬁggi&rréﬁg Lo er a

net wor k, t hedatatstibeisre anehjtetteres acootdirgrtp an@mbodimentiefdhe pigseft inveaiath repl i es
may be sent over the network. \Wile searching the database, new

i nformation regesVed Lekiilel @%cﬂ@b?@ﬁkthaﬁlmsh@teb AGRhROAAINESCY eirtrolidte
dat abase by creating a new el enen

ed on the new informatio
wi t hout | ocRHAGTEHETeREUBENE; a%ofdt"?gh ag OHW?PP Wh? Hrgs%rg&wgpporpem to the
dat abase using a 30 single uninterruptible operation. 2
FIG. 7 is a detailed block diagram that illustrates a non-concurrency controlled

15 data structure architecture, according to an embodiment of the present invention.

FIG. 8 is a detailed block diagram that illustrates a non-concurrency controlled
data structure architecture, according to an embodiment of the present invention.

FIG. 9is a top level flow diagram that illustrates a method for searching and
concurrently updating a database without the use of database locks or access
20 controls, according to an embodiment of the present invention.

Detailed Description

Embodiments of the present invention provide a method and system for high-
speed database searching with concurrent updating, without the use of database
locks or access controls, for large database systems. Specifically, a plurality of

25  search queries may be received over a network, the database may be searched,
and a plurality of search replies may be sent over the network. While searching the
database, new information received over the network may be incorporated into the
database by creating a new element based on the new information and, without
locking the database, writing a pointer to the new element to the database using a

30 single uninterruptible operation.



WO 03/ 038596 PCT/US02/35082 FIG 1 is a block diagramthat illustrates a
system according to an enbodi nent of the present invention. Generally,
system 100 may host a | arge, nenory-resident database, receive search
requests aMd Hi8¥Ptle search responses over a network. FoPCELUREIE2 system
100 may be a symmetric, nultiprocessing (SMP) conputer, 5 such as, for
exanpl e, an | BM RS/ 60000 MB0 or S80 manufactured by International Business
Machi nes Corporation of Arnonk, New York, a Sun Enterprl seT"~ 10000
manuf act ured b§IGsdrs mblacs §{petashipat ilyiratese syaigmapceprding o anempediment et .
System 100 grepe gresént ivetionu GaneRilpegstemriOp efaydioal a leaepoteatory-esidbntas, f or
exanpl e, a Proli 0 i D 111 866
MHz processo&f)%fg "FRAU s}c%i%?%%ﬁ%% (d\HR (E\Héd%%%( }é‘%}) Eoéseélvr?g)gﬂ%h{ég{o Al to,
Cal i fornia. I&rwml@mystmwmgsow asyaetria. myltinrpeassivgs MHSCW%tl ng
system sycl‘glﬁﬁ ’asfoF efaﬁﬁ;’@ g ,IBI\h w/606bé(l\)190 ¢ SB@UﬁbrﬁFﬁc&frécﬁBWn%r@u@ﬁﬁt I ng
Envi ronnment, Red Li nux(r) 6. et c recel \és eriodic
updat es ovequﬁéﬁ%M@Cﬁ'Eﬂs CWP@HO’PTBENBP”'&&YWU\??’&R?W p%%‘?%oﬂ 8% into the
gat agase Erﬁ’agﬁ!fémm’ea bg%uhmeﬂwyem IncnofeSsintaclarmpgakiomizgets. Bystemry hi gh )
at abase sea and update thro 0 ate to the
; [pay ?lao g8 M tl-?{g{;%% per?o%l(é ?r%;?ﬁe? Ju%l‘n aQQ‘o %&p'lpﬂeog

dat abase wit I access con In an
enmbodi nent, GyrspamProd@ntTAMLSAS (ineleding twodatst PentiemBr! b 886 dblz preressorsicoupl ed t o

bus 101.Pr %swggm%e% kewt M&éﬂa%nedanyefpémho YN a8 (1609 ., an L1
cache, not shown for CPIaI‘I A second arg%%rrermr cache 10 an L2

20 cache, L2rpgalsgiphige aé?‘étyf)ro‘f?é?”!? SRS TAMNGYP IR AUPY3Se 56?”’&%2&% and bus
101. In a patees, rea Sodvieti srepératnsg/sm\mnmeﬂt Raquamhm@:ee.a. git. uBytért y of

processors 102-1 ... . 102 u i i econdary
Memory cac heggol'ﬁéy feceive pripdi %deg eg%v%rgnc?w(gﬂé |:lr g “BH% (%Jnr&érfér}ﬂz
processors lidgerporated llﬂczhdliaimsbugmbgfilm@@'is@f the F&eﬂeﬁb'RVQﬂﬁ'POU@M ac leve

ar chi teciqr e\)(-:'ry ﬂlbr d%lab%é ok edng: up@ételtﬁaéihpgf‘@y inesteeHe %edm Wpdate €RChe 25

103-1 may be ook-"asi de itecture stem
100 ITB.ny nCWhad@&%%wgbh%we L@ﬁ&fﬁ%@%ﬁ AP con Haom access) rre?or y

(RAM, etc., coupled to bus 101, for storing information and instructions
to be executed Iogn embaodiekent; gystedm @@Q)mexmlude@t)lgaslone processop10dvknory 104 may

store a lar gﬁcitgfétda@%ﬁ?ﬂoft Oﬁsroﬁ’é%%grp{ro% 1 @Y mEfuaé‘ﬁh fdrhgl nhé?ﬁ&%@ﬁhe (89.,domai n

nanes into |nternet addresses transl ati ng nanes, or one. nurr ers into
net wor k addr @k bgachegRotishewn 7 Aigrittho® s95@RSaH §TesPRsEach Bép &Pi-PBLdat a, for
provi di ngp anéladh@d@é/l.?@bdﬂﬁﬂetcp)ﬁﬁ@eﬂé@ﬂedaﬁn@enﬁtdbesséd\t’(amﬂ ageousiqn lhath the

ﬂ;ge?f FOJ; hepr%?erre lmenE hs?stgrlrj\%s a?lfmc ua%%sglalah@QFpr&%ss%r%CI%Eq may be very
102-P coupled to bus 101. A plurality of secondary memory caches 103-1 ... 103-P
may also reside between plurality of processors 102-1 ... 102-P and bus 101 (e.g.,
a look-through architecture), or, alternatively, at least one secondary memory cache
25 103-1 may be coupled to bus 101 (e.g., a look-aside architecture). System 100
may include memory 104, such as, for example, random access memory (RAM),
etc., coupled to bus 101, for storing information and instructions to be executed by
plurality of processors 102-1 ... 102-P.

Memory 104 may store a large database, for example, for translating Intemet
30 domain names into Internet addresses, for translating names or phone numbers
into network addresses, for providing and updating subscriber profile data, for
providing and updating user presence data, etc. Advantageously, both the size of
the database and the number of translations per second may be very large. For
example, memory 104 may include at least 64 GB of RAM and may host a 500M



exanpl e, menory 104 may include at |east 64 GB of RAM and may host a 500M 3
WO 03/ 038596 PCT/ US02/ 35082 (i.e., 500x108) record donmai n nane database, a
S00M record subscriber database, a 450Mrecord tel ephone nunber
portabilitWHBa¥ase, etc. On an exenplary 64-bit system BFEHIREWSUre, such
as, for exanple, a system including at |east one 64-bit big-endian
processor 102-1 coupled to at least a 64-bit 5 bus 101 and a 64-bit nenory

104, an 8-byte pointer value may be witten a nory .add s._on an
8-byte bo_und(a\-ley5@@"_.19%,re‘é’”?r€%?'9 ”aﬂ‘ardé?é’aa‘?'\?igé’mfsc%g%‘?%ﬁﬁ‘?rdra 3%%.g., 8N
usi ng a si ngh a50M AdddtEteleppbndhuentep pordbilindatalmserett.l y, the presence of
secondary nenory cache 103-1 may sinply delay the 8-byte pointer wite to

menory 104. For. exanpl i j he 103-1 10
Ty be a I ook- QTS g+ PSSR Aghtre, S8R AR 1R haMRIR DG SBAD 103
singl e, 8- bipcledisg ot leastiese Bdditibisendign nrpsasse YRt wyped toet lepit 8 SfrHm

processors 1085sl1310andREIREY méRry M4t HoglbylelVoridrvalub Aty bantitien taa few as two
system cl ock cycl secon e 1031

es, I n anot her enbodi ment ry r r

may be a | 00 RERPARGESS 2018 8’®§%P%Hr\dﬁ3 (-7 meMEnLER4Ee H'és?a%§y {% %ﬁp t he
3};} _byL e poi nL er, elga)8N) usiag alsingler utibterruptiblel Gpesativon Genyraliy e yresenchef 103- 1,

ich may t ﬁaﬁ - byt j | ; ter ti ,
such Ss_, forg%fﬁﬁn%fgemﬁa%ﬁgggh@fﬁ@?ﬁﬁ iq?ﬁyt%ﬁén@éy\@t%t%g (%i n!tg‘re is
stored is w memery 1@ xgmple4n ppe embodmgnt, S§ERB¢ATY AETREY $3°CaI'dr~" cache
![ 'hge’pe?;Fl)éegfin@gtbg][a%(%glgl%gﬁ'by?oﬁz E@lféﬁngﬁlﬁm{ e-tﬂrgu%ﬁmweid'fﬁat abﬂnbierzml ely, from

essor - e a are la 0 to th

out put pins BYteﬁF%%EEEVﬁI'OEWy f,‘ovﬁlefghggéﬁst O%aefzorBPm&S?sgr gg%?\?\?ri tteﬁntg ©
menmory 104 i meafoey 0B itola irkerruptiom tapd lirugs e asrtan system clak cyrlesayn be del ayed
by the effegf Snof en%o%ﬁﬁémg%é%%mé%?ggﬁg% 1653 hay B a RER&FHIGh dacmdn t he

perspective "Of Processors once the data are | atched onto
the output pioperabiig inwrieackgrodegsa that thp B-RyiepRInteyTRL B DeMiteNdPe written to
gg”ﬂ]g égghgggﬁﬁl@a@%&%&'cgé!ﬁuwls-ﬂﬂ/hl&hﬂfdyﬂlﬁ’érﬂgritéltmbﬁépomhirﬁh i s enforced
oher énc rofocol acrqss secpndary, menopry. cac 03-1 ...
103- P, V\/nich”??é]“)?%é@“dé%'E@r¥”\7/\‘ﬁ'isc“8h?%qmw%lwﬁeal?‘eﬁg@%%ﬁﬁ‘te.mﬁgﬁg\%}’eer, if an
8- bKte poi Nt Srbyteapaireer is stored is entterotoanemaraliDgfied 8 Hovheandhe partigeaory 104,
such as a ne sdp¥tig - , all eight b
such as 2 Meunine RANUSRS oftiebedh @Sy Feriily Backk! € MRKaiRr Y, al | ‘eight bytes

ransterre om processor 102-1 using a single,

8-byte store instruction. |nstead ro - i
andydi stinct st'gfimately, from the perspective of p?gcsegsoorr 169—%, (:)anrg%l){e 4R34k LiRepePar at e

20  onto the output pins of processor 102-1, all eight bytes of data are written to
memory 104 in one contiguous, uninterrupted transfer, which may be delayed by
the effects of a secondary memory cache 103-1, if present. From the perspective
of processors 102-2 ... 102-P, once the data are latched onto the output pins of
processor 102-1, all eight bytes of data are written to memory 104 in one

25  contiguous, uninterrupted transfer, which is enforced by the cache coherency
protocol across secondary memory caches 103-1 ... 103-P, which may delay the
write to memory 104 if present.

However, if an 8-byte pointer value is written to a misaligned location in memory
104, such as a memory address that crosses an 8-byte boundary, all eight bytes of
30 data can not be transferred from processor 102-1 using a single, 8-byte store
instruction. Instead, processor 102-1 may issue two separate and distinct store
instructions. For example, if the memory address begins four bytes before an 8-
byte boundary (e.g., 8N — 4), the first store instruction transfers the four most
significant bytes to memory 104 (e.g., 8N — 4), while the second store instruction
35 transfers the four least significant bytes to memory 104 (e.g., 8N). Importantly,
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instructions. For exanple, if the nmenory address begins four bytes before
an 8- byte boundary (e.g., 8N - 4), the first store instruction transfers
the four nost significant bytes to nmenory 104 (e.g., 8N - 4), while the
second st o™® PBAR3¥Pecti on 35 transfers the four |east sigmGleRABSBYtes to
menory 104 (e.g., 8N). Inportantly, 4 WO 03/038596 PCT/ US02/ 35082 between
these two separate store instructions, processor 102-1 may be interrupted,
or, processo - : - u : ;

conponent (é‘?té’.g,g” %hreg%g@s%%ﬁ%&@E{Ju@éttrcﬁgqﬁcgrﬁé%éaémﬁf?]tay ﬁé"%ﬁjﬁ?‘g’ val ue
residing i n ReRBCESsOLAA2-himay lepseichTtER! PHPWmTA " o gRefRe-yeemespPenedn conpl et e
t he second s{eny.eprobasotiZz-Rretc.b Consan@intiythe poipteneiie f2eiging mlembngl F, .
uni nterrupti . 0 i r ocation n invalid val ue w
be returned gbsfvé'mg’ e@é'r'r%g'ﬁg p}\:/oe?F%sglr i%é;‘?% éﬁ(?rwg?tf@,‘e %9088@/3%!%9%% B nt er

val ue may> belfanpthereeemponentipeaips ¢ singlér uaipterrdptidiesinbmentrgad touhis (merpry  4N)

using a singlogatidhDhA GalldURIUERLIBLO RRIASD 88a phRLBabINF4Id dhel he  exanpl e
di scussed above, -byte pointer value may be witten to the 8N - 4 10

a4
menory | ocation, usipng a si e store instruction. O cours if a 4-byte
poi nter val ue%"é‘ﬁ"ﬂ&i ?P%‘?44%Lglea°Q”HE%t"lafL@r{“?%baqw t?qgstgéén%{nqy@ "8Houndary,
e.g., 4N - 2divialble tyofaor (elyy,t408 usihg datngles aninteartiptitée <b;remtbhell\roﬁsdhéh"iﬂmep(rj ocessor
102-1 using j LNshruct | ! valhpe, residing in
remory 104 e e Eepel poye Sl el iefler ARG Al NI 41 0% 0L "D <o
i ncl ude &0 r eE@MORI lpcatioRwENg eRMYIe stoe instiuctianh &f courae.iita 4-dyierpatiderdevi ce,
coupl ed tolgv@lié@Mrﬁ?h th chm_tﬁétdii%s‘éeé QﬁQ{)]/t'@éduﬂaa@,@g.![, ARLIUGH fdtaf\S }‘O(r]I .
processor -1, ora vi ce such as magneti ¢ or optical disk,
Ty e coupPUE P ETE] oF SENSEa T PIRCEr Al (250 LARE S MIFr TP ona.  Syst em
100 may al soinsirudioodenddines pbister V=lde esidapg ,in sremoDI Odonayt e ipvaliddorisopiet devi ce
112 (e.qg., k %%agfq 20 nmouse, trackball, etc.), coupled to bus 101. System
e a

100 may i ncl pfnl?'rality of network interfaces 114-1 ... 114-0, which
may sendé?nd recejive electrical, el ectromagneti c _or ogti cal signals that

carry di §Ptal RERMIVIEREFR FFEde AreaAPNIX BFMBY RO AT Ahef 8RRt i on. 1 n
an enbodi nmenstpragetdsvicd, donpled feame 101 4orktariny skeic inte@tpliedatdingttigtidfoand | ocal

S et O Kolok Wl 1921, WG SR be) ALALE A5 Efl CpLEd 10, bus
... 114-0 magounlgsitenus Jat fopaloringinfasmatiqaranddrssiustionsn Systamnly0 mayralscexanpl e,
G gabi t Et hemgrbe dRpRy 118 B, A mﬁwﬁitwan@mg&%wc@ubﬁ (SqekbyisOstd) . Fi ber
Channel wé& g., AN%rI &?aﬁndg %Oa(.lgiso-ulqai, S@gel [ @hed %9@43;, eltrc , Lur ality
of netwdVk EBHpuLBPDNRIC ) coupled BhuR Ty SiiendRBimay RAdeapyaly sha wan
124. In network interfaces 114-1 ... 114-O, which may send and receive electrical,
electromagnetic or optical signals that carry digital data streams representing
various types of information. In an embodiment, network interface 114-1 may be
coupled to bus 101 and local area network (LAN) 122, while network interface 114-
25 O may coupled to bus 101 and wide area network (WAN) 124. Plurality of network
interfaces 114-1 ... 114-O may support various network protocols, including, for
example, Gigabit Ethernet (e.g., IEEE Standard 802.3-2002, published 2002), Fiber
Channel (e.g., ANSI Standard X.3230-1994, published 1994), etc. Plurality of
network computers 120-1 ... 120-N may be coupled to LAN 122 and WAN 124. In
30 one embodiment, LAN 122 and WAN 124 may be physically distinct networks, while
in another embodiment, LAN 122 and WAN 124 may be via a network gateway or
router (not shown for clarity). Alternatively, LAN 122 and WAN 124 may be the
same network.

As noted above, system 100 may provide DNS resolution services. In a DNS
35 resolution embodiment, DNS resolution services may generally be divided between
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30 one enbodi nent, LAN 122 and WAN 124 may be physically distinct networks,
while in another enbodi nent, LAN 122 and WAN 124 may be via a network
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resolution services. In a DNS 35 resolution enbodi nent, DNS resol ution
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whi ch LUE sheyl mammemy@tr@a@hvdﬂabnodedamg tEHASHOr lo@d\@ln tﬁk!'LUEpih%erH id DNS
queries to the a SI e LUE may be

det ermi ned, fo1° "28‘%3? fﬁa@?e rﬁffo‘frﬁ%s 'ﬁ[u?rggfe?ﬂ‘u“m %? 5‘?”’8” rocessed
per secorid andandes of pwea‘lm PSqeotota respoadits nvalis DNS titeriepantd mwipwx system

Qher metri * 3 l‘aitSNé'q%P 2o tr‘rla;ﬂ% fn\‘?erci%ﬁf%?u%aﬁ Ql‘f‘erﬁé%ﬂ%%ﬂ{bh&h%gﬁapp' ng ratios

and behavi or ase odi nrents may

be suppor t ed,ncdRg ’HH'F'W@ LUEs stosiRg, eCW@PB‘b‘%‘?&?ﬂé‘erf}(ﬁ?ﬂB’f‘y delemling Whieh Ss7
si gnal i ng pr a@EssHo0d, reddvedeizh 9aRf DS qd@’fyeérm matipi@valit @il\@dnwﬁ@s to the

nunber -t o- subscri ber p S ese

ot er i nat | orFeppyate AR T pu RO Pes i it U e R B RBE Jor o

processi iy ( Gxamplesey themumier af DNS queries to be processed per second and the
performance characteristics of the particular system. Other metrics may also be
used to determine the appropriate mapping ratios and behaviors.

Generally, other large-volume, query-based embodiments may be supported,
including, for example, telephone number resolution, SS7 signaling processing,
25  geolocation determination, telephone number-to-subscriber mapping, subscriber
location and presence determination, etc.

In an embodiment, a central on-line transaction processing (OLTP) server 140-1

may be coupled to WAN 124 and receive additions, modifications and deletions
(i.e., update traffic) to database 142-1 from various sources. OLTP server 140-1

30 may send updates to system 100, which includes a local copy of database 142-1,
over WAN 124. OLTP server 140-1 may be optimized for processing update traffic
in various formats and protocols, including, for example, HyperText Transmission
Protocol (HTTP), Registry Registrar Protocol (RRP), Extensible Provisioning
Protocol (EPP), Service Management System/800 Mechanized Generic Interface

35 (MGI), and other on-line provisioning protocols. A constellation of read-only LUEs
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may be coupled to WAN 124 and receive additions, nodifications and
deletions (i.e., update traffic) to database 142-1 from vari ous sources.
OLTP server 140-1 30 may send updates to system 100, which includes a |ocal
copy of dawabB4es8s3¢12-1, over WAN 124. OLTP server 140-1 REAYUPY3HBLi m zed
for processing update traffic in various formats and protocol s, including,
Lor exalrrpI(eR, ;—|yperText Transm ssion Protocol (HTTP), Registry Registrar
rot oco RP), Extensible Provisioning. Protocol (EPP), Service Managenent
Syst em 800 Wé%aﬁp%@veeé%éwear‘ﬁ’]?@kﬁéﬁg"t%“femﬁo,v'déH@“%ﬁpﬁ%‘f ST i ne ’
provi si oni Ngc4pabiigeohjdinedwitd Aghebluatel, bioreafentat aghate frorh. OESP ey BB 038596
PCT/ US02/ 35082 nay be deployed in a hub and spoke architecture to provide
hi gh- speed search capability conjoined with high-volune, increnental
updates from CLTP server 140- 1. In an alternative enbodi nent, data may be
di stributed ovdr amaltarngive embegiment dataenay bestistrbuted asr multigle T8 whi ch may
be coupl ef t g \¥bl1d@4. 195K a6 Mehkch rﬂ%ﬂcge]eouffée@c PIARRY24, eDIETiP/genadigli ti ons,
ate, tra

nodi fications, and deletions (i.e,, updat ffic) to their respecti

dat abases 14M0rT... 1408 may reseivepdsiiions O%ffcép?'lsy?”‘;?%‘%HO”%Qﬁ"d\BgatgouPcesl.VeO_TP
servers %48-%3@9)16%113 L{ézﬁ)yzcmmﬂatabadﬁ eﬁ-t.m@tsmmﬂw for ghaitghfromay i ncl ude
copies o at abases - 1. - # 1.cal |y ata, etc.,
over WAN 124\.'ar.\98? S%%gr(éensplcg",w} éneé}geré%ﬁ)é'g??%ﬁﬂ%ggiuhé?lttg é Fo%_ﬁ%ml@g? vers e
140- 1. . . 140- shighynay dwsdidesopipelaf datahages 142-1 r- 43§ S0P¥OPMIcEIbETEEENnsors. In
anot her g t egal v o FRNT ForRkarhak] ih% geblobaion@mbogmgpticeme 120-1 ...
120-N may al so r% e|1ve14§c%| tions, m)gll ft(cf?t ons, andfdel gti ons (i|. e.,
updat e traf f PEYePrSMR!-V4PTOMaY E85RivE HRIlS UP '?/\kﬂ]nfé%p(gro BRI 27159 " hi s
errtd)odi ment , prhclulliérlailtéry\amfe drBbauihewd, ruralitypirietwark t@Bpdters. 1204120- 180Ny send
updat es, as Il &s: 3 ; : ion

enbodi nent e Xﬁ"sg%%l{'.% gé.dfaﬁlgg%%og? %?lﬁlogg) %n&?#gﬁ'tn?r;/é @? %t%ﬁé)g%ut ers
120-1 ... 12@aridusseyrcesoenst MAN 324 erHAN H2exn thisssrabedimepNplally of messages,

recei vedy9Veneiyoll @fhpicPd 1 2R WOR0-N8nd) sen¥\iPHstad hs welb® qderistgl € 20 Request
Super Packet and send the Request SuperPacket to the LUE (e.g., system 100)

over a |ocal SW¥RM&twork (e.g., LAN 122). The LUE may conbine, or

mul tiplex, several DNS query nessage replies into a single Response
Super Packet  arid thedPdS reseluties pohedimsiipegadbdtEk@tg-tagch REtha PPt #fat e PE over

the local ar@gwonelonikers FERNET ahboLN) MAG coMihabMmRitRxOéevardRoNSfueryor
Response Super Packet . . . .
messages, received over a wide area network (e.g., WAN 124), into a single
20  Request SuperPacket and send the Request SuperPacket to the LUE (e.g., system
100) over a local area network (e.g., LAN 122). The LUE may combine, or
multiplex, several DNS query message replies into a single Response SuperPacket
and send the Response SuperPacket to the appropriate PE over the local area
network. Generally, the maximum size of a Request or Response SuperPacket
25  may be limited by the maximum transmission unit (MTU) of the physical network
layer (e.g., Gigabit Ethernet). For example, typical DNS query and reply message
sizes of less than 100 bytes and 200 bytes, respectively, allow for over 30 queries
to be multiplexed into a single Request SuperPacket, as well as over 15 replies to
be multiplexed into a single Response SuperPacket. However, a smaller number of
30 queries (e.g., 20 queries) may be included in a single Request SuperPacket in
order to avoid MTU overflow on the response (e.g., 10 r'eplies). For larger MTU
sizes, the number of muitiplexed queries and replies may be increased accordingly.

Each multitasking PE may include an inbound thread and an outbound thread to
manage DNS queries and replies, respectively. For example, the inbound thread
35 may un-marshal the DNS query components from the incoming DNS query packets
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25 may be limted by the maxi numtransm ssion unit (MIU) of the physical
network |ayer (e.g., Ggabit Ethernet). For exanple, typical DNS query and
reply nmessage sizes of |ess than 100 bytes and 200 bytes, respectively,

al l ow for WEPIF9Queries to be nultiplexed into a singl EHREWE82

Super Packet, as well as over 15 replies to be nmultiplexed into a single
Response Super Packet. However, a smaller number of 30 queries (e.g., 20

queries) may be included in a si n?(l e Request SuperPacket in order to avoid
MTU over f | owreesivadmwer ayisisrsea petwgrk andonyltiniax sexgral piiseeoqds OF MYGFeF sizes, the

nunber  of Whtb'a@lrﬁ%@ﬂe@j&f S@g%rlaélﬁef elF)'Jelnﬂfz)uﬁEiWrélﬁj magtheasesd taecor di ngl y.
Each mul titaskin

d hr b dth d
to manage [ﬁ@uaateﬁqpé? %h%f o gﬁq.ﬁggove,r RN ?FF%Q?VO%%}’”&%W@% , O;J Re ;[ n[)gﬁnd
t hread 35 meyuthountitirsddainay Melw&mmpynmqp@r@wst ffomotinetLblE, dercom ng DNS
query pacSkEtrﬁuI? D Xﬂhg%pgégggrﬁ?ﬁg Héé(?r?/al?lég%?srga%@'d%ﬂ%ﬁl% iflo WivelRy ar ea

net wor k and €xX severa secon queries 1nto_a single

Request Supeﬁafﬂﬁé%é\t whithenay{heribritransnitag ovey therude aeR getoek. Gengrall:

Super Packet jdhdidifatldVE @NGHlarge heIamk, @icPpbarrt waibodinfeatvagsbd yuppbhed. out bound
thread may receive the Response SuperPacket fromthe LUE, de 5 nultiplex

the replies Coghal neg?chhﬁnrtgt ﬁegﬁg% tuP%rBaé e& nl%yégylr%gﬁie s'ta% 91?0”'719& a valid

DNS reply, ver net wor
General |y, momateedntabeofeDNStqluelry, sunhcps- fpoexample, @WQ%@@@%%@dl ment s may

gfatsgplpg{é eﬂgo{o@ol@yrbeegﬁoﬁﬁerr%rﬁ m ?%ILB%%@ﬁEteWWeE@ﬁ@H d§§6/0|a'5!édSDNBnC| ude

tion ~associ at ed h each e such exanpl e,
the source a@alessyithipfhe ﬁ@pﬁ?ﬁ%‘dﬁﬂpqc}‘?ﬂe agh %E rﬁ%’eth 'W&Vétlaﬁglr?}ﬁré‘ t he
stat e i nf or nidlii @NS @PH nesssagdsalstg thiNBformettdn teshsmikied tiiom thBeUResponse

Super Packet . .Each P ma

megsages usi Figf‘s(eﬂ%e Hf%%/ﬂwtfée m?f%@v%h{saﬁgélfsw]? i Q{ IQ: StaY Sqn%yﬁsequent ly,

each PE may miid@NE‘a@ehfwsr‘nqy ke éorened fram the ﬁ@ﬂ’ét'@s@nﬁﬁﬂﬁﬁ’i ipéhe Resgonse vl j d DNS
replies Eg Jrﬁédv@ﬁ éér%lwﬁe LUfEQﬁéW’eiu@rﬂth@Wbrs bri@GupBriderst Rese s e 15

Super Pac nera UE may return espo se Su er Packet to the
PE from whi E®Mhichi t?l%tﬁ‘ﬁ?'ﬁﬂg %B@PP&WQE‘Q'B?t é)l'\?‘é(? OthREaens Jider

vari ati ons mayviowslywequussiglebe possible. In an alter native enbodi ment, each
PE may maintain the state information associated with each DNS query and

i nclude a ref erlﬁaﬁglterﬁ[ﬂlvg%%loglmehp e%&?PﬁF@y%a?tQalh@ﬁ@étH@tlhf@ﬁnéﬁbh hin the

Request Super Packe i'nclude the state .in {(T;BtF]I on. references,

and associ at 8eFopiRtedvélh gass DN qlﬁ%artdrl%c e GiRIgNCe, or handle ¢ state

20  information within the Request SuperPacket. The LUE may include the state
information references, and associated DNS replies, within the Response
SuperPacket. Each PE may then construct and return valid DNS reply messages
using the state information references transmitted from the LUE, as well as the
state information maintained thereon. In this embodiment, the LUE may return the

25 Response SuperPacket to the PE from which the incoming SuperPacket originated.

FIG. 2 is a detailed block diagram that illustrates a message data structure,
according to an embodiment of the present invention. Generally, message 200
may include header 210, having a plurality of sequence number 211-1 ... 211-S
and a plurality of message counts 212-1 ... 212-S, and data payload 215.

30 In the DNS resolution embodiment, message 200 may be used for Request
SuperPackets and Response SuperPackets. For example, Request SuperPacket
220 may include header 230, having a plurality of sequence number 231-1 ... 231-
S and a plurality of message counts 232-1 ... 232-S, and data payload 235 having
multiple DNS queries 236-1 ... 236-Q, accumulated by a PE over a predetermined
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Super Packet. Each PE may then construct and return valid DNS reply nessages
using the state information references transmtted fromthe LUE, as well as
the state information naintained thereon. In this enbodiment, the LUE may
return t heW2a3ResSponse Super Packet to the PE from whi ch tIM8/¥592/8%8hg
Super Packet originated. FIG 2 is a detailed block diagramthat illustrates
a nessage data structure, according to an enbodi nent of the present

invention. Generally, nessage 200 may include header 210 havi ng a
plurality offegedakiied sHehdseforexample, seve@iml'@ecoo{wé In onepabgdigentt nessage

counts 212- leach DN&lglrehy 23871 . d2d6Qma inatistate irdétmation, vhil®MSarr esol ut i on
enbodi nment

ge 200, MRy for uesk. Response
SuperPacketsa elif\gf %W@e %ﬁnﬁﬁdﬁe&?%@ké?% 9%%@58‘%%[“%@ eader 230,
havi ng a pl wtaeinfgrmatiosequence nunber 231-1 ... 231- S and a plurality of
message counts 232-1 ... 232-S, and data payload 235 having nultiple DNS

queri es neav i d ned 8 WD
03/ 03859 PCT/ Dayis! gg%gﬁor%% Fgaw%zﬁg "':ﬁ'm%aéer%g ﬁéﬁ{rﬂ, several

fo
mi | 1i secondsPurpiity Sh%eqéﬁﬂ!ﬁ?d"l%’ﬁﬁ"f 1-backd® bﬁ@“ﬂﬁé’t“ﬂfa'%@' 'Tessagg?%*@ 9 ma
i ncl ude st atzs2inf oz57es,iapa dawﬁidybati @58 havirg meltnﬂaDNsareenﬂscﬂﬁenEntzsseach DNS
query 236-1

Similarly, Q@gbog;{gagelggg oRbd 58 AR S Guerh T alBh AR B ewtS

plurality ofSlSJ@q‘i@h%t@ZQUﬂfb@me grhiodiment, ea&BP’@ rgAll 28611 r286iR favf nmessage
counts gp2-idoude staedfstmaRBe aSRcRitddMinaAE carR phind ONSublyPhvlelNan T epl i es

cont ai ned i ARITAFATBAI MO, PRSI BPDIB 1 117 B MU RGN TEIR N NS
reply 256-1 state i?&fndRomagsotRitddnvadihtbe cateapendimf DNEgleryn Qesasiarialiy,dite wi t h t he
cor r espondi rigta S|§%§HE§ Xt‘)rr&?bh(ﬁﬁBNgr}?ﬁ‘gg b‘\%glré%ée\ﬁ‘?h Ei'?é’gﬂd’é“r‘é‘ ayl o Ch DNS

reply 256-1 nf or t| on associ at ed
with the cor%s;ﬁmecﬁ%mom@weﬁ’qzkew&a&h@mewﬂyw n@embe ltnateal foEPEERT: t he

corr espopyi ng 5l %Bl | B, tﬁ@)‘e;ﬁxéﬁgéakbﬂntﬁ'tﬂeﬁlaﬂfquéﬁ}'tc%nWHQﬂﬁm 255 of the
Response Super Pac s overfl ow for exanple, 15 to

a single reprgauest %Upe”?ar%etr?gﬁ aH?éH@PéFg%XWT ﬁdc{tf?é’aﬁg%stpoaif’ery cont ai ned
within ReqL&werF&qketrmmoetalrﬁ}mmy%eIsmgletrhpm teeondirtyv wplyaokli e onal Response

super Packet S0 ARMhALALIN 1flck RQ%)O%EQQL%@?&EV%?&%&H SHalngtreep! y may be

preferably i'n ponse ‘Super responding to

the next ngﬁq@pﬁvmewt %VQHQ%@HUBEF%PGT ROgay '"2“396 ﬁ@&foﬁ" § ude

appropri g e dfdrihaddrtoatiefhink thetiitdnt BT the oldiBove séritionoUntibiepeaker f | ow
condi tion. Ugrggerssf%ge;%lénditions, more than one reply may overflow into the next Response

SuperPacket.

For example, in Response SuperPacket 240, header 250 may include at least

two sequence numbers 251-1 and 251-2 and at least two message counts 252-1

25 and 252-2, grouped as two pairs of complementary fields. While there may be “S”
number of sequence number and message count pairs, typically, S is a small
number, such as, e.g., 2, 3, 4, etc. Thus, header 250 may include sequence
number 251-1 paired with message count 252-1, sequence number 251-2 paired
with message count 252-2, etc. Generally, message count 252-1 may reflect the

30 number of replies contained within data payload 255 that are associated with
sequence number 251-1. In an embodiment, sequence number 251-1 may be a
two-byte field, while message count 252-1 may be a one-byte field.

In a more specific example, data payload 235 of Request SuperPacket 220 may
include seven DNS queries (as depicted in FIG. 2). In one embodiment, sequence
35 number 231-1 may be set to a unique value (e.g., 1024) and message count 232-1
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processing conditions, nore than one reply may overflow into the next
Response Super Packet. For exanple, in Response SuperPacket 240, header 250
may include at |east two sequence nunbers 251-1 and 251-2 and at |east two
message coW@®/03%9 1 25 and 252-2, grouped as two pairs RCHEGWRBYEENt ary
fields. Wiile there may be "S" nunber of sequence nunber and nessage count
pairs, typically, Sis a small nunber, such as, e.g., 2, 3, 4, etc. Thus,

head 250 nbe d with t
LI U L O T S o R
General |y, mbssage zeaurh aﬁﬁﬁer]enntw;dlrmmIheadertmenﬁﬁaoumbmnlpdner eplies

cont ai ned w3 L flabAmRavl B3l ARG Y £ o2 SBAR R By gQuence nurber

251-1. In an I men Sequence yte field,
whi | e nessagenassage CoRBP23P- T@@ﬁtcbéo% andesely, eesbe@tlvaw ITMDiaa"tYDR@qL@ptem fic

exanpl e, dat %uB@r!ﬂaeb?éi zgéﬁwa fcoﬁﬁiﬂ%%? theWaeH éas%gg&atg@g?ntﬁ@lbarﬁ'cﬂﬁll ude seven DNS
queries (as depicted 2). I'n one enbodi nent, sequence 35 nunber

231-1 may beS§ ‘{enP%n‘émB?ﬁ que value (e.g., 1024) and message count 232-1 9
WO 03/ 038596 PCT/ US02/ 35082 nmay be set to seven, while sequence nunber
231-2 and nessadatapeyinad 23Pof Respgnselfeipsdlacke) 24@may includasevdrer enbodi nent ,

header 230 ey c03hs R pRASas SERIEIATIGLIDR dlaRpe, ARREASS count,

e.g., sequence nu message count 232-1 to 1024 and seven,
respect i vel y mapypilida ipiprmadog siaiar & W@?tﬁd@ﬁﬁacﬁ‘ﬁ@z%ﬁ (,SSH‘t'eéicﬁ all of the
queries 3a§soGumber2sA-1 fetdo Prshimeunijue valae YeN ce2a)meesage Bt zsayllsead 255 of

Response Super Packet 24 inclu carrespondi Iles (as
depicted in Efveﬂ)?ndlztf&ﬂ ﬁ?%"ere\g?a%n §r§§%288? mfgff"gerﬁgy% #%T#\I X9 %r mat i on
simlar to Reqzweser Bugreteaelatple 21dia payad 25@qﬂ%¢a®en5_ﬁosmnmket22m 1 set to
the same uni er déeongy fivie: corljeggéﬁdmgr@ﬁ§?éi)‘ﬁesc%H@Fneg%e]co?ﬂﬁtt%ﬂﬂnéﬁven and

bot h sequence nmessage count 252- to zero. ‘However,
in anot her eﬁ&ﬁﬁ‘@f'vﬁﬁﬁé?aﬁaih%%“ﬁ@w B\‘O r%@ﬁé?%%ssgﬂﬂé?%t@t@é‘ﬁ“e?&@ may

i ncl ude asl y nimser toParmspnidEiogedONBIT @phbaRespordersepemgeke@dot 252-1 nmay
be set to five instead. The remaining two responses associated with

sequence 15 nu eij?té NS S bé&g’%dr‘; chﬂeégﬁ refit 8? Hirfber
Super Packet 240. The next Uest uper c[z ' ?ray %er?c éo% 8| fferent
sequence nuntieg- 1925)gnd albﬂg)onarﬁ)cﬁ‘%‘ﬂ“el%é@ﬂh%ﬁ\@ NOKIReFRERSE S‘éﬂ?”?%?t the next
Response Su p@mﬁaﬁy%cnud@fkﬂe MRy preiGlhsdplidsesdoiMleddiieVihe us24 sgjuedse associ at ed
with the 1024 s%guen
r, as well as at least one reply associated with the 1025 sequence number.
20  In this example, header 250 of the next Response SuperPacket 240 may include
sequence number 251-1 set to 1024, message count 252-1 set to two, sequence
number 251-2 set to 1025 and message count 252-2 set to one. Thus, Response
SuperPacket 240 may include a total of three replies associated with three queries

contained within two different Request SuperPackets.

25 FIG. 3 is a detailed block diagram that illustrates a message latency data
structure architecture, according to an embodiment of the present invention.
Message latency data structure 300 may include information generally associated
with the transmission and reception of message 200. In the DNS resolution
embodiment, message latency data structure 300 may include latency information

30 about Request SuperPackets and Response SuperPackets; this latency information
may be organized in a table format indexed according to sequence number value
(e.g., index 301). For example, message latency data structure 300 may include a
number of rows N equal to the total number of unique sequence numbers, as
illustrated, generally, by table elements 310, 320 and 330. In an embodiment,

35  SuperPacket header sequence numbers may be two bytes in length and define a
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nunber, as well as at |east one reply associated with the 1025 sequence
nunber. 20 In this exanple, header 250 of the next Response SuperPacket 240
may include sequence nunber 251-1 set to 1024, nessage count 252-1 set to
two, sequeW&3ifiber 251-2 set to 1025 and message countPOIBYR0Y3NER t o one.
Thus, Response SuperPacket 240 may include a total of three replies
associated wth three queries contained within two different Request
SuperPacket d bl oc illustrates a

§5 Sue a det {f} igrarg t&ﬂ
message | at eRd 8%:‘9 ssteg‘ﬂ?ctcﬁpgm ?ré PRS- L8Ea G 8 t'8 HCRFOYdi ment  of
t he present mayesequahio eaimsagenmmmmamana intiodec ReduesBTithestampi3oe) ude

i nformation @@dl%%@é'é&é%éﬂcdo@t% rtngﬁar:?é%aé rﬁagbr?;t %émegéon of

nmessage 200. In_the S resol uti enc data

structure 3CHIREPPPIRE '\’]%@39%198%3?05 nF‘o”i“n%tFF@HVG %b%ﬁﬂdﬁmt 'R@qtébest

Super Packet sinfantatidasmgnss ibtipes dapkiet RespbidesTimastemgYndtRhowmat i on nmay be
organi zed in a table format indexed according to sequence nunber val ue

(e.g., Tndex Sfldn oBRheXHIPlEmedi38 il BRGY, Rl (YT

i ncl ude a nu e ua s equence
nunbers, as StinerFt@r?ta?cZQdiawgeﬁémleis)equwemamber%31eheqna¢toem4 B2Queshd 330. In

an enbodi Mentimeds tsn 8 2R G tétwaéiﬁh Ri¢GRFRe ! tes in
| engt h and ﬂé;ipgm%} 03/a 385 I /USOFZ:/ 3 082§Lrjp;en'ﬂ€ak8$ﬁausn%@§b{eaysequence

nurmbers fro Lyery; Cqunt %“@G’Q?'Catﬁﬁo‘fvﬁi‘%”y@é‘%es‘KPrerray be equal to
65, 536. 10at exotairiedivathimethis particalyr RequesdupRetycestt REsp&skanpesiéinp 30/Request

Query Count e unt 5 and
Resp)onse %s@%ﬁndlg%%%g@%éigspg&te%@ﬁt er%‘nef';i'ltﬁ ?\?‘2 %g%lﬁngeﬁtjcg retqgﬁ?i

i nf or mat i on VB W seceivige [atithe Fan(elgninetverk R@EWS@OW)@@tf@ﬁthe(umateghfom) I n
an exanpl e, rﬁ@i@ti%rﬁir@ﬂ’(ﬁ%bon’s%csdpbi%%kéﬁ’é @éeri&i&'ﬂﬁé’PE”h@E;B’@ﬂ%b RY rtor a Request

S Pack t 231- | to”1024.

Super Pecke! G20 I hagAcsllAL e SeCE D, 2ol ol D

Super Pacl15et ramvesieﬁftspbmse SuperRedkets Respoiatetd vidihethiy s€puenice 30@bérgle.] ndi cat e how
many quer'eaoiz@rq?ésg%e%@gsagggmtég@aﬁgma ﬁdmaﬁyggg igst Super Packet

Response Ti nest % cat es onse cket having a
sequence nun%’@?rpéﬁﬁﬁﬁ hedng NFBeayRce NEBBERES é@?-‘t) REivEgEay dj’E Restiegor k

conmput er 12Qo e cﬁ.lédeﬂmhtémadmdﬁ 8 daﬁlcuﬁDR®dd§@®u@ﬂPadRS§@Qﬁ§@spﬁU per Packet
is received at " evgr iﬁ? I?)es%gnser Rﬁ(%g @?‘ﬁ OFge % _{_}dl cat e hhe t ot al
nunber of repri & EREHRNEY HPT RGeS I GR8e 1esPRLss EgSRER 30fs e
Super Pac2i@et Respeurei RephdCourt R0, lang Resppnse dessagei@ount B0Gmay bd OZdbted Response
Message Counfs 308 of Y alfifdRREsgoNYE SRS P RRERUS Received. In an alternative
embodiment, the Initial Response Timestamp may indicate when the first Response
SuperPacket containing replies for this sequence number (i.e., 1024) was received
at the PE. In this embodiment, Response Timestamp 304 may be updated when
25 additional (i.e., second and subsequent) Response SuperPackets are received.

Various important latency metrics may be determined from the latency
information contained within message latency data structure 300. For example,
simple cross-checking between Request Query Count 303 and Response Reply
Count 305 for a given index 301 (i.e., sequence number) may indicate a number of

30  missing replies. This difference may indicate the number of queries inexplicably
dropped by the LUE. Comparing Request Timestamp 302 and Response
Timestamp 304 may indicate how well the particular PE/LUE combination may be
performing under the current message load. The difference between the current
Request SuperPacket sequence number and the current Response SuperPacket

35 sequence number may be associated with the response performance of the LUE;
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Super Packets having this sequence nunber (i.e., 1024) arrived at the PE.
Replies to the queries contained within this particul ar Request

Super Packet may be split over several Response SuperPackets, in which
case, RespWitsB/¥Aest anp 304, 20 Response Reply Count 305RCTARE2P&8bonse
Message Count 306 may be updated as each of the additional Response
Super Packets are received. In an alternative enbodinent, the Initial

Response Ti mest cate nth Ir Response Super Packet
cont ai ni ng réep?a@g "?r%‘%/rﬂlﬁg er§8?ﬁ1g{}2?csé°"¥ﬁ5ﬁ%9 fmance. 169 espser ecei ved  at
the PE. |In tWNessagbhGdunt8ad rnameatsfmvﬂ'mamsRasqmn@é)&upmyadﬂcetweiaeiegi when 25

additi onal {lusto or SEEORCABES SUNEAUCDN) mEPBEIIRPRNIRBKS AR |

received. Various i tency hetri rmne

| at ency i nf GNAWEIE oﬁsé’lﬂi@tﬁr’ﬁ%@ the ‘ﬂl!ﬁ”ﬁs A reRlRs Tayeling Yetwaem thetRBsendr e 300

For exanplse, | UH ifBe8ses! fePEehaskentclgd H@rﬁﬁbr%@@ﬂ%ﬁue@*‘ﬁé&et@%&ss’é@?’ and
Response Replﬁ%/fﬁ Count 305 for a given index 301 e.”, sequence nunber) may

i ndi cate a ni¥F S5 B0 nissing replies. This di fference may indicate the
nunber of queries inexplicably dropped by the LUE. Conparing Request
Ti mestanp 302 afdndRelyptheddlE Mayrpsicame r8@4-thregdedrichkedt en thewwonirig, t he

t | P t
particul ar EA&MF&)@E[%QU@&'S%BE:%&&@an@ﬁ'fa@l%émd@g tﬁ%qgléﬁs&@gﬁgtéwn nt nmessage

| oad. The differenc t ween current guence
number and t FeHiRExed fiesrRNSE GveerPaakis: F’:aQ;rI@é?mB'S be 4yETBRY SRAMIEPe My be
associ at 4@ Wiskhrch ftes® DpprrsesspRIr EacHENIoEPBTant htutd- blﬁhelﬂcomg(ﬁécﬁ@&596

PCT/ US02/ 350 t differenc sl owner t he r f or mance.
The Response%zu%sl%%ets Eﬁ@ﬁﬁat%% ﬁ%ﬂ?s?%" ﬁ’ﬁaéj ﬁ%‘\?/tl'rlr%w EBr Packet s
are being udwédad.@r pemess, Recpnirot thSagrocRtiokeftPEsdndeanaly trtneadsngmwelbast in DNS
resol ution trafjplSte 14884 ﬁb%ceés td iialeth € BSUb&e lé&?ecﬂ*r\%érﬁc%yﬁ‘@ﬁ E&Hl | es

travel l'i ng betvveen the PEs and 5 LUE | ncreases may” reduce t he
nunber of DNgear&grtlve%@%?gtraﬁ e ssareh augripstioa ’@9&&‘@%”@%‘?% ly, the LUE
may per f dism SBupeiFackdthexeadte thd mbuy@a@ashetsr@nsmmah BgtgoingRekpgisexed Request

Super Packet s, the re es i.nto,outgoing, tiplexed

Rgg ponse Supe U%S%I?g?é/t cgﬁgfﬂmg qaéCh rgﬁﬁa Lat']% Sﬁﬁ?/%gpsg\mﬁ%ﬁﬁetﬂ)ghg egr ch thread,
or process, fapprogaath P&ctTh@eJPpEeéfnféa(i vay eecelve uptaies lrdbedalgb#eqliest

Super Packet s AUeM 40batang E\CBI?)OH@Ihe%Wo%}ﬂa lh@rtﬁégataﬂ_% Ly JBn Bﬁéfna?i@@""n a

manager thread, cess,. to control the association of PEs to search
threads, as \agtgod ggsn?g rﬂ%%ft’l?“’t’%'ﬁ é%p“t%ﬁs 18Pdces€0-N Bay send wiealks Wyat abase
| ocat ed 20 maysten 1004 Thé&scdpdatsanaytbetiheladed, fonyxaewiis,adthid the irseraingh queri es

from the incom ng:ReAESStket message stream.

Accordingly, by virtue of the SuperPacket protocol, the LUE may spend less
than 15% of its processor capacity on network processing, thereby dramatically
increasing search query throughput. In an embodiment, an IBM® 8-way M80 may

25  sustain search rates of 180k to 220k queries per second (qps), while an IBM® 24-
way S80 may sustain 400k to 500k gps. Doubling the search rates, i.e., to 500k
and 1M gps, respectively, simply requires twice as much hardware, i.e., e.g., two
LUEs with their attendant PEs. In another embodiment, a dual Pentium® li 866
MHz multi-processor personat computer operating Red Hat Linux® 6.2 may sustain

30 update rates on the order of 100K/sec. Of course, increases in hardware
performance also increase search and update rates associated with embodiments
of the present invention, and as manufacturers replace these multiprocessor
computers with faster-performing machines, for example, the sustained search and
update rates may increase commensurately. Generally, system 100 is not limited
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15 Super Packet, execute the various searches, construct an outgoing
Response Super Packet containing the search replies and send the

Super Packet to the appropriate PE. The update thread may recei ve updates
to the dat 38B8&385%¢om OLTP 140-1, and incorporate the neR¢Tde%3§%8 o t he
database. In an alternative enbodinent, plurality of network conputers
120-1 ... 120-N may send updates to 20 system 100. These updates may be

i ncluded, for exanple, within the incom ng Request SuperPacket nessage
stream Accdpdidliegftyr sesyenarehiigetues aphamipdisema okibe PRSSPURYANTIOR #E "PUE may

spend | ess jikian td @% Pecifit SoRbiASRHDP hare@pRCirdYor @it Wor k pr ocessi ng,
t hereby dranati cal | i ncreasi ng search query throughput. In an enbodi nent,

y
| B 8- Ok
second (ps) . Hifids ARerRREBIETS RellyiRlssa e e fend Ui ueOs Vel oS P!
Doubl i ng t heacsemlingHo raeebodimest of trne)prsmmvamt@nl Inhigeimbadimgibet i vel y, sinply

requires o w at?a%e %@Rﬂg%ﬂ)ﬁ@%‘?leaft dhe tatfle Qrgroifld/\é’fda%% Vécbﬂf!subﬁlafndat t endant
PEs. In anot enbodi Pent i un(r) ﬁy ti-processor

per sonal corﬁiuﬁtaéf oRseTEs PN iNaesgaraindex 402 Mth p@‘”@?ﬁé{ﬂp"?ﬁs‘ﬂ'% Y& updat e
rates on thegetestcyto |31@|Qi'60§|@§cor@° wﬂﬁkﬂthé@roumﬁ Helabas recoriad@iwafce

Ghod mont & S HS BOPECSaR Lo BRIl SR e L act ur or & 1 ol o

embodi mrent s &G as manufacturers replace these
mul ti processor conputers with faster- erform nP machi nes, for exarrpl e, the
ce

sust ai ned sear @hommanﬂpnmtedat@aé%%mawwwa@é BrAnehash @Ple4P3 adner al |y,

system 140 | &a’?@{[maéﬁw iftérs IRUieed, Qﬁ&ﬁ@ﬁemét‘s] &80 2nBHI08 Babledoragralp ent  or
server architect

re resent, re not
limted to afhfalghass 'f%cefdéé‘ﬁjg P%f‘l‘”BtmeB?yd'\’Rg b &SEHG) 3&/ "RQ ‘% FIG 4 is
a bl ock di agvsnm whiah miay kmmttreatses asagéwex aito keshaats 40ar Bmaueezmmeethafaccor di ng

to an enbodi rren dat abase
400 may incl ke Jhég?—ndf?j,ﬁ @{gmé rggﬁa'déqp Eﬂ{ Puck gigg@alryreﬂggbﬁeﬂ}t%m and

at | east oneUfﬂmaé@@'&iﬁﬂ‘ﬁﬁ’d'sﬁéfehaéMh%'a@%”t&(fQ RAF B2 PRISrREED ENDY Wl es, direct
byte- of {$et gashahifle 403 ﬁuay REhtMIndLintéras aiedBstwidniant of & Basrniket cdnddat abase

records 401. 405 ecord 410.

I n one enbod???g'rﬁ'em?fggg@ﬁg'ggﬁbbctk VA At rrata';(gg hg% {;easﬁo"ggttgﬁ%:rﬁexg abl e 403 as
a 10 sear cheleméebgomdatdibqselrenoedsnmerhuhaﬂé@ Rtivestegedyplyea H§s@@E etc.) into
the table or H@P&a?gemgééﬁé?&%sg%leﬂ%ts br GiAsthsh vatokdsOthatreY MBp a

search key t B4R I val u then be used as an index into
hash t abl e 408ereBech e@aRand elemgpt in the hash bucket.

20 Hash table 403 may include an array of 8-byte pointers to individual database
records 401. For example, hash pointer 404 within hash table 403 may reference
database record 420 as the first element within a hash bucket. Database record
420 may contain a hash chain pointer 424 which may reference the next element,
or database record, in the hash bucket. Database record 420 may also include a

25  data length 421 and associated fixed or variable-length data 422. In an
embodiment, a null character 423, indicating the termination of data 422, may be
included. Additionally, database record 420 may include a data pointer 425 which
may reference another database record, either within the group of database records
401 or within a different table or group of database records (not shown), in which

30 additional data may be located.

System 100 may use various, well-known algorithms to search this data
structure architecture for a given search term or key. Generally, database 400 may
be searched by multiple search processes, or threads, executing on at least one of
the plurality of processors 102-1 ... 102-P. However, maodifications to database 400
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one search key may map to a single integer value, hash buckets may be
created wusing a singly-linked Iist of hash chain pointers. For exanple,
each entry within 15 hash table 403 nay contain a pointer to the first

el ement of W& W44 bucket, and each el enent of the hash BUIJKEYZA¥? cont ain
a hash chain pointer to the next elenent, or database record, in the

| i nked-11ist. Advantageously, a hash chain pointer nmay be required only for

t hose el enents, or, database pecords, th ref.erence subsequent , el ement
IR R S S e R R

poi nters t o thredd{s) deglredataliaseacaeesing ditabi3 406 dor thexparpt ef timash poi nter 404
wi t hin hash 4 ef ; gggﬁ . i rst

el ement wit hﬁeﬁc@é r’é{g)ﬁadgﬁééﬁée'ﬁ 8‘&‘%@1%%%&’%@00&“ gégﬂgénég;‘/ﬂ'%gbﬁ?%él%ﬁ}gfehash chain
poi nter 424 werdsh to@gdifyedatahane eecoried Penthinedatansge 400, de gravmpfdatabaseor d, in

the hash EPUCrIé@(Brd_s Bei #.Ia%e IJcREP B Harft g B reld 36 pleReit Wskesearchdfreddd forhengt h 421
and associ ated fi xe

jable-| th data 422 . 1 nbadi t, |
char act or . 42T (aitiasy PR TP RCRGTF ahecs s sl as 8 ETBEN STREI uded.
Addi ti onal | ydatalzetsavecped 4#k oFferela® nmesy wettdhowie mecikmisngfor lotlémg 425 whi ch  may
reference a”@ét?@arse%b?ob@%g%r{:gg%ﬁ?cct%k ,*ﬂ?cﬁudYMgtgtﬁé Dset(g%pgn[lg of database

records 401 or wthrn t table or “group daf abase records (not

shown), in wifineaPhg@sandicreort Additianatiyvapeus gtineshell symmenial 00 may use

;/ar i ous, el hatknres F@mersbéém&ownaﬁﬂaﬁcﬂbcg Q{j &tdégg B daz%ﬂdééugﬁ,%b@,rtﬁél t eﬁt gr g

or a given sear ermaqr _key r a se y. be searched by
mul tiple sea'PEmtag{A&@gE'éaé@,'” @F qrﬁ?c?gag)sa?abég%é?ﬁqu%ﬁ?%‘?? %‘f&aggscfor%‘?{@t'oé‘f t he

pl urality ofoffRedeess Sheredalifornia, etd02- P. However, nodifications to database
400 13 WD 03/038596 PCT/ US02/ 35082 may not be integrally perforned by an

update thread ERs g BGEGRARiddPHR Bt i8R §dherd! BiBBsK e citeguir evented from
accessi ng database 400 for e period necessar o.add, nodify, or

th of time ne t
del et e i nf or HELTY QRidPRINAT RRdiRRY o4iB8 Prasspt IRERHMI- &N i IglmB?‘H@Fmt o nodify
dat abasei13 ecadtababdBovinidyiittidiatamgsogtiized, headepny master stedpabat Sie HO0r ecor ds
401 may be | ocked by a date thre to prey e_sea threads from
accessing daf's %g@%op’\?ﬁgf'g‘a ﬁ'ﬁeﬁé‘pg‘gftgr ?rﬁarp(g%(%rﬁfeséﬁﬂnﬁﬁ'(}%@% aft#]eea%?nf ormation
within dat apsieblest giodp sBdatabaserecosdsed taand aldddst ROGATERRAIIAGISEATSNf or

| ocking dat ghaser Al |$d?nt&’fs€€h’\8i@§s,%ﬁ@ét%?teaﬁ@@tfé,setc.? fRGhalE R rdcbRis WihinOf
spi n-1 ocks,  semaphaores, nutex tc. "Additiona r °§fq of f-the-shel f

S,. e ly, va
comerci al 16e@R Hﬁgétébﬁed\‘?f:?fgs 8 bk Alfematiielniaas 5%%"%8’6'1!39 Mg¥ parts of
dat abase2@00incladgat, leddt ene haxtktablalsh & as asearidindax wikepdntad @deedatiratiase,

manuf act ur edbﬁg-o%qule?c.)qgtropﬂ% %He%r? group of database records 511. Similarly, look-
aside file 520 may include at least two tables or groups of database records,
including database addition records 521 and database deletion records 531.
Corresponding search indices 522 and 532 may be provided, with pointers (indices,

25  direct byte-offsets, etc.) to individual records within the database addition records

521 and database deletion records 531. Alternatively, look-aside file 520 may
include hash tables 523 and 533 as search indices, with pointers (indices, direct
byte-offsets, etc.) into database addition records 521 and database deletion records
531, respectively.

30 System 100 may use various, well-known algorithms to search this data
structure architecture for a given search term or key. In a typical example, look-
aside file 520 may include all the recent changes to the data, and may be searched
before read-only master snapshot file 510. if the search key is found in look-aside
file 520, the response is returned without accessing snapshot file 510, but if the key

35 is not found, then snapshot file 510 may be searched. However, when look-aside
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of Redwood Shores, California, etc. FIG 5 is a block diagramthat
illustrates a general database architecture according to another

enbodi ment of the present invention. In this enbodi nent, 15 database 500
may i ncl ud®®OBENe y- opti mi zed, read-only, nmaster snapshoRCHFP$R3YPEY and a
growi ng, | ook-aside file 520. Master snapshot file 510 may include at |east
one table or group of database records 511, and at |east one correspondi ng

search inde Wi th inters (i s, direct byte-offsets, etc.) to
i ndi vi dual @g’”}ﬁé‘odﬁﬁgﬁf)ﬁs n rﬂsma& 1[‘}8"‘6 sharshipbile 51 % se7@R auery rates
Al ternati veI yropraahaticatiyn &p stiadtorfdf 11 @ tdbaM) omapre? forierarnpld e Cahsdgeastly, ane hash

table 513 as %lé@%ﬁﬂm%@gﬁ%dr%ﬁrpse%%h e ra{e'sng'faggﬁdéi%ié’@%aylb%yt e-off sets,

etc.) mtotﬁetabeor rou at abase recor arly, |ook-
asi de file 5Pperiggigally wmalmboamecne@@gt byt er@l‘@l"&aib?f thy asidfionafdeltionthase

records, si nehdfoBlcaliha bafanaiii £ "aﬁ@é’hgsszéﬂ and database del etion
records 531. Cbrrespondlng search |ces 22 and 532 may be provi ded,

with pointers ndi te- ffsets, etc.) to individual records
within the dat %EBGP‘?RSBW fl‘%éi)or?fé ”Ows'ﬁﬂﬁ’ adfswt%!i@gﬁe'qusﬁ records
531. Alter namOdlﬁbtypr dedetkd. aBorcaamplecdad Withiagnapshot filde1haal be able®d, 523 and

533 as sear Ctb |c @JI ntte\rNeE:bg gé)a't @%%"cérréﬁpggég ﬁ%&eél%tg éé‘fb?(ﬁ witPXtdStABL%Zet s, etc.)

i nto dat abase a Ion recor 531,
respectivel y¢ e's@nsygqréﬁﬂ_‘o@dn\wm@i@eoqm?rt@d@ dejgie recRif0MNeRpOMriBieTs t o

search t:nu)s battion is basHclableS3ar thatvamtrwr@pémﬁﬂa 590\‘:% ti'éler@g% y hRfe@r Eey I'n
a typica aS| all the recent changes
to the data, gg%d)ynﬁf cﬁaﬁ a B3I ﬁo&sn%SE%?@%éaaSﬁWjﬁ%ﬁ%rﬁ WHihshot file
510. If the delabase ddgijion secoulsri@1i modityoig-taesdate withinltiee &20enttynend teponse i s
returned wit | I i's not
found, then g’ﬁgﬂgs%g&ﬁ?ﬂcqg%ﬁ%@g zp%éﬁés%a r%@?%tﬁle {erbehllr%ﬁt Ook- asi de 14
VO 03/ 038596584 l5in paisies ithin datebsss ansition reperdstaz s Similansrdnta/witoa wi t h

snapshot 1§i | §naﬁ;§ﬁbt ffee@‘rocrha)qlbkﬁfoylcél@téﬁaed df&ﬁpﬁo@ﬂf@%ﬂ@% kdeatilya peact or of 10
to 50, or nore r any drop

for e mn
in search qué?§ fRrEWN gﬁgtﬁg?ﬁ‘ftadﬁ%ggr@f@%r?&é aﬂg?heﬁé(let'BQlP(PQI”W t%g‘ﬁat ed, or
recreat ed, byew aelar pdhadppigprite hash tathe (el diash datde 52 loe thaim poibteawthin
modi fi cati ongameseaidaren Yadbhissoh 0ok-aside file 520 Data wi thin snapshot
file 510 are not physically altered but |ogically added, rmdl fied or

ol sted, RO S AR R R ARR el St P p e bEASS: 21
dat abase20 delenhaio mame datads &inecsetvendataj orgarizeucasreeparateoddthabibs| @t e record
to the appropphal Gith separate search indices (e.g., 511-1, 511-2, 512-1, 512-2, 5131, 513-

2, etc., not shown for clarity). Similarly, look-aside file 520 may include additions

and modifications to both the domain name data and the name server data, as well

as deletions to both the domain name data and the name server data (e.g., 521-1,

25 521-2,522-1, 522-2, 523-1, 523-2, 531-1, 531-2, 532-1, 532-2, 533-1, 533-2, etc.,
not shown for clarity).

FIG. 6 is a detailed block diagram that illustrates a non-concurrency controlled
data structure architecture, according to an embodiment of the present invention.
Generally, database 600 may be organized into a single, searchable representation

30 ofthe data. Data set updates may be continuously incorporated into database 600,
and deletes or modifications may be physically performed on the relevant database
records to free space within memory 104, for example, for subsequent additions or
modifications. The single, searchable representation scales extremely well to large
data set sizes and high search and update rates, and obviates the need to

15



10 location in hash table 533. Data within snapshot file 510 nay be
logically modified by copying a data record from snapshot file 510 to a
new data record within database addition records 521, nodifying the data
wi thin t heW9éPty, and then witing a pointer to the H&W®¥HI2to the
appropriate hash table (e.g., hash table 522) or chain pointer within

dat abase addition records 521. Simlarly, data within 15 snapshgttfl |l e 518
may be | ogically.added tq snapshot file 510 by creating a new data recor

W hin dat abaeetefly Fosr e ctommas et refed BRSSP WHIRRWEAO the new
entry to the eappeopmpateess. hash table (e.g., hash table 522) or chain pointer
wi thin database addition records-521. In the DNS resol ution enbodi nent,

for exanple, sn i i 0 i ne. dat,a and nane
Corver Onta, o nReBRS rédohfioh E:Bmhehl o i beUR: Bod Y iR Sooarare
sear ch i ndi c&9mai ngme data 610 ami name seyer-data 6202 omalGerie d&a8403pd et c., not

shown for 5cl aatrie)skrvebiahl6al by ihARIE-BaIH Shdidels SitR2BinfTRY (ihdIGdsUgiRecfddi tions
and nodi ficaton me data and the name server data, as

t h,t donmi n
wel | as del e& i oonsse&%be géf"ﬁo F'ﬁ%soogﬂﬁﬁﬁ'ar?ﬁjﬂﬁ%h FEROHSa MG dseEssedipboeAver dat a
(e.g., 521- 1 hagisfupgtionInasdap & se&2R key toR3ntkgervABie vhichIdaylthedBd uged 532- 1,
532-2, 533-1,a523%1d@x irftd & hash RBle. SNy Msh BlBkdid Yy b lcr%ﬂegécl)rse&gp' detai | ed
Nt r'o a structure

bl ock diagramthat illustrates a non-concurrency ct red”
ar chi t ect ur e "2t @BEINIRY UsP9ashblitkedsiiof bash dheinnoiderat Domaisrmamen.

General | yip datalEsend0RciuRy RexahgiBNb Eath thtlé 61228 b 884Eh ind8Rh 52 Blosk
be continuously

esentati f the data. Data set_updates na (
irﬁgtr)_rporat ed%lp\rll%%b%é{f%%g%_m%ﬁ'ﬁ'?meéﬁ?“gseq@t g%sﬁllabrlﬁ)%ﬁ‘ri”@ét”fﬂéﬁ%a’ﬂrﬁva&be .
physi Calll)ﬁ p]?f B@Vt%nmist?edlmeuzwagtagdm% s(;?:i\;é gecg?ds?%) Q?r;ef(igi)liégﬁge \'II'MhEE In
menor , i i S, Qf , :
si ngl g, sear gﬁ@ﬁgaregﬁgge‘n %ﬁoﬁﬁs@al ecg?og% r'eme'??/' \}\(/aer]glt ?cgn?lréparge data set
si zes and hi §FOEESAORaRRGILED deftexamaleed Nexdrerashoffsst 621, Bitemedentth 6225 WO

03/ 0385945 PCR/JGORL S5 AP0 Bes | ot Aldierc2areal &g, PEARRISHR Mithebgidrd
mbodi ment | 51 By S = G TR o RS P4t T L B SRAPTP AR Bt o 610 and
name server dae&ze20botinehain RointenE24iandnaiseaved pHintes BE6 my%eropﬂi};&tz@d 620e {ngy)
e orks B R b B R RERY
function may C%’bp%l”té’ééf"cﬁ”q{gyr RYSESIRT PP BRIYENPRINGRS 64 ch nay then be used
20 Name server data 630 may include, for example, a hash table 632 as a search
index and a block of variable-length name server records 631. Hash table 632 may
include an array of 4-byte pointers to individual name server records 631, such as,
for example, pointer 633 referencing name server record 640. Variable-length
name server record 640 may include, for example, a next record offset 641, a name
25  length 642, a normalized name 643, a chain pointer 644 (i.e., e.g., pointing to the
next record in the hash chain), a number of name server network addresses 645, a
name server address length 646, and a name server network address 647, which
may be, for example, an Internet Protocol (IP) network address. Generally, name
server network addresses may be stored in ASCIl (American Standard Code for
30  Information Interchange, e.g., ISO-14962-1997, ANSI-X3.4-1997, etc.) or binary
format; in this example, name server network address length 646 indicates that
name server network address 647 is stored in binary format (i.e., four bytes). The

size of chain pointer 644 may also be optimized to reflect the required name server
data block size, e.qg., four bytes.
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as an index into a hash table. Simlarly, hash buckets may be created for
each hash table index using a singly-linked list of hash chain pointers.
Domai n name 10 data 610 may include, for exanple, a hash table 612 as a
search i nd¥® W& bl ock of variabl e-1ength domain nane HEEGYSBA1. Hash
table 612 may include an array of 8-byte pointers to individual domain
name records 611, such as, for exanple, pointer 613 referencing domain

nane record 62 Vari abl e-1ength domain name record 620 may include, for
exanpl e, a nex(t&erns%\‘g’ h*?e?é‘ih lgdaes, sichardapizidgles. Bpvariasedengtvdaid i zed nane

623, a chai nreporids ey b@%fuétbre@ .0 tieat 8- byteD;SUlrﬂéds%ga loBatbd8n BHYle tfoﬁfg%fr%ts;p 6t22€
hash chain er. of _na S server .
Tﬁe si ze 012 Bote{w&?afz%r Do [Tgpa%éﬂtg%%d? H‘&K@"@%’P\?e%o”g%i%? arasde-ty be
optim zed RP“?t@fislt@éﬁm?'ﬁé‘am@qmqf@tﬁﬁl aekmey ke stocad atacherpary kildressar t ype of
data, e. &6, @ligbk b@)é‘igﬁ (ifeQran 8353% BodPngéer @r@l\ﬁzémﬁﬁqy,ftﬁg'[a et%’cth'?ﬁdléé%r narrea

server pointer 62 erver data exahpl e,

hash tabl e 635"48 %ﬁsgté"algaha”dl Reable-gndthHat @E‘erﬁf”ax‘lé’ﬁlsﬁlé‘{’téﬂepéﬁ&!% 4name
server recorlkide p@itersHas locadlon 4682 bmmdammh méﬁhoa,ﬂ ra:rrreaa'mgé HashRyte pointers

divid 0 oi pter 633
et er anci ng BaBSE o bl SER TR Hay BEPYS Buisrno raiebeetr b Becor d 640
may i ncl ude,6¥lopn@mawpe etored atexnemery erdresd (isieibledyy Tourdi.szane-bpts | engt h 642, a
nor mal i zgy '@mdéﬁ%r @)Cb@hﬁaq@@htf}t Rbdifiddiond toSatabBsdBa0 HQ# Ec'i the next

record in the n a nu of nane server netwo ses 645, a

name server d’aﬁl&% p?‘B‘ﬁb{OrP’B‘ii‘@”e%?ﬂﬂ“%?Sﬂéﬂ’@”@@’rWQ HPg® PR'”EHHP@%% 647,
whi ch nmay baperdtion, isoladipd,dor exampletveiting b nBW@omed to the RearR ek ksusklds ess.

Ceneral l y, Ortﬁtg%\/qgrwfr %%E% hgg‘g Ka ROt abv_%r(astglg ?%g‘hll A§CI Igg( Arreri can

St andard Code tron erc ange,
ANSI - X3. 4- 1997 etc.) or binary format; in this exanple, nane server
network addres!G gﬁ@?lﬁ’e@i@d P'ﬁ@ﬁ diagram that dlustraiase ner-consurrereygonkolieddr ess 647

is stor eIBl [ rudm steucyuré éfdﬁfgéctlﬁrb éi:cordfn@l!c? ﬂ@&hﬁ&lmeﬂ_tgtﬁ thaéﬁngéés'eg?{%%hﬁggt gOIblnz)grk
e yire

Slél;lemay o Sck? rg!gt?ae%ga%?gbg\ﬁ }Sﬁg’§ Wéﬂlﬁ@?i@%@%‘?’r%@r ally, both

search i nd| d@BTeS%m%tivnaé Uteeddstta. t Réih @6t updales vy ibalvbatinuengy ncomoratedristoor ds  may

be structur Qﬁtéﬂésé hed, a%dl?llére?ebsm?h{ydﬁﬁailoﬁg %ak%ﬁ%h?gcaﬂgﬁgﬁ&weg oRqundaries in

nmenory. For e as ous array of
8- bytg poi r{?éY%BldBfaBB?FareﬁorﬁéFﬁaf"eree?PéF?JVé”“B'lI‘e"@ﬁd‘l%fPrl?éa@P‘@rf@U at a menory

address 2D disubseduiest dujditeng bt médificationsah-siiglee sePEBRY Bpre@ént@ldh. Similarly,
both search s'cgigis 8%§emely well to large data set sizes and high search and update rates, and

obviates the need to periodically recreate, propagate and reload snapshot files

among multiple search engine computers.

Many different physical data structure organizations are possible. An exemplary

25  organization may use an alternative search index to hash tables for ordered,
sequential access to the data records, such as the ternary search tree (irie), or
TST, which combines the features of binary search trees and digital search tries. In
a text-based applications, such as, for example, whois, domain name resolution
using DNS Secure Extensions (Internet Engineering Taskforce Request for

30 Comments: 2535), etc. TSTs advantageously minimize the number of comparison
operations required to be performed, particularly in the case of a search miss, and
may Yyield search performance metrics exceeding search engine implementations
with hashing. Additionally, TSTs may also provide advanced text search features,
such as, e.g., wildcard searches, which may be useful in text search applications,

35  such as, for example, whois, domain name resolution, Internet content search, etc.
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such as hash tables, and variable-length data records may be structured so
that 4- byte pointers are | ocated on 4-byte boundaries in nenory. For
exanpl e, hash table 632 nay contain a contiguous array of 4- b}/ POI nters
to name seMBP8R0rds 631, and may be stored at a nenorRETAHEFEYE
divisible by four (i.e., a 4-byte 10 boundary, or 4N). Consequently,

nodi fi cations to database 600 nay conclude by wupdating a pointer to an
aligned address in nenory u3|n a single uninterruptible operation,

i ncludi ng, for legarpbedipent erig e{n%wn?m abequenes eftiedelitke t9astexin &uch as

a hash tabl ehleﬁHrcHMdl Félmnm@emdnﬂabdé:rhay e l@;@ét@& &f tht ®opfofiad ré) kdatk@ngt h dat a

record. FIG is a deta illustrates . a

non- concurr ef‘i’(‘f§j nogRt 7oA 'mésa maﬁorﬁhtfran‘g‘?gt?@gh‘?ag ngfesHTe%tErirate ”éec?:rlﬁjr?fl ng to an
enbodi ment okadHgafdhe Eith |danMedd maylbe adsetigtedvlith a phaicakaseardOkeynayd al so be
or gani zeds '”gée’chano%'eflﬂ'tr‘r‘e %ﬁ% %Q?é%‘fﬁoéeerﬂéféo%?é.%'g\ ggée@Q%ag&te en ta set

updat es n'ay cont 1 nuou I hcor por ate Into el etes or
modi fi cati on¥ergy. bactprgasi l@éﬂel tgﬁe;f@ﬂlfamrsr@ec@ntmn%qmechara@teéwﬁphtdamme records

to free spacey é@ht@rsﬁ?@ﬂfeysd&éss“feobr "@Pﬁ@n’moﬁes hQRe #& StHeseguRiRts addi tions

or rmdlflcatl ns. sear.c representation scales extrenely
Wl | to | ar gEIaRe Jue nefegtosR APl gHoS BE 0 AT SHR 6 6 PR ES Ten e

obvi at es t he nodsexisplibvates. | Setirchand the TET fe@at martiquiao peyg deeefaredinvellezad snapshot
files a%ngtrgwrglhﬂh% t%%eh[o?rhthgv&lt 'ﬂ?d&@%)ﬂﬁtaﬂéﬁ r]olgar%qg%ritfaw %?ﬁpa?ﬂ sical data
structurée organi zatil ons are organi zatron may use
an al t er nat i gecrs@lement. @rmmés@cg@ pagitdn, efthe ey \fflﬁ‘rthéﬁﬁllél’\’éléles eldbriBofSsal access

to the data l’a@ﬁ@irﬂispat@um.tﬁﬁanmléaeha@rmawaé Q&télﬁ@%oﬁtéﬂt@)ﬂ kePfecorliST, Which
conbi nes theW&BEt ures

i rch tree rchtrles I n
T ext < based "BERMEYat s orle it B oropoBEE A B AR SR oS P o RiFe
resol uti on thel ragprdStaSssoniadeEwitie iheikente.q.| ant B avigresEh ghlteestively thakdkf or ce
Request r v gy 7e the
number o 9 3&8%@%9&%%@%%%%%% 'TﬁTre Irto %gédg(grs?%ﬁ%ﬁ%rthul arly in
t he case of Q'n%/afp@hﬁtrﬁ ”teéﬁérma‘reﬁﬁcyl el d search perfornmance netrics
exceedi ng search engine inplenentations wth hashing. Additionally, TSTs
may al so pr ovi de andvdodietnt, @atabasseT00Mmd et orgartized ssuchSHdIncleliga W | dcard
sear ches, t-~5€e ch as for
exanpl e, vvho rahWﬂQ&d ,'éﬁﬁt‘fg% allcﬂ n&?é(s 707" %hﬁp‘a"&%b%@té IQ)%thk )? ; 17 VO
03/ 038596 PCWCQS@ZWOQWQZI nlwalanote\fﬂﬂ@@lemgth te@nlrr%vamrycqr%?% rﬁe@r%wequence of

nodes | i ped nb@&eﬁd"\%aj lﬂclade Wri%ﬁ@ yﬁ@é @farliforrn%tlaﬁ b@BééﬁrIBed ébd’v@QF\clﬂdlﬁ@ nmay be
| ocated at the to nodes Xform

branches, andPr€&3 p'ﬁo@@%’“ﬁ’ﬁ{&?o? 8'????‘?%%& 8r ‘ﬁlH?) @ﬂ PEFtion, ordch nédd'fR pointer.

and a key pointer. The size of the node pointers may generally be determined by

the number of nodes, while the size of the key pointers may generally be

determined by the size of the variable-length key data set. Key data records 702
25  may contain key information and terminal data information, including, for example,

pointers to terminal data records or embedded record data, while terminal data

records 703 may contain record data.

In an embodiment, each fixed-length search node may be 24 bytes in length.
Search node 710, for example, may contain an eight-bit comparison character (or
30 byte value) 711, a 12-bit character (or byte) position 712, and a 12-bit node
type/status (not shown for clarity); these data may be encoded within the first four
bytes of the node. The comparison character 711 may be encoded within the first
byte of the node as depicted in FIG. 7, or, alternatively, character position 712 may
be encoded within the first 12 bits of the node in order to opfimize access to
35 character position 712 using a simple shift operation. The next 12 bytes of each
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each branch. Each | eaf node may be associated with a particular search key,
and 5 each node on the path to the | eaf node may contain a single,
sequential elenent of the key. Each node in the tree contains a conparison
character, W39 val ue, and three pointers to other stfcéeWdPPE2 or
"“child,"’ nodes in the tree. These pointers reference child nodes whose
split vaI ues are less than, equal to, or greater than the node's split

val ue. Searching the TST for a particul ar key, therefore, involves 10
traversi ng t $rarel raslefmansontain herst32Rideinters .o i peititer 7d&f padele/ 14edduent i al | y
conpari ng eﬁ&ﬁteﬁf@%ﬁreseﬂﬁn rE?é»@?rﬁ-‘atn"’redﬂ.@t’ﬂot'a‘i’na r‘éfateFmﬁnktﬁ'HndNr{daet he Spl it

val ues of the nodes pat h. i onal ea
ot e h poraTe e ErREY. TS b ers ARG cORG 2 CnleD i ot Ras, FEB | cast
one p0| nt er thana byerofiseadr Mahery rédresd oo ifiked-lengty sedrale nodssothe byt a

associ at eg whd, EQGPE%XIc&l‘é‘teQ fonfle Eg’ AFI Sk vafﬁlet ﬁdaﬂé 't"i/e? Iénqtﬁ *bﬁ%key 15

record nay contain inits entirety
stored in bfatsfignsthvathe Imadorr hydse maveaniain a 4p-kit key Peintee Ao thisdnt |

dat abase 700mERYe E%uﬁ’bﬂ@é‘irﬁﬁ;@tn@th@t aT&Tresb&féﬁr:ngeﬁ?ga@ reéﬂrél' gadd Aot eRibt

fixed-1 engt hg’ﬁear ch nodes 701, luralit ri abl e- ng}gh gc% dat a
records 702 §RaVR ARG aBPX'§ | SRFFERGN Wgtkﬁy AP reesd ”85 We&r ds 703.
Sear ch 20 nodelsas/&hemanya, iimubldirde fov axaropls, 4 yPiEskeyflength atidrat 2-bh paistedescr i bed

above: 1 8% V0ol SXATR e 30 STRBALRAY, RLBEAKEe GOlURLRY 2N

posi tion, ters node
poi nters nmaydgfamao. W"%@ed@b’éﬁﬂﬁim@b’ Q@use@ﬁ@onmrg@pquqsh ?ﬂﬁié@em%l l e the

si ze g}‘ tlhe B¥n Q%lﬁﬁtﬁh@%ﬂ@% mh.ﬂbWhlhehéw%erm@@am@mnga@bfewof kt he
vari abl e-1 en or ntaln e
ot orot o B comtnimaragh kst oAb R ek e Akt oale el o <

poi nters to memunnmadnagetrent.ecor ds or enbedded record data, V\/m I e term nal
data records 703 nmay contain record data. In an enbodi nent, each

fixed-lepgth SQI%EQmBQ&i%eﬁﬁXeP@at@pecgbﬂtﬁ@ rhdy th&ReH, For ex%@é%vaﬂ%ﬁ% 710, for
exanpl e, may contain_an ei it comparison character (or byte val ue)

0
711, a 12- bi engR&ruéPEANd 8 tﬁeﬁ;p@a teﬂB‘é‘?‘tqa&hp"?’it?’ %ﬁﬂfp&t@” Bi¢- &gk
t ype/ st at us (ja‘tetre&l“mm ihcluded tavnitdryjrial tdite peinthed: Zerminal tata eoioed @87 and hi n t he

first f e
w thin the YRR @la pAOREPPRE kel 1 RERA SRRy SR BRRI Wt bpithee encode
al ternati vel gng@iand @6@ @r'2ddisermioa pginter ﬁwusbwsgﬁé‘o@@dﬂw nelde pagdingi 1 st 12

bits of phe FH?)@?nvahfgfél&"ty)ttgai?dﬂth@‘teﬁf%lnép&%ﬁoﬁ@r?@ SRAEARhAdaRPSI tion 712
using a sinple oper, atl on. The next b ea, of each 18 7583/ 038596

PCT/ US02/ 350B2M8E 479 AibBIENHRYE bymeay in MRMee iefmipg); datashantey poi nt er

713, poi nt er add trraindl data pointer 758 may each contain various data, such as, for
example, terminal data type, length, status or data useful in binary record searches.
Terminal data pointer 757 and terminal data pointer 758 may be sorted by terminal

25 data type for quicker retrieval of specific resource records (e.g., terminal data
record 760 and terminal data record 770). In another embodiment, key data record
740 may include embedded terminal data 746 rather than, or in addition to,
terminal data record pointers. For example, key data record 740 may include a key
length 741, a terminal pointer count 742, a variable-length key 743, the number of

30 embedded record elements 744, followed by a record element length 745 (in bytes,
for example) and embedded record data 746 (e.g., a string, a byte sequence, etc.)
for each of the number of embedded record elements 744.

In an embodiment, terminal data record 760, for example, may include a 12-bit
length 761, a 4-bit status, and a variable-length string 762 (e.g., an IP address).
35 Alternatively, variable length string 762 may be a byte sequence. Terminal data
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poi nter 715, representing "less than,"” "equal to," and "greater than"
branch node pointers, respectively. These pointers nmay contain a counter,
or node index, rather than a byte-offset or nenory address. For

fixed-1 engM? B&¥eh nodes, the byte 5 offset may be cal cUfEEW2AI8M t he
counter, or index value, and the fixed-length, e.g., counter*|length. The
final four bytes nmay contain a 40-bit key pointer 716, which nay be a null
val ue indicating that a correspondi ng key data record does not exi st
(shown) or argwrhield mayirghide paddingig aﬁmewﬁemmig!aﬂaeycaﬂatoaarr&bﬂed (not

shown), as %hrﬁdﬁm%&ﬁ&ry%%%ltérﬂ&tk ﬁ@g'nln CHata%@éFB'?@On%g%ﬂ&'et key | ength

and a 12-bit pointer st at us ol nter contain a
byt e of f set tpad?'ﬂ%toa%%ﬁ&rqoa?@%éy ter(’f&'?%\df"é‘dﬁ?cﬁd “Ghimeg ”?H%C"Ff’@ya']yengt h may
be used to ombddmgeMsmwcrharwgdmemsaagdntmns mmyneeteehmesngleaénamg wbakemnay

branchi ng s t O} fh 4 Bsia f %ErdsT% %9@5&0%% td X%@!esk%gt‘ésorf d- 8;39 Pomngont ain

i nformation USG In va 1 ng an at ron a use nmenory

management . @“‘I‘%‘Yaﬁ"@'ﬁ%‘cﬁﬁ%ﬁ@m 7@ ynay ancudecc bi-bit leBgih (FRY. 4 kit stats. f or

exanpl e, a V%ﬁh@b,laﬁaué%gghmt,lﬁ—%w?bﬁéga@ﬁ IPbddregst one term nal data pointer.
As depicted in FIG 7, kéy data record 750 includes two ternminal data

pointers: term t oi nter 757 and data poi nter 758. Key
fata recor d_ 7500R e CURGPRE IRRIR 35T 51T, REGBHEEITTIEE and a 12" bi t
term nal poi rstrectunedwnnmamauytespcﬂrﬁé’r,s apenihcarey on Belytedeupaatiisigme@o(yndior shown

for cl ari Y) e’i(Qm r#ohﬁ %%@)é&%gn%ﬂé’h £B/:H &rles%gémﬁt%ﬂtotk%%g%@gg odigt a

pOI nt er on a ary 1 n % erm at a pOI nt er
757 and terﬁﬁﬂeﬂ”dda?bbﬁ)ﬁPWQ@taW%?d@&ﬁﬁ%% B &Y fiohhi poas 8dtea, such as,
for exanpl eboliedany, ra;aBNgia&mntampeothlseagh Iindiceb adudh 2o mSUgtand wiselretoris bi nary

d h 5 i 758
my be sort ed 4Pa SERHAL o R e ORE G s b P Bl s pect 11 <
resource r ecomemor(/qu gxatrplennodd braachepointer@ddnape@ntainda ¢-dyiei (ordesddat a record
770). 1Ny tapg 'ieé‘? &% 'fW nd K8Y bd&lofed daﬁ%%é’mou%ﬂlgdr@?é’ dlblgiﬁie%go@%dded

t erm nal an, or In a erm nal "data record
poi nters. Forﬁl "e?)ﬁ?rﬁpké”dak)éyr it Loneedientiys apdifisgtionsde defabased®) MaVengt h 741, a

t rertr) m'dgalOI poi rcbgdflu?mbmpdﬁﬂggf poivif toeddl aughmdnedsety an%#ﬁ)ry dgirey asindler oz 53(()_
enpedded recor el epents or n I n
bytes, for é@g'rtr% gﬁsﬁae@}*@ewﬁﬁ'”ﬁm@o?%@? g" &Vggﬁ atosfﬁig%\agc, a byte

sequence, et dndex, ush aea!c'PBTofﬁocteh@rMﬁlnh@mewpmé@la@atarréwﬂd el ements 744. In
an enbodi ment, termnal data record 760, for exanple, nmay include a 12-bit

l ength 76b, a 4rig. B iShabidfed @@&kcﬁag\f@hitrwhlestkaaé@értbtrsetreiamtrz&are(e g., an IP

223{12?@2&: -?—2 mrhtgétn%;%éc%i%hg toan emboo%lmen?gfI tne %Ferserq'ﬁnven? onnBZ¥s apo%vg byte

database 800 may also be organized into a single, searchable representation of the
data. Data set updates may be continuously incorporated into database 800, and
deletes or modifications may be physically performed on the relevant database

25 records to free space within memory 104, for example, for subsequent additions or
modifications. The single, searchable representation scales extremely well to large
data set sizes and high search and update rates, and obviates the need to
periodically recreate, propagate and reload snapshot files among multiple search
engine computers.

30 Other search index structures are possible for accessing record data, In an
embodiment, database 800 may use an alternative ordered search index, organized
as an ordered access key tree (i.e., “OAK tree"). Database 800 mayinclude , for
example, a plurality of variable-length search nodes 801, a plurality of variable-
length key records 802 and a plurality of variable-length terminal data records 803.

35 Search nodes 801 may include various types of information as described above,
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WO 03/ 038596 PCT/ US02/ 35082 record 760 may include padding to align each
termnal data record to an 8-byte boundary in nenory 104. Alternatively,
term nal data record 760 may include padding to a 4-byte boundary, or,
term nal dMAEHEEIrd 760 may not include any padding. MROVYSRENEement
algorithns may determ ne, generally, whether 5 termnal data records 760
are padded to 8-byte, 4-byte, or O-byte boundaries. Simlarly, termnal
data record 770 may include a 12-bit |l ength 771, a 4-bit status, and a
vari abl e- | engtfi" &% rf?rrF@(a'T‘?f g keyaqu"]i‘eré(S‘H‘Ptéérs‘)earCGé}?é?%IPPW‘ter?o@t"{f?Ysear ch

i ndi ces, suclhieasds[8Es,!In andmtladimenteplaraitsy dmyarblenodﬁsmfﬂrﬂ#yerﬁtllﬁi@ vbh@él 8- byt e
pointers are exa

poi nter 726 r?lgg%?éﬁglééﬁﬁogen %}E% ﬁ% i%%elnessosf)searg|F Enys ©gy° ﬁ'@?gdﬁst ‘é{nf%s(:ord
740, and may P@é“%’?&‘éheraﬂea&hﬁ@ﬁﬁ@f ke droerds. Yedticsi ivides may @ricide, foi . e., an
8-byte bgun%&ér}‘lpleoét I8} oneShdBrdrAey Yor éﬂQFaQteZ?@fn?é?s !td%r?&ﬁal @H%pwﬁ’l‘ﬁn-rs-rs and

data records rr@g structured s0 th ointers are lTocated on
4-byte boundd?d "W Of Reareh Joder 8P deies & quaa@r%wﬁnmthpmltmléyom may

contain a 4- bydordd 802, bl@ss‘r%rli&télﬂbdﬁsaha} ﬁclﬂé@%r7e§QmBI@n§ léB%Yt\Ap)es,e%Fcﬁ; ed at a
menory addr e$3,4 divisible undary,

Consequent | y, Ko dl Pty Srfgo'qt%rsé%§%%?§30dﬁ§dv'whe Blurlly i ee B Berest i ng a
pointer to aﬁoémoyﬁ@ra tabierizesle! nadeswithinyheuginatity af stangl reodesi B0 tpeintatpt i bl e

operationg i 'ﬂ@ké&d’b@&ds fNQﬁm %%mbm Wf key! rB&rds Wet@o'd%grrall)} gertt s n%g&r ch

i ndex, such as '|'ST no new poi n ord. 20

FIG 8is a Héatydnqléd(? ao?%?:‘ﬁ”‘iﬁ %iggésnﬁetghéf‘araﬂe@ﬁpﬁ%“%§%?h 'éPdt a st ructure
ar chi t ect ur e fragmentr(dign gtring), auhilendrizdhtabmides naly it &8RS Key @g.] on. As

onr esent ot e ORPIARYEP L0 5 18808t ion gl g e llho TeRters ©

i ncor por at ed (¢-8+ 8irig@k abase 800, and del etes or nodifications may be
physically performed on the rel evant database 25 records to free space

\_II_VIht hi n WFHDF y 194n eﬁ%dmmhﬁahtt)f &rseﬁﬂéhﬁggéé%e [y rﬁ%h@éuc@ \%V\ertﬁ:lral ?%Héfké%gat ::igtn:l
e single, se esen X

set Si zgs ang 'ﬁ % g%g?r(é g] P;{gag rﬁaﬁHO%Wa%@ém?'H%e f¥ed to

peri odi cal | y exzuplea %blfpp@ﬁ)@g%lﬁ@ @rgd, “e1),cadB-sihaqusdests 12 dreG-bitieaoy mul ti pl e
search engi Be3 (OgP8HeR$ 8- bﬁ@rs@c?ﬂféﬁé%mggaqq%d%@ "[tbléEgrﬁj @1 ?ac%(r?]sa ble f

accessing re data, In an
al ternat |gve g%g‘?%d ”E@ér@Hh‘?ﬁmplecﬁdgéﬁﬁﬁ§é¥jma&§°'aht°é'ﬂ%@>@do®clcé'% key tree

(i.e., "@BK seael Jree,Dat, abtics n8GO8ZHR YA :&ﬁ leHBdimehO Bs- bﬁéé&i’e&@amﬂw lﬁr E' ity of
A AR ST T e e e T
of the 8-byte words within a 1 Tbyte (~10"? byte) address space of memory 104,
Accordingly, vertical node 810 may be eight bytes (64 bits) in length, and,
advantageously, may be located on an 8-byte word boundary within memory 104.
25  Generally, each vertical node within plurality of search nodes 801 may be located
on an 8-byte word boundary within memory 104.

or

A vertical node may include a multi-character, search key fragment (e.g., string).

Generally, search keys without associated key data records may be collapsed into
a single vertical node to effectivély reduce the number of vertical nodes required

30  within plurality of search nodes 801. In an embodiment, vertical node 810 may
include eight bits for each additional character, above two characters, within the
search key fragment, such as, for example, 8-bit characters 816-1, 816-2 ... 816-N
(shown in phantom outline). Advantageously, vertical node 810 may be padded to
a 64-bit boundary within memory 104 in accordance with the number of additional

35  characters located within the string fragment. For example, if nine characters are to
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35 Search nodes 801 may include various types of information as descri bed
above, 20 WD 03/038596 PCT/ US02/ 35082 such as, for exanple, search keys,
pointers to other search nodes, pointers to key records, etc. In an

enbodi ment WOpB@s#PG t y of search nodes 801 may i ncl ude verRGTEEH02/3H9AY

hori zontal nodes containing fragnents of search keys (e.g., strings), as
well as pointers to other search nodes or key records. Vertical nodes may
include, for 5 exanple, at |east one search key, or character, pointers to
hori zont al néa&siuged within verigal poge 81, thenghamsterconendidyo 86, bep?@ﬁlgtl@rs to key

records wi t hid¥irktharictsr 8hd bivd %co@&haré&&qﬁsreg&?otlvé& Cemd lBerLitggnt al nodes may

i ncl ude, for ex east two s characters, pointers to
verti cal nod@gd'a?qu&?r?%%r Py ”?%P?’tcy"i%?pogg'ae%gfﬁ&%%rs thsee throygn Ainer s t o

Eori zont al noﬁg&e\upbénd’edttdﬂeerﬁéauh@de sw in &RAIOOA eiygdms &#Qdddippmayees 10 to

ey records wit eco ds :
vertical hoalchBels el &a%ﬁﬁ'oe%aﬁafﬁetsy'g S S s
representing a search key fragnent string), while horizontal nodes
may i ncl ude var$®irlvkesrical aogg 820 ’E?Va!l"@.é‘?%lf@)ex@'ﬁ@.'? aapitegdstyrad2h particul ar
position withdg, tﬂmq 568H% Iaddﬁeys g§18 8RB ler(glh 823 (e, BN 8-Bibfirk an

enbodi nent | ur of se n e ver al. .node 810,
verti cal nodgh?ﬁ% % i igﬁ? fn ﬁg’géeﬁ%’é ngf\é?tfef g%ﬁu(%rﬁydamg)la hﬁsy i ncl ude,
for exanpl eegxamPe Hddrase 882 mapeoBilD tienegxt poddih the seaBdrtaet i.adubmiesstalB12, an
8-bit | th nst e. "1") and
an I8 bi STgecgo%l%]a?\ggorgpg@ \%glc rho%elébb nfa‘ylbé e|&P8ythC1EQéne£riL%n$ ,gaddres)s 812
may poi nt t o28YRPtaeeRusindiy berdoqa ogUarg%ayt@wqc}@yndaryewthnwg«pmcpwém node 820.

I n an enbodi @B&urs@%dblhénaﬁlﬁﬁﬁrﬁfﬁﬁor&ﬂagy a8y be Inﬂﬁahéﬂi@lﬂﬂn keritd) nb&s 820%¢l / nodal
i ndicator and a.3

ss to refe ce. 0 of the 8-byte words
within a 1 THRAE® afé’fﬁcr15’§§8§°\’§dﬂtlhé§%re§1ﬁgf:0 Vedécaﬂg ‘{}%104 Accor di ngly,
vertical node 810 may be ei ght bytes (64 bits) in |ength, and,
advant ageous| y,Harggntnade 830 ewy disluge, fer @W@'@A@r?dblbmmdm%ﬂ% (el9i.n menory

104. b25I @gntercﬂl"} xss%qlk’st\éearesé:@z B 8itWdkbiRsS cRlniBed {dy, Qfaﬁg-ﬁﬁﬁrl%t nodes 801
may be | oca

thin m verti cal

node may i ncF?ﬁf@Ctﬁr % (e ch)aﬁvgfbgrjas(gglé%{?@% %ger?)fepr' ‘gﬁeﬁ‘f%(aélege”gt%t ring).
General | y, sbé#émaph8itys aB8-hibsdcoad sddresd 837. He yhidataanples Gt dsaradgt 43¢ col | apsed
into a sing effe e ef..of vertical
nodes requir té'%y}(irgcrt}dec%ll#@ﬂ% 17t y o 'telgérg,rn rtﬁen%%?& %gﬁraerlﬁm f enbodi nment
vertical nodé&ef@ed W?”'Cﬁlrit@ﬁ@ﬁj@ Geargfi20pwhile 19 charaetr &3lonay @ﬁlaqie ghar act er,
above twogchahgrtcb@cterhd, NieBrdsBfting the search key fragment “law” defined by vertical

nodes 810 and 820, and the last character 835 of horizontal node 830. First

address 832 may point to key data record 840, associated with the search key

fragment “la,” while second address 837 may point to key data record 850

associated with the search key fragment “law.”

25 Bitmap 836 may advantageously indicate which keys (e.g., characters) are
referenced by horizontal node 830. A “1” within a bit position in bitmap 836
indicates that the key, or character, is referenced by horizontal node 830, while a
“0" within a bit position in bitmap 836 may indicate that the key, or character, is not
referenced by horizontal node 830. Generally, the length of bitmap 836 may

30 depend upon the nhumber of sequential keys, or characters, between first character
834 and last character 835, inclusive of these boundary characters. For example, if
first character 834 is “a” and last character 835 is “z,” then bitmap 836 may be 26
bits in length, where each bit corresponds to one of the characters between, and

including, “a” through “z.” In this example, additional 38-bit addresses would be

35 appended to the end of horizontal node 830, corresponding to each of the
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search key fragnent, such as, for exanple, 8-bit characters 816-1, 816-2

. 816-N (shown in phantom outline). Advantageously, vertical node 810
may be padded to a 64-bit boundary within nmenory 104 in accordance with
t he nunber W&F034d3PG¢ i onal 35 characters | ocated within theP@EH¥SOHE08T agnent .
For exanple, if nine characters are to 21 WO 03/ 038596 PCT/ US02/ 35082 be
i ncluded within vertical node 810, then characters one and two may be
assigned to first character 814 and second character 815, respectively,
and 56 bits dfaracetdienressatedoithingdtinap 43af Gramol these IBabvit adsipensds, rag web

characters té’d’ &ﬁnép"%@ugﬂy Bb 'B‘é‘ddedrf@)éhé?ﬁeﬁﬂ%ﬂﬁiﬁﬁoﬁ 8n B%S/{e'v&% b&ﬂ%rﬁlo An
additional eight bits of padd IB’?/’P&%%BFH“ included to ali gn t he additi onal

character i nVUHREEMSR L dﬂage GIARPLAPCIShATacYSF PSLMYR% i cal node
820 may i nCI ustel, asftioy séa(aﬂmdyepaée &> that bilneghed 36 ey !ﬁ?a‘ls lorfgeasgy256 bt%Qi'é,, a 38-bit

dd y
G ey 3ois 2 S b o Btk pteise T o Blafs Bl dcl) rerfipte’ ™" ©4
exanpl e, adch&:té}Z-Z amel \pdgresncounb83hef ‘A8 kitmapdzs nnay bdbvcsteiteric lengthee, i . e.
horizontal radqrgg)?mglége aAPQIQE?éM osmgﬁr Fr'rés% cﬂl%iﬁ) I%Qhé@)ﬁtepﬁﬁe' ght bytes

in length, an advant ageous on an 8- byte word boundary
W thin nmenory O course

d|t|o i nfor be i ncl uded
within verti caIJrn Ad BEPRTFHENY a”"r%ﬁ‘ﬂ??“éae ‘é(%h ( éesr%r}qnggk "E')%H\E/e (f O ef erence to
verti cal nod¢i1810, kdyhj“atezmnbral%ﬂmw|ﬁ&ma®yexm¢luobe\(anfable lengtinidyeB53a 2- bi t
node t 83 y bi t
addresgpg%un%mg%é tonelér 6;1 dala %ﬁntéﬁ %ée&& grl:gﬁgcg(’agéggﬁgzew%% , "an
8-bit |ast cWﬁ'Pé%scté’P tgrggne(lga@ po'”"%")temanﬁ}&?‘iaepﬁi%ﬁrlséﬁ@f‘%te”BS'i'la 836 and a
38-bi t secongo@tddsw%@?uata feBortlBi56 n@yaj@mr@rxe& Wtﬁta QbR u@fgtrﬁém andmy

include a sin racter, "" t £are "l a"
defined by ng?%{{gﬁf W@B@”@i@%hﬁtggﬁ%ggﬁﬁgg‘éaw 'Qg‘f B”o?gt é?t Sé@gnﬁﬁy i ncl ude
a 20 singl e chatyaotaéign the térmirgbdata ointan @57 bed weainelddteyoifiteagiteott ar' | aw'

defined g?’ ggfegghnde&?gﬁ'ﬁerﬁ&gd@ﬂdTgérgr%al%Qg &ohi"?erlﬁvg’tanﬁ@ﬁﬁfétﬂ 835 of

hori zont ress ?/ ta record 840,
associ at ed V\PQ'htet?’N’is Hanpam qestain 3 | G§idasminal data tyﬁﬁ@ﬂ@"@éb@ﬁa wgePdss 837 may

poi nt to keyfddakangleaevigih, 8bflus Graecisatud th mdrirdcbel ssarhed kennirfal agaent

char act er's) BPG Pot AROHEBEH R AT S AToonisce BBy itins e bl for, 1

position in hiitherpet@3@ cfispdéitarteesurcd ecotdade. Beermival dettarezorded60 and r ef er enced

by hori zgpt alerrﬂﬁgﬁd%é;%gom%? a "0" within a bit position in bitmap 836
may indicate that t ey, of character, is not

In another embodiment, and as discussed with reference to key data record 740
(FIG. 7), key data record 840 may include embedded terminal data 846 rather than
a terminal data record pointer. For example, key data record 840 may include a
key length 841, a terminal pointer count 842, a variable-length key 843, the number
25 of embedded record elements 844, followed by a record element length 845 (in
bytes, for example) and embedded record data 846 (e.g., a string, a byte sequence,
etc.) for each of the number of embedded record elements 844.

In another embodiment, and as discussed with reference to terminal data record
760 (FIG. 7), terminal data record 860, for example, may include a 12-bit length
30 861, a 4-bit status, and a variable-length string 862 (e.g., an IP address).
Alternatively, variable length string 862 may be a byte sequence. Terminal data
record 860 may include padding (not shown for clarity) to align each terminal data
record to an 8-byte boundary in memory 104. Alternatively, terminal data record
860 may include padding (not shown for clarity) to a 4-byte boundary, or, terminal
35 data record 860 may not include any padding. Memory management algorithms
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referenced by horizontal node 830. Generally, the length of bitrmap 836 may
30 depend upon the nunber of sequential keys, or characters, between first
character 834 and | ast character 835, inclusive of these boundary

charact er sWORgG38Ranpl e, if first character 834 is "a" aMd/VHBS8har act er
835 is "z," then bitmap 836 may be 26 bits in |length, where each bit
corresponds to one of the characters between, and including, "a" through

"z." In this exanple, additional 38-bit addr esses woul d be 35 appended to
the end of hdPvAsieraiing gereralypwheter emiel drtigetarie@dare paddad to 8-bige.

Oﬁ/ 038gg6bPC’W yEE) 2 Bm%whaéraﬁt swrﬁnalr;l?ltqmeﬁﬁamgﬁ réédré B0 %g I'ﬁ%gdSSGI 2|- Each of ]
t hese it S s s a i gn eac
quantity on éﬁq%n 0 ?gémfbt%% ﬁc@gf Vwmpﬂgﬁngﬁgpﬁﬁqﬁﬁd%ﬁﬁgdl grgrent

the eight-bit ASCII character set nmay be wused as the search key space so
that bitnmap 836Gaasralye bels skaieh indiceg5tichas OAK trees, ard dada fecords oray 32 byt es) .

I'n the eX@”pls?rugﬁFBd%roQﬁlat'Brbylt:é gbmtévs aqlé’faocétgd Bn% b?%%uﬂhar{e%flr‘?ltn%ﬁlgﬁl Fopar acter

' and address count I'n’lTength and
may incl ude £Xample; YFFB%?(EHOCB? §10may ‘fqnbar'f‘ %’b@wbé@[f@riﬁﬁsﬁﬁmﬂt?r Foa‘éetmcéh@d&ct er 835.
I n an enbodi 20} andansly B stdieBiCii 8 $Rtnoy tadsuréﬁ‘wnﬁmeyb@hk@y dﬂBEbyfeECOVd 750

(FIG 7), ke bIeIength
key 853 10 an89ﬁ<§an il S'%gﬁg aﬁgg&at'”éﬁceSisﬁ‘tC@? %‘e‘&eeeﬁl %r{ d@? n FIG 8
key data recdpePr&omay pasiruriasd sotat @bmmlnt@a@r& Ipresitask @y 4-pyte bpwndades dat a

poi nter 897 anfhehRhyiodAbelBhi, rﬁé@iﬁ@ét%ﬁs mtadéeas@@ﬁ@%/e&wo@ b ApaamRg be
prefixed with a 12- ﬁﬁgﬁl‘%len bit term nal "pointér

count/ st at us Wte%{ﬂ@” 'rb'QB'HPWQ‘SPH@ts"lgpﬁ)%”t?%‘l‘pt'bl?l%PPF’F'?‘)‘ to align
the term nal inthidng) @rrekamnpl8writiagd newe bointedto akaarp@indeersu8b8s an0aR 15 8- byte

boundary in 57 and term nal data
poi nter 858 %g%é% %g%VHTﬁ%M%g%}@E{)%rtgr#e%aldzgdata type and other data,
such as, for exanple, length, status or data useful in binary record

searches. Termi A28 Valﬂ‘&t’%tembﬁ‘i“rrﬁ‘%ﬁs digsyssg @beverwihiglerense &0 P& Streasesb8 may be

sorted byst ermanyajdv@kaé@est YRE ekfiple, QMICEdﬂefreé’ &dta b@bﬁ!lreﬁe@r@ﬁfély@ ficd esour ce
records (e.g a ata record 870).

L
I n anot her erﬁf)ﬂcdan an({]glo't C|aan F{‘a? g%rueé(greas' f%ar%e A% rrpéae SF%%%%? dlata record
740 (FI G 7)ertkeyhodas aorﬁ@tuog m%a@am}erlsmmgﬁraememtbaﬂu@dhe éitfirsal data 846

rather than cﬁartaﬁtre?}(eng"l flrgtacth%rarc?e@@ﬁg) fPu@'BfBltesrecorFootha o cgung&g gdat a record

840 may include a a term nal (gom

en ,
vari abl e- | enéﬂ"ﬂraﬁtgyséﬁéa”Q%H arﬁ’GWB%?' 82 chpragipre &e@dp@ewﬁh%’?@ﬁ@rﬁ@ 844,
fol I oned 20y & .r.e816+Nd) redyeteettntiy@ugly hooddl Withth th@yérﬂc‘al nb@¥ (eax avepica) noed

embedded r eC%r18)_ dS,’ga?c r%%sés mgy be g'scs,overer&gjwcﬂly ntdeng(ran lI'Jeetrf'wn N nodes may
need to be traversed to search for an N-character length search string.

FIG. 9 is a top level flow diagram that illustrates a method for searching and
concurrently updating a database without the use of database locks or access
25  controls, according to embodiments of the present invention.

An update thread and a plurality of search threads may be created (200). In an
embodiment, system 100 may spawn a single update thread to incorporate updates
to the local database received, for example, from OLTP server 140-1 over WAN
124. In other embodiments, system 100 may receive updates from OLTP servers

30  140-1 ... 140-S over WAN 124, and from plurality of network computers 120-1 ...
120-N over WAN 124 or LAN 122. System 100 may also spawn a search thread in
response to each session request received from the plurality of network computers
120-1 ... 120-N. For example, a manger thread may poll one or more control ports,
associated with one or more network interfaces 114-1 ... 114-0, for session
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etc.) for each of the nunber of enbedded record el enments 844. In another
enbodi nent, and as discussed with reference to termnal data record 760
(FIG 7), termnal data record 860, for exanple, nmay include a 12-bit

| ength 30 ¥®103/088536 bit status, and a variable-length striffg/g823582g., an
| P address). Alternatively, variable length string 862 may be a byte
sequence. Term nal data record 860 may include paddi ng (not shown for

clarity) to align each termnal data record to an 8-b te 2@},{{}3@1
mermory 104. Apvesis{zAnsméieg romihaipaituefngtost ereputess d2%dy - i! %addl ng

(not shown fpgessloprédugst ﬂ'd?n a pértlbcﬂbmdwundanhwte@’r 20-t er mmrahs r8beidat, a record

860 may not | ncl ude nmana WO

03/ 038596 P U?@?Q%%E%’S p&gf‘@r%?ﬂ?@){hrﬁ%%ra?wﬁ% B} tﬁ% %?‘%ﬁnal dat a
records 760 witrethpiasistedlal aeBrobiydomputet {doygt BE).or 0- byt e boundaries. Sinilarly,
term nal data record 870 may include a 12- bit length 871, a 4-bit status,

and a vargd abl e nghepna?&/éo%\ﬁmgoﬁ%gm( §ys@bm 1@@m5?s@ﬁﬂ{§ﬁ§%ber@9@r&l l'y, both

search indices, suc trees % @559? ém% St rtéjrctured SO
that 8-byte feiede é’ftgouéPé“”F%@éF"e?ﬁ'OBrﬁecﬁieﬁ?t ré’"b BRYET e WOI%?RWR}’ For
exanpl e, veridccal.. nzole. &ilBisnaybodipmdngitine seardrthrebds ey nbtdmsysspadtad er t o

verti cal node r i sible by

ei ght (i. lémpﬁp%%rget\%oun(ﬁﬁrlﬁérg L6 bgggﬁfﬁ?feﬁ e@gmggﬁﬁnggl\aérch i ndi bes.
such as OA\K pluratity Of aWde@atSaWZr‘eco‘rQ?sPn’& rpysively, rth%ﬁ‘iﬁ*@tith% EHRY 4-byte

poi nter sy@r .l 0GRl QBsér J?Yr{eepnhﬁwgﬁsrb&%sé@ 101211rn9r’fowD TEenABYest | v,

nodi fications to database 8 concl u ﬁ‘P rpc} Og‘f gr er to an

al i gned addr &5 AraRapBIRy ”G%neﬁﬁs “BﬁfPRijé ﬁ‘f‘ Br? (gt %O’B‘BJ F3¢59n,
including, fRy. exanple witing a new pointer to the search index, such as
an OAK trees node, or witing a new pointer to a data record. The vari ous

embodi ment s di %\CH&%ﬁtg oﬁ?é%\(& égk&@s Sl Bé%&%ﬁ/eﬁ @316% Sver eHBRER! In ér5 many

advant ages. tree data struc f§ i's ext m? él space

efficient an@ImBOCbm?ntelP'é@th QQQWPHYCO&PHF%% §%h- se%Pr Ay SRR rE"e" ey o

sear ch Y?rtbﬁsﬂardﬁ%@ﬁesit@%yabmlmg okeH LAN timabaatternatbely] WAN 128grbet s, si nce

the 8-bit fir aract er co}fnt'grn E%r(é‘ tesrea %rm& y%sﬂkén second
er

char act er (eplﬁra“tys " q%ehrar ac | fiona
char act ers ( es glate iafddnationnizdt mﬂydne@e*é@@ecm@ Q@hﬂuefy (e @3 GURYY SREFFE be

conti guously thﬂgésl gﬂ)tcgi' t?bé‘ etté"PSt‘é?erlﬁfbﬁﬁétloﬁﬂ'% b@%xﬁlrcntly\h‘ﬁi‘rﬁtblﬁ@d byppode  810) .

Search m sses overed quick %F”@ é) Jé\\l Inodes may
need to be tF%ﬁP%’F'é@Q& W@'@@@F'W @cﬁtat%lf?f H%ﬂ'?fé@@rm?ye%‘frﬂv' Tar'eR string.
FIG 9 igpa b%r}éav@hbofdlnﬁwcbaagbambtmadnmdflnamormoamuaersrezmd flad-Nsear chi ng
and concurr ent ||’1¥LI| i eq<aat ;Iarregeterm cam%r\g# §egpéﬁtquten§s lHt%ea nglgﬁét@gﬁse l'ocks or

access
packet for transmission to system 100 (e.g., a Request SuperPacket 220 as

depicted in FIG. 2).

Each search query may be assigned (920) to one of the search threads for

25 processing. In an embodiment, each search thread may be associated with one of
the plurality of network computers 120-1 ... 120-N and all of the search queries
received from that particular network computer may be assigned (920) to the
search thread. In other words, one search thread may process all of the search
queries arriving from a single network computer (e.g., a single PE). Inan

30 embodiment, each search thread may extract individual search queries from a
single, multiplexed network packet (e.g., Request SuperPacket 220 as depicted in
FIG. 2), or, alternatively, the extraction may be performed by a different process or

thread.
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25 controls, according to enbodinents of the present invention. An update
thread and a plurality of search threads may be created (900). In an
enbodi nment stem 100 may spawn a single update thread to incorporate
updat es t&‘ﬁ%@”’?‘%al dat abase received, for exanple, fro'FﬁTd‘!J_SPF’-”g”é?ver
140-1 over WAN 124. In other enbodi nents, system 100 nmay receive updates
fromOLTP servers 30 140-1 ... 140-S over WAN 124, and fromplurality of

net wor k conput ey ¢ WAN 124 or LAN 122. System 100 may
al so spawn a sear C’f&}%Fg@gdlpﬁn?B‘ggﬁgwggu%esera%vegégogn garhrd iieciyraliteeki ved
from the pl urrgtvery compuetswiOk cot?ON eag be 38dgried. (920) 1@ BiffbtenFarargtxanpl e, a

manger threadnnBys. pl‘ﬁ'tl’ns @H\%o@heﬂp[hee rﬁlgpwr&%d e%grsgkﬁent Sy &b%%ggp th one or

nor e net wor k |rt1te a@ jf essi on 24 8596
PCT/ US02/ 35087 'F”é[ﬂl% puliop %{WQ%‘ Vhigh Mey SisPiREate Varioxs sYsferParmelRiEk conput er s

120-1 ... 5120n¢ma|@mcsexamplesmmsmqaw O pitsa, akbighhédt oﬂﬁa\ﬂ?{ﬁ Cﬁﬁpuger
120-1 ... hr e s awn a search threa
Q}U’é‘héssto s%g%hYI%'Eads rh erttl S?ﬁega&?égrl] 1QUS S

and associ at e searc Fea ®Ronput er
(e.g., PE). Eparafn%lﬁrsaln@'éﬂlﬁapl’oa@SS@n’emdabﬂﬂmtsystsymem peHyrnpesyet@ nunber

of search t Wa‘?t@g§m‘é’bﬁéﬁ@r‘r§s rHQS% I!.)é ftﬁEorF/é? §%§H§h éﬁ‘%}‘%% gss]clgfn%?]ﬁé rg%pl urality

of network co %g i ment arch

t hr eads may gyga W%%%it%{f‘égo S\HmﬁsMW?@B'P&“W@WRWC@WW@B@ and may be
di stributl®d ewesshyesatansgs,isb@aphyres, alci ty of processors 102-1 ... 102-P.
Al'ternatively, the search threads may 10 execute on a subset of the

plurality of pregessarch thdla hay seal%f?ﬁ%'am-g%ta%gg@? seflo tl’?eeg'srs(l:grl]lﬁé hreads may

not necessarily match the nu

plurality of 3§€E§EPGHe%FL?er‘ﬁeéEChWﬂ)}h%@at?*@?émﬁé’diepgflcbypowm Umdﬁélymetstnmtlkre In an
enbodi nent, pf tieadatdbps@f network conputers 120-1 ... 120-N nay send the
plurality 15 of search queries to system 100 over LAN 122, or,

xarpl o, searSHTEB e yF HpieyRd bt ey RERES b N late 408 oy be
associ at & wiberseamben (A3e} ipr Qﬁé sgarch e r Thesista teeorda(eldr @stmpagy etadadl0} ype,

etc.). State |08fr@§dm8|h9|fb ﬂﬁ@)ée@'@h Qéﬁﬂnb?ih@hﬁe@@{eﬂ%ﬁb@eﬁe@ym ﬁy%em 100, or,
alternatively, rovi 8 20

preferred en@BEﬁ%ﬁE%?mg%dé’Bﬁ"t&p‘ﬁ ‘tr?ltsd Fd?‘a?l'?%}( "i‘ﬁderféfi W%abﬁrﬁbm %Chfgo 1 ...
120-N may mf93a)porehe seamfeldaat@Tdﬂflaeﬁhtcru@herdenémﬁ%armbn@H@"sh@tﬁﬂlé st a single

network  packgl, feQleatdhdd id805 St 4kd re%gr%tc%%gp%gdigs tSthe sgarlgﬁ(ﬂgf r%tay FeRer Packet

220 as
20  be determined.

Referring to the database embodiment illustrated in FIG. 6, domain name data
610 may first be searched (930) for the search key, and then the resource data
within name server data 630, corresponding to the search key, may then be
determined. For example, for the “la.com” search key, a match may be determined

25  with domain name record 620 in domain name data 610. The appropriate

information may be extracted, including, for example, name server pointer 626.
Then, the appropriate name server record 640 may be indexed using name server
pointer 626, and name server network address 647 may be extracted.

Referring to the database embodiment illustrated in FIG. 7, the TST may be
30 searched (930) for the search key, from which the resource data may be
determined. For example, for the “law.com” search key, search nodes 701 may be
searched (930), and a match determined with node 730. Key pointer 736 may be
extracted, from which the key data record 750 may be determined. The number of
terminal data pointers 752 may then be identified and each terminal data pointer
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depicted in FIG 2). Each search query may be assigned (920) to one of the
search threads for 25 processing. In an enbodi nent, each search thread may
be associated with one of the plurality of net wor k conputers 120-1 ...
120-N and ¥A3¢#8Pthe search queries received fromthat pPErHYYHPYE2 net work
conputer may be assigned (920) to the search thread. In other words, one
search thread may process all of the search queries arriving froma single

net work conp a odi nent, each search
thread may e;ﬁ7 ?%c({&f%ﬁe\gl cﬁ\é[la s@éﬁ’ E%m&ﬁg?ﬁago'f‘%ﬁ? Lmayfeigreace igfipglp| exed
net wor k packetatq ecgrd 76Reqd ésrmirgLigata Painlee 75@ @Ay aferdas aidadrminal dalaG. 2), or,

al ternati vel YecdrB@7@XTH¢dria0R-1EFYH RS Qcess or
Fhr o Db Ve ehATTE AR TR REREE bRBTER. T Bk ik BB BRE S ear ch

queries recei \‘?‘gd’” M8WP SSORT BWPkdeTase 47 2. tTS}aYdhe” beewtacieddmmeacsr s 120-1 . . .

120- N may Sbe tesgnayded reéch20 Lisih@thdiiérge po arkeAMCRspbdiv@pds. In this
enbodi nent, the nulti-thread assi gnnent nay be based on an opti nal

di stri buti on ugilag EGIRYe LAGSERBHAIZYBLOHD, 5Y L ERPBLANEL or s S

including, for exa ﬁ cessor [ oadi
sear ch querlbésse?@h%éﬁ@ fof eesaarshay: f@hawig@ tbleesescturomjatd)mayede upon vari ous

system par ardﬁteﬁ?mﬁ\edl P61 @S, Rfr@r(@“ﬁa‘%\%on@vs%b cﬂlﬂbil s‘é¥rch$1)5§ése§8199 enent
per for mance, nmechan to con vey sear quer| es

to assi gned sgarrcﬁ‘ﬁd \53{)])!’ é%@? "i’/ﬁt‘quﬁe@}'fﬁdé”fﬁhl’ﬁée Béﬁcﬁe%‘d aﬂéﬁes%ﬁéwpb shar ed
menory, ilAt ebepxacss froﬂrﬂzvmrersmageys dattaodxwmasosmaﬁpéleét@ﬁmn&i Crhebiftfedbepear ch

h d s 4
e i e e

Searchi ng the data é
dat abase. Ref&rheRytraged h Ofcﬁ%?ﬁ'ﬁkﬁ?s@"éw@bthtmmtel 837Uty mferdnderteiGl 4,

dat abase 400 deyrecdkb sbe aﬁ@ﬂ;"rrﬁi’r\@ﬂia&@é&ﬁtef &8 ﬁ\g&ere%@ﬁc‘\erbnlaqg@lr@@atgat a record

(e.g., dat abase ding to the search hen be

det ermi ned. F&FS ?ﬁﬁgﬂ}evaf'%\téege Q‘J&g ﬂl%n@amwwrm&fwia 'e§sG. 5,

| ook- asi d& fBB%a@Gamayerfverrrﬁtwcbmasmsﬁamjma@m)bé@dtrabtbefr&%a@hl key, and,

if a match i 1 |Ie5 may be searched
SerPffal 445 gé'c’&dﬁ'&qngptgggﬁﬁﬁwr%q {;\ﬁ g7 respec é)g] y

(930). The data record corres € sear may then 20 be

det erm ned. Ref rw o t he dat abase enbodinment illustrated in FIG 6,
dormai n nare datIga se rc thread may create (940) a plurality of search replies corresponding

to the assigned search queries. If a match is not found for a particular search key,
the reply may include an appropriate indication, such as, for example the null

20 character. For domain name resolution, for example, a search key might be
‘law.com” and the corresponding resource data might be “180.1.1.1". More than
one name server network address may be associated with a search key, in which
case, more than one name server network address may be determined.

The replies may be sent (950) over the network. In an embodiment, each

25  search thread may multiplex the appropriate replies into a single network packet
(e.g., Response SuperPacket 240) corresponding to the single network packet
containing the original queries (e.g., Request SuperPacket 220). Alternatively, a
different process or thread may multiplex the appropriate replies into the single
network packet. The response network packet may then be sent (950) to the

30  appropriate network computer within the plurality of network computers 120-1 ...
120-N via LAN 122, or alternatively, WAN 124. In one embodiment, the response
packets may be sent to the same network computer from which the request packets

originated, while in another embodiment, the response packets may be sent to a
different network computer.
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610 may first be searched (930) for the search key, and then the resource
data w thin nane server data 630, corresponding to the search key, nmay
then be determ ned. For exanple, for the "la.cont search ke a match may
be determ MEY3PE888 t h dormi n name record 620 in domai n nabEl/BRASEA0. The
appropriate information nmay be extracted, including, for exanple, nane
server pointer 626. Then, the appropriate name server record 640 nmay be

i ndexed using nane server  pointer nane server network address 647

n
may be extract 88 UREAIRFY§ASg R0 LR @Pb%'@foé'ﬁﬁm GyehtheineM@st ('BP8d in FI G
7, the TST nmawbdtmedOheneiafoehgibn(risMe debrt, foriamplal dm loey P skremadii h t he

resource dat§§%ﬁf¥16@oﬂ?9ﬁrﬂqﬂeqn8@%@@@5@%&@3 S(/qr t{g)%dnelfyar\évceqom' search key,

sear ch nodes sear ¢h eternined with node
730. Key poHFRdé"?es‘i@G] AalP priveredfp-dct ddl quvéﬁVWNt?H anfrere plucklity=0fr ecor d 750

may be def erqEiped coﬂabeterswf@eur Of20-11 BUFVIRN 19RbAAH 2. elhs ¢pdshay then be
identified and each ternn dat a %ﬂ?nter 8{"%}903/ 03 6 PCT Us02135082

may be ext r dGtAgionsgpbod |f%r SXAEPIR g Ineydy 8138t ence
term nal daiane égtarredwitineaseiver eata aabw data spoenfoean éﬁﬁinrugmpmamf erence and

term nal datr@ak %gg?rﬁte%%ey & i A m%%&dn‘?ﬂél}ﬂ |E§§91Lért§§irogﬁﬁ1%9% 9., hame

server net f ess ane server mnrk y then
be extract edndOFANRICHRNE: sasYefinRoritaddiesseelss ﬂ“%@ﬁﬁ’g‘eﬁ‘ﬂeﬁqf@ﬁ‘gt h 761 and 771,

respect i Mel YoatdtRiser Geﬂgranp ahmfdﬂﬁ«hmﬂtmwﬁqm&ﬁé dhtbbatelmal hddedFl G 8,
the OAK tree 5 ched for the search key, from which the
STl Barokiel

resource dat'd ar APH ‘Ef'a or exanple, for the "l aw com' search
key, search nodes 801 nay be searched (930), and a match determ ned with
node 830. Secoiitle apdhte fveBB3Tanergate (919 aarwrelantand in the datebiseciontainindey dat a

record 850 ngy nb& iHEHRAIDH. n@gnerJ@em'aHlﬂ&?an %flnﬁﬁﬁéﬂoﬂébntgﬂgﬁwmh ghers 852 may

then be identified and each term nal @BI nt er be extracted. For
exanpl e, terfi{Sia9 elggteat ?jdhq]g%@ba@g-prwg}or PR @X&éeett'ég ﬁl”ﬁﬂle'e”éj%’ﬂf Basedcord 860
and t er mmal ortkak @xipigdl@heriaBd Ry M&fifgng tethegerheit o malhdéit’hba\ewr ecord 870.

The vari abl e-] ength resource data na sery, rk address 15 862
and nane ser'O’J@Fm & m&?ﬁ’l@n%[f’hﬁ'%rg%es@?tﬂe n%g;lem?gﬁm%n% evésé I%@“F?B‘f’ﬁ (é"éch
t er mi nal dattareade or processegycurieatly expgulinggBusyaiem BPntirtee pevwteiemenyhastach

search thr e%eﬂ%nﬁ@@it@ tr(egtfe(@ﬁbaée pb@ﬁéﬂal\yt ¥dd1ﬂion§@@fh%fbafa%@!sé §ay 6r r espondi ng
to the assigned s is not fo articul ar

ch
search key, a@ﬂ@pfﬁﬁﬁw ?Tﬂ?"?rrfﬁm Wgﬂouéﬁﬁ?%ﬁ?rf%k'%ng o rf]'@ﬁ?‘?nd%‘?n ag\?ﬁ’h as, for

exanpl e 2the withinh an existing element. In one embodiment, the deletion of an existing element
from the database may be accomplished by adding a new, explicit “delete” element
to the database. In another embodiment, the deletion of an existing element from
the database may be accomplished by overwriting a pointer to the existing element
with an appropriate indicator (e.g., a null pointer, etc.). In this embodiment, the
25  update thread does not create a new element in the database containing new
information.

In the DNS resolution embodiment, for example, the new informaﬁon may
include a new domain name to be added to the database. In this example, for
simplicity, the new domain name may reference an existing name server. Referring

30 toFIG. 6, memory space for a new domain name record 615 may be allocated from
a memory pool associated with the domain name records 611, or, alternatively,
from a general memory pool associated with domain name data 610. The new
domain name may be normalized and copied to the new domain name record 615,
and a pointer to an existing name server (e.g., name server record 655) may be

35 determined and copied to the new domain name record 615. Other information
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20 character. For domain nane resolution, for exanple, a search key m ght
be "law. com and the correspondi ng resource data mght be "180.1.1.1".
More than one nanme server network address may be associated with a search
key, in whWeh3/088i8e, nore than one nane server network adRfiTé&s92¥§2 be
determ ned. The replies may be sent (950) over the network. In an

enbodi nent, each 25 search thread may nultiplex the appropriate replies
into a single network packet (e.g., Response SuperPacket 243) correspondi ng
Lo the singl EHEAGIKIARIAE TR SMHHIE RN FECEIRIB, IS (o g.
Request SupercRaapiela ddbhsr ofhirs Betérg e shairdpoistef, BRI @MinoRy @BRfHcated thread may

I tipl th i ate. | j; int he si ngl t wor k t. Th
Fesponse net W7 RF BRGRECo TR TRET Be By T o8y v e R b st o
net wor k conpuessuragidake.n the plurality of network conputers 120-1 ... 120-N

via LAN 122, or alternatively, WAN 124. In one enbodi nent, the response

packets nmgy be g&Bfinh @ FIRE 7SARBY BEIWPRICRABPES REIl 4 PRRWREEHE RRofgequest
packets originated | e 1 n anot her di ment , e response packets may

_Whi enbo th Kk
be sent to a’ofiTReirEthe Featshr R T3 FRIERIG: therewpsaid) tRsissds MRy Iqusis® 35082
The updat e t koeadrisvachaacter ¢@”)( DGR fimewsitinh,aharad greateothan thidw@nipatiser k. I n an
enbodi nment I LTRL. . 1 I server
1301 Lo sySrabbbr DReh il Pubath. e HeriBEE o, CORBYGIE, 150"y
recei ve updae@shnpemT@Lmey beinsertes in 4G-TST. at thel sponesleyel (. anai chawcteand from

pluralitygof p@siﬂ&ﬁ)‘é‘_@%ar@ﬁﬂ@d& BIS Beflte Search nddrd iQM&ﬁm%B'téLt%é or LAN 122.
In the DNS resolution e the new i nformati on may

nbodi nent, for exanple,

i ncl ude new JEIRRPTE: thetrBYia 4raateniaarn PetRter d P PEsearch tpde TR &Y saR8INSer ver  f or
an exi sting douttpointenabearcretaie 786tnedynada inalde a t-beterkewpbinfed 7o@bhiom may
i ndi cate tha i . % ress,
rc. . mmy be TRIGHEY £ 40RR Bomel s SRS cor HNESRLY Koy elaiBidty 241 O
cont ai ned wi thtavringlyde aisaydensde’falp- beSaanetyre 7836 9 bdicalingrmiedded as
gloltor gpf i ate. tré'é_b%_rdénﬂ@é)ﬁa I/&hb@l@fjer‘]\;@ﬂ')’k&/r 3YEe.q( HCdmY, é‘ﬂWnB%rQ?fEMb?d)dédt hte

at abase containin e new i nformation. nerglly, ,modifications to
f or mat i on OB R 8y 1. AHPSOUEE SO B Broeat) S e el aBo ar o
i ncor por at ed régoucresshingii@bar hgw setemeate.daS8d. 1151 printehembodistenig el enent and
t hen nodi fyi i e i jon. During this

%%&ZF%\Q ﬁéﬂ%ﬁlﬁﬁtg%lgp\gllée}s}gg?tsed%tm@‘?ygm a meﬂ{oﬁ%dto

process, the new elenent _ o0 the searc reads or
processes curaseriqted wiie Tt Nedpsaf 1 syhileapsma segnei may brealivesied fos ieeYhas  been

comi t t edot 0 dabEreddt APAEEM LFaERbF do¥h asaskikhtbd AMs plutalityne kepdabAserddny be
702,

Referring to FIG. 8, a new search node 890, as well as a new key data record
880, may first be created. In this example, the new search node 890 may be a
horizontal node including, for example, a 2-bit node type 891 (e.g., “01"), a 38-bit
25 first address 892, an 8-bit address count 893 (e.g., 2), an 8-bit first character 894
(e.g., "), an 8-bit last character 895 (e.g., "'m"), a variable-length bitmap 896 and a
38-bit second address 897. First address 892 may point to vertical node 820, the
next vertical node in the “| ...” search string path, while second address 897 may
point to key data record 880 associated with the search key fragment “m.” Key data
30 record 880 may include a key length 881 (e.g., “5") and type 882 (e.g., indicating
embedded resource data), a variable length key 883 (e.g., “m.com”), a number of
embedded resources 884 (e.g., "1"), a resource length 885 (e.g., “9"), and a
variable-length resource string 886 or byte sequence (e.g., “180.1.1.1"). In an
embodiment, memory space may be allocated for search node 890 from a memory
35  pool associated with plurality of search nodes 801, while memory space may be
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acconplished in a simlar fashion, w thout necessarily using information
contained 20 within an existing elenent. In one enbodi nent, the del etion of
an existing element fromthe database may be acconplished by addi ng a new,
explicit "W ®(0E859¢| enent to the database. In another entfodV¥PRAT082t he

del etion of an existing elenment from the database may be acconpli shed by
overwiting a pointer to the exi sting elemrent wth an appropriate

i ndi cator (e. g)p a null pointer, etc.). In this enbodinment, the 25 update
thread does #eated &xkey datAdqpos] %@Peffﬂm?mqnpféy BeQ) gBRRsEtRLMtnRIvRlY Ohew

i nf or mat i on. kdynatdh@cbSeoesol uti on enbodi nent, for exanple, the new
information may include a new domain nane to be added to the database. In

this exanple, f i LCi
xt st i ng hane J0F pRSE Rl ity whGo0R Y LA S RAREERY WURL ELEBET B0 o
name record @iserestiblecongr at@ca@éderﬁi%mnew alasmant naybelcomedtissitathed with t he

domai n nagre [agoIdS;B1lecdHe wé’rlglé?cft‘ﬂ@'fsbé(r%hﬁwreadcsr&*Br@c&@éh‘?ra' rrermry pool
associated wt omsu n nane data 610. The new

normal i zed aRaRBPPREYIRY WHBI ARNNRSARING fﬁwéem%&&n@e@%rop“%{%%at%. nter to
an exi sting wae treafawdasé.eAgdiscusdakalsse)Vibe appropiale Gisbjonmayy teealigbediet er m ned

031 098596, PC UG SuE T IrB8 Ferpfiibfudbadieor foflelB 4oh 20 10
record 615, sruEepPriges lengh. lfb@(&@fpﬂ’@lm%"tiﬁjh@@ﬁtm@ﬁ'eﬁ@ﬁ@“@b?%é@'@tedé’oﬂ‘hal n

poi nter, 1§t CineldAtdBBES| 6069édrﬁ@1¥1@ighbleewéweaﬁcn tﬂir@@dsﬂ@h’\blbeés@é ion may
i ncl ude a new search b corres sour.ce, dat a eferring to

FIG 7, a nelis@aiapgpys 8r"‘7r6'§9 EF R H‘&?"gt' REYEvan aPBE%’F'% 780, nay
first be cremtidtor leny. L dntriillepaiitd, etc.)t Againethe sp@rbpriate bdationGbayrimeyaligned ude a

corrparl Son Cﬂ%é}% so(t%g'{‘t%e; sﬂn@etopﬁra (IT)I{ Iﬁ[ﬂ (9555 élhé?@sto}é"l?gtrdcﬁorg&%t er than the

conpari son characti 1St posit exl st ng search node
710. Consequapirpgriate lgeatfich node 705 may be inserted in the TST at the same
"l evel" (i.e., 15 character 10 position) as search node 710. Before search
node 7051%s COFRBférfi@totR)Gt@ean Sﬂ@}t@bﬁﬁl@r cdrl‘e@péhdmgted gamataaie reb@a’52poi nt er

715 of search_n de nt nuII t Sear e 705 may
al so i ncl ude™s” \Z‘ I?%Bg?%n gr?(‘f(% evﬁ"lmerhm%xa,nqbc’%a?t fie h%g?)[%%t poi nt er
to the new kelylridmr& aligoorah FByie beyades ia nrerewy do‘?wnsnwhﬁitﬁcﬁl'flﬂi% 8a key

l ength 781 (gyifstore ﬁ's't}ucﬁar%stl}égg tglﬁ?da(@thg valubnf’{'eféff‘r‘irlgﬂg Fﬁﬁbﬁgd@ﬂdé—5 resource

d bl'e |
asoul cas. TBETIE! RTESROTING 016 G 1RO PR g 1o g oG g

vari abl e20 entgrbater-than’ node pointer 715 within search node 710. Importantly, the node

pointer 715 is aligned on a 4-byte boundary in memory 104 to ensure that a single,
4-byte store instruction may be used to update this value. Referring to FIG. 8,
plurality of search nodes 801 may also include a top-of-tree address 899, which
may be aligned on an 8-byte word boundary in memory 104 and reference the first

25 node within plurality of search nodes 801 (i.e., e.g., vertical node 810). An 8-byte
pointer corresponding to the new search node 890 may be written to the top-of-tree
address 899 using a single store instruction. In each of these embodiments, just
prior to the store instruction, the new data are not visible to the search threads,
while just after the store instruction, the new data are visible to the search threads.

30 Thus, with a single, uninterruptible operation, the new data may be committed to

the database without the use of database locks or access controls.

In an embodiment, the update thread may physically delete (990) an existing
element after the pointer is written (980) to the database. Advantageously, for
existing elements of the database that are modified or deleted, the physical deletion

35 of these elements from memory 104 may be delayed to preserve consistency of in-
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resource string 786 or byte sequence (e.g., "180.1.1.1"). In an enbodi nent,
menory space may be allocated for search node 705 froma nenory pool
associated with TST nodes 701, while nenory space may be allocated for the
key 20 dat ¥ABEFE 770 from a nenory pool associ ated wit POVUAPIBY of key
data records 702. Referring to FIG 8, a new search node 890, as well as a
new key data record 880, may first be created. In this exanple the new

search node 890 nay be a or| zon%a node | ncl udi nrg for exar’rP a 2-bit
node type 89f“(%?§%ls,ea“‘~"(5‘f5 or£x38Pls; aftey anexising elefpidias ggen mag el address
count 893 (e.tge c;oraa)sponaimgﬁndw ¢lefnentstorraitedaotiier d88kse( the ghysical dgletioarof 8- bi t

| ast ahar act Sho B8in6idhan ey 304 ARl 83 EAMLL LA AICAOM 2 38 DIt

second addr ess rst address to ver 820, the
next verti calthigadrethahhavgea result, acquIrgéwsbwf@rﬁﬁhm@emalﬁwenWﬁs mriterhl@ addr ess

897 may oI mﬁe bRatsfe, fal dortRoeicuRahe pRsiR6 bR Wt dutd. NSInReH/, eherlepy

fragrrent "m 30 rec ude a key | ength 1l (e.g
R L e A
Ien)gth key 883315(@% gemeﬂmmme)noryamﬂmﬁ),eﬂie dﬁlayeﬂ@b&l@hiedlgfr&ﬁsyardheﬁrew (e.g.,
1" a reso engt h,. 885 vari a th,resource
str) o gbe o Byees BRI BBl Beretdfe bio SRaSsi B Y RET M 10T 8
space nmay be t@lab@statrw mtlnmm@ﬁthm@l%@taﬂ% ohthe datandihg UB@atpM%cassom at ed

with plurgli wa hySieailyCda1di® ﬁ?«%wsmy él&n%%ﬂé%lﬁtﬁ@%‘ar@%ﬁr&%a\%tm
03/ 038596 PCT/ U Q\,g froma menory

2 al ted for
pool associ at’&§? Hreptﬁﬁreélsti”lgf grent was me: Flgg,rcggg{egeg é@)"f f"“ﬁ’?@ ‘updat e t hr ead

my wite (980) a pointer to the database using a single wuninterruptible
oper ation. GenePetenhial camplatierisenamrisedipmiibe intaradtion efimetiot$ essoBiatedt abase,

(i.e., beCO”‘“wt‘ﬁ'e?ﬁtQ:'dﬁnérf?s Bf*'!ﬁe ér"eé‘érﬁhwvfeﬂtro‘?ﬁé?ﬁ:va%usﬂéraﬁt%&%ﬁ‘a?):haré&ér‘@&‘é aneously

by wr|t|ngap0|nter he new el enent E ropriate location wthin
t he dat abase. ofmést%méeﬁsE@cpxa%{?ethetnﬁ%ceawpam% e ferfddty be al i gned

in Menoryis sexkahglideg, §ld&gés©r OPE atozcmetcr)mhayd@csucﬁa HErd\gdre t@&@rpertbotst ruction
of an appropriate. |

i_ment nt may be
el ated T ombrrierisfiiof setdbeph FERRR R aiE 1udiih 3 ob By TSR In T | 6 s,
or pr ocesses)opbmlzmgmrmﬂeramm@ayp@dww pequagceofprstraeiianst apsetizied witdt i ng

el ement with @ﬁbd@%&@éﬂfﬁé Sresérﬂ%/%ﬁt‘id?\r trk?hé]/e be@n optithdlly refHanh8d o etc. ).
Again, the appr rlate | ocat | in menory, So t%\é t he

si ngl e oper at58 “T?c‘?alﬁ@ﬂ?gsrﬁ Ok§ ﬁé’lr%e§?°(5ﬁg‘t?rﬁ§'ﬁ'%??t5rﬁ’ B9- é’FPcessor
20 1, 102 2, etc.). Many other complications may readily be admitted by one skilled in

the art. Data hazards arising from out-of-order instruction execution may be
eliminated, for example, by creating dependencies between the creation (970) of
the new element and the pointer write (980) to the database.

In one embaodiment, these dependencies may be established by inserting

25  additional arithmetic operations, such as, for example, an exclusive OR (XOR)
instruction, into the sequence of instructions executed by processor 102-1 to force
the execution of the instructions associated with the creation (970) of the new
element to issue, or complete, before the execution of the pointer write (980) to the
database. For example, the contents of the location in memory 104 corresponding

30 tothe new element may be XOR'ed with the contents of the location in memory 104
corresponding to the pointer to the new element. Subsequently, the address of the
new element may be written (980) to memory 104 to commit the new element to the
database. Numerous methods to overcome these complications may be readily
discernable to one skilled in the art.
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appropriate length. 15 Referring to FIG 6, an 8-byte pointer correspondi ng
to domain nanme record 620 my be witten to hash table 612 (e.g., el enent
613) Inportantly, the hash table entries are aligned on 8- bgte boundari es
in menory YEU3{888tsure that a single, 8- byte store i nst?TéYI9AE used to
update this value. Referring to FIG 7, a 4-byte pointer corresponding to
t he new search node 705 may be mwitten to the 4- byte 20 "greater-than" node
poi nter 715 wit ear.c ort ntI node ointer 715 is
aligned on a 4- \feéa begli’r?g'g}%?g%?{ ?‘{/T? 'PB a\E/‘an gCEf”Mé{\PStéggfi’ﬁ e, 4-byte
store instr ucsteiS@rrbedﬁryfrebe iewalet, @ wilpkagmpréediated that medifictibes asnmgmtaﬁbrﬁl G 8,
plurality of @W&Qsé?ﬁ’ﬂ@ént%g% %&ﬁ@e@d%?éﬁ%&dovg?ea%h%ﬁ?amw&kﬂr?@s}gme s 899,

which may be allgne on an oundar

reference t héf fﬂ%@@eﬁ%@sw'tb?ﬂtﬁeﬁ%fmmVlecﬁplr%é@ﬁ @wnﬁwé@psmth@.. e.,
e.g., verti cahventiste 810). An 8-byte pointer corresponding to the new
search node 890 nay be witten to the top-of-tree address 899 using a
single store instruction. In each of these enbodi nents, just prior to the
store instruction, the new data are not visible to the search threads,
while just after the store instruction, the new data are visible to the
search threads. 30 Thus, with a single, uninterruptible operation, the new
data nmay be conmitted to the database wi thout the use of database | ocks or
access controls. In an enbodi nent, the update thread may physically delete
(990) an existing elenment after the pointer is witten (980) to the

dat abase. Advant ageously, for existing elenents of the database that are
nodi fied or deleted, the physical deletion 35 of these elenents from nenory
104 may be del ayed to preserve consistency of in 30 WO 03/038596

PCT/ US02/ 35082 progress searches. For exanple, after an existing el enent
has been nodified and the corresponding new el enent commtted to the

dat abase, the physical deletion of the existing elenent frommenory 104
may be del ayed so that existing search threads that have a result,
acquired just before the new el enent was conmtted to 5 the database, may
continue to use the previous state of the data. Simlarly, after an

exi sting el enent has been deleted fromthe database, the physical deletion
of the existing element fromnmenory 104 may be del ayed so that existing
search threads that have a result, acquired just before the existing

el emrent was deleted fromthe database, nay continue to use the previous
state of the data. The update thread 10 nmay physically delete (990) the
existing elenent after all the search threads that began before the

exi sting el enent was nodified, or del eted, have finished.
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Potential conplications nmay arise fromthe interaction of nethods
associated wth enbodi nents of the present invention and vari ous
architectural characteristics of system 100. For exanple, the Processor on
whi ch the W88 ¥hread is 15 executing (e.g., processor AGPUY2/3582- 2
etc.) may include hardware to support out- of-order instruction execution.

I n anot her exanple, system 100 may i nclude an optim zing conpiler which
may produce a sequence of instructions, associated with enbodi nents of the

present inveption, that have been optinally rearranged to exploit the
paral l el i sm %—qﬂ@—ﬁeﬂ%@é@sor' s internal architecture (e.g., processor 102
20 1, 102-2, etc.). Many other conplications may readily be admtted by one
skilled in the afta nfdal-@rdasaneson datdbage bystam Wdinpaingr der i nstruction
execution may be elimnated, for exanple, by creating dependencies between
the creation (9704t ledst oihgrobessoedarpiedto andiwoheapdi nter wite (980) to the
dat abase. I n one enbodi nent, these dependencies may be established by
inserting 25 addatrieowa} cauplethortiieiprocepsar dhe orsionsinclhding a db@basxanmipl e, an
excl usive : i i i e of instructions executed
5 mm%é%ﬁ%nét %b%#éﬂﬁg bggﬁedu'fgooo tng pr%%%#é@? :

by processor orce e executlon e instructions associ at ed
wi th the creationctSé@h phiateMaetEdnd £bBARHf bsbrtistadsor conpl ete, before
the execution of the pointer wite (980) to the database. For exanple, the
contents of the |assaghieanhibha pleralityyof $€stcicqueries,pecaivadgvalthe oetwoek, tew el enent
may be XOR e i el he location in nmenory 104

correspondi ngn%ﬁtﬁ%@n%gﬁ%é%}%@m? aéi%’new el enrent. Subsequently, the address
of the new el emepf oseaysdRRAMhALEen (980) to menory 104 to commit the new

el enent to the database. Nunerous nethods to overcone these conplications
may be readily di scergeahdngh¢ oatabssectdrtiag ta hetabsig@diseath WO 03/ 038596

PCT/ US02/ 35082 Several enbodi nents of the present invention are
specifically ill u¥{F'Sted and described herein. However, it will be

appreci ated that nodifji i n hatd nesent invention are
covered by the above téég%hiaﬁg’galg%gfs\\/éﬁgich?%d@ﬁgorbét}%\%&g@ tIBc?fglét he appended

clai s without dePfaPAGeIEBMIPE FWirit and i ntended scope of the 5

i nvention. 32 WO 03/0385 PCT/ US02/ 35082 What is clained is: 1. A
mul ti-threaded networ kseﬂ‘ggléeo%cl@'@ '¥3?Efeeai[r?q’ EBIRS VS tﬁ%?eﬁ‘mﬁga”d
15 for the update thread:

create a new element according to new information received

over the network, and

witnout restricting access to the database for the piurality of
search threads, write a pointer to the new element to the database

20 using a single uninterruptible operation.

2. The system of claim 1, wherein the singfe uninterruptible operation is a
store instruction.
3. The system of claim 1,further comprising:
for the update thread:
25 physically delete an existing element from the memory after the pointer is

written to the database.

4. The system of claim 2, wherein the store instruction writes four bytes to a
memory address located on a four byte boundary.
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at | east one processor coupled to a network; and a nmenory coupled to the
processor, the nenory including a database and 5 instructions adapted to
be executed by the processor to: create an update thread and a /pl urality of
sear ch thr@éﬂéf‘”’&%@i gn each of a plurality of search querf@dUS0é%8? ved over
the network, to one of the plurality of search threads; for each search
thread: 10 search the database according to the assigned search queries,

create a plurality of search replies corresponding.to the . assigned search
queries, and sen 'tﬂ@%P[‘?Fh‘?fi‘{as')'ﬁgfwé"erﬁ'f‘érl"??tgrﬁl'ri‘sér %%%‘?’”t?%%'gﬂzqy*ﬁ%?%; and 15
for the updai eetridneadiiressrieates @n aresige bgteeoundecgor di ng to new i nformati on

received over the network, and w fnout restricting access to the database

for the plurality, of,, KERLT qm%agﬁ?reWﬂi\é ?nogﬁzsg@ﬁgseiw&e JAR%f aaYsg! enent to
a’s uh erruptible

t he dat abase 20 using |ngCI é I'n operation. 2. The system of
claim 1, whenéjtastthememog kasunvidthef atisestirytesmnddbe siares igstaictian wites

i nstruction. o yted Bea SfHoRMRrest!Idiadlonfdh i-BRE be@maR. sing:  for the update
thread: 25 physically delete an existing element fromthe nmenory after the

pointer is witt o the database , ' wherein the
store instructi Oﬁpv\il’?%%/g%f%%fp? '?f‘egh?rgmgﬁeeﬂ@@&?%%d?@ lgér ocg:'éet ed on a four
byt e boundar fecei@sd Wi 8/s0BBSEOVPEPAYSH2/ 35082 5. The system of claim 2,

wherein the store instruction wites eight bytes to a nenory address

| ocated on an ei ght ThysRidAounIRY., whereiiiBe BEiGTEf ebarch Riplies2are lietr €i n t he
processor has _a word si ze%rgl‘g?a(t | east n-bytes, the nenory has a wi dth of

at | east n- bR asngle W }

S nstruction wites 5 n-bytes to a menory
address | ocated on an n-byte boundary. 7. The systemof claim1l, wherein
the pluradity of Sebmecystameol dgmadr wherein said restricting access includes database

locking.

10. The system of claim 1, wherein said restricting access includes spin

locking.

11. The system of claim 10, wherein said spin locking includes the use of at

15 least one semaphore.

12. The system of claim 11, wherein said semaphore is a mutex

semaphore.

13. The system of claim 1, further comprising a plurality of processors and

a symmetric multi-processing operating system.

20 14. The system of claim 13, wherein the plurality of search threads perform

at least 100,000 searches per second.

15. The system of claim 14, wherein the update thread performs at least

10,000 updates per second.

16. The system of claim 15, wherein the update thread performs between
25 50,000 and 130,000 updates per second.

17. The system of claim 1, wherein the pointer to the new element is written

to a search index.

18. The system of claim 17, wherein the search index is a TST.
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received within a single network packet. 8. The systemof claim1l, wherein
the plurality of search replies are sent wthin a single network packet.
10 9. The systemof claim1l, wherein said restricting access includes

dat abase MOER'AHI6 10. The system of claim 1, wherein saifTe¥Epi8ting
access includes spin |ocking. 11. The systemof claim 10, wherein said spin
| ocking i ncludes the use of at 15 | east one semaphore. 12. The system of
claim 11, wherein said semaphore is a nutex semaphore. 13. The system of
claim1, further tHnpe systeq of gl &l whepeipthesresrddrdnxds ahash tgblgymret ri c

mul ti-processing operating system 20 14. The system of claim 13, wherein

the plurality of searqdsihneadfifar iRsEn tid pdifasto tAdReWBIBmERBEE GAgsH per
second. 15. The ste th.c&al 164 wherein the update thread perforns at
ity Séﬁha a4%

S
| east 10, 00K %ﬁcﬂéf%c?r & . The systemof claim 15, wherein the
update thread perfornms between 25 50,000 and 130, 000 updates per second.
17. The system of 2t Amethed fofrepechingane cprrufesty Yrdatinga fatabaseenent i s
witten o0 gomefifgh i ndex. 18. The system of claim 17, wherein the search
index is a TST. 34 WO 03/038596 PCT/US02/35082 19. The system of claim17,
wher ei n the sear céreatigen uslate theat abdib briraliBof sélreh sysddsm of cl ai m 1,
wherein the pointer to the new elenent is witten to a data record within
t he dat abase. 21.assigmrtgreadh oba pleeditycii seayctaakries receivesimveya ogidatk, tg a

dat abase, 5 ﬁé’gﬂﬁé?h%w &Fseath p?eaqjg. update thread and a plurality of
h o

search threaas; assigning eac a plurality of search queries, received
over a network, tgrecosRicihea®! urality of search threads; for each search
thread: 10 searching the database according to the assigned search

gueries, 10 searching the database according to the assigned search

queries,

creating a plurality of search replies corresponding to the

assigned search queries, and
sending the plurality of search replies over the network; and
15 for the update thread:

creating a new element according to new information

received over the network, and

without restricting access to the database for the plurality of
search threads, writing a pointer to the new element to the database

20 using a single uninterruptible operation.

22. The method of claim 21, wherein the single uninterruptible operation is
a store instruction.

23. The method of claim 21, further comprising:

for the update thread:

25 physically deleting an existing element after the pointer is written to the

database.

24. The method of claim 22, wherein the store instruction writes four bytes

to a memory address located on a four byte boundary.
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creating a plurality of search replies corresponding to the assigned
search queries, and sending the plurality of search replies over the
network; and 15 for the update thread: creating a new el enment according to
new i nf or "B BM385pecei ved over the network, and w thout rRESVYS0YBIPY access
to the database for the plurality of search threads, witing a pointer to
the new el ement to the database 20 using a single uninterruptibie
operation. 22. The nethod of claim 21, wherein the single uninterruptible
operation is a seoré&hemethodef ¢laim 22 wherpiethasiorBsiaiction wites 2iDht yies her

conprising: té 8imenity HfadBoddidLarian §ntbiceabdry. del eting an existing
el enent after the pointer is witten to the data ase. 24. The method of

claim 22, wherein,th sto r n wites f. t to_a menory
ddr 655 | ocat ed ofta PEURYBYCLoRB ANt Rlr08/ Y sbbE SuedeR o) seo2 25
The met hod ofrecdived mitBd, a sifige eetwotkipacldtor e i nstruction wites ei ght bytes
to a menory address |ocated on an eight byte boundary. 26. The method of

cl ai m 21, swhereinyy h¢h@h+éfr®hlot Maﬁfzﬁ%éféhm l@lb‘%fu'reﬁ@y &sBarch R5ALY S aht hin a
si ngl e network packet hod of claim21, wherein the plurality

of search repfif sa%i?%eE%t?’i’Prk %CF i n a singl e network packet. 28. The nethod
of claim21l, wherein said restricting access includes database | ocking.
29. The net hod of 28] dhem@ihodwhdaiei 21, sdieckim s8d resticiingpcaessasgudasc| udes spin
10 | ocking. 3G bg’ggjlog}grt@od of claim 29, wherein said spin |ocking includes
the use of at aIeast one semaphore 31. The nethod of claim 30, wherein
sai d semaphore is_a nutex senn 15 32. The nethod of claim 21,

e.
wherein the plurafPt W%F"eg?é’gtoéﬂg‘frh?%&’ﬁ@reﬁbﬁ%ﬁﬁ”cuoﬁg 4Ce88% NAERFSEOB sear ches

per second. locking.

30. The method of claim 29, wherein said spin locking includes the use of at

least one semaphore.

31. The method of claim 30, wherein said semaphore is a mutex

semaphore.

15 32. The method of claim 21, wherein the plurality of search threads perform
at least 100,000 searches per second.

33. The method of claim 32, wherein the update thread performs at least
10,000 updates per second. '

34. The method of claim 33, wherein the update thread performs between
20 50,000 and 130,000 updates per second.

35. The method of claim 21, wherein the pointer to the new element is

written to a search index.
36. The method of claim 35, wherein the search index is a TST.

37. The method of claim 21, wherein the pointer to the new element is

25 written to a data record within the database.

38. A computer readable medium including instructions adapted to be
executed by at least one processor to implement a method for searching and
concurrently updating a database, the method comprising:
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33. The nethod of claim 32, wherein the update thread perforns at |east

10, 000 updates per second. 34. The nethod of claim 33, wherein the update
thread perfornms between 20 50,000 and 130, 000 updates per second. 35. The
met hod of WX3MB8™¢ wherein the pointer to the new el enenfCHYS2EFBEten to a
search index. 36. The nethod of claim 35, wherein the search index is a
TST. 37. The nmethod of claim?21l, wherein the pointer to the new elenent is
25 witten to a data record within the database. 38. A conputer readable
medi um i ncl udi ng trestnoAtinsate thieap eediapirdidy ofseerchtieeadsy at | east one
processor to inplenent a nethod for searching and concurrently updating a
dat abase, the net ABPVGRACD Sf Agluradly Aherarsh 03859 erRivedISen? 888X, i eat i ng an
updat e t hr eadnasttha pptaitedfistyrchthrsidr ch t hreads; assigning each of a
plurality of search queries, received over a network, to one of the
plurality of sear®headir gmds;thieed: each search thread: 5 searching a database
according to the assigned search queries, creating a plurality of search
replies correspondi ng $&8rhNg a diahagnedcasding &nthg@esigned seaigl sendi ng t he
plurality of seargferesgpl i es over the network; and 10 for the update
thread: creating a new el enent according to new information received over

the network, and wi thotteatingsd glirality Doscaectaeplick@otrépotahgawe for the

plurality of seagscsh g rogardr? ud ] tinrgjg a pointer to the new elenent to the
dat abase 15 using S|ﬁg?8 aninfe?ruptible operation. 39. The conputer

readabl e nmedi um of cl aldp 38, i i i i bl e operation
'u aééﬂg%é thl_é"ﬂﬁrraﬁtk/%f géﬁcfﬁ%{@ﬁi&&ve“ﬂé@&ﬁf&w?m p !

is a store instruction. he cofput er e nedium of claim 38,

wher ei n ggi d net hpg e spobancg@npri sing: 20 for the update thread:

physically deleting an existing elenent after the pointer is witten to the
creating a new element according to new informatijon

received cver the network, and

without restricting access to the database for the plurality of
search threads, writing a pointer to the new element to the database
15 using a single uninterruptible operation.

39. The computer readable medium of claim 38, wherein the single

uninterruptible operation is a store instruction.
40. The computer readable medium of claim 38, wherein said method
further comprising:
20 for the update thread:
physically deleting an existing element after the pointer is written to the

database.

41. The computer readable medium of claim 39, wherein the store
instruction writes four bytes to a memory address located on a four byte boundary.

25 42. The computer readable medium of claim 39, wherein the store
instruction writes eight bytes to a memory address located on an eight byte
boundary.

43. The computer readable medium of claim 38, wherein the plurality of
search queries are received within a single network packet.

37



dat abase. 41. The conputer readabl e nedium of claim 39, wherein the store
instruction wites four bytes to a nenory address |ocated on a four byte
boundary. 25 42. The conputer readable nedium of claim39, wherein the
store i nsMAUBBHEA® writes eight bytes to a menory addr essPGOEHREY3dN an

ei ght byte boundary. 43. The conputer readabl e nmedi um of claim 38, wherein
the plurality of search queries are received wthin a single network
packet. 37 WO 03/ 038596 PCT/ US02/35082 44. The conputer readabl e nmedi um of
cl ai m 38, wher ei n44.hEhgrampiiertrgadsable rsedivroief elaigl & wharel bepluralittofin a singl e
net wor k pack%arcﬁ%gné@sre%%wwagiﬁa%emrw&mketm of claim38, wherein said

restricting access Includes databaSe | ocking. 5 46. The conputer readable
medi um of claim3 erein said restricti . ess includes. spin | ocking.
47 The comput r Balibr et EHABE Brar R e G s L S hT ok ng

i ncl udes t he ausass gfclugies delabésedoekirgemaphore. 48. The conput er readabl e
medi um of claim 47, wherein said semaphore is 10 a nutex senmaphore. 49

The conputer readap! endesthpiieGbaddof MedBm onBgInesd) whBRiIP&Hid R trictigy t he  new
elenment is witten to a search index. 50. The conputer readabl e medi um of

clai m 49, whéFess nciides BiPFkiNBdex is a TST. 15 51. The conputer readabl e
medi um of claim 38, wherein the pointer to the newelenent is witten to a
data record wit hi A7t ke dah@bierseaddb: médinmtdhddinf 46, whesaircéaid gpiakudking

concurrentl yi’i&‘%é {h%%sg(qg{l%fp%g) gserggmrré_si ng: creating an update thread
y ;

and a plurali Of searc assigning each of a plurality of
search queries, received over the network, to one of the plurality of
search threads: f68 &BRFROERAPTRAIGNCIRRIURLAFIRIM Hg WREIYSA'Y %{E%p%?{:”t%rdi ng to
t he assi goed sseaeckemapterd.es, 25 creating a plurality of search replies
corresponding to the

49. The computer readable medium of claim 38, wherein the pointer to the

new element is written to a search index.

50. The computer readable medium of claim 49, wherein the search index
isa TST.

15 51. The computer readable medium of claim 38, wherein the pointer to the
new element is written to a data record within the database.

52. A method for searching and concurrently updating a database,
comprising:
creating an update thread and a plurality of search threads;

20 assigning each of a plurality of search queries, received over the network, to

one of the plurality of search threads;
for each search thread:

searching the database according to the assigned search

queries,

25 creating a plurality of search replies corresponding to the

assigned search queries, and
sending the plurality of search replies over the network; and

for the update thread:
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assigned search queries, and sending the plurality of search replies over

the network; and for the update thread: 38 WO 03/038596 PCT/ US02/ 35082

W thout restricti n(g access to the database for the pluralit search

t hreads, WMQU3A8580 pointer to an existing el enent to the P@é‘ﬂ%ﬁ’é@éz using a
single uninterruptible operation. 53. The nmethod of claim 52, wherein the

poi nter conprises a null pointer. 5 54. The nethod of claim52, further

conprising: for the uFdate t hread: physically deleting the existing
el enent after the poi‘Hthept ri"'%“‘ﬁmgtatcé?ﬁstt%trteHj@tabéé? ioh eepluralify of

search threads, writing a pointer to an existing element to the
database using a single uninterruptible operation.

53. The method of claim 52, wherein the pointer comprises a null pointer.

5 54. The method of claim 52, further comprising:
for the update thread:

physically deleting the existing element after the pointer is written to the
database.
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