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(54) Title: USER AUTHENTICATION METHOD AND SYSTEM USING VARIABLE KEYPAD AND BIOMETRIC IDENTI­
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110 ... Variable keypad 
120 ... Input unit 
130 ... Control unit 
140 ... Camera unit 
210 ... Variable keypad generation unit 
220 ... Authentication unit 
230 ... Authentication information storage unit 

(57) Abstract: The present invention relates to a user au­
thentication server which mixedly uses both a password and 
biometric information. The user authentication server com­
prises: a variable keypad generation unit for generating a 
variable keypad including encryption keys and a biometric 
authentication key, wherein the position of each encryption 
key and the position of the biometric authentication key are 
changed in each generation of the keypad; an authentication 
information storage unit for storing authentication informa­
tion of portable terminal users; and an authentication unit 
for authenticating a user by remotely providing information 
of the generated variable keypad to a portable terminal, and 
comparing biometric information and information of the po­
sitions of the encryption keys in accordance with the order 
of input by the user, received from the portable terminal, 
with the authentication information stored in the authentica­
tion information storage unit. 
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