2 4 Nov 7004 WD 01/92998 PCT/ US01/ 16103 TRANSLATI ON AND PROTECTI ON I@E@ﬁ 0ok
AND METHOD OF USI NG THE SAME TO VALI DATE ACCESS REQUESTS 5 Techni cal ¢Fi a:Z
The presay@o1/9298hti on relates to a data network, and norepgausopidies |y,
relates to the arrangenent and use of a region identifier field provided in
translation entries of a 10 translation and protection table (TPT).

Background In di sadvant awmsmmNANmmmeﬂme operating system
9 g These endpoints

(OS) virtualizes netwp i ni cation
endpoi nts and mul ti pl exesngﬁaﬁfg“%E s )
(e.g., conputers, servers Pating system (QOS)

may aI so i npl enent protocols that nake comrunl cation between connected
endpoists reliable (e.g., transm ssion control protocol, TCP). GCenerally,
t he operating system (OS) receives a request to send a nessage (data) and a

virtual address that specifies the | ) at.ion. the data associated with the
nmessage, 20 copies the nessage int buffer and translates the

virtual addres The t hen sche ules a nmepory Qp n to copy data
fromthe massaj@e B{?IS?'SI‘S“"H’E}PPSFﬁlaFé ‘?alt"a‘i‘eé‘@?r% Eg%“?‘ﬁ%f%& F“XQ 1¢5d® and
protection table (TPT) may be used to translate the virtual address,

recei ved ithe MFEEFBenheed ussof @ regiensidentifien fiejd proyised in trasslatienseniriesgfid t o defi ne
menory regions before a host network adapter can access them (e.g., for
transtky ttomslation andpeotention sbled¥Pilpe) during data transfer (m)verrent)

operations. There is a need for a nore efficient technique of using and
accessing the translation and protection table (TPT) to performl

Background
In disadvantageous network architectures, the operating system (OS) virtualizes
network hardware into a set of logical communication endpoints and multiplexes access to
15  the hardware among these endpoints (e.g., computers, servers and/or /O devices). The
operating system (OS) may also implement protocols that make communication between
connected endpoints reliable (e.g., transmission control protocol, TCP).
Generally, the operating system (OS) receives a request to send a message (data)
and a virtual address that specifies the location of the data associated with the message,
20  copies the message into a message buffer and translates the virtual address. The OS then
schedules a memory copy operation to copy data from the message buffer memory toa
target device. A translation and protection table (TPT) may be used to translate the virtual
address, received in the form of descriptors, into physical addresses and to define memory
regions before a host network adapter can access them (e.g., for transfer to/from a remote
25  device) during data transfer (movement) operations. There is a need for a more efficient

technique of using and accessing the translation and protection table (TPT) to perform



WO 01/92998 24 2004 PCT/US01/16103 virtual -to-physical address tra SIL@’@rfﬁﬁ'&S
whi | e providing additional nenory access protection during data tran

oper at i oSO 0BRPE DESCRI PTI ON OF THE DRAWNGS 5 A nore comgtaisstap@seci ati on
of exanpl e enbodi nents of the present invention, and many of the attendant
advant ages qf the present invention, will becone readily apparent as the
same becomedrtintte-BhysisatrsidsiphslationsoililegnoddinaddhionhiGhdnii, Recedet ai | ed
description when considered in conjunction with the acconpanying draw ngs in
whi ch |i ke Pretestiongiteg datmtvaister opetatiaise t he same or simlar conponents,
wherein: 10 FIG 1 illustrates an exanple data network according to an
enbodi nent of the present invention; FIG 2 illustrates a bl ock diagram of
a host of an exanple data network according - to an enbodi nent of the present

invention; FIG 3 illustrages@pp. g&@ﬁ tﬁﬂ' m f an exanpl e data
network according 15 to another g odi @t 0 ﬂ# g'%t I nvention; FIG 4
net vor k aceor di g ompe BfCiston ¥FbeRbR LS ngns Afbnpremnt ipeaios.

on exanpl o sty 8FRs SudrldBiSiBiotadgs SR Bbreat muesion, il beiomarsedibr es an
exanpl e traaprg_sl al'gti Oﬂ] and Brot ec%i on table entry according to the present

i nvent i on; PSS S SAUE peomes Better andernad byseforgnoede thedblidveng tetailedegi on

i dentifier rf{Gi el d maﬁ be created in accordance with the present invention;
FIGS. 9A arf§SSBupl Migh sonpiderad roninmctisin withsibe aqebmpanying drawings in which like

reference symbols indicate the same or similar components, wherein:
10 FIG. 1 illustrates an example data network according to an embodiment of the

present invention;

FIG. 2 illustrates a block diagram of a host of an example data network according-

to an embodiment of the present invention;

FIG. 3 illustrates a block diagram of a host of an example data network according

15 to another embodiment of the present invention;
FIG. 4 illustrates an example software driver stack of a host of an example data
network according to an embodiment of the present invention;
FIG. 5 illustrates an example translation and protection table;
FIG. 6 illustrates an example translation and protection table;
20 FIG. 7 illustrates an example translation and protection table entry according to the
present invention;
FIG. 8 illustrates one example embodiment of how the region identifier field may
be created in accordance with the present invention;

FIGS. 9A and 9B illustrate examples of descriptors;




2 2 4 NOV 2004 WO 01/92998 PCT/ US01/ 16103 FIG 10 illustrates an ex;f%lNﬁ 00
send processing technique according to the present invention; and &1

i 11 ustraM30998canpl e wite processing techni que accor di PQT/AGSY TR@0Pr esent

i nvention. 5 DETAILED DESCRI PTI ON The present invention is applicable for
use with all types of data networks and clusters designed to |ink together

conput ers, ser VER.40 ilhatraeher ampleserd posessayic ue&%rdiﬁ%fﬁm@',@%ion devi ces
for conmuni cations. Exanpl es of such data networks may 10 include a | ocal

area net wirvént{dnAMid a wi de area network (WAN), a canpus area network (CAN),
a netropolitan area network (MAN), a gl obal area network (GAN), a storage

area network gngl 13 imuEhRILPLERERAHR &?@ hi ! mf yel oped
data networks using Next Ceneration %ﬁ(ﬁ gl)te(gyﬁlaﬁi—éu#gé@glﬁ?(g éf%?nt
I nfini banqlmgﬁgquer ver Net and those networks which nay becone avail abl e as
conput er technol'ogy devel ops in the future. 15 LAN system may i ncl ude
Et herngt, FDDI (Fiber Distributed Data Interface) Token Ring LAN,
Asynchronous Transfer Mdde (ATM LAN, Fi ber Channel, and Wrel ess LAN
However, for the sake of sinpligit di scussions will concentrate mainly on
exenpl ary use of a sinple dat m&w eral exanple hosts and 1/0O
units including, 1/0 controllers that are |inked together by an
i nt er connect i ori 1 BYSEGNE Inveptiondspplicahde Hruigevigrallitypes opdatpradwerks anchvention i s
not limted thereto. Attention nowis directed to the draw ngs and
parti cul arcfyptersesigued to link togethangpmputers servers paniphicratrastorage denices,aind
i nterconnected endpoi nts (nodes) for data communications is illustrated. As
shown i n FewmunicatieredeyizesiioncommpkicatRos. nExamptaslofisieh dite netodsmhay, an
10 include a local area network (LLAN), a wide area network (WAN), a campus area network
(CAN), a metropolitan area network (MAN), a global area network (GAN), a storage area
network and a system area network (SAN), including newly developed data networks
using Next Generation /O (NGIO), Future /O (FIO), Infiniband and Server Net and those
networks which may become available as computer technology develops in the future.
15  LAN system may include Ethernet, FDDI (Fiber Distributed Data Interface) Token Ring
LAN, Asynchronous Transfer Mode (ATM) LAN, Fiber Channel, and Wireless LAN.
However, for the sake of simplicity, discussions will concentrate mainly on exemplary use
of a simple data network having several example hosts and /O units including I/O
controllers that are linked together by an interconnection fabric, although the scope of the
20  present invention is not limited thereto.
Attention now is directed to the drawings and particularly to FIG. 1, an example
data network having several interconnected endpoints (nodes) for data communications is

illustrated. As shown in FIG. 1, the data network 100 may include, for example, an

interconnection fabric (hereinafter referred to as Aswitched fabric@) 102 of one or more



I nterconnection fabric (hereinafter referred to as Asw tched fabricg] g@?@mj
one or nmore 3 WD 01/92998 24 NOV2004 PCT/US01/ 16103 switches A, B ld

cor r espoixd ap929%8/si cal |inks, and several endpoints (node®CT/Usiigabiosay
correspond to one or nore 1/0 units 1 and 2, conputers and servers such as,
for exanple, host 110 and host 112. 110 unit 1 may include one or nore

control | erssv.tc&@wéz@%att rlaQoRt o nﬂlﬂ%bhﬁicﬁguﬁé%nﬁ%\tcm%cﬁiomk {bé¥s)!) and 1/0

controller 2 (10 5 Li kewi se unit 2 may include an 110 control ler 3

(1CM®B) co I’u}]ﬁa{ gl éd?l%'éﬁﬁﬂ {0 Elﬁ';cc;} nhdrOUORRRE ‘ﬁﬁ& ?rcoilnfput%rﬁ'ﬂg setvérs Stehlas 10%/2 Oand

| OC3) may operate to contro one or nore devi ces. For exarrple

o ;"'1'18%;%&&?% b %@@f%ﬁ%“’l"&métﬁc@&ﬁ? R Rty L o L7,
11 I Vi

12 iy T e
S S Gt e A Bt it

devi ces may be or an| zed into grou known as clusters, with each cluster
i ncl udi ng ewEoldr 1 %73&16} ARy oparae & copPkone POMPR ¥Q (each 1/ 0

unit including one or m)re 1/0 controllers). 15 The hosts and 1/0 units nmay
be i nt er codavigss.ckprekample, iR ewriimatier LEOCE) afohe LGivnit A mray bg cogesctedde Von of
switches A, B and C and correspondi ng physi cal | i nks connected between the

swi t ches AdeviRed?, vhilell{Q euhdiiotlesxh(I0€2 nayl Bdcannedted tn diQudbviceddé. Bimiladye 110
controller-fabric (10C-fabric) adapters for interfacing between the
swi t ched f BOrdofitrdli@23 QOAC3) bfthe 1D @i may beschnéatedyo I/(Pdevice132 4andd24and 10C3) .
For exanple, 10OC-fabric adapter 120 may interface the 110 controllers 1 and
2 (1 OC1p anghé 5Akvieds rhdyebeland oBSdveral types df@ Sevides,386h dsatvrige dbides (el | €
a hard disk drive, tape drive) or other /O device.
The hosts and 1/O units including attached 1/O controllers and 1/0O devices may be
organized into groups known as clusters, with each cluster including one or more hosts
and typically one or more I/O units (each 1/0Q unit including one or more /O controliers).
15  The hosts and 1/O units may be interconnected via a switched fabric 102, which is a
collection of switches A, B and C and corresponding physical links connected between the
switches A, B and C.
In addition, each I/O unit includes one or more /O controtler-fabric (IOC-fabric)
adapters for interfacing between the switched fabric 102 and the /O controllers (e.g.,
20 10C1,10C2 and I0C3). For example, IOC-fabric adapter 120 may interface the 1/O
controllers 1 and 2 (I0C 1 and I0OC2) of the I/O unit 1 to the switched fabric 102, while
IOC-fabric adapter 130 interfaces the 1/O controtier 3 (IOC3) of the I/O unit 2 to the
switched fabric 102.

The specific number and arrangement of hosts, 1/0 units, I/O controllers, /O

4




| OC-fabric adapter 130 interfaces the 1/0 controller 3 (1003) of th @ﬂ@v zgm

unit 2 to the swtched fabric 102. The specific nunber and arrangerren
hosts, |w@owmdss, 110 controllers, 1/04 2 4 NOV 2001 WO pdv1/8209%8103

PCT/ US01/ 16103 devi ces, sw tches and |l inks shown in FIG | are provided
simply as an exanple data network. A wide variety of inplenentations and

ar r angenerfeicf svittted WHaRks gi‘ovdaqm:ﬁ; I abd &oﬂaé& Simpll/ dd af OXARe 4 S, 1/ 0

devi ces,

switches and links in all types of data networks ™ may be possi bl e.

S An exa”meﬁvo‘?lfrbﬂq} idEBVHrieRf Fo Blgﬁ&mﬁtﬁong Fmdl%%ih'anl&lqnc ug Réthbe]f%gPIOSEan be shown

in FIG 2. Referring to

processor 202

may b conto By VORRmet YO Ryt Bl § ﬂ%ﬁ@'%ga”%ﬁ{ connected o

the 1/0 and r%rm‘r}%bécontrol | er 204. An 1/0 bridge 208 nmay operate to bridge

or interfded

¥ the 1/0 and menory controller 10 204 and an 1/0 bus

205. Several 1/0 control I ers may. be attached to 1/0 bus 205, including 1/0
controll ers 216:04xgnplesmb P?l'@eéb‘?ﬁarl@lsq(%Ssh%ibl%?fd‘oitllézlm%b%rﬂlpwg ihny 1/0

devi ces

connected thereto) grow de bus-based 1/0 resources. One or nore
host - f abr | BG a%ia%%féﬁf@gz‘zﬁlqrﬁyam%

1hHmayinpludea prgcessorn 202 caypbedso g hog bus

Alternatively, the host-fabric adapter 220 may be connected directly to the
|/ O and 152%%@%0 guhmenbiysontfaller 204 (osatipseD Orhy the cavisrted torthe hoshiusent
limtations of the 1/0 bus 205 (see FIG 3). In either situation, the

host - f abr i 203adapsis meRRDy Biymbebeomaeatidite thetltD drel memaory pentmlles20detAnor k
interface card (e.g., NIC which usually includes hardware and firmvare) for
i nt er f aci nNPo biidge!208 mal dpetate 18 bEdgd artigtetficaBétiveerlBie /Ol tonbblle adapt er
220 may be utilized to provide fabric comunication capabilities for the

host 11@. Faran@%RDO/bRs 20516SALral DOcohtAiieisinaadR Ak hed 2OUG BWEUS chldhg bet ween
a host format and a format that is

15

20

/O controllers 210 and 212. VO controllers 210 and 212 (including any /O devices
connected thereto) may provide bus-based 1/0 resources.

One or more host-fabric adapters 220 may also be connected to the I/0 bus 205,
Alternatively, the host-fabric adapter 220 may be connected directly to the IO and
memory controller (or chipset) 204 to avoid the inherent limitations of the I/O bus 205
(see FIG. 3). In either situation, the host-fabric adapter 220 may be considered to be a
type of a network interface card (e.g., NIC which usually includes hardware and firmware)
for interfacing the host 110 to a switched fabric 102. The host-fabric adapter 220 may be
utilized to provide fabric communication capabilities for the host 110. For example, the
host-fabric adapter 220 converts data between a host format and a format that is
compatible with the switched fabric 102. For data sent from the host 110, the host-fabric
adapter 220 formats the data into one or more packets containing a sequence of one or
more cells including header information and data information.

According to one example embodiment or implementation, the hosts or /O units of




conpatible wwth the switched fabric 102. For data sent fromthe host éwv 200
the host-fabric adapter 220 fornats the data into one or nore packezi

cont ai ni rgoalmgsence of one or nore cells including heagernseiasmwati on and
data information. According to one exanpl e enbodi ment or inplenentation, the
hosts or /O units of 5 2 4 NOV 2004 WO 01/92998 PCT/ USO1/ 16103 the data
net wor k ofthe Heta peteodnof thepresent nwentiay mag be compatibhd withard Iafigibaddnf i ni band
architecture. Infiniband information/specifications are presently under

devel opmendretdtedturan Ihfinibendoinfakin sttt péifidatiensland braieRa tnder ddelopmsRahdt | on
(formed August 27, 1999) having the Internet address of

htt p: // Wwwwilndel giiblighiad b 10 IefinibRR) T1ad Sss&iatldn@dtmtd irpp N€t wor k
may al so be corrpglati bl eslvvi th lEtnhe " Next éer%%rg?ifon I%B%{%%?%%?h%ﬁ% @)

Speci fi cat e hy . J@ﬁm;, u The

host - f abr iﬂgeq&gﬁggttaggk%gﬁrﬁif e 'gﬁ ﬁo@@&ﬁ% ng%ég{g# gtr3 %wegaar% t he

| OC-fabgic t Ch Adapt ers (TCA) e host channel
adapt er( &%ﬁr@z{ygael%ee%ﬁ}p%ﬂ_%é g’ﬁ'(‘]héa %ﬁﬁﬁeﬁﬁﬁwg@%ﬂd@e host 110 or
112 and thg switched fahri.c 102 via. high speed serial 10 links. Simlarly,

t ar get cha%ﬁgwcﬁgpﬁfgq?mgﬁﬁlﬁgoﬂ’gbﬁu @évi%g' é&’ei pitdttrisce  bet ween
the switched fapric 102 and the 1/O controller of either an 110 unit | or 2,
or  anot heP9aRIET aeft RaY Ph Fgeh Gignne) ddagter(HCGAY and dhe l9C-fabieadapiesanaydenor k
(LAN), wide area network (WAN), Ethernet, ATM and fibre channel network,

vi a high sphget epned|Adapisisd TCAROThe hosiecharned adapten (FRCA hmiaypheaysed a@vidend t he
target channel adapter (TCA) may be 15 inplenmented in the Infiniband

ar chi t ect upreingarfaphbetwaert the hest 11 ol 12 prdihe @aitehed fiiboia 102 gia highshéetlserialr e:  Host
Channel Adapter Software Specification, Revision 1.0" as set forth by Intel
Cor p., 1&n Neks. SinilarhQ earget chamaich adapiers (ER&) minolsd usadito providesdninterfacear nor e
host-fabric adapters (e.g., HCAs). However, Infiniband and N@ O are nerely
exanpl e enberdieerethe switcttedifatpicd62 atdithe DOxontrolleh of githesa O ukivesi 2,0n, and t he

invention is not limted thereto.

another network, including, but not limited to, local area network (LAN), wide area
network (WAN), Ethernet, ATM and fibre channei network, via high speed serial links.
Both the host channel adapter (HCA) and the target channel adapter (TCA) may be

15  implemented in the Infiniband architecture or in oompliﬁnce with "Next Generation I/0
Architecture: Host Channel Adapter Software Specification, Revision 1.0" as set forth by
Intel Corp., on May 13, 1999. In addition, each host may contain one or more host-fabric
adapters {(¢.g., HCAs). However, Infiniband and NGIO are merely example embodiments
or implementations of the present invention,. and the invention is not limited thereto.

20  Rather, the present invention may be applicable to a wide variety of data networks, hosts
and I/O controllers.

As described with reference to FIGs. 2-3, the /O units and respective /O

controllers may be connected directly to the switched fabric 102 rather than as part of a

host 119. For example, I/O unit 1 including /O controllers 1 and 2 (IOC1 and I0C2) and



20 Rather, the present invention may be applicable to a wi de variety} pN)Haa
networ ks, hosts and 1/0 controllers. As described with reference to FIGS.
2-3, thewlién/azeeg s and respective 110 controllers may bepcnus®cisess directly
to the switched fabric 102 rather than as part of a host 110. For exanpl e,
1/0 unit 1 including I/Ocontrollers | and 2 (ICC 1 and 10C2) and 6 2 4 NOV
2004 WO 01/ p@fe3inehidingdsa 1/0l éoh63liek SQIMIE)ma? be dirkettyi(agindepeddefitlyont rol | er 3
(10C3) nay be directly (or independently) connected to the switched fabric

102. I n otcbmiectstt@ithe sivitehel ¥ebrigr02.SIn(citd wohis] the &ONMAS (a0d thelk/coneereiir ol  ers and
110 devices) are attached as separate and i ndependent 1/0 resources to the

swi tched flabédntrofierd aA® 1/ONRWRes) Arefaltéehed ds s3pardt® afPRAGRAIHPI/O%EDGcBAL! Of a
host 110. As 5 a result, 1/0 units including 1/0 controllers (and 1/0

devices) qgn &h@&ifatbﬂctmfas%ﬁmﬁ Gs! 2912k Bprkley {BKinp Bart b V1S gned o

one or nore hosts (rather than having a p eterm I xed host

assi gnient e : hel ' cte 0st.= ocal 1/0
bus). The al&%%ﬁpﬂ@%# gld@%r{{&? %ﬂrgf;ilésrk éﬁ‘g / vggs\cjicé@g&gﬁtloéﬂe %?'g%%étached to
the switc fahric 10 be referred to,as ric-attached 1/0O resources
(i.e., fat?%grbc %@Iﬁ“%&ﬁ@{ﬁlgﬁ 1 one PrpQTE bOsts {@E‘Hé %ab‘"gﬁnt rollers and
fabric-attached |/ O devi ces) because these conponents are directly attached
to the swi R’Mﬂ’ 'ﬁ@?#%ﬁ‘ﬁ‘ﬁ%’f‘“ﬁtﬁwB@nﬁ&‘“g&bﬁﬁ@%’éﬂm&%wg%ﬂtf‘c of a host.

In addition, the host 110 may detect and then directly address and exchange
data wi t Host=g lepal VO byl The &Cunifs. 16D cantrsligramt 140 denites vhich@ranttabkeddd whi ch
are directly attached to 15 the switched fabric 102 (i.e., the
f abri c- at tthe hweitchtd GabrisriOR olaly be sferreditaat fabridarbchddd ) tesowncka (ites falitzo. A
software driver stack for the host-fabric adapter 220 nmay be provided to
al | ow Hbst atthéiRedI/O anitd) fabge-attahed I chntrodlentaad fabfic-amathedl/( deviceaybbchdse devi ces
via the swtched fabric 102, while preferably being conpatible with many
current |y thegidomipbients are directly attached to the switched fabric 102 rather than being
connected as part of a host.
In addition, the host 110 may detect and then directly address and exchange data
with I/O units and [/O controllers (and attached I/O devices) which are directly attached to
15 the switched fabric 102 (i.e., the fabric-attached I/O controllers), via the host-fabric
adapter 220. A software driver stack for the host-fabric adapter 220 may be provided to
allow host 110 to exchange data with remote I/Q controllers and IO devices via the
switched fabric 102, while preferably being compatible with many currently available
operating systems, such as Windows 2000. The host-fabric adapter 220 may include an
20 internal cache 222. '
FIG. 4 illustrates an example software driver stack of a host 110 having fabric-
attached 1/0 resources according to an example embodiment of the present invention. As

shown in FIG. 4, the host operating system (OS) 400 includes a kernel 410, an /O

manager 420, and a plurality of I/O controller drivers for interfacing to various /O

7



operating systens, such as Wndows 2000. The host-fabric adapter ZZ?WZ‘UM
I nclude an 20 internal cache 222. FIG 4 illustrates an exanple software
driver swaxkma$esa host 110 having fabric- attached 110 repgumsesi@sTor di ng
to an exanpl e enbodi nent of the present invention. As shown in FIG 4, the
host operating system (0OS) 400 includes a kernel 410, an 1/0 nanager 420,
and a pl uceitrdligrspincibiing ¢/Ondontybliee drivers 20 andf432. iAnt@dihg to angexhmplear i ous 1/0 7 2
4 NOV 2004 WO 01/92998 PCT/ US01/ 16103 controllers, including 1/0 controller

drivers 43mhbadithed3the hdstoperiingGyitomd0SP4EMAE be Bhildaelis 2000, and the [AOSt operati ng
system (OS) 400 may be Wndows 2000, and the 1/0 rmanager 420 may be a

Pl ug- n- Pl ayanB@n a0@ nay bd'a RRAINPI&mMasagepbri ¢ adapter driver software nodul e
may be provided to access the 5 switched fabric 102 and i nformati on about

fabric CO”f'guh@iddg{bn ;%gg}élgdﬁﬁgpgll%gg oAk g&g ?@&b@ rdmfg&m%% Such a

driver software nodul e upper driver) 440

and a gabrwc@bqq-%ecrmgg}r{%g? rﬁla%\ﬁeﬁbo&{ 1%{1 ?%nc ed to establish

comuni catl on W ric a controller)
and performfuncti.ons.co dr v i nclu or exarrpl e,
channel als8e 3@?‘? wﬁonn%org «réQr'TilDI?? é‘&%ﬁ"é ge PP@HEE&‘&% ‘Bﬂ“‘%\?&géf s driXernt e di rect
menory access RDI\/gA read and wite operat I ons), queue
managenent(UPRFE ﬁ’B\W % gf“?&" Pt‘ﬂé’é‘é‘ﬁgﬁ‘ﬂw (lowgrdriyendie vtiligeddage 11 ow
control, and, transi ent error. handling and recovery. Such software nodul e
may be pr GFRablth commpnication witha it tﬁbfweﬁ%qhﬂaage&t @qgoa@cwreuerbran@onpact di sk
(CD) ROM or via Internet downl oads, which nmay be available for plug-in or
15 downl odrform incHensisommon femest idriyers yineluding,ds) exemplenshanneh abstrattionl e et hod.
The host 110 may communicate with 110 units and 110 controllers (and
attachdd dehdiregeive @ ghnsattionmeasagesi raneme diyech meaoheatcdss (RIDMAY Wiahsbidwhsf abr i ¢
102 (i.e., the fabric-attached

(e.g., read and write operations), queue management, memory registration, descriptor

management, message flow control, and transient error handling and recovery. Such

software module may be provided on a tangible medium, such as a floppy disk or compact

disk (CD) ROM, or via Internet downloads, which may be available for plug-in or

15  download into the host operating system (OS) or any other viable method.
The host 110 may communicate with /O units and /O controllers (and attached

/O devices) which are directly attached to the switched fabric 102 (i.c., the fabric-attached

/O controllers) using a Virtual Interface (VI) architecture. Under the "Virtual Interface

(V1) Architecture Specification, Version 1.0," as set forth by Compaq Corp., Intel Corp.,

20 and Microsoft Corp., on December 16, 1997, the VI architecture comprises four basic
components: virtual interface (VI) of pairs of works queues (send queue and receive
queue), VI consumer which may be an application program, VI provider which may be

hardware and software components responsible for instantiating V1, and completion queue

(CQ). VI is the mechanism that allows VI consumers to directly access a V1 provider.

8



110 controllers) using a Virtual Interface (VI) architecture. Under %h®&oy 200
"Virtual Interface (VI) Architecture Specification, Version 1.0," as set
forth bywQGapawsCorp., Intel Corp., 20 and Mcrosoft Corecr/osnieonsnber 16,
1997, the VI architecture conprises four basic conmponents: virtual
interface (VI) of pairs of works queues (send queue and receive queue), VI
consuner BhchcVil mprygsdne aaomapsnicatiart éndpoipt, et endpoib pajrs oy detogithllgh may be

har dwar e and software conponents responsible for instantiating VI, and

conpl et i ocomeetsdto supdrt biMdiredtionbinpointEeipaimt 4ot trhmiferaUhdarsheW1 consuners to
directly access a VI provider. 8 24 NOvV2004 WD 01/92998 PCT/ US01/ 16103 Each
VI 1 epr esgRhitecturs, IREMG3H-faBfi¢ /RpRASININAVI IRAE! SRENRIY Honftik thely be | ogical Iy
connected to support bi-di recF| onal, point-to-point data transfer. Under the

VI ar chi LR By petBin \Q/tlih?&fn{ FiPthIEzai tetly 2dCsubitithe Yhe tlé.ﬁ(s'?)‘? h’mﬁﬁﬁéj{inﬁg‘g%’l y and

constitute the VI' pro er to pertormendpoint virtualizatio

subsu t : | ' . de-multi ' .t ransfer
schedu ingg'rlé)"ﬁt?n‘g%l@’ f%lgﬁrJ #%Art?rgéngétg&%a %ugmggxg{yf%(l)lg@?gﬁﬁ{ﬁg%y é@g}%gm%%’&?é kernel 410
and device dri 442 shown in. Fl 4. The. transl ati on and protection
tabl e (TPﬂS%gS%WW?I?ﬁ)aﬁB%\CV‘BEE& ’g%zﬁssgﬂw?g‘ﬁ@rgnsl ate virtual addresses,
received in a form of packet descriptors %e.gr.@, a data structure that
describes a redfetansiatonardprateetion table, (1PTHRIQ showm in Kl asasybedised 100 def i ne
menory 10 regions of the host menory 206 that may be accessed by the
host-fabri“@“gﬂaﬁ%‘@l gidressep. rageived dna Frmad packet desasibtarbied B data SHUgEsi t i on, the
translation and protection table (TPT) 230 may al so be used to validate
access pe ﬁhﬂtslgscdgcsrﬁ Tgdmest to moye datpp into physicaladdrgsnst and to definegprmary per f or m
address transl ati on before accessing any other nenory in the host 110. The
t r ans| 18t i oegiemcbiredicsomnéemar©y b thet 1179 ace@Gediryythe bost-fabric adaptes 220 i ty of TPT
entries, for 15 exanple, TPT(O0), TPT(1) ... TPT(t-2) and TPT(t-1), in the
syst em nmenealjdateddess ® optanamoryEda additidn, deitrapslftidnsand petdction table{TPEE | on entry)
may represent a single page of the host

230 may also be used to validate access permission rights of the host-fabric adapter 220

and to perform address translation before accessing any other memory in the host 110.
The transiation and protection table (TPT) 230 may contain a plurality of TPT entries, for

15 example, TPT(0), TPT(1) ... TPT{t-2) and TPT(t-1), in the system memory address space.
Each TPT entry (also called translation entry) may represent a single page of the host
memory 206, typically 4KB of physically contiguous host memory 206. The TPT table
230 may be stored within the host memory 206 or it may be stored in a different memory
area of the host 110.

20 Figure 6 illustrates another translation and protection table (IPT} 240 that may be
used to translate virtual addresses into physical addresses. As discussed above, the
translation and protection table 240 may validate access permission rights of the host-
fabric adapter 220 and perform address translation before accessing any other memory in

the host 110. Each translation and protection table 240 may contain a plurality of entries




menory 206, typically 4KB of physically contiguous host nenory 206. TQﬁoTﬁﬂ'
table 230 nay be stored within the host nenory 206 or it may be sthr ‘{ La

| di fferentwomampeg area of the host 110. 20 Figure 6 ill uspepuse/sies her
transl ation and protection table (TPT) 240 that may be used to translate

vi rt ual

addresses into physical addresses. As discussed above, the

transl at i ahat arecsfoictedotithovirtha blifferg 4Borthe/exafiplecshten MAIQE6 6pfireaivitiiabn ri ght's
of the host- fabric adapter 220 and perform address translation before

accessi Ng paffirsia) Ve a6R0RIH wWith thd skt prbiddtiortasb 240, aahﬁéigtvtrﬁm BiFger pr ot ect i on

tabl e 240 may contain a plurality of entries 9 2 4 NOV 2

04 WO 01/92998

PCT/ USO1/ 154R53) WiiRla) Béffer BRTBE) AUGAnIM biref (Vgé‘i EakH ﬁﬁsﬁtiof@ﬁtrfiﬂ%e?ﬁi@' e

shown in Figure 6, three virtual buffers may be associated Wt

transl ati
buffer B(

exanpl E
data. Fo

SR PEREF e, Bk PBisip Pl 1GREobr Kb Phurih of £k S ror 11 O
7 s Rraple ot Bt Rl RPSr BRE it e Bkl tolBor U1 T

buffer B includes 12

| buffer Cincludes 12 KB of

KB of, dat nd virtu
dat a. ACCM%IVVT“#H@??%SIP&S%%%P&”@M Rrdingdy fhe IBABAMRAIER O ent r i es
244 and 246 for the addresses Ma e 1 and pa(g_e 2 of virtual buffer A,

respect i velable 24h mcludasentrinsi2dth a

pthe addresses Giprge Dang paged of vitvaldes entries

248, 250 and 252 for the addresses of page 1, page 2 and page 3 of virtual
buf fer B, Wdfer &srespectively.yThermnskatiomandprotestionriable24talsotinabides angries 2480 f ur t her
I ncl udes entries 256, 258 and 260 for the addresses of page 1, page 2 and
page 3 of 50randab2 arfthecaddfsses efpagetli page 2.and Phge X ofairtiabbuffen Band pr ot ecti on
tabl e 240 may al so i nclude unused portions 242 that separate the pages of
the di {0 er fipecitiely.Utthe thasklatidrband Pagtection table240rfuiesd ifoluded entricd 36,288  separ at e
the pages of virtual buffer A fromthe pages of virtual buffer B and a

simlar 1526096k 1O hddrésResdd pagil) pa@hPdrdipRgd B 6f VA Suffér O/ irésbetivelpuf f er B

fromthe pages of virtual

15

20

The transiation and protection table 240 may also include unused portions 242 that
separate the pages of the different virtual buffers. That is, an unused portion 242 may
separate the pages of virtual buffer A from the pages of virtual buffer B and a similar
unused portion 242 may separate the pages of virtual buffer B from the pages of virtual
buffer C. The unused portions 242 may also be provided at the beginning and end of the
translation and protection table.
Figure 7 shows an example translation and protection table entry that includes a
region identifier (also called region ID) field 330 in accordance with the present invention.
Each TPT entry 300 may correspond to a single registered memory page and include a
series of protection attributes (also referred to as access rights) 310, a translation cacheable
flag 320, a region identifier field 330, a physical page address field 340, and a protection
domain field 350. The protection domain field 350 may also be referred to as a protection

tag field, especially with respect to a NGIO architecture.
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buffer C. The unused portions 242 may al so be provided at the begi nn ngjpaE;
end of the translation and protection table. Figure 7 shows an exanpl e
transl at Wwamorerdogpr ot ecti on table entry that includes a repgr/oRol/dessifier
(also called region ID) field 330 in accordance with the present invention.
20 Each TPT entry 300 may correspond to a single registered nenory page and
i ncl ude a seri ke plotqution stributes 340 miay heluds, fHedxampless Memer) WeiteeBnaBlecess
rights) 310, a translation cacheable flag 320, a region identifier field

330, a phyfgtidt indivgtes adeihestic hosefibrid 48apte 100 Sanpiritt @Cd papB (e lomeipaedik el d 350,
The protection domain field 350 may al so be referred to as a protection tag

field, espagleahitie M'tﬁthWWHté&aﬁlewgl@m%ﬁ BRI Bag A& indichedYov 2004 VO
01192998 PCT/ US01/ 16103 The protection attributes 310 ‘may 1 nclude, for

exanpl e, AR HE plEd L ‘Ea%ggxgee oﬁﬂuﬁg@ ﬁéa%,pb%gg(gﬂ]&.gf "PAREDE felB, RS F ab! | ©

adapter 220 can ITe to a e. e-en " 0" page

I S not | @ - o a e nabpl. I that .indicat et her the
page cas\rllvr bte0 ggél' %E‘IP}:G%b%Fouwnggﬁ%ﬁgﬁ%ﬁﬁ?g%&? mclxcat%sa\glge%('&eémébe source, 5
110" page cannot, be sour ) d a RDNA Wite, Enabl e fla at indicates
whet her th@geﬁﬁb@aéﬁﬁgeb%fc@%ag ©@F '%V't%agﬁﬁ@‘re%?r&gt’%@.%g?cml" page
can be target, "0" ge can not be target). The protection attributes 310
may contr o‘?‘ﬁ ﬁD@&ag‘*Qn?ﬁWmt@“ae lrdbutgs 319 may Glprol rradand wiite geesss toprpavss

perm ssions are generally set for nmenory regions and virtual interfaces
(VI's) whenmMEmasy regien. cFhest peamissions arg genseallysen for memonyfegionsynd MisMal ng t he 10
attributes of the nenory region, and/or of the VI. If the protection

at t r i but esinfrafeeasdM1s) wiien they arerentadobu may $e medified tatar bynghangingdhg i ng an
attenpted access), the attribute offering the nbst protection will be

honor el Fattritiutes béthe ejenidry segidn, dreléior ROV ViRe Hithdpratottn, atthibistes betweemar¥r y r egi on
does not, the result is that RDVMA reads on that VI fromthat nenory region
will fail . atdiMAerRergdegiowldd/ Mot meatehoderdisp amtattermpted sgess), eheaantibuie offerdrig thbie renot e

end most protection will be honored. For instance, if a VI has RDMA Read Enabled, but the
memory region does not, the result is that RDMA reads on that VI from that memory
region will fail. RDMA Read and Write access attributes are enforced at the remote end
15  of aconnection that is referred to by the descriptor. The Memory Write Enable access
attribute is enforced for all memory access to the associated page. An attempted message
transfer operation that violates a memory region=s permission settings may result in a
memory protection error and no data is transferred.
The translation cacheable flag 320 may be wutitized to specify whether the host-
20  fabric adapter 220 may cache addresses across transaction boundaries. If the translation
cacheable flag 320 is not set ("0" flag), the host-fabric adapter 220 may flush or discard a
corresponding single TPT entry from the internal cache 222 and retranslate buffer and/or

descriptor addresses each time a new transaction is processed. However, if the translation

cacheable flag 320 is set ("1" flag), the host-fabric adapter 220 may choose to reserve or
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15 of a connection that is referred to by the descriptor. The NErmry ﬂ
Enabl e access attribute is enforced for all nenory access to the as c
page. Anwai diempised nmessage transfer operation that viol apesnsoesI0sy

regi on=s permssion settings may result in a mnenory protection error and no
data is transferred. The translation cacheable flag 320 may be utilized to
speci fy whetgthe chrrsspbraiig siidie TRDénny imtdephtermaliatha2d? foafihee adokeeTRBS acr oss
transaction boundaries. If the translation cacheable flag 320 is not set

("0" fl ag)wayloiy ddesignitad TPT eRfloddtoppose@ f dTETPT bnt6ids stdred indhé interdal cache
corresponding single TPT entry fromthe internal cache 222 and retransl ate

buf f er andhokt thelesFs amtlgrtraﬁ%ﬁa%@fb@mﬁhe& érr&?scafde@wohnﬁaﬁ@&ﬁa%hhs
processed. However, if the translation cacheable flag 320 is set (" 1"

79000220 S P08 ﬁﬂ?@*‘ﬁé‘ﬁeﬁ?ﬁﬁ%‘é&&? T
PT
o2 Sondee PN A 1P s daﬁgw@m&@g@’zi'w TThe o
10 '
222-'Si e RI ac%@ﬁo?iﬁf%w%g offie oot ebriRadeplee 2t ot BaeR6T o ccar d
i ndi vidual TPT 5 entries as opposed to all cached TPT entries stored in the

i nternal cdrees %“E‘a&f’“sc1Héh°elﬁ'8m6\‘ca"'éFr?z%G“achb&rﬁé%?EFqllyrre dycpd FhmoB™asst tines the

host -fabri c adapter 220 nmust flush cached address translations in the
i nternal c#éseoizho hog ppasatingrsysiemn 440 (sge Flsu drmay bameddesat fherstatuspfthger of t he
host operating system 400 (see FIG 4) may be used to set the status of the
transl at i owansatioreedsheabld flag 330 of eAch éndividuah @PT enipegtoredin theintgmalicathed i n t he
i nternal cache 10 222. The physical page address field 340 may include the
physi c# p2%fe frame address of the entry. The protection domain field 350
I ncl udes identifiers that are associated both wth VIs and with host nenory
regions to defiTie physical pageswidiesy figid 340anay ikelnde the physicsd page frame address
of the entry. The protection domain field 350 includes identifiers that are associated both
with VIs and with host memory regions to define the access permission. Memory access
may be allowed by the host-fabric adapter 220 if the protection domain field of the VI and
15  of'the memory region involved are identical. Attempted memory accesses that violate this
rule may result in a memory protection error and no data is transferred. While the
protection domain 350 may be used to deny or allow access to the translation and
protection table, it is possible that different virtual buffers may be associated with a similar
protection domain (or protection tag). In this situation, a wrong address may be accessed
20 forthe virtual buffer. Stated differently, in cases where the virtual address supplied with
the memory hand!e is outside of the range of addresses in the associated memory region,
the combination of that address and the memory handle can point to a translation entry of

a different memory region that contains the same protection domain as the assoctated

memory region. This error could allow the contents of the memory regions to be
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may be allowed by the host-fabric adapter 220 if the protection domapn pgyehy
of the VI and 15 of the nenory region involved are identical. Attenpted
menory a¥@8E¥89& hat violate this rule may result in a nBpODUS0PISOEECt i ON
error and no data is transferred. Wile the protection domain 350 may be
used to deny or allow access to the translation and protection table, it is
possi bl e tchmiptel Witerug détestiant ual buffers may be associated with a simlar
protection domain (or protection tag). In this situation, a wong address

may be accessethefegiodridédiifierfield 83 is provided to fattRdr Ay aﬁ@\{l%@ekéﬁo the) cases
where the virtual address supplied with the nenory handle |s out5|de of the

range of a@adARARAd bi‘btédi'i%n?a%&oq'h@h%%nmm(r i3 W hrovidddn fon of that

address and the nenory handle can point to a translation ent a

different yymegy .fasﬁw&h&,&é}fag%l Y BLiGFidkAifhed AR Pl MfhY {napgo"a' geas. the

associ ate rmry regl oWt a§d8f t he nenory
regi on tQy WO, 0 98 PCT/ US or ted w thout
det ect |%on #’ﬁ R m(ygﬁ"feé?‘méqm%‘fazzﬁ'eﬁ@% Eie‘ffalt?\'}%ﬁlég??gl feLE]VBWé‘Fdeﬂeny or
aIIowacc oth ranslgiiéyﬁcand Brotectlontale The region identifier
field 330 PEPé ﬁ‘HW 3 Hen sy asoster withaspecdtic TEE(OO'”Yf t he
region identifier field of the vi rtual interface and of 5 the nenory region
i nvol ved dP&oR eRofing e Sa%@gmgdeahﬁqrdent ifier field 330 thereby provides
further protection functionalit Each translation entry associated with a
speci fic memor Figwegshawsomeian idsntifies fisld 320 thatyvould inglade 2 12 bit regiingur e 7 shows
a region identifier field 330 that would include a 12 bit region
i dent i fi eridentifier. [ usé of 12 bitstis meslyraareshyple ambotinpite Thajrestniandntion e pr esent
invention is 10 not limted to this nunber of bits as other lengths of bits
for thH r aptt imitedi@rthisfhumbef dfelitel aSaRer demgtha b kitstfer thé fegiod édbntifleraRtdzxpance with
the present invention. The region identifier field 330 is used to determ ne
whet her a mapdischd RovidedindictRdant@ itk he Preserd thveitioh. T6E REfontidentifier field
330 is used to determine whether a protection violation may occur and thus access to
memory is denied. This use of the region identifier field 330 provides unique advantages
such as the ability to additionally deny or allow access to the buffers based on information
15 other than the protective domain field 350. As will be discussed below in greater detail,
the region identifier field 330, unlike the protection domain field 350, is mathematically
related to the entries within the translation and protection table and therefore helps to
further distinguish between virtual buffers. Accordingly, the region identifier field 330
may be used to deny or allow access to a memory region even if different virtual buffers
20  are associated with a similar protection domain.
Figure 8 shows one embodiment of how the region identifier field 330 may be
obtained during memory registration or address translation by using a memory handle 400.

The handle 400 may be 32 bits and include a 27 bit handie portion 370 and a 5 bit key

portion 360. The 27 bit handle portion 370 is mathematically related to a specific
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menory is denied. This use of the region identifier field 330 provi\%g |
uni que advantages such as the ability to additionally deny or allo 3‘%;”3“
to the bwoersmsed on informati on 15 other than the protpeqiiseg16i@sai n
field 350. As will be discussed below in greater detail, the region
identifier field 330, unlike the protection domain field 350, is

mat henat i dmhdlationreetra tuabithtiois rélaiediotarphgscalad driess dfftte dataa fhe ttitdey podiopr ot ecti on
tabl e and therefore helps to further distinguish between virtual buffers.

Accor di ngl3g9, onhie otheihand, intigbiatsigaed by tedo@ad) softmyre e 8 @ftubbméelRey Or al | ow
access to a nenory region even if different virtual buffers 20 are

associ at edufkrt iB reistdréd. | Bie SHited pbitioh 360HBEY Be sctbald vy Ay AAVE dTRRagTDOdI ment
of how the region identifier field 330 my be obtai ned during menory

Eiﬁhiérif)b%ﬁr"‘b@%’e SHERVeCRS PR Y IR ERRY KT T o1, ?;Qea 5
7 7
el at od é 2’9!;“3?82’8?%9:@ @:%&Pﬁ@rh%ﬁﬁ*%“ééﬁé%@if %EY fﬁ%ﬁ%?ﬁ@”%ééc?r ansi at on
The 5
por 1 on SuEE Nehd ey ichator e Beea R ey fone BhRere o tvar o

when a virtyal buffer .is registered. The 5 bit key portion 360 may
be sel ect éﬂ"%@”@fﬁ %%B@T“"b‘l‘sepré%{ﬁﬁ“%g@W%“Qo@é’&ébﬁtﬁowm\f&?‘ﬁ%’y For exanpl e,

t he contral %ftware may retain a copy of the 5 value of the | ast key

por ti on us¥ERERd BiER RAYAGR Bat el t‘d@'ﬁﬁP’ﬁ sgquegtial velye. Eheenevnyakis of thedigyf er ) .
When a nenory registration operation is requested, the control software may
| ook at tri@m%makéys%ﬁwwem@he5bﬁ8@ft@¢b@mqm@t3e§@t Q8er algarithms(for. . | for

one nenory buffer) and then advance that value to the next sequenti aI
val ue. 10Theadvawingshe valud oftthekdygpriiop 360 man alve pe ueeds sugh ds rndonisalebtias. the 5 bits
of the key portion 360. O her algorithns for 10 advanci ng the val ue of the
key porti ofhe366t-fabnic adapter D20 mawedbterminehhearsgion idimtifiardietd330dy. comblrénghost - f abri c
adapter 220 nay determne the region identifier field 330 by conbining
the 5 bit key portion 360 with the lower seven bits 372 of the 27 bit handie portion 370.
However, the 5 bits of the key portion 360 and the lower seven bits 372 of the 27 bit
handle portion 370 are merely an example embodiment. The present invention is also
15  applicable to other lengths for both the key portion 360 and the handle portion 370 and the
combination thereof,
The 32 bit handle 4G0 may be supplied as part of the operation of requesting access
to memory via the host channel adapter 220. For operations arriving from a remote host,
the incoming message may contain the virtual address, the handle and the length of the
20 request. For operations originating on the local host, the outgoing descriptor may contain
the virtual address, the handle and the length of the buffers to be accessed. As discussed
above, the 12 bit region identifier field 330 may be generated from a 32 bit handle 400,
which includes the 5 bit key portion 360 and the 27 bit handle portion 370.

For purposes of completeness, data transfer operations between host 110 and /O
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the 5 bit key portion 360 with the |ower seven bits 372 of the 27 bi ty ﬁ'@ﬁﬂlgﬁ
portion 370. However, the 5 bits of the key portion 360 and the Iovléer even
bits 372wwfonhes27 bit handle portion 370 are nerely an mxgoRiaicessbodi nent .
The present invention is also 15 applicable to other Iengths for both the
key portion 360 and the handle portion 370 and the conbination thereof. The
32 bit hamitsend VO coayrolizes sitapiiditethe awitgted tfatafc 0D asingTPREAtres by Beequest i ng
access to nmenory via the host channel adapter 220. For operations arriving

from a redetebedas followssh Dataransterrequists aag Ge Mpyesaited B desérfptory) Thesghreaddr ess,
the handl e and the length of the 20 request. For operations originating on

the | ocal witpgdneral typesifidg@rip@rsf@naiideive andBMd/ARiE @DMAS, MSesUiiptbidale addr ess,
t he handl e and th{g@fength gfﬁ the buffers to be access}ed. Asﬁdi sceussed

above, t Ngat] drbidred &E&ﬁi&diagﬁ ﬁﬁioﬂ ehts€ Bl @lcrRY ngag&gglﬁ?iﬂagc%g{}&gm a 32 bit

handl e 400, which includes the 5°bit key portion It handl e
portiog 3¢ M ata .1ransfer grations between
host 170 e BHECRS Rornd SRS HAATIE bR Mk 1R s ana 110
controllers ached to the switched fabric 102 .using TPT.entries may be
descri bed 59%'%%{5[ ﬁcg))\rl\lg?l W%F%t Py @&ﬁﬁt@@gaﬁﬁﬁtﬁ@%@ﬁ'r %Q ¥ed by
descriptors. There are .two general types of descriptors, send/receive and
read/ writ éﬂ%‘fﬁﬂ%&@ rR3dIT e PREFHONS, MY caéfla remets Spkigrdefopmation (ifedne@ory | j st of
segnents. Each descrj ptor mag begin with a control 5 segnent followed by an
optional &¥arialed wibdhaWi targated fpreerivs the mag/wilipisavesdf Desegmenisforbets. Cont r ol
segments may contain control and status information. Address segnents, for
read/ wri t eengdgescine agdseadfyrite eppmtionmmay aontadn inferimation alfout theldcakgmory. | nenory
associated with the VI targeted to receive the read/wite request). Data
segrmenls iy, hesndry assoidied adthithecV Idsmingabeidenireceive peread/wiittgequast).cont ai n
I nformati on about the local nenory 10 (i.e., nenory associated with the VI
i ssui ng the seHRigureeeillostrates anezahiple sdnel/receipedgie)descriptor 900 having a control

segment 902 and a data segment 904. Data segment 904, in turn, has a segment length

field 906, a memory handle field 908, and a virtual address field 910. The segment length

field 906 specifies the length of the message to be sent or that is to be received. The

15  memory handle field 908 may be used to verify that the éending/roquesting process owns

the registered memory region indicated by segment length 904 and virtual address 910. In

one embodiment, the memory handle 908 may be 32 bits in length, corresponding to the

32 bit handle 400 shown in Fig. 8 that includes the 5 bit key portion 360 and the 27 bit

handle portion 370. The 12 bit region identifier field 330 may be formed from this

20  memory handle 908. For a send operation, the virtual address 910 identifies the starting
memory location of the message (i.e., data) to be sent in the sending VI=s local memory
space. For a receive operation, the virtual address 910 identifies the starting memory

location of where the received message (data) is to be stored in the requesting VI=s local

memory space.
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Figure 9A illustrates an exanpl e send/receive type descriptor 900 h?rq ﬂ%ﬁ]m‘
control segnent 902 and a data segnent 904. Data segnent 904, in tudrn, has

a segnenwgenabdy field 906, a nenory handle field 908, apéTﬁlSﬁiifélb@l
address field 910. The segnent length field 906 specifies the Iength of the
nmessage to be sent or that is to be received. The 15 nenory handle field 908

may be used t OFigaid JBillubtiltestah @xARpleltA@MTREIYPS ldsBrihtod N2 RRFnOWESHirol he
regi stered nenory region indicated by segnment |ength 904 and virtual address

910. In  odpenedYDL i Bitress sépeneBITY, dnd'RBAA SoRR ITBY TR addfesd! hibisengt h,
corresponding to the ?fczssb%g?ﬂ handl e 400 shc%\%n1g infig. 8 tslgge{gﬁlleiﬁﬁlhdes the 5

bit key p | f@eﬁ@ | i e |t region

i dentifi egﬁf"iu‘eélpn 3 8{3&&;&%@6 ﬁ%lrd ?%%arﬁ%%@r[oﬁel '@ﬂg% a&ng?rsgr}lgmk?ggdil‘&gg%. For a
send oper gt Vi L r 10, identifies ti nory

| ocati on géén?%égirr@gassaag%b#%& Ei,gﬂ Jﬁ’f“;?ﬁf %IQS%H e ﬁ?l‘dﬁ‘ﬂ?“iiﬁﬂﬁ%‘gg@é[g | ocal
Menory. space r BYIIR ration, the virtual address, 910 jdentifies
the start F’H@’a}‘r%%@ﬁ%e{d§ggt g’gﬁggf% t&ﬂéﬁs@“ﬁﬁ‘&%"é’ ’éf"v@'ﬁoﬁé%@%fﬁéh@@éﬁ%@f] is to be
stored in the requesting Vl=s |oca menory space. 15 24 NOV2004 WO 01/92998
PCT/ US01/ i‘8‘1§§ ITEE’S{PF@O al“WFf?%@ may &¢ 34 hitsindengths coresprmding te theydgditdescri pt or
912 having a control segnent 914, an address segnent 916, and a data
segnent 97andleAR0 shewndn &igs & giebincludasshe f 4l kay partion ¥0meddhe2 7Halddndlef i el d 920
and a renote virtual address field 922. The data segnent 918 has a segnent
| engt h fi ®@oeicn270. Hoxt misad operationythe eemiiteviftial|addree@22 ideatifes theemem&ryvi r t ual
address field 928. Simlar to that discussed above, the renpte nenory handl e

920 and tlécatibpethe rembe proteas] dlemodP hanm wf the nB:Asage (data) to Heaemt [Thedmar espondi ng
to the 32 bit handle 400 shown in Fig. 8 that includes the 5 bit key

porti do 364rhaladdress 928 identifiddaAukitingdMeinos lockfidn infthe lodal pRREssRf¥NRy ON, the
renote virtual address 922 identifies the nenory |location in the renote
process’ nPaRIdf wheROHe refivid BesiBRIPRbRRER) TheunPRint R AfbmoR 'R BeQSa 1o
store the message is specified by the segment length field 924. For a write operation, the
remote virtual address 922 identifies the memory location in the local process' memory
space of the message (data) to be written. The local virtual address 928 identifies the
15 starting memory location in the local process' memory space of where the message being
written is stored. The size of the message is specified by the segment length field 924.
The remote memory handle 920 is that memory handle associated with the memory
identified by remote virtual address 922. The local memory handle 926 is that memory
handle associated with the memory identified by local virtual address 928 and may be 32
20  bits in length including a 5 bit key portion 360 and a 27 bit handle portion 370. The 12 bit
region identifier field 330 may be formed from this local memory handle 926.
When a descriptor is processed by the host-fabric adapter 220, the virtual address
and the associated memory handle may be used to generate a protection dotnain (or

protection tag or protection index). As discussed above, the protection domain may be
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10 virtual address 928 identifies the starting menory |ocation in thesINOgalll
process= nenory space of where the received nessage is to be placed. The
anount oWnera2e98 t o be used to store the nmessage is specpdrreshimgidshe
segnent length field 924. For a wite operation, the renote virtual address
922 identifies the nenory location in the |ocal process' nmenory space of

t he messaageed td adea)ifyt 0T Bieentryi that enrresphoslslios single pagelod registtttdanem&2&ni dent i fi es
the 15 starting nmenory location in the |ocal process' nenory space of where

t he nmessagshidheth@igostatirdeddriptor isslosdted, €fthe 32 hisit landle 400 maPgsomsSseg® i S specified
by the segnment length field 924. The renote nenory handle 920 is that

nmenory hanghéate 8rRGeiod ﬂ@nﬁﬁdr'ﬂefd%O'ﬁEBﬁétMsed'aﬁ@d%b?(fublﬂﬁltﬂélﬁ iR rtm'hrtual
address 922. The |l ocal nenory handle 926 is tha nenory handl e associ at ed

b s i n 1 CRgh P B B 2 B s BB e fr S S By o 1 on
ﬁéﬂmlﬁﬁaﬁlﬂb&%ﬁ&%ﬁﬂh Rl oo ;ﬁéﬂgfﬁf%g??eﬁ Oﬁﬁgﬁ%ﬁ%ﬂ e adapter
et MRS ?%%%?ﬁw@@%&s@?ﬁvﬁﬁn&%&‘*ﬁt&@?@?@eﬁ% s 1o
PCT/ USoL/ 18 % S hsah é‘é%r%%%tﬁ%séﬁ%%rn@w SRR GO RRONLE B 23?28
page of re i stered g&ls whi ch the posted descriptor is |ocated. The 32

bit handl & %'@ehﬁild t%!%t’e%ﬁ%&leng%ﬁtaﬂ? adgrsssrigdanisd. Framther i er fiel d 330
as di scussed above by usi n%wt he 5 bit key portion 360 and the lower 7 bits

of the 27 Wentificd TETenpnthe physisgleddress asprsiatpd vthethevirtea gddsessinepyrbei fier 5 fiel d
corresponds with the region identifier field of the TPT table 240 and the
pr ot ectl onobtalnedailn serwll and recaive hperatings, vituab sddresp andibe memiowydwadlesvi t hin t he TPT
table 240 is allowed. On the other hand, if the generated region identifier
fi el d doescometpondites msmorychandlt fieldH98 aad)vional address field 910 of FIG. 9A. In read
and write operations, the virtual address and memory handle correspond to the remote
memory handle 920 and remote virtual address field 922 on the remote host-fabric
adapter, and local memory handie field 926 and local virtual address field 928 on the local
15  host-fabric adapter 220 of FIG. 9B.
An example send descriptor may be processed by the host-fabric adapter 220 in the
manner as shown in FIG. 10. The order of the blocks in Fig. 10 are merely an example
embodiment as the blocks may be performed in other orders in accordance with the
present invention. In block 1000, the host-fabric adapter 220 retrieves the message=s
20  starting virtual address 919 (in the local, or sending process= memory space), and a
memory handle 908 associated with the message=s memory region. The virtual address
910 and the memory handle 908 may be used to generaie a protection domain (block

1002). The memory handle 908 may also be used to generate the region identifier field

330 as discussed above. The protection domain and the region identifier field 330 may be
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identifier field of the TPT table 240, then access to the address is}danyegh
Fromthe identified TPT entry, the physical address associated with the
virtual wddor®edsray be 10 obtained. In send and receive eg®mUshi/ee183 virtual
address and the nenory handles correspond to nenory handle field 908 and
virtual address field 910 of FIG 9A. In read and wite operations, the

vi rtual adskdas &deatify and retrigve lansliteonc nferesiiorsioredint aiEPY entot that nenory handl e
920 and renote virtual address field 922 on the renote host-fabric adapter,
and | ocal corespondshensihgle page! of réiiderad themosgadn whicl thaposaedessdptdriel d 928 on the
| ocal 15 host-fabric adapter 220 of FIG 9B. An exanple send descriptor may
be proces3gsitedbibi@ 1004 hnd 1WO6). af e 3gtfiSVed Hrflectibn HbiRain FRIIHES thhprotdegiv) i N FI G

10. The order of the blocks in Fig. 10 are nerely an exanple enbodi nent as

vt on Lo HEHBRAAITE R @i Bodes b, ASAEGEABACI o 7 oo
roror v Sspabese S el et arliin BRscite bt B i i RESREEEUTE-C nerrary

region. The virtual address 910 and the nenory handl e 908 may be used to
gener at e d>pesotneeng of blagh 1810, then He kost-fewis pdapter220-8ends therpeserss tayred ey al so
be used to generate the region identifier field 330 as discussed above. The
pr ot ect i ortheldestination (rémioted by tramsomitting Erledkf 1042) the sime (§@0ngseagelve daiz) via 4 NOV 2004
WO 01/92998 PCT/ US01/ 16103 used to identify and retrieve translation

i nf or mat i ahe switvhedifabric 202I3de ¥ikisr 1-3). Hfithe retrieved ppoettion tiomainaind esemiage of

regi stered nenory on which the posted descriptor is |ocated (bl ocks 1004

and 1006) . prbéesé-Hgrofebiidn dYRth & Wit Bfatch@PnslopBAT Ik NO68) dief Mk &t@skd on  donai n
associ at edpvmth the |l ocal (sending) process (>yes= prong of block 1008), and

R . . . Lo . ) . : - :
| dent i 11 or'oFio ld TRl AR Blocdss eV e SR RO REGEERS= LoT i C-
adapt er 2Z&OEEEFL%&J}%1&%?5&&9&&8%&&@:1 fault may be generated (blocks 1113 and

1114) and no data is transferred via the switched fabric 102. Receive descriptors may be

processed in an analogous fashion.
Similarly, an example read descriptor may be processed by the host-fabric adapter
15 220 in the manner as shown in FIG. 11. The order of the blocks in Fig. 11 are merely an
example embodiment as the operations may be performed in other orders in accordance
with the present invention. In block 1100, the host-fabric adapter 220 retrieves the
message=s destination virtual address 928 (in the local, or receiving process= memory
space), a memory handle 926 associated with the message=s destination memory region,
20  and indication of how long the incoming message is. The virtual address 928 and memory
handle 926 may be used to generate a protection domain (block 1102). The memory
handle 926 may be used to generate the region identifier field 330 as discussed above.
The protection domain is used to identify and retrieve translation information stored in a
TPT entry that corresponds to a single page of registered memory on which the posted
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the destination (renote) by transmtting (block 1012) the sanme (the neRsaue!
or data) via the switched fabric 102 (see FIGs. 1-3). If the retrieved
protecti ®0 ®o2#8n and t he sending process= protection dacsmwsdasnadt match
(>no= prong of block 1008) or if the retrieved 10 region identifier field
and the sending process= region identifier field do not match (>no= prong
of bl ock depeuptorislegated thdosks glq&ra@déd:@ﬁ)offﬂﬁeaMMcwrhyotceﬁ@ahmaatmﬁct(ebl ocks 1113
and 1114) and no data is transferred via the switched fabric 102. Receive

descri pt oths prdectibedorpain esssiatdd ivith de lonab{re@ivisg) pagbisqByesSipRingaF bisek an exanpl e
read descriptor may be processed by the host-fabric adapter 15 220 in the

manner as 1 KI8puM if the Mtfevel begidi@eRitdeiel@tnd MAE séﬂdﬁfg:}r?oé EE=FI'E%0 tintileg Merely an
f mag I n trlll

exanpl e enbodi nent as the operations may be per er orders in
accor dancgejdWhit D i | | n bl ogk 110 e host-fabric

adapt er 220 ret;ra}’g%%g P@E%}églso%gggi%gt@en%aﬁs* %ﬁm\:/ %@%&?ﬁ@@a@@o@w (in the
| ocal , s or I vin  QCRSS= nor space a nmenory handl e 926 associ ated
with the %@ig‘aé‘?ég‘&ggﬁ? ﬁ’&?‘?‘%‘ﬂﬁﬂféﬁ%ﬁfye i iﬂ#‘e refripved grofestionedpmaghendt  how | ong
the incom ng nessage is. The virtual address 928 and nenory handl e 926 may
be used t leJesRRIgRIO%SST REplectianslem@inginet mbich Crnor To)g of Blesk A#0R) oyif handl e 926
may be used to generate the region identifier field 330 as di scussed above.

The pr ot etheiretrievédmegion identifice felt and the sériding pandss=atgivr identifien fisld380 ap
information stored in a TPT entry that corresponds to a single page of

regi st er edotmedtelr (»no® prohi ohblotle] 0% ted ah&n?orﬁpwtiaﬁ%tvé%%a%@%
PCT/ US01/ 16103 descriptor is |located (bl ocks 1104 and 1106). If the

et ri eved (loa ¢T3 111 A0MERH o B HARsTeOPviR HRARLATHRTBY N WARS OCI At ed wi th

the local (receiving) process (>yes= prong of bloc ) ‘and if the

retri geed JeRApBR rhdfRipkddeREd i £l atla 8% i~gending process= region identifier
field match, i(J>yes: ptrpgng of b@ockla% sm?hen the host-fabric adapter 220

?gl?ir iez Vggl g? (i;t gigléxﬂ%ﬁa %%Jn@i sﬁggzﬁg EmboHiRert BF ugir(ljgcg ém{%ggned%%ﬁinn%g%gfén 'f the
identifier field to validate an access request. The order of operations shown in these
Tigures is not limited by the disciosed order as these operations may be performed in other
orders.

15 One further advantage of the present invention is that each time an address is
translated and its protection is checked, oﬁly one access to the translation and protection
table is needed.

While there have been illustrated and described what are considered to be example
embodiments of the present invention, it will be understood by those skilled in the art and

20 astechnology develops that various changes and modifications may be made, and
equivalents may be substituted for elements thereof without departing from the trué scope
of the present invention. For example, the present invention is applicable to all types of
redundant type networks, including, but not limited to, Infiniband, Next Generation

Input/Output (NGIO), ATM, SAN (system area network, or storage area network), server
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the receiving process= protection domain do not match (>no= prong of? bNO¥ kI
1108) or if the retrieved region identifier field and the sendi ng process=
region i wamoi/dmer field 330 do not match (>no@ prong of Wcamksod/igh0d, then a
menory protection fault is generated (bl ocks 1113 or 1114) and no data is
transferred via the switched fabric 102. Wite 10 descriptors may be

pr ocessednétnFutnredmaitéyoms (FIO)Ntenchabng Bthand)) rudditibn shkopoemeshewhdgli ment  of
using a protection domain and region identifier field to validate an access
request . FiGs. 00 et 1 Dinagp pe perfirmed byp b oomipitd? ptdvesser edec@inpanstiustigaet | im ted by
the di scl osed order as these operations may be perfornmed in other orders.

15 One f ubidagizedivPd bRGRANDMoMNE o] ASRR desiBN&AT¥tat that Bind. 'Méragddickd M an
address is translated and its protection’is checked, only one access to the

transl ati oaARKPEALIBA! didbdying bt P66 \dnf n
illustrated an odes%ﬁﬁ%ed m%a? 5?% @In §§§33¥@%kgg&g@g§%ﬁgm§g- %dinents of
20 25 TochastBsny Belidng bignob B BEE! SRRt MR N RTAE 1y b
made, and ' e substituted for elepents thereof w thout
departi ng WM’W@@%@%%GBWWH%P%@%&F PPyoﬁ’.“ﬁl‘—*B’P" nple, the
present inyention js |icable to al] types of redundant type networks,
i ncl udi ng,"ﬁl‘?&f“aﬁ%ﬁ‘cl“i‘?aﬁ%?%’ah pbtape; Ard eptisalieediaguch axeRRAM; disks) Mawx / cut put
(NGO, ATM_ SAN (system area network, or storage area network), server 19 2
4 NOV 200 nofgietiprsaaasbemede aedapt Biedeachings ofthn present inpention tr ppArticelRF ), fi ber
channel, Ethernet). In addition, the process shown in FIGs. 10 and 11 may
be per f or Fituption witheahdapeding fiooicthe srope tirreolit Theteforasit isinendsd that e gani zed into
a program nodul e or a custom desi gned state machi ne. Storage devices
sui t abli0e fpogsentdmegntiby netriediyited go the varidus exampie embodiments distiosed,dut thel ude al |
forms of non

the present invention includes all embodiments falling within the scope of the appended

claims.
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S volatile menory including, but not limted to: sem conductor rrermr%y[. NGV 200
devi ces such as EPROM EEPROV and flash devices; magnetic disks (fi g

fl oppy, and renovable); other magnetic nmedia such as tape; and optical

medi a such as CD- ROM di sks. Many nodifications may be nade to adapt the
teachings of the present invention to a particular situation w thout
departing fromthe scope thereof. Therefore, it is intended that the 10
present invention not be limted to the various exanpl e enbodi nents

di scl osed, but that the present invention includes all enbodinents falling
wi thin the scope of the appended clains. 20 2 4 NOV 2004 What is clained
st 1, whatRidigthe8TPr i i ng: generating a protection domain froma virtual
address and a nenory handle of a descriptor associated with a data transfer

request; genernati o identifier fromthe nenory handle; identifying
an entry in aﬁwgﬁgqg?@%ug?ot ection table (TPT), the entry having a

correspondi ng physical, address. of a. X g Way ahdlelofie gener at ed
prot ect i BenEIGHRE A PEAIFIHEE W&??@&V@%@aﬁsgﬁgﬁo@?%n domain field of

the entry; determning if the generated region identifier corresponds to a
val ue idas@—ipwjgds@ustiatbdiwﬁthiafdatﬂrtrﬁﬁs@féic%‘PStt he entry; and if the generated
protection domain corresponds to a value in a protection domain field of

the entryyedpfink’s rb§ien dRnefiat fesintegnomorydentlcf i er corresponds to the val ue
in the re6| on rdentifier field of the TPT, allow ng access to the nenory at

the physi gﬁhgs?%ﬁ%b in #B}xﬁsl S Pt Rtiok Ll (TPT) Whe ey hdvirg avenory handl e

i ncl udes a handl e portion.

corresponding physical address of a memory,

determining if the generated protection domain cortesponds to a value in a protection

domain field of the entry,

determining if the generated region identifier corresponds to a value in a region
identifier field of the entry; and
if the generated protection domain corresponds to a value in a protection domain field
of the entry, and if the generated region identifier corresponds to the value in the region
identifier field of the TPT, allowing access to the memory at the physical address.
2. The method of claim 1, wherein the memory handle includes a key portion and
a handle portion.
3. The method of claim 2, wherein said generating a region identifier from the

memory handle comprises combining the key portion with a portion of the handle

portion.

4. The method of claim 1, wherein the protection domain comprises a protection
tag in an NGIO (New Generation Input/Output) architecture

5. An apparatus comprising a host-fabric adapter capable of:
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3. The method of claim2, wherein said generating a region identifi %4 hp??qq
the nenory handl e conprises conbining the key portion with a porti ée
handl e portion. 4. The nethod of claim1l, wherein the protection donain
conprises a protection tag in an NG O (New CGeneration | nput/Qutput)
architecture 5. An apparatus conprising a host-fabric adapter capable of: 21
2 4 NOV 2004 generating a protection domain froma virtual address and a

menory handle of a descriptor. associ ] sy hindlsdfer request;
gener at i geneeating @i PoALCFERNES 4\%#%%%“%@%&%?@ ﬁg‘ndl gb;( identifying an entry

in a translation protection table (TPT?, the entry having a corresponding
physi cabscAf@F asbcialedavitieadaty frausfera®@idthng i f the generated protection domain
corresponds to a value in a protection domain field of the entry;

determ ”: ”,gﬁ%ﬁﬁqqtgfegﬁﬁgﬁ%;ﬁgﬁqﬁroﬁgﬂh@mdnﬂﬁ?hhﬁdlqr corresponds to a value in a

regi on the entry; and if the generated protection

domai n corresponds to a value in a 'gﬂygo i hetide aof the entry,
and if thé‘-‘féﬁﬁé!!&fléﬂt‘?’é‘b?gﬁnﬁ?%@&ﬁr?%%kggl% sp hg%e?ggft he %al ue in the

region identifier field of the TPT, allow ng access to the nenory at the
physi cajoresimdieg physicaladdegspaf BMGIOBY: claim 5, wherein the nenory handl e

I ncl udes a key portion and a handle portion. 7. The apparatus of claim6,
wher ei N s@ignARAEH Pk Pencratied gtotectiod dotmiain corresponds tonevalpe g BrowsHen e
conprises conbining the key portion with a portion of the handle portion.

8. The ar I.m 5, wherein the protection domain conprises a
B ot e, AGRALHetPofthe EhEY;

determining if the generated region identifier corresponds to a value in a region
identifier field of the entry; and
if the generated protection domain corresponds to a value in a protection domain field
of the entry, and if the generated region identifier corresponds to the value in the region
identifier field of the TPT, allowing access to the memory at the physical address.

6. The apparatus of claim 5, wherein the memory handle includes a key portion
and a handie portion.

7. The apparatus of claim 6, wherein said generating a region identifier from the
memory handle comprises combining the key portion with a portion of the handle
portion.

8. The apparatus of claim 5, wherein the protection domain comprises a protection
tag in an NGIO (New Generation Input/Output) architecture.
9. A system comprising:
at least one virtual buffer, each virtual buffer having at least one page of data; and

a host-fabric adapter capable of allowing access to one or more pages of the at least

one virtual buffer by:




tag in an NG O (New Ceneration |Input/Qutput) architecture. 9. A systgm
conprising: at l|least one virtual buffer, each virtual buffer having f NOKAW4
one page of data; and a host-fabric adapter capable of allow ng access to
one or nore pages of the at least one virtual buffer by: 22 2 4 NOV 2004
generating a protection domain froma virtual address and a nenory handl e of
a descriptor associated with a data transfer request; generatig a region
identifier fromthe nmepory h o I Vi and & femory haralle ofansl ati on
protection S@l!ﬂf@?“@q:ﬂff’&%{‘%{féd%ﬁ@b%%%g?ﬁgiagyddg%rsr espondi r% physi cal address
of the at |east one buffer; determ ni%% if the generated protection domain
cor r es gendiptdrassociadreith a data HNSEREAPSY domain field of the entry;
determining if the generated region identifier corresponds to a value in a
region i der\%e}1 Jafihg b t&ish idkntifice from the;memaryihandlfie generated protection
corresponds 1o a value in a protection domain field of the entry, and if

t he gener at elg sﬁ%ﬁ% L?gﬁg#rghgﬁlag{nrﬁmaﬁﬁ (TPE), el eneryibavinge regi on
€ , a

identifier f OW ng access to the at | east one buffer at
t he physical address. 10, The system of .Lm 9, wherein the nenory handl e
i ncl udesoreespendinophysisat %4%&‘558?“5&3;3«5‘3%0&%0%@’ 11. The system of claim 10,
wherein said generating a region identifier fromt rég rregorﬁhhandl e

conpri ses cogékmiinmgtifithelgenerptsd prajectignidemainenrrespRndg fo # KFURUHY e porti on.
12. The systemof claim9, wherein the protection domain conprises a

pr ot ect 0ffection domain field of the entry;

determining if the generated region identifier corresponds to a value in a region
identifier field of the entry; and
if the generated protection corresponds to a valuein a protection domain field of
the entry, and if the generated region identifier corresponds to the value in the region
identifier field of the TPT, allowing access to the at least one buffer at the physical

address.

10. The system of claim 9, wherein the memory handle includes a key portion and
a handle portion.

11. The system of claim 10, wherein said gencrating a region identifier from the
memory handle comprises combining the key portion with a portion of the handle
portion.

12. The system of claim 9, wherein the protection domain comprises a protection

tag in an NGIO (New Generation Input/Output) architecture.
12. An article comprising a machine-readable medium having machine-accessible

instructions, the instructions when executed by a machine, result in the following:
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tag in an NG O (New Ceneration |Input/Qutput) architecture. 13. An ar Lﬁb?
conpri sing a nmachi ne-readabl e nedi um havi ng machi ne- accessi bl e 200
instructions, the instructions when executed by a machine, result in the
foll owi ng: 23 24 NOV2004 generating a protection domain froma virtual
address and a nenory handle of a descriptor associated with a data transfer
request; generating a region identifier fromthe nmenory handl e; identifying

an entry in a translatio : , Offrdabitdfest 2T ) mehtvey bantdlgofmvi ng a
cor r espoRERSRNSARP 8{10 rofﬁge@s o#ha%mry; deternmining if the generated

protection domain corresponds to.a value in a protection domain field of
the endeseriptheassoniatadiwith b daRdrageffeledtieShy regi on i dentifier corresponds to a
value in a region identifier field of the entry; and if the generated

pr ot ect i QR e ﬂr@gﬁ@ﬁﬁamiﬁdﬁmtmmwhﬂndla; protection domain field of
the entry, and 1f the generated region identifier corresponds to the val ue

in the rﬁ@é’ﬁ&g&'&g‘gﬁwﬁf‘ tr#hgmcﬁm{rcb@onﬁ@ﬂlg ('_aPTpmernytra&raEmg ato the nenory at

t he physi e article of claim13, wherein the nenory handl e
i ncl udes a key portion nd a.handl e portion. 15. The article of claim 14,
wher ei mWHdH%&PWéFF‘lo‘?’@"{sﬁgfaFg&ﬂ *in generating a region identifier

fromthe nmenory handle further result in conbini,ng the ke or.t | wth a
portion ofeteimsiningrifithe goneraied protegiion domai) ¢qreespongs %H’ ’o’lﬁﬁ? fé‘?g%%b@‘?n t he

protection domain conprises a protection tag in a NG O (New CGeneration

| nput / QbR ficdd shihkeatritr €. 24

determining if the generating region identifier corresponds to a value in a region
identifier field of the entry; and
if the generated protection domain corresponds to a value in a protection domain field
of the entry, and if the generated region identifier corresponds to the value in the region
identifier field of the TPT, allowing access to the memory at the physical address.
14. The article of claim 13, wherein the memory handle includes a key portion
and a handle portion.

15. The article of claim 14, wherein said instructions that result in generating a
region identifier from the memory handle further result in combining the key portion with
a portion of the handle portion.

16. The article of claim 13, wherein the protection domain comprises a protection

tag in a NGIO (New Generation Input/Output) architecture.
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