CREATI NG AND DEPLOYI NG SERVI CE- READY VI RTUAL HARD DI SKS BACKGROUND [ 0001]
Web- based services include files that are |located on web servers along with
dat a 5t hawoi2e1241t5e21€ed i n dat abases. For exanpl e, there areTalsh@ngsssmuinber of
servers |located within different networks to handle the traffic that is
directed to the service. Managing the depl oynent and operations of the
online service that includes a | arge nunber of servers is a tine consum ng
process that CREUITINGG AXND BEPEOSIRGHERVFCERIADY MARTUAISHRREFDISKS human
error. 10SUMVARY [0002] This Summary is provided to introduce a sel ection
of concepts in a sinplified formthat are further described belowin the
Detail ed Description. This Summargacsk@RbuN ended to identify key features
or essential features of the claimed subject matter, nor is it intended to
be used as [¥91hi &Vdbrbaskskservidcninglyde filss dwbpe lashted he web sirvastlaleudbyislcdaterat t er .
15[0003F A f RUEb-IARAHGGs GO Ol oL QPR AR (TBRAASIENL wahmachi nes
for an online service. Abuild sys?tém creat es” deploynent-ready virtual hard
di sks ( VHDsl)fferdnahetapiks tnisngdle |tiedradiic taich dinestedith dte savee s prapagingibe oss one or

more Nt WorKs | Rt R ThctAdhs SANLTRY 0l nde, didL eientngant Lagratiions. The
build systemis con |dhre 0 autonatically build or drftering

confi gur at lacing cohaimigepecds that raquiek e lapge dphativny safbdhatimaibjdeeto(hvidan 20 f or
which the VHD will be used. The build systemuses the VHDs to create
virtual maéHPhes (VMs) in both test and production environnents for the
onlineilservice. The cloud nmanagenmerdUM¥BsAR aut omati cal |y provi si ons

machi nes wi he created virtual hard disks (VHDs). ldentical. K VHDs can be
install ed (yﬁﬂ%ﬁt ﬁblséﬁmf’fﬁéy ‘ﬁﬁfﬂ’ﬁ“ﬁ@éo faqucRag efgllo? ggé%?cﬂ’éselﬁ asHeRlEgd 25BRI EF
DESCRI PTI Ofbyrfhthdttie faRAMIGKELEDRDAY inth&DREIId Dédskiigiohatres Sam@laepid ngenager
system for _mana%' n,gﬁg-etwor ks that are associated with an online service,

|
such as a d¥eidehio ifeidyksydrttusteigsieatialfentys) ofthaglpmed sWigshmalerci%id nanager

i ncl udi ng nBRRERES. BNEe@SAC @it HaldRARERopd &Qﬂ&haiﬁie@aﬁge@nﬁn&m an
exenplary job record stored within a row of a database; 30 [0007] FIGURE 4

shows dA eX¥¥P] e Asyjandananpent cantrndt We deploymrantidiganpepant efigachings Baek- end
servers for,ah QRENA REIK Y GEn cleBRORDIFHEHRRR Jitddt flkAlskS (BB MR er

architecture for a conputer, '
are installed on machines that are spread across one or more networks in farms that each

may include different configurations. The build system is configured to automatically
build VHDs of differing configurations that depend on a role of the virtual machine (VM)
20  for which the VHD will be used. The build system uses the VHDs to create virtual
machines (VMs) in both test and production environments for the online service. The
cloud management system automatically provisions machines with the created virtual hard
disks (VHDs). Identical VHDs can be installed directly on the machines that have already
been tested.
25 BRIEF DESCRIPTION OF THE DRAWINGS
[0004] FIGURE 1 illustrates a cloud manager system for managing networks that are
associated with an online service, such as a content management service;
[0005] FIGURE 2 shows a cloud manager including managers and associated databases;
[0006] FIGURE 3 shows an exemplary job record stored within a row of a database;
30 [0007] FIGURE 4 shows an example system for a network including front-end and
back-end servers for an online service;
[0008] FIGURE 5 illustrates a computer architecture for a computer;
[0009] FIGURE 6 shows a build system for building virtual disks that are used within an

online service;



[ 0009] FIGURE 6 shows a build system for building virtual disks that are
used within an online service; [0010] FIGURE 7 shows an exenpl ary project
file usedwonotdvs4tiai | d system; [0011] FIGURE 8 il | ustraCcedasanipzesnpl ary
dependency tree; [0012] FIGURE 9 shows a cl oud nmanager for an online
service that provisions VHDs that are created by a build system and

5[ 0013] FIGURE 10 shows a process for building VHDs that are to be depl oyed

i an onl i ngy Sk RRVRDETAMLER DESERLATLEN hORI4In Rebelfgmnow to the

dr awi ngs, |n | i ke nuneral s represent ke el ements, various
enbodi rrent [QO11]  BEGERE 8rllystretes apxompBly @em&emtgﬁe program nodul es i ncl ude

routines, F[’d(ﬁﬁ{ a@‘ﬁwﬁﬁ@@f?&%‘ic‘i% (it tgstflﬁ%tdﬂhﬁé r\ﬁé'bdthé{:jp%ﬁmén\éfiﬂﬁ) of

structures tha ormpartic ks or |rrp enent particul ar abstract
data types tha@ﬂqereawdhpafoeﬂdwfgtreﬁmdconf| gurations may al so be used,

i ncl udi g ni\ggsgh%i&ﬂﬁ‘{b SRy o a’B%ctekspfroP&ﬁl%iﬁl%rVﬁIX§&1§{’5§e to Bl epIBL At O based

or progra consuner ectronics, mniconputers, nain me conputers,
and the |i kelinekystBnstri buted conputing environments may al so be used where
tasks are performed by renote rI%CIE ﬁngsg that are linked through a
communi cations network. In a strl onput1hg environnment, program
nodul es nmayotid] | Betirag now tbdiefdr:i\mngd, 1ra\n1dc1r Blitantuenepamepigscit bke&gﬁn«jﬁvi ces.

[ 0016] FI GURE st rat. cl.oud managenent system for managi ng networ ks
that 20are” ﬁé%c‘?l”g?‘gﬁle%"i”ﬁ%ﬁﬂes(ﬁﬁﬁ‘?%ne service. System 100 illustrates cloud

manageri01050018pt Geferlon pegtaatmbui@ntscln@iagass, prdgranie dmpatiordsa potential Iy
di stributed across the world, Each of th netvvor{;s i.S conf ured to provide

content sePUTCYSS: PRff OBFHAVRSE 0%%?1@11{6@&%9@ QR Rgricy f@ﬁ%sso“fﬁlﬂ giers). The

net wor ks npyrtio@alubstRedMA fype) Gh&lcomPutsefViem@omfiriond Ma@hls@be Re@N ses dat a
center. O oud manager 105 is used in deploying, configuri ng and 25

nmanagi ng tw@h}ﬁlétgvhﬁf%el TRdces) laulapwawaﬁéyst?rgs - SBHPPYEREE P dOBcei ve requests

through an i demReiRniondnerRR¥AGIEORANS nRRN, GRlinaR: WeRpRES Wnd trealkB! | cati on
progr anmi n% interface (APl) 150 that can tolerate intermttent network
failurds. istributed computing environments may also be used where tasks are performed by

remote processing devices that are linked through a communications network. In a
distributed computing environment, program modules may be located in both local and
remote memory storage devices.
[0016] FIGURE 1 illustrates a cloud management system for managing networks that
20  are associated with an online service. System 100 illustrates cloud manager 105 that is
connected to and manages different networks potentially distributed across the world.
Each of the networks is configured to provide content services for one or more tenants
(e.g. clients, customers). The networks may be hosted within a cloud service and/or in an
on-premises data center. Cloud manager 105 is used in deploying, configuring and
25  managing the networks. The cloud manager is configured to receive requests through an
idempotent and asynchronous application web service application programming interface
(API) 150 that can tolerate intermittent network failures.
[0017] As illustrated, cloud manager 105 comprises work manager 110, machine
manager 115, application specific manager 120, scripts 130 and a central repository, such
30  as data store(s) 140 (e.g. databases). The functionality that is not included within one of
the illustrated managers may reside in some other location of the cloud manager.
According to one embodiment, application manager 120 is a SharePoint tenant manager

that comprises SharePoint specific logic.



[0017] As illustrated, cloud manager 105 conprises work manager 110,
machi ne manager 115, application specific nmanager 120, scripts 130 and a
central rwpasiosuzrs such 30as data store(s) 140 (e.g. daCcahms@sps4sThe
functionality that is not included within one of the illustrated nmanagers
may reside in sone other |ocation of the cloud manager. According to one
enbodi nent, application manager 120 is a SharePoi nt tenant manager that

conpri ses FAREPHGH nﬁaeg@mocmiﬂagéscthe e;JteQl%ﬁlofmgfskanae%%rsc%a&hﬂgvaﬂages the
execution of tasks and enabl es schedulin retry of |onger running

tasks. Wor Ketiyeidepeer rungng taglest %’Oflﬁmnag@rolrlgdtartmqbabtowd@u@bﬂmglealda apkeps track
of running kbéb@%aeﬁ%‘%ﬂmﬁng%ﬁﬂ@&}%ﬁﬁ‘p%gteiml ﬂﬂéha%'e?agg&idwoﬁk%a{ﬁa panager 110

may aut omati cally cancel task and orm sone further processing
relating t@lab'raetomatl@élk canselotbe mlﬁgldtmrfgm_smﬁ)‘r‘@dhmmcessméelamg then j ob queue

112 aresexgaut &d R, ‘%’roﬁe Gilnt 1O &{%911?'3& eRbcutRy gheﬂ?' pts 130.

For exanple a SCri |ng anguage sucﬁ%as Croso OWEr 0 may be
used to pr mrgmm i Hebyt lasddsng dmgtor anoes SKPIS duB(édF obgxampteka raiptgelngue@e suehch

script may b a RI.O% G n each script _as a new
o ocbss g RAOERE R RS T ekt BRI B SRER PR B 2 D

hel ps to loensger dal(aEadlmnptenaM eanmey néwopro&ac WV]sterecx;aIuneg( ectkérgnapd us ful l

cont i gur ed 0 PRarage Pt SAFETRATCPE on R b TR OBR A © Net vor k 1.

Net wor K02, ﬁ&ﬁrmlkan%)wlr@iﬁﬁ@f fol bach sere bkdraticrpplagRn clklupuiida st ariptss Net wor ks,
Physi cal Machi ne Virtual Machines (VMs5), VM Inmages (VHDs), 15and the
like. The RRTHFlE rranager does not have a strong binding to the specific

services rygmbng MWachifé hahdder ﬂgtly\asﬂﬁguﬂamo Ihaaga thiepBPHcaPmaHifes Vit OUS
conponents in the networks in | es. " For exanple ITB.ChI ne manager

115 coul d BEM™oBGUREL VK] oNQWO&P? Pi%worﬂ(é>d%¢ﬁrfrauyaanaemnemf%é ¥Eoo" with
ver si on 12u§c?er§§1dz&ea&bﬂuepmtclél MacHifbs NESRANE R hinds @M@W@@M@@ﬁ@@ nmanager

105, machi ne manager 115 | ocates a suitable Physical WMachiné that is

| ocat edSon anéthadike: Bheapeshine mangger decstriehayie sEensrinding to tharsecifiverviegge

associ at ed i fy &Mf%n ¥V StwBRks Byt Kdags tPal%lé%kﬁl@'vaP&& bk oﬂeﬁts‘ﬁ?ﬁl@ 'n&%ﬁ&] M th a
VHD of type Foo wth version 12.34.56.78 t Is stored within a data

store, sucheras otigplas.3Foreamylp mathige HWSIdeldweﬂmunsterquah MF kS0hmay al so
be stored in, %gé/earVI{/Ioocf?Péjleagéo” Wi ﬁzfizpﬁafs SR SRR f £ QonQN§ 20r MOre of
t he networks. y

e run to performthe installation of the 25 VHD
on t he physéquadt tcndcltci maagy 6] Ihacamemma@eﬂ f Dlopdterp sargblpBistsicdiey haynee nt
confi gupat i;on, in ke t jguration of the
machi né@ ea IS llo\/%gela OE%GE%&%%M Pl lgureg&%\;nl\g%%n%& P q%lg%fggeep track of a
VMs role @ﬁsypeted)ﬁwtkll‘ﬂ)e Vst @e. dﬂaephmc‘dl\zﬂn(ld%nms somﬁilghnegwnﬂlmrﬁﬂngf typt opped

Fai |l ed), VI‘SIO gg g {;{I i ive wg inmplies
hei - hetwbPR) P 3BT bBa0] Sert BYC Tas ot ey f B ED oL PO ok That
are execut ﬁidage@u@ﬂlﬁlthﬁrflﬂlm&kmmtﬁy diaal stored 1ﬁl'0th%f Q)Uﬁloﬂﬁ,l’sﬁ@ﬁ«fs al6tal &4l
renotely on on? nore of _the n rks e nore of the sc¢ ts 130 may
a1 50 be st GHERTY RIGBHRNC PORAATHAG. FoPSaHEIE: CIEHTt G B HE Wel ot mad on
a net wosk (@igon Mepwpvidal ﬂlacﬁﬂeetwehq ag forNettwvalike sy pdRydcpRysbred locally to

configuration. Machine manager 115 keeps track of the configuration of the machines

each network. For example, machine manager 115 may keep track of a VM’s role (type of

VM), state of the VM (Provisioning, Running, Stopped, Failed), version and whether the

VM exists in a given farm (which implies their network).

30  [0020] Scripts 130 is configured to store scripts that are executed to perform work both
locally for cloud manager 105 and remotely on one or more of the networks. One or more
of the scripts 130 may also be stored in other locations. For example, scripts to be

performed on a network (e.g. Network 1, Network 2, Network 3) may be stored locally to

that network. The scripts may be used for many different purposes. For example, the



that network. The scripts may be used for many different purposes. For
exanple, the scripts may be used to perform configurations of machines in
one or nowe 0f2/askEenet wor ks, changi ng settings on previ @asius2@ontisgur ed
machi nes, add a new VM add a new dat abase, nove data from one nmachine to
anot her, nove tenants, change schemas, and the |ike. According to one
enbodi nent, the scripts are Mcrosoft's PowerShel |0 scripts. Oher 5

pr ogr amm NgcriiPhSNEsad iqRefoMRYoltRuMESH- ofﬁ%hlﬁesaﬂph@@r rRor€ Qmﬁb hadoard/ or
ear | y- bound progranm ng l'anguage nmay be used to inpl enent the

f unct i onal ichdngingsetipgs Wgprevigweeenfigyred maghgiep.|agdd & gen (Ve add Agewgatabase.expr ess
many Of tnedaaks rbhine BlinihOioFoME! Rt MR CERALARL RS, bilEnefkl val ent in a

programm ng | anguage, such CH, ten require nuch nore verbose

i mpl ement aﬁcwrdmg‘lm@lesmrhomnhﬂ@ SaﬂlmbaﬂeéﬂlémbﬁUﬁBOWW@rlp‘hachPO mul tiple
versi ong erl yi qb €

const ant y MLRAGRE AR SOARIREREY bF A7 Fy RLAGEEEMAREUG AR kS, |

all ows a prpmgmnimg ldpguagt aray dd uiserddaimglelbgntdiedu@tlnmmge%crlmﬁg ﬂlh‘atven:ay in
turn start . |caI hi ne i n one of
the at t achdd RLPSH lsefla“gdﬁ% e ef‘pe ﬁ%man Sgth%éasgs i 3?%%3" P8 start a
process on Paoglr:&ﬂming thmhwmlem is u@i‘bgmnn'ﬁﬁg wngua%la aluth z(s$3|-|)voaldd>ftbin eqhirke.

15[ 0021] catio ecific |nfor on tha 0 ager 5is

managi ng | SUBBFRE R by AR o ey EF ahod hbed B e B one

enbodi ment multge eeppbnsmhn&vﬂlyﬁa@eade‘ ba@esi dah e fwgeltdall’imﬂ@hﬁliaeﬁlgtt@cd\rﬂsﬁﬁt@s of t

Shar ePoi nt 20. i s_confi ured t o know about

Shar ePoi nt ?“i*]éFPaqﬁsfgr%Q%WF‘g Cﬁécﬁ] SBBs O gﬁﬁi‘ ‘élffélpfslaﬂil@wsf 59F e8¢ wor k may

be confi gungdi@sy dosteditateds ek way ko @Y stat 4 S8Rt oD nic Bechtede. a
mul ti-tenant network that services nore than one client. The networks may

i nclude a EHWYG MECFBERe SrthpHipshdacay: uQheRisElHTiges Mgy fIRo beyased to

confi gur at is@QR a3k&LssCIAANBINDE ndkhigE, sdapis%et@@shelﬁt@@ﬁs ald tve 11, net wor k. may

conti nue to(grOM/as l ong as the network .g. | oad bal ancer and
net wor K3swilq ilﬂesﬁpak@tlﬁmpe@fléeré@l@wtwm&nat @ngerd ﬁestwgmwy start out
with ten S%&%ﬂhéd@99m$é&ﬁ&mﬁﬁﬁgﬁq26QA&ﬁﬁhB%QQ%QQmB&hﬁB&Qh§%5%%hﬁm The

physi cal machi nes wthin a Retwork e assigned ass or type. For
exanpl e, saopesifigfinforatipnctiptaete Mngpsmsh@@mn@ Hechénerplicaipadnanagerwgd f ront
ends and app.SELKES ®nd0 Aol AL PRAMAGR, Y BReLAT AQARTRENT nes that are
provi si one nore storage than conput’e nachines. According to an
enbodinent[Nﬁﬂbudhdunagﬁkn@@BGG@ﬁqudmesd@h@umbmhwmbﬁnwnmhnmm&bneiMnrk with
mul ti p|28 [t gnt?l vx;[on( that (B ce]; IrnloFe th Cn%%[l gaéﬁ?eta gnc[r%nta 30f ar ms
usual 'y have a sane version o Zcor 0 one
enbodlnentchﬁ@&gsmﬁbmﬁﬁ@hymmmemﬂnmwhmaagﬁﬁﬂ&ycmﬁ@umhomdhmﬂmagegaﬂgsten1100

wi thin the network virtualiz t he. machi nes and nagj ng .i ndependent |y
Bt ng ~ FadrviRirt; Gt HB B it TR S bR R o R g hEOERE o o
farns (e.g(c.gacad¥atanes: kndjetwH&Gaitchedart Bot@REcGEH Tk BRAiple, a nA@lovOnky | S

considered a . .
start out with ten servers and later expand to one hundred or more servers. The physical

25  machines within a network may be assigned a class or type. For example, some of the
machines may be compute machines (used for web front ends and app servers) and other
machines may be storage machines that are provisioned with more storage than compute
machines. According to an embodiment, cloud manager 105 configures the machines
within a network with multiple versions of the image files. According to an embodiment,

30  farms usually have a same version of image files.

[0023] According to one embodiment, the software limits are managed by the cloud
manager system 100 within the network by virtualizing the machines and managing
independently acting “Farms” inside the network. Each network may include one or more

farms (e.g. see Network 1). According to one embodiment, a network is considered a



single cluster of network | oad bal anced nmachi nes that expose one or nore
VIP (Virtual IP) to the outside world and can route that traffic to any of
t he machiwiex0waskie t he network. The machi nes in the neraoris2gensstsas |y are
tightly coupled and have mninumlatencies (i.e. < |Inms ping |atency).

5[ 0024] Farns are the basic groupi ng of machi nes used to coordinate
applications that need tightly bound rel ati onshi ps. For exanple, content

farms may Qﬁgﬁ%ms@y@ﬂlevwériau&d%a@ﬁbeaﬁnamﬁesnﬁétwdg@oﬁ@c;r rRor€ Ok @NfudM@PRAgEMENt
application, 'such as M crosoft SharePointO. Generally, the set of machines

in each of (9 the optailprvopd evd ee rowsn theeraffie i aamaf te mackings wifhis be weiofiunct i ons
together. TyphLalihddin RS ﬁ%ﬁl‘géﬁ%llﬁz DRItdRuY Dfipledt Hal?a[v% fibiBRhGeddthe sanme
buil d of an application ? SharePoi nt)” and are sharing a common

confi gur at |(1m1<dartsmbmsl@temoor)ser ve specific tenant s and site collections.

[ 0025] FEar n t te Vi Cl oud
managerls: Ogﬁ)r%g n%:g@%sa%atﬂﬁp Cn% &g)q&e E g‘é%ﬂOdsot%%llrd% 1%@%%#1&%&}1?5 a target
nunber of mraezdmghésb@indeei@thpnsbbe Pfompxaeladfh C®mcmfar®@myboﬂaﬂ0yedMImde Cont ent

Front End, cdC otfﬁw r1t<s raco nt ma&%gogrgteanth T{l cgeas 1Cro ftFeder at ed
Centr al Admn ederat e or Ver set el HHr? e, con%ent farns are the

basi ¢ Shar Sﬁmemmf@aﬁﬁnetrﬂm, tHaaethIf eschinednmead ocftl&tfarmrprmedme@tsswdéedér at ed
Services far cont ai nfS are i t hat. can r te cross. farns
Such ae: scape I RRErBaRT [2e i rahiens e T mEE SRR st FHSETag | o ge
capaci tig pui sage bﬁliﬂ(EdSﬂ‘hﬁtapISllchﬁ@l (1.&@arePaihtyBndray sEQigaicoménod confizubdiodct i ve
Directory servers and a Provi si oni ng Daenon. C oud manager 105

aut omat i caldPgbaB RGP SB‘?‘P JoFnagE BN SONERONY i rt ual machines in the networks

to hel p injouesti Renishen 8@ftdinBeelbaingis. sett BESiIEuiIBiFRInBO ab1Sud@¥naber 105
automatically and/ or manual |y configured. For exanple, the farmggal S may

change to P@é‘}%ﬁ%ﬁtﬁmb%g‘@éhl? P\a%étP‘ie\A“PWhéﬁli‘dS %&@ﬁ%?&flwb%@%% n@ehor k Farm

there is orgngiWsdicil RFM BGhe M%m&e@ba{enmeﬁ@ﬂasmhémUaﬁtra{MdmA es that
scale out easily as a resource 25 to the whole Network. [0026] The d oud

Managerld Vet ogspifiger ipyise. FteratpCensss dAmin. FerlomdAPmSar es cofipext of a
massi vel y s&ahAPlenGhahi aRARYbER shHRPo APk ARPHITRIL RRbmARLOGHYOr K T equest

m ght fail and/or hang in transit to cloud rmanager "105 are
conf i gur ed requedte Fedpeatpblasrices finmsgphfen SheicBeint sehidces dbcanaipbraiwyosbe made t o

cl oud mana i I I

i degt i cal )ga\%\ﬁfmtS oc%tagls:l arzraérlfga!nﬁéﬁet ogtt%%oﬁegﬂ%[rg%&s%e g&%ﬁ%ﬁag%e Ca%gy

desi gned t puble mtemyt Jifies. t$®anawe9w qegta{nil Qe 0f<§®ws)3n‘@€bryrservmtaud mi ng a

r espongﬁ t %row aemo?qéll%]g% mang 1Ll FhS po%% ic ély lroms! ar}ltd%éggcom é)srlod§ to keep

track current ues re updates records
in a |local vdambﬂnmhmeandhe fletwelckesaslwﬂg/1nsmdeengnhex~ieﬁnwd]mgé‘t Ebesp@rfmgmlmr e
| engt hy acti vi es (such as

A | at e % Cg na

Virtual o S e e e SRR e SR BB vilhmci nes
Wi thin a nehage ko redfdad tormng@es ﬁfatﬂeﬂtb&ﬁﬁl camcltjaﬁeeﬂt Qﬂeesdork FaBn-dndraBase, such as
dat abase 140, g{] [or i ot her, 83 gt k/g}g | ges %3¥ be stored in
one or ror S8R e asirierEv g comips ot B MiLiaten B By SRS ch
t he 25  to the whole Network.

[0026] The Cloud Manager Web Service APIs 150 are designed to work in the context

of a massively scalable global service. The APIs assume that any network request might

fail and/or hang in transit. Calls to cloud manager 105 are configured to be idempotent.

In other words, the same call may be made to cloud manager 105 multiple times (as long

30  as the parameters are identical) without changing the outcome.

[0027] Cloud manager 105 is designed to do very little processing (<10ms, <50ms)

before returning a response to any given request. Cloud manager 105 maintains records to

keep track of current requests. For example, cloud manager 105 updates records in a local

database and if necessary schedules a “job” to perform more lengthy activity later.



5image wi Il be deployed. According to one enbodi nent, each |Inmage includes a
virtual machine (VM role type that specifies the type of VMit can depl oy,
t he nunbewoabiysemessors that it should use, the anount poff/URAMIOBESIS it Wil |
be assigned, a network ID used to find a nearby install point (so they
don't get copied repeatedly over the cross data-center links) and a share
path that the depl oynent code can use to access the VHD. 10[0029]

Ceneral I'y, [gmghi @&idinfhn dgeek&%gwﬂ@ﬂ%géagsuem@g%alhylspmgés)w&%u%mleloo are
not upgraded in the traditional manner downl oadi ng data and

|ncorporatﬁ%@ﬂ@ﬁﬁméé@amphvéewﬁ@c@kﬁﬁwﬂh@aB%ﬁ@ﬂhﬂ@eéﬁ%ﬁﬁﬁkﬁﬁ@ﬁmWébelnstead
machi nes ar%rédﬁﬁléhﬁgbalgé/ s?&pisﬂﬁﬂaﬂﬁe @4()/ 'EPi/W ih @o;ﬁ?otﬂ&q%aﬁgn VHIR infa8%s npl e,

when a new versi on of tware s neéed arm a new farmis depl oyed
t hat has tlbestn@d/welresqrmrq: ﬁ@teéldla@dtorw@% ateH@cah@vthef eatyoikes) 0B déishdheed, t he

t enant ssar ?m%\(ﬁﬁ br: ﬁ%}eﬂeAgécgdng df%nte%ﬁfb ezfcﬁ'i&%e 19(*1&&'5 VA downt i e

duetoanup elrs mnmz he 1nt arm has a sane
versi on t hatachiay €/ ¥eenhe We@ﬂl@@pedm@nheitym 0ﬂ‘€MI1t smclhplog timeeddet of be upgraded,

the VM on tp?oecesrsroars nef sﬁmu){d us¢ g ar%guen of! Qgg{%gtég\jvﬁ WI §1gnehhalene ‘%ryfﬁt 'S

configured run 4857 Ped e aPOTE e e upgrades to existing
sof t war e amsdnotind ﬁ)heairm mstsld)prﬁnqeas they gdonii geln casputdhema&tilomvk]sthd orosdatd-ze t he

traditional rocedur n.i n-place rad For l e, Active

b ooet ory cotRkE R P Srrend Al st Gt B Rt ot h M Pert oo tvar e
on the 1ser y@ow Gandihlly; aaphigdseh yhe me@lodiai bethg ainb FERIGS cOid seenib@hiragot The

cl oud manager y al so be uypgraded in place .in sane instances. .25[ 0031]
FIGURE 2 s 8%5% lEﬁBd‘iﬁ‘dWBPFi@%Pn‘?r éEIdBHP]ﬁ@f?%?Féag@}ds‘n%?ﬁQPrﬁ%glﬁ %faela °dat abases.
As il ustr acadistifd QifehafBRAEE madlitl. ARARNK] S8 it UFBAADISS regldélng MyHD dat abase
215, nmachi ne manager 220, machi ne dat abase 225, tenant manager 230, tenant

dat abase 235th aggpdatsdsV ARy Kpne@mpleswhsie Repveaston ofsaftwpe és neaded hyggann.

Ceneral |y, aqll@\tvaaﬁﬁeaeﬁ;@%tmmtﬁ'e @e“civ&y@h RBRYE TR By Riefih ] 9. system
100) 30are sized to enable high performance. For exanple, a database (such

as wor K3datapiaxed. thy Snagisen mescdifem thesdd Saym to thepavitaraatia PisweaR35 and secret s
dat abase 2? ’ htgﬁ%/ ?h%% aﬁ’ﬁﬁg‘?&f@ @mif Seed hrﬁ?&cl?hé&nﬁé Hite th8n Bas :39mSB, 50 GB,

100 GB, and t| . According to an enbodi nent, a database Is sized such
that it isvsnmnlthaéh@@@herttgswd tthmrmlyna@hmanq@ﬁg/@lt@alpgn&é%th@é/Mvhl S

assi sts in g gfea fb%QeIQt%HEﬁ’J IHE% Wlmﬁ P Rall c&l?%u%tté‘%% Yol SO e

sel ect ed based on pe ormance w an app ication gram such as
interactiongvistth a SQL server. The databases used in the farns may al so be

i R T L T N L
nove oper atnptmm_ﬂgs dompyzalperrahumsupdaegir@emre)pmrlampdmsuﬁgacé @ﬁrmaralblb,y
e oo, RSB g s Rk s 20
server without completely replacing an image on the machine. The cloud manager may
also be upgraded in place in some instances.
25 [0031] FIGURE 2 shows a cloud manager including managers and associated databases.
As illustrated, cloud manager 200 comprises work manager 210, work database 215,
machine manager 220, machine database 225, tenant manager 230, tenant database 235,
secrets database 245 and web service APIs 240.
[0032] Generally, databases used within a cloud management system (e.g. system 100)
30  are sized to enable high performance. For example, a database (such as work database
215, machine database 225, tenant database 235 and secrets database 245) may not exceed
a predefined size limit (e.g. 30 GB, 50 GB, 100 GB, and the like). According to an
embodiment, a database is sized such that it is small enough to fit in-memory of a physical

machine. This assists in high read I/O performance. The size of the database may also be



wor k dat abase 215 for the work manager. The machi ne dat abase 225 for the
machi ne manager 220. The tenant database 235 for the tenant nanager 230 and
a secret swoarelssne245 for storing sensitive informti oRCTUSR0IAHIHSYSt em
account and password information, 1l0Ocredentials, certificates, and the

| i ke. The databases nmay be on the sanme server and or split across servers.
According to an enbodi ment, each database is mirrored for high availability

and is a SQucHdal RasG: pehgﬁ%ke @t??h'ﬁaﬂﬁﬂﬁﬁﬁr r%@ﬁn'sﬁc%@ﬁtbﬁé’tﬁcﬁgwﬁtﬁ al Nteract
with the dat abases using a reduced set of SQC features in order to assist

in provi di *QLepricT aBieldatahases used i the Buigs man algebe 90U ta Seablcigh upgr ades of the
dat abases. Eﬁémﬁ%ﬁ&”@‘oﬁexam{ee{h% nla%é ﬁlgéd t%tffP{neﬁerﬂ&gz%@% %?[trﬁa{cﬁin@taﬁ(ﬁgmt ed to

be avoi ded. Foreilgn s can nmake” schema changes difficult and cause
unant i ci patiged fugh that @ac wnetictations mose @peé@wpﬁr,@@@d@nee@om sraenceations t he

appl i cati o, n&glt&%ﬁ) mhﬁﬁ kdmL%H gations with the SQ

servers are nlze oundtr|ps can be expensive
conpar ed t 40038k Mmmagméomdldelcd thie n@u@p@n@blmlnﬁ(ﬁou@e&mee Thet is

usual Iy much ef t if all of Gu eryer nteractlons
to a singl e &ngéeogéejlgffoeﬁgwworkn&ana%er T}le ma‘f éner%ﬁatr? %5 ﬂf afé‘ “Constraints

are rarelynaaegtr 020 Hite tédast dmbﬁe@?)éﬁor(t]ﬁﬂﬁnanﬂﬁfmagﬁrﬁp an(Ee Rerad cﬂeya,base

constrai nt re usef ul it hel rovi de si dates.with the right
g of or 285 S s ol PP rasal e & P Red s R RaTRO A vy

qual i filed deaeaitialsneseficatcan tHeaikbETh\@@atﬁage@lﬂ‘Ea&IbabﬂlheBbmé:&dV@@nd besplinane” to
assi st in preventing nant from acci de In cl ai mthe sane
FQDN as i s 2dP¥efdy™a ﬁcﬁ%glflééo %“oe"i’oéif’?@éﬁéfﬂ’td%{a%% 1¥“r 08%5151% highytion is used

when add|ngymmgﬂﬁﬁﬁmlgmgnggmﬁ%plcalIy i nprove read performance at the cost
of extra 1/0s for wite operations. Since the data within the databases is

30pri mari | YRAM i eanpger 20Q1 cppffquraddp rieract At the databatea psiget jrdpced; |

Accordi ng &g ®8Q @Mﬁbm%&dm kbiGEs pRRMiRSvaRdady Qﬁtﬁ@cl%ﬁ@m@lﬁh%&ﬁ’zdéat terns
have stabilized and aiger ormance i nprovenent may be determ ned by proposed

i ndi ced5 Aélemgjmgad%o he databes mBeftexample sfgefigigeyher staierbiwoggdpnes pist enti al | y
take a 'Ongtt%mﬁfgde@%gﬁi %{Ht MERGHY ke%&a{n%alé”ef%é’he% cﬁ&lﬁ;‘é&f fie@eSHeBkbat the

table isn't loc he 1hdex I1s initial bui [ 0038] According to
an enbodi nemnticippigd &des qoodltiartsa@m%pwwmeﬁphmn@ﬂe@ﬁmemmmn imdhe be

per f or med %b%gggh“%au5|ng downtinme to the cloud manager system In other
wor ds, even during an upgrade of the cloud manager, the cl oud manager

conti nues ﬂﬂbébs§bmgmm®mwnwadmﬁbqﬁébs@vm$sﬁgmﬂMﬁmUhangannaﬂean t he schema

are to Be ??1{:8{%% an eSexV\ér}ste%OL'gp%r ttot ecofstsocf em%de @/n?gog‘an%ﬁh rm upgrade is

run begore servers use aded. WWen the
web ser ver sxade, upgnadbyl rrﬂubiemote&lﬁﬁcsetna iftalltod the current SQL server interactions to a

single database are wrapped in a single round-trip.
[0036] Constraints are rarely used within the databases (215, 225, 235). Generally,
constraints are useful when it helps provide simple updates with the right kind of error

25  handing without extra queries. For example, the fully qualified domain name (FQDN)
table has a constraint placed on the “name” to assist in preventing a tenant from
accidentally trying to claim the same FQDN as is already allocated to a different tenant.
[0037] Caution is used when adding indices. Indices typically improve read performance
at the cost of extra I/Os for write operations. Since the data within the databases is

30  primarily RAM resident, even full table scans are relatively fast. According to an
embodiment, indices may be added once the query patterns have stabilized and a
performance improvement may be determined by proposed indices. According to an
embodiment, if adding the index will potentially take a long time the "ONLINE=ON"
option may be specified such that the table isn’t locked while the index is initially built.



use the new features enabled in the database. Database upgrades are limted
such that operations involved in the upgrade are quick and efficient. For
exanpl e, wakbhewsmay be added and new nul | abl e col ums ne¢ThS2@dM8515 O

exi sting colums. New colums may 10be added at the end of a table.
Generally, time consum ng operations to the databases are avoi ded. For
exanpl e, adding a default value to a newy added colum at creation tine
may be a vejoasf i méc&@iﬂg wunrwn&eﬁﬁeaz uPFradReNddidIRER Withifihb BlbGEmaaRuNt  Of

data. Adding a nullabl @ col um, howeveér, is a very quick operation. As

di scussed aBuPbe perieraichy ithewycrustizclosntme tolhe shypdimabiger wagm dhobpoul d be
taken when gl agn 3uARUGHISHE B AL clbBu AShAer BRARI reiblcPoliiihs NE schem
upgrade won't break wth e existing data. For exanpl'e, when a constraint

i s added i prosaypingecosird raquestss taitsech, Reangessnatistto thedicad azid bavonprible cost |y
val i dat kon of, t%@& b&gscﬁe%{s THIS R LR Lﬂ}!gra% [ty beﬁeﬂh QJ s%f]\' edinused
colums are re d after a new erS|on I’s e|n use cl oud manager
i's not accés:tﬁerchUtdhw@gdramltegradﬂrd:lVﬁ@hﬁhmseb sz%ﬁ@%]pg@n@ﬁlajf Fan stat toi ngl e r ow
in each of th dat Ses | i nd CaL&.a,ka d S|red state.
For exanpl & Tﬁﬁ %ﬁg nt eaati a ase 0%%‘]:"ﬁsienc éaseu s?er% g eglr?ng%sy%hrt%each t enant .
A gi ven t eppsrbticmynviotved indee apgﬁﬁtqmrer@ﬁbldéadsfﬂmmnr eﬁmmhmpTdmtablafsemrtrd is used
to help ens that t nt | a farm runpi ng .t he required

ver ot on. - Fafaeg luhBie bl D RRtns iy B BET 1§ Sl bt e S B h

requi rad veesaddn af @e cidestanible oGtdrdle, thed cdndumihgd oferitican eb tASadybavedragd on

i ncl udi ng 14. uld match. and ot her versions (e.g. 14.2, xxxx) would
not match. a*f‘Hiedt r‘?é?fiamrpi:% 6‘1‘“’3@ %%%%V@Flaa%a BE*H Pdﬁfe@éﬁ@g‘é‘&éﬁre%@néﬁ‘% ori zed
nunber of mag»rbg a veiyQin@Scoh Qinfing Sper 0B hhkthate idlaladgbHa@as ofRieta. Ne@hg slat a

usage, etc.), tine restrlctlons and the |ike. Sone organlzatlon m ght have

mul tiple téﬁlé%bﬂeswﬂ% hpweyen dehyery AYiFle PRI e A ARFIPEAOW: AHHRLIFY ons or

capabi | i ti @RticefGQANN Y bhiLa@bnRNBAd bERREN wﬁ&%aﬁlg aAER YR BdioHefp from
30each other without explicit invitation of the users (via extranet or

ot her fléat gy surq haghq scherapyrgrdtly oy torak arntdel srsing deackoricatiaple. | s | ocked
into a spegith & cHRIMRSKaddbgn %ﬂ&ysoe%ﬁ? ‘é%{%%e thaﬁ%ﬁdt %ﬁ’éék&fanﬂ a§f§ﬁ4 4 @b

dat abases. A tenant iIs elther snal han wou one dat abase)
i n whi ch casledajion ofseXiStin@mtan@p@n@lahm@ba@@ta@%aané@lnwd polpmpsedre t enant s.

This inpli ?&n&J% ft&lalnegv%rsgoﬁqgig& V%és@@gﬁd]tﬂe Ellaﬁl& mgf?a%glqﬁggteagg{s‘%né RolPar ade at

the sane tine. @\%en a tenant grows larger It ts own
dedi cat ed d¢dlcabadeflshnsand now m ght have nore than one, but is not sharing

dat abasgs w o] [+t enal i ntai fin r. nor e
dedi cat§ gd @a({sg]oa?gger?ﬁﬁgl’f)gm%% T (I\a/g]uca}:%OHQ %ﬁt a(%‘%IO Seg? il %tee% tagﬁg?&?%rre needed
to be upgraem‘lcédsﬁateull?bammpkl the tama@ dstabg;bémmgmdehea.m@ﬂ@#dipr Siclrtdnant] y, t he

wor k dat abase 2 cl udes .a si ngl ow for h job.. The hi ne dat abase

Do e+l G SaD et B g Rl Mot e 360 rbdpe 0 OB e R

For exanpl ehat theediamds ﬁﬁfbﬂgﬁrafdl&iﬂlbmﬁgﬂl%&&luniﬁ&’vérﬁl@h e exump@d, Sir@hast Ir i Ng.
Farm. and VM wi.t hin

pecordl ng £ 0 a0 SIRRIL T snERCh ATy LI and VMM LT 9 netuork s or
managensi nehyd@sominshubik 841 8@@ild¥@atch and any other versions (e.g. 14.2.xxxx) would not

match. The tenant records may include other items such as authorized number of users,

quotas (e.g. allowed total data usage, per user data usage, etc.), time restrictions, and the

like. Some organization might have multiple tenants that represent different geographies,

organizations or capabilities. According to an embodiment, tenants are walled off from

30  each other without explicit invitation of the users (via extranet or other features).

[0040] According to one embodiment, each tenant is locked into a specific network.

Tenants are kept localized to a small set of databases. A tenant is either small (smaller than

would fill one database) in which case it is in exactly one database, shared with other

tenants. This implies that all the tenants sharing that database need to upgrade at the same



systemthat nmay be configured to record a log entry for each web service
call. A logging systemmy be inplenented that includes as few many
features wo2e#isemd. Cenerally, the |ogging systemis u®eu/useri1messiiri ng
usage and performance profiling. [0043] According to an enbodi nent, the Wb
Service APIs 240 are built using SOAP 15 with ASP.net. The various Wb

Met hods in the APIs follow two main patterns- Gets and Updates. Cenerally,
the updat e (iRt WadSa ke g?oxm&@eﬁ{ Rl bdhEvA@o 1tD6wh BRIKatANEbRbUS shdt he sane
structure as the output. The output structure returns the current state of
the under | yPvigughjhaes mpis thaeneidunl ageshares &rbpesh Mth@iler €pasy from t he i nput
obj ect i f Yk 0L R B o5 hRSEalcRl By ERIAAAR M SORBOPRIFUPS OF
else with additional properties filled in 20(for exanple recor or

ot her val ue§dataliagqsithat exd ngdet! hebaupsirdedsimaliancpuslyTing sinstratngradet hods are used
for initial e I I},c0t her words,
cal l er s%t o[(% li)j @er ia/tlil%:g’%,&%}sdéawg%&lgglﬁﬁgg%ﬂggggowugg?%ﬁ%b clglnfl guration

t hey want amdhmhéqtahimﬂb Hme'eidcltl@ aklem:fom%altkh}mfcak/meﬂlherVW&rmb@dche al r eady

eXi sts or t FOII'réXad etnlla% 1ne ma age gaqgoase dllaléle(%. a\;e? lolnds%' ot ent I n that
t he sane up Gt G TP ean S AT S5itdentical %effect to

making it (mbgrdmgccean eﬁm:hndrmhnn@acthHD Mderthwu}mna npdaitkehagret hod may

i nclude a Last.U &at ed ro erty When the Last Updated property is present,
the cloud ABAEHE V‘?ﬁ‘ﬁn cts the Update if the value of LastUpdate does
not natioh qG(EzpnacwdthMérm caibodi@dnd, metchﬁde&ahag@aﬁﬁludmplpd@ggﬁlgrret hods

i nclude properties that are set on th flrs tion of t met hod and
are not set&) 70 Brhaey beRPaEgHPOIRd ey ?F?@ Hac 3’6%(? Céll'o‘gioggﬁ]ﬁager 200
i's confi guk@genh MaRBOinkhiéhdtddSRat dchiias itsﬁ@ﬁkﬁany&aﬂﬁ@ a@@kélﬁac Kendi@y, e
unreliable, clients interacting with cloud manager 200 may check obj ect

st at us usi IRPSHISREHCTE drUppd T MORSUiAS He gk 8 REERTMANGe BIREERS a st atus of an

updat e. gﬂm] NG ctRdial (A IRRn, 1R Wah Jserw@e @@mtmdaﬁeeoumsm%ds cApises cloud
manager to set the state of the underl é gl ject to "Provisioning" and

when t Hé updaare nef. eTheotppet Wab Methody itlee ARIs delfov WO"%@ pateerns- Go9as] FlI GURE
3 shows an éﬁf&%&?' @efnlérallgtlhé G ISR %‘iie Wd&t@ kt@u&uré Qé'\fheinpﬂt Qlﬁtré}{?ﬁscﬁe As

illustrate record 300 conprises job i1dentifier 2, type 304, data 306,
owner 308, sanefrus@igas thagttput.uheduput %wpiureeremmmhmnr,enwm ofithgre 316, state

318 and st o ted to be
per formed, %ﬁéelyg'légo Lﬁgﬁlge]gdggg%%ﬂ%%m ((rﬁgfglg ﬁ%ﬁ?ﬁéﬁg}%g&%\%ﬁggﬁé wor k
dat abase 2bbother Habi@IREOZY) chatlﬁ(dwl]ne D@bentld@cmeilsmwmh ag@ifionad propertict Ollslpeci fy a

oL 02 ShIeT Ll 16, FSUPRLGE gy OG0 R, 00 ARSRAIL 22 1
to be execuiedbds Eean@MaJmpitm obm:eaeatim ak azekl a$ subsauentnpdhes. harthgptwondnmed
callers to the web service APIs 240 can simply request the configuration they want and
they don’t need to keep track of whether the object already exists or not. In addition this
means that updates are idempotent in that the same update call can be made twice with the
25  identical effect to making it only once. According to an embodiment, an update method
may include a LastUpdated property. When the LastUpdated property is present, the
cloud manager 200 rejects the Update if the value of LastUpdate does not match the one
currently stored in the database. Some Update methods include properties that are set on
the first invocation of the method and are not set on other invocations of the method.
30 [0044] Cloud manager 200 is configured to avoid the use of callbacks. Since callbacks
may be unreliable, clients interacting with cloud manager 200 may check object status

using a web service API when they want to check a status of an update. According to an

embodiment, a call to an update method causes cloud manager 200 to set the state of the



"Depl oyVM ps1"” then the data 306 may include the identifier (e.g. "-VMD
123"). This allows new task types to be added to the system w t hout

requi ri ngvarnyi12saaiges to conpil ed or other binary partsPofi/ush@19y4tEm

[ 0049] Data 306 is used to store data that is associated with the task. For
exanpl e, the 15data may be set to the tenant, machine, network, VM etc. on
which the task is to be perforned. The data 306 nay al so store one or nore

val ues to WhiGRif obRUS “mv@m@lﬁltgamhén&h@@ﬂdatem% c%ﬁﬁf’eﬁ%hers%is Qg ¢4 he task
may | ook to the job record to see what val ue the desired nunber of machines

is set to. AH@&escript uses the value in the database to performthe

operat i on. | GAEPORRIASHOAOR RBRARA (65 1R RLRFEAMAITRE RISt 4 flbales sRxeCUL i NG

t he process For exa e, when a cl oud manager machi ne starts execution of
a job, theillat#phecog @omprizes gakridenti§og3(3otype o, dita Ol oweeri0d. st h an 1 D

of the C ] a step of the
current g?clrg??}?w{}g%% exﬁ%p?{?mg%ﬁ4éﬂé}§\r{#gﬁqr6f§&t%?l\c/&: g%{g&ggsi i nto any nunber
of steps. M4ﬁhern®dbs§0r®@crhph@ttb® isaregiested of betfedfoissic the plond steeggeB810 i s
updated. A cess ok at st 0 g,ne what step to
execute in Feﬁt%sarecorﬁﬁxg%%b “L' v(ogdw?lridgabas?gléléﬂggg%&té previ ously

conpl et ed $a04ff. Jcﬁtﬁﬂ&ﬁijﬁei_m;ztw naed td3§p2c1|@rovn1¢mdaltiﬁbrnfer thhecqmestédpbskwas | ast

started. E rte | ast ntlrm|sudted
Tb05s Expnidst | TSR petless @R aE i D B8 IR sy B8 ol o e
t er m navednad®obe @;fr@t RGeteRecarede MoogkanprR] whénhtRe @XIPis k@rulitiesctift med

pr edet er m ned flv mnu

" a nt .o ten after the
process is @F%{P)f DS elég?gg?té%(?g f)gle %’&Hflgée Syngwléq@%&ﬁ% process
t hrough t hnyvednesehail §fesAPbe addb @RS Mwﬁudﬁerea&ﬁng snyachhihd¥etd hat i ndi cates
when a task should next be executed. For exanple, a process may be stopped

after conplenpidd wpthsr bipay PaiPilee YHEMr ucted to wait until the specified
next time Ji@of 0 DaRSOFR @&@&%@&é B8a that is afs000d with #cQasR1 8ol &th%t @8 a

current state and Status 320 indicates a status of a job

15  data may be set to the tenant, machine, network, VM, etc. on which the tas 1s t0 be
performed. The data 306 may also store one or more values to which a value in a database
is set. The process running the task may look to the job record to see what value the
desired number of machines is set to. The script uses the value in the database to perform
the operation.

20 [0050] Owner 308 specifies a process/machine that is executing the process. For
example, when a cloud manager machine starts execution of a job, the machine updates
the owner 308 portion of the record with an ID of the machine.

[0051] Step 310 provides an indication of a step of the current script. For example, the
script may divide a task into any number of steps. As the process completes a step of the

25  script, step 310 is updated. A process may also look at step 310 to determine what step to
execute in the script and to avoid having to re-execute previously completed steps.

[0052] Lastrun 312 provides a time the script was last started. Each time a script is
started, the last run time is updated.
[0053] Expire time 314 is a time that indicates when the process should be terminated.

30  According to an embodiment, the expire time is a predetermined amount of time (e.g. five
minutes, ten minutes...) after the process is started. The expire time may be updated by a

requesting process through the web service AP

10



5Creat ed, Suspended, Resuned, Executing, Deleted). [0056] Duplicate rows in
t he dat abase can be renoved before they are perforned if they have the sane
task typewendidasacval ues. For exanple, nultiple requesPsTsyoihds4satie t o
performthe sane task that are stored in nultiple rows of the database.

[ 0057] A job can have one or nore |ocks 355 associated with it. If |ocks
are not 10avail able then a job will not be scheduled to run until the | ocks

are avail al(q) medtgﬁé@@myu% 2@ hicadt G @tamulqlnta{t%@aécu%ysor For
exanpl e, the Ioc s may be based on a mutex, a semaphore, and the |iKke.

General | y, Cxampale.@prqseisvamn b scpaed #icopemrlpting cbssieperdibisipgicdénvey by nor e

than one tQquga&@gﬁgi§§gﬁﬁpgh§mrgﬁhkpg&§%ﬁlnunber of sinmultaneous uses of
a shared resource up to a maxi num nunber. Accordlng to an enbodi nent, a

| ock 15is #005Rkr §tatee3r18smd1¢amg atchient sepsraad Status 330 inslaies e statuFhéa jobsor ce may
be any gypg; m{ﬁ&ﬁg&@gb (féQ&BL%;[%ﬂ%ﬂ ock may be a farm a nmachine, a
nera

t enant, | ocks are used to defer execution of
one or norﬂNEéBkghmﬁﬁmhnw@bnha¢ndpauwh¢eonmn@dbﬂbﬁﬂhﬁnnksﬂKMQﬁiﬁﬂwmeeds

before r umﬁI n&he Talm%t%asrrqipe andg Values %r %xaalgf ééi t}RErere dul“é:rstls g%.y Ib% ?nagg For ation.

When there is a I's not sc nore than one
201 ock regpesirs tat kanieae&ksthartamﬂtcrra:dmanulﬁpwenwsl%cﬁltheemahnbe a jOb already in

possessi on |.ack not uest ition C ch a schene
Poer et Pmiflhaf ek st & TS R e e e R AR S T bk R oo o 1 ock
dependéanci aSalameml@sltamlil 1t Be jchbduled t0GDBYntiFthAlREs 4reabalaBlcamMhekakpl e system
400 for a net ncludlnﬁkéf nt-end and bac 4@3%@ ervers for an online

1

service. THEY & jedredys g PhEPides” Erm8 BREC2EHION het wor k

406, | oad bakansedmApOSe, MEESIReY ekterdihQa nfhlek, prdbats 3ot e Keighekcsgev er s
416-419. Greater or fewer clients, WFEs, back-end servers, Ioad bal ancers

and net wor KeEERNtybY A thapgpg thregfand §semaghere gstrichia Tumbet 9fsHRYIRRSPUSr ovi ded

by the compQRenh Shardl r836akEWH 40P mAB¥nuREnPRet. OAéB%mnb%to% beboRRBRONREE S. For
exanpl e, some | oad bal ancing may be performed in the WEs. 30[ 0059] In

exanpl &5 entioihtEsicsstrieg ihaiferresnD adprguigod Thy s QUEepRAYI Hég I BUF OBESOWEeh as
desktop CO@‘BP&&E@M {h8 AR g%@atﬁrﬁ{ 8 mabBhdaR@lanC HPHL BES .GREREPNA! data

assi stants, or | Tular tefephone’devices. Cieénts 402 and 404 can incl ude
i nput / out pllFtCk%i@I‘@ |u6:félst0 deferexgeutioh opprscs sairqigslsniBach(jocPay ppecHy dag e marer age

device, ang,g, ﬁﬁ@ YRLs Bieqweg%niidr%" é% }é&ﬁ ggaggglg#;é/a@&ﬁlaj[ SRR Gurh PG ter ms client

and client conputer are us
operation. When there is a lock, the job is not scheduled. A job needing more than one

20 lock requests all locks required at once. For example, a job already in possession of a lock
may not request additional locks. Such a scheme assists in preventing possible deadlock
situations caused by circular lock dependencies amongst multiple jobs.

[0058] FIGURE 4 shows an example system 400 for a network including front-end and
back-end servers for an online service. The example system 400 includes clients 402 and

25 404, network 4006, load balancer 408, WFE servers 410, 412, 414 and back-end servers
416-419. Greater or fewer clients, WFEs, back-end servers, load balancers and networks
can be used. Additionally, some of the functionality provided by the components in
system 400 may be performed by other components. For example, some load balancing
may be performed in the WFEs.

30 [0059] Inexample embodiments, clients 402 and 404 are computing devices, such as
desktop computers, laptop computers, terminal computers, personal data assistants, or
cellular telephone devices. Clients 402 and 404 can include input/output devices, a central
processing unit (“CPU”), a data storage device, and a network device. In the present

application, the terms client and client computer are used interchangeably.
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[ 0060] WFEs 410, 412 and 414 are accessible to clients 402 and 404 via | oad
bal ancer 408 through network 406. As discussed, the servers may be

confi gur enoi2n12isars. Back-end server 416 is accessi bl e POTWSES 1434515412 and
414. Load bal ancer 408 is a dedi cated netwrk device and/or one or nore
server conputers. Load bal ancer 408, 420, WFEs 410, 5412 and 414 and
back-end server 416 can include input/output devices, a central processing

unit (" CPUjjogop St 4% angﬁd GENIE BoceRbk B NEHVRIKand QW OB loddba XA €
enbodlnents netmork is the Internet and clients 402 and 404 can access

WEEs 410, AQ&thamhAWOéﬁ%%r dsolifcused, tisrraeesanpyths cowbsirglip farmyoBagkd 414
remotely. [QPG&Herkiv QQC&WF{OQ%/eﬁp@fb TN ind 4 STEM tf’a@aﬁlcér%om a%hic%?
10co 0 i ne

br owser - based docunent rati on system An exanple an on ,
br owser - bagetsvotkodayive rnd/ eiodnie b troegt seoir eyprrtugan. i Ipafbelreesoas, %N\é&%l%ﬁn from

M cr OSOEt e%gi RRY zﬁ%ﬂ&‘ﬁ%&aﬁ%&%‘r% g@ﬁ'ﬁ'&lﬂ@é 19@1‘[/0#1 u?é(é%ﬁc%@a%@@ él_one or more of

t he back- servers are server exanpl e Server from
M crosoft @UmgmmamhbﬁTERVRedhmmuH%ﬁabhm@gn@mndﬁ©ﬂﬁzymeEsm¢m@e 412 and 414

provi de an I B? %a{llegvorl\cl\g(?&ﬁgglg‘%}%%t 214 che S 465 and p&ic%nSal%gesls(Vﬁ%d 4§8r vers

416-419. THé ancers reqgues rom el ent's /402 and
404 to VFEQIAmﬁhHAbﬁdamdn&ﬁ&omnﬂwﬂnnWTEEEﬂ)mbzhabk4eﬂdﬁ@grvers 416-419. The

| oad bal an 408 uses f such E utiliz tlon nunber of

cooneor ondlsy" o gtRS AR G RPa R P RutG: honid OB AR Ve

server 1Decebl‘1/etb5raﬁomys&ﬁi Aregxd@ple.of oh Glind] brywsdribesel dachniat amebsratda0 uses

factors such as. ggc serve ut| zati.o 20. t&ﬁ ﬁgberwpf connecti ons
i Re

to a serverYSEyis Fﬁ? %Eﬁpﬁp IBOgE L SmaTtion 2R Yer ver

recei ves arg 8atas400, bR 3ordr t@(@d&ﬁjeﬁd Qfrveds £16-A0tard KOUESTerilEy REmpIe access
a docunent stored on one of the back-end servers, to edit a document stored

on a back- SR Ssayey dpmMicgpsofs gmemipn gt Redmagd oW ashingide ument  on back- end

server. Wiggpehpasviralsancan APB14 S66HY &SinRriald Bl cch @HMRSI020ME uoLindnet wor K
406, | oad balancer 408 det erm nes whi ch one of WFE server 410, 412 and 414

recei vas t hackcandgprvers dherdst . Thsilpad batangers $Q5a iR hdirestrsauests Somadicals Ahes whi ch
one of the, @@dén%@@m%bem aﬁéﬁxﬂé& FRE RIS tRbdck! H@%&W@MGMEE Servers.

The back-end servers nay be configured to store data f one or nore
tenants (i lead b@kasqeoﬂ@?rl)ses fa0oB4)clRes EFE |uh@zaﬁowth@umb@m05neca®nsn© hustrative

conput er argGhi % Cb/lélra JVEE p %fogf?lgf%\%ttg HeterttineA PR WEE FREr deBeildlG K@l ous

enbodi nents w e conputer architecture shown 1n FI GURE 5
may be conﬁwguﬁelmabﬂ&tb@kw@bﬁmmeﬁﬁwkbﬁﬁmnmsmnbmbbm¢ampu@3ﬂwmhdnmnpludes a

cont b SRR ks By PSRl R0 oo
12 that coupd esva hkecivervreyudso t he central processi ng unit ("CPU') 5.
[0063] An example of a client request may be to access a document stored on one of the
back-end servers, to edit a document stored on a back-end server (e.g. 416-419) or to store
a document on back-end server. When load balancer 408 receives a client request over
25  network 406, load balancer 408 determines which one of WFE server 410, 412 and 414
receives the client request. Similarly, load balancer 420 determines which one of the
back-end servers 416-419 receive a request from the WFE servers. The back-end servers
may be configured to store data for one or more tenants (i.e. customer).
[0064] Referring now to FIGURE 5, an illustrative computer architecture for a computer
30 500 utilized in the various embodiments will be described. The computer architecture
shown in FIGURE 5 may be configured as a server, a desktop or mobile computer and
includes a central processing unit 5 ("CPU"), a system memory 7, including a random
access memory 9 ("RAM") and a read-only memory ("ROM") 11, and a system bus 12
that couples the memory to the central processing unit (“CPU”) 5.
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[ 0065] A basic input/output system containing the basic routines that help
to transfer information between elenents within the conputer, such as
during stwptopr/osiaéstored in the ROM 11. The conputer 500Tfuseathmsssihcl udes
a mass storage device 14 for storing an operating system 16, application
prograns 10, data store 24, files, and a cloud program 26 5relating to
execution of and interaction with the cloud system 100. [0066] The nass

storage derq 14\ taSic GRADEGHA Dy dtGn E&ﬁal %Jth‘é bhd1E RKEResBhTBSS 1S hasRge
controller (not shown) connected to us 12. The nmass storage device 14

and its asgﬁeﬁnﬁlé@b@wyﬁ%mlmﬂm&ﬁmﬂ@ Cﬁ@avtar, pch W deringoiriypl igstpied isther age f or
the conput @on99. TRl édﬁ%&?séé‘ﬁnﬁ&%ﬁ&h&%h%ssosftorggk”a%k}fcgﬁzt cﬁ%ﬁ%@n medi a

contained herein refers to a nass 10 storage device, such as a hard di sk or
CD- ROM dr i wesratingeystomy 0 appligagianl pioemyd i detacdere Bé fd%yarakﬁealmetlmr%rmdﬁa t hat

can be §Cc?é§tﬁ1 S’XXJcﬁ‘t‘?on gqg(?"ﬁl?erracéglgwn{l%%QQud%/ stifiYo@! exanple, and not

limtation, ter-rea la nmay conprise conputer storage media and
conmuni cat |[Qﬂ66hed hamaGompagealkvist bt mgenm:etdq'i & tha€PUdebrougi ampdsetoarnd

non-vol ati |l e r Pj msdal nent.ed any 15
met hod or tcoelé:t olle”@ %f)‘grrl)cs?fl%‘?cgegéoo or rpftmaos?\mr %gewceclgr%%? r-readabl e

i nstructi oasypcid@d aorﬁpuwcr'eadlabls ,rnepraqgmaam nonawlags sorraget fhiethe dnah;alterGOOrput er

storage ne but n ted, t

B ogr aman LRGSR mORHE SRy SR ErTOR] b ELTAR EMS ogr anmabl e
Reaﬂ Ollby Merage Meicd-RRR@M hardfdlsa$hC|DERl®Mydrﬁfé thé bteﬁptﬁ@lrbdﬂalﬂﬁﬁie&lalémr y |

t echnol ogy versatile "DVD or other 20optica

st or age, Gﬁ‘@fg’g\{l@é%@gél?g@Caﬁﬁ’@ﬁ%ctefsfdg}éﬁﬁco ]t(ioc di sk storage or other

nmagneti ¢ s{Eu6ap e By e Sxanle, aﬁwnmlhﬂamsmdmm&mmb@mdnenay&@dlphgb store
the desired informtion and which can be accessed % t he corrput er 500.
5

[0068]  AccSPaPHE 2esdRsdin and SamBunisainndnediz famnter soreripdigiaudes i n a

net wor ked €pMiifcQRIRE-voISi10 Geth@Abk@hd ﬁ&ﬂf&%%&é‘&e&@nﬁ eﬂa&ﬁe&gm@yt ers through
a network 18, such as 25 the Internet. The conputer 500 may connect to the

net wor K518 Hteﬁwé@gwcl@pqw\ﬁérrﬂkoragﬁﬁmf%@ﬂemFltchzecm%éwé‘ablﬁalStrWéwbt«s 12. The
net wor k CO'&Q@%&ﬁ&lﬂeﬁﬁ §Pa% %be&lﬁéseo?%ﬂéf‘@a(t@rcd/ihﬁlﬁ&l stoﬂgg LRIl Huelsf ace unit

20 may also be utilized to connect to ot types of networks ‘and renote
conput er systlanied THAMoRPM @rasyﬂe)Pmsﬁnam@&ﬁ Raad [QndieMamory{ pER ROMi put

control | er F ' t ot her

dovi cos, 1 et uheEESRISOE ARALBAGEER Wb P ek, AR oo 1 n

FI GURE 5). 0$em0|11dt81396 m@cmory teebrolegyt ﬁDtR@MnﬂilgbdtlIV@xsatﬂe dishw(“DN@v’D deothert put to a
?r:a?][): gég Zcrbﬁ ?ca thgfa%a npar her%%cecaslﬁet cS 18%:%,11%’[1 éél? glngne‘ug% sgu%rar%g E%.r 41%%912‘%] WQS be
stored in Ef@ﬁigﬂ’ﬂ&ﬂces,t@raag ethcevedien Mmamdn BRAMe taaftort ke demmgiumt‘ennaﬁﬁﬁ

i ncl udi ng gg%gﬁ%ﬁ%%{ﬂ)eng&eé#%tbe%eCompu er%)d e for controlling the operation of

a networ ke
[0068] According to various embodiments, computer 500 may operate in a networked

environment using logical connections to remote computers through a network 18, such as
25  the Internet. The computer 500 may connect to the network 18 through a network
interface unit 20 connected to the bus 12. The network connection may be wireless and/or
wired. The network interface unit 20 may also be utilized to connect to other types of
networks and remote computer systems. The computer 500 may also include an
input/output controller 22 for receiving and processing input from a number of other
30  devices, including a keyboard, mouse, or electronic stylus (not shown in FIGURE 5).
Similarly, an input/output controller 22 may provide output to a display screen 28, a
printer, or other type of output device.
[0069] As mentioned briefly above, a number of program modules and data files may be

stored in the mass storage device 14 and RAM 9 of the computer 500, including an
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as the W NDOAS operating systens from M CROSOFT(r) CORPORATI ON of Rednond,
Washi ngt on. The nmass storage device 14 and RAM 9 nmay al so store one or nore
program meoube®s4idle particul ar, the mass storage devi cePt4/isad 10b51RAM 9
may 5store one or nore application programnms, such as cloud program 26, that
performtasks relating to the cloud system [0070] FIGJURE 6 shows a build
system for building virtual disks that are used within an online service.

[0071] As lo{)érytﬁigrs%teq 16%&%@: félycsoalemlﬁ theCRERMidSES &%rl@e% c%ﬁlgﬁtelﬁ%h sof t ware
i brary 606, 10 build machine store 615, cloud ng ; 620 and
PHu

net works 1 aaMd V@W@WS%WW%QW@S @Hl MICROSRIFR® GIRPPRAZT red to

create the I TRR3 to create
VMs. Build Rgam?ﬁ?cﬁl%%lg@%# eg%\eelg%ggtgmg%/ E%\nn%et 1?%51 ;/& \l}? r9 t ual %ﬁ)atrogé/%%??s (' VHDs)

that may benostppedmmodukd bt mrecuirShamess yoede davibobt anddlchR A¥S) may
t ant i.at t : t hat
I nstant isa né(\:{ﬁmﬁ 82%5{%211&%’?@%%%% Odieh Y Goldf ﬁ%&r‘g &?ﬁgéﬁ?}%ﬁ‘&n{ fAssar ms tha

each may 1 rent I'gurations. stemi1s configured
to build VlﬂﬂmillgﬁOﬁiefooediswg%monfl gurations that depend on a role of the

virtual ‘f@g m rshg\\lps! hu(llaggsst%/nll_l P%g:\lléln% V1rtua§l dd e][jla{ arexaquﬁﬂn an may

be created ront Vers, er 4t edservi e
servers, aohimbesedrncreectory servers and the |ike. The build machl ne uses the

emvi ronmend@75b £ HEeCER lﬂ%vseé}v%%egmga%%ﬁ%eﬁc‘éd%@%ﬁ%‘)d” b Oﬂ@@ the
i ey For e I
build pr o% % o%uﬁgwl‘i‘es&@d%‘f%éwé@ltotqﬁ?aé% Fl‘\)zﬁkigéﬁ"ﬁ “%&g ’é%?fi ?See

FI GURE 7 f @loud@mafxRPRlsRito Rdaled/NId. | BuiiltGchinkl6@0 BRktes @ihRiyeht- I%adye i ncl udes
25definitions, software references, confi % rati on operat i ons and_ proj ect

files that vHPal hpeddisks{ VEIRS) rtgaxosored i WD steraso Iegind ussd on degt machiaes t he

bui | der 61%, ﬁleaﬁlatmm&ﬂadme&ﬁr}ad a%rdswmdncfré RERVBM e PRCRANEBAE, t o build
the VHDs defined by t (gépro ject files. VHDs may be autorratlcally built when

a trigdér éicle difrane eadeagtion. dhe Hapsystemmpeonsigais fabuilidHPsofnew ver si on
of sof twar %ﬁfe?mgl@%ﬁ‘fghﬁ%ns\{ﬁ%eﬁéﬂﬁ%n'dtré)le 'o?ﬁe'ifﬁ'ﬁaﬂﬁé(ghﬁl%f Vloﬁrf@rxﬂﬁéfhtﬂg 30

automati cal 'y bUi After beling buil be automatically
copi ed to oD will bawsed nearwsatkole HaYle giay hecreetﬁdafor (vy@blfromcﬁnés e Eor3L e. g.

network sharg. 6% er{f%%s\%@{{l&agngl% ac 6@&18%{1%%&9%‘3 i l'ik%r Tﬂl: P&ﬂ{fﬁ%‘gﬁn‘@or k

share (not shown process, may be
built in pamltlheeVHBs td qreageyiitadl maFlnneSdVMﬁplneboth twdtelpémdzdntttmpreoylemﬁ@ntmy be

bui I't %b”“'f&%‘ onLII%BXergce dggc% nt%%{l i[errnﬁgct rr@%t, tll_a?meagld Ws a% grea?t"ecﬁ'l uﬁn'i%

proj ect’s that f'or an exe
dependency MSBiéILD aiﬁklé{YH[BSVrfayn NECROSDF T WEIRRORATIEN. \Bibsr tmslda)od;straat}t i ng

poi nt |nste d,of .haying to be built fromscratch each time. The project
definitiond ?8? \}ﬁﬁg being built may contain references to other VHDs such
that a VHD[@aFB] b&heiseshlbsiild process for a VHD is controlled through a main project file

(See FIGURE 7 for an exemplary build file 700). The main project file includes

25  definitions, software references, configuration operations and project files that are used in
building VHDs. Using this main project file, the builder 612 (e.g. msbuild.exe) is invoked
from build machine 610 to build the VHDs defined by the project files. VHDs may be
automatically built when a trigger event is detected or on demand. For example, when a
new version of software is detected, VHDs that utilize the new software may be

30 automatically built. After being built, the VHDs may be automatically copied to one or
more network shares that are local to a network (e.g. network share 632, network share
642) and/or some other global network share (not shown).
[0074] During the build process, multiple VHDs may be built in parallel or in serial.

For example, independent projects may be built simultancously. A dependency tree may
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5 common ' base' for many other VHDs to build on top of In this manner, the
i nput of one VHD project definition may be the output of another, formng a
dependencyoteasins t he overall build process. Since thesg/usepengsnti es are
indicated in the project files thenselves, the dependency managenent may be
handl ed automatically by builder 612. This helps to ensure that if a
prerequi site VHD has changed, then that VHD, as well as the 10ot her VHDs
that depenge Qidité dé%ﬁﬂmebtﬁe fn%p:ws liat | hfay Bg'ﬁmﬁ@rpﬁé?ﬂ[e'l &c8 FREURERGSr anl 0075]

I nstead of creating and havin a conplete VHD each tinme a new set
of VHDs ar @X%méwéepenéerwfrﬁ@r gh@’vﬁ@sw hedyilys meragher ¥HDsas @iseftéigenci ng VHD
cont ai ns 0BL¥ hiladBidthlihe th sl il f%rgg&acfpaacﬁl%ea%%ggfo?éc@gefmfoﬂmorVHD The
parent VHD can i fferencing VI le differencing VHDs
create a diVitflyteme gt ama¢antaistasgpedssto gilfef EHQﬁ@uﬁghMHDﬁ{W@mbwsmh@s | oud
manager S L f As much

i nf o?matslgg&lﬁg?ogeﬁau%%d%g%g%gg%ﬂ\?e% @gdnﬁgléﬂégﬁel?%%%dglkeﬁg pgg%not her
net wor k | od&tD proj eC[ @:@iﬁﬁl]on Dy iba ghet dugpubofi dndthplr, ihrm a deperlddnayeichiferéhd 10

accesses the. s r.om.on st or source 605) as
I?Hulrde process Slnccl; e c[%pendlel%cws are 1§6 & Qs e%rgj(ectgﬁlc?

Tovea
wel | as software Or €7 S0 rari sof t war e

i brary 60@cmsdihes, hﬁldbptaderﬁiﬁqamgehqemrmmt& }andledmmomatgcawmdldaﬁdlach a VHD.
Fol | owi ng

Coripts. and BaR 1Sl R i e ufh it detfe U ShaR NG %L ne

speci filed oief VED: it dpehdorsdVilBE Rbaiidd bk ap@opringe dyhdicaper ati ng system At
|Id he bui ares th M f or. gener al

the end of I 612 e

consunpt i oﬂﬁot}gh 5t Qs a&ff‘éaef&}gd%d H%@p*?‘éoc‘%% GWIQ%G ERSH %t or es
the built WS dréicraited, Reliff@aicmgStIOn enaf ®e PreatVitiDA ST fRréncBLS)HD A6h@ingdi Nng to an
enbodi nment, the VMs _are prepared using the SYSPREP tool from M CROSOFT. In

anot her en9aithemedifigf diskfogks of B‘G@FSBClbﬁe@)B@%@ Ve Bos padeyt VEHcabs bot

require a LQERIERME Mﬁ)t Mumﬁé @tbref@hid WADR cRhtc FRIErORh AT USet em
changes. Instead, the i | der can nmount the VHD and performall "the

confi gdfat |d6f¢r@|cméé{HQS ‘éslﬁhltlH@cm@maé@geswsmaélowﬁ@tw%omﬁa@f ofthengyi |t may
al so be aUt\@f@stéu&‘c%'nbé/a{sfHﬂRHﬁlflea%ms%cﬁﬁre&%b &rlﬁox% ﬁ%ﬁ{ &e%ﬁ&%&k 1egRhI ons. For

exanple, VHDs that are to deployed in Network 1 (63 may be placed in
net wor k shw@OGI?anaWdrk\YPmom hat are to be depl oyed |n Netvvork 2 (640) may

be pl aced '[(*'bf eft YRl ﬁ’@/ﬁh@d %éges%\ﬁnggml%ﬁnﬁee&%%&e@&s rilé 9001%&‘1%&4&% t hen

only the di encin oyed to the local network shares.
[0077] C om@dmnmrmy@noreiz(e gi ®um@ 1605 )pamet] as eofarsrofrern iogadi Iyorp s@ivae on machi nes

Wi th ”ﬁﬁ Crhgr[%hgd VI rt 1[1@" 6ﬁ%$1ﬁ§e lqul'Elle 12 w1ﬂgr %te%% \éHDS Vit cPe instal | ed

directly on I nes ve already been tested.  For exarrpl e, each
machi ne w tattach adﬁéDoFolmzwmg fhainysudetiays inrbd lmdkel fde @nthe buardsi ®r capds bui | d of a
VHD. For exar’Igt) eJdZ 13, 15, 16),

cl oud man a&“g} 563218 bﬂ{g{}e %%ﬁ% ﬁ? gpeicg%% ﬂfg\?arF rﬁg}g Rgrgorms e sped1f1

configuration to software and/or to the VM’s operating system. At the end of the build, the
builder 612 prepares the VM for general consumption. The builder 612 discards the

25  temporary VM and then stores the built VHDs in another data store (e.g. VHD store 615).
According to an embodiment, the VMs are prepared using the SYSPREP tool from
MICROSOFT. In another embodiment, during the build process the builder 612 does not
require a temporary VM to install software or make operating system changes. Instead, the
builder can mount the VHD and perform all the configuration directly on the mounted

30  disk. The VHDs that are built may also be automatically/manually deployed to one or
more other locations. For example, VHDs that are to be deployed in Network 1 (630) may
be placed in network share 632 and VHDs that are to be deployed in Network 2 (640) may
be placed in network share 642. When differencing VHDs are created then only the
differencing VHDs may be deployed to the local network shares.
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a script that includes tasks to provision the machines with the VHD t hat
match its role within the online service. In one enbodi nent, VHDs used to
creat e VMsOcare/isy21dynam cal | y expandi ng and converted t @Crivsea tiosasesli at el y
before creating a VMwith them Dynam cally expandi ng VHDs use di sk space
proportional to the amount of data 10 they contain, whereas fixed VHDs use
a pre-determ ned, fully expanded anount. Fi xed VHDs offer inproved VM

per f or MaNC eygHPUGHoud T EE:r awlslesnﬂgru%ttsdumaudml& HRNRIh nRAhRASHRH thEOT
exanpl e, there may be content farms, federated services farms, SQ farns,

and the | i Resatemihipesd digs (NEEs). mdprticpl D gantsans tedld disecslywmival i t i es
bet ween t el tniiRat theédy\ﬂ\é'emes@d SP&%&&&@Q 8l ﬁadh%le%tmgo%ro‘%%o?&' on a

machine, its VHDs are copied 15t I'ne. In one enbodi nent, a copy
of these VHDSSarg inplusle@damaverkien mahbwld@f # yHDuskorgyaneplh sdquefiarmvydvs t hat  wi | |

be depl gyeq, a@%eggéﬁ.%ﬁﬂ'lge 22['9 1@%’6&%“&1%‘211@&& 6?% {’n%é e%tetah@o tﬁ@@&%&[’fh;hi S

enbodi nent et wor py of sequ
sanme machi Regript mipt iwlur;lgs t@lﬁptmmﬂbn themechih GOVi8] thEN(HHREaﬂm@hIDWSrO@n exenpl ary

project file,used in the build system 19 ect . files describe
what i t ems "Gt fgontheset¥iep th ob dodiin, vt %“Seliéorcéeattmgde BUPYt with

di fferent pyasnficellfexpanding@nd cquve@dd tofiged fﬁhmedpn@y bBeforefckdagng oVivhtvital so

enabl es devel opers t aut hor re-usabl e.build rules that can f act or ed
oo Separ Ha R Ru Sy AR VS BB ar e e B R (b oo bo
di fferaot megjcemthia, whdréusfixt@HDs msaﬂpteidetefrﬂl(a&g]fullaeefxpxrrdbmgn@u:nt migidect file

700, Prope & a 710 | r set of 25 s together.
Mor e than (}f&tjfgé?lffw‘&sv&ﬁ &B{V‘aﬁgﬁg ‘Pgé‘a% B aRy bef e@“’“@?ﬂi fffeeame property
nmay be pl ageghoid. B Kaipie, tﬁaenazcb@eéﬂtwamhh@ fedthas deafiéRirigs s pRadtyG oup,

optional condition attrlbutes that specifies that the PropertyGroup wil |
apply in a2btithe ke dachippemay hest eyliier Y Y thetshatsicommpnpléics Retvgerdelr [ 0081]

Itens are deabak@fdnhbNilea afe@ﬂﬁ@@isoléislb@mgxre%@aﬁhﬁﬁdﬁﬂe el eMtarddpltat he nane
of the 30itemcollection as a child of an Itentzroup el enent 720. Itens

represdat ithpamgching. én prrcenthodinggns g sopshoidhric XHDsgrovpred on e gnackigprdor
col I'ecti ongs bs&Hseqlent g@g S thH & be &éﬁld}%ﬁ tF@k hﬁﬁﬁih@ﬂldf}ﬁiﬁﬁaremﬁé& dit gm

col | ections can be 'use s paraneters tor tasks, which use the individual
i tems cont dicrsenie VilRshEhis empedimprsaveids lpﬁéwordswnpx dlecogimsp sV IPs foh sublsesiupiet

process. [%@szclntﬂé‘%ﬁ rﬂ£‘ﬁm% @?gdcfwoil attr e Target elenent 730. Tasks

may use paraneters, a?e outes of the elenent. The item
col | ecti on$00&RH ﬁI@@EEﬁle@VWXamBlaWbEOJa@éﬂh wsd pethabwideystemTar get s group

tasks 5896{161)% ? I%%r{t"llg é#]e%cr 1‘[6%lsdaree R u11§a%%e'll%gﬁo of et h?e ‘[8erJ ect
file as entry ]p0| g 1 build process. “Targets are B grotiped
5i nt o | ogi dalilt veidcditffanst flafoahd aw dooﬁgtemp)amsﬂ@rpra;ad filnforreasdorceddabi [ ity.
Breaking t Igieveli)opersqo author re-usable build rules that can be factored into separate files so that
builds can be performed consistently across different projects within their product.
[0080] Referring to project file 700, PropertyGroup 710 is used to group a set of
25  properties together. More than one property group may be in a project file and the same
property may be placed in more the one PropertyGroup. When defining a PropertyGroup,
optional condition attributes that specifies that the PropertyGroup will apply in a build
only when the condition is met may be included.
[0081] TItems are declared in the project file by creating an element with the name of the
30  item collection as a child of an ItemGroup element 720. Items represent inputs into the
build system and are grouped into item collections based on their user-defined collection

names. These item collections can be used as parameters for tasks, which use the

individual items contained in the collection to perform the steps of the build process.
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steps into many targets allows you to call one piece of the build process
fromother targets wthout having to copy that section of code into each
target. Pwo2eraspile, if several entry points into the beCdSpe0oesss require
references to be built, you can create a target that builds references and
run that target fromevery necessary entry point. 10[0083] According to an
enbodi ment Power Shel | scripts are used in the build process. For exanple,

task execuigegp thagksfaﬁke%ﬁtaﬁle@c‘vﬁhmhe% @1eﬁﬁntbublfask§mgeﬁs%%ﬂaﬁgtet%y usi ng
PONERSHELL renoting fromthe buil %‘II ne host operating systemto the VM

itsel f Ot havhichssg pavsed @b ﬁtérlhu%péthaﬁkmamﬂhmtqm Follegtionyiaed propertiesi Ry 4l a | i st
of exenpl awugea%ﬁr rm@t%rsafﬁ%&{ g«aﬁ s Qodettel B apaRout bRic MR o &% cthe online

system 15[0084] The PowerS is used to I nvoke PowerShell code.
Loggi ng andeatippsorfghearrejeétdide @a@ml«yp@lntsr*l@tomhueléprosisz Tangatorre pfien grounsd

enbodi BNt ;i) goglgales%gtYO%E @cpilﬁ)wefb{ 8{P nir&anl ‘?ﬁc?é%lge %Eda%[lfij)g 'B?eakﬂ%rtﬁ'é A8R and

nmessages can used ot herw se. paraneters 1 nc e script, script files
and conput @tepmmtmnan&dm@ctdalrlrgVSt}@uamcaélrrtmomenenﬁthe bkl mmesqﬂrorpatham@tgens is

Power Shel | CT%B ta}bl%t toI sog? ea sleﬁte on oqfl cog 1np/eiach Ql%e? %0& &amrrpey if SQVVIOa gntCUSt om

code and/ or e scri arariheludes “dhe or nore

relative omoaﬂsmmmMHnmaph$a&maﬁ&m@ﬁ&h&hkuﬁmﬂmpty@u&ﬁsmamwmm@mamﬁters t hat

are executed.,According,to an.e dinment, the paths are executed in the

cane order%blﬂd&vf?f%reeacegﬁﬂdmt?%éﬁf@%?f@ﬂ»@dﬁ%ﬁ&@é%eﬁwp@ﬁﬁt Wl > < param "foo"

<pat h2x0- p§088) " Batdrling Tm shwmmteaf Pm&hemaela;sreﬁremsddsn thaunapmcak. t he

comput er t run the scri nem/RgQ ace i.s.created on the renote
i

nachi ne i f IEBRBVICdEk o ‘cE—PQl‘lél’I"“lt %Fsrﬁlj]acéro& ST SPERSMNRLY USPE used i n

the build poseessHRLL g tiNEREm thORBRImBhiNe Wb stk oGl aah @Stha Ve, I t ual
machi ne using a speC| fied VHD file. The paraneters conprise nanme, conputer

nane, VHD, Qifacrsemm builthasks seecalortifizede Th?ﬁﬁlowarrﬁewﬁézﬁ%ﬂ#@mplw tasksthitane of

the vi rtUa'are@&@dﬂ@bﬁﬂiVH@@WhVM@foHﬁ@tohﬁM Ramaneter is the 30rel ative or
absolute path to the Unattend file to use on t he sysprepped VHD. The

passworld fil§084baiherBewerShall tagkds PS@Fléﬂ inyekedlowgpdiell ge £&Ng Y FHOEA¢ e t hat
contai ns t he Hashede &Lﬁgle@lbl alccd iRk tyid émt%uﬁb%?%h Qec% eﬂ@cﬁgérrér athe VM

[0086] A RenoveVM t removes an &xisting virtual machine e paraneters
i ncl ude namdscdHDTEAtWRMIagIRNmvsfaget caPhe hsed PHerwistrel isapermetesy inglyda he name

of the vir tsHﬂJt, script files and computer name. According to an embodiment, the script parameter

is PowerShell code that is executed directly. The script may invoke custom code and/or

20 call CmdLets. The script file parameters includes one or more relative or absolute paths to
PowerShell script files and parameters that are executed. According to an embodiment,
the paths are executed in the same order provided and in the same runspace (e.g: <pathl> -
param “fo00”;<path2> -param “bar”). The computer name parameter is the name of the
computer to run the script(s) on. A new runspace is created on the remote machine if

25  provided. The following are exemplary tasks that are used in the build process of the
VHDs.
[0085] A NewVM task creates a new virtual machine using a specified VHD file. The
parameters comprise name, computer name, VHD, unattend, and passwordfile. The name
parameter is the name of the virtual machine to create. The unattend parameter is the

30  relative or absolute path to the Unattend file to use on the sysprepped VHD. The
password file parameter is the relative or absolute path to the file that contains the hashed
credential that will be used to connect to the VM.
[0086] A RemoveVM task removes an existing virtual machine. The parameters include

name, VHD Path, and Manifest Path. The name parameter is the name of the virtual
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machi ne to renove. The Manifest Path paraneter is a relative or absolute
path where to output the manifest. [0087] A Start VMtask starts up the
speci f i edwoi2otumh21qachi ne and i ncl udes a nane par anmet er PCAIS26IpALsisis es a
nane of the VMto start. 5[0088] A Shutdown VM task shuts the specified
virtual machine down. The paraneters include name and sysprep. The nane
paraneter is the nane of the virtual nachine to shutdown. The sysprep

paranet er inpdhiG@icGembie. tHe Mdntftmtthr@ame&elslasretaavéoa aBYRRE BARGM RS Or €
shutdown. [0089] A New VHD task creates a new VHD at the specified path. If

an | SO and owipuighe Maw&ist- unat t end parameters are provided, the new VHD task
transpare m[d(l‘(éﬂC r a5 V@/I {A@"étw W thdspebfied @QHQ %@ach'iﬁ@&ﬁa‘%ﬁgucﬁl% LagkEbers,

syspreps it, and commits those changes to e paraneters i ncl ude
VHD Path, ehimetef haesgecifis® namg ofifet\dnelstarthe VHD Pat h paranmeter is an

absol ut g ofggg| aty %%tdo%a\t%gﬁk@%tﬂ! rﬁ%"@@r il er&%ﬁﬂ{aﬁ%it%*&%w}{"’ﬁle‘;}&laﬁﬁeh@e Si ze

paraneter is the size, that W e creat e fixed
par anet er ii®lutls nwhe bivbsysep. bt nithepavdiirterie tic @dmwiof the prtubl madineito dynami c.

The 150 par}ar{gt . ’J'Ehfscji asyh%lp%}:laﬁll\ée er 1ndt1ctapesgtJtHe Girthd macfnne ISQO bw Pr%eopeeldere t hat

is used to'Crea una aneter re or absol ute
path to théeﬁorfasﬂlmelndnfl |l e used to |nstaII the 1 SO [0090] A Mount VHD t ask

The par aretBPRF AdTsS ) UseE il S IRBLAE SRR P VA BATR 20

par ametier ioptiéhal @iaatnd\mran{eteabae btotvle, ahéwnetonHDaas\léHantpateaﬂy ereﬁmzuanhew The
nmount path rameter. i s an absolute path to.mount the VHD. [0091] A Unnobunt
VHD t ask uﬁﬁ?@% éh%{sf?raé‘%“ﬁ"t}?fl P%li‘}ﬁflpcﬁywsfltﬁ CO?H’é“SﬁB‘PSﬁﬁE‘It“éF%tO el ude a
VHD pat h pamameties pakdddert fcRdé THaE PalE sRE, fd8ab0tad Rdiland. oTHeNeH VIR i [ € to
unnount . 25[0092] FI GURE 9 shows a cl oud manag%{ for an online service that

provi si ons PYiRMStet &P abobeerasleve 1pspa! aath af where frstreats the ydUsfilealBetizianager

905 is usegaﬂaﬂleféfeigltmglitgm MBnctﬂtﬁéJVHDgheﬁQtQH pRRRAENOT AN piMREKSisf or the
online service. The cl oud gP is configured to receive requests through
k: !

an i dertpot evethaies nasadiibereaiad withicifead Potyngels. dde VP earappies € atreleiyve

progr anm ng.. Lt g ;ﬁﬁleto%%((ﬁﬁs)o %%etﬂa@fs ug&lr{o BRbe R VHBN T"ﬁe Lhk@P! € network.
[0094] As illustrated, cloud manager gﬁ I ses work manager 110,

machi ne mamnageetenns, relatmﬂ ar @b@hmwp%lp@dhcf tm:att gescdropstal éheilfs 130,
dat abases. 0] SCArMPﬁlﬁ \%—ﬁ?tasﬁ/tﬁgﬁnt?}%@g tﬂ@l%c 'ie%ﬁr & SA(‘PItsscog%gts cé%:or ding to

one enbodi nent, application nanager are ol Nt tenant nanhager that
conpri ses S‘marpg]@mdnﬂ“hsng@métbns iﬂod)gib@_VHDPath andaMount path. The VHD path

20  parameter is a relative or absolute path to the VHD file to mount. The mount path
parameter is an absolute path to mount the VHD.
[0091] A Unmount VHD task unmounts a previously mounted VHD file. The
parameters include a VHD path parameter that is a relative or absolute path to the VHD
file to unmount.

25 [0092] FIGURE 9 shows a cloud manager for an online service that provisions VHDs
that are created by a build system.
[0093] Cloud manager 905 is used in deploying, configuring and managing the networks
for the online service. The cloud manager is configured to receive requests through an
idempotent and asynchronous application web service application programming interface

30  (API) 920 that can not rely on a reliable network.
[0094] As illustrated, cloud manager 905 comprises work manager 110, machine
manager 115, application specific manager 120, scripts 130, databases 910, scripts 130,
VHDs 915 and web service APIs 920. According to one embodiment, application

manager 120 is a SharePoint tenant manager that comprises SharePoint specific logic.
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[ 0095] Requests using APIs 920 may be used in the managenent and the

depl oynent of servers in various topol ogi es across different networks

(Net wor k WO 2bitosezik 2). Wiile only two networ ks are showraT/usacy/ossne
networks are generally nmanaged (e.g. ten, one hundred, one thousand, ten

t housand, and the like). C oud nmanager 905 operates and is 5 configured
simlarly to the cloud nmanager system shown and descri bed above. The web
service APIgo3P0 Rk R AP0 $al Bc LEAUS Bl n%agene%aﬁdrtmewyklemager

110, machi ne nmanagéer 115 and applicCation rrana& 120. For exag(%a requests
may be nadécgt HgvapPstopadogiespcrpseaifiercat neawerkt (Natwerk d alVethage2) lea new SQL
server . deRhOyyE Bl ks Sho @ty BN FRGAO G MRGANEimdh Lefl e val ues
within a datg \gt (r)lre "a 0 |ke’ 0096 'IQH(% V\etﬁISlerag%\dc(e%gPl s 920 are
desi gned t dundsed Onmthpmﬁend;mﬂtte%a@f; alait ¢ bkab Cloud Ingibager 8@ eficeates apd isnet wor k
requestg ar eli abl PbS o2 t hat any
netmrkie&ﬁ%@%ﬁqﬁﬁ%a&&zﬁﬁ g? eﬁa}éfgﬁl 4thlr0§7ﬁ§1?(% désg%e@eisﬁvse @?ﬁgbt he Wb
Servi ce APIS@VQQGP&rSQOGdeegmﬁ‘@ddSto rgg@est deroc femm wotkrtnutagerl 10ponadinet he sane
call with the sa de ut| |2|n the bSerV|ce API s
920 wi t hout ¢ eﬁgfsn% taﬁéﬁecfﬁ an%erbl(af)gg@ﬁxa]ap rfcgtrsla “1'"Yesi ghed to
do very |IDAIP|I£92}@I’t00ﬁdBSd m@nz(nﬁﬁfk@;ab@@ami)ammmsmm@opgnawrfﬁﬁpeattSe to any

Qurront 1y AdthaBeEHeoBREg Thn BTt SuRAER 08 RUETEE 1 cooras i n a

| ocal dat alpeose] amde Webisesfessarly IR CAe dkisig@sd & wirki'tht corpext b sealblce | engt hy
activity later. 20 ce the paraneters d job. inf rmatl ommtted to
t he dat aba§£§)%a]tsﬁ]é”ctee SRS ’s%q%eeﬁtaretaés‘{“ﬁg t?h %rF‘E)t v un @t’f‘g(édtﬁﬂg‘ % an
embodi ment assue tHAe By Sekwdrk SeqHEdt $ni @R Gailbdng/ob Héﬂgtm Hehsig ROGIELs Wsﬁl@ thSFenet .
[0098] VHDs 915 are configured to store Virtual Hard Di sk (VHD) |mages t hat
are in use SSheAIHI %C%}é‘lgwéﬁ)r%%eelm?t%eln&ﬁhww%@e paiee GRS Ti n one
or nore of Jhep2anatiiaiakse mhbeu MR tﬁé Web S@@I&@%@Mlﬁl&%ﬁﬁ%ﬁg wild
system 980 as descrl bed herein. According to an enbodi nent

M CROSAET(ytcwp) file format is used that specifies a virtual machine hard
disk that gGs] CEAd OMadts 084 BRIk B Ly AURLAMERGAPRHALESh Lhi n
single file nerally, tThe VHD fornmat |s roadly applicable since it is
agnostic td@eﬁorﬁeremrmmgmtesmm forany evhntsiieryy , Clhobmamger W inmdntsipstcesrds or  guest
operating e VHDs, hin a
specific nzc%{%ﬁk@\éﬂlpﬁm l%guéci{s & é"s“Pg% ﬂ()u areg%%gﬁ%a %Sgéc'?)gds\gh%\etvmr Kk
shar e t hat licsl dambade amlfalemmmsdhe@téesgl “Jcrbéttmmﬁbrmmaneleggtﬁy actsutmlateng t he VHDs
on a negjwo 0 |nc work
Commn?@at Idér)lﬁg P\g graﬁl%te% a&h dmfogngloggp CO\AlrIrl?p%]d t§ the J?%gsseu ¢ ICS oonsup dat e t he
VHDs Wi t hi RetWkHDbe Mﬁemd&&mordmg tone embodﬂmentgﬂhel%db/ﬂeehm%lkls Qﬂaatrebuﬂt[ 0099]

FI GURE 10 sho CE@E; for building VHDs that are to be deployed in an
onl i ne systelﬁg %] & reading the discussion of the routines

present ed InE9gj nVH[Is Qabewddnﬁ@lrecptprsem vired HAaaDidkh¥HDGnegs tapaeat i ons of

ol crant Gl GG BF (POUPRRERBBEGE TShA Ry BRSSP P SYEK om and! or

(2) asknt ae&@ﬂ@e%ed'ﬂrmem d}é’atédqgh@ aQieﬁtﬁdllbﬁﬂSd Q/’éteﬁfﬂ%()ld!; tesomsbdlheidv t hi n the
conputing system The inplenmentation of choice dependent on the

per f or mancéFYYHe ﬁ%%%ﬂe@deﬁenf e 1}45%9%@%@ wél? éhﬁ formt et thafgPegiiee

i nventi on. vAGGPMEIHAEI Y ditkendtQeH fdilde OREhANROS fild dyWRE AbHuIRRE widiiang up
t he enbodi nents_descri bed 10herein are referred to variously as operations,

struct ur al sielpifdesCensealy, the VRGHiGrmaas is brpadgapplicable since it is agnostic to the

virtualization technology, host operating system, or guest operating system with which it
30 isused. VHDs that are used within a specific network may be moved to a global share
945 and/or to a network share that is local to a network (e.g. network share 955). Storing
the VHDs on a network share saves time in a deployment of images since network
communication time is reduced. An update method may be used to update the VHDs

within VHDs 945 and/or in one of the global/network shares.
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operations, structural devices, acts and nodul es may be inplenented in
software, in firmvare, in special purpose digital |ogic, and any

conbi nat iwo 20teesennt [ 00101] After a start operation, thecprse@sssEdH0 fl ows
to operation 1010, where a build project is created that specifies the
creation of an operating environnent including a 15virtual machine that is
to be included on a virtual hard disk. The build project includes one or

nore proj eghoodj | esGRAN 0 IRRG A P MWBE bilildBEBy IRDEhhCArOR ﬂ@la'ef)lt)@anwl as how

they are to be built with different platforns and configurations. [00102]
Movi ng to Opérayiten- 1020, a deternination is made as to when to build the

VHDs. The F‘ﬁ'l W RG €S in! q’ﬁe &1§EQSSYAﬂIQ§“tﬁEBrXut%S Hﬁgﬁﬁ%dllﬁéreﬁ a'sh&fq gnd/ or

automatically Z0starte I's based on a triggering évent. The triggering
event may l@mrp@med@étthe)logﬁnlyomwflf)@r@mrl@wembsdlmlﬂ@s ar@xmnlpmented)ﬁé ap¢ nore of

the fol ISOWI em%%'?tcﬁna;%mé{'l leHl%l% d 23s @réotr(léj(irgfgﬁ{oldﬂlgs FVERE on 8 5B code

change, "a spec a newfarmr a new nachine r qu st, a new
type of VMSyﬁeefm meldor (Ared intbreorinekted mﬁdnmldglnglrcttms anmembmthdnbmmthumm a new
versi on of saurce code t he UI| rocess. | - he VHDs i s
starteq. 2 TBHTEsT R TR BRI RE B b Y BRI e Chat ar e
speci fi ed pyrférhengrroguemennds the bﬁﬁpmng Isysmerm h@l@nmiegtheam\enhmn lt. During the

build machi th ef d
RIS I S T S T

cr eat edomayieln dréickeridtitd amidh.ay amﬁefaﬁbﬁm @trutglrMIstlcesFmS @nadplee, ThbsE f er enci ng
VHDs nmay be used after F base VHD

uﬁeen creat 85{ ?104

Transiti onloﬁﬂatf%‘s opuraR] dryiced A6 ap ’é‘OQ: @d?aé’& m&Pté WIRE™ Hhe VHDs rmay
be stored ififim@AR, @Isp&tl BulpbealidiNBgic 4 MyESmbBMidAehdor ed in a data store
that is associated with the build nmachine, local data stores for one or

more of t hEORRklArftesa start pprsation) thearosgrs d 800 flogsdp gpettiond020.sthsiee buildg t he
l'i ke. For %Wls%rea%(ﬂ@at ChcRic@the c;elaﬁonvckﬂ% og@fxtmgt&vﬁwr@mnbﬁaingx pl aced in

the data shares that are local to the networks 1n which they will be
provi silénedirtual mpchareahsyt ine ve mgluded epeyigtaldardidido The praldyrgect mwd%one

aut omat i cal| }ﬁofé'p? i€d ﬁ‘i’é%%a% HALHRAWRR (1BRE A REEe Wik B Derf quoﬂﬁth% 4k & beFor

exanpl e, the cl mana system may request a | o y a new
machi ne, f@umwmffcm@tmtfoens feicoBurativas.above speci fication, exanpl es and

data provi ﬁﬁoﬁz]cﬁvﬂ}% %Ven ét%ﬂl@&é %’he{%‘imﬁlﬁ?onq?g)%@e%tt&'(v‘ﬁ Aol the

conpositio rnce many enb the T nvention can
be made wi tMigs Tepard prn935$ fommet\ﬁéDsmaY bet malmallsstelp@ awfl/or @oinacety i on, t he

II gvent I28n t%isté:cg t?lgtl Qas%g' gn l[rﬁglgg'%ng ever'lstl 1gger evelg%gay Qelat%-rmalm% CLAI MED

different events. For example, one or more of the following events may be used as a
triggering event: a source code change, a specific date, a new farm request, a new machine
request, a new type of VM defined, and the like. According to an embodiment, when a
new version of source code is detected, the build process for the VHDs is started.

25 [00103] Flowing to operation 1030, the VHDs and VMs that are specified by the project
and files within the project are built. During the build process, a build machine accesses
the referenced source code and software to create the VHDs for the online system. The
VHD:s that are created may be full VHD and/or differencing VHDs. For example,
differencing VHDs may be used after a base VHD has been created.

30 [00104] Transitioning to operation 1040, the created VHDs are stored. The VHDs may
be stored in one or more locations. The VHDs may be stored in a data store that is
associated with the build machine, local data stores for one or more of the networks in the

online system, a global data store, and the like. For example, once created, the VHDs may
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1. A nethod for building virtual hard disks for deploynment in an online
system conprising: accessing a build project that specifies actions to

per f or m twooneatse1a set of 5depl oynment ready virtual hardTdiSskg/ofaHDs) for
renote deploynment in an online service that conprises disparate networks

t hat include machines arranged in farnms; automatically building the
VHDs using the build project; wherein different VHDs within the build

proj ect ar ¢ ghsALRAIPAREY 8 he@lafaQhsreOfhahrdiokd Wthe RBGRHAG whlcR i @vili he VHDs
in a data store for automatic depl oynent; and 10depl oying identical VHDs on
machi nes wibe Bioyisgmed.east one of the farns. 2. The nethod of Caim i,
wher ei n aujaiedl &AM Ubd-AloAd o5 enaWiRBs HAY BOaliifa i FlaRi 19h @ Ghrddorst ar t ed
automatically |n response to detecting a trigger event IS a source
code updat anachiags Wlﬂll@ﬁ@deﬁwrlﬁufbmm@pbh@ew manager sysgm mpyerequsstradb of Cl ai m
1, wherein i VHD includes a 15reference to a base
VHD thafg |§§dag)'io§la§{s\&aﬂ alsng ﬁag{rmgaﬁ{ec}?{ng ot her VHDs. 4. The net hod of
Cl ai m 3, f[ﬂﬂtwfdr Toompve spengicamnoemmptmlahwdmwﬂodldmgcanpleq@dmstenmyl dfitlee from
the build hac(::thret Odgeeto rt}Wc%ren ar%tlgrvﬁi&e 1|n\Den \Oh. g'lnc mdbodl e . and
wher ei n aut One: |calalny Ul 1t p{”n conpri s28%% I}yaﬂ énfl erenC| ng
VHDs t hat mrozrehtmnrtan*bdrrihde@thh%keﬂahmglf&nothe qririmlﬂ@mpatoédlepl&reeﬂfﬂn MelD. 205. The
nmet hod of Cla|m4 urtﬁ1 I I‘ISI{} aut tically storing the

di f f er enci Al CABSTHES B PRSI aHBSt erep g%pple]ﬁ egﬂ | east one of the different

net wor Ke. 6. The nethod of Caim1l, wherein scripts are used to
performtasks that are specified within the build project, wherein the
tasks conprise a run script task, a new virtual nachine task, a renove
virtual machine task, a start virtual machine task, a 25 shutdown virtual
machi ne task, a new VHD task, a nmount VHD task, and an unnmount VHD task.

7. A conputer-readabl e storage nedi um havi ng conput er - execut abl e
instructions for building virtual hard disks for deploynent in an online
system conprising: 30accessing a build project that specifies actions to
performto create a set of virtual
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hard di sks (VHDs) and virtual machines (VMs) for renote deploynent in an
online service that conprises disparate networks that include machi nes
arranged wo 20 evasg216 automati cal ly buil ding the VHD®CugiSagitobsiHui | d
project using a nmachine within a central service that depl oys and nanages

t he machines for the online service, wherein automatically building the
VHDs using the build project is started in response to detecting a trigger
event; storimgThiyerXisp 8- a data store for automatic depl oynent; and
automatically deploying the VHDs to machines in the online service, wherein
the 5 VHDs are [nst ahmsthodhorpugding stuplhapddipsieicdeployaedmpmerdineecei ved from
a renote INeohPridifie central service. 8. A systemfor building
virtual hard disks for deploynent in an online system conprising:. a
processor and aa®9&ﬁ@@taéwuﬂdembﬂlétsngdﬂ%mﬁti%émp%é@néni:rn@eémIiOfonrrent st ored

on the go - . ' i re .
a cl oudgmnﬁg[gg}gm{nﬁgﬁqafgl?%%g*%k?gg g??)ﬁéf%h{&%ncgp %Irﬁglgﬁﬁ %g?lﬁ?lg S%r\pllé:? ative to
manage depltleypemprises dismacitd mesoranthacioclfidgguachinep mranfzed mdfamet wor ks and t hat

automati cal ly depl ovs. virt.ual di sks t Q. machi Nes. | onli ne
service: 150 dat OB Eel bl el oSGk PR e R MG SR sl il cea 1o
st ore vi rt wathintae buitdi séjscttatvatreadsdebastsied arole@dép voyaiemichole; machi nes wit hin

(nat netvorl” g, RV SYSHETLRate 3500 LA sG L gper Tor m act ons
performoto creali®l@igeitierditalWHDUG miinds dithhsit (MHO8) ofxhelfaving. t ual machi nes
(i) Tor remte 20deploumEnt 1 S OTRLLERL L, BUl 909, 1 e st o e
depl oyment the build project is started automatically in response to detecting a trigger event that is a
source code update that is used in building the VHDs.
3. The method of Claim 1, wherein a project definition for a VHD includes a
15  reference to a base VHD that is used as a base for building other VHDs.
4. The method of Claim 3, further comprising automatically building a
dependency tree from the build project to determine an order in which to build the VHDs;
and wherein automatically building the VHDs comprises building differencing VHDs that
contain modified disk blocks of an associated parent VHD.
20 5. The method of Claim 4, further comprising automatically storing the
differencing VHDs in local data shares in at least one of the different networks.
6. The method of Claim 1, wherein scripts are used to perform tasks that are
specified within the build project, wherein the tasks comprise a run script task, a new
virtual machine task, a remove virtual machine task, a start virtual machine task, a
25  shutdown virtual machine task, a new VHD task, a mount VHD task, and an unmount
VHD task.
7. A computer-readable storage medium having computer-executable
instructions for building virtual hard disks for deployment in an online system,
comprising:
30 accessing a build project that specifies actions to perform to create a set of virtual
hard disks (VHDs) and virtual machines (VMs) for remote deployment in an online
service that comprises disparate networks that include machines arranged in farms;
automatically building the VHDs using the build project using a machine within a

central service that deploys and manages the machines for the online service, wherein
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9. The systemof Caim8, further conprising automatically building a
dependency tree fromthe build project to determne an order in which to
bui |l d t hewoHDe/@%mad usi ng t he dependency tree to deter RCRAISYMB/05451HUI | d in
parall el . 10. The systemof Caim8, wherein scripts are used to
performtasks that are specified within the build project, wherein the
tasks conprise a run script task, a new virtual machine task, a renove

virtual maghioRBtidaas hsuﬂcﬁn@@mmwsﬁlg@le BRe Bfon@et fséﬁaktedﬁm%uﬁmwetyduﬁl ual
machi ne tasl§ a I’IEV\{[V ask, a nmount VHD tas and an unnmount 30 VHD t ask.
a trigger even

storing the VHDs in a data store for automatic deployment; and
automatically deploying the VHDs to machines in the online service, wherein the
S5 VHD:s are installed on machines in response to a command received from a remote
machine in the central service.

8. A system for building virtual hard disks for deployment in an online
system, comprising:

a processor and a computer-readable medium;

10 an operating environment stored on the computer-readable medium and
executing on the processor;

a cloud manager that is coupled to different networks that is operative to
manage deployment of machines and configuration of the networks and that automatically
deploys virtual hard disks (VHDs) to machines in the online service;

15 a data store in each of the different networks that is used to store virtual
hard disks that are used in deployment of machines within that network; and

a build system that is configured to perform actions, comprising:

accessing a build project that specifies actions to perform to create a
set of virtual hard disks (VHDs) and virtual machines (VMs) for remote
20 deployment;
automatically building the VHDs using the build project; and
storing the VHDs in a data store for automatic deployment.

9. The system of Claim 8, further comprising automatically building a

dependency tree from the build project to determine an order in which to build the VHDs
25  and using the dependency tree to determine VMs to build in parallel.

10.  The system of Claim 8, wherein scripts are used to perform tasks that are
specified within the build project, wherein the tasks comprise a run script task, a new
virtual machine task, a remove virtual machine task, a start virtual machine task, a
shutdown virtual machine task, a new VHD task, a mount VHD task, and an unmount

30  VHD task.
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