WO 03/ 078769 PCT/ SE03/ 00415 1 LOCK SYSTEM LOCK SYSTEM DEVI CE AND METHOD
OF CONFI GURI NG A LOCK SYSTEM FIELD OF I NVENTION 5 The present invention
rel ates gwopasabd?gosto | ock systens and nore particul arly tPQTSE03/00415
self-configuring |l ock system conprising a plurality of different units,
such as elec- tronic or electro-mechanikal |ocks, card readers, exit
buttons, door openers etc. 10 BACKGROUND El ectroni c and el ectro-nechani cal
| ock systens are be- com ng increasingly conplex. Besides the | ock device

it- self, such as a | agdcEWdydidar, doCky S¥shepke¢eaRr ARES auxiliary
devi ces, such as SensqﬁéTHdﬁ”Bﬁ’éﬁﬁﬁﬁsﬁﬁTﬁGlﬁ.ﬂ8@§y§?§¥§ﬁ supplies etc.

[

Many systens involve tt™o dOOTS W LIT T OCK pair door or a
pair of inter- |ocking doors used for e.g. security or climte control

The interfacing between the different devices in a lock systemis conplex

and requires installation bﬁ a person 20 skilled not only in the technical
field of | F he field of electronics. The devices can be
provi ded with different. kinds. of i t s/out puts.and, th upction thereof
di ffers”fromMUKITE o dEVFT .OQ}ﬁéiﬁﬁﬁﬁwg ?r?%onE§i§8?% g%géggﬁtronic

| ock systemds made taoIRerdr B | tdley i $€5f L oAf EGUIFRAGMESERS s¥&tém Such as
a conputer. All devices are assigned a specific address by setting

mechani cal compcising e pekird by cof réshoedentngnidsa geshred adefess. By

rﬁags of GiégggEgrLgﬂédtrélﬁééﬁgﬂfgéfyfégﬂ%?agagg %ggdggsfoegftto operate

buttons, door openers etc.

10 BACKGROUND

Electronic and electro-mechanical lock systems are be-
coming increasingly complex. Besides the lock device it-
self, such as a lock cylinder, a lock system comprises
auxiliary devices, such as sensors, panic bars, emer-

15 gency power supplies etc. Many systems involve two doors
with lock devices, like a pair door or a pair of inter-

locking doors used for e.g. security or climate control.

The interfacing between the different devices in a lock
system is complex and requires installation by a person
20 skilled not only in the technical field of locks but
also in the field of electronics. The devices can be
provided with different kinds of inputs/outputs and the

function thereof differs from device to device.

One common way to configure an electronic lock system is
25 +to connect all devices to a common master unit, such as
a computer. All devices are assigned a specific address
by setting mechanical switches in positions correspond-
ing to a desired address. By means of the master unit,
the entire system can be set up so as to operate in a

30 desired manner. However, this approach requires two



30 desired manner. However, this approach requires two WO 03/078769

PCT/ SE03/ 00415 2 installation steps, a first step wherein the devices are
i nst al | edwand/ové7sed, and a second step wherein the sys- t@eTiSEozendis gured.
Al so, often two dlfferent persons are involved in the installation. A
further drawback with 5 this approach is that one wong setting of
swtches, can lead to tinme consum ng searches for faults in the system
SUMVARY OF THE | NVENTI ON An object of the present invention is to provide a
sel f- 10 comfdtGuniatd Iro &k epsst %mf\m@,rtels&etﬂwwﬂ&rn A ie deyacksarar e

avoi ded and which requires no progranm ng of the de- vices involved. Thus,
an obj ect Q@Stt@léaﬁplan@mmd,n@ndtm@@gmmd vitrap syt mnthe syske t he
door environnents 5ﬁi i_ch |?H}s ap understand for the 15

| i ed easy.t
i nstal | er. “Aflotter® lé"&’treé# & %r & é'ﬁ‘tn TR Rt PO RAAEE
sel f-confi guridie,d PGk Lt aMaMaaneich dnhene st cetd@baciiBei@f unit. The
invention is based on the realisation that a self- 20 configuring | ock
syst em Tan e spragp e thyi sd éthiarti ngeawncmmae’ccﬁlmd | @fvesiv tlorhem dsamnd havi ng
al | devices se t claimn messag in t‘&]t ds that can be
transmttegaﬂpt mfefglpé]rﬁu é’\?’i&? eé?d? Et’]llngtothe
invention tReyeenare provided a nethod 25 of conflgurlng an el ectronic | ock

system as deflned in claiml. An electronic |ock system device as defined
in claim8 and a | ock systemas defined in clai.m10 are

SUMMARY OF THE INVENTION

An object of the present invention is to provide a self-

10 configuring lock system wherein the prior art drawbacks
are avoided and which requires no programming of the de-~
vices involved. Thus, an object is to simplify cabling
through a wire system and to make the door environments
to which it is applied easy to understand for the

15 installer.

Another object of the present invention is to provide a
self-configuring lock system wherein there is no central

master unit.

The invention is based on the realisation that a self-
20 configuring lock system can be provided by defining a
number of allowed commands and having all devices send
out claiming messages wherein the commands that can be

transmitted by the different devices are negotiated.

According to the invention there are provided a method
25 of configuring an electronic lock system as defined in

claim 1. An electronic lock system device as defined in

claim 8 and a lock system as defined in claim 10 are

also provided.



al so provided. WO 03/078769 PCT/ SE03/00415 3 By providing a | ock system
wherein at start-up each connected device sends out a claimng nessage
cont ai ni rgoO 0a/07476¢ of commands that the device in questi orCEsEIZ@EAN a
command matrix is created in every device. These 5 natrixes are used to
control the flow of commands in the |6tk systemso as to create a
functioning self- configuring electronic |ock device system 1In a
particularly preferred enbodi nent, the claimng nessages are used for

assi gni ng dif HebenldiaddrL ek tdysthdh | Rh&tevi cest coraeeled éachhe system
Thereby, no setting of switches etc. is required during installation. In
anot her pr ebeneedeehiiediimentsenttsyiaes afcldignisegrene 3 ageccorypening

i dt i.ff t devi wher eby a. sel f - fi ' t wo-d
System i s faddSt18 T GEIFIAAS fiidtn g e e BUH HERE SO8F BT ned by
the dependy ephmeand Mt ARl By RERIET N Lo BRAWNSe Theneguention is now

descri bed, by way of exanple, with 20 reference to the acconpanying
drawi ngs, matwhixels arieg.usked ssarcaveral Ithe eilof of doormandsrisitige a

typical electronic |ock system fig. 2 is a block diagram show ng
connect | on LOEKWSET HET SUIFT crd T SRR et SHORORIRY i 5510~ 25 fig. 3 is a
bl ock di agi-ams3Rewing 1o QoA Qraldionidfide sPskedyStem device according
to the invention, WO'03/078769 PCT/ SE03/ 00415

In a particularly preferred embodimeﬁf, the claiming
messages are used for assigning different addresses to
10 the devices connected to the system. Thereby, no setting

of switches etc. is required during installation.

In another preferred embodiment, devices of the same
product type are assigned to different device groups
whereby a self-configuring two-door system is made

15 possible.

Further preferred embodiments are defined by the depend-

ent claims.

BRIEF DESCRIPTION OF DRAWINGS

The invention is now described, by way of example, with

20 reference to the accompanying drawings, in which:

fig. 1 is an overall view of a door comprising a typical

electronic lock system,

fig. 2 is a block diagram showing connection between the

different devices shown in fig. 1,

25 fig. 3 is a block diagram showing the configuration of a

lock system device according to the invention,



4 fig. 4 shows the functional device connection of the systemshown in
fig. 1, fig. 5 shows the structure of a claimng nessage accord- ing to the
i nventi orwo33078J696 is a flow chart of the major steps of PCASEn%eI0R
according to the invention, fig. 7 is an overall view of a |ock system
conprising two related doors, and fig.48 is a block di agram show ng the
functional device 10 connection of the devices conprised in the system of
fig. 7. DETAILED DESCRIPTION OF THE INVENTION In the followi ng a detailed
descriptioniof pf efdietneMMUidRU S ed e pé@&ﬁ@étiaﬂe§£' e | be
given. 15 In the present context, interconnectivity in a loc sys- tem

bet ween m1§YHth skwwmesnnﬁamsikp enabl e sinple connection of devices
install ed at a door In nDst applications, a |ock systemor an environnent
conpri ses two doaqr When the syste rises two doors it 20
shoul d be 1 r%ﬁ?%ﬁﬂ ?kﬁﬁ%?%ﬁqu S Igf NG MePBAIRNRECOTF ke a pair
door or a|¥ﬂ%]gg 1Y efdRG¢ 8L, doors used for e.g. security or clinate
control. In the present descrlptlon the term "l ock system de- vice" or
sinply "device" is intended to cover all types 25 of devices conprised in
an el echrorfiig | dtkisystBimw stirtaoarhe mesper sstepsi of btheonstkod. , and is

thus not |limted to devi.ces, coqp ising the lock itself. WD 03/078769
PCT/ SE03/ 0GFRPrEing to the invention,

fig. 7 is an overall view of a lock system comprising

two related doors, and

fig. 8 is a block diagram showing the functional device
10 connection of the devices comprised in the system of

fig. 7.

DETAILED DESCRIPTION OF THE INVENTION

In the following a detailed description of preferred

embodiments of the present invention will be given.

15 In the present context, interconnectivity in a lock sys-
tem between different devices means to enable simple
connection of devices installed at a door. In most
applications, a lock system or an environment comprises
one or two doors. When the system comprises two doors it

20 should be considered only doors with some kind of de-
pendence, like a pair door or a pair of interlocking

doors used for e.g. security or climate control.

In the present description, the term “lock system de-
vice” or simply *“device” is intended to cover all types

25 of devices comprised in an electronic lock system, such
as card readers, panic buttons etc., and is thus not

limited to devices comprising the lock itself.



A sinmple electronic |l ock systemw Il now be described wth reference to
figure 1, show ng a one-door system generally designated 1. In a door 2,
there i s womsiogga® an el ectronic |lock 10 of a kind conventcars&bd/go4iound in
5 electronic |ock systens. By electronic lock is neant any kind of
electrically actuated and controlled | otk device including

el ectro-nechani cal | ocks. The lock is con- trolled by neans of a card
reader 20 installed on the outside of the door. On the inside there is

provi ded amn Hdn@id NHMHbBE Uskek byy S LR IFON Oflol Nse | Ass8i9E4t he  door
for unlocking the sane. The novenent of the door between opened and cl osed

posi - tiongriitdh ewfersnasd by fiegee of, sshivoingpararerddor wey fitemn

i ntegrated notion.sensor.. All vices shown in fjig. 1 15 are _interconnected
by, maans oSSR FE LIRS, 110 S GIPOF b SRETFRES PESERSRA fn Tig.
2, which i g AlRt-orliAARR STPBNG atind Neoseyh€ESnEPIPr E§8AQT Int he | ock
systemof fig. 1. As is evident fromfig. 2, there is no central "nmaster"

unit inSt helespdmomniss liockisapd teng oyl le¢hrenhvehetbnaé Beastranyc | ock
systens. Instead all. de- .vi set_up thensel ves, so,as .t ovide an inter-
connect ed §V§F€ﬁﬁgf$§§%§$ _[ﬁﬁﬁﬁ%ﬁ%ﬁ%ﬁn_H%O?Ef%}feéoﬁﬂggt¥9V%§?provided
by the presept1 dARNd 1Bt - dhan PeaTlepsEkHedTRE! DYk 2DsMBgh-devices in a
| ock system according to the invention have different functions. However,

they all hawmldeddymmedrs dviare cand sodader e28t Lnstatdedhoohthel | be
described below. ,In fig. 3, there is shown, a | ock system devi.ce, indi- 30
Cated by t REARAdR®Y filie HRPTe e s Rl dnatharanss Proviaed ah

10 exit button 30 used by a person on the inside of the

door for unlocking the same.

The movement of the door between opened and closed posi-
tions is controlled by means of a door operator 40 with
an integrated motion sensor. All devices shown in fig. 1
15 are interconnected by means of a two-wire cabling making
up & bus 90. This is shown in fig. 2, which is a block
diagram showing all the devices comprised in the lock
system of fig. 1. As is evident from fig. 2, there is no
central “master” unit in the system as is usually found
20 in conventional electronic lock systems. Instead all de-
vices set up themselves so as to provide an inter-
connected system. This is made possible by the inter-
connectivity provided by the present invention, as will

be described below.

25 Most devices in a lock system according to the invention
have different functions. However, they all have a
common hardware and software structure which will be

describedtbelow.

In fig. 3, there is shown a lock system device, indi-

30 cated by the dashed line and generally designated 100.



WO 03/ 078769 PCT/ SE03/00415 6 The device conprises a single chip mcro
controller 102 connected to a bus transceiver 103 arranged to be con-

nect ed t owohg/oirrs9 90 shown in fig. 2. The mcro control - [Pemr/SE0R00485 power ed
by neans of a power supply 104 5 arranged as an external supply connected
to the device supplying a voltage of 12 or 24 VDC. The micro controller
itself contains sone kind of elec- tronic nenory, such as a Read only
menory (ROM. How ever, a non-volatile nmenory 106 is connected to the 10

i cr o cont ngld efo Gl UAANEAL DU YOI S LS, R a0 Sl raP1 SY 168"

oper ati onal paraneter I agnost ata. There 1s also provided
a switch 1l@brmectHadlitaatd rgus wedinsre 1ver dey3 cerimbgedsto obei ¢dbes or both
of two de- fined device g;oups as wl| be explained in detail 15 bel ow

with refer@fcEad 19 dgdhe Puhd? & SERIm i Bt eneht sSTRR BHCER OREZODad 108 or
a light indi; rs I oyt d I i, C 00. Devices
can be in gir?er g’f%zft)m%slg‘%v?%%%t rg%ér:% p%%-%g%drwg%% Pﬁ){%@ﬂ/ rrg%% and

oper at i pnalarmdeyedVen an dexteernas SuppPP dectectéd tbetpewdeviopply, a
boot-up sequence is initi- ated, wherein it is in the pre-operational node.
After the BRRLNSGUENERIR ebnpt R4 tWeCdevi ce has been put into
operational node. In a network of devices of the kind described herein, 25

every devi Gednystc Ve 40 e 10 £ deBRLEI E8ti0e £D0HCH D1 beLore

operational Stage. Because there 1s no central unit taking care of the
conf i gur at itromifc ti@nosy stench ads aeRead sontentehgry heRBE) veBowldri ng t he
boot - ever, a non-volatile memory 106 is connected to the
10 micro controller for storage of non volatile data, such

as system operational parameter data and/or diagnostic

data. There is also provided a switch 107 for indicating

whether the device belongs to either or both of two de-

fined device groups, as will be explained in detail

15 below with reference to figs. 6 and 7.

Further elements, such as a key pad 108 or a light indi-

cator 109 can also be provided in the device 100.

Devices can be in one of two different modes: pre-opera-
tional mode and operational mode. When a device is con-
20 nected to the power supply, a boot-up sequence is initi-
ated, wherein it is in the pre-operational mode. After
the boot-up sequence is completed, the device has been

put into operational mode.

In a network of devices of the kind described herein,

25 every device must have a unique node identification
(node ID) before operational stage. Because there is no
central unit taking care of the configuration of the
system, all devices identify themselves during the boot-
up sequence and this identification includes an address

30 claiming procedure wherein all devices connected to the



up sequence and this identification includes an address 30 cl ai m ng
procedure wherein all devices connected to the WD 03/078769 PCT/ SE03/ 00415
7 systemwpa3assbgned a uni que address. The address cl ai mpCirrsgopomacedure i s
performed in any convenient way and the exact way it is perforned
constitutes no part of the present invehtion. However, in order for the
procedure 5 to operate correctly, each device nust have a unique serial
nunber stored in nmenory. A lock systemcan be classified either as very
sinple or @gsskfiphee Asslionedas @mij)%@%diﬁvéﬁ. ofhee duRE LSl Uetaihype is
used, the systemis very sinple and all devices 10 belong to one group. The
group concepR9wPFPcBdugesdsi begformachdmn Mo walveniafteraicand theys. 6
and 7. A si tem ri.ses t devi.ces of at least o roduct

group and t%gégtdg’é' cg% crin%s egg%é?nsetva?ncémsstﬁgcdﬁbif atg @arctat?#:gd?%em to
different gpedpentAineeyitioml eoevarplig Brdasstasp Wild @tywysuconfigure
itself according to sone basic rules. Lock system devices are divided into
t hree di¥f eEenPPegalec60Eressdy, sadly diovrise amighatiree athisamsors.  An
activator i ny . devi t hat _sends commands to an 20 actuator. Exanples of
an activat orgegé‘%lbgugﬁ’ggxisﬁ:o t?ghlnbtﬁ“ﬁm Y-card reader, panic exit button
etc. The activa- tor is also responsible for the access related timng of

a |l ock systanioBR sgtieimotans ba QW il dierHay s areBetd Diplaiss@l |y 25
sone kind of nechanical activity like releasing a clutch or opening a
door. It caRSaPdBPBE-aPBulPBg @S fordsh one device of each product

type is used, the system is very simple and all devices

10 belong to one group. The group concept will be described
further below with reference to figs. 6 and 7. A simple
system comprises two devices of at least one product
group and these devices must be distinguished by allo-
cating them to different groups. A very simple or simple

15 system will always configure itself according to some

basic rules.

Lock system devices are divided into three different

device classes: activators, actuators, and sensors.

An activator is any device that sends commands to an

20 actuator. Examples of an activator can be an exit push
button, card reader, panic exit button etc. The activa-
tor is also responsible for the access related timing of

a lock system.

An actuator is a device that performs an action, usually
25 some kind of mechanical activityﬁlike releasing a clutch

or opening a door. It can also be a buzzer or flash-

light. Some actuators need to send access commands, see

below, and are thus also activators.



light. Sone actuators need to send access commands, see below, and are
thus al so activators. WO 03/078769 PCT/ SE03/ 00415 8 A sensor provides no
access reawatoaa7d7od or mati on, only sensor status infornmati ecT/SEps/@danpl e
thereof is a door operator safety switch. In the exanple above the
electronic lock 10 and the door 5 oper&tor 40 are actuators while the card
reader 20 and the exit button 30 are activators. The functional device
connections of the systemshown in fig. 1 will now be described with

reference ta $egsod, prohedesn noAekkbeaborelatear 1aFRRNEAS ildh [ RgiGar d reader
20, 10 "Activator 2" corresponds to the exit button 30, "Actua- ‘tor 1

cor r espondsSeBSPRestaERs 16N gnAationyaPor eXampder tospends it & kipainor

operat or 40 j.C ngt .receive data fromanother device if there is
no | ogi cal %%€E%§¥%o§a?%g¥e§%%§§ N (as opposed 15 to the physical

connections shown in fig. 2). A logical connection is in essence a

"deci sion” In theebsxempke- abages theosnastabheady okRown dew asOuddie bus.
During the address claimng procedure during the pre-opera- tional stage,

each devi ce®BRraRerpA8 ArPl 2gtupierahwhide sheecaddyireesiern 28staatdd i sh

| ogi cal co t] ejgclaimng.device will send a nmessage matrix in
t he clain}nﬁﬁg %%ggaggtt$ﬁugotﬁgeoFﬁe}V§§9F5és on the bus can de- cide

whi ch commands and status nessages to respond to. The |ogical connections
infig. 4 areerfpnestohell Bgva2beacbanscindheabirnghkhe yaiteat tdhenofi al | owed

ressages cap; 11 gd, | Droggh Lhecamestlon, ) auestion 1L 15 seen tha
wherein “Activator 1” corresponds to the card reader 20,
10 “Activator 2" corresponds to the exit button 30, “Actua-
tor 1” corresponds to the lock 10, and “Actuator 2”

corresponds to the door operator 40.

A device can not receive data from another device if
there is no logical connection therebetween (as opposed

15 to the physical connections shown in fig. 2). A logical
connection is in essence a “decision” to receive mes-
sages from an already known device on the bus. During
the address claiming procedure during the pre-opera-
tional stage, each device on the bus will decide what

20 other devices to establish logical connections to. The
claiming device will send a message matrix in the claim-
ing message. Thus the other devices on the bus can de-~

cide which commands and status messages to respond to.

The logical connections in fig. 4 are represented by

25 arrows indicating the direction of allowed messages car-
ried through the connection in question. It is seen that
the activators can send but not receive messages while

the actuators can both send and receive messages.



the activators can send but not receive nessages while the actuators can
both send and receive nessages. WO 03/078769 PCT/SE03/00415 9 In fig. 4,
Act uat or wola®7&¢4 up | ogi cal connections to all the ot hecTdEvd/e8sy i.e.
t hree connections. Each connection can' carry a nunber of different
messages. There are specific rules to Yefine which nessages to re 5 spond
to and which to discard. For exanple, a lock de- vice, i.e., Actuator 1 in
fig. 3, will discard an "Id device event" nessage and accept an "Unl ock"
nessage. lessages M Il pined ddx s e slet @l donhbeciohsovs ing. 10
Al'l nessages are |isted below. The assigned nessage index value is unique
and the nesddgadearathest slaiaas, shexi f i threwi cesnednionsyiBackkan send any

, but t .all devi i1l _listen; this.i trolled by th
o co. confOGEFSITGH CF i MbcL dgBer O 91 HERE Pt 0P 688 agor | oo

command  anfeHeAldi®e RRRAGET ML b CUPBREIS/HESS a8ess AqUE o PESSage
i ndex range of 0-127 and status nessages have a nessage index range of

128- 255 Tisepoadrdss &y vdriecls howdisgrtdbl Ber 2esamnp Be bek okwcR0ddhe
structure of, a cl.am ng nessage is shown in fig,.5. .. .1t carries_32 bits
descri bi ng “which l_mfs's’a% 14 rbelss]ethtg\{]?‘r ot t‘%a}fa%ﬁ%%’fgﬁ%sel 2 bits are
di vi ded i nigevk@DidvientOmddith oMMt 0gs amsh dbk Pl hesQge St atus nes-

sages. 25 It has been nentioned above that a claimng nessage™is sent by
each devi cdledwages i lader esplded ngp prnoce-detail in the follow-

ing.

10 All messages are listed below. The assigned message
index value is unique and the messages are related to
specific devices. Any device can send any message, but
mnot all devices will listen; this is controlled by the

device configuration.

15 The messages are divided into two categories: command
and status messages, wherein commands messages have a
message index range of 0-127 and status messages have a
message index range of 128-255. These messages are shown

in tables 2 and 3 below.

20 The structure of a claming message is shown in fig. 5.
It carries 32 bits describing which messages can be sent
from that device. These 32 bits are divided into 16 bits
for the command messages and 16 bits for status mes-

sages.

25 It has been mentioned above that a claiming message is
sent by each device during the address claiming proce-
dure. Inside this claiming message there are additional
attributes to identify the functionality of the claiming

device.



dure. Inside this claimng nessage there are additional attributes to

I dentify the functionality of the claimng device. WO 03/078769

PCT/ SE03/WO04157878®0 Datal This is the Node I D of the clai RCAFEIBW4CE.
Data2 - Attributes In the attributes there is the position of the group 5
switch. If the device is configured tolBe a nulti-group device this should
be reflected in the claimng nessage. Attributes are shown in table 1

bel ow.. Table 1, Attributes Bit Attribute Value Conment 0-1 G oup O=Not
Used Statug@fjjgroup switch of the Switch 1=Goup 1 claimng device.
2=Group 2 Status of the multi-group 3=Goup 1 + setting. Goup 2 2 Master
O=Not NMI mestseri sThe L idE N ViR W ifBind ddcd s NMI NMI' nast er
function in the naster system (handled by APl). 3 Sub- O=No sub-devices
Indicates if the claimng device follow device is claimng a sub-

1=Sub- devi gesadevi gataddrigsss follow 4-7 Reserved 0 Not used. 10 The use
of the group switch will be explained further belowwth reference to
figs. 6 andn/theatea3rlibutEemmuratdvhits ithe position of the group

5 switch. If the device is configured to be a multi-group
device this should be reflected in the claiming message.

Attributes are shown in table 1 below.

Table 1, Attributes

Bit |[Attribute|Value Comment
0-1|Group 0=Not Used Status of group switch of the
Switch 1=Group 1 claiming device.
2=Group 2 Status of the multi-group
3=Group 1 + setting.
Group 2
2 Master 0=Not NMT master |The claiming device claims
1=This is NMT NMT master function in the
master system (handled by API).
3 Sub- 0=No sub-devices |Indicates if the claiming
device follow device is claiming a sub-
1=8Sub-devices device address.
follow
4-7 |Reserved (0 Not used.

10 The use of the group switch will be explained further

below with reference to figs. 6 and 7.

Data3-4 — Command Matrix

This is a binary array, representing up to 16 control
messages that the claiming device can send. If the bit

15 wvalue is “1” then corresponding message can be sent.



This is a binary array, representing up to 16 control nessages that the
claimng device can send. If the bit 15 value is "1" then correspondi ng
nmessage cao Be7Esent. WO 03/ 078769 PCT/ SE03/ 00415 11 Tabl @CZ/SECHemaend
Matrix Bit Message Message text index O O Emergency Conmand 1 1 Energency
Control Command 2 2 Door Control Commaéidd 3 3 Inhibit Conmand 4 4

| dentification Device Control Conmand 77 1 5-127 Not used (set to 0). 5-15
Dat a5-6 - Status Matrix This is a binary array, representing up to 16
status 5 nessages that the |rd eV es If the bit wvalue is
"1" then correspondi ng rress?&?l?anrtg’be semm&ar?fagfe 3, Status Matrix Bit
Message Message text index O 128 Locking Device Status 1 129 General

Devi ce St af uyss Medd R0 31 Exit Device Counter 4 132 Door
Qperator S ;btslui:'s, I% Q) E%%’te@r se}a%us 5 133 Identification Devijce tag

data. 6 1 on-Device -event
Emergency Command

Emergency Control Command

Door Control Command

Inhibit Command

4 Identification Device Control Command
5-15| 5-127 |Not used (set to 0).

WO
Wi O

Datab-6 — Status Matrix

This is a binary array, representing up to 16 status
5 messages that the claiming device can send. If the bit

value is “1” then corresponding message can be sent.

Table 3, Status Matrix

Bit |Message|Message text
index

0 128 Locking Device Status

1 129 General Device Status

2 130 Debug Status

3 131 Exit Device Counter

4 132 Door Operator Status, Revolving door

status

5 133 Identification Device tag data.

6 134 Identification Device event.

7 135 System Power Status

8 136 System Temperature Sensor Status
9-15|137-255|Not Used (set to 0).

During self-configuration, each device will build up a
10 matrix showing which devices that can send which control

and status messages.



7 135 System Power Status 8 136 System Tenperature Sensor Status 9-15
137-255 Not Used (set to O0). During self-configuration, each device w !l
build up WO 0307878t ri x showi ng whi ch devi ces that can sendPamiSEh3/ea@ns r ol
and status nmessages. WO 03/078769 PCT/ SE03/00415 12 The met hod of
configuring or setting up a |lock systek? thus conprises the steps 110-140
shown in the flow chart of fig. 6. The heart in the |lock systemis the
door control com5 nmand. The Door Control command is a conpl ex conmand- set,
sent to al rhaCieathdds aﬁ%m@@ﬁrﬁo% aH8sSHd Nug e 16torsyendn onment .
This function controls the entire door state. Al devices have to conply
with a predéfisnedmpatisesf thestsrheps did e rafles Ihethoileombhart comand
10 structu%%aksggiven in table 4 below. Table 4, Door Control Conmands

I dentifier 49 Bata 2 Data 3 Message | D I ndex Door Control Attributes
02 8 bits 8 bits Door Control Size Bit Value Comment no. Security Lock 1
0 O-Locked 18ecWdant Lorknd llociidyskddnl 0fketk eddr f@snelesy &dmsed and

| ocki ng device "locked" status. Locking 1 1 O=Lock If a security lock is
Devi ce bit meadnl Gle fasseflontroll sxmapd is a complex command-set,

sent to all actuators that handle door access in the
door environment. This function controls the entire door
state. All devices have to comply with a predefined set
of instructions and rules. The door control command

10 structure is given in table 4 below.

Table 4, Door Control Commands

Identifier |Data 1 |(Data 2 Data 3
Message ID |Index Door Control |Attributes
02 8 bits 8 bits
Door Control |Size|Bit |(Value Comment
no.
Security Lock |1 0 0=Locked Security Lock will
bit 1=Unlocked|wait for door closed

and locking device
“locked” status.
Locking 1 1 0=Lock If a security lock is
Device bit 1=Unlock present the locking
device will wait for
the unlocked status.
Door Operator |1l 2 0=Closed Door operator will
bit 1=0Open open the door when
all locking devices
are in unlocked

state.
Hold/Release |1 3 0=Release |[This command is only
bit 1=Hold for door holding
devices.
Inactive 1 4 0=Active Act only on active
bit l=Inactive |commands.
- 3 5-7 |0 Not Used

bits




device will wait for the unlocked status. Door Operator 1 2 O=Cl osed Door

operator will bit 1=Cpen open the door when all |ocking devices are in
unl ocked wpaB®7876Hol d/ Rel ease 1 3 O=Rel ease Thi s conmand PST®ED3/004k5 t
1=Hol d for door holding devices. Inactive 1 4 O=Active Act only on active

bit 1=Inactive commands. - 3 5-7 0 Not l&ked bits WO 03/078769
PCT/ SE03/ 00415 13 Attribute Size Bit Value Cormment no. 6 0-5 0 Not Used
bits Tanper/ 1 6 O=CK Activator is Sabotage bit 1=Tanper/Sab. tanpered, or

sabot aged. [EITQl.1 .7 O & Ueﬁg e I pfernal "&rror o = eneral lerror.
1 ) )

There can bétr%ﬁj’tblupﬁee 56T cqofltfrol &omands in a sy%?en%néS nce each
| .

actuator willl_be awarel of a activators pre- sentlon the bus it can
col l ect the door-contrid nes &xades fromall acti|¥@brdse@nd through a
prioritisat|ion bits

Tamper/ 1 6 0=0K Activator is

Sabotage bit 1l=Tamper/Sab. tampered, or

sabotaged.
Error 1 7 0 = Device OK. Internal error.
bit 1 = General
error.

There can be multiple door control commands in a system.
Since each actuator will be aware of all activators pre-
sent on the bus, it can collect the door control mes-

5 sages from all activators, and through a prioritisation
process calculate the actual door state. Only active

messages will take part in the priority process.

Any activator can be inhibited except for panic/emer-
gency exit devices. The inhibited activator will still
10 send data on the bus, but it will indicate (inside
message) that the device is inhibited. By default all
activators are in active mode (not inhibited). In any
system there must be only one device that control the

inhibit state of the system’s activators.

15 An exemplary configuration and operation of the lock

device system shown in fig. 1 will now be given.

After power-on, each device will send a claiming message
in which information is passed to all other devices
regarding Node id, Device Attributes, and Message

20 Connection Matrix.

Since all connections are logical only, each device has

to tell all other devices what messages it will send. It



process cal cul ate the actual door state. Only active nessages wll take
part in the priority process. Any activator can be inhibited except for

pani c/ enewoO 0gerR7y9 exit devi ces. The inhibited activator wPCI/SED3/0d415 10 send
data on the bus, but it will indicate (inside nessage) that the device is
inhibited. By default all activators dde in active node (not inhibited).
In any systemthere nust be only one device that control the inhibit
state of the systenis activators. 15 An exenplary configuration and

operat i N ofs i PG ciiel ¢S ¥S STRSNNANK fesdatill apaw be given.

Af ter power-on, each d%VICE w il send a claimng nessage 1n which

i nf or mat i onrece pass ethd ovlaldh cdherddewarésd. r egar di ng Node id, Device
Attributes, and Message 20 Connection Matrix. Since all connections are

| ogi cal onuy, each devi ce, has o tell, all other devices mﬂat nsgsages it
will send. QYEIRY G EPRYESF PO SEDATdBUAR tRATresatp oteheh BBviée to

deci de whi i apgowhi ¢ di r LAg
automati c g%%fldﬁraﬁﬁgﬁét %ég&gféégttoté*h%f&%gigﬁésgggggggﬁggacgﬁ be sent
from a Hevimmarepisseniedils chabnimgynessagen vherel ahai hggmeadage, where
the |l ogical value "0" neans "don't connect nessage" and Iogic | "1" nmeans

"connect_né§§§ﬂ%"7oﬁTmﬁ%P$s"%%nb%y??%ﬁ?%P BrEerI ondPdete8i68twedn devi ces,
when naklnqm%gﬂgeq&hgﬁg.tﬁ@g§%§§¥»ce has an internal 10 factory-progranmed

uni que serial nunber. This nu is used to decide who is sending a
cl aim ng nessage at any
There is no particular order considered between devices,

when making connections. Each device has an internal
10 factory-programmed unique serial number. This number is
used to decide who is sending a claiming message at any

given time.

Assume that the devices shown in fig. 1 will claim in
the following order, thereby being assigned a corre-

15 sponding node ID:

Node ID Device

1 Exit button 30

2 Locking device 10
3 Dooxr operator 40
4 Card reader 20

After power-on, this results in a sequence'of events

that will be described in detail in the following.

The exit button 30 sends its claiming message wherein it
20 claims node id 1. The following connection matrix is

also sent:
Command: 0004 .., Status: 0004 ..

The command matrix corresponds to the following binary

sequence:



given tine. Assune that the devices shown in fig. 1 wll claimin the
follow ng order, thereby being assigned a corre- 15 spondi ng node | D: Node
| D Devi cew® oBx78769ut t on 30 2 Locking device 10 3 Door opecatsen3/édis 4 Card
reader 20 After power-on, this results in a sequence of events that wll
be described in detail in the followi ngl5The exit button 30 sends its
claimng nessage wherein it 20 clainms node id 1. The follow ng connection
matrix is also sent: Conmand: 0004 hex' Status: 0004 hex* The command
matri x corr@pendsobho oblde foaldeow ng binary sequence: WO 03/078769

PCT/ SE03/ 00415 15 0000 0000 0000 0100 Referring to table 2 and table 3
for details of the com mand and status matrix, respectively, this

i ndi cat es, Refferriagdtor tdbliegit and |whtle i3 €qr fdemabls Oft bhéicos-15,

that the exit butt d d no, 3, Control. Copmand. Thi
command can BB B30 FEATHY AMCTIUnar HBA TR (HE Sy LR STRe st at us

i nformationyhas LBedSEFFRCHURY td - 1Rt fhe e EXIfrWIB oD GaBoSENd Status
message no. 3, Debug Status. = 10 However, this status information is only
used by & cdpputtdetuthle estitedtvdraro ade sgrst arpmftgandgn® F odibl Boor

Control Command. This command can be received by all

other devices in the system.

The status information has the same content, i.e., the
exit button can send status message no. 3, Debug Status.
10 However, this status information is only used by a
computer unit connected to the system during trouble
shooting, for example, and will be discarded by all de-

vices normally connected to the system.

The claiming message sent by the exit button will thus

15 result in the following configuration of the system:

. are received by these devices

Messages Node| Lock 10 Card Exit Door
sent by ID reader 20 |button 30| operator
these 40
devices ..
Lock 10
Card
reader 20
Exit 1 Door Door Door
button 30 Control Control Control

Command Command Command
Door ope-
rator 40

The Lock device 10 now claims node id 2 and sends the

following connection matrix:

Command: 0001 ,.. . Statuss: 0005

hex



shooting, for exanple, and will be discarded by all de- vices normally
connected to the system The claimng nessage sent by the exit button wll
thus 15 wevalots7sn t he foll owi ng configuration of the systPEMSED3/00415 ar e
recei ved by these devices Messages Node Lock 10 Card Exit Door sent by ID
reader 20 button 30 operator these 40 l&evices ... Lock 10 Card reader
20 Exit 1 Door Door Door button 30 Control Control Control Conmmand
Command Command Door ope rator 40 The Lock device 10 now clains node id 2
and sends tieis f@bhodtBlos0naeet kOBoFREEPEndE0RBRBAHe €801ohexg Status: 0005
hex WO 03/078769 PCT/ SE03/ 00415 16 This connection matriXx corresponds to
the foll owkRFSaE®Buges: Command nessage: Door Control Comrand Status
nmessages: Locking Device Status, Debug Status 5 The Door Control Comand
and the Lo Y tu can _be r.eceived by all other

devi ces. Hocé\f\d/e@lgarl% ﬁggs?%%adﬁoﬁegﬁ ?gggél ?ﬁrgmggug status nmessage is dis-
carded by all devices.

Status messages: Locking Device Status, Debug Status

5 The Door Control Command and the Locking Device Status
messages can be received by all other devices. However,
as already mentioned, the Debug status message is dis-

carded by all devices.

This results in the following configuration:

. are received by these devices

Messages Node| Lock 10 Card Exit Door

sent by ID reader 20 |button 30| operator

these 40

devices ..

Lock 10 2 Doox Door Door
Control Control Control

Command, Command, Command,
Locking Locking Locking

Device Device Device
Status Status Status
Card
reader 20
Exit 1 Door Door Door
button 30 Control Control Control
Command Command Command
Door ope-
rator 40

10
Door operator 40 now claims node ID 3 and sends the fol-

lowing connection matrix:

Command: 0005 Status: 0014

hex, hex

This device will send Emergency Command and Door Control
15 Command as well as Debug Status and Door Operator

Status. However, Debug status is discarded by all de-



This results in the following configuration: ... are received by these

devi ces Messages Node Lock 10 Card Exit Door sent by ID reader 20 button
30 operatwp 03pofsIse 40 devices ... Lock 10 2 Door Door Do®@CT/SEo3iensod
Control Control Command, Conmand, Conmmand, Locking Locki ng Locking

Devi ce Device Device Status Status Stdfflus Card reader 20 Exit 1 Door Door
Door button 30 Control Control Control Comrand Conmand Command Door ope
rator 40 10 Door operator 40 now clains node ID 3 and sends the fol-

| owi ng connectdHadmtyre: Lm%lﬂpoélé@érd%ﬁéuﬁmeggéﬂcﬁ?ex Thi's device

wi || send Enmergency Command and Door Contr ol Command as wel | as Debug
St at us and @@ooram@per at or St at us. However, Debug status is discarded by al
de WO 03/078769 PCT/ SEO3/ 00415 17 vices and the Lock 10 will discard the

Emer gency é%HETH§¥ Card Reader 20 claims node ID 4 and sends the

following connection matrix:

5 Command: 001F ,_., Status: 0064

hex

This device will send Emergency Control Command, Door
Control Command, Inhibit Command and identification
Device Control Command as well as the status messages
Debug Status, Identification Device tag data, and Iden-

10 tification Device event. However, the other devices will
discard the Emergency Control Command, Identification
Device Control Command as well as all the status mes-
sages. Also, the Lock 10 will discard the Inhibit

Command.

15 This results in the following configuration:



Finally, Card Reader 20 clains node ID 4 and sends the follow ng
connection matri x: 5 Command: OOLF hex/ Status: 0064 hex This device w !l
send Enmerwyoensp782ent rol Conmand, Door Control Comrand, | nirCEiSEZmanand and
Identification Device Control Comrand as well as the status nessages

Debug Status, ldentification Device tag8data, and Iden 10 tificati on Device

event. However, the other devices wll discard the Enmergency Control
Command, Identification Devi ce Control Command as well as all the status
mes- sages[ AI'SO, P LOCK 10 Wil |a1cg SELFE B_;z‘]“&l%ée L hi s
results |nMc? éq{#‘u a\epy UILIOI llctj.l O1T: C/g{f Q310787 r'\,l C:OS{'DQ A15— 18 ...
are receive fgy) agw ces ssages 2I0 gé( 561 or |sent
by I D readet QXntc O|operator {fE&S eEb Qn 2V ILBBRTE5°% Door
Door Door |‘&&fi§ ol Controll Control Command, Oommnd, Oorrrand, 40Locki ng
Locki ng Lodl@HEeDewilce Device Device Status Status Status Card 4 Door
Door Door |Iregddek0 20 (Coht ol Control | Condeoatr ConmahebrConmmandpoGonmand,
| nhibit Inhibit Control Control Control
Command, Command, Command,
Locking Locking Locking
Device Device Device
Status Status Status
Card 4 Door Door Door
reader 20 Control Control Control
Command Command, Command,
Inhibit Inhibit
Command Command
Exit 1 Dooxr Door Door
button 30 Control Control Control
Command Command Command
Door 3 Door Emergency | Emergency
operator Control Command, Command,
40 Command, Door Doox
Door Control Control
Operator Command, Command,
Status Doox Door
Operator | Operator
Status Status

Now all connections are established.
As can be understood from the example above:

Each device will send out a message containing a “bit
5 pattern” which define which messages that will be trans-

mitted from the claiming device.

Each device will decide whether to establish connections
of up to 32 messages from other devices or not, depend-

ing on device type and functionality.

10 In fig. 7 there is shown a double door system compris-
ing, besides the devices shown in fig. 1, a second door

operator 40’ and a first and a second door operator



Command Command Exit 1 Door Door Door button 30 Control Control Control
Command Conmand Command Door 3 Door Energency Enmergency operator Control
Command, wormmmareis9 40 Command, Door Door Door Control ComCrGEIRarsat or
Command, Command, Status Door Door Operator Operator Status Status Now
al| connections are established. As cant®be understood fromthe exanpl e
above: Each device will send out a nessage containing a "bit 5 pattern”

whi ch define which nmessages that will be trans- mitted fromthe claimng
devi ce. Eachaflevyceensdbt Seci e’ whehheuchoaesiyghkinsyiconreet ideRs cedf up to
32 nessages from ot her devices or not, depend- ing on device type and
functional iR§ving thefsame 7fupgktons shewn ReddabPE dder seyst emCcconpri s-

i _ _ FEPT " and
i rst and aeRorP Ubor Boora: BYL 00 057 07900 FECHPERRSr A0 RGOt St ety

sensor 50, wiichla dgebca SyEdRGEW DEvivesdevicaes thavisaee! e o
function, i.e., being of the same pro- duct type, a group switch is used to
identify a §RBUPRERTAGHI ¥hike ddevieepelBngsffPERNEe §TAUPSE WitlAe nOd&ne group

5 can interE&£e¥Qé£§ Eﬁvﬁggﬁs'Qfd££ée%§8Eng%EQ§hf”Blf%%%ly complex
lock system can be installed by means of the inventive

self-confiquration process.

In the system shown in fig. 7, the first door operator
10 40 and the first safety sensor 50 belong to a first
group of devices while the second devices 40’ and 50’ of
the same kind belong to a second group of devices. All
other devices belong both to the first and the second
groups. The group belonging is communicated by means of
15 +the attributes information in the claiming message, see
table 1, wherein it can be seen that there are three
possible selections: Group 1, Group 2, or Group 1 +
Group 2. Thus the functional devices interconnections
will look as in fig. 8. It is seen there that Sensor 1,
20 i.e. the first safety sensor 50, can send messages to
Actuator 2, i.e., the first door opener 40, but not to
Actuator 3, i.e., the second door opener 40’'. The re-
verse is true for Sensor 2, i.e., the second safety sen-
sor 50’. This will prevent a configuration wherein the
25 first sensor sends messages to the second opener or the

second sensor sends messages to the first opener etc.

Preferred embodiments of a lock system according to the
invention and a method of configuring the same have been
described. A person skilled in the art realises that

30 this could be varied within the scope of the appended

claims.



interact. By means of the group switch, a fairly conplex |ock system can
be installed by neans of the inventive self-configuration process. In the
syst em shwan3jors76¢ g. 7, the first door operator 10 40 anaCois@€od/omsl safety
sensor 50 belong to a first group of devices while the second devices 40
and 50' of the sane kind belong to a séBond group of devices. Al other
devi ces belong both to the first and the second groups. The group

bel onging is communi cated by neans of 15 the attributes information in the
claimng megsdg@ine®@s AR ibinR b tefddersapdvd heded hge are three
possi bl e selections: Goup'1l, Goup 2, or Goup 1 + Goup 2. Thus the
functional @eviibed.i Attemidindst iappreadidied odietas for figre gadvanded seen
there that Sensor, 1, 20 i..e. the first safety se r_50, can send nessages
to° At uat op o3 uerops Ak SRS G RETRL Rt 1 SHET Ak or 3.
i.e., the secord @9k iQREAR014Gan Hie Ufsd WS Sfai Sup M fOFs@psSor 2, i.e.,
the second safety sen- sor 50'. This will prevent a configuration wherein
the 25 first sensor sends nessages to the second opener or the second
sensor sendadlimbovgle extennsd Iy msiwanrthatewices Red dreen] desdwdibedt s of a
| ock system_accordi ngab%trlloe invgl%icgn and a net ng og configuring the
sane have b&Bf™S&SLy iPHEP PR PRIkt P F The RFTEF4ITEECT A 30

this could iR S Mddidhd, R Afu appended clains. WO 03/078769
PCT/ SE03/ 00415 ZﬂgeErrbodi rrent{i%/corrpri Si ngﬁ%%e or .two doors have been de-

scribed. It will be appreciated that, for nore advanced
The door openers and the door opener safety sensors in

fig. 7 have been described as two different devices.

10 However, they can be physically integrated into one
single device with a single connection to the inter-
connecting bus 90. Even in that case, they still act as
two different logical units on the bus and one of the
devices functions as a sub-devices, as indicated by the

15 attributes shown in table 3. This feature allows for an
even easier installation of the lock system while main-
taining the flexibility and functionality of the self-

configuration.



solutions, an intelligent door controller or a special configuration tool
can be used to set up the system 5 Although externally powered devices
have beerwOasors7bed, there can al so be provi ded an i nter mair/Seat/ewty eit her
as primary or secondary power supply. The door openers and the door opener
safety sensors in fig. 7 have been degdribed as two different devices. 10
However, they can be physically integrated into one single device with a
single connection to the inter- connecting bus 90. Even in that case, they
still act as two different |ogical wyhairtmson the bus and one of the

devi ces functions as a sub-devices, as indicated by the 15 attributes shown
in table 3. This feature allows for an even easier installation of the

| ock systemwhile main- taining the flexibility and functionality of the
sel f- confilurati oA m&Ohod/ OZ8 e fRGHASEY3/004%k s¥EtErAlddinpriisihgret hod of

configuring a | ock system conprisin lurality, of | ock system devices,
sai d met hod® RHPriLits ¢hgle ?XS?T—%W &%‘%S‘E%f)s: S%}gd@?FﬁPﬂgcﬁmﬁF&?al ity of

command sand; s at s ¥=Is) L ein each of said command and status
messages has éa spé@???c u%c??%ﬁ when received by a device, b) defining a

plurality of device types, wherein each of 10 said device types can send
predet er m ned defminlgaadplstralitsymefsagemanfi saddsphbtnal megsagesgnmand and

st at us nessages, c).sendi cl ai.m ng nessa fromeach of sai | ural -
g whergln eacﬂgo? sagd co ang agg status messages 4%

a specific function when received by a device,

b) defining a plurality of device types, wherein each of
10 said device types can send predetermined command and
status messages of said plurality of command and

status messages,

c) sending a claiming message from each of said plural-
ity of devices, wherein said claiming message from a
15 specific device comprises information relating to
said predetermined command and status messages that

said specific device can send, and

d) storing, in each of said plurality of devices, said
information relating to said predetermined command

20 and status messages that every other device can send.

2. The method according to claim 1, wherein each of
said command and status messages are assigned a unique

index value.

3. The method according to claim 1 or 2, wherein
25 each of said command and status messages are related to

specific device types.

4, The method according to any of claims 1-3,

wherein said claiming message comprises an attribute



ity of devices, wherein said claimng nessage froma 15 specific device
conprises information relating to said predeterm ned conmand and st atus
nmessages wbas/o7&e? d specific device can send, and d) storiPa@SED0mEaTh of
said plurality of devices, said information relating to said predeterm ned
command 20 and status nessages that evéry other device can send. 2. The
nmet hod according to claim1l, wherein each of said command and status
nmessages are assigned a unique index value. 3. The method according to
claiml or ijhd &t Nind@bc£8LHg Obe Bah i £§MBNE 1 8RErSbat BotALSFAERS are
related to specific device types. 4. The nethod according to any of clains
1-3, wher @diffzuent|gionpy (Eseapel co@peiBed)an attri bute WO 03/ 078769
PCT/ SE03/ 00415 22 indicator indicating belonging to either or both of two
di fferent oups ( u Qup, 2)...5. ,The nethod according to any of
clainms 1- 4,g"r' wher eﬁ\]%s%e h&%iar#%r%)dr‘%l & eaéléfrrporr}i()sceaala{‘?sf)idin—ag’y field 5
wher ei n ea%eﬁiéirﬁp@&icﬁi@Ea%@ﬁ@%e@s&?érééﬁﬁﬁﬂbég a@iﬁé@? gaailhe sent. 6.
The net hod according to any of clainms 1-5, wherein said claimng nessage
conpri sks ahenain raeh bhdi epeotfiadi ¢hethgrwaechereapsnginevi ce wil |
followor _10 not. 7. The rretgod according to any of clains 1-6,
conprisingmﬁﬁﬁﬁﬁ%)ﬁ?% %%cﬁeﬁ Vice as either activator, actuator, or
sensor, wherein an activator is arranged to

6. The method according to any of claims 1-5,
wherein said claiming message comprises an attribute
indicator indicating whether a sub-device will follow or

10 not.

7. The method according to any of claims 1-6,
comprising classifying each device as either activator,
actuator, or sensor, wherein an activator is arranged to
send commands to an actuator, an actuator is arrénged to
15 perform a mechanical activity, and a sensor is arranged

to provide sensor status information.

8. An electronic lock system device, comprising:

1

a processing unit (102),

an electronic memory (106) connected to said process-

20 ing unit,

an input/output port (103),

characterized 1in

- that said device, when powered on, sends a claiming
message on said input/output port comprising information
25 relating to predetermined command and status messages

that said device can send, and



send commands to an actuator, an actuator is arranged to 15 perform a
mechani cal activity, and a sensor is arranged to provide sensor status

i nf or mat iwn.0387876M el ectroni c | ock system devi ce, conpri SiPRFISE03/00&15

, processing unit (102), - an electroni§3nennry (106) connected to said
process- 20 ing unit, - an input/output-port (103), characterized in -
that said device, when powered on, sends a claimng nessage on said

i nput/output port conprising information 25 relating to predeterm ned
command andstsiratsusi mirsswgeison hatoms ai b ieing enesvagesndreaaivi® 03/ 078769
PCT/ SE03/ 00415 23 stores information fromc| ai m ng nessages received

t hrough saitd®HEANER /G ERRIHOF SR i RRFE oF @ER PP eFO B8 &FnPRBT command and

status Tessadey ity Udand LS LA ROk G0 . cilbe delbee according to

claim8, conprising a group swt ) 1 ndicating the belonging to
either or deticerf daw gsbdderent groups (Goup 1, Goup 2). 10. A lock
systemconprising a plurality of lock systemdevices, all of said devices
bei ng i nterconnected 10 hy nmeans of a bus i zedint

y , .C h rract. er.i
h at sfid%evi cesThPedgVdERi RECRELIFG tc&aa“hiagm FPprg-sing a

group switch (107) indicating the belonging to either or

both of two different groups (Group 1, Group 2).

10. A lock system comprising a plurality of lock
system devices, all of said devices being interconnected

10 by means of a bus,
characterized in that

said devices are a device according to claim 8 or 9.



