METHOD AND SYSTEM OF EVIDENCE PRESERVATION FOR DIGITAL DOCUMENTS
TECHNICAL FIELD [0001] This application relates to a method and system of evidence preservation
for digital documents. BACKGROUND [0002] Nowadays digital documents are applied in more and
more fields. However, since a digital document can be easily modified and falsified, it is difficult to
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of a digital document. [0003] At present, in &*éridMlidderve documents to prove the originality and

existing time of a digital document, the digital document is normally uploaded to a server, then the

digital document is encrypted by the server and the uploading time is recorded.
TECHNICAL FIELD

[0001] This application relates to a method and system of evidence preservation for

digital documents.

BACKGROUND

j0002] Nowadays, digital documents are applied in more and more fields. However,
since a digital document can be easily modified and falsified. it is difficult to
determine the existing time and the reliability of the digital document. In the fields of
protection of copyrights, intellectual property rights etc, there is a need to verify the
originality and the existing time of a digital document.

[0003] At present. in order to preserve documents to prove the originality and
existing time of a digital document, the digital document is normally uploaded to a
server, then the digital document is encrypted by the server and the uploading time is
recorded.

[0004] However, in the above method, the original digital document is required to be
uploaded to the server firstly. If the digital document is large and the bandwidth of
network is not sufficient, the duration of the uploading time will be long.

[0005] Moreover, in another method. the digital document is uploaded to the server,
and a document fingerprint is generated by the server. Then. the document fingerprint
and the original digital document can be stored in a computer of the client.

[0006] In this method, it is also required that network bandwidth shall be sufficient.
In addition, since the document fingerprint and the original digital document are
stored in the computer of the client, it is easy to modify the document fingerprint.
Therefore the reliability of the document fingerprint and the digital document cannot

be validly preserved and verified.

SUMMARY OF THE APPLICATION

[0007] It is an object of the application to provide a method and system of evidence

preservation for digital documents which can partially eliminate one of the defects in
the prior art, so as to ensure the originality and the reliability of the existing time of

the digital document. In addition, it is possible to reduce the amount of data



[0004] However, in the above method, the original digital document is required to be uploaded to the
server firstly. If the digital document is large and the bandwidth of network is not sufficient, the duration
of the uploading time will be long. [0005] Moreover, in another method, the digital document is
uploaded to the server. and a document fingerprint is generated by the server. Then, the document
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to the digital document; uploading, from the client, the document code and first
attribute information of the client to a server, wherein the first attribute information
includes user information and geographical position information of the client; and
incorporating, by the server, second attribute information into the document code and
the first attribute information to form a code file, and preserving the code file in a
code file database of the server, wherein the second attribute information includes
time information indicating when the document code is received by the server;
wherein when contents of the digital document are changed, contents of the document
code are changed accordingly.

[0009] According to another aspect of the present application, a system of evidence
preservation for a digital document is provided. The system comprises at least one
client and at least one server, wherein the client comprises a converting module and a
transmitting module, the converting module is configured to convert the digital
document to a document code which is uniquely corresponding to the digital
document, the transmitting module 1s configured to upload the document code and
first attribute information of the client to the server, wherein the first attribute
information includes user information and geographical position information of the
client; and the server comprises a receiving module, an attribute incorporating module
and a code file database, the receiving module is configured to receive the document
code from the client, and the attribute incorporating module is configured to
incorporate the first attribute information and second attribute information to the
received document code to form a code file, wherein the second attribute information
includes time information indicating when the document code is received by the
server; the code file database is configured to preserve the code file, and when
contents of the digital document are changed, contents of the document code are

changed accordingly.

BRIEF DESCRIPTION OF THE DRAWINGS
[0010] Fig. 1 is a flow chart of the method of evidence preservation for the digital
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the digital document. In addition, it is possible to reduce the amount of data transmitted and the
bandwidth required, so that the transmission rate and the efficiency can be improved. 100081
According to one aspect of the present application, a method of evidence preservation for a digital
document is provided. The method comprises: converting, by a client, the digital document to a
document code, which is uniquely corr [ iQi ment: uploading, from the client,
the docume‘?\?cc%%eemé%%?ﬁs DAt ?lgﬂt%@ﬁ%@r%%%@%ﬁ%&?%%&?@ Ba%lgé\%ér, wherein the first attribute
information [A8lUdeF iset inforfeatiohranef deogreibitaf positinsdritreanonrofendhelidieitand

incorporating bitihe sEEfmSasoRG Al BB iUmalen. Biedie dequmet.code and the first attribute
information to form a code fﬁ’e, and preserving the code file in a code file database of the server,

wherein the[88&8hdEigributeoisolta s m il gaidanss proeraismifenicha ) sirbAeREstument code
is received ngiﬁg%e&\gg@,@&m%g@gﬁg&@lpgﬁgﬁ&gg@ document are changed, contents of the
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comprises adeastonaeigitiond @t lpagtanesserer, wbgheinthe gicnt campgses asomeerting
module and a transmittigg1 module, the converting module is configured to convert the digital document

to a documémtRiBgmiehtis BRERILFPRIREYIAEMG to the digital document, the transmitting module

is configuregoigrypload thespoeymenheade andiisnlrivieiniaomdtiomef dhgslidotientae server,
wherein the first %ttribute informatjon jncludegs user infoimatjon and geographical position information

of the client2&rRITHE L2 AN BRI R ERE BT RIS TBP B iftFibute incorporating module and a

code file database. the receiving module is configured to receive the document code from the client,
and the attr_lbute incorporating 15588 ﬁgﬂ,ﬁ:blﬁCﬁEp?% Apsﬂgkﬁggyte mf_ormatlon and
second attribute information to , wherein the second
attribute info@bafpn Theludeisotimadisfolinatideindicatngestrantihe flochendigitebdecisnrenented by the
server; the Gade e daiaBnss s contau A pasave e epris i, ALt ien copigyLs g the digita
document are cﬁanged, ontents of the document code are changed accordingly doctument according
to an embodimefigofetheHrbsentappiwgtiog; drawings, elements having the same reference

numeral designations represent like elements throughout.

[0016] Fig. 1 is a flow chart of the method of evidence preservation for a digital
document according to an embodiment of the present application. As shown in Fig.1,
in step 110, a client converts a digital document code to a unique document code. In
step 120, the client uploads the document code and first attribute information
corresponding to the client to a server, and the first attribute information includes user
information and geographical position information of the client. In step 130, the
server incorporates second information into the document code and the first attribute
information to form code file, and preserves the code file in a code file database of the
server; the second attribute information includes time information indicating when the
document code is received by the server; wherein when contents of the digital
document are changed, contents of the document code are changed accordingly.
[0017] According to an embodiment, the time information in the second attribute
information is the local time of the server indicating when the uploaded document
code is received by the server. The time information can be used to verify the existing
time of the document code. Since the document code is uniquely corresponding to the
digital document, the time information can be used to verify the existing time of the
digital document which the uploaded document code is uniquely corresponding to. It

can be seen that, the combination of the attribute information of the digital document



[0011] Fig. 2 is a flow chart of the method of evidence preservation for the digital document according
to another embodiment of the present application; [0012] Fig. 3 shows the system of evidence
preservation for the digital document according to an embodiment of the present application: [0013]
Fig. 4 shows the file format of the code file formed by incorporating the attribute information to a head

of the document gode, according to another embodiment of the present application; and 100141 Fig. 5
shows the rﬁhélﬁo %f% éj\%%lﬁ%te %Oré)%e?%ti‘éeﬁlefé?r %Eeé %ﬁﬁaﬁ%é%ggﬁ%%%cé%mﬂefg atBth&rembodiment
of the presenirapphodiion (OHT AbEDRESCRIBTIONDE TihEAPRLC ATdON c108hbd (hhe method
and system glgvidence preseryation for,he digiial docyment of dhe present application. il be
described in detall with reterence to the drawings. In the figures of the accompanying drawings,
elements hduisidithbesamsnsferenogons msnbbite sifprativivsrepordse rihtikeleleriiones thugughout.

100161 Fig'aﬁﬂﬁ)ﬁté'ﬁ%?ﬁl%ﬂo‘?ﬁ?&%%ﬁocj of evidence preservation for a digital document according
to an embodiment of the present application. As shown in Fig.1, in step 110, a client converts a digital

document cHY § aAmsiefidenddeurnethet sabodhimiap. 1Ro tine ériémmaploadsithe doevidshtcode and
first attribute;pigrmation.casraspendine1odie GlieHR aeietARd g lshaliibyednigrmation

includes user information and geographical position information of the client. In step 130, the server
incorporate$&ecomerrHatBHIntbantgeegméane ol aise thenfiest AutApeHeTntbdabigito form code

file, and preggivpsdfisncodacliein aprodefilgdatabase afihe seRveritbeassacondatiiiRute; information

includes time information indicating when the document code is received by the server; wherein when
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accordingly time information is more accurate and authoritative.

[0019] According to another embodiment, the user information in the first attribute
information of the code file can be provided by the server. Here, the user information
can be, for example but not limited to. a user identifier which is used when the user
logs in the server, or the identifier of the computer used by the user. The user
information is obtained by the server through the login of the user.

[0020] According to another embodiment, the geographical position information of
the first attribute information in the code file can be provided by a terminal of the
chient. For example, in the case that the terminal is a mobile terminal with GPS (for
example, a smart phone with GPS), the geographical position information of the client
can be provided by a GPS module of the mobile terminal. In another Example, the
geographical position information of the client can be determined by the server after it
is transmitted from the client. For example, in the case that the terminal is a computer.
the server can determine the geographical position information of the client according
to the IP address transmitted from the terminal. It can be understood that the
combination of the geographical position information of the client with the document
code can prove the geographical position where the document code is uploaded, so as
to preserve the uploading geographical position of the digital document corresponding
to the document code.

[0021} According to an embodiment, the generated document code is uploaded to
the server by the client. The server incorporates the attribute information into the
received document code to form a code file, and preserves the code file in the server
as evidence. A plurality of code files can be preserved in the server, and each of the

code files comprises a document code and attribute information of the document code.



[0017] According to an embodiment, the time information in the second attribute information is the
local time of the server indicating when the uploaded document code is received by the server. The
time information can be used to verify the existing time of the document code. Since the document
code is uniquely corresponding to the digital document, the time information can be used to verify the

existing time, of the digital document which th loagded document. code is uniquely corresponding to.
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position where the document code is uploaded, so as to presetve the“uploading geographical position
of the digitakkobashingt dgmesponih deo-thegddcdmethecdataiment code which 1s obtained by
. converting the digital document before a modification is different from the document

code which is obtained by converting the digital document after the meodification.

Moreover, the conversion from the digital document to a document code is

irreversible, and thus the contents of the digital document cannot be deduced through

the document code. Therefore, it ensures that the digital document will not be

disclosed unintentionally. It should be understood that it is just an example of the

present application to use the MDS3 algorithm to perform the document code

conversion. Besides the M5 algorithm, the other hashing algorithms such as MD4,

SHA-1, SHA-225, SHA-256, SHA-384, SHA-512. etc. can be used to generate the

document code.

[0023] It can be seen that according to the method of evidence preservation for a

digital document of the embodiment of the present application, by converting the

digital document into the document code, the size of the document can be reduced so

that the duration for uploading is reduced. In addition, it can be understood that by

preserving the code file, which is formed by incorporating attribute information into

the document code, in the server, it can reliably verify the fact that the digital

document has existed before a specific time, and it ensures the reliability of the

th



[0021] According to an embodiment, the generated document code is uploaded to the server by the
client. The server incorporates the attribute information into the received document code to form a
code file, and preserves the code file in the server as evidence. A plurality of code files can be
preserved in the server, and each of the code files comprises a document code and attribute
information gf.(he documentcods. Aecordinguia an Bxampleshaaitribute fermation.can be. for
example but nott fimnited 0, Incorporatéd into a Read of the document ode to form the code file.
100221 Accordivigancantkenbdsliiventradidital adeuiientis borweartdelitosa documesntreddie by the
client. The %?g&imﬁ{g}dﬁpgg% &gg'ﬂgely corresponding to the digital document. Here, the document
code may refer to code data generated by performing code conversion using a hashing algorithm. The
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document. In addition, a document code which is uniquely corresponding to the digital document may
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. y converting the digi ocument into the document code,
the size of tlredtosursrsmtashbtheestueet Bolitat thkedieation fHHupidadificeis reaileede Ihaddition, it
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information into the document code, in the server, it can reliably verify the fact that the digital
document hasexidtes Betorecanspderiantids avasibin s dssomaing bithrof hec Wesi g ¥me of the

code file. Mogepyes &inge tasadedifinpreseimehintie %ﬁweas%%éa%e&%@@ falgifigation of the
code file can be avoided, so as to ensure the credibility of the code file.
database or not, so that the attribute information of the document code can be

incorporated and preserved according to the result of the determination. Thus, the
amount of code files preserved in the code file database may be limited and the
utilization of the database may be improved.

[00253] According to an embodiment, when searching the document codes of the
code files preserved in the code file database to determine whether a code file
including the document code identical to the uploaded one has been preserved in the
server, it is possible to compare the uploaded code document with each of the
document codes of the preserved code files having the same user information with the
uploaded document code, according to the user information in the first attribute
information. That 1s to say, according to the user information in the attribute
information. the server can select the code documents of the code files from the same
user as the uploaded code document to proceed with the comparison, so that the

comparing time can be reduced and the efficiency can be increased.



[0024] Fig. 2 is a flow chart of the method of evidence preservation for the digital documents according
to another embodiment of the present application. As shown in Fig.2, in the step 210. a digital
document is converted to a document code by a client. The document code is uniquely corresponding
to the digital document. In the step 220, the document code and first attribute information
correspondi the client are uploaded to.a server. The first attréf) te information,includes user
information Eﬁégg]eo%?g%%lggl 685&%nelnr} gr%rg ion 5? tﬁée chient. n ﬁ%nﬁgbe%?; ?taﬁléi? the server
receives theldoguan¢nbdode thplopdedddyotielwiidrten prsaend chdesbfahel doderfites gréserved in the
code fle datghipse AmacAlnidulladecumentods same.arhe (Reslieddamentapde fails to be
searched out, the first attribute information and the second attribute informatiort is incorporated into the
received docamentdetdmieetbthaatbodeséiichaFheoauditctiighe prasedigidain dheusuge fieoddabase as
evidence. The.SeranAIL ReIGMOEYAD dBElHAG U opalRRInAiEai WhaRdize focument

[

code is received by the server. In Fig.2, the steps of 210 and 220 are similar to the steps of 110 and

120 in Fig.|, 2adcoendcit b e seipiaeript erad dhsctoimareat weearting sl thanemsodirnelsd it is
possible to ggierming.whether.a-deskmerkcpdeidanticakiosthe.cur et HpIRACIE M doguraent code

has been preserved in the code file database or not, so that the attribute information of the document
code can belRUEREBr &S AndhsEEeHRE GG tE fsult GrEHE! JBrriin AHBR OFHES, the

amount of cegdediies prrsreddathetedadimeatabaseinambstltpited ans:thsautibaation,of the
database may be improved. [0025] According to.an embodiment, when searching the document

codes of the'¥o &b aresBsathy freumgatitedyanbsiead HetrmintPiritne o4 B5d0 e including
the documefijcpaadeeatical tadiepiratied niferhasdeen Mresredsiy ineRaEEtdFipgssible to
compare the uploaded code iocument with e(fch of the dogument cgde%gfatheﬁrg[%erved code files
having the s¥hiBAdbiSMATHAGIOR FRACTNE BRToRGE &osamSht Tt 4 BS IR Yot TEB information
in the first aitthuiednidnmation.dbbainsntacsady easearding to the user information in the attribute
information, rver can select the code documents,of the code files from the same. user as the
oot o LT THe e o e P o R s M e b odced
and the efficieneyoadd@ennore asés hab00R8] presonaihdgitehansembodimeetydf tdlsaotiéy determines
that the samg.dac @e{‘&cﬁuda‘? fs.the '8&‘%'%%“@8{‘%0‘&%%98e@e§£e}§r%QV8933§‘§r%Qé%%e%d%%“me“t code
will be abanaoned. n this case, since the same document code has E)ee reserved, It can be
determined teatahel hearinns wonvdatethine bamé%igﬂeﬂ&ﬁo&&n%nﬁﬁt@@h@mmmﬂédﬁe and
uploaded theglogmenh 6ade Qb Sarve dcarParaieskiefist and saondiaiBie dnfprmation into

the document code previously, and has recorded the previous uploading time of the document code.
Since the préseaibRafind b elivat daiermtiass eoiretiech rdi DIRTop RS BFeT wsddofilenenéarlier than

the time of thg LUIERIHPIGAAGH dRRMMER Code, e GRIRA dRSUMSHLERME RN e fhandoned. In

this way, it can ensure the document code as well as its time information of the code fil(e)tpreserved can

indicate the tFHETRTBIMAISHIST S BREVIGERHY ehioHEEY degemet s84ndeifosmdasiptdtdifeserve and
prove an eagigf Hnethatite gt daaumnen SOHRRYMIBGHO dhe: dnslenesieadmexisted. 100271

According to an embodiment, if it is determined that the_code file containing the same document code
has been prESEHRYE I RERS TaRde AQHEMSEIVEP SRl Bty TP eI R S5ERIRSE e SRR dBEument code
has been preyiQusiylprasesved indhaaeivesdd hetgliaatmasnd denmies: hodetarreesss thigi current
document code, If the client determines {0 abandon the current document code, the server will
abandon the BEL MG AUEBUA ST Hie I BEARRb T RBITE 1 Sl 08 BRESE el focument
code with theheuperiddactiment codprdtiewsyvaeyvedl sdctrponate: thelatyibatéintonmatamiato the
currently rece%v%d curre {doc}um(flat ode to Iorn& th .cordelfile angt Q{,ﬁﬁ%&? Otl%gecoglt—% f(i)leein the
server, and roepﬁa%ec%ﬁgnca/d%pl & ceorreoscr%rrl%llnﬁgtoethemprg |8ﬁ%ﬁ!§/epreserve ScumBht Bode. Here, if
the client detsithinesisoneplacedhéhprdidossiopresanveéd dddumentfcbdeiath thecomirenttdocument
code, the server will notify client that the uploading ti he ment.¢ [ anged.
Since the up%gstﬁlﬁvge tlljr%% gﬁﬁg pgr%r\ﬁ%l?sylyr%(:rée%g%g%%%égéﬁngﬁeco gf}gl %gﬁ?ﬁgt Seelﬁﬁéuké%f?rﬁg of the
currently uploadiedrddsusseriicaoblen this septacensemorittiedbetaindpostpomsaichariristing time of
the digital dogument 4 AU D3Rt daleAmnR? dBiRsani hatlh gidhe fULERIl. igceived
document code and the previous document code in the server, then the server incorporates the
attribute infoRdaberiato e peeerditt doclimentseatienbedanarcdie fMeamingréte AL code file in
the server. It.can 3 geemibat @rrosINgHO dheupigsente rbadingRthy remRANE thegagently

received document code with the document code in the code file preserved in the code file database to
determine widtriatahessderiarapeunistieohe KeatksbAqsanenicadn iebsenicsshtrbitselecting
whether to preserve the same document code by the client, it can prevent the existing time of the
digital document from being changed and postponed. -



[0028] According to another embodiment, the code file may include a document code field for
recording the document code, a first attribute information field for recording the first attribute
information, second attribute information and/or reservation field for recording the second attribute
information. The first attribute information field further includes a user information field for recording the
user informgtion and a_geographical position. information field f ' raphical position
information, aen%ﬁlfﬁ%r’saenggﬁ\gsggﬁhga %ﬁ%&%&ﬁ&%ﬁeﬂ%@é g%e%r?%%r%ﬁ%ﬁﬁ?%ﬁ@ﬁdmg the
time informaticanapckeenesbevatictifieltfor ofcbrditigitthdrinfoenatiom Tiedagehamgctbandt, the code
file can be %%%;811% .by the document code and the first and second attribute information and
preserved in the code file database. 100291 According to an embodiment of the present application,

the digital dEMABENBcanrding tse apidatctnkytimeninibe sadetidn praprisdededidesiiigial document
database by.fhie seivefAS&UARRLEHIN dbisMey. LRdigitel.dosHmant canhadresarvrd RRd backup in

the server. Furthermore, in the process of preserving the digital document in the digital document

database, areerieipatichepriEssaivabash HafpEPUitTed S6TR: HE I BrRE it d¥ecument can

be ensured. [Q03Q}iFi0 r318h@Ws 2 SYSeMR30Q-6f AVideneaPraseraiin farna digiiahdesument
according to an embodiment of the present application. The_sysgm 300 includes a client 310 and a

server 320. [BOZTRTAR Srishtieahohdniedes BoMRRnREBHGR S i S RERsitiRy Mbule 312.
The convening,magiele 3k conyenis-ipR;digitabgaeumprib imardacumarnt kedesshichgs driquely
corresponding to the digital ,d.ocumfent. The tran rﬂh\i}ting module 312 uploads the doiu ent code and
the first attriBtRETHRBIGRRRBF I HE SFERE Y tHE S R e PET P SBR R A ST 2 PEEEITInG module
321, an attrihute inkerpatatingcndouied?@antha dadeifife databasad2ZcTheadeeiliid foodule 321
receives the docyment code from the client. The attribute incorporating module 322 incpyporates the
first attributd Thfd gtfgheéﬁﬁg%%%%na?t&ﬂt‘g}fr?%?)l?rr?a%%t’t%% gorcé%glllvgeaa 82%%%eélﬁf%P8%o§o form a
code file. Théxseacomdeaitkibdientif ciaifitisrainchedesdthertme infimmation mndigatisgvwefen e document
code is receiv%d PY th&l Senver. The code file is preserved in the code file database 323. When
contents of the %Iiél?a ocument are changed, contents of the document code are changed
accordingly. [002%2 14%conitlig ¢oteraengmbiodinentitherchient 810 convertbetkdeztigithicgorvhent to the
document coge which s igevSqteSaRAINg o dhs dioialdacumentsend giploads e document
co ode e b

code. Here, the docume e may refer to code data generated by performlng code conversion
using a hashiniglzigrobitthe. Seheetengthidsnere bothasdsy. ihmdiehiad detHmstheddPthE ekgitafdocument.

In an Example, the digital dagument;may, b cABNET RO IR pacument srde-isipaRehashing algorithm.

For example, the digital document m%be convened to a document code using MD5 algorithm, and
the generatedpeibanieiit dbeledizirll ZOBIBEN cAMBE N RISITISA At @GS RSaMEg e for data of

128 bits will be-fuckyles ihancthal on 2 figitad SRaumah i ugn iksehwascthe problem of

time-consuminli; for uploading a digital document. In addition, a document code whjch is uniquely

correspondilB03Mhe igitat et maritieray Yo Jotxidetre SR RRSRME QGHHITREIES as MDS,

so that the upigueREssPhihendipitaheacyment sasehe pissened ahewdasee3 0 atherdyords, if the
digital document is modified, the document code obtained by converting the digital document through

the hashing Sl58ithif 30 HEERERGEd, i.e., the document code which is obtained by converting the
digital docunjegs efare aipadificatienissiferentfron theldacmenicadeandnichiin obddided by
converting the digjtal document after the, modification. Mareover, the conversion from the digital
document to?’ail%‘%%8‘?&"@%@?&“&5&iigléogﬁm% %f?&%@‘},{q ebﬁ%?q}wéoa%gl%ﬁu&%%ﬂrﬁgﬂ% cannot be
deduced throuigibithe dacuaientoeadpoidiepeforédt dpreirekthatahe Tigitaladscumentmvitirot be
disclosed uniptentionally. It should be understqod that it is, just an example e presentapplication to
use the MDS}%L%SHTH%J%%&?S?%} etﬁtecgg&?rnn&en ecéﬂ(’jte %%ﬁg?g%sﬁgn?%%fﬁgso?éégﬁgé glgo_rlt m, the
other hashingealgorifnscsueh B8 NMDUdSHA-feSHNZ 280 BHIA3256 28 HArE8: SKAHBIAlREC. can be

used to genex&a%[guﬁg%ggcﬁm %%88’9%13 database 323. The receiving module 321 receives the
document code from the client. The attribute incorporating module 322 incorporates
the first attribute information and second attribute information to the received
document code to form a code file. The second attribute information includes the time
information indicating when the document code is received by the server. The code

file is preserved in the code file database 323. When contents of the digital document



100331 According to an embodiment, the second attribute information of the document code includes
the time information indicating when the document code is uploaded to the server. The time
information is the uploading time of the document code, which is used to prove an existing time of the
document code. Since the document code is uniquely corresponding to the digital document, the time
information can prove.the existing tim hg gt%l I ZQQ% %H"X'c‘é%@dﬁﬁ 1 ploaded document code is
uniquely corarrees(i)%ﬁg?rﬁig cf%ﬁl%n%asnogetrﬁﬁi)gg%[rl\%n?the&t%fme in%}%ation may %que the local time when the
uploaded dd@0dént‘oodedisgdceivethbyditece the clitoedidimgnoeactisedigim sormmenttie time
information gan pe Rroyidedito e sery E‘L{n'?é[uéiw'éQrPe(?HXnEl%%aEHQ'ﬁiéha SRVERLER GRNMunicate

with the National Time Service Center or another third party organizatioh which can provide a standard
time. The timeldatbnikaiclossmpesiigedeo Hrsseierdspmentgeaiieatiny weleh éarcpisvitiathe standard

time so as tg&m&% W%@?{)H’ﬂﬁg%ga% SER(RFR AGHAIE mglﬁsgngg&-u%gom dispg to another

embodiment, the user information’in the first attribute information of the code file can be provided by

the server. ihseodseleiads mrsimatidhanhye fdiedlighnbdosumsst- mAB Pl dsdéi®er which is

used when the.4seh{0gE NHhe SarMeEdOlthe identifier bthe computerusad Rystanserdhe user info’
lllation is obtained by the server through the login of the user. [0035] According to anoth

r.
embodimentX#HEMFstAtusieelid RIS gt dettivtt dBdk F9eHmeY tﬁ%dﬁe%ﬁ?ﬁpMﬁaﬂ position
information gfdherelieahdnirndexaapied seergeadiaphisalfposstisns infopmasionraltip lierdican be
provided by a terminal. For example, in the e that.the terminal is a mobile tegminal with GPS (for
example, a SAialP H@vﬁmeGgg; eogel(%%:ltﬂﬁc‘gﬁggﬁtigﬁl%ﬂ?ﬁ%a}%ﬂ 31‘3%9{05”3&1&%1% provided
by a UPS maskieefitthTHagbilestévaiinat inetvietherfBEkamplastieigedgrapfiicalipgsitidizintormation of

the client can be deterrglinegcéﬁg the S%Ever aftter itds tre}{lshmi.tted fron}thgo%i%ntd Ié%{ e>t<grﬁ%e, in the
case that th& PP id'a3 Bﬁ’tear, &' GeVereah elé:rmllrsleufﬁgugevograp ar pO%ithﬂ information of
the client acduidiihgisowtinernPragid tessittaimsthitted froms thesdenpiaiotitoan bechnaleMidddsthat the
combination,pf (e aeagranhica) DR AR Iformatian Al bS.c SR e dagument gagepan prove
the geographlcal position where the ocument code Is uploaded, so as to preserve the uploading
geographicanpositititief digteigitahduoy mencdidicdsportiingnethecdo obraireddudeofoeadsigAccording

to an exampig, thereA% e RACIRIAIEE RrneARERU R dalRHRANOMm ADE isfRrImEent e

according to, but imited to, the file Tormat as shown in Fig. 4. Fig. 4 shows'the file format of the
code file foreeimgincergoratidithe attdbag ihfosnatiingole hdwdaf dasysenimerietdde. For

example, as,howR R G 4ifeFAS Higinaldes: A dorumrRhGodefisldifer rearrdingthe document

code, a first attribute information field for recording the first attribute information, a second attribute

information el Assaryaroniel o rreddienienn Meswwisd RFSOR FiRA AR . Ihéigtlattribute

information figld feherincludesrisesdafarmatiandisld fordasarding thaaer bfernatiamand a
geographical position information field .
document cannot be deduced through the document code. Therefore, it ensures that

the digital document will not be disclosed unintentionally. It should be understood
that it is just an example of the present application to use the MID5 algorithm to
perform the document code conversion. Besides the MDS5 algorithm, the other
hashing algorithms such as MD4, SHA-1. SHA-225, SHA-256, SHA-384, SHA-512,
etc. can be used to generate the document code.

[0033] According to an embodiment, the second attribute information of the
document code includes the time information indicating when the document code 1s
uploaded to the server. The time information is the uploading time of the document
code, which is used to prove an existing time of the document code. Since the
document code is uniguely corresponding to the digital document, the time
information can prove the existing time of the digital document which the upioaded
document code is uniquely corresponding to. In an embodiment, the time information

may include the local time when the uploaded document code is received by the



for recording the geographical position information, and the second attribute information includes a
time information filed for recording the time information and a reservation field for recording other
information. The attribute incorporating module 322 may incorporate the first and second attribute
information into the document code to form the code file utilizing the above format and preserve the
code file in the cod fileéldat base 323. 100371 Referring to kig.5, accordi iment, the
server 320 further /i%"c ides Zt%g?ﬁ)bﬁfrrir?én rgnooéﬁee%éﬁe ’lﬁhgé" é%fr;.%%grl}]noé} r%%gd%%é gc)é@i& sgégrgéiw%s document
codes of cosevitebpresardephitycbde fienplathssd28; aftecamoenmatst wolichpadatiby the client
s received v s e ereed dackmentandssuil e doyment code
uploaded b?@g Eé?&]%%?é%%?%datgggg Example, heécz:icl)){rlnparing modu[cié8 24 .obtaain_s the preserved
code files frimeth&hsotioéilsfharadicse 8280sd & dmibareeriise tpldadegabeuineiveisdecdfith document
codes extragied; FomIne ARcUmant code figld:H003B1 Sinea g document Gode izpighely obtained
by convening the digital document, if an identical document code is not previously preserved in the
code file daféddsed323, it means that it is the first time that the document code is uploaded to the code
file databasgygas; ImQthediweidseidanticalidigital gRoumenthashean.converadihmgecument

code for preservation. At this time, the attribute incorporating module 322 incorporates the attribute

information iRferRatRLERbE ERAGHE SRR EPTO YilsH thctke darife, HAtE pssBite M{RERASHE file into the

code file datapase #23-Aaes1EdNg toAmambadiment: whenideterminng whetheethesasee document
code has been preserved in the server, acc rdinég o the user inforn% tiqn of the firsﬁiattribute
information, \f$& dﬁlégﬂéarﬁﬁ’deoﬂc}éﬁrﬁm 3 52 CBmpATRPETH RS S8 e ck et dfhined in each
of the code filgsrprarervedhnithe sodecfilerdatanase3dad.1Ageosdihg fiseanother embodiment, according
to the user information of the first attripute information. it is possible.to compare the uploaded code
document V\Aﬂgﬁch‘%ﬁcﬂ{ B8 JE LY énﬁg%?{%@%dé%ﬁle RN %g%%%%nﬁfgtj abase 323
having the s@seenser infiarinatialr witle the ppiphided maditodoniforenti Ginck thacHidigitdh dmcument is
uniquely corgesponding to a document code, it can be.determined.whether,the sar gument code
has been prgég%véig’t%g&%eﬁ%ag%g% a(l)r%%or% érﬁ%?ﬁé%ﬁﬂ c%mt 2 cgéefléqrn%?rﬁle%em%gwr%?a?h% cﬂgital
document hesmalreddyoexistegldf notidenticabaobarenitdde hapbiée represarveth tSdtivibute
incorporating module 322 incorpar. irgt attri infarmati the secopd attiibute
information %ﬁ%l?ﬁge?gcsél\?gog gg%%ﬁseﬁr?té%% e%gaégé%? %ﬁié%@%& %%g)%n preste(r?\r/i:est e code file in the
code file datedrabe BR8/1d8DBY 1 Avtvraivdito ah mbudiscisrnifinal ompahiergtiaamie. 302 determines

that the samg, gﬁgﬂls&tg%ﬂ%nqﬁ@ﬁﬁaieﬁeém\f@@n&a@_c%m@_rdét%%gaka@@%;mé@@r@acmem code. In

this case, since same document code has been existed, it can be detérmined that the user has

converted thié sansaiigitaiarechntispiofiecdstunse it Bsderstaihrlganing oceriEntdode to code
file database;R23 o additien theatdss nfarmateninas besmiRcoiraraled inte hesagument code

previously, and the time when the document code is pre_\/iouslﬁ uploaded has been recorded. Since

this time is &rlid tHBnadfi s darsmetedrinty thaoka®dabe d6aBr s et d&ment code

can be abanganshalibthis waddb capieaausestieringumemoeosieias el asits timeoniatenation of the
code file preserved can indicate the time jnformation of the previously uploaded code file, so that it is
possible to AR BFY HFBYESIFERAIER tRAY IR HRETa i aoEumE AP e 8ﬁ6‘fﬁgﬁ%%e
document cadgexigirdhiONIBhAseQreipaihian patmosineicifibitacamparing sondiperdRdedetermines
that the same docyment code js preserved, it notifies the client 310 that the same document code was
previously plt8§ ?\/Li %%(%fe file database 323. The client then determines how to process the
current docuppesdjcodecdfdhe clienir3 3 dtatéemithes dodabdiidois therensrent bocihmentréade, the server
320 will abandion th? docucmgnt cogi%bgttgedgli%rgt 3dllgcdt%tegﬂ”t|ig(()atsl}%irt%al%cqﬁg Rr viOlEJ1 IE}/Spreserved
document céaeo\r/lvxi]t%l%neagurre%fj%cumen%)coge,%e attribute incorporating module Ry, Incorporates
the attribute shfommaibizintoftize €uhemtlyhrebliedto edthentebdl¢o dommd vy coderfileitand preserves
the code flle Jf "R ARAE (IR AR1ABASA F2 ane PRI eBRm RIS FOrERRAUING 1§ 40a Rreviously

e. Here, If the client 310

preserved document co etermines to replace the previously preserved
document cddeg-ithavedufienndodameriasoetetheode Mield3R0 wwepros, thseloientcat oodt the

uploading timeofithe, documenteeds Resereddn-his.aadeifle AxahaseBaianilbe shapged. Since

the uploading time of the previously preserved document code is earlier than the time of the currently
uploaded dogtiriatie ciderpaiiore fademsnteaRintend fis thd gosesprbngs the sreend AHEBRthe digital

document. Ingadditian,f the gint,310.determinesde pragervaRethrcuyently reeeivgshdocument

code and the previous document code in the code file database 323, the code file database 323
incorporates sk drFiltrerdinsrhaise b metesald ¢ geearbttoprstion ifara sl and

preserves the code file in the code file database 323.
10



[0041] Referring to Fig.5, according to another embodiment of the present application, the user may
upload the digital document to the server 320, and then the server preserves the digital document in
the digital document database 325 as evidence. In this way, the digital document can be preserved
and backup in the digital document database 325. Furthermore, in the process of preserving the digital

document in. the digital dogument database 325 by the.server 320, an encryption processing can be
performed 38rth5%0%§ g%cﬁk%ﬁy %?Ot%rgpg}lgﬁ%?al 8%:138%(1% égan a%oenﬁsglrlé;.%Ol}%ﬁilgg{ﬁ%ugéesent
application Iefodnereivillisthateddaynk endivova ide Sthigtion madrémp dulinentsbrrimgplemantations, it is
not '”te“de‘%'etso%‘%ﬁ%@%%?éﬂ‘f%‘%@’%ﬁiﬂ%%ﬁ grﬁ%%%a‘%féﬁeﬂpe%%&ﬂeclﬂw%&%ﬁ?gg-m%_ s 1A
method of evidence preservation for adigital document, comprising: converting, by a client, the digital
document t3Z2doaymeptrade thiuht isndriepasly sonagponingaidothardighaigeensivgede uploading,

from the cligpteihe dacumpent cads And dstaitiprisnfarmalion olthe isRtigasaryebdeerein the

first attribute information includes user information and geographical position infoiniation of the client:
and incorpbrdtingapy 3hé server, second attribute information into the document code and the first

attribute infoggasionerdermyaccofs file .and Rresesving thewadadie ina cadesfitedatahase of the

server, wherein the second attributé information includes time information indicating when the
document cBdidereR i0BR @08 3 h SrbinSAmEHTERR R (e ditHSP BRI Mre changed,
contents of thedogyroent qpde areschanoRd arkOMIAMiabase 323, after a document code

uploaded by the client is received by the server 320, and compares the preserved
document codes with the document code uploaded by the client. According to an
Example, the comparing module 324 obtains the preserved code files from the code
file database 323, and compares the uploaded document code with document codes
extracted from the document code field.

{0038] Since the document code is uniquely obtained by converting the digital
document, if an identical document code is not previously preserved in the code file
database 323, it means that it is the first time that the document code is uploaded to
the code file database 323. In other words, no identical digital document has been
converted the document code for preservation. At this time, the attribute incorporating
module 322 incorporates the attribute information into the received document code to
form the code file, and preserves the code file into the code file database 323.
According to an embodiment, when determining whether the same document code has
been preserved in the server, according to the user information of the first attribute
information, the uploaded code document can be compared with the code document
contained in cach of the code files preserved in the code file database 323. According
to another embodiment, according to the user information of the first attribute
information, it is possible to compare the uploaded code document with each of the
code documents of the code files preserved in the code file database 323 having the
same user information with the uploaded code document. Since each digital document
is uniquely corresponding to a document code, it can be determined whether the same
document code has been preserved through the comparison, and then it can be
determined whether the digital document has already existed. If no 1dentical document
code has been preserved, the attribute incorporating module 322 incorporates the first

attribute information and the second attribute information into the recetved document

il



2. The method according to claim 1, wherein said incorporating, by the server, a second attribute
information into the document code and the first attribute information to form a code file, and
preserving the code file in a code file database of the server includes: after receiving the document
code uploaded by the client, searching the document code from existing document codes of code files

preserved in the code file datgbase; if a document code.same as the teceived dociument code fails
to be searclie e&ﬁ%%&?’ﬁoﬁ%%%%?%ﬁﬁ@ ?3?\%??%?%8 ?ﬁgéf)g{ ﬁﬁrﬁ?gﬁﬁ or%{é%ogr?\{gelb\%s?hge second attribute
information [63%Me feceiddckdocamiemaboent i rimethencpalentenahdepbéselviegihescide file in the

code file da 3aT tho ' ' r th rising;.u ing, by the
client, the dl% ga?&%&ﬁ%%%%tﬁ%%%%ﬁ g%cgg}rgségr%t@ ‘ud%tjékﬁ?;ass?gr.\fl o igf%%ggr?nﬂe%ﬁ%?l gc%;er m%%[o claim 1 or
2, wherein thedtimbnirffornration $lscahtinnenss ecomenir.cods. e baetheyisiedordirgiobsiaim 1 or 2,

wherein the {ime IMEAMANORLS [lehas converted the same digital document to the document

code and uploaded the document code to code file database 323. In addition, the
attribute information has been incorporated into the document code previously. and
the time when the document code is previously uploaded has been recorded. Since
this time is earlier than the time of the currently uploaded document code, the current
document code can be abandoned. In this way, it can ensure the document code as
well as its time information of the code file preserved can indicate the time
information of the previously uploaded code file, so that it is possible to preserve and
prove an earlier time that the digital document corresponding to the document code
existed.

[0040] According to an embodiment, if the comparing module 324 determines that
the same document code is preserved, it notifies the client 310 that the same
document code was previously preserved in the code file database 323. The client
then determines how to process the current document code. If the client 310
determines to abandon the current document code, the server 320 will abandon the
document code. If the client 310 determines to replace the previously preserved
document code with the current document code. the attribute incorporating module
322 incorporates the attribute information into the currently received document code
to form the code file, and preserves the code file in the code file database 323 and
replace the code file corresponding to the previously preserved document code. Here,
if the client 310 determines to replace the previously preserved document code with
the current document code, the server 320 will notify the client 310 that the uploading
time of the document code preserved in the code file database 323 will be changed.
Since the uploading time of the previously preserved document code is earlier than
the time of the currently uploaded document code, this replacement will lead to the
postpone of the existing time of the digital document. In addition, if the client 310
determines to preserve both the currently received document code and the previous
document code in the code file database 323, the code file database 323 incorporates
the attribuie information into the received document code to form the code file, and

preserves the code file in the code file database 323.

i2



provided to the server by a third party other than the client and the server. 6. A system of evidence
preservation for a digital document, comprising at least one client and at least one server, wherein

the client comprises a converting module and a transmitting module, the converting module is
configured to convert the digital document to a document code which is uniquely corresponding to the
digital docu +the transmitting module is configyred to upload the, documept code and first attribute
infounation Eﬁ%@ CI%%E? 6 e %en%‘,%h%%ﬁ%ﬁ% # st %I}f)r}ké% efh tg?rcrl{gf%lﬁ iﬁg utc?}(%s Iﬂrs‘?é?#lformation
and geographdaiaposititie wformagiaplohthirclkiegitphddcunthet senverseompiid@saadeabeivihg module, an
attribute Incggg%qag)?gsgp{?%u 'ﬁ@“ﬁ&&“@éﬂ%&%@?ﬁ% the fepeiving madyle i, configured to receive
the document code from the client,”and the attribute incorpdtating module is conqslgure to incorporate
the first attribvidensforinahisrrandtbe dunthbdiburennfombationeserthé aeddisddipoctmehgitade to form a

code file, wig(elp e seEAGAHRute RfRIRAfon icges imenformalen JadGaling;hen the
document code is received by the server: the code file database is configured 1o preserve the code
file, and whele@sntahts! oheh digigiaf oornme ataeash Age iy chatsarsf IRE. dotynerpiote are
changed acgordinglys carf bENGRIGHIRED A6cadnga.claimbovhereining sBrYREIHther gamprises a
comparing module. after receiving the document code upldéaded by the client, the comparing module
searches e%ﬁHﬁ@iocument codes of code files preserved in the code file database and compares the

existing docyipent codar wilh thad eRdRameaden Biihe Giente andThe syt according

to claim 6, wherein the transmitting module of the client is configured to upload the digital document to

the server, &hd fePSSHRSIIS BbHMBLHBENS RS ehE TR IBTGRAFHELIRNESE BT (R tigital dBiiment

database. 1% stbpesysiBIupsaieingdemanyaae of claims 6 to 8, wherein the time information is local
time of the server.
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10. The system according to claim 9, wherein the time information is time provided to the server by a
third party other than the client and the server.

Claims

1. A method of evidence preservation for a digital document, comprising:

converting, by a client, the digital document to a document code, which is
uniquely corresponding to the digital document;

uploading, from the client, the document code and first attribute information of
the client to a server, wherein the first attribute information includes user information
and geographical position information of the client: and

incorporating, by the server, second attribute information into the document code
and the first attribute information to form a code file. and preserving the code file in a
code file database of the server, wherein the second attribute information includes
time information indicating when the document code is received by the server:
wherein when contents of the digital document are changed. contents of the document

code are changed accordingly.

2. The method according to claim 1, wherein said incorporating, by the server, a
second attribute information into the document code and the first attribute information
to form a code file, and preserving the code file in a code file database of the server
includes:

after recetving the document code uploaded by the client, searching the
document code from existing document codes of code files preserved in the code file
database;

if a document code same as the received document code fails to be searched out.
incorporating, by the server, the first attribute information and the second attribute
information into the received document code to form the code file, and preserving the

code file in the code file database.

3. The method according to claim | or 2, further comprising:

uploading, by the client, the digital document to the digital document database.

4, The method according to claim 1 or 2, wherein the time information is local

time of the server.

5. The method according to claim 1 or 2. wherein the time information is time



provided to the server by a third party other than the client and the server.

6. A system of evidence preservation for a digital document, comprising at least
one client and at least one server, wherein

the client comprises a converting module and a transmitting module, the
converting module is configured to convert the digital document 1o a document code
which is uniquely corresponding to the digital document, the transmitting module is
configured to upload the document code and first attribute information of the client to
the server, wherein the first attribute information includes user information and
geographical position information of the client; and

the server comprises a receiving module, an attribute incorporating module and a
code file database, the receiving module is configured to receive the document code
from the client, and the attribute incorporating module is configured to incorporate the
first attribute information and second attribute information to the received document
code to form a code file, wherein the second attribute information includes time
information indicating when the document code is received by the server; the code
file database is configured to preserve the code file, and when contents of the digital

document are changed, contents of the document code are changed accordingly.

7. The system according to claim 6, wherein the server further comprises a
comparing module, after receiving the document code uploaded by the client, the
comparing module searches existing document codes of code files preserved in the
code file database and compares the existing document codes with the document code

uploaded by the client.

8. The system according to claim 6, wherein the transmitting module of the client
is configured to upload the digital document to the server. and the server is configured

to preserve the digital document in the digital document database.

9, The system according to anyone of claims 6 to 8, wherein the time information

is local time of the server.

10. The system according to claim 9, wherein the time information is time

provided to the server by a third party other than the client and the server.



