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BLOCKCHAIN-BASED MESSAGE SERVICES FOR TIME-SENSITIVE EVENTS

TECHNICAL FIELD
{6001 This specification relates to providing blockchain-based message services for

time-sensitive events.

BACKGROUND

[BG02] Dustributed ledger systems {(DLSs), which can also be referred to as consensus
networks, and/or blockchain networks, enable participating entities ito securely, and
immutably store data. DLSs are commonly referred to as blockchain networks without
referencing any particular user case. Examples of types of blockchain networks can include
public blockchain networks, private blockchain networks, and consortium blockchain
networks. A consortium blockchain network 15 provided for a select group of entities, which
control the consensus process, and includes an access controd layer,

{3G03] Dugital networks have enabled people around the world to find information and
interact with each other conveniently and efficiently. For example, social media platforms
allow people to easily share messages, photos, and videos with friends and colleagues.
Online shopping web sites allow consumers to easily find information on a variety of
products and send payments electronically to purchase products from businesses all over the
world. Various kinds of payment and delivery services allow e-business providers and
consumers to perform online and international transactions and shipments more easily. As
more people are connected to the Internet and more transactions are conducted digitally
online, demand for protection of valuables during shipping has increases, together with data
to be handled by insurance companies to provide shipping protections.

[60G4] Parties such as online shopping platform, delivery services provider, and
msurance companies are often mvolved o providing shipping insurances. There can be many
data exchanges between the parties to fulfill each shipping msurance order and finalize
msurance payments. The data and messages exchanged between the parties are often
communicated through point-to-pount commurucations, which makes 1t difficult to venty
data authenticity and recover from data losses. Moreover, data supplied from different parties
can be inconsistent, which reduces processing efficiency of the shipping insurances and

msurance premiym distributions,
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{0005] It would be desirable to have a unified platform that can provide transparent,
efficient, consistent, and verifiable data and message services to facilitate shipping insurance

data processing and storage, while ensuring data privacy and integrity of the parties involved.

SUMMARY
[3G06] Described embodiments of the subject matter can include one or more features,
alone or in combination,
[GG07] For example, in one embodiment, a computer-implemented method performed by
a computing system comprises: recerving shipping data and shipping insurance order data
associated with a purchase order; determining, by executing a first smart contract based on
first one or more predetermined rules and the shipping data, whether a shipping insurance
order corresponding to the shipping insurance order data 1s valid; in response to determining
that the shipping insurance order is valid, mitiating a consensus algonthm to record the
shipping data and the shipping msurance order data on a blockcham, generaiing, by
executing the first smart contract, a first event message including a notification that a
shipping msurance of the purchase order 15 effective; receiving shipping insurance premium
distribution data indicating a distribution of shipping insurance premium associated with the
shipping insurance order to one or more service providers; determmning, by executing a
second smart contract based on second one or more predetermined rules, that the distribution
of the shipping insurance premuum is legal, initiating the consensus algorithm of the
blockchain network to record the shipping inswrance premium distribution data on a
blockchain; and generating, by executing the second smart contract, a second event message
notitying that the shippmmg msurance premium 18 distributed according to the shipping
msurance premuim distribution data.
{BO08] In some embodiments, the first event message and second event message are
stored on the blockchain as transactions.
[BG09] In some embodiments, the first event message 1s mciuded in a plurality of event
messages directed to an insurance provider and 1s communicated to the insurance provider
through a blockchain node associated with the insurance provider, and wherein the shipping
imsurance premttum is recetved in response to communicating the first event message {o the

insurance provider.
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{0018} In some embodiments, the second event message 15 mcluded 1n a plurality of
event messages directed to the one or more service providers.

10011} In some embodiments, the shipping data 1s recetved from a delivery services
provider and proves that the purchase order i1s shipped by the delivery services provider.

001 2] In some embodiments, the first one or more predetermined rules include one or
more of a coverage hmit of a declared value of the purchase order, items covered by the
shipping msurance, or an msurance himit of the purchase order, and wherein the shipping
insurance order 18 valid when the purchase order satisties the first one or more predetermined
rules.

(30313} In some embodiments, the shipping mnsurance order 1s received from a shipping
msyrance service platform or an electronic business platform, and wherein the shipping
isurance order mdicates one or more of items insured, an insurance premium, a declared
value of the purchase order, or an msurance included for the purchase order.

(0014} In some embodiments, the consensus algorithm s one of proot of work (PoW},
proof of stake {(PoS), or practical Byzantine fault tolerance (PBFT).

[60G15] In some embodiments, the one or more service providers inchide one or more of
the service system, a shipping msurance service platform, or an insurance provider.

331 6] In some embodiments, the second one or more predetermuned roles provide a
shipping osurance premuurn distribution plan agreed upon by the service system, the
shipping insurance service platform, or the msurance provider.

(303171 In some embodiments, the msurance premium is withheld by the service system
in response to determining that the shipping imsurance order s valid, and the insurance
premium 1s distributed to the service system, the shipping mnsurance service platform, and the
insurance provider according to the second one or more predetermined rules in response to
determining that the distribution of the shipping msurance premium ts legal

1001 8] In another embodiment, a compuler-impiemented method performed by a
blockchain node of a blockchain network comprises: storing shipping data and shipping
insurance order data associated with a purchase order on a blockchain based on mitiating a
consensus algorithm through a blockchain node associated with the computing system,
determining, by executing a smart contract based on one or more predetermined rules and the

shipping data, whether a shipping msurance order associated with the shipping msurance
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order data 1s valid; in response 1o determuining that the shipping msurance order 1s vakhd,
generating, by executing the smart contract, an event message dedicated to an nsurance
provider notifying that a shipping insurance of the purchase order i1s effective; storing the
event message to a hardware cache managed by the computing system; sending the event
message to a blockchain node associated with the insurance provider; and processing the
event message in response to receiving a feedback message from the blockchain node
associated with the msurance provider.

[6319] In some embodiments, the feedback message indicates that the event message 1s
received by the blockchain node associated with the insurance provider, and the processing
the event message comprises: storing the event message on the blockchamn based on
performing the consensus algorithm; and deleting the event message from the hardware
cache.

[0020] In some embodiments, when the feedback wmessage indicates that the event
message 15 mcorrectly recerved or not received within a predetermimed period of time, the
processmng the event message comprises resending the event message to the blockchamn node
associated with the msurance provider. In some embodiments, the sending the event message
15 performed periodically until the feedback message 13 recerved.

[GG21] In some embodiments, the event message 1s a first event message, the smart
contract 1s a first smart contract, the feedback message 15 a first feedback message, and the
method further comprises: recetving, from the blockchain node associated with the insurance
provider, a second event message directed to one or more service providers, wherein the
second event message notifies a distribution of a shipping insurance premium associated with
the shipping insurance order to one or more service providers, sending a second feedback
message to the biockchain node associated with the insurance provider indicating that the
second event message 15 correctly received, determining, by executing a second smari
contract based on second one or more predetermined rules, that the distribution of the
shipping msurance premium is legal; storing the second event message on the blockchamn
based on the consensus algorithm; and sending the second event message to the one or more
service providers,

160322] In some embodiments, the method further comprises: receiving a shipping

insurance premium distribution data from the blockchamn node associated with the insurance
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provider in response to communicating the first event message to the msurance provider; and
storing the shipping insurance premium distribution data on the blockcham based on the
consensus algorithm.

[G023] In some embodiments, the one or more service providers include one or more of
the service system, a shipping insurance service platform, or an insurance provider. In some
embodiments, the second one or more predetermined rules provide an insurance premium
distribution plan agreed upon by the service system, the shipping msurance service platform,
or the shipping msurance provider.

10024] In some embodiments, the first one or more predetermined rules include one or
more of a coverage himit of a declared value of the purchase order, ttems covered by the
shipping nsurance, or an msurance hmit of the purchase order, and wherein the shipping
insurance order 15 valid when the purchase order satisfies the first one or more predeternuned
rules.

[0025] In some embodiments, the shipping msurance order indicates one or more of
items imsured, an insurance premium, a declared value of the purchase order, or an insurance
wcluded for the purchase order.

[30626] It 1s appreciated that methods m accordance with this specification may include
any combination of the aspects and features described herein. That 15, methods i accordance
with this specification are not mited to the combinations of aspects and features specifically
described herein, but also include any combination of the aspects and features provided.
3027} The details of one or more embodiments of this specification are set forth in the
accompanying drawings and the description below. (ther features and advantages of this

specitication will be apparent from the description and drawings, and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS
[0328] FIG. 1 s a diagram iHlustrating an example of an environment that can be used to
execute embodiments of this specification.
[0G29] FiG. 2 i1s a diagram iliustrating an example of an architecture in accordance with
embodiments of this specification
{6330} Fi(G. 3 15 a swim-lane diagram Hlustrating an example of a message flow n

accordance with embodiments of this specification.
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[0G31] Fi(G. 4 1s a diagram illustrating an example of an mternal svstem of a service
provider in accordance with embodiments of this specification.

0032] FiG. 5 15 a relational dragram illustrating an example of relationships between
sub-models of shipping insurance data model in accordance with embodiments of this
specification.

[G033] FI(G. 6 15 a diagram dlustrating an example of a process of providing message
teedback in accordance with embodiments of this specification.

[6034] FIG. 7 depicts an example of a system in accordance with embodunents of this
specification.

[(335] FIG. § depicts an example of a process that can be executed in accordance with
embodiments of this specification.

[3336] FIG. 9 depicis an example of modules of an apparatus i accordance with
embodiments of this specification.

[6037] FI1G. 10 depicts another example of a process that can be executed 1 accordance
with embodiments of this specification.

[6G38] FIG. 11 depicts another example of modules of an apparatus m accordance with
embodiments of this specification.

[3339] Like reference nombers and designations o the varous drawings indicate like

elements.

DETAILED DESCRIPTION
[6040] This specification describes technologies for blockchain-based message services,
These technologies generally mmveive receiving shipping data and shipping msurange order
data associated with a purchase order; determuming, by executing a first smart contract based
on first one or more predetermined rules and the shipping data, whether a shipping insurance
order corresponding to the shipping insurance order data is valid; in response to determining
that the shipping insurance order is valid, mitiating a consensus algorithm to record the
shipping data and the shipping insurance order data on a blockchain, generating, by
executing the first smart contract, a first event message including a notification that a
shipping mnsurance of the purchase order 15 effective; receiving shipping mnsurance premium

distribution data indicating a distribution of shipping msurance premium associated with the
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shipping msurance order to one or more service providers; determining, by executing a
second smart contract based on second one or more predetermined rules, that the distribution
of the shipping insurance premium 1s legal, initiating the consensus algorithm of the
blockchain network to record the shipping insurance premium distribution data on a
blockchain; and generating, by executing the second smart contract, a second event message
notifying that the shipping msurance premium 15 distributed according to the shipping
insurance premium distribution data.

[6041] This specification also describes technologies for storage management based on
message feedback. These technologies generally involve storing shipping data and shipping
msurance order data associated with a purchase order on a blockchain based on mitiating a
consensus algorithm through a blockchain node associated with the computing system;
determining, by executing a smart contract based on one or more predetermined rules and the
shipping data, whether a shipping insurance order associated with the shipping insurance
order data 1s valid, 1n response to determining that the shipping msurance order 18 vahd,
generating, by executing the smart contract, an event message dedicated to an insurance
provider notifving that a shipping msurance of the purchase order 15 effective; storing the
event message to a hardware cache managed by the computing system; sending the event
message to a blockchain node associated with the msurance provider; and processing the
event message in response to receiving a feedback message from the blockchain node
associated with the msurance provider.

[3042] The techniques described i this specification produce several technical effects. In
some embodiments, the entire lifecyele of shipping tnsurance services {e g, insurance order
generation and insurance premium distribution) can be recorded on a blockcham. For
example, the blockchain can store an immutable and transparent chain-of-record that links
the data associated with the same purchase order. Because the records on the blockcham are
recorded through consensus, they can be easily verified and irusted by entities that have
access to the biockchain, As compared io peer-to-peer communications, the use of
blockchain technology improves efficiency of data processing when the data are generated by
different entities,

13043] In some embodiments, the shipping insurance data can be time sensitive. The

disclosed smart contract technology allows guick verification of the authenticity and validity
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of shipping mtormation, order information, and shipping insurance order. The smart contract
technology further allows generation of different types of event messages for different
services or service providers associated with the insuring process. The event messages can be
used to quickly notify the service providers important insurance events, especially when the
total data volume is high. By selectively generating different types of event messages,
services related to important events can be more easily associated with and identified by
corresponding service providers. As such, shippmg msurance policies can quickly take effect
and nmsurance premiums can be timely distributed among the service providers.

10044} In some embodiments, a feedback mechanism 15 provided to strategically manage
data retransnussions due to potential packet loss. As a result, time-sensitive event messages
cant be released from cache storage after receiving positive feedback on data transmission.
The time period that valuable cache storage space 13 occupied can be reduced and storage
usage efficiency can be improved. Moreover, with decreased volume of data retransnussions,
consumptions of communication bandwidth mside the blockchain network can be reduced.
The feedback mechanmism 15 especially suitable for blockchan networks with a large quantity
of nodes, where the transrmission routes of data packets can be relatively long, which mcrease
the chances of packet loss.

{334 5] In some embodiments, privacy of the msurance data can further be protected
based on using the trusted execution environment {TEE} technology. The TEE serves as an
isolated and trusted computing environment that can be mtegrated in the blockchain nodes of
the blockchamn network., The TEE processes plaintext of the mnsurance related data and
outputs cyphertext of the data. Using the TEE technology, the data can be easily updated
inside the TEE without revealing the actual updates. Moreover, the output of the TEE s
encrypied and trusted by the blockchain nodes of the blockchain network, hence can be
efficiently stored to the blockchain after the blockchain nodes reach consensus.

[ 3046] To provide further context for embodiments of this specification, and as
introduced above, distributed ledger systems (DLSs), which can also be referred to as
consensus networks (e.g., made up of peer-to-peer nodes), and blockchain networks, enable
participating entities to securely, and immutably conduct transactions, and store data.

Although the term blockchain s generally associated with particular networks, and/or use
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cases, blockchamn 1s used herein to generally refer to a DLS without reference to any
particular use case.

1004 7] A blockchamn 1s a data structure that stores transactions in a way that the
transactions are immutable. Thus, transactions recorded on a blockchain are reliable and
trustworthy. A blockchain includes one or more blocks. Fach block in the chain is linked to a
previous block immediately before 1t in the chain by including a cryptographic hash of the
previous block. Each block also includes a timestamp, its own cryptographic hash, and one or
more transactions. The transactions, which have already been venified by the nodes of the
blockchain network, are hashed and encoded into a Merkle tree. A Merkle tree 1s a data
structure i which data at the leaf nodes of the tree 15 hashed, and all hashes i each branch of
the tree are concatenated at the root of the branch. This process continues up the tree to the
root of the entire tree, which stores a hash that is representative of all data in the tree. A hash
purporting to be of a transaction stored in the tree can be quickly verified by determining
whether 1t 1s consistent with the structure of the tree.

334 8] Whereas a blockchain 15 a decentralized or at least partially decentralized data
structure for storing transactions, g blockchain network 1s a network of computing nodes that
manage, update, and mamtain one or more blockchams by broadcasting, venfymg and
vahidating transactions, etc. As mtroduced above, a blockchamn network can be provided as a
public blockchain network, a private blockchain network, or a consorttum blockchain
network., Embodiments of this specification are described in further detadl herein with
reference to a consortium  blockchain network, Tt 15 comtemplated, however, that
embodiments of this specification can be realized in anv appropriate type of blockchain
network.

{00491 In general, a consortium blockchain network 18 private among the participating
enfities. In a consortium blockchain network, the consensus process 1s controlled by an
authorized set of nodes, which can be referred to as consensus nodes, one or more consensus
nodes being operated by a respective entity (e.g., a financial institution, insurance company).
For example, a consorttum of ten (10} entities {e.g, financial institutions, insurance
companies) can operate a consortium blockchain network, each of which operates at least one

node in the consortium blockchain network,
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[00S0] In some examples, within a consortium blockchain network, a global blockchain
1s provided as a blockchain that is replicated across all nodes. That is, all consensus nodes are
in perfect state consensus with respect to the global blockchain. To achieve consensus (e g,
agreement to the addition of a block to a blockchain), a consensus protocol 1s implemented
within the consortium blockchain network. For example, the consortium blockchain network
can implement a practical Byzantine fault tolerance (PBFT) consensus, described mn further
detaif below.

(0051} FIG. 1 18 a diagram illustrating an example of an environment 100 that can be
used to execute embodiments of this specification. In some examples, the environment 100
enables entities to participate in a consortium blockchain network 102, The environment 100
ncludes computing systems 106, 108, and a network 110, In some examples, the network
110 includes a local area network (LAN), wide area network (WAN), the Internet, or a
combination thereof, and connects web sites, user devices {e.g, computing devices), and
back-end systerns. In some examples, the network 110 can be accessed over a wired and/or a
wireless commumnications link. In some examples, the network 110 enables commumcation
with, and within the consortium blockcham network 102, In general, the network 110
represents one or more communication networks. In some cases, the computing systers 106,
108 can be nodes of a cloud computing system {not shown), or each of the computing
systemsi06, 108 can be a separate cloud computing system mcluding a number of computers
interconnected by a network and functioning as a distributed processing system.

303521 In the depicted example, the computing systems 106, 108 can each include any
appropriate computing device that enables participation as a node i the consortium
blockcham network 102, Examples of computing devices include, without limitation, a server,
a desktop computer, a laptop computer, 3 tablet computing device, and a smartphone. In
some examples, the computing svstems 106, 108 host one or more computer-implemented
services for interacting with the consortium blockchain network 102, For example, the
computing system 106 can host computer-implemented services of a first entity {e.g., user A},
such as a transaciion management system that the first entity uses to manage its transactions
with one or more other entities (e g, other users). The computing system 108 can host
computer-implemented services of a second entity {eg, user B}, such as a transaction

management system that the second entity uses to manage ifs transactions with one or more
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other entities (e.g., other users). In the example of FIG. 1, the consortium blockchain network
102 1s represented as a peer-to-peer network of nodes, and the computing svstems 106, 108
provide nodes of the first entity, and second entity respectively, which participate in the
consortrum blockchain network 102,

LHISR] FIG. 2 depicts an example of an architecture 200 in accordance with embodiments
of this specification. The example conceptual architecture 200 includes participant systems
202, 204, 206 that correspond to Participant A, Participant B, and Participant C, respectively.
Fach participant {e.g., user, enterprise} participates in a blockchain network 212 provided as
a peer-to-peer network including a plurality of nodes 214, at least some of which immutably
record information in a blockchan 216, Although a single blockchain 216 1s schematically
depicted within the blockchain network 212, multiple copies of the blockchamm 216 are
provided, and are mamntained across the blockchain network 212, as described in further
detail herem.

[0054] In the depicted example, each participant system 202, 204, 206 13 provided by, or
on behalf of Participant A, Participant B, and Participant C, respectively, and functions as a
respective node 214 within the blockchamm network, As used heren, a node generally refers
to an individual system {e.g., computer, server) that 18 connected to the blockchamn network
212, and enables a respective participant to participate 1o the blockcham network. In the
example of FIG. 2, a participant corresponds to each node 214, It s contemplated, however,
that a participant can operate multiple nodes 214 within the blockchain network 212, and/or
multiple participants can share a node 214, In some examples, the participant systems 202,
204, 206 communicate with, or through the blockchain network 212 using a protocol {e.g.,
hypertext transfer protocol secure (HTTPS)), and/or using remote procedure calls (RPCs),
THIREY Nodes 214 can have varying degrees of participation within the blockchamn
network 212, For example, some nodes 214 can participate in the consensus process {e.g., as
miner nodes that add blocks to the blockchain 216), while other nodes 214 do not participate
in the consensus process. As another example, some nodes 214 siore a complete copy of the
blockchain 216, while other nodes 214 only store copies of portions of the blockchain 216
For example, data access privileges can limit the blockchain data that a respective participant
stores within ifs respective system. In the example of FIG. 2, the participant systems 202, 204,

and 206 store respective, complete copies 2167, 21677, and 216”7 of the blockchain 216
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[0356] A blockchain {e.g., the blockchain 216 of FIG. 2} 1s made up of a chain of blocks,
each block storing data. Examples of data include transaction data representative of a
transaction between two or more participants. While transactions are used herein by way of
non-limiting example, 1t is contemplated that any appropriate data can be stored in a
blockchain {e.g., documents, images, videos, audio}. Examples of a transaction can include,
without Iimuation, exchanges of something of value (e.g., assets, products, services,
currency). The transaction data 5 mmmutably stored within the blockchain, That is, the
transaction data cannot be changed.

13857 Before storing i a block, the transaction data is hashed. Hashing 1s a process of
transtforming the transaction data (provided as string data) into a fixed-length hash value
(also provided as string data). Jt 15 not possible to un-hash the hash value to obtan the
transaction data. Hashing ensures that even a shight change in the transaction data results in a
completely ditferent hash value. Further, and as noted above, the hash value 1s of fixed length.
That 15, no matter the size of the transaction data the length of the hash value 19 fixed
Hashing mcludes processing the transaction data through a hash function to generate the hash
value. An example of a hash function mmcludes, without limutation, the secure hash algorithm
(SHA)-256, which outputs 256-bit hash values.

[3G58] Transaction data of multiple transactions are hashed and stored in a block For
example, hash values of two transactions are provided, and are themselves hashed to provide
another hash. This process 15 repeated until, for all transactions to be stored in a block, a
single hash value 1s provided. This hash value 15 referred to as a Merkle root hash, and s
stored in a header of the block. A change in any of the transactions will result in change in s
hash value, and ultimately, a change in the Merkle root hash.

{3G59] Blocks are added to the blockchain through a consensus protocol Multiple nodes
within the blockchain network participate in the consensus protocol, and perform work to
have a block added to the blockchain. Such nodes are referred to as consensus nodes. PBFT,
introduced above, 1s used as a non-limiting example of a consensus protocol. The consensus
nodes execute the consensus protocol to add transactions to the blockchain, and update the
cverall state of the blockcham network

1 3060] In further detatl, the consensus node generates a block header, hashes all of the

transactions in the block, and contbines the hash value in pairs to generate further hash values
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until a single hash value 1s provided for all transactions n the block (the Merkle root hash}.
This hash 1s added to the block header. The consensus node also determines the hash value of
the most recent block i the blockchain {1e, the last block added to the blockchain) The
consensus node also adds a nonce value, and a timestamp to the block header.

0061] In general, PBFT provides a practical Byzantine state machine replication that
tolerates Byzantine faults {e.g, malfunctioning nodes, malicious nodes). This 15 achieved in
PBFT by assuming that faults will occur {e.g., assuming the existence of independent node
fatlures, and/or manipulated messages sent by consensus nodes). In PBFT, the consensus
nodes are provided in a sequence that mcludes a primary consensus node, and backup
consensus nodes. The primary consensus node 1s periodically changed. Transactions are
added to the blockchamn by all consensus nodes within the blockchain network reaching an
agreement as to the world state of the blockchain network. In this process, messages are
transnutied between consensus nodes, and each consensus nodes proves that a message 1s
received from a specified peer node, and verifies that the message was not modified during
fransmission,

[6062] In PBFT, the consensus protocol 15 provided i multiple phases with all consensos
nodes beginmng in the same state. To begin, a client sends a request to the primary consensus
node to mvoke a service operation {e.g., execute a fransaction within the blockchamn network}.
In response to receiving the request, the primary consensus node multicasts the request 1o the
backup consensus nodes. The backup consensus nodes execute the request, and each sends a
reply to the chent. The chient waits until 4 threshold number of rephies are received. In some
examples, the chient waits for f+1 replies to be recetved, where f is the maximum number of
faulty consensus nodes that can be tolerated within the blockchain network. The final resuit
is that a sufficient number of consensus nodes come to an agreement on the order of the
record that is to be added to the blockchain, and the record is either accepted, or rejected.
3063] I some blockchain networks, cryptography 1s implemented to mamtain privacy
of transactions. For example, if two nodes want to keep a transaction private, such that other
nodes 1n the blockchain network cannot discern details of the transaction, the nodes can
encrypt the fransaction data. An example of cryptography mcludes, without limitation,
symmetric encryption, and asymumetric encryption. Symmeiric encryption refers to an

encryption process that uses a single key for both encryption (generating cyphertext from
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plamtext), and decryption {generating plaintext from cyphertext). In symmetric encryption,
the same key is available to multiple nodes, so each node can en-/de-crypt transaction data.

[ 3064] Asymmetric encryption uses keys pairs that each include a private key, and a
public key, the private key being known only to a respective node, and the public key being
known to any or all other nodes in the blockchamn network. A node can use the public key of
another node to encrypt data, and the encrypted data can be decrypted using other node’s
private key. For example, and referring again to FIG. 2, Participant A can use Participant B’s
public key to encrypt data, and send the encrypted data to Participant B. Participant B can use
its private key to decrypt the encrypted data {(cvphertext) and extract the original data
(plamtext). Messages encrypted with a node’s public key can only be decrypted using the
node’s private key.

[G065] Asyrmmetric encryption 15 used to provide digital signatures, which enables
participants in a transaction to confirm other participants in the transaction, as well as the
validity of the transaction. For example, a node can digitally sign a message, and another
node can confirm that the message was sent by the node based on the digital signature of
Participant A, Digital signatures can also be used to ensure that mwessages are not tampered
with 1o transit. For example, and again referencing FIG. 2, Participant A s to send a message
to Participant B. Participant A generates a hash of the message, and then, using ifs private
key, encrypts the hash to provide a digital signature as the encrypted hash. Participant A
appends the digital signature to the message, and sends the message with digital signature to
Participant B. Participant B decrypts the digital signature using the public key of Participant
A, and extracts the hash. Participant B hashes the message and compares the hashes. If the
hashes are same, Participant B can confirm that the message was indeed from Participant A,
and was not tampered with.

{3066} In some embodiments, nodes of the blockchain network, and/or nodes that
communicate with the blockchain network can operate using trusted execution environments
(TEEs}. At a high-level, a TEE 15 a trusted environment within hardware {one or more
processors, memory) that is isolated from the hardware’s operating environment {e.g.,
operating system {OS8), basic input/output system (BIOSY). In further detad, a TEE 15 a
separate, secure area of a processor that ensures the confidentiality, and integrity of code

executing, and data loaded within the mamn processor. Within a processor, the TEE runs in
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parallel with the OS5, At least portions of so-called trusted applications (TAs} execute within
the TEE, and have access to the processor and memory. Through the TEE, the TAs are
protected from other applications running in the main OS. Further, the TEE cryptographically
1solates TAs from one another mside the TEE.

6067] An example of a TEE includes Software Guard Extensions (58GX) provided by
Intel Corporation of Santa Clara, California, United States. Although SGX 1s discussed
herein by way of example, it 15 contemplated that embodimenis of this specification can be
realized using any appropriate TEE.

| 0068] SGX provides a hardware-based TEE. In SGX| the trusted hardware is the die of
the central processing until {CPU), and a portion of physical memory 15 1solated to protect
select code and data. The solated portions of memory are referved to as enclaves. More
particularly, an enclave 1s provided as an enclave page cache (EPC) in memory and
mapped to an application address space. The memory (e.g, DRAM) mcludes a preserved
random memory (PRM) for SGX. The PRM 15 a continuous memory space n the lowest
BIOS level and cannot be accessed by any software, Fach EPC 18 a memory set (e.g., 4 KB)
that 15 allocated by an O8 to load apphication data and code v the PRM. EP(C metadata
(EPCM) 15 the entry address for respective EPCs and ensures that each EPC can only be
shared by one enclave. That 1s, a single enclave can use multiple EPCs, while an EPC
dedicated to a single enclave.

[ 3069] During execution of a TA, the processor operates in a so-called enclave mode
when accessing data stored 1 an enclave. Operation m the enclave mode enforces an extra
hardware check to each memory access. In 5GX, a TA s compiled to a trusted portion, and
an untrusted portion. The trusted portion is inaccessibie by, for example, OS, BIOS,
privileged system code, virtual machine manager (VMM), system management mode {(SMM)},
and the hike. In operation, the TA runs and creates an enclave within the PRM of the memory.
A trusted function executed by the trusted portion within the enclave 15 called by the
untrusted portion, and code executing within the enclave sees the data as plaintext data
(unencrypted), and external access to the data 15 denied. The trusted portion provides an
encrypted response to the call, and the TA continues to execute.

3076 An attestation process can be performed to verify that expected code (e.g., the

trusted portion of the TA) is securely executing within the SGX-provided TEE. In general,
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the attestation process includes a TA recerving an attestation request from a challenger {e.g.,
another node in the blockchain network, a key management syvstem (KMS) of the blockchain
network). In response, the TA requests that its enclave produce a remote-attestation, also
referred to as a quote. Producing the remote-attestation includes a local-attestation being sent
from the enclave to a so-called quoting enclave, which verifies the local-attestation, and
converts the local-attestation into the remote-attestation by signing the local-attestation using
an asymmetric attestation key. The remote-attestation {quote) is provided to the challenger
(e.g., KMS of the blockchain network).

1607 1] The challenger uses an attestation vertfication service to verify the remote-
attestation. For 8GX, Intel provides the Intel Attestation Service (TIAS), which receives the
remote-attestation from the challenger, and verifies the remote-attestation. More particularly,
the TIAS processes the remote-attestation, and provides a report {e.g., attestation vertfication
report {AVR)), which indicates whether the remote-attestation s verified. If not venified, an
error can be indicated. I verified (the expected code 18 securely executing in the TEL), the
challenger can start, or continue interactions with the TA, For example, in response to the
vertfication, the KMS {as challenger) can issue asymmetric encryption keys {e.g., a public-
key and private-key pair} to the node executing the TEE {e. g, through a kev exchange
process, such as elhiptical curve Diffie-Hellman (ECDH)) to enable the node to securely
communicate with other nodes, and/or chents. Additional details of the TEE technology are
described 1, e.g., PCT apphication PCT/CN2019/081180, filed on April 3, 2019, the contents
of which are incorporated by reference.

0067 2] Fi(. 3 1s a swim-lane diagram ilhustrating an example of a message flow 300 in
accordance with embodiments of this specification. At a high-fevel, the message flow 300 5
communicated downstream from a shipping insurance service platform 302, through a
consorttum blockchain network, to an insurance provider 318, and upstream back o the
service platform 302, The service platform 302 can provide interfaces and data services to
participants involved in the online order and associated shipping insurance services. Such
service providers can include online sellers or e-commerce platforms (eg, ALIBABA,
FBAY, or AMAZON), delivery services providers {e.g., FEDEX, DHL, or SFEXPRESS),
shipping insurance brokers, the insurance provider 318, etc. The data services can be based

on blockchain technology implemented on the consortium blockchain network. The
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consortium blockchain network can mmclude nodes owned by one or more of the service
platform 302 and the other service providers.

1007 3] In some embodiments, the service platform 302 can serve as a collector and
facilitator of data provided bv the service providers. The data can be provided in shipping
insurance related documents, including purchase order documents, logistics documents {or
shipping documents), and/or shipping insurance order documents. The purchase order
documents can be provided by the e-commerce platform to the service platform 302 In some
examples, the purchase order can be a credit insurance order. In a credit insurance order, the
monetary amount of the order can be paid for by a buyer when the order is placed. However,
the payment 15 withheld by the ¢-commerce platform and not released to the seller untd
delivery of the order is confirmed or otherwise fulfilled.

[3374] In some embodiments, the purchase order can also include a shipping insurance
payment selected to be paid for by the buver. In some exaroples, the shipping insurance
payvment ts included in a purchase order and can be treated as a shipping insurance order. In
some examples, a shipping msurance order document separate from the purchase order
document can be created and provided by a shipping msurance broker or an insurer. In some
embodiments, the shipping document can be provided to the service platform 302 by the
delivery services provider.

(307 5] At 304, the service platform 302 can send the shipping msurance related
documents to a blockchamm node 306 associated with the service platform 302, The
blockchain node 306 can be a node of the blockchan network.

[0G76] In some embodiments, part or all shipping nsurance related documents can be
encrypted by encryption keys to protect privacy of the document owners. The document
owners can determine which users of the service platform 302 can be allowed to access the
plaintext version of the documents and request a system admin of the service platform 302 to
set access permissions of the documents. In some embodiments, the document owners can
provide a list of users that are permitted to access the plaintext version of the documents
besides the document owners themselves. For example, for a shipping document, the hist of
users permitied to view the plaintext document can be the service platform 302 and the

insurance provider 318,
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{0077} In some examples, the encryption kev used to encrypt the documents can be a
symmetric key. To set access permission for a user, the system admin can encrypt the
symmetric key by using the public key of the user. The encrypted version of the symmetric
key can be stored 1n a smart contract. The users that have access of the document can retrieve
the encrypted version of the symmetric key from the smart contract and use its corresponding
private key to decrypt the encrypted version of the symmetric key. After the symmetric key is
decrypied, the user can use 1t to decrypt the encrypted document,

[06078) The service platform 302 includes an application program interface (API) layer
that comprises multiple APIs available to be called by the users to provide services
associated with shipping nsurances. Those APIs can be accessed through a software
application {(APP) from a computing device {e.g., a smart phone). In some examples, the
APIs can mnterface with services including one or more of shipping insurance related
document registration services, document data update services, gquery services, insurance
history generation services, premium history generation services, premuum distribution
history services, etc.

[6G79] At 308, the blockcham node can mvoke a smart contract 310 to store the
documents to a blockchain as transactions. The transactions added on the blockchamn can be
vertfied and agreed upon by blockchaim nodes 1 the blockchain network through consensus
based on a consensus algorithm. Example consensus algorithms can mclude proof of work
(PoW), proof of stake (Po&), PBFT, etc. Unce added, the transactions become immutable and
can be verifiable by any of the blockcham nodes of the blockchaim network,

[GG80] At 312, the smart contract 310 can be executed to generate and store event
messages. The event messages can mclude document events indicating that new documents
are recorded on the blockchain and insurance order events indicating that new insurance
orders are effective. The smart contract 310 can also be stored on the blockchain as a special
type of {ransaction. In some embodiments, the smart contract 310 can be mvoked by different
nodes of the blockchain network through API calls to perform different funciions. Those
functions can include blockchain storage, document status management, msurance order
review, and/or event management. For example, blockchain nodes associated with the e-
commerce platform and the delivery services provider can make API calls to invoke the

blockcham storage function. The blockchain storage function can be invoked to store
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purchase order documents and shipping msurance order documents on the blockchain. The
insurance order review function can be invoked to verify and approve the shipping insurance
orders, 1n response to document events that new documents are added to the blockchain.
[3081] In some embodiments, the service platform 302 can alsc make an API call to
invoke the event management function to generate or perform other management functions of
the event messages. For example, in response to new documents recorded on the blockcham,
the event management function can generate a corresponding document event. In response to
the approval of the insurance order through the mnsurance order review function, the event
management function can generate the insurance order event indicating that the shipping
msurance order 1s effective,

3082} In some embodiments, the event messages can be used to mark or notify events
associated with the shipping msurance services that need timely responses. By generating the
event messages, the parties mvolved n the shipping insurance services can more easiy
identify time-sensitive event messages from a large amount of blockchamn data.

{HER] In some embodiments, the service platform 302 may mvoke the msurance order
review function o review whether the documents satisfy one or more predetermuned rules.
For example, to generate an event message for the msurance provider 318 mdicating that the
shipping msurance order 1s effective, the one or more predetermined rules can mclude a
coverage lunut of a declared value of the purchase order, ttems covered by the shipping
insurance, an imsurance himit of the purchase order, and/or a premuum distribution plan.
Correspondimgly, the shipping insurance order 15 effective after the msurance order review
function is mvoked to verify that the purchase order has a declared value under the coverage
limit, items covered by the shipping insurance are msurable, and the nsured amount of the
purchase order 1s under an insurance linut.

[G084] In some embodiments, the event messages can be stored as an event log on the
blockchain. To obtain event messages stored m the event log, the biockchain nodes
associated with different service providers can retrieve the event log periodically or based on
needs. In some embodiments, after the event messages associated with a service are
cenerated, they can be automatically sent 1o other blockchain nodes for consensus. After the
event messages are stored on the blockchain, thev can be sent to or retrieved by their

dedicated service providers. For example, after the event message indicating that the shipping
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msurance order is effective 1s stored on the blockchain, it can be retrieved by the insurance
provider 318 at 316 through the blockchain node 314, or sent by the blockchain node 314 to
the isurance provider 318,

[(085] At 320, the mmsurance provider 318 can generate a premium distribution agreed to
by the service providers and send it to the blockchain node to be stored on the blockchain.
The blockchain node 314 can make an API call at 322 to invoke the smart contract 310 to
execute the msurance order review function and verify whether the premium distribution
compiies to the premuum distribution plan agreed upon by the service providers. If ves, the
blockchain storage function of the smart contract 310 can be invoked 1o store the premium
distribution to the blockcham,

THERTY At 324, the smart contract 310 can be executed to generate and store a premium
distribution event message. In some embodiments, the prenvum distribution event message
can be generated by invoking the event management function. After the premium distribution
event message 13 generated, it can be sent to other blockchatn nodes for consensus. After the
premium distribution event message 18 stored on the blockchain, it can be retrieved by the
service platform 302 at 326, such that the service platform 302 can notify the e-commerce
platform to distnibute the msurance premium accordingly to the entitled service providers.
{0387} FIG. 4 15 a diagram 1Hustrating an example of an internal system 400 of a service
provider of shipping insurance services 1 accordance with embodiments of this specification.
The service provider can be an e-commerce platform, a delivery services provider, a shipping
nsurance broker, or an insurance provider. At a high-level, the mternal system 400 can
include an APP 402, a database 404, a key management system (KMS) 406, and a computing
and connectivity component 408, In some embodiments, the internal system 400 can include
less or more components. The internal system 400 15 connecied to a blockchain network 409
that includes a plurality of blockcham nodes (only blockehain node 410 and blockchain node
412 are depicted in FIG. 4 for idlusiration purposes, it 15 understood that the blockchain
network 409 can include many additional blockchain nodes). For example, the biockchain
nodes 410 and 412 can be the blockchain nodes 306 and 314 depicted in FIG. 3 that
respectively serve the service platform 302 and the insurance provider,

|08 8] The APP 402 can be a software program for carrying the APls of the service

platform to provide data services associated with shipping insurances. The APP 402 can be
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an interface between users of the service platform and the internal system 400 of the service
platform. For example, the APP 402 can be used to receive mput including user profile
information, login information, shipping insurance related service data, etc. In some
embodiments, data related to shipping insurance services can be stored in a database 404
The database 404 can include any memory or database module and can take the form of
volatile or non-volatile memory, mcluding, without limitation, magnetic media, optical media,
random access memory {RAM), read-only memory {ROM), removable media, or any other
suitable local or remote memory component. The database 404 can store various objects or
data, including classes, frameworks, applications, backup data, business objects, jobs, web
pages, web page templates, database tables, repositories storing business or dynanmuc data,
and any other appropriate nformation including any parameters, variables, algorithms,
mstructions, rules, constraints, or references thereto associated with the purposes of the APP
402 or the mternal systern 401,

[6089] Example data can include order data, logistics data, tracking data, insurance
payment data, premium data, templates, and encryption keys, etc. Additionally, the database
404 can include any other appropriate data, such as VPN apphications, firmware logs and
policies, firewall policies, a securty or access log, print or other reporting files, as well as
others. In some examples, the APP 402 can retrieve data from the database 404 through a
database APL

GG50] The APP 402 can communicate information related to shipping mmsurance services
with a computing and connectivity component 408, In some embodiments, the computing
and connectivity component 408 can include a trusted computing module 420, a trusted
timing module 422, and a trusted identity module 424, The trusted computing module 420
can include one or more processors {0 execute instructions provided by a software
development kit (SDK). Example mstructions can mnclude performing encryption, generating
digital signatures and/or ZKPs, or other apphicable proofs. In some embodimenits, the one or
more data processors can have a TEE that i1s isolated from the one or more processors’
operating system and configured to provide enhanced confidentiality and integrity of code
executing, and data lpaded within, the one or more data processors.

13091} In some embodiments, the trusted computing module 420 can be configured to

record data associated with shipping insurance services in compliance with privacy laws. For
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example, the trusted computing module 420 can generate a hash value of the record (Le, a
transaction hash), and adds a block that includes the record and the hash value to the
blockchain associated with the blockchain network 409, As discussed earlier, a document can
include dynamic data and unmodifiable blockchain data that are separately stored i a smart
contract data cache and a blockchain database For a same document or smairt contract
transaction, the transaction hash of the dynamic data can be stored with the corresponding
blockchain data under the same data structure on the blockcham, so that the dynamic data
and the unmodifiable blockchain data can be hinked. Alternatively or additionally, the
transaction hash of the blockchain data can be stored with the corresponding dynamic data in
the smart contract data cache so that the data can be linked

[30392] In some ernbodiments, the trusted computing module 420 can be configured to
provide a verified record of the steps/operations performed by the APP 402 wn response 1o a
request for the verified record associated with a document for shipping msurance services.
The trusted computing module 420 can also provide a verified time stamp generated by a
trusted timing module 422, a verified 1dentity generated by a trusted identity module 424,
and/or the computation result associated with each step/operation of the steps/operations
performed by the APP 402,

LHIRY In some embodiments, the encryption keys used to perform encryvption, and
generate digital signatures and proofs can be provided by a KMS 406 to the trusted
compuitng module 420 In some embodiments, the KMS 406 can generate, store, and
manage encryption keys. In some embodiments, KMS 406 includes a secure application
environment implemented using the TEE technology {e.g., Intel SGX}. Oneg or more software
programs or libraries can be executed by the TEE.

0094} In some embodiments, the trusted timing module 422 can be configured to
generate time stamps based on national standard timing 1nformation {e g, Greenwich Mean
Time {GMT), UTC), or timing information obtamned from a global positioning system. In
some embodiments, the trusted timing module 422 can synchronize the ttime it mamtains with
the global time adopted by the blockchain nodes of the blockchain network 409 to ensure
accuracy of the time stamps stored on the blockchain,

[ 3095] In some embodiments, the trusted timing module 422 can be configured to

generate time stamps associated with different users using different standard times in
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different regions. For example, the trusted timing module 422 can generate time stamps
associated with an e-commerce platform using a first standard time recognized by an
international delivery services provider, and to generate time stamps associated with an
msurance provider using a second standard time recognized by a domestic insurance service
plattorm associated with the insurance provider, in which the e-commerce platform and the
insurance provider reside in different regions having different logistics systems.

3096} The trusted identity module 424 can be configured to verify an identity of a
service platform user based on one or more of unique 1Ds associated with the user. In some
embodiments, the unique Hs can include at least one of the following: (1) a mobile phone
number, (11} a credit card number, (1) a user 1D associated with an online payment system,
(v} a user 1D associated with an online shopping account, (v} a user ID associated with a
music streaming or downloading account, {vi} a user IDS associated with a movie streaming
or downloading account, {(vit} a user 1D associated with a messaging or chat account, {(viu) a
user ID associated with an online banking account, (ix) a vser 1D associated with a ride
hailing service, {x} a user 1D associated with an ounline food ordering service, {x1} a social
securtty number, (xn} a driver’s hicense number, (xiti} a passport number, {(xiv) a user 1D
associated with an online gaming service, {xv) an ID ssued by a government entity, (xvi} one
or more fingerprints, (Xvit) one or more voice prints, or {xvit} s information.

{3397 In some embodiments, the unique IDs can also include a decentralized identifier
of the user. The decentralized identifier can mclude a universal resource locator (URL)
scheme identifier, an identifier for a decentralized identifier method, and a decentralized
identifier method-specific identifier. The decentralized identifier can point to a corresponding
decentralized identifier document, which can include descriptive text in a preset format (e.g.,
JSON-LDB} about the decentralized dentifier and the owner of the decentralized identifier.
The decentralized identifier can serve as a uniform resource 1denttfier (URT) for locating the
decentralized denttfier document. The deceniralized identifier document can include various
properties such as contexts, decentralized identifier subject, public keys, authentication,
authorization and delegation, service endpoints, creation, updates, proof, and extensibility.
The decentralized 1dentifier document can define or point to resources defining a plurality of
operations that can be performed with respect to the decentralized 1dentifier. In the examples

described in this specification, the decentralized identifiers comply with the standards
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specified by the World Wide Web Consortium (W3}, However, other decentralized
identifiers can also be used.

0098} In some embodiments, the unique ID can be used to umguely idenfity an
msurance applicant or a shipping msurance order. The umique ID can be embedded by the
service provider to the shipping insurance data associated with the insurance applicant,
betore the data 1s recorded on the blockchain. The insurance provider or a regulator can trace
the shipping msurance data associated with the insurance applicant based on recovering the
embedded unique ID2. As such, 1t can be ensured that the data for validating the shipping
insurance order belongs to the same mmsurance applicant and are completed for review.
Additional information about unique TDs can be found in apphications PCT/CN2019/095299,
filed on July 9, 2019, PCT/CN2019/103780, filed on August 30, 2019, and
CN201910963431.0, filed on October 11, 2019, The above applications are herebv
ncorporated by reference.

(3039} In some embodiments, the trusted 1dentity module 424 can be configured to venty
different imsurance applicants residing 1 dufferent regions having different msurance policy
systems by asing different identifiers. For example, the trusted 1dentity module 424 can be
configured to verify the identity of a first msurance applicant using at least one of a first get
of wdentifiers recognized by a first insurance policy system associated with the first msurance
applicant, and to venity the identity of a second mnsurance applicant using at least one of a
second set of ideniifiers recognized by a second insurance policy system associated with the
second msurance apphcant, in which the first and second insurance applicants reside n
different regions having different insurance policy systems.

{3106 In some examples, the computing and connectivity component 408 can also
include a router 426 that can route mformation processed by the one or more processors (o a
blockcham node 410 in the blockchain network 409 communicably coupled to the internal
system 401. As discussed earlier, the blockchain node 410 can be a cloud node that can sign
and/or verify messages, and communicate with other biockchain nodes. The blockchain node
410 can also be a consensus node that participates in a consensus procedure in the blockchain
network 409 In some embodiments, the communications inside and between the mnternal
system 401 and blockchain network 409 can be performed based on a secure communication

protocol such as the hypertext transfer protocol secure (HTTPS) or transport layer security
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(TLS). For example, the functions performed by the blockchain node 410 can be defined in a
smart contract, in which mining nodes of the blockchamn network execute the functions in the
smart contract and consensus full nodes of the blockchain network venify the transactions.
[3101] The time, identity, and content carried by shipping 1nsurance data recorded on the
blockchain can be trusted. The blockchain enables the APP 402 that provides the shipping
insurance services to preserve veritied records of information (e g, who, what, and when)
about events that occur during each of multiple steps or critical time pomts of the services.
The records of mformation are preserved in ways that comply {or are more comphiant
compared to previous systems) with predeternuned rules. For example, when the order is
msured by a Chinese msurance provider, the predeternuned rule can be the Insurance Law of
the People's Republic of Chuna.

[3102] FIG. 5 15 a relational diagram illustrating an example of relationships between
sub-models of a shipping insurance data model 500 n accordance with embodiments of this
specification. The shipping msurance data model 500 can be a computer-implemented model
used by one or more APPs of the service platform, such as the service platform discussed m
the descriptions of FIGS. 3 and 4, 10 process shipping msurance related data. At a igh-level,
the model 500 can have sub-models including a service platform user sub-model 502, a credit
msurance order sub-model 504, a logistics document sub-model 506, and an msurance
document 508 sub-model.

G103] The service platform user sub-model 502 can be used to model properties of user
accounts permtted to access the services provided by the service platform. Such user
accounts can be associated with users such as shipping msurance applicants or customers
who placed the purchase order. The service platform user sub-model 502 can have primary
kevs {PK) including user account IDs and user names. Each user account can correspond to
one or more credit insurance orders modeled under the credit insurance order sub-model 504,
Each credii msurance order can have a PK of a unique order ID, and one or more foreign
keys {FKs}). The FKs can include the account I, an order amount, and an order status. The
account ID included in the FKs can link the corresponding order to the user account. As such,
the corresponding user account can be found when the credit insurance order is searched for,
13104] Each credit msurance order can correspond to one or more logistics documents (or

shipping documents). The logistics document data can be modeled under the logistics
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document sub-model 566, The logistics document sub-model 506 can have a PK of a unique
logistics ID {e.¢., the shipping document ID or tracking number}, and FKs icluding the
order ID of the corresponding credit insurance order, and a shipping status.

[3105] Fach logistics document can correspond to an insurance document. The insurance
document data can be modeled under the insurance document sub-model 508, The insurance
document sub-model 508 can have a PK of an insurance document I, and FKs including the
logistics 1D of the corresponding logistics document, and an insured amount,

[3106] FIG. 6 15 a swim-lane diagram dlustrating an example of a process 600 of
providing message feedback in accordance with embodiments of this specification. As
discussed 1n the description of FIG. 3, various event messages for different services can be
generated to facilitate shipping msurance generation and premium distribution. As the
purchase orders, shipping msurances, and logistics documents accumulate, the volume of
data communicated inside or through the blockchain network can be high. In some cases,
data packet losses may occur, especially when data surges happen during busy hours. To
avoid losing important event messages, a message feedback process can be implemented.
[G1G7] At 612, the service platform 602 can send one or more of a shipping document
and shipping msurance order to the blockchain node 604 associated with the service platform.
At 614, the blockchain node 604 can invoke a smart contract to store the documents on the
blockchain 606 through consensus with other blockchain nodes of the blockcham network. In
some embodiments, the blockchain node 604 can be part of the service platform 602, In some
embodiments, the blockchain node 604 can be a computing device or system that remotely
serves the service platform 602.

[3108] In some examples, the smart contract can generate an event message to notify the
blockchain node 604 a document event that new documents are successfuliy stored on the
blockchain 606, The event message can be stored n a cache storage of the blockchain node
604. In response (o recetving the notification, the blockchain node 604 can send a response to
the service platform 602 indicating the documents sent by the service platform 602 are
successfully processed.

{3109] At 616, the smart contract can determine whether the insurance order 15 vaklid
based on the shipping insurance order and the shipping document. For example, in response

to the document event, the smart contract can mvoke an msurance order review function as
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discussed in the description of FIG. 3 to verify and approve the shipping insurance order.
After the approval of the insurance order through the msurance order review function, the
smart contract can invoke the event management function to generate the msurance order
event message indicating that the shipping insurance order 15 effective.

1¢110] At 618, the blockchain node 608 associated with the insurance provider 610 can
be notified of the insurance order event. In some embodimenis, the blockchain node 608 can
be part of a computing system of the insurance provider 610. In some embodiments, the
blockchain node 608 can be a computing device or system that remotely serves the service
platform 602, In some examples, the event message can be automatically sent to the
blockcham node 608 after generation. In some examples, the event message can be retrieved
by the blockchain node 608,

(G111} At 620, the blockchain node 608 can deterioine whether the msurance order event
message is recerved. If ves, the insurance order event message can be forwarded to the
msurance provider 610 at 622, (Otherwise, a feedback message can be sent by the blockcham
node 608 at 624, In some cases, the smart contract can mvoke the event management
function to generate the event message penodically, untit an acknowledgement (ACK) of
receipt feedback 1s recerved at 624

[3112] In some cases, the feedback message can be a negative acknowledgement (NACK)
if 1t 15 determined that the event message 1s ncorrectly received or not received within a
predeiermined period of time at 620, In such cases, it can be determined at 626 that the event
message needs to be resent. In some examples, the svent message can be deleted from cache
to save storage space after the event message 1s resent at 626. In some examples, the event
message can be deleted after an ACK is recerved from the blockchain node 608

{0113} In some cases, the feedback message can include specific instructions. In some
examples, the feedback message can include mstructions of providing the shipping insurance
order document for further review on vahdity of the order. In response to recewving the
feedback message, the smart contract can be executed to retrieve the shipping msurance order
document from the blockchain 606 to the blockchain node 608, In some examples, the
specific mstructions ¢an include sending event messages in a certain range of message

numbers or in a particular sequence. In response to recerving the feedback message, the smart
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contract can be executed to resend the event messages according to the range or sequence
provided by the feedback message.

10114] At 628, the msurance provider 610 generates a premium distribution and send it to
the blockcham node 608 to be stored on the blockchain 606 at 630, In some examples, the
smart contract can generate an event message to notify the blockchamn node 608 the premium
distribution 15 successfully stored on the blockchain 606 In response to receiving the
notification, the blockchain node 608 can send a response to the insurance provider 610
indicating the prenuum distribution 1s successfully recorded.

13115] At 632, the blockchain node 608 can execute a smart contract to invoke the
msurance order review function to verify whether the premium distribution comphes to the
premium distnibution plan agreed upon by the service providers. If ves, the smart contract can
be executed to generate and store a prenvum distribution event message by mvoking the
event management function. After the premium distribution event message 1s generated, it
can be sent to other blockchain nodes for consensus. After consensus, the premium
distribution event message 15 stored on the blockchain, The event message can then be
notified to the blockchain node 604 associated with the service platform 602 and the
blockcham node 608 associated with the msurance provider 610 at 634

[3116] At 636, the blockchain node 608 can determine whether the premitom distribubion
event message s recewved. If yes, the event message can be forwarded to the insurance
provider 610, Otherwise, a feedback message can be sent by the blockchain node 608 at 640,
At 638, the blockcham node 604 can determine whether the premumum distribution event
message is received. If ves, the event message can be forwarded to the service platform 602.
Otherwise, a feedback message can be sent by the blockchain node 604 at 642, In some
examples, the feedback messages sent at 640 or 642 by the blockchain node 604 or
blockchain node 608, respectively, can be similar 1o the feedback messages sent at 624
[G117] In some cases, the smart contract can invoke the event management function to

until an ACK 15 recerved. In some cases, the

3

generate the event message periodically
teedback message can be a NACK if 1t is determined that the event message 15 incorrectly
received or not received within a predetermined period of time. In such cases, it can be
determined at 644 that the event message needs to be resent. After the service platform 602

receives the premium distribution event message, 1t can notifv the e-commerce platform to
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distribute the premium to the service providers. In some examples, the service platform 602
can forward the event messages to other service providers such as the e-commerce platform
and the shipping insurance broker.

(3118] FIG. 7 shows an example of a system for implementing a blockchain-based
shipping msurance service platform 700 for enabling secure and efficient processing of
shipping insurance documents mn accordance with embodiments of this specification. The
platform 700 provides an integrated interface that allows users to manage information used in
various stages of the shipping insurance generation and insurance premium distribution
processes. The service platform: 700 provides services related to various stages of processing
of shipping insurance documents. In some embodiments, the service platform 700 provides
services to an msurance broker 706 s0 that the shipping msurance services processed by the
msurance broker 706 can be recorded 1n a secure manner, such as stored in a blockchain
database and smart contract data caches. In some embodiments, the service platform 700 can
also provide services to other entities associated with a purchase order or credit insurance
order, such as one or more msurance providers 702, one or more maurance brokers 706, one
or more banks or payment companies 708, one or more delivery service companies 710, an e-
commerce platform 712 or an online seller, one or more msureds 714, and one or more
adminsstrators 716 through a network 7138, such as the Internet.

[3119] For example, the msurance provider 702 can be responsible for providing and
processing shipping insurance services, such as reviewing information about insurance
applications, evaluating qualifications of insurance, assessing duties, taxes, and fees
associated with the shipping msurance. The msurance provider 702 15 also responsibie for
detecting fraudulent activities meant to commuit insurance frauds.

[G120] A feature of the service platform 700 is that the platform enables linking of
multiple types of documents associated with a purchase order, or multiple purchase orders,
allowing the msurance provider 702 to more easily review the mformation recorded across
multiple documents associated with the purchase order, and thus more easily detect
inconsistencies or anomalies in the documents indicating potential fraudulent activities
Another feature of the service platform 700 18 that the platform provides encryption services
for encrypting private information to protect privacy of the users. Another feature of the

service platform 700 is that the shipping mformation, insurance terms and conditions, and
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msurance premium distribution mformation are recorded 1n a blockchain database through
consensus of the blockchain nodes 734 of a blockchain network 732, the information can be
easily verified and trusted by parties that have access to the blockchain database. A further
feature of the service platform 700 is that the platform 1s scalable through the use of smart
contract pools so that the platform 700 can process large amounts of shipping insurance data.
(0121} The msurance broker 706 can be, e.g., a professional who prepares and submits
documents to obtain shipping msurances from the insurance provider 702, The msurance
broker 706 can be, e g, an on-hne or web-based systermn maintained by one or more msurance
brokers for collecting and processing shipping insurance related information. In some
examples, the msurance broker 706 collects the shipping nsurance related information from
multiple parties, such as the banks or payvment companies 708, the delivery services
companies 710, the e-commerce platform 712, and the msureds 714, and provides the
collected mformation to the msurance broker 706, who then submits the documents to the
msurance provider 702, The insurance broker 700 sends copies of the documents to the
service platform 700 for record keeping, e.g., by storing the documents i a blockchain
database 740 and/or a smart contract data cache 742,

[3i22] In some embodiments, the mnsurance broker 706 submits the documents to the
service platform 700, and the service platform 700 notifies the msurance provider 702 that
the information has been recorded. The msurance provider 702 then accesses the information
recorded by the service platform 700 to assess and collect the insurance premium associated
with the purchase order, and to detect fraudulent activities.

(0123} The bank or payment company 708 sends insurance payment to the e-commerce
platform 712, The bank or payment company 708 provides payment information assoctated
with the shipping insurance premium of the purchase orders to the insurance broker 706. The
bank or payment company 708 also mteracts with the service platform 700 to provide, e g,
payment information related to the purchase orders.

[3124] The delivery services company 710 receives the packages including the
merchandise from the e-commerce platform 712, generates delivery documents that include
shipment tracking information associated with the purchase orders. The delivery services
company 710 provides the delivery documents related to the purchase orders to the e-

commerce platform 712 and the insurance broker 706. The delivery services company 710
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transports and delivers the packages of merchandise to the insureds 714 The delivery
services company 710 provides updated delivery mformation, such as updated shipment
tracking information, to the insurance broker 706. The delivery services company 710 also
interacts with the service platform 700 to provide, e g, shipment tracking information related
to the purchase orders.

[3125] The e-commerce platform 712 provides information about the purchase orders,
such as order data, invoice information, shipping insurance orders and shipment tracking
number to the msurance broker 706. In some examples, the e~-commerce platform 712 can
also act as the insurance broker 706.

[3126] The insured 714 places orders for the merchandise and shipping insurance, pays
for the merchandise and msurance, and mitiates delivery of the merchandise. The mnsured 714
can provide relevant information to the msurance broker 706, The msured 714 can also
interact with the service platform 700, e g., to provide information regarding the purchase
order, or to obtain information regarding the progress of the msurance status for the purchase
order,

[G127] The admmnstrator 716 15 responsible for controlling which members or parties
have access to what information, and control authorization levels of the users of the service
platform 700 to ensure that privacy of the users are protected.

[3128] In some examples, the service platform 700 collects information from the parties
meniioned above {e.g., e-commerce platform 712, banks or payment companies 708, delivery
services companies 710, and msureds 714} and compiles the mformation into a format that
cann be easily reviewed by the insurance provider 702, The service platform 700 can hnk
multiple documents obtained from multiple parties to make it easter for the insurance
provider 702 to review the documents together.

(31291 The service platform 700 mnteracts with a blockchain network 732 that includes a
plurality of blockchain nodes 734 to securely record shipping insurance related information
in a blockchain database 740 and a smart contract data cache 742 The smart contract data
cache 742 can store mutable data in the form of smart contract data, and the blockchan
database 740 can store incremental, immutable, permanent blockchain data. This provides a

sood balance between processing efficiency and storage cost of the blockchain data.
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{0136} The service platform 700 13 configured to provide tools {e.g., web based portals
and interfaces, APls, and smart contracts) that enable the insurance provider 702, the
insurance broker 706, the bank or payment company 708, the delivery services company 710,
the e-commerce platform 712, the insured 714, and the administrator 716 to conveniently and
securely access and process the shipping insurance related information and documents
associated with the msurance orders. For example, the service platform 700 can provide
interfaces that facilitate the recording, updating, and reviewing of order data, logistics data,
insurance data, and payment data associated with the purchase orders, and facilitate recording
of the shipping insurance related information 1n one or more blockchain databases 740 and
smart contract data caches 742,

[3131] For example, the service platform 700 can provide tools to implement the
processes 300 of FIG. 3 and 300 of FIG. 5 for handhing shipping insurance data. In some
exarnples, the service platform 700 includes a shipping insurance service module 720, a user
control module 722, 3 privacy and encryption module 724, a DIS service module 726, a
document hifecycle management module 728, and a smart contract service module 730, The
APT layer 334 (described above m connection with FIG. 3} mcludes APIs that can be called
by the users to mvoke the services of the modules 720, 722, 724, 726, 728, and 730,
respectively.

[3132] The service module 700 mcludes the notification service 348 (described above mn
connection with FIGS, 3-5} that enables the blockchain nodes 734 of the blockchain network
732 to notify the service platform 700 and/or the users for updates on document events and
user events.

{3133 Many of the functions provided by the service platform 700 related to recording
or access information stored n the blockchain database 740 and the smart contract data cache
742 mvolve the use of smart contracts. In some embodiments, a smart contract 15 developed
by software programmers and/or people famihiar with the shipping insurance generation or
insurance premium distribution processes, and the admunistrator 716 registers the smart
contract with the blockchain network through the service plattorm 700,

[(3134] For example, the service platform 700 can provide an APl (eg,
CreateContract<contractid, body>) that can be used to register a smart contract with the

blockcham network. The administrator 716 invokes the API nrovided by the service platform
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700 to establish a new smart contract with the blockchain network. The service platform 700
sends the request to establish a new smart contract to the blockchain network. After the
blockchain network registers the smart contract on the blockchain, the blockchain network
sends a message to the service platform 700 indicating that the new smart contract has been
registered at the blockchain. The service platform 700 then sends a message to the
administrator 716 mdicating that the new smart contract has been registered at the blockchain.
[3135] Using the process described above, the admunistrator 716 can deploy smart
contracts on the blockchain without interacting with the blockchain network 732, Difterent
blockchain networks 732 may have different protocols for deploving smart contracts, and the
protocols may not be intuitive to people who are not familiar with those blockchain networks
732, The service platform 700 provides an easy-to-use and consistent application
programmung mterface to enable the administrator 716 to deploy the smart contracis without
having to learn the protocols of each blockchain network for deploying smart contracts.
(0136} In some examples, the service platform 700 includes a smart contract generator
736 that mcludes customizable smart contract templates that allow a person familiar with the
shipping msurance process but 13 not an expert i computer programming to be able to
generate smart contracts suitable for processing shipping msurance data. The person can
mvoke the functions of the smart contract generator 736 by calling an APL in the API layer
334 1o generate 2 smart contract for processing a particular type of shipping nsurance related
document for a certain stage of the insurance generation or msurance premium distribution
process. The person can invoke the functions of a smart contract deployment module 738 by
calling an AP} in the API laver 334 to deploy the new smart contract on the blockchain, The
smart contract deployment module 738 can imclude mtormation about protocols for
deploying smart contracts at veracious biockchain networks 732.

[3137] FIG. 8 depicts an example of a process 800 that can be executed in accordance
with embodimenis of this specification. For convenience, the process 800 will be described
as being perforimed by a system of one or more computers, iocated in one or more locations,
and programmed appropriately i accordance with this specification. For examiple, an
internal computer system, e g, the mternal system 401 of FIG. 4, appropriately programmed,

can perform the process 800,
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[3138] At 802, the computer system recetves shipping data and shipping insurance order
data associated with a purchase order. In some cases, the shipping data is received from a
delivery services provider and proves that the purchase order i1s shipped by the delivery
services provider.

13139] At 804, the computer system determines, by executing a first smart contract based
on first one or more predetermined rules and the shipping data, whether a shipping insurance
order corresponding to the shipping msurance order data 15 vahid.

[3140] At 806, 1 response to deternuning that the shipping insurance order 1s valid, the
computer systen initiates a consensus algorithm to record the shipping data and the shipping
msurance order data on a blockchain, In some cases, the shipping insurance order 1s recerved
from a shipping nsurance service platformn or an electronic business platform, and wherein
the shipping msurance order indicates one or more of items insured, an insurance premium, a
declared value of the purchase order, or an mnsurance inchaded for the purchase order.

(0141} At 808, the computer system generates, by executing the first smart contract, a
first event message mcluding a notification that a shipping msurance of the purchase order 13
effective.

[3i42] At 810, the computer system recetves shipping msurance premium distribution
data ndicating a distnibution of shipping insurance premuum asscciated with the shipping
msurance order to one or more service providers.

G143] At 812, the computer system determines, by executing a second smart contract
based on second one or more predetermuned rules, that the distnibution of the shipping
insurance premium 1s fegal. In some cases, the first one or more predetermined rules mclude
one or more of a coverage limut of a declared value of the purchase order, items covered by
the shipping msurance, or an insurance limit of the purchase order, and wherein the shipping
insurance order 1s valid when the purchase order satisfies the first one or more predetermined
rules.

{3144 In some cases, the one or more service providers include one or more of the
service system, a shipping msurance service platform, or an insurance provider. In some
cases, the second one or more predetermined rules provide a shipping insurance premiurm
distribution plan agreed upon by the service system, the shipping msurance service platform,

or the insurance provider.
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[3145] At 814, the computer system inttiates the consensus algorithm of the blockchain
network to record the shipping insurance premium distribution data on a blockchain. In some
cases, the consensus algorithm 1s one of proof of work (PoW), proof of stake (PoS), or
practical Byzantine fault tolerance (PBFT).

10146} At 816, the computer system generates, by executing the second smart contract, a
second event message notifying that the shipping insurance premium 18 distributed according
to the shipping insurance premium distribution data. In some cases, the first event message
and second event message are stored on the blockchain as transactions.

13147] In some cases, the first event message 15 included in a plurality of event messages
directed to an insurance provider and 18 communicated to the insurance provider through a
blockchain node associated with the msurance provider, and wherein the shipping insurance
premium 1s received in response to communicating the first event message to the insurance
provider. In some cases, the second event message 15 mcluded in a plurality of event
messages directed to the one or more service providers,

[3148] In some cases, the shipping insurance premium 13 withheld by the service system
i response to determuming that the shipping mmsurance order 15 valid, and the msurance
premuum 18 distributed to the service system, the shipping msurance service platform, and the
msurance provider according to the second one or more predetermined rules in response to
determining that the distribution of the shipping insurance premium 1s legal.

[3149] FI(. 9 15 a diagram of an example of modules of an apparatus 900 in accordance
with embodiments of this specification. The apparatus 900 can be an example of an
embodiment of a computer system configured to provide message services. The apparatus
900 can correspond to the embodiments described above, and the apparatus 900 includes the
tollowing: a receiving module 902 that recetves shipping data and shipping insurance order
data associated with a purchase order; a determming module 504 that determines, by
executing a first smart contract based on first one or more predetermined rules and the
shipping data, whether a shipping insurance order corresponding to the shipping insurance
order data is valid; an mitiating module 906 that initiates a consensus algorithim to record the
shipping data and the shipping insurance order data on a blockchain; a generating module
908 that generates, by executing the first smart contract, a first event message including a

notification that a shipping insurance of the purchase order is effective; the recerving module
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902 that receives shipping msurance premium distribution data indicating a distribution of
shipping insurance premium asscciated with the shipping insurance order to one or more
service providers; the determuning module 904 that determines, by executing a second smart
contract based on second one or more predetermined rules, that the distribution of the
shipping insurance premium 15 legal; the initiating module 906 that mnitiates the consensus
algorithm of the blockchain network to record the shipping insurance premium distribution
data on a blockchain; and the generating module 908 that generates, by executing the second
smart contract, a second event message notifying that the shipping insurance premium is
distributed according to the shipping insurance premium distribution data.

[3156] In an optional embodiment, the first event message and second event message are
stored on the blockchain as transactions.

[G151] In an optional embodiment, the furst event message 15 included in a plurahity of
event messages directed to an insurance provider and s comwnunicated to the insurance
provider through a blockchain node associated with the surance provider, and wherein the
shipping nsurance premuum 18 recetved n response {0 communicating the first event
message to the msurance provider,

[Gi52] In an optional embodiment, the second event message 1s mclhuded m a plurality of
event messages directed to the one or more service provaders. In an optional embodument, the
shipping data 1s receved from a delivery services provider and proves that the purchase order
is shipped by the delivery services provider.

[(3153] In an optional embodiment, the first one or more predetermined rules mchude one
or more of a coverage lumit of a declared value of the purchase order, items covered by the
shipping surance, or an msurance himit of the purchase order, and wherein the shipping
insurance order s valid when the purchase order satisfies the first one or more predetermined
rules.

[3154] In an optional embodiment, the shipping insurance order s received from a
shipping msurance service platform or an electronic business platform, and wherein the
shipping msurance order indicates one or more of items nsured, an msurance premium, a

declared value of the purchase order, or an insurance mcluded for the purchase order.
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[3155] In an optional embodiment, the consensus algorithm s one of PoW, PoS, or PBFT.
in an optional embodiment, the one or more service providers include one or more of the
service system, a shipping insurance service platform, or an insurance provider.

[3156] In an optional embodiment, the second one or more predetermined rules provide a
shipping insurance prenmuum distribution plan agreed upon by the service system, the
shipping msurance service platform, or the insurance provider.

131587] In an optional embodiment, the nsurance premium s withheld by the service
systern in response to determuining that the shipping insurance order 1s valid, and the
imnsurance premium 1s distributed to the service system, the shipping insurance service
platform, and the msurance provider according to the second one or more predetermined
rules in response to determining that the distribution of the shipping insurance premium 1s
legal,

[315§] FIG. 10 15 a flowchart of another exarople of a process 1000 m accordance with
embodiments of this specification. For convenience, the process 1000 will be described as
being performed by a blockchain node, which can mnclude a system of one or more computers,
located 1n one or more locations, and programmed approprately 1n accordance with this
spectfication. For example, a computer system, e.g., the computer system 100 of FIG. 1,
appropriately programmed, can perform the process 1000

{31591 At 1002, the blockchamn node stores shipping data and shipping msurance order
data associated with a purchase order on a blockchain, based on mnitiating a consensus
algorithm through a blockchain node associated with the service system. In some cases, the
consensus algorithm is one of PoW, PoS, or PBFT.

{3164 At 1004, the blockchain node determines, by executing a smart contract based on
one or more predetermined rules and the shipping data, whether a shipping insurance order
associated with the shipping insurance data 15 valid In some cases, the shipping insurance
order indicaies one or more of ifems insured, an msurance premium, a declared value of the
purchase order, or an insurance included for the purchase order.

13161} At 1006, 1n response to determining that the shipping msurance order is valid, the
blockchain node generates, by executing the smart contract, an event message dedicated to an

insurance provider notifying that a shipping insurance of the purchase order is effective.
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[3162] At 1008, the blockchain node stores the event message to a hardware cache
managed by the service system. At 1010, the blockchain node sends the event message to a
blockchain node associated with the msurance provider. In some cases, the sending the event
message 1s performed pertodically until the feedback message 1s recerved.

10163} At 1012, the blockchain node processes the event message i response to
receiving a feedback message from the blockchamn node associated with the insurance
provider. In some cases, the feedback message indicates that the event message is recerved
by the blockchain node associated with the msurance provider, and the processing the event
message comprises: storing the event message on the blockchain based on performing the
consensus algorithm; and deleting the event message from the hardware cache.

[3164] In some cases, when the feedback message mdicates that the event message 1s
incorrectly received or not received within a predetermined period of time, the processing the
event message comprises resending the event message to the blockchain node associated with
the msurance provider,

[3165] In some cases, the event message 18 a first event message, the smart contract 1s a
first smart contract, the feedback message 13 a first feedback message, and the blockchamn
node further receives, from the blockchain node associated with the msurance provider, a
second event message directed to one or more service providers, wherein the second event
message notifies a distribution of a shipping insurance premuum associated with the shipping
insurance order to one or more service providers. In some cases, the one or more service
providers include one or more of the service system, a shipping msurance service platform,
or an insurance provider.

[(3166] In some examples, the blockchain node turther sends a second feedback message
to the blockchain node associated with the mnsurance provider indicating that the second
event message is correctly recetved, determines, by executing a second smart contract based
on second one or more predetermimed rules, that the distribution of the shipping insurance
premium 1s fegal. In some examples, the blockchain node further stores the second event
message on the blockchain based on the consensus algorithm; and sending the second event
message 1o the one or more service providers.

13167] In some cases, the blockchain node further receives a shipping insurance premium

distribution from the blockchain node associated with the msurance provider in response to
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communicating the first event message to the insurance provider, and storing the shipping
insurance premium distribution on the blockchain based on the consensus algorithm.

3168] In some cases, the second one or more predetermined rules provide an insurance
premium distribution plan agreed upon by the service system, the shipping insurance service
platform, or the shipping insurance provider.

[(3169] In some cases, the first one or more predetermined rules include one or more of a
coverage limit of a declared value of the purchase order, ttems covered by the shipping
msurance, or an insurance himit of the purchase order, and wheremn the shipping insurance
order 1s valid when the purchase order satisfies the first one or more predetermined rules.
(3176 FIG. 11 15 a diagram of another example of modules of an apparatus 1100 in
accordance with embodiments of this specification. The apparatus 1100 can be an example of
an embodiment of a blockchamm node The apparatus 1100 can correspond to the
embodiments described above, and the apparatus 1100 includes the following a storing
modile 1102 that stores shipping data and shipping msurance order data associated with a
purchase order on a blockcham based on mmtiating a consensus algorithm through a
blockchamn node associated with the service system; a determurung module 1104 that
determunes, by executing a smart contract based on one or more predetermined rules and the
shipping data, whether a shipping msurance order associated with the shipping insurance data
s valid; a generating module 1106 that generates, by executing the smart contract, an event
message dedicated to an insurance provider notifying that a shipping insurance of the
purchase order 15 effective; the storing module 1102 that stores the event message to a
hardware cache managed by the service system; a sending module 1108 that sends the event
message to a blockchain node associated with the insurance provider; and an processing
module 1110 that processes the event message in response to receiving a feedback message
from the blockchain node associated with the insurance provider.

[G171] In an optional embodiment, the feedback message indicates that the event
message 1s received by the blockchain node associated with the mnsurance provider, and the
processing the event message comprises: storing the event message on the blockchain based
on performing the consensus algorithm; and deleting the event message from the hardware

cache.
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[G172] In an optional embodiment, when the feedback message mndicates that the event
message 1s incorrectly received or not recerved within a predetermined period of time, the
processing the event message comprises resending the event message to the blockchain node
associated with the insurance provider. In an optional embodiment, the sending the event
message 15 performed pertodically until the feedback message 1s recerved.

[3173] In an optional embodiment, the event message is a first event message, the smart
contract 15 a first smart contract, the feedback message 15 a first feedback message, and the
apparatus 1100 further comprises: receiving, from the blockchain node associated with the
insurance provider, a second event message directed to one or more service providers,
wherein the second event message notifies a distribution of a shipping insurance premium
associated with the shipping msurance order to one or more service providers; sending a
second feedback message to the blockchain node associated with the msurance provider
indicating that the second event message 13 correctly received; determining, by executing a
second smart contract based on second one or more predetermimed rules, that the distribution
of the shipping nsurance premuum 1s legal, storimg the second event message on the
blockchain based on the consensus algorithm; and sending the second event message to the
one or more service providers.

{0174} In an optional embodiment, the apparatus 1100 further comprises: recerving
shipping msurance premum distribution data from the bilockchain node associated with the
insurance provider in response (o communicating the first event message to the insurance
provider; and storing the shipping insurance premium distribution data on the blockchain
based on the consensus algorithm.

{317 5] In an optional embodiment, the one or more service providers include one or more
of the service system, a shipping insurance service platform, or an insurance provider. In an
opttonal embodiment, the second one or more predetermined rules provide an msurance
premium distribution plan agreed upon by the service system, the shipping insurance service
platform, or the shipping insurance provider.

13176} It an optional embodiment, the tirst one or more predetermined rules include one
or more of a coverage himit of a declared value of the purchase order, items covered by the

shipping msurance, or an insurance limit of the purchase order, and wherein the shipping
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insurance order 15 valid when the purchase order satisfies the first one or more predetermined
rules.

13177 In an optional embodiment, the shipping insurance order indicates one or more of
items insured, an insurance premium, a declared value of the purchase order, or an msurance
included for the purchase order. In an optional embodiment, the consensus algorithm 5 one
of PoW, PoS, or PBFT.

3178} The system, apparatus, module, or unit lustrated in the previous embodiments
can be implemented by using a computer chip or an entity, or can be implemented by using a
product having a certain function. A typical embodiment device is a computer, and the
computer can be a personal computer, a laptop computer, a cellular phone, a camera phone, a
smartphone, a personal digital assistant, a media player, a navigation device, an email
receiving and sending device, a game console, a tablet computer, a wearable device, or any
combination of these devices.

(3179} For an embodiment process of functions and roles of cach module 1n the
apparatus, references can be made to an embodiment process of corresponding steps n the
previous method. Details are onutted here for simplicity.

{3180 Because an apparatus embodiment bastcally corresponds to a method embodiment,
for related parts, references can be made to related descriptions m the method embodiment.
The previcusly described apparatus embodiment is merely an example. The modules
described as separate parts may or may not be physically separate, and parts displaved as
modules may or may not be physical modules, may be located 1 one position, or may be
distributed on a number of network modules. Some or all of the modules can be selected
based on actual demands to achieve the objectives of the solutions of the specification. A
person of ordinary skili in the art can understand and implement the embodiments of the
present application without creative efforts.

[G181] Referring again to FIGS. 8 and 10, it can be interpreted as itlustrating an mternal
functional module and a structure of a computer system or a blockchain node. An execution
body in essence can be an electronic device, and the electronic device mncludes the following:
one or more processors; and one or more computer-readable memories configured to store an
executable instruction of the one or more processors. In some embodiments, the one or more

computer-readable memories are coupled to the one or more processors and have
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programming instructions stored thereon that are executable by the one or more processors to
perform algorithms, methods, functions, processes, flows, and procedures, as described in
this specification. This specification also provides one or more non-transitory computer-
readable storage media coupled to one or more processors and having instructions stored
thereon which, when executed by the one or more processors, cause the one or more
processors to perform operations in accordance with embodiments of the methods provided
herein.

(0182} This specification further provides a system for implementing the methods
provided herein. The system includes one or more processors, and a computer-readable
storage medium coupled to the one or more processors having mstructions stored thereon
which, when executed by the one or more processors, cause the one or more processors 1o
perform operations in accordance with embodiments of the methods provided heren,

[3183] Ermbodments of the subject matter and the actions and operations described n
this specification can be implemented i digital electronic circuitry, in tangibly-embodied
computer software or firmware, 1 computer hardware, mcluding the structures disclosed mn
this specitication and their structural equivalents, or in combmations of one or more of them.
Embodiments of the subject matter described in this specification can be mmplemented as one
or more computer programs, eg., one or more modules of computer program instructions,
encoded on a computer program carrier, for execution by, or to control the operation of, data
processing apparatus. For example, a computer program cairier can include one or more
computer-readable storage media that have mstructions encoded or stored thereon. The
carrier may be a tangible non-transitory computer-readable medium, such as a magnetic,
magneto optical, or optical disk, a solid state drive, a random access memory (RAM), a read-
only memory (ROM), or other types of media. Alternatively, or in addition, the carrier may
be an artifictally generated propagated signal, e g., a machine-generated electrical, optical, or
electromagnetic signal that s generated to encode mformation for transmission to suitable
receiver apparatus for execution by a data processing apparatus. The computer storage
medium can be or be part of a machine-readable storage device, a3 machine-readable storage
substrate, a random or serial access memory device, or a combination of one or more of them.

A computer storage medium 1s not a propagated signal.
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[3184] A computer program, which may also be referred to or described as a program,
software, a software application, an app, a module, a software module, an engine, a script, or
code, can be written i any form of programming language, including compiled or
interpreted languages, or declarative or procedural languages; and it can be deployed in any
form, mcluding as a stand-alone program or as a module, component, engine, subroutine, or
other unit suttable for executing 1 a computing environment, which environment may
include one or more computers interconnected by a data communication network 1in one or
more locations.

{3185] A computer program may, but need not, correspond to a file in a file system. A
computer program can be stored m a portion of a file that holds other programs or data, e g,
oneg o more scripts stored in a markup language document, i a single file dedicated to the
program in question, or in multiple coordinated files, e g, files that store one or more
modules, sub programs, or portions of code.

[0186] Processors for execution of a computer program mclude, by way of example, both
general- and special-purpose microprocessors, and any one or more processors of any kind of
digital computer. Generally, a processor will receive the wmnstructions of the computer
program for execution as well as data from a non-transitory computer-readable medium
coupled to the processor.

(01871 The termn “data processing apparatus” encompasses all kinds of apparatuses,
devices, and machines for processing data, including by way of example a programmable
processor, a computer, or multiple processors or computers. Data processing apparatus can
include special-purpose logic curcuitry, e.g., an FPGA (field programmable gate array), an
ASIC (application specific integrated circuit), or a GPU {(graphics processing unit). The
apparatus can also include, in addition to hardware, code that creates an execution
environment for computer programs, e.g., code that constifutes processor firmware, a
protocol stack, a database management system, an operating system, or a combination of one
or more of them.

[3188] The processes and logic flows described in this specification can be performed by
Ofe Of MOTe COMPULErs OF Processors executing one of more computer programs to perform
operations by operating on nput data and generating output. The processes and logic flows

can also be performed by special-purpose logic circuitry, e.g., an FPGA, an ASIC, or a GPU,
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or by a combination of special-purpose logic circuitry and one or more programmed
computers.

{3189] Computers suitable for the execution of a computer program can be based on
ceneral or special-purpose microprocessors or both, or any other kind of central processing
unit. Generally, a central processing unit will recetve mstructions and data from a read only
memory or a random access memory of both, Elements of a computer can include a central
processing untt for executing mstructions and one or more memory devices for storing
mstructions and data. The central processing unit and the memory can be supplemented by,
or incorporated in, special-purpose logic circuitry,

[(3196] Generally, a computer will also include, or be operatively coupled to receive data
from or transfer data to one or more storage devices. The storage devices can be, for example,
magnetic, magneto optical, or optical disks, solid state drives, or any other type of non-
transitory, computer-readable media. However, a computer need not have such devices. Thus,
a computer may be coupled to one or more storage devices, such as, one or more memories,
that are local and/or remote. For example, a computer can include one or more local
memories that are integral components of the computer, or the computer can be coupled to
one of more remote memortes that are m a cloud network. Moreover, a computer can be
embedded 1 another device, e g., a mobile telephone, a personal digital assistant (PDA}, a
mobile audio or video player, a game console, a Global Posittoning System (GPS} recerver,
or a portable storage device, e g, a universal serial bus (USB) flash drive, to name just a few.

(3191} Components can be “coupled to” each other by being commutatively such as
electrically or optically connected to one another, either directly or via one or more
intermediate components. Components can also be “coupled t0” each other if one of the
components is integrated into the other. For example, a storage component that 1s integrated
into a processor {e.g., an 1.2 cache component} 1s “coupled to” the processor.

13192] To provide for mteraction with a user, embodiments of the subject matter
described in this specification can be implemented on, or configured to communicate with, a
computer having a display device, e.g., a LCD (hiquid crystal display} monttor, for displaying
information to the user, and an mput device by which the user can provide mput to the
computer, e.g., a keyboard and a pointing device, e.g., a mouse, a trackball or touchpad.

Other kinds of devices can be used to provide for interaction with a user as well; for example,
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teedback provided to the user can be any form of sensory feedback, e.g., visual feedback,
auditory feedback, or tactile feedback; and input from the user can be received in any form,
including acoustic, speech, or tactile input. In addition, a computer can interact with a user by
sending documents to and recerving documents from a device that 1s used by the user; for
example, by sending web pages to 2 web browser on a user’s device in response to requests
received from the web browser, or by interacting with an app running on a user device, e.g., a
smartphone or electronic tablet. Also, a computer can interact with a user by sending text
messages or other forms of message to a personal device, e g, a smartphone that is running a
messaging application, and receiving responsive messages from the user in return.

[(3193] This specification uses the term “configured to” in connection with systems,
apparatus, and computer prograrn components. For a systern of one or more computers 1o be
configured to perform particular operations or actions means that the systern has installed on
it software, firmware, hardware, or a combination of them that in operation cause the system
to perform the operations or actions. For one or more computer programs to be configured 1o
perform particular operations or actions means that the one or more programs nclude
mstructions that, when executed by data processing apparatus, cause the apparatus to perform
the operations or actions. For special-purpose logic circuitry to be configured to perform
particular operations or actions means that the crcwtry has electronie logic that performs the
operations or actions.

[3194] While this specification contains many specific embodiment details, these should
not be construed as limitations on the scope of what is being claimed, which 1s defined by the
claims themselves, but rather as descriptions of features that may be specific to particular
embodiments. Certain features that are described in this specification 1n the context of
separate embodiments can alse be realized in combmation in a single embodiment
Conversely, various features that are described in the context of a single embodiments can
also be realized in multiple embodiments separately or in any switable subcombination.
Moreover, although features may be described above as acting in certamn combinations and
even initially be claimed as such, one or more features from a claimed combination can m
some cases be excised from the combination, and the claim may be directed 1o a

subcombination or vanation of a subcombination.
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[3195] Similarly, while operations are depicted i the drawings and recited in the claims
in a particular order, this should not be understood as requiring that such operations be
performed i the particular order shown or i sequential order, or that all illustrated
operations be performed, to achieve desirable results. In certain circumstances, multitasking
and parallel processing may be advantageous. Moreover, the separation of various system
modules and components in the embodiments described above should not be understood as
requiring such separation in all embodiments, and it should be understood that the described
program components and systems can generally be integrated together in a single software
product or packaged into multipie software products.

[3196] Particular embodiments of the subject matter have been described. Other
embodiments are within the scope of the following claims. For example, the actions recited
in the claims can be performed in a different order and still achieve desirable resulis. As one
example, the processes depicted 1n the accompanying figures do not necessarly require the
particular order shown, or sequential order, to achieve desirable results. In some cases,

multitasking and parallel processing may be advantageous.
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CLAIMS

1. A computer-implemented method performed by a service system for providing
blockchain-based message services, the method comprising:

receiving shipping data and shipping insurance order data associated with a purchase
order;

determining, by executing a first smart contract based on first one or more
predetermined rules and the shipping data, whether a shipping insurance order corresponding
to the shipping insurance order data is valid;

in response to determining that the shipping insurance order is valid, initiating a
consensus algorithm to record the shipping data and the shipping insurance order data on a
blockchain;

generating, by executing the first smart contract, a first event message including a
notification that a shipping insurance of the purchase order is valid, wherein the first smart
contract invokes an event management function to periodically generate the first event message
until an acknowledgement receipt feedback is received;

receiving shipping insurance premium distribution data indicating a distribution of
shipping insurance premium associated with the shipping insurance order to one or more
service providers;

determining, by executing a second smart contract based on second one or more
predetermined rules, that the distribution of the shipping insurance premium is valid;

initiating the consensus algorithm of a blockchain network to record the shipping
insurance premium distribution data on the blockchain; and

generating, by executing the second smart contract, a second event message notifying
that the shipping insurance premium is distributed according to the shipping insurance

premium distribution data.

2. The computer-implemented method of claim 1, wherein the first event message and

second event message are stored on the blockchain as transactions.

3. The computer-implemented method of any previous claim, wherein the first event

message is included in a plurality of event messages directed to an insurance provider and is
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communicated to the insurance provider through a blockchain node associated with the
insurance provider, and wherein the shipping insurance premium is received in response to

communicating the first event message to the insurance provider.

4. The computer-implemented method of any previous claim, wherein the second event
message is included in a plurality of event messages directed to the one or more service

providers.

5. The computer-implemented method of any previous claim, wherein the shipping data
is received from a delivery services provider and proves that the purchase order is shipped by

the delivery services provider.

6. The computer-implemented method of any previous claim, wherein the first one or
more predetermined rules include one or more of a coverage limit of a declared value of the
purchase order, items covered by the shipping insurance, or an insurance limit of the purchase
order, and wherein the shipping insurance order is valid when the purchase order satisfies the

first one or more predetermined rules.

7. The computer-implemented method of any previous claim, wherein the shipping
insurance order is received from a shipping insurance service platform or an electronic business
platform, and wherein the shipping insurance order indicates one or more of items insured, an
insurance premium, a declared value of the purchase order, or an insurance included for the

purchase order.

8. The computer-implemented method of any previous claim, wherein the consensus
algorithm is one of proof of work (PoW), proof of stake (PoS), or practical Byzantine fault

tolerance (PBFT).

9. The computer-implemented method of any previous claim, wherein the one or more
service providers include one or more of the service system, a shipping insurance service

platform, or an insurance provider.
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10. The computer-implemented method of any previous claim, wherein the second one or
more predetermined rules provide a shipping insurance premium distribution plan agreed upon

by the service system, the shipping insurance service platform, or the insurance provider.

11. The computer-implemented method of any previous claim, wherein the shipping
insurance premium is withheld by the service system in response to determining that the
shipping insurance order is valid, and the shipping insurance premium is distributed to the
service system, the shipping insurance service platform, and the insurance provider according
to the second one or more predetermined rules in response to determining that the distribution

of the shipping insurance premium is valid.

12. A system for providing blockchain-based message services, comprising:

one or more processors; and

one or more computer-readable memories coupled to the one or more processors and
having instructions stored thereon that are executable by the one or more processors to perform

the method of any of claims 1 to 11.

13.  An apparatus for providing blockchain-based message services, the apparatus

comprising a plurality of modules for performing the method of any of claims 1 to 11.
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