; €3eSNNOIPXTQ* ~R6RTShv114 June 2004 A SYSTEM FOR PROVI DI NG AN UNOBTRUSI VE
WATERMARK | N A SECURE DOCUMENT Field of Invention The invention relates
generally to secure docunment authentication and protectionl4lmemo0®i cul ar,
the invention relates to authentication and protection of a secure docunent
usi ng a watermark. Background Since thg early 90s, watermarking techniques
that can create, enbed, and/or reveal watermarks such as signatures,
identifying marks or other images have been used for document r[&rot ection

and aut hent ASMSTHEM RORIROMPDINGARMVNOBIRUSIVEIVATERMARBANCA copy or in
digital form such as an inag I e, or on a physical nmedium or
i n physical formsuch as a prsmgg%ﬁﬂjﬁ general, there are two

ki nds of watermarks: visible and invisible waternmarks. Visible waternmarking
is typically applied to docunents such as those found in the public domain
so that the visible _ appearance of the visible watermarks present or issue a
war ni ng tBieldef lmygntion t nat visibly wat er marked documents are authentic
docunents and alteration and/or forgery of these docunments is prohibited.
However, TVheinyemtiondgelatansersraldy toesehviegioesmemhayibeatieationsad peadentiodedmt i on f or
t he securjt I.S] r . SU i e I edded in
docunent sf.)arﬁ%lﬁgar’ ﬁgs%{?%n?io)é?ésl?%% 5\/\%@%&%@%5&@ ap%&%%t%ggéf: S%Clgrt%tdgglﬁgggby bei ng
al tered otisitigaweeimbskom docunents. Furthernore, visible watermarks may be
deened as obtrusive to viewers of visibly waternmarked docunents because in
the process of inbuing docunents with the visual effects of the visible

wat er mar ks, visi bl e watermarking techni ques sonetinmes unavoi dably change or
alter thengﬂggbm appearance or content of these docunents. Unlike visible
wat er mar ks, 1hvi si bl e wat er marks when applied on docunents nust firstly be

reveal ed g r ed_ f i i for the
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det er m newateBnarks gnchus Righhwmedss identifyireaaiis on ptheeineles Havectieen npeddor ar e
conpared with originally enbedded. watermarks. For exanple, if an jnvisibly
wat er mar k&”&u&&e Fﬁctlp%algff dhendicariqn, 4 dogunent com ERFRITRT a5l dertomie

vat er mar kedoy dr B BfERhSR AR cith b 2R iHRILLARE ke HIGIoR B LpheaBA B an
original doCunment,” the authenticity of the I nvisibly waternarked docunent
i s quest i wrkykieal thrmyiswihdsen poatted eadéapyar e al so not obtrusive to viewers of
i nvisibly waternmarked docunents, as little or no change or alteration to
t he ori gi magenapahehera acaworkindsdfevtterafarisu elsikdo anthinisible svatenhmbduced.
However, jn, | ying_invisihle waterparks on docynents for authentication
pur poses,%ﬁgﬁ@éﬂﬂgﬂﬂq@émc @é@PﬁB&%JO&HH]PB%B %sotﬁwis?rfgu%ff @éﬁ?t y and

feasi bi | Lﬁﬁbli&l&oaﬁﬁﬁ% ﬁ@fjthﬁ9&%1@Qlﬂ%afﬁﬁééfﬂﬁ@%is_ilﬁ@%vaite?ﬂdﬂ(stp%knﬂﬁeds to be
addressed relates to the difficulty in balancing between'the robustness of

i nvi si bl eisswetaewamigtothapulilic thattyésiloly dvatermuoadrdonuwentaare aubtkensiensi tivity of
i nvi si bl e, wat er ar xtr.action processgs. 7This ans er S to be a
conpr om S0Grep g B HEE brdBr BrAE B BRes AReeBR N RrohLitte ek e ke 1o
renai n ungikidRgRsteharkinglté @l ANBIveRRin iRl PhEESESsNDr te Raietyiofg, and the
ability of the same invisible watermarks to allow the detection of forgery,

respect i veiFiple waigrpasks whew suchipse apidied ontos epbeddadrin doeumenty. b ea respltt he
security . LnVIi.6l j It is desirable
t hat invig]%%ﬁéé%tjvg ecgrﬁréag%goe\é%él%%ﬁ'ﬁ%@@%%&?éﬂgﬂg@g ﬂgﬁxﬁ\@fﬁz}%l e wat ermarks
ar e secur éstuatedtst Farthemioal)iisible vafternigichviasy Badeoniddalobirasive eviewwissi bl e
wat er mar ks succeeding js mnimzed. Currently totl,his,en , other security
pr ot ocol sofa¥Bly watgaakesd dyramenisdespise imihe procesy embyHigdocupents yip| e

sof twar e L d { : I carl.| J: he extraction
of the i n&gﬁ%ﬁgﬁﬁ%&ﬁﬁa?ﬁgﬂ%g%%ﬁ?k%?é l?lillequuaéés éorﬁg%fzfl@gﬁserati on/ forgery
or aut hentdanoatinesniatoidahdy okearigs oh alte theerigipaloggppeadnce@reostantoiiteeshni que

pr oposes gggl éi ng a transparent visible watermark on a docunent for

provi di ng fsi ng nessage to the public accessing the docunent. The
visible watermark i s enbedded in the docunent in _such a way that the

cont ent oPnikevigdtuvesmarkian visble witamask ayvhehapigd en dpcun@ntpmaslence of the
vi sible r I i i I . There is,
however , mﬁltsﬁgi%?lﬁ%’ée af%g %Z%g@&g%ﬁ%#ﬁ% %@#&ﬁf"g %Esit‘ﬁtyﬁfﬁ P %&%t' }ﬁogg%érjoc ess for

t he visi ble watermarking of the docunent, and thus authentication can only
be carried by visual inspection and




forgery is not prevented. Another techni que proposes the generation of a
watermark in a digitally reproduci bl e docunent. Although the authentication
of such a watermark can be done either in the digital domaild Jone 2604t he
physi cal domain, there still remain several problens. One problemrel ates
to the security of the watermark because where there exist hints as to how
t he wat er mar ki ng techni que works, the watermark may be easily forged and
the forger may therefore claimthat the forged watermark cones fromthe

origi nal #yhaticity gbinyisily watesmiagied depumends tabe drtermingde Pwing wighr act i on of
h : ' ' f k
oxt ot § otckS SARGIRHSH sl b AL TR LGNy chlnehdy 0% "™

adopt ed, fvatermachspFer, examply, il angnsigibiynvagrmatiéd do@xienstpro@ssedto t he vi ewer

may find the appearance of hhe wat er mar k obtrusi ve because the watermark is
act ual | y Nedl arfergiarh andsgich aypatergark isinponsistent Withquatpmessk sasingldy i fyi ng
the ori gi gabdda¥d fﬁ% i e hi ghest
significant %i t g{m?%lg@{iﬁar%gﬁ%{:@’e Ealﬁﬁ%{hﬁ%@ ocuﬁglgt%%éﬂg&ggﬁ?{gﬁg t he hashed
resul t s bdakmient islggedtioashlesi gni fi cant bit of the inmage pixels. This

wat er mar ki ng techni que works for docunents in the digital domain but does
not wor k sisié ivatenmbdke afhulso g@lobaasine o WewasHf itvigblywaiérndgkeand/ or
re-scanning of the inmage can cause noise to be introduced to the docunent.
Anot her y@cumsaisnisdifle pr Bp ehange pF piiwalionly theenginaldppearatneorisgntaataafs of
speci al phygi i ) es. AVAeY oisto

i ncrease ﬁég dﬁ%%ﬂﬁ? 5‘%@?&%{%‘ gggie?éﬁl aﬁﬁp@%frn g%h%%&?ﬁ?%g? gduci ng the

pr ocess esdahineatsifogautiemtioation puaposds auedtier ofishess needid araddedsegdnfar ki ng

t echni ques propose .incqrporating anji-copy.elements in the process of

form ng tW@a&F@@U’r?é‘r‘hfg?S‘ lﬁW § & ?P&E@g%ﬁﬁmﬁﬁpﬁ'i -layer printing or
printing indicia ,so that the fornmed docunents cannot be phot ocopi ed.

However, QBeisswthatnesdkiohy addrassadgalateste the difficoliin balancing batweersthes, and

Ve _ : _ RIS : S d
Somet i MesyhLEGHIsk ‘Sfﬁﬁ%ﬁﬁl@%a%hﬂ&%a%éﬂ%@gfg??&gdrﬁmsyaﬂfﬁg s%r%gg}é costs

Several further techniques propose t origina ment s
f r om phot elGopyiblegwitgrnaadk pkiradion proressegr Atlisendans drerd hasdo demeen nodul ati on.

After phot ocopyin uch cunents, nmessages.such as "void", "not valid"
appear oncotnﬁgg ISf%r?@ﬁgog&gﬁw@g}ﬁﬁggmppm&\pz!u}v_lqlﬂlg_g@tw,r@\rpﬁg_ t echni ques
nerely préaiged @R YihaltraishdPniiotal ﬂdc@ﬂiﬁﬁéﬂﬁz&n&ﬁﬁg,‘aﬂd tabifderafe i nal
docunent cones fromthe supposed owner. This is because a forgery of a
docunent samerinyisible watserayks tordlovbide datsclign efefdegerirespectiveln f ur t her

t echni ques propose enbeddi ng mcrodots into original docunents 5 that are
det ect abl &ndtierdbaue diod pyedsec be nddressed pelatee it the sé@gisy ofhetrodsibigi ng of t he

original docunents. ce.these ot ocopy.i n chin det ect .t he m crodots,
t hegphot o%%tﬁvlﬁ%ﬂph‘géeg%g%ﬁ?ﬁgt ﬁE‘éldlgér@?%{g'S@&V’fgﬁ’szWBP%éﬁﬁ ng the
ori gi nal GRCHIBAbR sollNeYALibleSHABM RENALLEGYed SRt Fﬁ)btaﬁiﬁy@f‘! phot ocopy

machines to be installed with a conponent for detecting the m crodots,
whi ch aganadvespnt astagks an the imisibleiwaigrmarks syhcesdingds mierzddor@yurentgie i s an

appar ent ed .f lutioqn f r.ot ect i nd.aut henticatin ocunent s

t hat arreltiﬂlgregfi ’e‘%fl?%ga?rhtgbgﬁﬁ%é%%‘f% e Ecgfegrqu%qc SF HPE50E . Sunmary
15 A syst@ampledofincramsblicamtidtoe todhs, aeiigbichly rqaiavd tirlle eutddasd bL@ki on and
protection of a docunent enbedded with an unobtrusive and secure watermark
i s provi deyisiblg\walgEB#lsnce with a first aspect of the invention, a method
of providing an unobtrusive watermark for securing a docunent is provided.
The net hoeeverat teghriguestor aatipléerationgfomgaryor agheticatiaisof dovemensinave key,

wher ei n tbt'ée eneration of &h at | east one1 20 visual k ‘tdb? ends on the
wat er nar k, egﬂlcppg o S5 %cﬁ{“rq&gipg)éﬁoflesoaﬂ?g yéqg?hgnsgﬁrepgéé ne visual key
in the dogatemitrk B afeeuthaiti fogprohRlingd wamitd méssgd fo RE peihd@gigent

wherein the nodul ation of said values is dependent on said at |€ast one
vi sual kdhe dogmzgng ol Baivie®legvatsrraark dg embedsisd di thegfocementiin vesitd way that syst em

The Syst eiic Fntfl tBRAHBlek Gl SRR R SRR BB RERT Rl ey, '

wher ei n t\igibgeraemialgunabthbiitedaise lof 8ftinRBe isvdisddatagk®y THaR @) dswever! he
wat er mar k, and neans for enbeddi ng unobtrusively one of the at | east one
visual key in the docunment, including nmeans for nodul ating the val ues of

pi xel s of said docunment, wherein the nodul ation of said values is dependent
on said at |east one visual key. 30 Brief Description of the Draw ngs 14
June 2004 Enbodi nents of the invention is described hereinafter with
reference to the drawi ngs, in which:




Figure 1 is a block diagramfor illustrating a scenario involving a user
and an authenticator in which a watermarking technique is applied to a
docunent resulting in an unobtrusive and secure watermark bhéimg 2ifdedded in
a secure docunent for authentication and protection purposes in accordance
wi th an enbodi nent of the invention; Figure 2 is a block diagramfor
illustrating a process for enbedding a visual watermark in the docunent of

Figure |; Figure 3 is a blaqck diagramfar jllustrating the details of
form ng tHA® S%é‘E‘gf @eﬁ@@ﬁ%bﬂlﬁé?to IﬂiegWP%esi?oer‘%WFéﬁ%W?@nﬁﬁ'ﬁﬂ%&f%ﬁ agram f or
i 11 ustrat §Gnn® S8 ¥entiShtioh Yhd i 1@%1% ' hgure 1 in
both digital ar?d ph?gll%caal eﬁomali ns; Ig:?]gg)r%g }dsb%a (})I{g%aécﬁnggrag% for

i |1 ustr at forgeryienatgrerehtedof a process of formng visual keys for the
enbeddi ng process in Figure 2; Figure 6 is an exanple of an inmge for

enbeddi ngAnotheheclldqunmoposes tHe @remtidn ofa gutetmdrkiif adligielgrgprodadible first
vi sual key derive romthe process shown in Figure 5 on the imge shown in
Figure 6 Bofimeng }%%@iﬁééfae? stisatianeef suclya s mperioganthegione eithermp g e 8 i s

an exanpl g | 3 r 41 h in Figure
5 on the |&1 gle&ﬁmgpglnﬂ{%?’gﬁécgi( g&{lﬁgt ﬂjtgﬁcegngg glghfcl# %F—%éﬁt gﬁl%mé'an ol d; Figure
9 is an epmbisreradtestotthe seduntiysafahe watgrnlak ibeenhsé whoretthere ekBCRiRG Shown i n

Figure 5 on the image, sh in Figure 6 that the autheptjcator of Figure 1
can hol d;ﬁ?—‘?’&)llf’r@ati’égqrgmé © Iwé’%&% Waeatk sy Rsreasibaioreedand thsrodul at i on

of the fi fo'iﬁ@r‘fﬁa’é?"lgbrehﬁb! cRHA KR tHe ¥orde@ Wik &mdédBorf M S fifOWIRPL as

illustrated in ure 3 in which the generated watermark I'S visually not
obt r usi veThepther problem rslates te daripflexible extractiomtafitherwateguirk geficretreddiyr ect i onal

S oL 0 R i AR T 0T ©
phot ocopyidtgain/ta §eeiaPtuhiemedhs GEdddpied] foy exdrhpleTavlRmgl seRERn SISy I N Fi gure
°: extracting. Or, the viewer may find the appearance of the watermark obtrusive

because the watermark is actually an array of noise. Another similar technique

proposes verifying the originality of a document to be authenticated by hashing the

highest significant bit of the image pixels in the document and putting the hashed

results back in the least significant bit of the image pixels. This watermarking

technique works for documents in the digital domain but does not work as well in the

physical domain because the printing and/or re-scanning of the image can cause noise

to be introduced to the document.

Another yet technique proposes protecting secure documents by means of special
physical or chemical processes. A typical way to do so is to increase the difficulty for
attackers in re-creating or reproducing the processes of making the original document.
Other similar watermarking techniques propose incorporating anti-copy elements in
the process of forming the documents, for example, based on multi-layer printing or
printing indicia so that the formed documents cannot be photocopied. However, such
watermarking techniques require complicated processes, and sometimes require

special equipment, which undesirably lead to high costs.

Several further techniques propose the protection of original documents from
photocopying by adopting color, gradient, or line screen modulation. After

photocopying such documents, messages such as “void”, “not valid” appear on the



Figure 13 is an exanple of the verification result after overlaying the
interimresult shown in Figure 12 with the second or third vidsuaRolddey in

t he physical domain, where the verification result is consistent with the

i mage shown in Figure 6; Figure 14 is 4an exanple of the verification result
after overlaying the interimresult shown in Figure 11 with the second of
third visual: i i gl iR i.flGat i ult is
consi sten 'td %e%' ﬁﬁ?hrgvélr,%‘a% ‘gﬁ%\?\ﬁmﬂiﬁﬁg% "g‘l}l %\@%&@gbﬁ&ﬁ?@ﬁ r éﬁ)ﬁﬁé :‘Hgd]%gnﬁcztx anpl e of
t he veri f alatviverificanl thatahd eriginalelokayemgonanry fiont te isupgossdibwnen Thigise second
or third yisual key, ere the verification result is inconsistent with the
i mage shoRRCAUR° &? a?réfmo*él.a decympnttitssh meafagsﬁcm%q ?sxibg@ﬁ%m fromthe
foregoing that the existing proposals _for document protection and

aut hent i c&thenevem frthentechriques nreross emgedding micradefs ime egeingldoshmeasur e

ol ates t QA QuRHEREEy BlotbctBY rhachiles & bigBE AR Siocdlindt e 2 O
renove andrigid] docdtrentsl \Oncd evdse pBotscuyimsmuctinisiieidssthe asicloyotsthat nmeans

such proposal s cannqt adequately address_i ssues such as non-repudi ation by
owner s of PRARCRHrIRES ARt Ratsdystapged fromrphofreopng the oginalent s by
forgers, 1 S5} I iginality and
ot St 1y SSpling. 8600 Mo HchpolBL g A1 SRl il

vi si bi | i t ynstdllet] vathpr oingpdnienefod detectes the edcredath, velscnagedn maylead tbt i s

desirabl e t hat %ng t ermarks enbedded in the secure docunents are

non- off r udndetpple 'éﬁ%F -of the secure documents. A further such inadequacy

relates to_ the ease with which the secure docunment is checked or verified
in rel ati JRCIEPIEHBEIS AL b RANRRE Besd fora solption for gaategting apd pHeRRsatng cat i on
shoul d be gg@ashdnts AEDARMRRaOFHR D bhRAst BRE £58 ilable. A
system f or proJ?%ing an u%o%trgg?$ mgternari ?nfa %gg%#%mg%%unent i's
therefore provided as a response to aneliorating at | east one of such

i nadequaci es whereby the 14 June 2004 purposes of protecting and
authenticgt%ga t he secure docunent is easily yet effectively achi evabl e by
cost effelf ?v(applying sinple visual verification neans. Figure 1
illustrates in block diagramform SEFnarl in ﬁhich_a t er mar ki ng

t echnilque 7+ FYSigEt Sheindoand gopputer prodict ﬁswilﬁwut FnticAEon FRARFPIEEHT s appl i ed
to a docugeRiobindt binBEdded vith ARRIBEUSIVY Sn eI BEkmbRk Nr6Redded in a
secure docunent for protection and authentication purposes. A secure and
trusted s i ( I annLher i . jce center) 1

pr ef er abl ?/6 %ércg\?/qagg%&’?hg fggtpa\%f)géé 0¥%qnot g?ﬁ’zaﬁhgtﬁgjﬁgfg%gﬁi?@%{ocumnt . In a
typi cal casehimsiveavdttratark € suaeingz doeonent is pievddedi tTheanatihopmtiRdestist em for
exanpl e a server, at,  the service center, 1 to request for the secure
docunent _ £168E OLeRRerEing &t lepst ol grouaklenewhrie s gwrﬁwnﬁmf‘o@tﬁ%ﬂéwm

aut henpi cafdb @ydzgeﬂd@%ﬁﬁé wﬁﬁﬁnmemﬁﬁ&ﬁﬁeﬁdﬁ%%mﬁv&gsn@blﬁtﬂe;d ged user 2
sends a request for service 4 to the service center 1 by specifying, for
exanpl e, anegguddeyhntedocimayntibyfroodmatingrihe valdespifgiixelscofaehdocofmenthe
docunent tq be enbed . W th the watermark. Preferably, the t hori zed user
20 ot ov B R st Ao AR LS oreBadéit w4 ShEG n i e he vt sual
infornati&g that is tp be enbedded_.into the fornatth segﬁﬁe docunent for

| ater ver i PROSFYa8RC Wifh@fecondiatBiat Sbthe ARNHEAR YFIsM 18T PIgYHHNg ¥k ei vi ng t he
request f j i : S nd sends
he aut hor g Hegfaigmet L frSELins (DER 1 pRAREIES shttm Il 178
cont ai2fs tieang for gendraithgsat deastorboasumbkiey, wilierein the gentratiokedf thettleasioke and
(optionall ne of nunper of visual ke created at fphe.service.center
P T o v iaat e doeitls QU R Taibma ot el o mses e RGPS FRLE R 86 pr ove
the origi pad dtioasPatd VisaCREY fth@Hodubfent, HdTRdihE FheRRCHE TrodQRUAR e ValieRt hers.
Alternatively, the authori'zed user 2 can present an authorized docunent 6
(eit her elbépixelsmif saiddopurent, whersinghe wiodulator of seed valuessedependeidonnent ) to

t he authorLéeg a%thenti tor 3 for verification. After receiving the

aut hori ze§*84 Eﬁ%ﬁPeéﬁu? Yaut hori zed aut henticator 3 sends an

aut horization request 7 to the service center 1. In response, the service
center?1l sends the authorized authenticator 3 a visual key 8 that is
distinct fromthe visual key the authorized user 2 may hold, if any. Wth
t he vi suaBrief\Pescriptionof the casdngsut henti cator 3 can verify the originality
and integrity of the authorized docunent 6. Figure 2 illustrates a process
for enbedding the waternmark, an exanple of which is shown in Figure 6, in
t he docunent 9 provided by the authorized user 2. The




14 June 2004 docunment 9 to be protected is firstly pre-processed in region
detection and sel ection process 10 for achieving a better visual effect
when the formatted secure docunment is viewed. |In the exanpllé Jeio2(d4i n
Figure 6 where the visual inmage 12 to be enbedded in the docunent 9 is a

| ogo, the visual inmage 12 is provided a8 input to a visual key generator
nodul e 14. Additional visual information may be enbedded in the docunent 9
using the ﬂsﬁyodarﬂélﬁg HPfHe%e]aﬁoHYs ﬁs%é&'ﬂ%gelﬁefff‘er%ﬁ'ﬁefé?ed B RS Hhelap: v&.ﬂg vi sual
key generator nodule 14. The key information may I nc ge certl fion
and/ or notimmihidt i on i nformation provided by the service center |, the nane
of authorized user 2 provided by the authorized user 2, and/or the digest
of the comignt liifa bloek dipuame fidr iBuswting atse¢hatiodnvdlviag deseim@dtn9. Al |

rel evant visu i nformation for protection and authentlcatlon urposes is
thus pr oviaaélanwtqrﬁg Which g atesy) peltniguerp goplicd o a dopanentsepaitingdy
generatoraﬁqg S nd gener at es
a nunber of visua QVE@EQ%EEQﬁééﬁgﬁaﬁ%ggE@ﬁ% eggémﬁ&ﬂ‘gés uﬁ@ﬁgg The first
vi sual keyuthbniiction aud gedectionipoposed in aacqrixmede witicar ehbalimemicifitiee 11 t oget her
with the docunent 9 which had been pre-processed in the region detection
and selecﬂ?ﬁﬁ‘ﬁ%ocess 10. To achieve a better unobtrusive visual effect

when nerging the %% ﬁ information with the content_ of the docunent 9, the
pi xel nmoddigHe 3 rBlagk diegtarp fnHpHRips pREYGsaRIOr Smbpdding p&isHEldul at i on

function Wﬂﬁ% a% 1%9?8&£ﬁ tBPﬁH%fgion met hod carried out in the pixe
s on the

nodul ati on epen ‘content of the docunment 9. The out put

cont ont 1 &1 %’r%’? ¢ g iR it AP RO REEY B SR BBl 00"

secure do&ﬂﬁﬁﬁﬁelﬁ is verifiable by the authorized user 2 or authorized

aut henticator 3 using any conbination of the first visual key 15 with one
of the seg@sifeafis 4 Biock d g&éﬂﬂ%ﬂiﬁﬁstﬂa@ng br&ezssemrﬂ@hgﬁn thetsBourki rst, second
and third visual. keys 1 16 and 17 are shown in Figures 7, 8, and 9
respect i véiloy‘umgltlothglmmil émbethdligitel padphysicshslemaingr ocessi ng of the watermark
shown in Figure 6 by the visual key generator nodule 14. Exanples of the
conbi nat i @nglre fhes @block diagedn fe 1ﬂhﬁratihg he detalsalf alpeycess & farmdinghasugkcond

vi sual ke& nd H%% first vis k%¥ 15 and the third visual key 17.
Figure 5 i $"% gﬁﬁﬁﬁ??ﬁﬁn}lgﬁ? ating the details of a process of

form ng visual ke s for th enbed cess in Figure 2., Such a process
is carri ed @H¢ 0dF Q{?&I&eo ?orﬁgﬁedﬁylgﬁﬁ < enfhFigWRds at or modul e

14. The ke |nfornat|on (K)y 13 forns the additional visual information,
whi ch can FBBIpY éyiemnmle gk st vispelieydenivedh ipeythe processshown mebigser 2,

Mo the Py FafbiATh Bt B AP rl el Me BT o o

nunber of lpays to provide as input the key information 13 to the process
and therefor enbed the sane in the formatted secure docunent. A first may
is to enb@xnirb8 ikayeianipde 084 beeond Sisudllieytdedvélifphithepdessd dhowiage (A I

and therefore the Adaptive Visual Image AVI is an integration of the

wat er mar k Figige pea tkf‘eynqg?fsmwatm‘ﬁm@ gw: Beaspiridagued e haldsed t he key
information into the first visual VKo) 15. The watermark or Visual

| mage (x' Figurg 93san gxamde/pﬂ@ﬂn@lskuﬂbé@y d@)‘l\teﬁémm thegseceanthoms infidggurei n i mage

which is eper at.] u e e, reveal ed by
overlappi %§P£§B@$1 y“ﬁén?ﬂ%u?kﬂgF t@ﬁnlﬁ% yT§§§W8 éﬁ?el‘#er vi sual key
16 or ara ter n 35.is.al so V|ded s in tQ t rocess and

opr esent FE i oap S e v R GeRema RO AR E B S3el Wt h ¢ he

Vi sual Ir% dﬁfin% thé f$n%@%flm§&uret&%mﬁéﬁ%%ﬁu§&%wdqﬁ FRNrg8 APwRkchng the
Adaptive Visual Tmage AVI to be embedded in the formatted secure docunent
in a nodultiee mera‘ﬁﬁwaheﬂnahlsmlsuaﬂ'yaiotnbduﬂme,as there are a nunber of ways to
enbed the key information K 13. To integrate the key information K 13 into
t he Adapt iFigurd¥il §iedn dxampde éfthe interhactsuleifieo dizectionhl fiseriigdptirydigignlt he key
information K 13 val ue the Vi sual, |mage VI or non-direct ways such as
putting t HEMREs rVﬁWéhﬂgfhePHég Wi &igHae Pon K 13 into the Visual |mage VI
can be used. After generating the Adaptive Visual |Inage AVI, the process
takes the parameter n 35 input and finds two h x nz matrices Wand B over
the general field GF(2) in a nodule 37. The Wand B matrices nust be
qualified in order to be used for generating the visual keys. Let Wand B
be denoted by: wo bo W= . B= w'_~ b" 14 June 2004 10 where wo , ... ,
w'_t, bo. b* , are all nmR-tuples in a relational database by which Wand
B are preferably mani pul ated and conputed, and n < nmlL. Also, let S2 and 'Y

be two collections of n x n2 natrices obtai ned b¥ randon1¥ col um gernuting




foregoing conditions and therefore can be used for generating the visual

keys are: wo = (1, O, ..., 0) bo=(0, ..., 0, 1) w =b~ _ (1, ..., 1, O,
..., 0) for j =1, ..., n- 1. 'v' ~j+i ne-j-1 If the sizé4dnctIt®4Adaptive
Vi sual I nmage AVI obtained in nodule 36 step one is (x, y) and the process
finds a pair of qualified n x nz matricés Wand B, then all n visual 14

June 2004 11 keys are of the sanme size (nx, ny). The process subsequently

initializeg ' o e

ropr eaent | aEog 7 SRmiIESe bRl ok Sher MhopoSing e pfficat | 7
respect i vedgmain foravenifylng the3Mage shdvaviaRigurelée option is taken to enbed the
key information K 13 into the first visual key YKo 15 in a nodule 39, the

hash resul Figarfe 13He ak exarplé of thetvetificdichdefiaiafite oVeREimstht Rfterimnekamm seed for
produci ng the visual keys. Qtherwi se, an arbitrary random seed can be used.

The randorfbe@adn Féguge b4 with taetscard eHbird yisgahkeygn therphysicaldandinvleper at i on
Pi (i =0, e v?ﬁﬁédtibrﬂrﬁesult’ié’ e&is&gmgﬁgﬁ%‘%&ﬂﬂ PR qobbt ain the two
collections of n X an . e e

matri ces any pi ’of any image | with
a size (wg:h | abel ed .as.pi xel..(i., | i1 th the conditign.that i = 0,
S L EiBee] b A SRS e Bt Bpabitonisbalt ot byl iRk HBEHIRHY | o ng: o
i f and onlghoWh iRFigire (1 whth théseobhd 6f thirllivisuh) key iA the dighdl dofain, whel xel (i ,])
i's black The process produces n visual keys based on AYl, W and Bin a
nodul e 40.the gerifigation reapltis gongisnt wEhthe imagg shewwn inFigure 6; andn-1, W~ (I, mi"
+ ') WK (m+i' ,nm+')=B;~((l, m" +j") if AYl (i,j) =0if AVl (i,j) =
1 Figure 15 is an example of the verification result afier overlaying any interim result
with the second or third visual key, where the verification result is inconsistent with

the image shown in Figure 6.

Detailed Description

It is apparent from the foregoing that the existing proposals for document protection
and authentication in relation to the originality and integrity of secure documents have
a number of identifiable inadequacies. One such inadequacy relates to the security of
the protected document. Operatively, anyone can remove and add protective devices
such as watermarks easily. That means such proposals cannot adequately address
issues such as non-repudiation by owners of the secure documents and forgery of the
secure documents by forgers, such omissions or acts being common attacks on the

originality and integrity of the document.

Another such inadequacy relates to the visibility of the protective devices used such
as watermarks. It is desirable that the watermarks embedded in the secure documents

are non-obtrusive to viewers of the secure documents.

A further such inadequacy relates to the ease with which the secure document is
checked or verified in relation to the protective devices. It is desirable the verification

should be easily achieved through means that are commonly available.

A system for providing an unobtrusive watermark in a secure document is therefore

provided as a response to ameliorating at least one of such inadequacies whereby the



14 June 2004 12 where 0 <i', j' < m-1. Thus the process outputs n visual
keys VKo, VK~, ..., VK "-r in a nodule 41. The first visual key VKo 15 is

t he visual key to be enbedded in the docunent 9, and the sdddune2004 third
vi sual keys VK~ and VKz 16 and 17 are provided to the authorized user 2 and
aut hori zed authenticator 3 respectively.7 In the process of generating these
vi sual keys, the three conditions on Wand B nust be satisfied. Wen the

condi tion ter

Carist ca, PPk SEAREOR ad FuB BRI uE cophEUSTRRRORERI T TRERED i
"-i does nmﬂndvebleaiy dobtesfivati eslyrapyidg sivhsle alsuhinggiticafion mkdis| arl y, when the
condition that relates to the verifiability of the enbedded watermark is
sati sfi ed, Fighrd lsﬂﬂbl@dtéﬁhﬁtﬂ&ktcﬁﬁraﬂ@nﬁﬁgcé‘l@ﬁo%Wﬁfchva'ﬁé%é‘ﬁndfﬁ)’x can reveal

the watermark or visual inmage if an onbi nati on of YKo th any ot her
vi sual keyteplynwewaagpd@carwlﬁwaﬁtsacmbo nt efithe inyentiopamdppliedrtoias sati sfi ed,

VKo, VKi, r_dif.f erent each other and so no
two identi c um\?l}{ {;rﬁg?ltlggénsanﬂéogﬁuéxﬂ? Fvg%r?lﬁré(bﬁg}ge%%dgﬁ B2 $KE i sual keys,

t he for mat ddcagheaf fok beotetiot aad dabeitRation Purpasled Rilirewinti hrukRl g&fNtee to a

bl ock di agram shown _in Figure 3. The docunent 9 to be protected is

pre- Pr oc esﬁéﬁgﬁl’t@?@ﬁ]@@%ﬁ;‘g‘éﬁw PHTETERRIcaderd & Draerapyquewdasghe | n tge

meant i me or dance
with the pr ocgs%{ra&e)tsa\éﬂrzlﬁ%?a W ﬁ? r@gn?}eﬁg%d Eal%ur ég'gL"|&lslél'ﬁ%zr's‘(()i\r;]lS g}l as i nput
t 0 cont r ol canfreusipaes with ambmhtenm;dmm,tﬁmexamﬂémdeﬁm hethe sdrvicederteit 1 ton t he

pi xel nodul at i o nodul e Ttedllof’ The first visuy 15.is provided as input to

a modul e 2@%?%& ot fgé‘maéﬁﬁ? f(dd?ftauﬁ:’&??‘i’%? b @rthonzsd

control | i nghdi@icsef 3 e?@?&ﬂﬂe&&‘op@i@'sEdu?é@oduﬂlehP?héiﬁﬁh{gﬁéa uQertzos H s godul ated.
The document 9 i's also zoonmed out n times or resized in & moaule 21 to
facilitat ereqpest fas@enviceidoto theiservico nentetiIt by wecﬂﬁyng,ei)eexwmplarneqmmct ed region

s T Y A e T T

wat er mar k \b&‘teﬁﬁd:ﬁubﬁdférﬁﬁllyt ﬂne adihsiadesel R g provided WelnmtdpEoA oaiiERt 9 and the
desirous formatted secure docunent. This matrix is used for controlling the

strengt h ofelssisdurrdaroidapynibg visuel mfprmampﬂwéw tabg embedded intede e 11. One or
a conbi nat n n be

enpl oyed |fnﬂgat?réo ﬁ@r@?ﬁ%&t?&gﬂ%@aﬁ% c%a%éﬁgl bg't)ne fuﬂqtrf%ed rrl'fthexﬁ c%tocf%

| i ne/ curveUpmdncbatm@nhe relqeest fisteetvidey the sbévideiemtat AQfods3sqarthdeinid 81 behi nd
t hese pi xel ul t hods are re-sanpling and_quantization so that

when t he fst?P él'] EE Weh & SR OB b ¢ b sshof Wﬁﬂ?@n%ér?ﬁﬁ'@msor
digitally th khfaged séctl?e &d&ﬁﬁi@h@ﬁﬂh %%%d@%&i%ﬂﬁm{c%ﬂg&ﬂ%ﬂhﬂa o@r
revealing the watermark. Let the pixel value of any position

t he docunmenumgbdsef {ivpal 1@$ ciBpied affthe stuvivievantee2 v hisevisusl kdryasakefuhn Lp =
0.299RP + 0.5 GP+0 testi rregi-on R within e detected and
sel ected r%gf fhofifs W&Egr‘?ﬁ?ﬂ&@ pr({vﬁéﬂ‘g? %ﬂ?}ftytaﬂ%“}t%%'%ﬂ%geifg% | to the
size of thRclredsburiért UabthkRY Alkrifives, giEbaddede iRy c%.l'ﬂ? rdd&@nVal ues and
vari ances are ER E~, EB and 6R ~c, 0'B respectively he region Ris
regar ded aaithpriged émm%ﬁnféw&mabpféomegr nmntwrermn of tiie formmttedsecare Tz where T,

and Tz ar e uall of the wisual effect
of the docdl?%eﬂ%te ﬁtg'io ?’tg bﬁlglél:;%a@?r%&l&%(ggé \%%t l%t@l}f%?(f? VigESe two
t hr eshol dSaud&Imm@dd@ﬁmaned 48 atfloredd aukibarIbatb T Ratide U Suthufibatdg rbliestm ze

Ent r opy. p| cal ranges of Ti and Tz val ues are [0.65, 0.95] and [0.0,
0.2], respeletheaaryicasenitn holnimznonsa ghq seryierisrsieriaiends the gutherizednor rral ized to

[0, 1]. e)ﬁﬁleﬁn%bﬂ}% gﬁg%lr ey %%étag Xm{lﬁ&ﬁfmﬁ ugrg‘g} the %ﬁt%f)l g%]d? Red ? Iopst 23 ch

enbeddi ng process spondi ng col or SOITe
as aquanarmaehold A edly. bWatrthe yishdl dosy Sghd dﬂhasmzéd asﬁrenﬂ@t@fae@m,veﬁlfjume si lver,

l'i ght wood, . nedi u ur quoi se, n tan, quartz, green yellow, I|ight blue,
ol d gol d, oﬁlﬁlr@g @'é#ﬂn"ﬂ‘i@é? th%?‘éfxyoqﬁfedtq?@u%’f* tb.of the first visual key 15 is
[ Yes, V'] before enbedding, then the region to be enbedded is zooned out

or resi ze&lg@‘e[anlfnqtraﬁpﬁ"'a]proqﬂséfqrmré@d@mamfawaf@nnaxhx doeremple efovlich fodul at i on,
radi ent ne/ curve. nodu are 4 June 2004 14
?mdul ati onrgﬁgrrg hod al?qnbh cﬁﬁu?ignﬁlgrggdganoV?@%&q‘“ﬂoqﬁg ugc;r % described in

greater details hereinafter.




I f color nodulation is used, the color space of the docunent 9 is initially
converted fromthe R G B col or space (red value, green value, and bl ue
value) to the L-a-b color space (brightness val ue, red-greéhJuz 204 and

yel |l ow- bl ue value) to appropriately match the human col or perceptual

system In this case, nis usually set 8o 3. This neans that each pixel is
split into 3 X 3 pixels. The average value of these 3 X 3 pixels should be

set equal 3 plit.

At er modul RSEtY B bEBleckss RistF brbrol AR RN ATl 1
assi gned t precesed 0 datt achievingedietier Yisal effectiwhephhafematted seeurfdochmenstdse is to
be adjusted so that the Cl tral xel is bl ckenefi i f the ontrol val ue of
the corresPEKES- E}%WWRF wikig Kighre 6 whegg the el imaged 2o EIBWQF@Q%I& t he
val ue of Cﬁ%éé&cuﬁle’ﬁ?b 1§ a?loth tﬁ@vﬁ{lﬁ%‘@ iﬂﬁgﬁi Vil AGAb&ESH aWﬁ{] or but
the brightness value of the sane Is usted so that nt r al

pi xel is vgrnerafaonodiie 14: ah dditiondl vmuhlenfqnmed)mmybeombdﬂda@ it ttkee cent ral pixel

is to be decided bot.h the entral..pi xel t her nei ghbor, central

b xels. acc MG &8 edsd SupBRR Rl iy tigaBs S mPdo Rl on ¢ hat
the col or lﬁﬂyféeﬁé@ﬂﬁ%tdcﬁlé’\ﬁ hIHbl@yﬁﬁt%ﬁﬁﬁtid?ﬁﬁaﬁ ﬁ@&ﬂ@%ﬁﬁ&mﬂﬁ/&ur pose is to
obtain a snmoboth visual effect and the col or ference can be obtai ned by
cal cul at i neptarjzajign infprnyaiion P(f@a‘)kzihyt@%QIZIWmet@al |tlye nagge Sf@:tﬂzorwémmrng t he

normal i ze radi,ent sed

usual Iy sg%f’fbggj}fl%izté‘?aeu a?rciazegw%ér& dé&i %ﬁglgﬁt rﬁg @h?"g h‘r?r#%rﬁ?lgl and
vertical . dxiragtetidipnetheslotirhélt 9t All Rfevast wﬁﬁuamﬂbﬂrﬁﬂoﬁffo hedon he aver age
value within a 4 X 4 block of pixels should be set equal the val ue of the

origi nal Avtsntigationpurppses isdhys yovidehtothe Hisual keyisgeesater mopsigrd- dhet he
central s t he control
val ue of p?ﬁ%ﬁagg?f%spono ng&g? %ﬁl P&g%&élﬁ?gﬁ%ll rst gl?/al1 gﬁgw@y%g If the
control vageneraxfs atriuebeo of eisyd keysnkp, (b6 xaaid 11’7; eanhtdfevlﬁmhrsh;mqueu&heﬁe@t 15 is 1,

the directi.o adi en dul ati on zont a t he

i rect | on ey RenPS Rbrante] S rei t & Pitsl moCaleton R dplodd tophrond gt ner 14
June 2004 duRehtd ¥AEhad bE&: g%@ [ SRER manner to
form gradi ents al ong thé1 dem%g di rgéeeg??’(t)lﬁrégbn dletr?gtllﬁrve ﬂ:‘cﬂ@;r'l ation is
used, in &praeashéP. $pachigye abet@r aoosivendhbeffesh whemmedding ttei visval of | i nes

o Sec! St OE ARt bR SRLRRRY bR il ATt Vo

nmodul at i orpraferdbdy indludesla ﬂ@ilﬁleﬁndtﬁﬂatldﬂﬂlﬁéhoﬁ&ﬂ[b?e ﬂi&%‘ped&ﬁé RioduRtibh ock of
pi xel s, thetatg gre only two kinds of pi xel values, i.e. or 1. Aiter
£

nodul at i orf® P%nﬂﬁ@ Otltjnéhﬁ/pléﬁl medulatignagedule; | henends %ﬂlerﬁepma@f the he
formatted Oﬁtgr(?ﬁhll I r maki ng a
har dcopy o‘% G%e formatte tsozggelrﬁel &%H&%ﬁe%hﬁoﬁ%gield&%sﬁghﬁﬁs f or mat
such as a deokmEnt 8 whose CD’HIIEh]ﬂ i® pﬁﬂectéﬂ/tp)y thalelnbeddduevistiab uﬁ‘bmm‘tlfoﬁctrhef t he

detected d selected re er. lation is little transparent as
shown in Bﬁt‘tteedfﬁcuraéP? %@%ﬁeﬁy tfa? Betheuzediyser Lor abeizEAt t hat al |
zooni ng ouﬁuﬂ%ueﬁmhﬂﬁg %eétﬁﬁthﬁitﬁ)nacfﬁhéjﬁfsf QiR o595 3t Shelcfiei, L he printing

size of the formatted secure docunent unchanged ffomtﬂle printing size of
t he documeascorgl orthird missaldewen 16ior 17.s Examplics efith Hiagt, secend axtﬂhtrdlvmuabf t he

i nt d i har d ft mat t ed t o t
st 300 XSt 1 ARRS, S ehaar Faburg Lro. anhd SrReciap AL SRR &F  gi na 1 1y
or integrideyived fibhehb ?fdtatst@obﬁﬁ&%enﬁawﬁewh it Bi fﬂfé‘@ﬁ? tHIvidal k&e

aut hori zed -aut hentica , the authorized user can do so using any of
the two vesenftatosmashilarit. Noeenplsyatithe ecfrebleatwsmrﬁﬁbgunelutie thelfgstadsual i cati on

Che. physi &0 agnars ePmd vEPAEE PR L ARE 17 5 R BB isb Gocument

24 to be vewilffied is first processed by directional filtering and then
subjected to a threshol ding operation in a nodule 26 to recover the first
vi sual ke st visua
ey 15 ang Gnsinas R hierd (AWIRg ISt l0ReL SERKENROANAL ot o
are then keyyiadhe ersbédimg procesaimbigutes. 3Mchweiproeess tsareiddsoudiogcavakd
overlaying of the two input inmages by Bool ean exclusive or nultiple
operations. The enbedded visual image shown in Figure 6 then appears and
can be visually verified by human eyes in a nodule 32. If the conbi nation
of the recovered visual key 15 and 14 June 2004 16 the verifying visual
key 28 is consistent and the formatted secure docunent 24 has not been
altered or forged, the result of the digital overlaying is shown in Figure
13 where there is resenbl ance of the visual inmage shown in Figure 6. In the

ghxsi cal dommi nI a hardcow of the formatted secure docunment 25 to be




nodi fication to the formatted secure docunment such as alteration results in
an i nconsistent visual effect when visual verification is carried out, i.e.
t he enbedded visual inmage shown in Figure 6 does not appeal4dwigdfiCd. The
system for providing an unobtrusive watermark in a secure docunent

di sclosed in the foregoing can be appliéd to many applications to protect
the originality of any secure docunent or prevent any nanipulations such as

al et at | onfy 63 il RECUEARTHIR 14 ADKEALRLEGS: 1O F Githeak, the service

center 1 be a't party or commerci entit rovi |ng he services
of notari zadc'tgtwimd:mseaihsfoanmnm wéhichian thisgorestid daols sieedcelsmterz andfearthe equest ed

by a party such t hori zed aut hent.i_cat who may W sh _to have
docunent s %ﬁﬁ?ﬂ%ﬁﬁé’aﬂt a.p(hj{grg:y %ra&TeﬁéﬁE‘i‘ja}%ﬁWm@tﬁ ﬁiaﬁ{f odehe t he
aut hori zedeHp&ided lﬁf@kﬂ%ﬁﬁﬂtéayse@tﬁe'degﬁﬁﬁﬂmhe?%ﬁﬁly[he Wﬁ%ﬁ%kv'ﬂﬁr& enter 1

sends a verifying visual key to the authorized authenticator

Al t er nat i vaiey n raﬂwmmmwld@wmﬁutrthykw ofordetian B $oitte pregcsmd:h t he
aut hori zedjus d it orize authentlcator. to ,serve the
same pur potEs g?r t}%@???éne[lﬁ E ﬁ%fﬁ‘ﬂ}re GHnRRte &ﬁ?WW1§We ?ure _
document . thek8y Gfeinidiohd 33Hdahe Addptive VishETREQ WPrﬁWtHér%r@ﬂheunObt rusive
wat ermark for securi ng@a document, sai d method Including the steps of:

gener at i ngAdeptiveadsuad freags 4 ks akéglegf\ﬂ#i@m@fﬂieﬁ?‘rﬂéefg@ﬂ@m okepf said at |east

one vi sual ds no, usi vely one
of said at #@ﬁ?ggggg v%gét}gﬁa |n S;’&gﬁgeﬁﬂg ré{%g,?g Igulﬂjaetf%ﬁ{w%i val ues
of pixels kdy @H{ﬁldowhmatmmﬁecrﬂ@uilfmm@dﬂ #h Bois plbwﬂaddsin@hu@&hé S

dependent on said_at_ |east. one visual ke |0 2. The nethod as |n claim1l,

farther i nelogessapd isthe Rpipingageqehiehisiused fos geawniing 3l hpe yisuakfreys aphcahi d
docunent f @%, A vi sual
key. 15 3.pél'rﬁggﬁrret oggeaﬂs‘%?ﬂg %b&?ﬁﬁ’ “%ﬁgﬁﬁégn%gg{m ep oa]‘nly ?}E&g&ﬂ%

unobt r usi vleﬁtyylﬁscm q. d’raaamﬂtexsrai‘si:hsaﬂsol easitledaeinpustodhe joyedsand m;nleaéntsu ment

i ncl udes det ect n orti.on of said docunent for enbedding
unobt r usi v f/mg‘h?’g‘)ta aﬁﬁ éPb gfmqrgtﬁ@’tw%‘ﬁ%" 2ual key. 20 4. The method as
inclaim lw,‘\ﬁlﬁgrel n said step of mpdulating the val yes of pixels of said
docunent i Naftjhedi aa%ﬁ(%th)rﬁé*%?dm}EsﬂlSﬁ)r%e%eh@%f yasneraipg theent usi ng at

| east one gf, Iﬁ%%sﬁ?ﬂﬂéﬁéﬁ%%r aidd ﬂqgé’f(ﬁ'ﬁfaff%ﬂs mgférddcﬂﬁeﬂf qurve

nodul ati on net hods The et as 1n clarm ein said step of
gener at i ngmséluld 3at Thisds an optéonal Bmdhlelaeyhdrﬂaﬂelﬂasn@enéways ogensmiddhat | east

one vi sual er on of said at one, Vvi sual epends
on i nf or ma]fei dﬁfo&f&& kga ]?Jflpotﬁfl ethgkey H{matloneig?g into the Agaptlve K;‘;Xua?

Image AVI, direct methods such as displaying the key information K 13 value in the

Visual Image V7 or non-direct ways such as putting the hash value of the key

information K 13 into the Visual Image ¥7 can be used.

After generating the Adaptive Visual Image AV7, the process takes the parameter 7 35
input and finds two z x m’ matrices  and B over the general field GF(2) in a module
37. The W and B matrices must be qualified in order to be used for generating the
visual keys. Let W and B be denoted by:

"\
fWg‘\ f bo
W= B =
Wh.f b-[
. "/ N TRl




6. The nethod as in claim5, wherein said step of generating said at | east
one 30 visual key further includes generating said at |east one visual key,
wherein generation of said at |east one visual key dependsl4dunad0ddmat i on
based on the content of said document 19 The nethod as in claiml, 14
June 2004 wherein the generating step géherates at |east two different

vi sual keys, the generation of which depends on the watermark; and further

i ncluding the steps of: extracting the unobtrusively enbedded one of the at
| east two visual keys; and revealing said watermark using the extracted one

of the at t two visyal ke 2ano0t her of, sai t, | east .t vi sual
ceys. 10 8 TR ko bt 461 frodts A ORle e p Rkl afle-ERT Wy | R e
unobt r usi valdyp gilpsielyangiphlagdiafd 8bmpeed ank\Wo< WS Wddo, k@ XS and¢lyedes
re-sanpling and quantizin he unobtrusively enbedded one of said at |east
two vi sualtwicesptlect®ns Pha xmet mafdicessolitrined by randomishealemn pemutingt #Epnd S,

reveal i ng sai d..wat e rk i,ncl udes .overl ayi sai racted. one of said
ot Feast o iek TRES vditdlt Btk e LB R BB Sl e Keys.
10. The meichadl anditibnsl ai m 1, wherein nodul ati ng the val ues of the pixels
of the docunent further depends on the content of the docunent. 20 11. A

system f or A Bira\shéh ShddibnUBRRs e eBciy oF MR dnbcAdeSR ki AR, Whaegstment ,
any 1< p< n— 1 condition, two collections of p x m’ matrices ’ and P obtained by
restricting each # x m” matrix in the two collections of Q and ¥ to rows i I e Ip AT
indistinguishable to the extent that the Q* and ¥’ collections contain the same

matrices with the same frequencies.

A second such condition relates to the verifiability of the embedded watermark, where
for any 1 <j < n— 1 condition, the result of the Boolean operation (s OR ;) contains

more elements with value 1 than the result of the Boolean operation (wy OR w)).

A third such condition is where all rows or m*~tuples of W or B are different from

each other.

There are many qualified pairs of matrices # and B for each parameter n > 2 input to
the process. An example of a pair of # x m” matrices W and B which satisfy the

foregoing conditions and therefore can be used for generating the visual keys are:

wo = (1,0, ..., 0)
By = (0, ..., 0, 1)

wi=b=(,..,10..,0 for j=1,...,n-1.
e

1 mz—j-l

If the size of the Adaptive Visual Image A V7 obtained in module 36 step one is (x, y)

and the process finds a pair of qualified » x m” matrices W and B, then all » visual



said systemincluding: neans for generating at |east one visual key,
wherein the generation of said at |east one visual key depends on said

wat ermark; and 25 neans for enbeddi ng unobtrusively one of 14duret 2004| east
one visual key in said docunent, including neans for nodul ati ng the val ues
of pixels of said docunent, wherein thelhodul ation of said values is
dependent on said at | east one visual key. 30 12. The systemas in claim
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| east one gpkmush key depends on information extract ed from said docunent.
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Let any pixel of any image I with a size (w, &) be labeled as pixel (i, /) with the
condition thati =0, ..., w—1;7=0, ..., A -1. The value of I (i, j) is defined as

following:

0 if and only if pixel (i) is white
I, j)=

1 if and only if pixel (i) is black

The process produces # visual keys based on AV, W, and B in a module 40. Let ;=
WPy and B;y=BPy. Thenforl=0, ..., n-1,

Wi (l, mi+j) ifAVI(ij}=0
VKiy(mi+ 7, mj+))=

By, mi+) ifAVI (i) = 1



wherein the nmeans for generating at |east one visual key generates at | east
two different visual keys, the generation of which depends on the

wat ermark; and further including: 25 neans for extracting tlhdunsmZi¥dr usi vel y
enbedded one of the at |east two visual }f<eys; and neans for revealing said
wat ermark using said extracted one of sdfd at least two visual keys and
anot her of said at |east tw visual keys. 30 18. The systemas in claim17,
wher ei n sawbem®ans, §’ot mext.r &hts the ptdeesswmghtty v sisualkeyekigddgd. .k pf sai d at
| east two visu ‘%lHJ s includes neans for re sanpling and quantizing the
unobt r usi V&3 %g ed one of said at |east two visual keys. 21 14 June
2004 19. The system.as in claim 18, wherein said neans for revealing said

wat er mar k W&ﬁ@ﬂ@éuq%iiathﬁls)thémsaylllffgtghﬁaméﬁddedéw@dmmemt%an@ at | east
the vl v i Scdndfle BRIAVANPKARYEf BV B arlaGFSke D dkl TR KOVS. 3, 20
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DOCUVENT  Benerating these visual keys, the three conditions on J/ and B must be satisfied.

When the condition that relates to the security of the embedded watermark is satisfied,

it is guaranteed that any subset of the visual keys VKj, ..., VK ,.1 does not reveal the

watermark or Visual Image V1. Similarly, when the condition that relates to the

verifiability of the embedded watermark is satisfied, it is guaranteed that ¥k and any

other visual key can reveal the watermark or visual image V7 if any combination of

VKo with any other visual key is overlapped or overlaid. When the last condition is

satisfied, VKy, VK|, ..., VK ,.1 are all unique or different from each other and so no

two identical visual keys exist.

After the generation of the visual keys, the formatting of the secure document is
carried out with reference to a block diagram shown in Figure 3. The document 9 to
be protected is pre-processed in the region detection and selection module 10. In the
meantime, the first visual key 15 generated in a module 19 in accordance with the
process described with reference to Figure 5 is provided as input to control the
specific pixel modulation method to be carried out in the pixel modulation module 11.
The first visual key 15 is provided as input to a module 20 and mapped to the image
domain (dot matrix) therein for controlling the corresponding positions in the
document 9 to be modulated. The document 9 is also zoomed out # times or resized
in a module 21 to facilitate the modulation function. Within the detected and selected
region of the document 9, all pixels are carefully checked in the module 21 to ensure
that a good visual effect can be obtained after embedding the watermark by
calculating the distance matrix between the document 9 and the desirous formatted
secure document. This matrix is used for controlling the strength of modulation
carried out in the pixel modulation module 11. One or a combination of three main
kinds of pixel modulation methods can be employed in a module 22: color

modulation; gradient modulation; or line/curve modulation. The underlying
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requirements are skipped in the embedding process. The corresponding color should

be some light colors such as aquamarine, faded brown, yellow, goldenrod, spring

green, plum, silver, light wood, medium turguoise, new tan, quartz, green yellow,

light blue, old gold, pale green, wheat, etc.

If the size of the first visual key 15 is [V, V] before embedding, then the region to be
embedded is zoomed out or resized to [n¥,, n¥,]. The three modulation methods of

color modulation, gradient modulation and line/curve modulation, which are
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modulation methods well known to those skilled in the art, are described in greater

details hereinafier,

If color modulation is used, the color space of the document 9 is initially converted
from the R-G-B color space (red value, green value, and blue value) to the L-a-b color
space (brightness value, red-green value, and yellow-blue value) to appropriately
match the human color perceptual system. In this case, # is usually set to 3. This
means that each pixel is split into 3 X 3 pixels. The average value of these 3 X 3
pixels should be set equal to the value of the pixel of the document 9 before the split.
After modulation, the value of the central pixel of the 3 X 3 pixels is assigned the
nearest pure color but the brightness value of the same is to be adjusted so that the
central pixel is blackened if the control value of the corresponding pixel from the first
visual key 15 is 0. Otherwise, the value of central pixel is to be also assigned the
nearest pure color but the brightness value of the same is to be adjusted so that the
central pixel is whitened. The values of other pixels surrounding the central pixel is
to be decided both by the central pixel and other neighbor central pixels according to
the Gaussian low-filter model under the condition that the color difference is within a
predefined threshold 73 The purpose is to obtain a smooth visual effect and the color
difference can be obtained by calculating:

(As) = (ALY + (Aa)’ + (Ab)

Typically, T3 < 0.2 assuming the normalized range of As is [0,1]. If gradient
modulation is used, » is usually set to 4. There are two directions of gradients:
horizontal and vertical. In a manner similar to the color modulation method, the
average value within a 4 X 4 block of pixels should be set equal the value of the
original pixel of the document 9. The highest values are found at the central portion
of the block and the direction is decided by the control value of the corresponding
pixel from the first visual key 15. If the control value of the corresponding pixel from
the first visual key 15 is 1, the direction of gradient modulation is horizontal.

Otherwise, the direction of gradient modulation is vertical. The pixel value of other
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formatted secure document is either directly sent to printer for making a hardcopy of
the formatted secure document or saved as a standard format such as a PDF filein a
module 23. Typically, the visual effect of the detected and selected region after

modulation is a little transparent as shown in Figure 10.

During the embedding process, it is important that all zooming out or tesizing
operations are performed so as to keep the printing size of the formatted secure
document unchanged from the printing size of the document 9. To this end, it is
required that the resolution of the printer used for making a hardcopy of the formatted

secure document is at least 300 dpi.

When the authorized user 2 wishes to prove the originality or integrity of the
formatted secure document to others or to the authorized authenticator 3, the
authorized user 2 can do so using any of the two verification methods. With reference
to Figure 4, the verification of the embedded watermark can be done either in the

electronic domain or in the physical domain.

In the electronic domain, a formatted secure document 24 to be verified is first
processed by directional filtering and then subjected to a thresholding operation in a
module 26 to recover the first visual key 15. The result is shown in Figure 11. The
recovered first visual key 15 and another visual key 28 (16 or 17) that is used for
verification are then provided as input to a module 30, where there is digital
overlaying of the two input images by Boolean exclusive or multiple operations. The
embedded visual image shown in Figure 6 then appears and can be visually verified

by human eyes in a module 32. If the combination of the recovered visual key 15 and
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In the physical domain, a hardcopy of the formatted secure document 25 to be verified
is first photocopied in a module 27 where the modulated first visual key 15 can be
recovered. The resolution at which the hardcopy is printed must be higher than the
resolution at which the photocopy of printed hardcopy is made. The resulting
photocopy of the embedded region of the formatted secure document 25 is shown in
Figure 12. One condition for properly recovering the modulated first visual key 15 is
that the printer resolution must be higher than the photocopier resolution. Another
visual key 29 (16 or 17) that is used for verification is printed on a transparency. The
transparent hardcopy of the visual key 29 is then overlaid on the photocopy of the
formatted secure document in a module 31. The embedded visual image shown in
Figure 6 then appears and can be visually verified by human eyes in a module 33. If
the combination of the recovered visual key 15 and the verifying visual key 29 is
consistent and the hardcopy of the formatted secure document 25 has not been altered
or forged, the result of the physical overlaying is shown in Figure 14 where there is

resemblance of the visual image shown in Figure 6.

Otherwise, if the formatted secure document has been altered or forged, the result of
digitally or physically overlaying the recovered first visual key 15 and the verifying
visual key 28 or 29 is shown in Figure 15. What is shown is merely noise and there

isn’t any resemblance of the visual image shown in Figure 6.

When the hardcopy of the formatted secure document 25 is photocopied, there are two
reasons that the photocopied document differs from the original printed document.
The first reason is that normally the resolution of photocopier is less than resolution of
the printer. The second reason is that normally the colors of photocopier are less than
the colors of printer. These two effects result in the difference between the original
printed document and the photocopied document based on the principles of re-
sampling and quantization, which is well known to those skilled in the art. As
described in the foregoing, the visual keys have been linked to the content of the

document 9 during the formation of the formatted secure document. Therefore, any
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inconsistent visual effect when visual verification is carried out, i.e. the embedded

visual image shown in Figure 6 does not appear anymore.

The system for providing an unobtrusive watermark in a secure document disclosed in
the foregoing can be applied to many applications to protect the originality of any
secure document or prevent any manipulations such as alterations on the secure
document. With reference to Figure 1, the service center 1 may be a third party or
commercial entity providing the services of notarizing documents submitted by the
authorized user 2. When requested by a party such as the authorized authenticator 3
who may wish to have documents submitted to the same by an alleged party claiming
to be the authorized user 2 validated by an independent party, the service center 1
sends a verifying visual key to the authorized authenticator 3, Alternatively, the
authorized user 2 may provide a visual key which the authorized user 2 may hold to
the authorized authenticator 3 to serve the same purpose of verifying the originality

and integrity of the secure document,
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Claims

1. A method of providing an unobtrusive watermark for securing a document,
said method including the steps of:
5 generating at least one visual key, wherein the generation of said at
Jeast one visual key depends on said watermark; and
embedding unobtrusively one of said at least one visual key in said
document by modulating the values of pixels of said document, wherein the
modulation of said values is dependent on said at least one visual key.
10
2. The method as in claim 1, further including the step of detecting and selecting
aregion on said document for embedding unobtrusively said one of said at least one

visual key.

15 3. The method as in claim 1, wherein said step of embedding unobtrusively said
one of said at least one visual key in said document includes detecting and selecting a
portion of said document for embedding unobtrusively said one of said at least one

visual key.

20 4. The method as in claim 1, wherein said step of modulating the values of pixels
of said document includes modulating the values of pixels of said document using at
least one of color modulation, gradient modulation, and line or curve modulation

methods.

25 5. The method as in claim 1, wherein said step of generating said at least one
visual key includes generating said at least one visual key, wherein generation of said

at least one visual key depends on information extracted from said document.

6. ‘The method as in claim 5, wherein said step of generating said at least one
30  visnal key further includes generating said at least one visual key, wherein generation
of said at least one visual key depends on information based on the content of said

document
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7. The method as in claim 1,
wherein the generating step generates at least two different visual keys,
the generation of which depends on the watermark; and
further including the steps of:
5 extracting the unobtrusively embedded one of the at least two visual
keys; and
revealing said watermark using the extracted one of the at least two

visual keys and another of said at least two visual keys.

10 8. The method as in claim 7, wherein said step of extracting the unobtrusively
embedded one of said at least two visual keys includes re-sampling and quantizing the

unobtrusively embedded one of said at least two visual keys.

9. The method as in claim 8, wherein said step of revealing said watermark
15 includes overlaying said extracted one of said at least two visual keys and said another

of said at least two visual keys.

10.  The method as in claim 1, wherein modulating the values of the pixels of the

document further depends on the content of the document.

20
11. A system for providing an unobtrusive watermark for securing a document,
said system including:
means for generating at least one visual key, wherein the generation of
said at least one visual key depends on said watermark; and
25 means for embedding unobtrusively one of said at least one visual key

in said document, including means for modulating the values of pixels of said
document, wherein the modulation of said values is dependent on said at least

one visual key.

30 12.  The system as in claim 11, further including means for detecting and selecting
a region on said document for embedding unobtrusively said one of said at least one

visual key.
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13.  The system as in claim 11, wherein said means for embedding unobtrusively
said one of said at least one visual key in said document includes means for detecting

and selecting a portion of said document for embedding unobtrusively said visual key.

5 14,  The system as in claim 11, wherein said means for modulating the values of
pixels of said document includes means for modulating the values of pixels of said
document using at least one of color modulation, gradient modulation, and line or

curve modulation methods.

10 15.  The system as in claim 11, wherein said means for generating said at least one
visual key includes means for generating said at least one visual key, wherein
generation of said at least one visual key depends on information extracted from said

document.

15 16.  The system as in claim 15, wherein said means for generating said at least one
visual key further includes means for generating said at least one visual key, wherein
generation of said at least one visual key depends on information based on the content

of said document

20 17.  The system as in claim 11,
wherein the means for generating at least one visual key generates at
least two different visual keys, the generation of which depends on the
watermark; and
further including;
25 means for extracting the unobtrusively embedded one of the at least
two visual keys; and
means for revealing said watermark using said extracted one of said at

least two visual keys and another of said at least two visual keys.

30 18, The system as in claim 17, wherein said means for extracting the
unobtrusively embedded one of said at least two visual keys includes means for re-
sampling and quantizing the unobtrusively embedded one of said at least two visual

keys.
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19.  The system as in claim 18, wherein said means for revealing said watermark

includes means for overlaying said extracted one of said at least two visual keys and

said another of said at least two visual keys.

20.  The system as in claim 11, wherein the modulation of the values of the pixels

of the document further depends on the content of the document.
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Abstract

A method and system of providing an unobtrusive watermark for securing a document
is disclosed. At least one visual key is generated, wherein the generation of the at
least one visual key depends on the watermark. Further, one of the at least one visual

key is embedded unobtrusively in the document.

Figure 1



