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Sender Entity requests Release Token from CRA

A 4

CRA Forwards Release Token to Sender Entity

Y

Sender Entity Receives Payload transfer request via specified Boundary
Control Device

A 4

Sender Entity Creates Export Header based on Local Token, Release
Token, and Payload

A4

Sender Entity Prepend Export Header to Payload and Sends to
Boundary Control Device

A 4

Boundary Control Device undertakes release control checks by
indirectly identifying the comparator session key and undergoing other
control checks relating to properties of the payload to be transferred.

A4

If all control checks are satisfied and if session ID is identical to the
comparator session ID then the payloadis permitted passage across the
Boundary control device from the trusted network to the lesser trusted
network (or vice versa). Otherwise the file is prohibited passage.

Figure 2
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Figure 6
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