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(57) Abstract: Described systems and methods allow protecting a computer system from malware, such as viruses and rootkits. An
anti-malware component executes within a virtual machine (VM) exposed by a hypervisor executing on the computer system. A
memory introspection engine executes outside the virtual machine, at the processor privilege level of the hypervisor, and protects a
process executing within the virtual machine by write-protecting a memory page of the respective process. By combining anti-mal -
ware components executing inside and outside the respective VM, some embodiments of the present invention may use the abund-
ance of behavioral data that inside- VM components have access to, while protecting the integrity of such components from outside
the respective VM.
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