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BACKGROUND [ 0003] d obal trade is one of the fastest grow ng portions of

t he gl obal econonmy. More countries than ever are inporting and exporting
nore proowote1nseydever before. The vast 5 majority of pcedisets/oanes shi pped
in one or nore types of cargo containers. About 90% of the world's trade is
transported in cargo containers. Containers include |ISO (International
Organi zati on of Standardi zation) containers, shipped by ship or train, and
truck containers. [0004] Cargo containers can contain val uabl e products
that are easy targets for thieves. Cargo containers can al so contain
dangerous products that could be Ba&KGROUNID| purposes if allowed to
10fall into the wong hands, Terrorists, for exanple, could use a cargo

cont ai 18903 o Globpldpairds engnidhs {rstest gpwingqogtiongiod s gabad eranomdh Mptfer to

at t enpt di sr the. ) C1 t f ries. The
Ul e S B L B PR am
knodn asajotitg ofpridactsare Seppediih ynd o mbet types (fCSigp doh@inewa sAbaut 80%edt ther 2002
by the U S, Bureau of Custons and Border Protectio . 15[ 0Q005] CslI
i 0SS SE P PP DGR oIS P HATE FSh BRTRB0R el n ar eas.
The f oo hBLNiAlFRRarRIH 2FBE FodtVaiftest, shippbdB€ ship &5 S, bt €hdd QansErand.
automated information to identify and target containers that pose a risk

for ter IS . Pre-scr.eeni hos ontainers .that .pose a risk at
the por O Reasap ontaingishh BTRE, ARple 0T e el S5 gras ’BRRVE. [y
det ect icoftalrRevaalab@YeohQididingkioyis PFodtusts ke Bowl@ b akdtefos etilplirppas ef @lowedko
Usi ng smarter, tanper-evident containers. SUMVARY 25[ 0006] The ensuing

ded@ri pgeli bro freovions basise flsFrpests e prsnas: corldatF AeAtEOLPNGHIoY o EHEPPE not
o o ~ prOvTRESTE . SHPI AT . . ey

o7 oS P b G R ATPYEER! Lty L SORLI AL AL Ll o

enbodi rentlfsdd sviuhiricpr Oli¢ delntdadiiey skKintdredional shiypirgy hasWietitharfo@ralaipi@zram

description faor inplenmenting a preferred exenplary enmodi t. It _being
under sﬁ‘BBWntaﬁ the (?/%{Fi‘lB?fsse&HréWd@glaHﬁ?/?%) @a?ﬁwflﬁ@dflﬁ ree4 gﬁﬂlgﬁasawrgﬁ@enent
of el eme@tStoms and Border Protection (CBP).

15 [0005] CSI addresses the security concerns of shipping by focusing on four main areas. The

four main areas addressed by CSI include:

e Using intelligence and automated information to identify and target containers that pose a
risk for terrorism.
e Pre-screening those containers that pose a risk at the port of departure before they arrive
20 at U.S. ports.
e Using detection technology to quickly pre-screen containers that pose a risk.
e Using smarter, tamper-evident containers.

SUMMARY
25 [0006] The ensuing description provides preferred exemplary embodiment(s) only, and is not
intended to limit the scope, applicability or configuration of the disclosure. Rather, the ensuing
description of the preferred exemplary embodiment(s) will provide those skilled in the art with
an enabling description for implementing a preferred exemplary embodiment. It being
understood that various changes may be made in the function and arrangement of elements

30  without departing from the spirit and scope as set forth in the appended claims.

[0007] An embodiment in accordance with the disclosure provides an active lock mechanism

for detecting tampering a container with which the active lock is secured. The active lock is
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30 without departing fromthe spirit and scope as set forth in the appended
clainms. [0007] An enbodi nent in accordance with the di scl osure provides an
active | ow 2nseisssywsm f or detecting tanpering a contai n@CTRiSRé10MMI265 t he
active lock is secured. The active lock is WD 2010/151899PCT/ US2010/ 040264
configured to transmt a signal between two hooks of the |ock, the hooks
bei ng secured to portions of the container. The signal is transmtted when

t he | osRnfigursdpspisaneanite Hanah§etacen ereoaks of thedaelaithehodks dcinBsceusedioved
signal is. e n [ i ndi ive. of the.l I

2t £ achdy GO TR ReGalseL TR BERA T ELANR VA FEIN HprbREL SEle PP g
thi s caohdome@inanarh thdrealvicdBighhlab camp&es anar Spatice Bighalngditativwadale loble dat a
center into thinking a lock is being. |ocked to a container door, when it is

! : | ¢ )
act ual IbyIngeittaghad e keyaingr bars ol thiotigiad df&sratrap the expactsd siat Aliipepuld be an
Al ternat i , | . ] . ; I t he
cont ai i ol ik MR ARG  ing o EREAT Ak Lo I Eink A 00K pEANER)
be an itedico@tinondddrathérhie iscaantadly hemgHackel ee a bhamp @essediavadivith the contamer.
aspects,, an acceleroneter can be. used to detect the |ock rotating, faster
10t hat HIEBHPEDn e b GOrmyIeaday 5 (hoRaks HOpHLIe SRR RSSOV e SAIEH e.
Thi's cam il @nbdi® pbhddicdiReanday ShieclcBIdARMEhMBLti A tBatARE B hal beobfast
that the lock is not secured to boé% bars of the container. [0008] Another

enbodi nemperpdiwatb c dr sane espabts rant deecl diosstaysan be psedvip descidhs Yaskantafing fasensi ng

th ity of tainer, Th tem i ngl ud | ock. mechapi sm,i ncl udi
" HQoerth ok Be AR el ol P st S el g bisG R PRE el ek
nenber foeAVfitEoREhihE a6OMInh gl &7 af Idasithanke BEE Wbt R&udPRdDoES bdrbef ent ai ner
to lock at | east one container door in a closed position, a signal

gener atcontatéhf i gured to generate a first signal and couple the first signal
to the first portion of the container, the generated first signal having a
known [0608]| eAn@het etnbodikert dnhdooldagice withfihegdis@obukOpoaidse a kingers if@n@hsing
generator to . generate. the first sjignal upon occurrence of a_trigger event.
The 20$Y&tcsmip Y ritentainse| hhesysienynghes a@qcm a‘éﬁﬁﬂ?ﬁl&‘ﬁ@ﬂath@usrl%éit {Fasta

seqond g}, merhb&s &gﬂ’&fjt ShOR&si ggﬁfél IB%MG&B% bhe er(iiﬁ)tc BQQ@'ﬁTSt%HQ a
si gnal analyzer confi Ured to analyze the second m%na to determne a
pr of i | ecafmdtpoeticsebdit ®ngne fo ek ai keve oat comdindadar ireprlesehpdsitpnaa siggalal

rofile indjcative of the | ock.nechani sm bein upled to the first d
D ot LB fion AN o ep A AT SO Bag B Tt ol o o B bih o My
to the cshalRf tBd gRtat®! Bist Lifnal AR nEKALITH PRofiiBaindd 186k Esu@dlbORzRrhes Ween
the | ock nmechani Sm and the contai ner has changed based on the comnpari son.

[ 0009] cAmstthesigeaigoniratento gancrtcibr dasicignal epontdveumténse lobs tiggep evant.déke a

ot D eadtendii i B a et ral Q5B e G SR b MR aPd ek o

conf i gusttidpOfr & gRgRrsPaLhdl hel 0digril GRINRL Beifidued ©Gkalhe BRIseasid saial to
container door in_a closed position, and a |lock circuit at |east partially
encl| osélgtomingiaprefile ddhpsicagnd steral) releieve ptoradi datd isproserdgiesigiia) prodileiot i on

sensor ’ililcﬂE'ein% olf%kloglgﬂlteél%tn%s,%{ b Pé/Lgﬁle(f t8.tﬁ$‘§ s@éd&%@?ﬁcgﬁ'&nﬁ{)?soééﬂﬁé Sorltdific, OCk

controller 1's confrgure a sign
compare the profile of the second signal to the stored signal profile, and determine that a

25  relationship between the lock mechanism and the container has changed based on the

comparison.

[0009] Another embodiment in accordance with the disclosure provides a container lock
mechanism. The container lock mechanism includes a housing, at least two lock members
coupled to the housing, the lock members configured to engage portions of a container to lock at
30  least one container door in a closed position, and a lock circuit at least partially enclosed within
the housing. The lock circuit includes memory, a motion sensor, and a lock controller coupled to

the motion sensor, where the lock controller is configured to, receive a signal from the motion
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WO 2010/ 151899PCT/ US2010/ 040264 sensor indicative of notion of the |ock
mechani sm anal yze the received signal to determ ne a notion estimate of

t he | ock wechavisssyp t he notion estinmate being at | east @oe/uskolani@agul ar
rate of rotation of the | ock nmechanismor an angle of rotation of the |ock
mechani sm conpare the notion estimte of the | ock nechanismto a threshold
| evel , and determne that a relationship 5 between the | ock nmechani sm and

t he contesonadiqatise ehmaterobths derkypenhania, ewhyrarthswacivpdogndl tadefereaine a

enbodi i, al, | - ' - 4l h iLng
the secimion R G SRNEa bl 0F 41 PELRTRSRHRE PUhe RcR: T5: b MafERAE

coupl i g r@htidredBhe 1osR nickbinismmbean angé of Reatiodcl( thekbia Riesharion fdohflareathe
second portions of the container to | ock at |east one container door in a

cl osed PONBRated s laek mgchanism ra drgrald leymengdlsierminedhatiarslatiengim|
havisng LR K eV ﬁi%f:hein‘;r‘%m SRR BtaliRfndd Jh%ﬁ%é%i' wRa uﬁo‘ﬁ thd orlflff)e{:rﬁt)n.po.r tion of

t he contal ner, causing the signal generator To generate the rst signal
upon o rence of a . trigger event, receivi a second signal with a signal
det ect AOT0 e aetbes RnoryRa 1n ARGy ViR g RO TF BOVEeg AR OGRS ¢ he
second (gd @RaktyldT adShRIHE 08nd a R thé@afkmt MehcIEARMiInSludBAtouplift bf 1B¥ R0
stored data répresenting a Signal profile indicative of the |Iock nechani sm

bei ng dekphenibers of He 16¢k mechangmstedosichnd se¢andportafns ol el®otamenitmbock at least
conparing the profile of the second signal.to.th tored signal. profile,
o el shitEinB Gl a st fosd e B HRaL b B Shted PR gh Tetiat
conpai RemohaprefenargliRasRdiroibidlae o Bast ipsRidn IR EfontiERER Ailih Ohth (IrgnbHE
DRAW NGS 20 [0011] Fl%gre 1A depicts a exanpl e of an active contai ner

nmanage REReraiey & gancrate iifest sigmekunpsctsawireiies of A tragges e iivbcecaAying atspeond signal
di sclo e il ] Fi i . t an
acti ve%f)hn% géﬁael lraite{ne?(a:{r? gfggerrseér‘fg Qig/l g?@%gﬁlﬁ%tﬁlv%nlf%ﬂ?&o@{?%h%g r%s%qﬁp gegcg g(frl dance
W t h t kgndl ®alcastire aprefilttdfitheadon@EEN 1B ridvinguwt@sd datd egircdcatinnotigel

exanple of an_acti v? cont ai ner panagenent system.in which | ock nmechani sns

in accdrfdpédicative of H leslsupdwnise baee eruplgdZedhe figban seppnsipastiansgdfhict s yet
X | ‘ : ar e ¢ . .
anqt here £t P! Bnf grrlfgg;th% Y8 of ts@&&ﬁrmgggmgtﬁ@@ﬂa}edss}{ﬁagggme,%a aFtSJ&% g

mechani sns 1 n ac nce wmth the disclosure are uti
Fi gur e tHatiagelatidnshgt bedwedn the deck nkchgniamaofl tleencoardnoxt ihae cliangéd baskd ok threchani sm

in 30accordance with the di scl osure.
comparison.

BRIEF DESCRIPTION OF THE DRAWINGS
20
[0011] Figure 1A depicts a example of an active container management system in which lock

mechanisms in accordance with the disclosure are utilized.

[0012] Figure 1B depicts another example of an active container management system in which

lock mechanisms in accordance with the disclosure are utilized.

25 [0013] Figures 2 depicts another example of an active container management system in which

lock mechanisms in accordance with the disclosure are utilized.

[0014] Figure 3 depicts yet another example of an active container management system in

which lock mechanisms in accordance with the disclosure are utilized.

[0015] Figure 4 is a functional block diagram of an embodiment of a lock mechanism in

30 accordance with the disclosure.



WO 2010/ 151899PCT/ US2010/ 040264 [ 0016] Fi gures 5A, 5B, 5C and 5D are
functional block diagrans of container systens used for nonitoring and
comuni cawOrgeNsesyPs at a contai ner in a contai ner nmana@ewarskoivpsizem i n
accordance with the disclosure. [0017] Figures 6A, 6B and 6C are
perspective views of enbodi nents of | ock nmechani sns in 5accordance with the
di scl osure. [0018] Figures 6D, 6E and 6F are perspective views of other

enmbodi HBk6d dfigiige RAnRRBhYnReheDiare Aiaetdrnabbloek diagrpmsnd cantgics siptans Ysod f@]

Fi gure i.s .a f ] M. 0 I t O . I I a lock
rreghaningorh{ltt%g%% aé‘ﬁ%%@%g{cgt? %a\ieﬁ%ra?lgtr%&gtﬁﬁrllggllnea {032%196&?%%%?6%%{%6%% 1III;;iggur e 8
i s a flaoverdirgrdth thé daolosiodi ment of a process for |ocking a | ock

mechanismto a shipping container in a secure |ock state.. [0021] Figure 9
is afl | 3R R figedi fivévi £ PR UFHUKGAL RS s AR

bet weerw%\”ﬁoca:%érrecﬁah?%r% gﬁg aé*ﬁég%;?eﬁév%\é@?vgg éllipl&?es?p%nse tgﬁ%d reg]ugst by

t heSnohcteddeeivath the disclop@®©22] Figure 10 is a fl ow di agram of an enbodi nent

of a process for unlocking a | ock 15 nmechani smfrom a shi ppi ng contai ner.

[ 0023] [bo@yr eriddids kB, 8E bhP¥F di AR GRLPe ABW ST B0 dRtherfls Bf BEEFR Affisms

enrolling devices to comunicate in a secure group of devices including a
| ock meehenordamece withQlbdipclp$ugere 11B is a fl ow di agram of an enbodi ment of a
process for operating a | ock nechanismto report sensor data, |ocation

data, 306¥9Qr mpEixer i afkndihiam dfinasteairdd 0na prddssorRekiagn 16¢k devi ces.

[ 0025] Fi %ur_e 12 is a flow diagram of an enbodi nent of a process for

provi dinghanismite 8 shippiawentangppl an ke logkstaleki ng a | ock nmechani smin
accordance with the disclosure. [0026] Figure 13A and 13B are side views
shaoi ngoeR0df i Figsredfis b\l wedibgrd mnaE i ndfodandnd ok a paehanfos lockingadodk dance wit h
t he di scl gsure. 25@8027] Figure 14 is a bl ock diagram of an enbodi nent of a
wi r el edeech@igmto asligpBecPr@lict Ing¥guiclogk $t3fék mechani smin accordance with
the disclosure. [0028] Figure 15 illustrates a comuni cation system

i ncl udi[f@RIrul Kigypde® is arfitoai diegrsmanfdinranitoidphent lobe kiargssnfer bemmsnsating éd< or dance

with the disclosure. . . L : :
between a logk méechanism and a mobile device, in response to a request by the mobile device.

[0022] Figure 10 is a flow diagram of an embodiment of a process for unlocking a lock

15  mechanism from a shipping container.

[0023] Figure 11A is a flow diagram of an embodiment of a process for enrolling devices to

communicate in a secure group of devices including a lock mechanism.

[0024] Figure 11B is a flow diagram of an embodiment of a process for operating a lock
mechanism to report sensor data, location data, and/or other information in association with a

20  group of devices.

[0025] Figure 12 is a flow diagram of an embodiment of a process for providing a failsafe

power supply for unlocking a lock mechanism in accordance with the disclosure.

[0026] Figure 13A and 13B are side views showing profiles of two embodiments of a lock

mechanism in accordance with the disclosure.

25 [0027] Figure 14 is a block diagram of an embodiment of a wireless sensor module circuit used

in a lock mechanism in accordance with the disclosure.

[0028] Figure 15 illustrates a communication system including multiple containers and

multiple locking mechanisms in accordance with the disclosure.
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WO 2010/ 151899PCT/ US2010/ 040264 [0029] Figure 16 illustrates a systemfor
detecting tanpering with a shipping contai ner using an enbodi nent of a | ock
mechani srworroacsesvdance with the di scl osure. [ 0030] Fipgurus2a1dm4i264 a fl ow
di agram of an enbodi ment of a process for calibrating a | ock nmechanismto
performa process for det ecti ng tanpering with a shipping container with

t he 5system of Figure 16. [0031] Figure 17B is a fl|ow diagram of an

embodi B¢RI9] ofFlaursrlécég%ratqsra syeteeder g@eqtalrgﬁ@mpfrrglngma ahipping sPRigingbhtiag ner

Wi th t@ﬁ fﬁf)% ?}qr%n? fi’flio%ﬂrn?ec%% 15&1919’380]0{(5?98 ?tﬁ tﬂ‘ é}SCl&gl (< 18C and 18D are

enbodi nmen ani sns U Val ves to inhibit
notion of a piston_in one direction in accordance vmth t he_di scl osure.

10[ 00339038] g frigerclgA iaadlorodaging rBcHIeEHIE! of @ PEREH fﬁgcwéﬁm alppk
config éﬁ&hhﬂﬁlﬁ th ge@&%% 91%?85% A ddledti tQJr;g&L %%W&fr% %g& L RUr @ﬁ%ﬁ% 20B

and 20C are enbodi nents alter nat| Rat can be used
wi t b | aysbmnd Frechadéi sns i n accordance with the di scl osure. [ 0035] The
features, objects, and advantages of enbodi nents of the disclosure wll

become 4§z 17or B ARATBENL Tofodhihm dehahlRdikeserh Bf-dc@ﬁ eebctbAmbhalpd iy when
taken in conjunction with the drawings. In the drawings, |ike el errents bear

li ke re«‘fléréeﬁupplh&b@lt@nel\faﬁhdlwyct@nmlfrFeWS16f the sanme type may be
di stingui shed by followi ng the reference |abel with a dash and a second

| abel t[b@iZ]diﬁFhﬂéglllSAhﬂB ,aB0NGAtIRD &t Binbadinfearuanaiisg nlcthanys theidd r st
reference label is used in the specification, the description is applicable
to any oBfravayfvaives tainhiliGmodeeonRines ihend digectine insageerdapeq wih theedisglesee

| abel irrespective of the second reference | abel. DESCRI PTI ON [ 0036]

Refler r i[0@B3] ni Kigadel yOA an&l 8B atofemiuilimetits b€ latchiigibetanivanagéigentiosyst em 100- 1
i ncl udes a  shi ppi cont ai ner 104, an active |ock nechanism 108-1 and a
commnla{%%ﬁrfi%eﬁ@f}\/\trg?Féls?ci)@ureZSThe | ock mechanism 108-1 is attached to the
shi ppi ng contai ner 104 such that doors of the shipping container are

secur ed0@3#)t Eigurps edAN20Bank3(C ansntbedinentsdi ghteimag ve kaigmeemidg thaFom be

exanpl e, the chani.sm.can be sec to two door |atch assenbly bars
i)ri gpl 6‘@?5{9 tgllag&@ngm ISI“ISHB aF‘EﬁJf a%@ﬁﬁhtggmsilﬁgurf i ncl udes a wirel egs

nodul e (not shown) that is configured to communi cate over the conmmunication
net wor K00359. Titreefeotiures] @xectyoad bédvantages picdrokialimets of the disclosure will become

15  more apparent from the detailed description set forth below when taken in conjunction with the
drawings. In the drawings, like elements bear like reference labels. Various components of the
same type may be distinguished by following the reference label with a dash and a second label
that distinguishes among the similar components. If only the first reference label is used in the
specification, the description is applicable to any one of the similar components having the same

20  first reference label irrespective of the second reference label.

DESCRIPTION
[0036] Referring initially to FIG. 1A, an active container management system 100-1 includes
a shipping container 104, an active lock mechanism 108-1 and a communication network 110.
25  The lock mechanism 108-1 is attached to the shipping container 104 such that doors of the
shipping container are secured shut to prevent access inside the shipping container 104. For

example, the lock mechanism can be secured to two door latch assembly bars in a locked state.

[0037] The lock mechanism 108-1 includes a wireless module (not shown) that is configured

to communicate over the communication network 110. The wireless module can include one or
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WO 2010/ 151899PCT/ US2010/ 040264 nore of WFi (IEEE 802.11 standards),

Bl uet oot h, Zi gbee (802.15.4), cellular (e.g., CDVA, TDVA, GSM etc.), RFID,
satel litewQesy/151889nsat), and/or infrared transceivers. PLOOB3)10/ME6wm r el ess
nodul e can additionally conmmuni cate with sensor nodul es 128 | ocated
internal or external to the shipping container 104. Sone enbodi nents could
have wired 5 connections to sone or all of the sensor nodules 128. The

sensor s af 86F1ABEEROL Ud standaidpls Bluatendinl 22heed 892 1 odarcedulpngigeCAMYi ppi ng
crate a ) I 28-2 a d ther crate 122,
a senséﬁ%%éau e T%%Lgagﬁt%%%é%(éﬁfg%%%?ﬁymﬁ%ﬁﬁﬁ@g%ﬁ%%%%ﬁ%ggbntainer 104 and

a sensor nodule 128-4 attached inside the shipping container 104 near_ the

| ock ma®83¥hi shherwiseless medubnernaaddtmatineommyaicaficafescasorgariudesclafipsadets a
wrele : . S { £l tlyve tags)
that 1 amehALEt ettty thpind Sdrind ok b Crb S Pl filveAked =, 129°) 04
by & wicoeheesenstognaic of kb mf tHresesen sarduts d A8 e ThE 8erdor AbdwdenES meluge a stifser

enbodi nen e wireless nodule coyld use a RFID temto power. the
censor T L-h Beieam ST whauns et Hopp o BRI el 2 s sa T g
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25  In one embodiment, the sensor modules 128 can include wall mounted sensors (mounted on the
interior or exterior walls of the shipping container 104), and/or cargo mounted sensors (e.g.,

mounted on the shipping crates 122). The sensor modules 128 can be formed on or in a flexible

material that includes an adhesive backing in order to attach the sensors to the container 104.

[0041] In one embodiment, the sensor modules 128 use a polymer sensor technology, such as
30  but not limited to, fluorescent quenching or molecularly imprinted polymer (MIP) technology

that can register detection of a substance that has come in contact with the sensor modules 128
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signal is generated and relayed to a m croprocessor. The interaction can
cause a chem cal, physical and/or electronic change that is recorded. The
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targeted triggering 10 substance. Each sensor can have one or nmany

det ect iVdi¥ngRAB DPWEIRA G BoRrNEWeISA StEe. CHPhe tpahrmpgics intaiect epth angidditieatl ons of
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entitled “TRANSIT SECURITY DETECTION SYSTEM,” both of which are incorporated by

reference in their entirety for all purposes. For the present embodiment, there can be one, two,
three, four, or more sensors on a given smart card sensing package. The form factor of the smart
card sensing module could be any size and use adhesive or magnetism to attach to the interior of

30  the shipping container.



15sanme wirel ess nedia. The information can include nmanifest data of
contents of the shipping container 104, sensor data received from sensor
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108-1 can al so communi cate i nformation over the comuni cati on 20 network
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wrele vi.ge ;120 can use hort, range w rel.ess system such as . ..

b Lot ca0dbTy B rERtnliBS 1 G PRST bisd E0gutteh G PR R CdpRunication
conuuningai@k W0 o 4 %@ve}rmﬁkntlﬁxeﬁmam@ Mht@Bvdrnmnleht DReraeaDDAEIERY, fortcREmple

wirel ess device 120 is an RFID (e.g., ISQOIEC 14443) reader that powers the
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governmental organizations may also have access to certain information, for example, tracking
25  information for a shipper or recipient of cargo. Some embodiments allow the government

interface to lock-down access to authorized personnel for a particular storage container.

[0047] The lock mechanism 108-1 can also communicate with a portable wireless device 120
and/or a local communication network 118. The portable wireless device 120 and/or the local
communication network 118 can serve as an intermediary link to the communication network

30 110 in order for the lock mechanism 108-1 to communicate with the operations center 112 or the

government interface 124.



20 and data through the communication channel can be performed. In this
way, | ocking, unlocking, data query, etc. can only be perforned by

aut hor i zesodew/ises®9and/ or i ndividuals. [0050] ReferringPogAiS2e10/0F26G 1B
anot her enbodi ment of an active contai ner managenent system 100-2 is shown.
The cont ai ner managenent system 100-2 differs fromthe contai ner nmanagenent

system 100-1 by including a | ock mechani sm 108-2 than includes only short
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al so includes a commercial interface 134. The commercial interface 134 can
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interface 134 can comuni cate with the comuni cati ons package 130 to
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of custijusfoothy %ﬁg!e%éEEﬁfS@?&ét“i)dﬁ,frar@ficUWﬁréné@ﬁ%Péﬁ:thqomrHWéP%taWéthlté%iO@én

al 59 CORTEMMIGA"B81INIRABLRBBahRE RS LRCkIRENRNLOR APRF K2, ifipidecal
comuni cat1 on network 118 or the comuni cations package 1307 The

i nf or rd##43) reatentint paved thadothmetlonisnmbedhrd mitnnlif8u@ive powenggurde Thpdat ed

mani fest. infaormation, 15identification _.and.authentication code jnfornmation
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par anetygpfc iil/or RRERMHSIE NdhdR ARAACHENR 2 RERGEAKAESH GanhdleOneEk
mechani sm 108-2." [ 0053] Referring next to FIG 2, another active container

manage eeyrtogrypitieay2@ourc wommescatiah chainel ia conigured ckmnpwicatips af gggmandshr ough

208:n. The | ock hani sns .208 can be 2Q renpvably. . fixedly. attached to
ondVor i daedisp e BE SRR SREuR e ot ER AR Vindhishi 5o Pk BobBEEs 204
of Fl Gdath. quEig elcOedn g bapeiSermncddy eddrized 88lit@cat dintitifudlfie shi pping
container 1n a hold of a ship, on a train, in a depot, etc. In addition,

T L S i S R e S S S S L

comunisgstd 100€ is shavommiihg caltdingt management system 100-2 differs from the container

management system 100-1 by including a lock mechanism 108-2 than includes only short range
25  wireless communications capability such as Bluetooth, WiFi, Zigbee, etc. The lock mechanism
108-2 can use the short range wireless to communicate with a communications package 130

coupled to the container 104 or with the local communication network 118.

[0051] The communication package 130 can be located outside of the container or inside the
container with an external antenna. The communications package 130 can include an integrated
30  power source such as a solar cell and/or battery. The communications package 130 could also be

powered by electrical systems of the container 104. The communications package 130 can
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25 network 210 to the operations center 112, the governnment interface 124
and/or the comrercial interface 130. The comuni cati on network 210 can

i ncl ude owe 20ro/1s089¢ W red and/ or w rel ess net wor ks suchPas/uske 0/040264
comruni cati on network 110 and/or the | ocal comruni cati on network 118 of
FIG 1. As discussed above, the | ock nmechani sns 208 can conmunicate with
each other using a wirel ess adhoc or nmesh network instead of a hub and
spoke commpicass Wik thedpeil @glylmu@@anmnertfwenkaldﬁsa@d tixo@npuiicatogl network 110

2010/ 151869R+ T Ok T8 Po iRk Bk ey it cat ."8&”332?252? 130, unti |

r eachi n&??} rt_of the conmuni catlon network 210 that can pass informtion to
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el ude e e A R R AREY
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mechani sns 308 and a connhuni cati on network 310 in one enbodi nent. O her
enbodi rvemtrmma:@ums epskigmBd0 ty refsieve néorwiatieh 8w thedo¢lome@ROisas] 2 hat er nedi at e

l i nk or. cou nmuni cat.e directl 10,conmuni cat.i ne rk 310
Shout o AR G b E R E s PiSate o0 ool Bery R AT R R R LAkl o ¢
t heol oGkmimmhard &tk th08cA RematunttatibiBetorias1 Btode@idPe sudh ihfirSagshorigrent ,

the wirel ess device 320 establishes secure communi cations |links with the

| ock méetrigrikipforzegon parogpglade pynifes enssnshaioel quatody, trackig infeamaiigne ste-
connan , t h A
oty o ik icofiftatia FRITUN SALE A3 Aebufifle LGMARR « ARToIRRIGARRER) GO

al t er natid thellgcabeorimemlicatar neexanpl 18, ortﬂlftecq@mmabdtﬁ)anaadags $3@evhecmfadatiooul d
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communiEBYTEHFa#e {Réh 08 rechantsy | Vipaican s rﬂpéétﬁ alapkfe%tweforr%twnmchan. sns
30§ s cangd el aeis aq{d%ﬁf}%m&?ﬁn RBIIRS MatioRbF ﬁ&;z S8R LE 806 l%h 'ffﬂé

308 function, mani fest 1 nformation regarding contents of a i ppi ng
cont ai né4, drﬁlq,)daﬂadbperapmaﬂ paahaterd foc keplfegrhmmmgrth’éweraaosai@mqedgres Détha lock
retri evedhf r.om @géel ock mechani sm 308 can include |og data including tines,
| ocat i GHEhpymd nce of events such as sensor readings. The data

retrieved fromthe | ock nechani sns 308 can al so include manifest
i nf or nd 09 rlé@jem’mligrngxtthilé?oﬁt anvther gftive eootairdr meanagément syern gOR inededeani sm

is securi ) OO evi.c 20.ca rd in mat. on

| ocer v bt ab ROt TRenaid e a6eT SR S0P TEE I e tah IO B0 o
t heocorsmeedbay ot ﬂ"'iéﬂ[}f afaehéc% ohle@dr Tnhﬁe a@dmumtﬁpﬁmg) eoﬂt@ﬂm@ lskchB3dsGthe JiBping
information is tied to an authentication information such as an address,

seri al cAniger 10hef BIG) dt dde dostki mechayisms 208 gambe sallocptsd kvithebaalHpRiAg Somaingr
shi ppi ng aﬁgiatcﬁ*a%ﬂpé 50% 04 gd Cﬁquété/ ' ﬁhuaaddltﬁo%“ﬁl%ﬁéck Jﬁx HSARWMs9g %Qrgbé‘ddf ess,
pt ographi S e

seri al ry ey, e ppl ng cont al ner -can
veri f i abdayed in @ifférontseegiaphic laatibrnethtagkowrbhantldns and sensors. By
verifying

[0054] The lock mechanisms 208 are configured to communicate over a communication

25  network 210 to the operations center 112, the government interface 124 and/or the commercial
interface 130. The communication network 210 can include one or more wired and/or wireless
networks such as the communication network 110 and/or the local communication network 118
of FIG. 1. As discussed above, the lock mechanisms 208 can communicate with each other
using a wireless adhoc or mesh network instead of a hub and spoke communication topology.

30  Lock mechanisms 208 in a mesh configuration can pass information from other lock mechanisms
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30t hat the correct authentication information is associated with the
correct shipping container, chain-of-custody can be established. For
exanpl e, WD a16m99r were switched out with a faulty WBCT/US2010/040264

2010/ 151899PCT/ US2010/ 040264 one after securing the shipping container, the
sensor woul d report an incorrect address or serial nunber such that

aut henti cation would fail. [0059] Referring next to FIG 4, a bl ock diagram
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424and/ or. t ersi stent storage, 444. tent sfora 4 c
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shi ppi %&&@h@h@@gzd Bal seheasl A GHtcARGHAD nlﬁm)bt%ve'é@@Mlbagmeafmlsﬂ%rﬁﬁgsaha Iat
storage 444 can al so store paraneters that determ ne how the processor 404

caus es comnemiguiduhetsvool 3t him dnseinbodimeritt O4igd embogierdntyr spuldaontmnslly usecthe ons
t th h t.c.). 15[ 0061] Th
Iock caﬁﬁﬁ%g|%@CQgé??me%%%@EﬁwFﬁngl rL&%%ég?B&ﬁ%ﬁg&ﬂ*Hg%wﬁgﬁeconEroIILr ©

4080 caroh@nmiditich a6k 910 sHoud it de stal8leraChi ne, depending on the
conplexity of the functions being perfornmed by the | ock controller 408. The

| ock cqppded! |-Ble $08cSicERIRRUNCH DB SONETAIN 0TGN TEGRAR! ST dh2 of
a | ock 'mechani sm t uni ock doors 'of a §h|pp|ng contai ner, or othe
Con';]ai e b a Loupl &V e erﬁb@dliﬁlsnti i \ﬁ@ec}ésheiwihb €Ju))] lgalﬂ@héﬁieﬁfe.cofﬂmﬁmhmbns
mechani sm can be 20securely attac to a single bar of a shipp

cont ai ABKS With t Qe loch mecharny S8 NOTIRE 1@ FsTesamPERds (ega ek Cipalo i‘he shi ppi ng

cont ai %ﬁmﬁa%dfboénd BUH ke 408 td Q{kar&ﬁ‘%ﬁ@i%bﬁ FHeEl?a{ﬁ%‘?ﬁs R, %§éhclu¥e removed

fromthe singl’e bar wthout 1 ncurring significant damage to t
nedbhanicomnamaddagon fihke mthrthawmmunﬂcmtlcmmtwdtké l0cokidstlmtetivt lydbelusek ]mec hani sm

is secured to.the single contain bar in such a ha

rechan SRR PO RIE St Ten e SRt st S lock rehihighy 305
The | atigdiidedy ﬂﬁﬁgﬁ@kﬁﬁhﬂﬁ&ngﬁﬁnhﬁﬁhﬁﬁg1gn active drive nechani smsuch as a
hydraul i c nechanlsn1 a solenoid, or a screw drive, for exanple, to actuate

| Ki f h b ked
| of ohi oS AOER Ol ob15ick 5 o FRSBATL 2 PibRaRSobdat BBt RbARE pardifiers, of
move | aefsttig WBrtRNscK ﬁ@éhaﬁishﬁ@mtf@ndtlbﬁ &hhaifeBdin fRh B RgardiasSsinyd@its of a

20  shipping container 104 that a particular lock mechanism 308 is securing. Data retrieved from the

lock mechanism 308 can include log data including times, locations and sequence of events such
as sensor readings. The data retrieved from the lock mechanisms 308 can also include manifest

information regarding the contents of a container that the lock mechanism is securing.

[0058] The wireless device 320 can forward information received from the lock mechanism

25 308 to the operations center 112 and/or the commercial interface 134 via the communication
network 310. The information is tied to an authentication information such as an address, serial
number, or cryptographic key, of an active lock mechanism 308, a shipping container 104, and/or
individual sensors. By knowing the address, serial number, or cryptographic key, the shipping
container can be verifiably tied to specific active lock mechanisms and sensors. By verifying

30  that the correct authentication information is associated with the correct shipping container,

chain-of-custody can be established. For example, if a sensor were switched out with a faulty
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| at chi ng nechani snms can utilize hydraulic neans, magnetic neans, or
mechani cal nmeans for 30 engagi ng the | ocking nenbers when they are in a
positi on WO 201¢151899t he shi ppi ng cont ai ner. For exanpl e, PaTfse&0N4@264] d
hand- move the | ocking nenbers to engage the |atch assenbly bars of a WO
2010/ 151899PCT/ US2010/ 040264 shi ppi ng contai ner and then the passive

| at chi ng nenber coul d be activated, thereby engaging the | ocking nenbers.

[ 0062] onaefterseawingihe shigpiagicaptatishdhe scoper Wotdesportengugnsrecedldress pesaria) or
indire 404) to the various nodul es of the |ock
C|rCU|§$hﬁﬁgswgt¥ﬁ%u%e&mgg8%terﬁP§E6 as 5 indicated by the voltage synbol

V2 coupled to the main battery 416 and the_other conponents. Prior. tqo being
associ A08P! wi Refeiring nsk to iy 4edhlosk diaeran akan grkodimentpfanagtvelonk pecyh a

| over  pgyes HE}%.G T”H%q &?c‘d{f%o chggé ?ar‘%f &Q%focﬂ%%@hﬁgﬁmg‘ 08I 68y 416.

The backup attery 4 I'S provi n order to power t circuit 400

i f and dwdgesscd Iabovmiifhehmkt carcyut|4§0 liokndes apoveessor Hh4, dalaclkuqmtﬂnélbt 408y artetyhisgppl y
power to subs of t nmod es of the Iq@@ circuit 400 10 |ng ated
by the ™ %Ig}?méh COUBINUEY 1 1es BackiPase 120y { megomh A2t pusaRigkehst

conpongBisr nfdahRi428, PGPEREcS 493, 4 NRIBAGKSIRUIOBIE, %bsls@e%@s@f cqt gcupsgd
belowin reference to FIG 12. [0063] The user interface 426 can include

one orIﬁﬁﬂéﬁﬁﬂp@Dﬂdévomﬂgbahdﬁ@nobﬂé4®amhvremoub@um“dﬂvmmés448nput devi ces
can include one or nore buttons, toggle switches, dials, etc. Qutput
devi ceg0660) | TH pre&skdraint Sol £mibrocdnbOHer) h@l@%oftwaﬁaﬁsmg&h@ memory dD4ddlday tianel

and/ or an audio 15 output. In sone enbodi nents, the user interface 426 is
onll) aparsisinlt stomeeiddd. hhn peastant sorag 464 sen by wsed e stpreeasordai rresaveddiora ui t

400 is sgl?s%lr ﬁ}%ﬁmeg Qéspc&&ﬂ V\%chél ﬁﬁ E% %nt&lﬂgr %thth% E&%E'h?&héﬁﬁm 1psegﬂﬁn$ n? 1 f aces

enbodi ment, osure 1s s ere are no wre
to any ppﬂ;mem) B&ra(gfe 4heah alok stord patarmetd3GhatAlctDAInecshoushd prarevdor @04 salsys
user. interface and provide a soft interface to the

conmuni cat e e
| ock ciothegino &E@ of g@[le%%}wﬁﬁ‘& 0de pedormpdinue funegopsis-§- mariggis pasyp diges,
sensor§k9&ﬁﬁ%%rqﬁﬁgﬁp&pggp Passi ve sensors require no power to sense and

record a eiln condi'tion and can be analyzed/queried at a later date

codba. GRREC absdorar Gt er A s ERIEL Ry eineeoRr PG DRR SRR DR BV SRR ng

cont ai R&hicrdBnirdlEeriona s BhcHiie dSPunkRigh RO BERpREI:y ofihd/f@ictidhi BGhed to the
cargo Active sensors reqU|re a power source and 2% det ect changes

cont i nwatfbymestbyi the deaki qon@nltletI;AOSAEfﬁm Veskgontolle 498ns gafigarcdde yommllélneed
B or e BPUERyIRER B R MRSt BeR el hRioshORy N 4% o PEPuEEEHEsh™
si gnal .or other container, to prevent access inside the shipping container. The lock mechanism can be
20  securely attached to a single bar of a shipping container, in a state referred to as an idle lock
state, where the shipping container is not locked, but the lock mechanism cannot be easily
removed from the single bar without incurring significant damage to the lock mechanism and/or
the container. In the idle lock state, the lock mechanism is secured to the single container bar in
such a way that the lock mechanism does not slide down the container bar under its own weight.
25  The latching mechanism 412 can include an active drive mechanism such as a hydraulic
mechanism, a solenoid, or a screw drive, for example, to actuate locking members of the lock
mechanism to be in the locked state. The latching mechanism 412 can also include a passive
mechanism that does not move locking members that attach to the shipping container. Passive
latching mechanisms can utilize hydraulic means, magnetic means, or mechanical means for
30  engaging the locking members when they are in a position to secure the shipping container. For

example, a person could hand-move the locking members to engage the latch assembly bars of a
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[ 0065] The sensors subsystem 428 can include sensors configured to detect
the presence of the shipping container. For exanple, sensors could include
bar sensowe 2apisessat ed wi t h hooks of the 30 | ock nechaniPswUSehie/0d¢026he bar
sensors are configured to detect that one or nore bars of a WO

2010/ 151899PCT/ US2010/ 040264 shi pping container are in contact with the
hooks. In addition, the sensor nodul e 428 can include a sensor to detect

t he doshipginggontainer grd then ity paswivealatdingmamber coutd bg/activateds therchy engretice
cIosedThggggﬁ%n£ Sgnsor nodul e 428 coul d al so include sensors for
detecting tenperature, pressure, humdity, radiation (e.g., light or RF) or
any CBRNE neasurenents, Accel eroneters and/or 5strain gauges could al so be

i ncl udd®092h tReringsnrraial aRsaRime wagitions. POUST ispsyPRitdedirecily oaiRdrestly {02-f ¥Rci bl y
renove [ : L PPRIRg: ' q. it

cr owbartﬁlé]ﬁrro k%)%%reéggﬁ \%ﬂﬁ Irer%\g/} é(fr)rﬁes(r)f?&%‘ﬂ%t éf?%ﬁf&aﬁ gggrrlggi@jt ﬂg E%egrﬁglg.ba[t%é r71]()5j1a'lshe GPS
r ecéi vendid3&l bptheonithgrusyadol & 2roeaplicd ¢o thiegmah battary & 1@ atdPBcartiior compdBhfs. f r om
a plurglity of. GPS satellites i.n order to determne.t | obal | ocation of
the. | odlioria g e st prtBE ahiBhine Gpran i BPORT s HBSInGE MR [ Dyes of
navi gatjh@Rr mpat 8AP coiliGieBitiCoPhbPowtRiSSI tR) mafdditeBos 1 BerdMaclip bty 42 Fi
assi sted |l ocation systens, and/or cellular based | ocati on systens can al so
be useds pjo@BIE8]in Tider toi poatee tis Inoidar@i 440 if arl whiesthomeimbatteny & loivrosl e

communi,cati on tens includin V Fi | E 802..11 standards), . Bl.uet oot h,

S ee T b A HAR S ey Nliapo enting suls e Buties SRR ShyicAgh hael b
(elg., ihdEAtbELy AdABIymisALelplEd ® thebSokup Gan®at2 ankhd Akscdted compshcds! el ess
nodul e 440 i ncl udes one or nore wirel ess antenna 442. In one node, the

wi r el ed¥ctaitspiitiee une®f drabagkep Bittsry 43 harglisepysed belew(ia referengy todtlootlR,  zi gbee
or WFi) to conmunicate wth sensor nodules on/in the shipping container or
t o comj63gat Ehemsthingerfaoe 426 oat inolule ohdoamotechigputiodiecs dridorwine eF anse omgutl e
440 can use |onger range co ni cation _|inks such as cel|lular, 20

sat el | ideBCesyIRAX, dextees Cary O AL P CHPE RHPR (PEEICOIARBAN AL 6FF. Ak K 310
and/ or T 1 : Vi I I i eSS

it enn a5 e s o P PR T Sa! chIRL MM ARIERS: 1
uséd f e@utpot.hbrsomer aselsmées,ghe utchetérbacsidi( is arly onslable duning nhamokichge adrber s

t hat engag h ont gai ner.). .[0069] The inductiv ower, supply 448 is

cont i gtk 4 AefEMsaode it 03 atkdr G e Pofi st e oRE it ubce,
such apndRmbbidhe FLEEn HRWFGE scadbd KRR NS thele Y 66 WASRIORIcAhEd tWaﬁJr" p&ﬂ@i%ns of
container. The external source could be one of the sensor npdules 128, the

comunitealock agscypttifage PDR0isoscbivevistlcsshecqmomurzibite wiihrtht ess idefacsawd 120 or
320, for example. The power, signal n be received fromwrel ess power
source%ﬂ?ﬂéﬁggﬁiﬁu%ﬁwﬁgfgﬁl%ﬁﬂgFgﬁéﬁaports, depots, and ot her areas where
shi pping containers are | ocated for extended periods of tinme. The external
sodbee | pplhicessnipripadeleds qnRGludy RAsENC BHARTSI08 2PIBESHES. IRASENC POt i ve
ant enn ﬁ"eﬂ{ire&%&o‘ﬁg Heidn¥e arﬁpﬁé’%rd%%ghé’e #4808 ioh AHH ELd lyeeéﬁélﬁgg/\éﬁéﬁe%dat l,nto

electric
later date to determine if the condition has changed. The passive and active sensors could be

located inside the lock mechanism, on the outside of the shipping container, on the inside of the
shipping container, and/or attached to the cargo. Active sensors require a power source and

25  detect changes continually or intermittently. Active sensors can be battery powered, powered
from the container, powered with a wire from the lock mechanism, and/or wirelessly powered

using RF fields supplied by a wireless power signal.

[0065] The sensors subsystem 428 can include sensors configured to detect the presence of the
shipping container. For example, sensors could include bar sensors associated with hooks of the

30  lock mechanism, where the bar sensors are configured to detect that one or more bars of a
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WO 2010/ 151899PCT/ US2010/ 040264 [0070] The power fromthe inductive power
supply can be used to wakeup and/or power any of the conponents of the |ock
circuit M80.20i0m518%¢ enbodi mrent shown, voltage V1 of thePCmdaiseaioweo2power
supple 448 is coupled to the processor 404, the active |lock controller 408,
the | atching nechani sm 412, the sensor nodul e 428, the w rel ess nodul e 440
and the persistent storage 444. 5 Depending on the function being

per f or FRPINgHONAFICT Atgan Yoniget WIHuth@thpoJés ﬂ@wgdltlsmﬁbp yensapmedplc 4as sat wetidel y
suppl i h

uppl y et e gt R ABR OFbis SRR PR it IR R B o

t he actlve | ock control]er 408 and the Iatchln nechanlsn1412 to provide a

f ai | safl B0 obd sBsor AU GHES cpred ffl?mwekulde ECSOREPT dSipR3Ing COMBCTRtFS: RISH e
used t r d

! ecns RN riffidATeE. Jfhhr SEANT HINE ToEhEhEe, REEAL UL 6

m cbocaotrhingdabges dohkhit ali;osbqnmmkadecﬂmhye tdmsot mdddt U2& up(m!enrtosie‘pept 3n at&&pt kn some

enbodi nt t he senso e her systens

Cont ai B FEPEERS b R Tk e SR ABBIE (o4 1 & OB hodt rrent

t he |n@g&ggwgngg%ﬁkmgﬁgﬂbﬁkﬁ£§mg@@&y&ﬁg)a comuni cati on subsystem that can
comuni cate wirelessly with sensor | es and or portable wirel ess

s ohey s ey PGPS IO ROLES S SoBled R ThRlf yind BRI 4RGP 8 one

of t he ps@aBETof TPHNESliROH Stcto RiofctBlilcehdk bBAI@SELIER bF BR. loaﬂ’\ﬁe@iﬁh@nﬁ I g n al
may or may not be received fromthe sane device that the Epmer 8gg
Bigys t em

r edBi vdustadath orapadditips se GV SnetheHapesafaaxiggie sysioms suelmtrlONA D

can sa e s t em
ot o bR BRI PR GAR b AR SRR L SRR T
t he preaeakobc464.and communi cate the data to the processor 404. [0072] The
l ock circuit 400 is exenplary only and other lock circuits can include nore
or f e?"ﬁﬁo&@ ”pﬂ{éexgltréless &ﬁﬁé’hi@m@lﬁdw&e"@%nér@ WHUIGR cbiiRehicA0Sh &fskms

di stri but anong t he other conponents of the contal ner managenent system

i n whi ¢iclodieg MaEk(IEEEAOR2t1 i ssandeide)y Bémgpbaly.etigbden cﬂﬁMe @i, \(&)Mz,\yéﬁbm&

sutsys Ren S aaRal T e oSt P o e Com Sk st

W' t hi n THR&yiEIEE Fhd¥ale 449 inSuSQ DR Giré %e&@pw&@m@om@bﬁ@mbee Qe WiEREY at ed
with the container. [0073] Referring next to FIG 5A, a contai ner

manage megttul s {4l camBOshart iangt witekssa(chm.dklustobthy Zighee 51 BLIK) t@cwemymcatgu’b&yst em

0- d i cati b
oot il T B AR e SRR RlRE B ) e hiflR u BR REBRI BT e
only conpRNSBEErdEss htRlul 00 GuhSY Binesh AL donlaikigativh linkd vedh As&cpeMEr supply

512 and WO 2010/ 151899PCT/ US2010/ 040264
20  satellite, WiMax, etc., to communicate with the communication network 310 and/or portable

wireless device 320. In some embodiments, the wireless antenna 442 (or the GPS antenna 436)
is part of the lock mechanism that is used for other purposes (e.g., the housing, or one or more

locking members that engage the container).

[0069] The inductive power supply 448 is configured to receive a wireless power signal from
25  an external source, such as an RFID reader device, or another device associated with the
container. The external source could be one of the sensor modules 128, the communications
package 130 or one of the portable wireless devices 120 or 320, for example. The power signal
can be received from wireless power sources installed at weigh stations, ports, depots, and other
arcas where shipping containers are located for extended periods of time. The external source
30  supplies a wireless power signal that is received by an inductive antenna of the inductive power

supply 448 and inductively converted into electrical power.
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a |latching mechani sm 516. The inductive power supply 512 receives a power
signal (indicated by a dashed line) being transmtted via an antenna 544
coupl ed twoa0RASpYNer transmtter 542 of the sensor sub®¢Itus1BAG264he
antenna 544 can be located in proximty to the | ock subsystem 510-1 such
that the received power signal is at a sufficient power |evel to power the
| at chi ng Smechani sm 516. For exanple, the sensor subsystem 540-1 coul d be
just i A8 tHe novver lopethe dedncyve pawertsueply sek be uspshte tated andior ppwes ey Phg.
[ 0074] I 5401 0. 1.nck S [
L R T A g T

ant enngobebsupphe448ein solipl &didsiis p@ae 38044, caructiee foeRRuatpdjer AORIThethtdhivgd de t he
cont ai ner _doors that are being secured by the | ock 10 nechani sm For

exanpl éncchpisél dofic senseyBoduls 549-the wiislays medwsdrlene e Rersemsogrgcdtidne of
t hesco [ . St | [ [ NG L AS) ai ner
door e O TR AR R A e 7B e ROR L b Rah
cont ai hersckecativebnsupphed ta anylad thasassmpo@ned Roir ekardplef the entucticcpowaechpply sns

d diff t t ai . [0075]_ Si th i | t of i
" Cont AR GRT useamycd o 5 i B 120 (e miie pos tothBenBedaryoniso R |
shoebox§ i atchitgm&hPatheny & ﬁfbvmeoavfaﬁ&f%ﬁ@@lkiﬁgwcgb& THE fldRESy SRMRET

modul es 550 integrated with the sensor subsystem and/or provide power
wi r el esspnly 8448 otthdso benssdrto podert s pEstne sforaga 44 toretidve psensisly gotsdyst em

540-1. [007 The | at.chi.ng nechani sm 516 ,can be a state chi ne., .\When t he
Cndler PuBof dtie TR s T Ok M E AR R aE § ol o R b Bl TR Dt o s
an enCrpb%%d_@@ﬁ@ﬁm@cﬁ@b&&risﬁﬁplﬁd%.rHﬂ@oﬁfé IR dirAgHS, (thy ©nREMBEdB&(ERdy 512
to the | atching nmechanismto | ock, or unlock the |ock nechanism In sone
enbodi gifr systeraeof the sleipping cpaipier wirglshsly Baweithelaciasceitdbiyh power on its
own to unlatch or latch the | ock nechanism In other enbodi nents, the

i nduclt i[$@7 IFPOVIﬁronS epbbilincht, ccipldectiviepoaveh aiﬁpgy yag ﬁhﬁmdsd’l&)mg)lmgﬂidatﬁdiﬁ p ](c)WEL
si gna romt RF power transmtter is used to charge the battery of the
Iogk siBaysie a&f@ntréﬁ@nt}@ﬂqa&wﬁls@@ Wi‘tg seiHeRMeduigs £ @raﬁ%wblﬁrvvlzﬂée%n| atch

t htq F51| OCa:évi@'@é? hRRLSBind Weﬁd %ﬁe%@gf& si@ﬁ%‘%e WhGaRS P s stérﬁ%g%émm ni cat es

W a long range wrel ess ul'e 572 t he conmuni cati ons subsystem 570-1
(vi a aisdghat pietrvwapplytdds reteoves ardatagegrah fremmae 5 theasedsamatul @rand/ob 74
coupled to the |ong r.an i rel.es§s nodul e 572. The. | range wrel ess
ol o PSSO RGTATe Qe OR AT > P JUOViTBISGE Ve JEEiid T8t B SeBRacEre Mgt o of
WFi,  BhagdR@tslhndPwaNRean e £ IR A i@ SeiBlihg A% dafNGodaBMBEcMmBhiBHROHNSY St s
(e.g., a cellular network (W Max, CDVA, (%I\/,b, or a satellite netvvork%). The
short sabgystew gaalsevsthaddialie aBBmary ariegiateslt wish thefcormaitnieution wWibsystem of the

2010/ 151899PCT/ US2010/ 040264 i ndi cative qf ,states of, the sen dul es 550
Znd0t naT BRRS BOREIUPRt B PR RE Pl M iRpE s plSesS B AR BB Wi o
then f Qbumnaiscasd®b dufafteBirb@3sdraopenot e centers such as the operations
center 112, the governnment interface 124 or the comercial interface 134.

\[MQ?ESL [@2] CORIMBLIE AL 00T RN THES R fPard Gth&IolGHAAE ZafinchiRe histELY er 580
fewer components, depending on the way in which functions are distributed among the other
components of the container management system in which the lock circuit is being employed. In

25  any given system, functions can be provided by various subsystems including, a lock subsystem,
a sensor subsystem associated with the container or contents within the container, or a

communication subsystem coupled to or integrated with the container.

[0073] Referring next to FIG. 5A, a container management system 500-1 includes a lock
subsystem 510-1, a sensor subsystem 540-1 and a communication subsystem 570-1. In the
30  container management system 500-1, the lock mechanism is a simple (dumb) lock mechanism

with the only components of the lock subsystem 510-1 being an inductive power supply 512 and
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5antenna 582, and a power supply 576. The GPS receiver 580 is used to
gather location information. The location information is included wth the
sensor amsiolopkismeehani sm data that is conmuni cated to Phe/usenmoeo2dat a
centers. The power supply 576 can be a solar array, a battery, or a
connection to a power supply of the container. [0079] Referring next to

FI G 5B, another contai ner nmanagenent system 500-2 includes a |ock 10
subsystadptching mechanisra 34 6r The bulpst e nsuyseppnd L Areseivaiihpewey el §ndisgied em

570-2. . T i . | . i i
manageii e REH BT EARRERER A i? 30 Softhod Rt BAFEBRSARRNUSE
t han t hige saRseubsisay $4e MizAhtchnisid eart helokatek irsprosiysityetm thd ek sulsysome

conplicated than the | ock subsystem 510-1. In addition, the commupjcation
subsysteRrlssrgh that e rgeraedeWer Sigddp at ¢ sidpeptnopves v chiogoaier e lptsiweg

15anrt e that ) i g i i . ply
51270f TR ane ubey SR S Ih AR AE P AIgLPRE LR ROV,
bat t er ydoors thatplaeck sulpgbtymdfl 0t s scamingi ner) is | arge enough to provide
wirel ess power to the | ock subsystem 510-2. [0080] The | ock subsystem 510-2

al so i Qﬁéﬂqesrlfﬁeﬁé‘otrisﬂ@sykt‘éﬁﬁ@oﬂﬁlﬁ@idcﬁfde?@@atté%y|5%,¢§8h§lﬂ RERADI30aad G 2
battery 524, a short range w rel ess nodul e 526 and a GPS receiver 530. The

20i nduchény eangowarcless ppidylesd2 with & shapl radge antering 54t The perBodsubsyt¢raibge-1t he

battery 524. The,battery, 52 hen suppli es wer. t.o the qgth onponent s of
Che. | odih BoEyR bR Rb 5 PEQuR eRihs dpPRePAR viide bshiseddhe ERBCy ot om
51001, nide@adShi For £:0ekpl€ AR §cDbbraubSRRn H40-UEESd De hdph Ot PR nfdiink&irto oRabf

perfornms nonitoring and | ocki ng/ unl ocking functions associated with the
| ock mikheantaingr daossystovredrige bag ithat sshangingunedsihes cpatainehdeyuBydoing

communi ] t ange, ] . sensor

subsystrgrg[18§a)i)¥;é-’;gL %ﬁ%’org:ﬁﬁs %ﬁgg{?ts%? su %&{dgﬁ%g@}ﬁ@%g* goo‘%?l?%?% J(iagglzrie'sensor
nodul e aSpiatdriolitlel diffpran éodirmevbagisme Bsddisfcass oaitaihed. W t h t he cont ai ner or
contents of the container. The sensor subsystem 540-2 can be powered by a

batter t § J ' r | i ght
o ot O R B R 4 G e R U8 40287 {0082,

ThéS5| oddrgs binsoyrgteegn 8bObek ats Siuchel hatdey an GRY1devetd pow&I0 multiplec aciSPS
antenna 532. e short, range wirel ess nodule 526 .conmuni cates, sensor dat a,
| ock s&q@qufgﬁéwagra&ﬂml SRt v ﬁy%ﬁg’flaartd@fgr?va%p?%g&rwsm 'Bel0qul o
572 (V!sérls%rhfbﬂgleﬁ %Q@d%%?'ﬁ%ﬁl@%%nsoﬂ'ﬁ%s&ﬁ&ﬁ sugnge Wi rel ess nodul e 572
communi cates this data to one of the rendte data centers.

[0076] The latching mechanism 516 can be a state machine. When the inductive power supply
512 is powered up by the RF power transmitter 542, an encrypted command can be issued from
20  the inductive power supply 512 to the latching mechanism to lock, or unlock the lock
mechanism. In some embodiments, the inductive power supply 512 provides enough power on
its own to unlatch or latch the lock mechanism. In other embodiments, the inductive power
supply is coupled to a battery (not shown) and the power signal from the RF power transmitter is
used to charge the battery of the lock subsystem and the battery power is then used to latch or

25  unlatch the lock mechanism.

[0077] The short range wireless module 554 communicates with a long range wireless module
572 of the communications subsystem 570-1 (via a signal between the short range antenna 556
and an antenna 574 coupled to the long range wireless module 572. The long range wireless
module 512 includes both short range wireless systems (e.g., one or more of WiFi, Bluetooth

30  and/or Zigbee) as well as long range wireless systems (e.g., a cellular network (WiMax, CDMA,

GSM), or a satellite network)). The short range wireless module 554 communicates information
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5[ 0083] Referring next to FIG 5C, another container managenent 510-3

i ncludes a | ock subsystem 510-3 and a sensor subsystem 540-3, but does not
i ncl ude awoanmmmsigvat i ons subsystem The | ock subsyst em BCOAB20mok2des al |

t he conponents of the | ock subsystem 510-2, and al so includes a |ong range
wirel ess nodule 536 with a Iong range antenna 537 and a RF power
transmtter 534. 10[0084] The power transmtter 534 is used to provide

pover tiedigdiepéniatss of tisspatos mcslntﬁs 358 ynd ﬂ@d@cﬁi i‘cufOBYﬁ@en&5anlé@ thej lgpgarange an
i nduct i v rkangenent
of 1 e E R R REER o Hron o B RRARY Frhol KPR IER BLGETIEET |
suppl | eperationy @asrpoehe ‘g@vdrﬂﬁﬁeﬂt@@tkrfﬁr&cmmrsﬂiﬂ &lﬂ)mémia]'hfterlﬁfﬁ:tetleﬂy 524 of the
| ock mechani sm 510-3 is |arge enough to be able to periodically, or upon

recei pty, @g 812 FHd wifiVidhs Q&sg%tﬁm%%eﬁélgcpfﬁc%lﬁei a GPRRELINY S‘F%B\hth] hﬁn St ead

cont a| to provide power to e sensor subsystem 540- 3.
of Becentenng5%L, whd elpessr pppbr 5&i. qmaIGFSmweiaelciﬁﬁmmseﬂablgamesldosmt em as in

t he cont | ner enment stem 510- he i ductl ve

Fooe vaL OB SEIarGon STEaS TsDist i o 18gme bR e fat
pover tig @d}ﬁﬂhﬁ&%& tSha r&ﬁot'etaﬁﬁtc%ﬁte@st TRPoN P SEp e BRE San RS odar a0 NY

docks, weigh stations or other points where the container is |ocated for an

20 ext dated, per tandedfontth mpowc008P]y ditbe contginerange wi r el ess nodul e 536
recei ves sensor data fromthe short range wrel ess nodul e 526 (sensor data

retrieyegdr omefthieSRRSOIFIMRER, 85th&Qbnanr iREgicwast bydedn §60-2 ifdlades heck
active lock controller 520. The sensor and |ock data is transmtted by the

| odf r aneysiay Biled ¢ sepiniSebISEM W nd #rd LEUMMERIGRHNYS SBOYSICTHY Opd-r ERess
net wor l&%nt%gl%r fh%ﬁ Cé Efe&yggﬁ?@ge rd‘f"[lf }éﬁroﬁlSthQ %6M1n§15mgﬁa}%}ﬁ%ﬁt§gu&$(gt;éﬁl S@Ogﬁz]

Ref erring nex anot her contai n

i ncl udekatahd mkorgub@mhemasl&sdqnpl&dtlﬁn@l@ermmmrcsabsy@t@m Sbsyitlemdétk 4, but
does not_ i nclude a.sensor bsystem | nstead of conmunic t| ng rel essly
with asSeksyssm %l&o%yssrfl%fﬁ]cpﬁlpﬁ hihan sheclgek gﬁwemtsa@ I Jege %usgaytﬁ% em 510- 4

I ncl Udeg A HEAseh RJULS 798 mIﬁﬁer\sSeﬁ{‘ﬁP o&?@ﬂﬁ'&xﬁnﬁ@& 5“8@ Mg WRF PwiPsensors

to detect tanpering, “environnental conditions,
2016/ 15028984680 18204 3MK 0o cf Si@8d]to Théenduotke mmfsryseplﬂyﬁﬂil@f theddsko i ncl udes

a cont ai her interface i's co led directly to a cont.ai ner
power §H‘gﬁ¥ﬁ&?ﬁ\s§@-2 ﬁ@%&ﬁﬁ%ﬁp@%ép&& YS*QWU(?%O WYY Of eui ¢, a
refri g%Bﬁﬁaln‘éf) 1§Ya§%@5ﬁoﬂ@h@o ﬁ%ﬁlfﬁ"e%&l%less_ﬁb@/eﬁt%%@ldaﬁ"sulﬂfm%ﬁl jmterface is
coupled to the bafttery 524 to maintain a charge |eve The battery 524 can

:?lg t u;\e/ ip(}%l 2ﬁ}ek1 &éﬁg) f g §Am arl]sot 1?1ce:luﬁgsn§naa{cﬁ% IOSCE%\SE‘[E‘OI? %Bb ya afach}nfg or1s
mechanism 516, a battery 524, a short range wireless module 526 and a GPS receiver 530. The
20 inductive power supply 512 is coupled to the battery 524 to charge the battery 524. The battery

524 then supplies power to the other components of the lock subsystem 510-2.

[0081] In contrast to the dumb lock subsystem 510-1, the active lock controller 520 includes a
micro-controller that performs monitoring and locking/unlocking functions associated with the
lock mechanism. A short range wireless module 526 is configured to communicate with another

25  short range wireless module 554 of the sensor subsystem 540-2. The simple sensor subsystem
540-2 also includes a sensor module 550 including one or more sensors associated with the
container or contents of the container. The sensor subsystem 540-2 can be powered by a battery
(not shown) or a power source of the container (e.g., from a light circuit or a refrigeration

system).
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[ 0089] The conmuni cati ons subsystem 570-4 incl udes anot her contai ner power
interface 596 coupled to the contai ner power supply 594. The cont ai ner
power i ntwofR2anelst®8 can be coupled to the same contai nePCpaBRI1094W2pd y 594
as the | ock subsystem 510-4 or a different one. [0090] The contai ner
managenment systens 500 shown in FIGS. 5A-D are exenplary only and 10 are
not limting. The conmponents shown in the | ock subsystens 510, the sensor

subsys 821 54thedaek subsy el tiZedta Belydemals reassves 700 wath afePy azfernantpdd or
omtte r n I . e Far.. e . her r
modul od et o TSR HE AR i A ek B AR M and SIS
can be @@l dataliy a dorg; rangowiirtleatiodgd ST (viah ongirhipeadtyen@h SUMe BHdkisyst ens.

[ 0091] Referring next to FIGS. 6A, 6B and 6C, | ock nechani sns 600-| and
600- 2 ARRECIHBARSS MR wrmprieHanihisrHataiomng of Hiy remotexdagh ¢anEs.mai nl 'y i n
the way printed circuit boards 655-1 and 655-2 are oriented relative to
hou§i ng8083%0-Refamohg6istt t8, FIG: S0g etath@l opntaiitee nlanegenmme h a3 sSmBudB@ lockc| udes a

cl anp hook 605 cl bar 610, a_|l atch hook 615, | at ch bhar.620, a clanmp
ot obe 698G ShiEhnf bRt e 193 bioRE IR D i ngs 550- 1
and 55QuisyRRE1L OBR [bhesdbd)Gdth BP0 FBENAN M RS CoPpsheiis dre@slocPOis Qas 52b-2 he
clanp bar "610, the latch bar 620 and the 20 clanp and | atch probes 625 and

627. [ @082lso limtledeis adompehgnivenicsgoiule d3pazibialeng tanghipnignmreZiVamidsnRF When
usi ng aﬁggs§ive.h%%%Qing mechani sm the clanp bar 610 and the latch bar 620
can be PRaRLAFTY™ "into position and then the passive |atching nechani sm
can be activated. Such manual novenent of the cla bar 610 and the | atch

barl 06200084 cHieskl pewpidsmatia Spt éswsee to pjoytdg noweyto, the serispgsSURSESM 34@-1)

t hat coqul ] i [ r r hQn.

[ 0093) rfnf Bt 4 bOREE IR R SaARh BRSNS SRS EBEEE e
Gﬁz, I atpbﬁ@d aﬂriﬂmﬁﬁﬁﬁoﬂtﬁg gogmiha f%ﬁgﬁﬁ?tisyafﬁas N)fel @Bérgahi’ﬂiseea(s)q}i s?b@@tehﬁﬁktj(ﬁ3 ;3.
The |l atchin chanli sm | att ache, (0] e Cla ar one, e 0
the | atlc%ﬁlpﬁlgeﬂ@kfﬂaw Roes fpthe ﬁ@féﬁ aerdapismr Y9t R @%%S%daﬁh%@)&k Héﬁ’%BaI}q%m

at t achegt tlaﬁ‘ge éﬁa&u%ﬁ t(p?é a§e%h %érfbd?caﬁgm} bR 'irec@rgp@ ofth E%&? Bvdnf (& %.?de%@i_oﬁf
the piston rod” WO 2010/ 151899PCT/ US2010/ 040264 "636. aperture 612 is

f o fred of mnfeeing Ivatipthb aont6ihor)so providegtoweh & thosomot subsg88npPpd8sses t hr ough t he
aperture 612 and is attached to the |atch bar 620. [0094] Wth the clanp

and | atjgégsparmstedPoaeeitidl a8asdleR %F%r AbhAGRRa tOmbhRichAb L QLR tER CRAR kiRM

630 at one point, they are basically floating in the housing 650, having a
t endencyntamesmanagemeabsystem hE-pothaindaheyepavessupply Sbhrsetvesipowertshgnalsat chi ng
mechanism 630.. To aqd stqﬁil%éy 0 thistconfi uratkon, %Eelclgap ang.latch
bars 610 AR ESBOBESE PRI Gy AP IrER R Pi%%‘k I PR R RECHBYUR g
650. Thigp@pgiditd188di6@dokl8, WeibadtatienNet othér pomts el thdordifed igdtothted db1Sar6 10
and 620 to translate up and down significantly. Optionally, the apertures
carObe cxtepdedipariodipfibiighi ngs to avoid netal contacting metal (in cases where
t he housing 650 and the clanp and 10 | atch bars 610 and 620 are all made of
a net al[p0seid Tie: Iph@wangde wsirebess moldol-3B6 iredeivan sembi data from the short range wircless

module 526 (sensor data retrieved from the sensor modules 550) and receives lock data from the
active lock controller 520. The sensor and lock data is transmitted by the long range wireless
module 536 to wireless networks 590. The wireless networks 590 can include any wireless

25  networks discussed above.

[0087] Referring next to FIG. 5D, yet another container management system 500-4 includes a
lock subsystem 510-4 and a communications subsystem 570-4, but does not include a sensor
subsystem. Instead of communicating wirelessly with a sensor subsystem in or on the container,
the lock subsystem 510-4 includes a sensor module 538. The sensor module 538 can contain

30  sensors to detect tampering, environmental conditions, etc.
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[0095] The fluid chanber 632 contains a fluid such as a liquid or a gas.
Liquids can include an oil (e.g., organic vegetable oil). The feed |line 633
connect s wheofd/1sigdochanber 632 on opposite sides of thePpiraisenod®dis4 As an
alternative to the feed line 633, a channel, or other fluid coupling, could
be formed in a body of an alternative | atch nmechanism where the channe

connects two 15 portions of a fluid chanber also defined by the body of the
| at ch @@¥¥ni Bin lovihepsysiemva-delesacludesseeaniainadorst bicrfase a1 thes isgcoupled
posi ti gn he flui n fl hr he f i 3 t 0cki ng
rochani e 00! s hGR0EH ek Y4 BB LR RS PR OB LR R
deact i watfipefdipeReddm ot Agchdratodl Tie (diaiadrasber idface ancduphealty tifd ety 323ugh
the feed line 633 allow ng the clanp bar 610 and the | atch bar 620 to be
moved rR@MRNtYB ahaiggdaveht Rag batiery sifecadrsdurdriaibackupeusersearam g cRBEHSRI sm

6305iSP%@B9§h$P8%8%?§F§%iQaﬂﬁh%g%fﬁ%ﬁ%MQHOUt five tons when the val ve 634

is activated. n one e , the valve 634 is a one-way val ve.
When t ne- valve is activated,.the fluid in the fluid chamer 2 can
B AN A SR R R RS T S N s

25(or vice-versa). a one-way val ve allows the | ocking nechani sm 600-1
to be iy wnzemotasiey ppivghsupnbdd Mmsdbntogk melrsyktamss 10t otreedifforsinednast at e, but
not to be renoved. [0097] As illustrated in FIG 6B, the clanp hook 605 is
di Sposgeng0p LEhc@ntaidd Inhnwb e dyaduseh shod@dh FI@s CHA a3 seRbrpRaf oi3ane®f a
shi8ping container door. Wth the [atch assenbly bar 535 positioned within
t hdOc| afpneidontisgsThe ermpangnts shewhél e dockssupsistean J10wEe derseE puliskigiema 540

30cl a - ' | =onn | nt ed
ci ot b s BBl By P ERE S AR B B b hobifs B Ol
cont r olalserbe4d8ed efmesamprl otheb@hsdrsngatuddst(k @nethmpdmodules) can be located in or on
2010/ 151899PCT/ US2010/ 040264 within the clanp hook 605. Wen the bar sensor
625 i ndRCeRMEANGTRAf chBe P eRd R SBGEPYMYAICates R op dataith Hy qféw@ésr%%%- | er
408 activates the valve 634 to prevent the clanp bar 610 and the |l atch bar
620 fr do0Pei MMefomingdeketodliGS 6A96Bankd 6ft, herk mihenisars H@GHeod 600-2 asd shgha. bar ,

e.qg., e latch assenhly bar wth the valve 634 in.the acti d

ot d5e, PR dodoBRCHRERRA AL B8 Mok el i B 5y SRR Ut bR T ang

| ock stea58), ark BRCcAOS keldRERGRbSMABY302 ﬁﬂmtz,@@stpé&mnedrﬁer 188% FREhdn@h&b00
assenbly bar 635 during nornmal operation. In other énbodi nents, |atching

mechaniisthh@3@ aamp beokatrDoae tclamyp baatod O anlgtohrdonkanil &ra leigh hang2 (h arckantheobdr i ve,

et oot taneh GhoTRBTo EoRt i ta Rl hR JRETRORP €502 dRRRebR 615

As W t hatthigg @lcaRahigh 6BE afP & lch portibheof Bt ehnp b6 16 2ic iaschiis B0l ahdit@r d
10such that a | atch bar sensor ?e.g., a mechanical switch 628 connected to
t hé0pr icknaand latehiproiss 4281 2866272) is all owed to conplete a circuit, the |ock
controller 408 senses that a bar is positioned within the |atch hook 615.
When t @092 anfpatettit hnatlednidda63EBngnssvahsbiiganhechanistnh When adiagrp paysolee 625
and the | atch probe 627, respectively, both indicate that bars are present
in theef%tFl%in%nWG ! éﬁsﬁ&n@rbérﬁiéewfl%sé%cfs%, fin POENEB BT IR C108 can
permt ptog'iﬁoh Qﬁ&tﬂéﬁ@ﬁpﬁusﬁ% @Q&iﬁg)mechanism can be activated. Such manual movement of

the clamp bar 610 and the latch bar 620 can conserve power and prevent injury (e.g., losing a

and theolateh tlﬁé‘rcoﬁ%%gla foR& sapsihedat F’ﬁ@ E&lﬁlﬁinet%btv&ﬁ@ erﬁtertféb_6®6QHh bedo@d&d o

25  finger) that could result from hydraulic actuation or other powered actuation.

[0093] The latching mechanism 630 includes a piston 631, a fluid chamber 632, a feed line 633
(shown in FIG. 6B), a valve 634 and a piston rod 636. The latching mechanism 630 is attached
to the clamp bar 610 at one end of the latching mechanism 630, the end nearest the clamp hook

605, and is attached to the latch bar 620 via a connector 638 attached to the end of the piston rod
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15enter into a secure |lock state and activate the valve 634. In sone
enbodi nents, a third sensor (see nechanical swtch 685 in FIGS. 6D and 6F)
can be acwoDwatogdigshen both the clanp hook 605 and the | atehushaok4@sd are
pushed together a certain distance. A valley can be fornmed in each of the
clanp bar 610 and in the latch bar 620 such that the third sensor (e.g.,

t he mechanical swtch 685) is tripped when the valleys forned in the clanp

bar 61®3andntdpertiigttdR derngzlon hq innp lhar @I fuich ¢has hesonngcgorss Siapssp ddougn
this erﬁpogﬂ %petmzt Eﬁ f%t%a%b?d{oqgléla%haﬁ?6 gn be entered when all three

sensors are trip I'ment aII t he sensors are
mechani cal swi tc es and req is enbodi ment, only a

pr ocesd8¢94 orwﬂﬁlélil%dé@ﬁtapé)llqt@r'?ars é“ii‘@c@zoaﬁﬁ‘ﬁh beiag gipched txtheladgiinge power to
oper at 0 650,
Che. ol S AP O e Rl Aby RSB 0P R E RAYSIDGe §
and5t heotattaboutthe p6ﬁf)whamd:a‘cths olonnaxtedmsh@]fatdhhg mwhmﬂsms&@r éFockeish sgabddyand

si zed for, .a st ndardl cont ai.ne r .ass . The |.ock nechani m 600 is
S ved oS ECTRAREO A0S A S Ponir L SRR Bivs IBerEl Satres (CahaNRbpi ng
cont ai Be%ed ih e Mﬁﬂgrﬁofﬁ(ﬂe 'aﬁ_erﬁﬂ@é%an]b% 5768 té Hot d1dw 88 Gfath aﬁﬁla%%h Bard 6201 N.

hi gh and about 2.5 in. he cl anp hook 605 30 protrudes out about 2.5

in. framlthe thioasiagyp Mﬂeqfowrudilglyﬂﬁemtb’ndhﬂlonaﬂﬂ th@@dﬂatfzswahbolﬁttedﬁllqbr ot rudes

about nches fromthe housin ended Iers and
oorae wdtERsR bR BEB bl Bl ED s tontieRs (e M g A50iFH bf Bl

st apdangtciz 8sks @il 0BAS bTN&re alliBaddioTaRSdtANEndfo froeide @@Botm&k}afﬁbﬁcm ﬁ@ﬁoﬁ; an be
adjusted to fit these and ot her container confi guratl ons. [0101] The PCB' s

655-1 5 I t

SRRl LR R R e R
the pr otlgsgQlordiids vdgetabk: cmsrrfrhy fd4inc @83 lcemsictsahluidi chambdér d32eors@pesite
nodul e 428, the active |ock control |l er 408, the GPS recei V@lﬁl&ﬁ%ﬁ’éot he

wi r el esidenphithedisiomo3 . nas yrslisragtivito thedpeyineis. aqbanngk of
S upply céﬁl% e PhRELd 1‘1:1%%%2%?51? aﬁ@rﬁatﬁlesigté‘ﬂ SndcREATERA, ik B RSB @élﬁlec{sqgvgz] The

| ock mechani sns 600-1 600-2 include four and three batteries 660
reg ﬁectplovtedny of Aﬂhl&bcb&mmbbaals(e dgtiredDyithe bd)dyusﬁthataﬁdl atdhached Whetb‘é]btvekvy:
term na6|3ﬁ is ac 1vateg ger fa closed position, the fluid cannot flow through the feed line 633 and the

locking mechanisms 600 is engaged in a locked state. When the valve 633 is deactivated

(opened), the fluid in the chamber 633 can freely flow through the feed line 633 allowing the

clamp bar 610 and the latch bar 620 to be moved relative to each other. In one embodiment, the
20  latching mechanism 630 is capable of resisting a force of about five tons when the valve 634 is

activated.

[0096] In one embodiment, the valve 634 is a one-way valve. When the one-way valve is

activated, the fluid in the fluid chamber 632 can flow through the feed line 633 in one direction

to allow the clamp bar 610 and the latch bar 620 to be pushed together, but not to be pulled apart
25  (or vice-versa). Such a one-way valve allows the locking mechanism 600-1 to be more securely

tightened to container bars in the locked state, but not to be removed.

[0097] As illustrated in FIG. 6B, the clamp hook 605 is disposed to be partially wrapped
around a door latch assembly bar 635 of a shipping container door. With the latch assembly bar
535 positioned within the clamp hook 605, the clamp probe 625 is pushed inward such that a

30  clamp bar sensor (e.g., a mechanical switch 626 connected to the printed circuit board 655-2) is

tripped to complete a circuit such that the lock controller 408 senses that a bar is positioned

21



10external to the housing 650-1. The batteries 660 can include the main
batteries 416 and one or nore backup batteries 420. The external battery

t er m nal swe@6éiocamogeonnect the external battery 665 to tR€eTASRINA4026€K
controller 408 in order to provide failsafe power to unlock the | ock
mechani smin case the batteries 660 fail or run | ow on power. In addition,
the external battery 665 can be connected to the persistent storage 444 to

ret ri ewdthyn thgjcdanp hoak @se dViemthgbansenserieSiseisates thay the latel gss¢mbly bahn)
attach X tier r.m nal 6 e i t

W thot Ia TS do Bl B4 0Ls" B ARG By P A PP L O € d Beboch e
| ock nibahéell 8omaRhg Wevddagrsave b ach attge Whemaabtiell t2dOinyleltag cup, the ladout
450 vol ts and h'sf%iksler .can be received w thout damaging the. lock circujtry.

[ 0103] 2ascpiheParqdt with dts7vale o3datheircsivated ste Hin loek Pgehenim ¢4s2 koidhsigs

6505 T Oy, Sy, ¢ '

rechani a0 FoT R e R B S e O B o 1
FI GS. 6#ch 68cmbhly BE635 duomen@xahpparatodn. | lookharembedisantsatatchamg thechasssch 639
engage ogti ons. of contajner doqr, a latch. assenbly bar in thjs exanple.
Lock méAbAF an actiye ARG MRPAT R S iset Dot 47y o § SToWArYRoiotlerOHb RS- i n I G
6A, 6B and 6C. For exanple, a | ock nmenber could conprise a rod with a

25ci r cfeas] elld lptch padbe 637 iptdedrto dbtagierhanransthes ewttiioer tao tsditiontd wathin

C-shap -sh U-. e, a gquestion.mark shape ot he hape

0705 Th Rt RRERRS Rs PR B s MR B EOR B WS e TRBR 5+ o

i1 l1gst rsatieghat JAechl € kedyBeRan) Si&8icdl dvsitchrizRehnarddaditiepintsd Zieshif ardn

| SO standard sea shi ppi nlg container as were the |ock nmechani sms 600-1 and
€

600- 2. PdwWaietllovieddo comrIctr pimiits thedodk @niraleifssenes thib 2 braimpopisereds 70- 1

2010/ 151090 BTRERSBU P55 oSN s T REAE! PR 1IP A SRR PR Ui e ™
| at ch Iposie RP2nd Thelathangber 62TS reSéttianld, btk inditaahthaobias brédreseat attabdelaimped
wi thin the housing of CF mechani sm 600-3 by a first bul khead 675 and

he | o .
& secomoblbh HEbdsHsh hatied hetlogutaptreder Prsandermigihalgclameeiense ¢ one
cl 38p rAdsifd9 sande LJEE Tst%?eca‘}ﬂdacp%;cg WeS634. Gh ﬁéﬁ‘le @1&&) ifedist £ ttfifi€ch@kch
rods 672. 5[ 0106] The first bul khead noves within the housing 650-3 al ong
wit h t ligeecahatmpnicddsie 85 in FIGS. 6D and 6F) can be activated when both the clamp hook 605
and the latch hook 615 are pushed together a certain distance. A valley can be formed in each of
the clamp bar 610 and in the latch bar 620 such that the third sensor (e.g., the mechanical switch
685) is tripped when the valleys formed in the clamp bar 610 and the latch bar 620 allow the
20  third sensor to be tripped. In this embodiment, the secure lock state can be entered when all

three sensors are tripped.

[0099] In one embodiment, all the sensors are mechanical switches and require no power. In
this embodiment, only a processor (or micro-controller), a clock and the valve 634 require power

to operate the lock mechanism 600.

25 [0100] The dimensions of the housing 650, the clamp hook 605, the latch hook 615, the
lengths of the clamp bar 610 and the latch bar 620, and the locations of the switches are designed
and sized for a standardized container bar assembly. The lock mechanism 600 is sized for
standard 14.5 in. nominal bars used on ISO standard sea shipping containers. The housing 650 is
about 11.375 in. in length, about 4.375 in. high and about 2.5 in. deep. The clamp hook 605

30  protrudes out about 2.5 in. from the housing, when fully extended, and the latch hook 615

protrudes about 3 inches from the housing when fully extended. Truck trailers and cargo
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when the clanp hook 605 is noved. The second bul khead 677 noves along with
the latch rods 672 when the | atch hook 615 is noved. The latch rods 672 are
further swebkniowsesyoby a bushing 680 at the end of the h®@aTiusgo16H@®284 near
the |l atch hook 615 and the clanp rods are further stabilized by anot her
bushi ng (not shown) at the end of the housing 650-3 nearest the clanp hook
10605. [0107] A spring 690 is attached to the bushing 680 and the first

bul khe&an®msrs haye dfécremistiaiadived dimensingsi hbe dmaensiong ehihe deckatechiapimt (8

cl anp %‘%%8% ﬁg&ﬁg?@?‘ﬁ@s%gsg?ang%eg%élgéiﬁg%%%ﬁ ﬂ% 1rOIl{Tl)st position, as shown. In

this e ng expan shes The cl anp hook 605 away from
t he housiﬂrj& 650-3 when _the | atch nechanism 630 is not |ocked. |n another
15enbod{HEAt | TheRCB 3 5A 3¢ §o5-Zingkude compencatsafe lagacipit suchiie tha l8fp bar

605 to | ign = i t: t he
o s S 4G PONE e R Bhon gl RiEne B IR B, 68K EhnliRIBUPRE blocE RS AR
conpar el mombew424g at laast alpanpnarfdhd shedr rhadide 62X) tlanattio opashtrolbarddsSthek t o
back i e housj 650-1 or 650- 0[ 0109] Referrj ext.to FIG 6F, yet
e her e e g I RIS PR s - s A TR ipbes e Sou R |
to _thes §4ﬂ§.¢bﬂ[@r%8?n§%h%_ c%ﬁca%tbeffgfm&?&{‘ﬁe?icﬁ%sfspr a truck (or
trailer-tractor) contalner instead of a sea container. The |atch assenbly
bars of ck.cantai ners. are cl ose oget her £ han ,thos f.s cont ai ners.
o hodeirC B RbERGER et BN odo SRl IR LRER BalisRBRY b o o
truck geypeaivesy SA Qo@éklﬁadaﬁ@ry%mtiﬁilﬁﬁfr&):d a2hOd iDdativBneramalstiBoeRapenent s

used for the | ock nmechani sm 600-3 can be reused for the | ock nechani sm

60004, cxisinadiihsiheusing 65 The hritres 908 casinelyde tharpaigibaticries 41panpepe poar d
000- 4 150k RATRARTSHS. APo DN ThRr SR paR e, SR B BN Rufy

part of66b hetheaictitd lpgk teahdirt 408 biddkderfib@rdide fhilsdfapbeer founticidienloby t he

| at chi ng nechanism 630 in FIG 6D. The fluid chanber 632 js 30 the sanme as
the f| dReFhaiHsmperassabe baticrst poft fa ar surrlomeon powelndn agditigndhs pxisaaldtiiifber 632
is WO : i 5 and
noves a6l% g%gﬂ %é%%ﬁ@éﬁ%%@%@%@%%%ﬁgag ﬁg&ﬁ@%&ﬁ%&g %%eta%rﬁ%?g??t@ 1(z)n rod
63650f datae Gitauitdy Gloastosmn)@82chicd td-thESxteBill hattkr§ Feraniml b Gtacindd coofigired second

bul khead .677 ,and i s, act uat ed, by nov nt of the |latch hpo 15. . The valve
05 1 < I HeA e RIS HEb ST B frpeftsst it Birbthedfe ek Tishaam b
600- 4. V%lﬁg@boiﬁch ﬂaﬁé&ﬂ‘ﬂorﬁ%@ﬁﬁoﬁ vo&s u ﬁﬂ@odu%ﬁﬂ%&%d@ﬂgﬁeh@aﬂ B eBeib@pk 615 in
FIG 6F. [0112] The | ock mechani sm 600-4 (and 600-3) includes a battery

pack 66Athonbdansdgmwgthichodkia@cud) that includes 8 batteries. Sonme of the
batteries in the battery pack 662 can be main batteries while others can be
backup [bEI3] er A @Swer switch 667 is located on a bottom surface of the housings 650. The power

20  switch 667 is pushed by a user to wake up the lock mechanism 600.

[0104] The clamp hooks and latch hooks 605 and 615 shown in FIGS. 6A, 6B and 6C are one
example of lock members that can be used to engage portions of a container door, a latch
assembly bar in this example. Lock members can take other forms besides the flat bar-hooks
shown in FIGS. 6A, 6B and 6C. For example, a lock member could comprise a rod with a

25  circular, elliptical, or other shaped cross section formed into a C-shape, a J-shape, a U-shape, a

question mark shape, or other shape.

[0105] Referring next to FIGS. 6D and 6E, another lock mechanism 600-3 is illustrated. The
lock mechanism 600-3 is another embodiment sized for an ISO standard sea shipping container
as were the lock mechanisms 600-1 and 600-2. However, the lock mechanism 600-3 includes

30  two clamp rods 670-1 and 670-2 connected to a stand alone clamp hook 605, and two latch rods
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[0113] Attaching the | ock mechanismto |atch assenbly bars, as shown in

FIGS. 6A-6F, is only 10 one exenplary enbodinent. Alternatively, |ock

menber s cwol2diobs1genf i gured to be secured to ot her portipomaisSedioas@ent ai ner.

For exanple, |ock nenbers could be configured to be secured to door

handl es, | atches, recesses fornmed in the doors or container walls, holes

formed in the doors or container walls, ring; Tetc The housi ng of the | ock
e

mechanitdlcad & 2t?eattﬁéh¢?’aﬁ@eﬂrﬁt4l5d gencdetsh @0@196 lest clemp reftsdr7d o thmlgtchapds
' I |
Bt achadoes TR BRE g B ok RS IREP R SO athetdERT Ly PHIE,

sone e rgb@ﬁhldnﬁnihSad 67113 Tl&cﬁrsmﬂm&md$ﬁﬁ ¢otigidiyntatiadnbd etk ¢1msp dedstdve apdniai ner
or integral with one of the container doors, [0114] FIGS. 7-10 show fl ow
d|agraﬁﬁaﬁﬁlWBﬁﬁa%%éﬁﬁﬁé@9aﬁW6éé§§é§@hH?Séﬁ%ratlng the lock circuit 400 of
FIG 4. Each of the processes are perfornmed in part by an external device
such aq0620rHiu first i8khaae nfayeg withtnhibe pousiadd ¥0)- Q\,iatoag egth tleviaopsod267tnd 320)

oper at a cer user ., a gus d ck in , etc.).
0115 i Yo g deck s ime e ssraIBER 57 Phkey o weEREHEhed o
shi ppi g2 GaRhahdBIchitdok BE5 iﬂh@védo%e%t@ﬁ Bodslegs %&@ﬁﬂh%t&tﬁ%d%ﬁhﬁ@ to a
shi ppi ng container in a secure | ock state, comuni cating data between the

| ock né@ﬂahthwnénﬂtheﬁeum@ﬁﬁ@hew the la‘nqdolrmqi@dé@@ti thyyclamp rod arpbirther devi ce,

o0 o BT BEeY PR TR AT BT AT T LR AL S8t 0o
fonol ogsng a | ock rrechanl smto a shipping container in the idl e | ock state
is shown. In reference to FIGS. 4 and 7, at bl ock 704, the | ock controller
408 reg S I t r.f t S|gnal
408 1 |7 ApBNS0 BSRIs0 Y Ae Ry HRER Ll RSO A AR

ot her 3thbodipdnt,dBY bpréngafo0tik eoripiesscd mlﬂrﬂlaehn@%d lhtioh boeksei0b add 6 fi in thTehe

i nducti.ve power supply 448 WO 2010/ 1 1899PCT/ US2010/ 040264 recei ves an RF
power STR§HHI0SHPRITHAS wlwnaﬂn ity FRRedigenbthe wheing Swesnds ppdh Ryshey thergdamp

pr oces8pic 464w @ fofiRtht ﬁ%lné%@?f PYIFHANE ndcartilf 6B AGER ket gnogled117]
Upon recelving the 1nput signal, the process 700 conti nues at

whébe tehsbopmoaesbosprd@ds iss stescledwaiteup moisandamp bah&)s oekrdiha ﬁlouﬂlhgr 408.
Bl ock 7 an be omtted if 5the lock controller 408 is already awake.
[0118] |nuing to block 712, the lock controller 408 initiates a nobile
devi ce di scovery and handshake protocol. The details of the protocol vary
dependi[ﬂy)&}m Iﬂ$ieg twpeodsto suppntirdaed tbﬁ clstma@dﬂ@thlahocﬂ@ dﬂéiang 6US e@h allorw fani s
errbodl %@0 ntrol A 408 as thﬁ SIeF r%ité@ (gry and
handshak 1“8?1“ 1%06‘8% RSB ey *? Jag pnd Ry b i oS TioR

10Al terblaa{tov&lcy,mﬂllaeloﬁﬁbg bso-deyiks@20f the user could be the mast er devi ce
and the lock controller 408 could be the slave. [0119] At bl ock 712, the

| o6k C |
de\%lbce%ilim Ilg% 1419%&% Itig!r(;sg&y?ragﬁs m %glgg{eg?a[ghﬁga {5% e wé]bi%qgevi ce
r eques tmarfa@siRION0-4Tik einhite ko thenddekombehian#H:8600s3 BX&ppfo@@Emgﬂﬁdd WortahtridkgoPl N
t hat nmust, be provided by a nopil e device |£|
trailer-tracto ? container 1nstead ot a sea container. The latch assembly bars of truck containers
are closer together than those of sea containers. The housing 650-4 can be sized to fit within the

latch assembly bars of truck containers (or cargo containers).

25 [0110] Many of the components used for the lock mechanism 600-3 can be reused for the lock
mechanism 600-4. For example, the PCB board 655-3 is the same size as the PCB board 655-4.
The same latch mechanism 630 can be used for both the 600-3 and 600-4 lock mechanisms.

[0111] FIG. 6F shows a fluid chamber 632 that is part of the latching mechanism 630. The
fluid chamber is hidden by the latching mechanism 630 in FIG. 6D. The fluid chamber 632 is
30  the same as the fluid chamber 632 illustrated in FIGS. 6A and 6B. The fluid chamber 632 is
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15order to be paired wwth the I ock controller 408. The user enters the PIN
into the nobile device and the nobile device transmts the PINto the |ock
cont r ol | ew0208/Mi1$9t he wi rel ess nodul e 440. [0120] The @#cCIase@E0p4@nd
handshake perforned at bl ock 712 can al so include a synchronization
portion. Each |ock nmechani sm has a serial nunber and each contai ner has a
serial nunber. In addition, the sensors to be associated with the |ock

mechaniagashgd do thedirsibudldierd bre pndhampecssdengaw ith therdamp hepk @?ﬁy’d@tth@ ﬁlam;brféd&)f
aut hentg,gaty,0 Bls?o%dr%fi%% n,gf‘hse fﬁﬁé’ Pﬁa%%e?'%% b KRYS )6D éﬁ&%ﬂ é%& ttéc% Ji?q he ‘é&%%r 1

t he contai ner “seri nsor seri

synchr oaikhesd &17 &ldog kctddtdd bo naivlemenﬁ‘ csﬂthe; Lapgdl hook hsas n Tﬁanalge 6‘&411s hldidbndfye
enbodi nent, the user enters a container nunber in order to | ock the | ock.

The uséhe gfher qoEnopgits & thee&amedianisme OPPrs 4t &00uh /A erand dukeh agscrblvbar
andéor6q@m;a&%g&%ﬁfg%qat H&ﬁHﬁB%nQHGJ@@ t he handshake 25routine. In some

enbodi ment evice is used to enroII seniors and ot her y
rochani QR Ahor 1 Tt Gae b pod Ru ARGt HE 487 Dl S e F1ch

| ock ”%@j@ﬁﬂt%ﬁ@l&&@%%aﬁ@n@so@ow&” tﬁé Qa[tfeﬁeé th tﬁ@ BBty b%l@@&vdag%e@né’iﬁg% s
interface that can communicate with the npobile device at the block 712. The

websi t evidBedireratdnoye haskupbaterics | og into using a private key (e.g., the
PIN). The user can performthe WO 2010/ 151899PCT/ US2010/ 040264 di scovery

and har[dﬁmkeAﬁzwhiﬂgrtﬁé 1@1( naé@ﬁarhhmd; lafdPasidmbly ibag, exihdhinig F3QS (RI6E, Bdnthe
nobi | e devi ce . browser or simlar softmare) [0122] At bl ock

7160 ¢ pac ﬁé@kplwmmléﬂdur@@nt4@‘étewﬁw11\/e@claW&@é@s@ﬂl& DAAGEHERKAO D SeHESIRPN ( or
ot her %Eﬁee\?ﬁgltdo%?%f%@oﬁ%gge%? Qxé’f}ﬁ @ @LGh ?n'lgfﬁ' c%pfdt C%L%E%S'té’ Eé’sefch%‘d»he

nobi | e ce nmatches re-pr gTanne shake was not
successibut hantihse llatotheme;ems Wm&dh@tml dooks &kantaha@masgmm%medmmm &doron of
t he handshake, 1§g process cogflnues to bl ock 720. % 3] At bIock 720, the

| ock c@ﬁ@?lbtﬁm@w rings &f% ekheousing i thedaeknaeshagim foaldbbpsrmapeniyeastachede
l'at ch ¢opnBSEhE O@rﬁ o‘?gﬁtﬁﬁér doPtidP&nd B&télﬁ%na% b R R nRe cOfidthe atch

assenbly bars o hi ppi'ng contal ner. at ch command can be received
vi a5t h@omﬁgwbésnsattmhhd te tkﬂeﬂftatch]a@wrm‘téy bait of\thé yt,helt dvor o$ érc cootaimtr.ubesone or
nore inpyt .devices on th user rface ssue. the latc mrand.
0n5a] Ribogiee F5:405% iechabi eod PG moartcd op st EoHAGH J e SEge A
ent er s g édtkad Bost at e which can be indicated by a flashing |ight on the
user interface 426. At bIock 728, the user, in response to seeing the

tlashi Tﬂlfd] 9 ki*tIGSrTgr'% lh agggra%pseof %&&@e&%ﬁw gr%cgsrs]ees f%]; of)&gtirllgatth% r11ock
circuit 400 of FIG. 4. Each of the processes are performed in part by an external device such as a
20  mobile device (e.g., the portable wireless devices 120 and 320) operated by a certified user (e.g.,

a customs agent, dock inspector, etc.).

[0115] The processes include methods for locking the lock mechanism to a shipping container
in the idle lock state, locking the lock mechanism to a shipping container in a secure lock state,
communicating data between the lock mechanism and the mobile device upon request by the

25  mobile device, and unlocking the lock mechanism from the shipping container.

[0116] Referring next to FIG. 7, a flow diagram of an embodiment of a process 700 for
locking a lock mechanism to a shipping container in the idle lock state is shown. In reference to
FIGS. 4 and 7, at block 704, the lock controller 408 receives an input signal via the user interface
426. The input signal can be the result of the user activating a button, a switch, a dial or other

30  input device of the user interface 426. In one embodiment, the inductive power supply 448
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15assenbly bars. In enbodinents wth an active |atching nechanism(e.g., a
hydraul i c, magnetic or screw type drive), the active |atching nmechani sm
coul d perwormwisesogl anpi ng at the block 728. [0125] At IpCoals20i8@4026he | ock
controller 408 queries the sensor nodule 428 to determne if one of the
sensors (e.g., the clanp sensor associated with the clanp probe 625
illustrated in FIGS. 6) has detected presence of the first |atch assenbly
bar i nredseveslkamy owk signpl anddorvyards an mdicatiooalkthe bvgr Baral Btheipsoagetor 404,

det ect Yo I Y I ol ¢ red rm fjme limt), the lock controller 408
enter S%ﬂﬁgsﬁc%}agg}ffé%&g%ﬁ%g%go@Fg@&%@%d the flashing |light of the user
interface 426 is deactivated. Subsequent to entering the unlocked state at

bl ock 19bL71t Hépgy ise@¥de Hapyinpuisignsd. fhsiiosess| 788 onttmicy pt Wpge K0S where ghe

re-est i - Qi i t : nd,
Fespectivaryr eSS Biskn RRRRET 1o Ypk QulPAS AR HIUPRS oRHE SopETR
assénblthe loak contrdllke4@d amprehdyodwakte. bl ock 732, the | ock controller 408

activates the | atching nechanism (e.g., activates the valve 534 shown in

FIGS. §dr18t @(Lxﬁﬁﬂﬁihné%lé bldeR 719CHke IRK bBEKIIFRORANLSE § thdblle dEViFSHist e and

assenbly bar and the | ock controller 408 enters the idle |ocked state. Upon
t he | odkndsbake plotospl. 408 detetilsrof the prhwcpltasy Heskddgsndbetype béconooeisstict00

2010/ 19100 BT R0 6 Da0R B TORIHT CRepBrp T Wale! HE ehs t ser e

di agr amiRbvéan aparhatishEtpréfocd WikDER $5ob3RATRE of Bekis@ibend EKlan@Chani smto a
shi pp container in the secure lock state is shown. In reference to FIGS.

2 dBg ghlteamatisebye heguehilerdsaionob hepe qaushae thhanaser avinod the idkaopliera
T R R e Do O L e Ao o e (im the iare logeamem
bac Lol R Rose i St S BeshOl o) SaparBI o SH Wit e menge

unl ockeg 51245, DS NERIy 830, RESHI TGS, BLATRRYRlcERdLShen, Rplnar ound

bot h bars. | ock 808, processor 404 recelves an I nput
si gnal ladkacantrellers®8 is pteeprbgeend@iGyitithe RINghiat sisy habrovadediby 4 hebiteedayide inf

t he _user ,actj vat.i ut.t Qn, witch, . a dial or o r. i nput vi,ce 10of
s uearadt e by Pt bl e oot T s i R inlo B oY e Dot
800 conhjmesioRtc RivReKr8dRitWhRmaNthendIbee @o’iﬁﬁﬂlef‘% {ig _%Mir@leé!ﬁﬁ@d{ﬂe ggemmand
to the lock controller 408. Block 812 can be omtted if the | ock controller

408 is ady awake, 0] At bl oc 1 nd 820, the discovery and
nandsndRPA7 o RS apd ngbPhedloref AR 2 2 olucbl€a s bed above i n
r ef er erggcHreniRAtdRkdrifoh? FuH ldckinedhasigaiak Mabival nufhib3d dndAacho@kin82Khs aupon
successtul conpletion of the handshake, the | ock controller 408 receives a

| at ch éemtammbeT. oy addidionsibe senppes tp e @psossiadamidh thedesk/mechanism Beikhg24 can be
th i . ' :
t 0200 2 Wnla P R ANl BF &y S B p LAl I i iRl AN IRO Bl | o

probe seyd)cThé 2eckawdalttuenteattbdhcqpnabe ssyibltraimi@? 8n@dhysdeaver strialu@berstdanaiid
6F) can be ysed to detect th bars are contacting both the |atch hgok and
the cl &ﬁﬁm@wlm SR 13 b ?qryutawatcﬁelﬁir%aqageraﬂ}te&u%%ﬁ_t CPRAdIBERtAERi ng
the mechaning® b BoltNifeSRENE it OCKr RUBLEHRIo P PAREHeL &F thdBiobHL BeliQCknSt at e.
[0132] Alternatively, the latch command received at bl ock 824 can be a
secure plrtax_tidmthc eomemdr sdiai nursbdtiagtliongoy sdnadl seribrombchediratgche bamishaks
' e%gl V%gutin%. T'IQ Eorgé (e)r% gc?im7e101tc,) the mobile device is used to enroll sensors and other

communication devices (e.g., the communications package 130) with the lock mechanism using

private/public key methods.

[0121] In one embodiment, a lock mechanism contains software stored in memory to provide a
website interface that can communicate with the mobile device at the block 712. The website

30 can allow the user to log into using a private key (e.g., the PIN). The user can perform the
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25[ 0133] The latch command can be received via the wrel ess nodul e 440.
Alternatively, the user could use one or nore input devices on the user

i nt erf acew02610151893sue the | atch command that is recei vedTas2moodlkec824.
[0134] At block 828, the lock controller 408 | eaves a current state, e.g.,

t he unl ocked state or the idle | ocked state, and enters the | ockable state
whi ch can be indicated by a flashing |light on 30the user interface 426. At
bl ock 8BRoveryand bardshike rpwisivsnsthetbdockedZiy ushg axistigniseigwiicgintthe mehidal |y WO

2010/1?%§§§ﬁ%%{y§%9%95%%?§9%g@§?&?ﬁvﬁgf cl anp hook and the | atch hook to

both o ch “asse S tan be done by the user pushing on
bot h hooks causinq%the hooks to contact bhoth latch assenbly. bars. [0135] At
¢

bl ock 48B2Znd’i Mofkuf kndic lpg eandinder 408 yaridsss agprcandulgipndihgke [fbsPRbiRr ol 1 er

408 i : : L€ :

Swi t on HsE ubDSAERTESITEH o Bt Botehie] {055l rohChlmiobe WAHETARRE. e

6265 as shcpatpedgramnted ttil. df tephapdshble: $26ndtanctesyftll, dregirbgesarctirns th Huek ¢12. 685
iated with both the cl latch bars 610 and 620, ar both rods 670

o oy o e e D s o PSR dB Pk d28art ng. ©he

presence of both of the latch assenbly bars. In addition, the lock
cont r ol[0EA3] 408t Wock @0 therlpck ¢ondrotlont0sstspgnes wthtchivemeemd dronmtiguhebie2B vice.

det ect s t resence. of _one, or, both,dqors .of. the container, |f bar
Lo efePHERFRLS iy RSt RaPRlE o Rhisk  ofiR oL As Tk paskmb G e

I m t) thd HLpPiNe Korkainéd afleaitcH BSmeRhets bR ceinbDeik ek wiralks, madul®usgk 844,
and the flashing light of the user interface 426 is deactivated. Subsequent

t o 18nt e¥lforgptively, thelusenceyldkysgrone of Rerpimpeiedeyieon thprpseetntarface 2o fssuedlel or
bl ock 8241 L9 ﬁﬁﬁgstablish t he di scovery/ handshake, or to receive anot her
| at ch command, respectively. 15[0136] Upon successful detection of the bars

and/ or the door(s), _at block 836, the |ock contro|ler 408 activat a
| at chi AlZRcHARTIeTh 13 e logheonirollgrd(uxitsan Ppgsﬁe%t?te 4bd pitgpia 183@%fq Bt ock

the 1 oGk, OPGHARY iffiched ng f{%ﬁlﬁﬁ% ggfgtrcgﬂﬁg Eg& KnE @S Pl & RSUKENS, TG GeRUT ©

| ock state. Upon enteri e state, the process 800 tefm nates
and ot hesposenraedsg derflaskinp ligbe swedally claepdtd cld@] Bddn Refodithd laghnext to

Gald bt PHE' TOCRHERAN IR T ot PE R & 1 Ve iGnue e |

r equestyr RrehepdMbid) ahdgMIve Qatchifig SROWEhistBlOEI He I8 HR o%,lrﬁpiﬁ%ﬁt meniekmed to
establish a secure comunication |ink between the user's nobil e device and

he | [ . bl ock - inml bl .
0SS ERT AR TR RN PR e R S DB o,

enbodi e, seAsoneleSd. | e Sta@ipe@dnidt AR With tHRE&1dnAE KroBE 6DA IS hes iBESS. 169
establish the secure communi cation |ink between a web browser of the nmobile

devi ce handetested pisesace ohthedirpdptch ggsembhebasiin lesclguphoals 1E e st Bight ted if a
segyre Ny [ i | r, | - i
e, SOMTHPLEASOn 185, 2.0 RGP g1 st AN o
enters the unlocked state at block 740 and the flashing light of the user interface 426 is
deactivated. Subsequent to entering the unlocked state at block 740, the process 700 can return
to block 704 or block 720 to re-establish the discovery/handshake, or to receive another latch

command, respectively.

25 [0126] Upon successful detection of the first latch assembly bar in the clamp hook at block
732, the lock controller 408 activates the latching mechanism (e.g., activates the valve 534
shown in FIGS. 6), at block 736, to lock the lock mechanism to the first latch assembly bar and
the lock controller 408 enters the idle locked state. Upon the lock controller 408 entering the idle

locked state, the process 700 terminates and other commands can be processed if needed.
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[0138] Upon successful conpletion of the handshake, the | ock controller 408
receives a data 30 request command fromthe nobile device at bl ock 920. The
dat a request2omorsmend can be a WO 2010/ 151899PCT/ US2010,020RGM0M0e6€£St t O
transfer data fromthe nobile device to the lock circuit 400, or a request
to receive data fromthe | ock circuit 400. [0139] At block 924, the
active lock controller 408, transmts and/or receives the requested data to

and/ or [9}¥2%h tlﬁtfelflﬁﬂlglﬂeét fé&lﬁc§ g flawtdiegroin og e sebagdispneo iy proceas 800 pote pi eces
gf dat %ﬁ{?\% 2 I%%k%f? S ghliaﬁmg cgﬁ?{nterd n tﬁg Eéc%Pe 1%%1{ 9[ {%GESI%WAhn ILl%‘f%PelncThe
ata reque rrman can 0 conmuni ca Techani Sm st at us

i nf or mag FOGS. zﬁuﬁim at Blodls 804 ftley Wt p@s‘mmnhe hedhudek ebangesnd Nscsbid latcth t he
| ock mechani sm i ncl udi ng, for exa activat] onsﬁfuser initiat
T

pover - @p¥embln Py e dvrrng Fatyten | ? e| logkkmehapisps 18 lreadyreesd to Fhelﬁfﬁﬂa‘lcét ch
assenbl AhHNEK ement
of *FooiesR bl P A0 IGRMANIEL W38 paf SAAD Byl hd BRI i 1 FEAROPTE
and s ecsenfosmdlbac kifehveelotls ineclizaddm rsamoit hesthed it ¢ither barstindrieth the tthloakdd state,gshanp

(e.g., Geenw ch n.Ti e data request command can be a
requestus?rcfa&?ﬂﬁﬂﬂwﬁ‘ﬁtcéa ”E%S‘?th%ﬂd# Ll}?ﬁglff‘r@é”flgp?tgt g the contents of the
shi pping container. This can be a request to comunicate the manifest |ist
to 15t He128ckAihloduBdd, Aiemroessspr, 40dheasimvteh en caput sighadrvid ‘élefuiswsntetfe@ajfélﬁ Te

when the contents.of. t he ai ner _have c r est

mant et S G 48 he SR LES g B ANER LR Y B anb Baiec £ om
t heol oG tid Wsetinterd@948€. 9., when the container arrives at a destination).
Mani fest information can i nclude serial nunbers, or other authentication
codes r r th the
codes (5. CRALUPLRLANINS. KB KEYEs O RENLLEB3000 Shad

cont ai rpeascesmr ued 1s@wmakeap BS@Manetd the loekndadtro Aardi080 Bivkk Lt daﬁﬂl)eSJubS@/dSifem
seri al @bers mani f est informati on can i nclude | ock

nai nteﬁ]éfh gk geteg! 654%1@ G?Wga‘ﬁgéﬁentenance hi story, maintenance |ocation
identifiers and mai ntenance technician identifiers. [0142] The data request
command0t¥dei Aeldodts 816 aol 89@0he distaicay swl lpmdshake quesdol tan bepatormed entor

da that the | ock cui t .400. has ei v fr ensor.. npdul es associ at ed
SRR hahe 55 b ARriRed Tl if Fmagodiat 112 el Il P o 428 Such a
request could be made by tracking personnel at various points during

t ranspdft31] Thast h'ledu%%‘h uporr suseerstnl complgtionaf dhehendsbhleg, dut lpok mntroélehé(l% s, or

D e SOl B Fol b TR DB LT GRS ES 0

the syst@@latéicdrhingnC@seccil@ratbicr 730t dlckd)@bntamsr balsertods Sdodidted lwethGPeS
receiver 432 and stored in the nenory 424 or 30 the perS|stent stora e 444

i s comifph beakeandithe elamprhonki(@gd i Cé@np wbe worh 66 guHby latedppreby ouitds

20  shown in FIGS. 6D and 6F) can be used to detect that bars are contacting both the latch hook and

the clamp hook in order to identify that this is a request for attaching the mechanism in the

secure lock state as opposed to the idle lock state.

[0132] Alternatively, the latch command received at block 824 can be a secure latch command

that is distinguishable from the latch command received in the process 700.

25 [0133] The latch command can be received via the wireless module 440. Alternatively, the
user could use one or more input devices on the user interface 426 to issue the latch command

that is received at block 824.

[0134] At block 828, the lock controller 408 leaves a current state, e.g., the unlocked state or
the idle locked state, and enters the lockable state which can be indicated by a flashing light on
30  the user interface 426. At block 832, the user, in response to seeing the flashing light, manually
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[ 0144] The requested sensor data could be sensor data the has been stored
previously in the nmenory 424 or the persistent storage 444. Alternatively,
t he reques0 2bavisss¥asor data coul d be a request for a cuPCEAIS26GI0M03@64
reading, in which case, the lock circuit 400 would retrieve current sensor
states fromthe requested sensors. 5[0145] Referring next to FIG 10, a

fl ow di agram of an enbodi mrent of a process 1000 for unl ocking the | ock

rochani b tonk it iy o haglnirballsoLalsich BRoDRY E0DA N ocTU B o
oo | e oadut S B S p S hBak! e P eGB! (e %Fg(’@%f%%% P it a

to the bl ocks 704-716 respectlve y, discussed above in reference to FIG

7. The [P1BdksAtultock §31anddn Aunher sefrieneqiio OS8R @nd &F 1 e dorkuaontaliersl0s i nk has
al read f S
700° - ST BT nARE 408 croriine B WhiDRboR RN 638 ol BEIRGRERPAES
conbr ollateln pd8 62@@1&3«1 the sl aamp hmdkmﬂdtohcﬁiﬁm&%cfaminwtﬂm&lemp protlevR & éandi a t he

1050, RHB S b a ek ah L TgibEA SR ol il 1l S0Ged B3 et beeet o
bl ock 192dsnAaidre. 1ask,SRAILOL) By H0ndaRS HRkeS 1ﬁct1@atin%ttﬁ@bﬂégeﬂ&'€6t‘8&hsm

(e.g., a passive | at chi ng mechani sm such as the valve 63 or an
act i ve of #tedhich @smd‘)&nahars minsadgliticas the lecdd emoiodsr 4Bchoald qucrmf laj dedesensercafew
devi ce,, etc.

rove” CiS i A e BN A R ot SRtk TP b85S 000

conpi nuag/oathelovgk) 028 déﬁ&%de(etgh evitiag K p2lieeminielltietc KaR), emt IREIS cdliddller
unl ocked state. The | ock controller 408 can deactivate any aghts or ot her

i ndi cat4@8snisrs thaanlgskad stie.et black 849.anpgha Bashmes light pﬁglewészrtmte arg 420 81A, a
flow di f r r r i ate

i ow S RALAMAT SBnBLAGHSS AR, 120 FRLEL LIASHELREE AR GR Sodh GamEgEal
1154, blB&ckBI@?o wn@btabhﬁlﬁtmrcbscpeéf&MaﬁMak@ ot &d @béivs hn@h&dgtul eoraoandNi cat i on
| i nk 25between the user's nobile device and the | ock controller 408. The

bl ocks 'ePsaIVeli 58, 1162 and 1166 are similar to the bl ocks 704- 716,
respectively, discussed above in reference to FIG 7. The bl ocks 1154,

11538, 10B3]andpdnle6casainl decamntdfeldt bars ancﬁetdhe doadmatlacktd36nthkilodk has

200 anroile: 30 Srtnistnn b BB stacitig e fn it ot s dhn ko RASRE o

contr 0|ld)ékr thé RRKMECRLYiSH t& theIfhraddnee Idcﬁ%ht%lle@ ehRrsahe %oﬁ%ﬂ%@ﬁ st@fe Upon
communi cation nodule to enroll in a group of devices that the

2010/ 1508099P0F WSO 107ko4@2.61¢ prockssORtierolinaies a@thdricomipendeean ltet rrdeaseed
cormunlﬁn Xnth at block 1170. The communi cation at block 1170 can be
recei ved"Via the wirel ess nodul e 440 froma nobile device or froma renote
dat a center A sensor or communi cation nodule that is being enrolled can be

as28ci A0 wi Referingawssiie HGh 9y s fleyn digramef ap sndpdisient ala piogess 988 otechani sm
I's sec %Bhl'ﬁgm%atlﬁg 6w RHRRYRBEE Mechanism and the mobile device, in response to a request

by the mobile device, is shown. Blocks 904 to 916 are performed to establish a secure

communication link between the user’s mobile device and the lock controller 408. The blocks
904-916 are similar to the blocks 704-716, respectively, discussed above in reference to FIG. 7.

25  Inone embodiment, a website stored in memory of the lock mechanism is used to establish the
secure communication link between a web browser of the mobile device and the lock controller
408. The blocks 904-916 can be omitted if a secure communication link has already been

established (e.g., during execution of any of the processes 700 and/or 800).

[0138] Upon successful completion of the handshake, the lock controller 408 receives a data

30  request command from the mobile device at block 920. The data request command can be a
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5 associated wth another container. The sensor or conmuni cation nodul e
that is being enrolled can al so be associated with the | ock nechani sm
(e.qg., theoworoelsess nodul e 440, the GPS receiver 432 or PChass@nsanédrodul e
428) or can be associated with a comruni cations subsystem associated with
the container. The authentication code can be a serial nunber or a
cryptographi c key such as a public key of ublic/private key pair.

10[ 015@3quepion traaser datm ombe mobHe dwleetq the 10@ @it 40her bIrespiest1o Tereiverlata
proces§T%&gglgap&hmﬂﬁ%oto bl ock 1174 where the | ock controller 408

establ i Sh communi cation link with the sensor or connunlcatlon nodul e
whi ch the authentlcatlon code is associated wt conmunj cation |ink

can be [413] r ehedlack Ptk thesaclilss losk santiplier fHE W?@lte§%d/ﬂ’bf&&ff1ee%h®mq8?5t%fi wi red
ink (@pGto aﬁ&/%?ﬁhhﬁﬁ@%o‘ﬂl@d&ﬂ@e Qﬁ%@@ﬁ%@sﬁgg &194@6‘01%?1 %rtﬁral% taQfan t he
| ock mechani sm or any conponent wred to t 'ock  medh 51]
Upoh e@Eabhnmmmqmmduhenh@hhmmnmnmuhMmH924k at the bl ock 1174 the process
1150 continues to block 1178 where the |l ock controller 408 and the nodul e
bei ng qpi4y)! ethd dutd cqh&t BodhBROVAT Ve ARYuER PSRN ENRE R FE&AUhEohahibmlshBus
dlscovewé and handshake procedure is determned to be successful at bl ock
1182, tikferpatowe sBich $BOspRivrwattm cta@ 1b¢10¢d<clmmg® intseteofitheldchaecbamsmol | er 20
408 stor es t he. aut henti c t%on § ; soc athonlm%t t he enggllggknodule
into tH& WBH% 9" IFAPEp AP RG9S 58k IEHF‘ SAEEGEP R AR IOCK Ve TRERYH 94 08

proced uﬁ&hmgmtfmeﬁ@wdﬂh 1atétttesahlﬁzwer(tsa@a@nttaﬂtdﬁtaake PhEIitfegulas de-
repeated at block 1178. [0152] The handshake proceduredgerforned at bl ock

1118 canstesrent el pgumeskanisgn (Irpnelsweltlawa,tqn@ lpciingiognisdoeth idledegkaadt he
th t f
St erSEARLLAR SRS AMVMIRLTRAHL B RALEA GG o tRE SitlRie e

aut hentliiga}).i on code of the nDduIe being enrolled is a cryptographic key(s),
the lock controller 408 and the nodul e being enrolled could exchange

aut hentip£ahi of JRESRYES HethAdnd B, 6 &% AP iR b -cofr@f L& gt the
authent?caglon cod§ gece?veglgy %he %gﬁﬁ contg%TFer 408 at eF Eﬁi178 Jg
pubI i ¢ thegonodntsofphibkhippipg coabimek elhipean he 4 i'uqueautmmmmuhﬂcgte olic mam%shgeo

i fied t he sensor 30 nodyl e t|n a di nat re of a

o d SagdialSEk el iR g At oty g IS cnirof 1 Ratsbtedufl Sitierdog
COU| d vayd Enankbe PR REMs fdriite AhniflieciRS 8RIBC 'd%(ﬂﬂstttb Sedeiil! a'ncahl‘égr%’}ﬂ stord@®
2010/151899P / US2010/ 040264 [ 0153] In sone enbodi nents, the handshake
pr oc es snant felf] fork thellpek ¢iscuat 4ﬂ0d¢ rge othicorlad cq@tm@@mvﬁﬁet & destimatiovk Mavfestol | er
408 aut@entucates tg rmﬁ1 %é on_ o ‘f nd t he ﬁens ol
communi BTSRRI R R s O PRST fisticy ﬁ?rt S G opC TR g phlc Ky
bi di r ewk keya/ fot ¥PacRfasietdi@ntite aiel 10¢k AbLRWENE ESdHaeniabdrb tabineludeerunREGat i on
in both directions. Simlar methods can 5 be used by the sensor or
coRfuNINEEEBRCORHDSESCE MIRbeBHENAseial RembeicandraoaaHIitHon pobsyAFEMACTBl ock
1190, d I I coul d be
querieé&gm%?hg&ﬁggﬁﬂfﬁ?gﬁ %E@fﬁgggHC%ﬁnﬁaﬁg ﬁ%fH%P%ﬁ%%%ﬁ%?%bpm%&ﬁﬁ% need to
be enr ehdie@nanct history Smaiateanmicriechtivhadenfificiyrine nimdcuhase scknicanbéereificsl | ed,
the process 1150 proceeds to block 1194, where the |ock controller 408
L ansmijh e N Ald dRNeqhdlf e6iRbh@ Rk e bBoUt 05) &ty ARSIHL & rdBuilorckivke
nobi | e deV|ce or a renpte data center, whichever 1s performng the
enr ol | emsor pate tles shelldSOcirdufit 400rhas nodivieé Sroar ensar rb@duéesras!sdomﬂed thh ttmr oc ess

11 1 k t bl. k 1170 t th d 1170,
1133 CP0humdE Dustscrtord s s s Easuth € e SRR attie aShinke s
Can al %rs@ﬁneq at ek b@ﬁltts; d&fﬂg@raﬁtﬁ}fdﬁ nﬂ@l@?ﬁe@ﬂfdﬂ SEMPr AatPEON8 DS r8htdl ksl t 0

the process 1150. The functions at block 1154, 1158, 1162 and 1166
sensors, or the request could specify which sensor(s) the requested data is related to.

[0143] The requested data could also be associated with a location log for the system. In this
case, location data that was calculated by the GPS receiver 432 and stored in the memory 424 or

30  the persistent storage 444 is communicated to the mobile device.
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15can be perfornmed as descri bed above, but the lock controller 408 receives
an aut hentication code of a sensor or communi cati on nodule to de-enroll.
The | ock worroolsis®e t hen del etes fromthe nenory 424 or PCnaSpensi@Ebent
storage 444 any information related to the sensor or communi cati on nodul e
associated wth the received authentication code. [0156] Wth reference to
FIG 11B, a flow diagram of an enbodi nent of a process 1100 for 20operating

a | ock [81444 ui Therrgquasisdrsensee date coeldibe sensoe dete die kpatbaen ardareaeusdy in the
i nf ' i hawn. 1 ) i
Iaz do(r:g%rtlféurﬁ i Iél?fl %F\ ﬁl\ggagaﬁ-mgnt 8{0?%54314 %am%{tl‘f;a @ﬁ@?}h%?é({u%é@ﬁg se%s&re atat poqxll)cg g% g ors

€S assoti ate ani Sm have
enr ol | ecquskitfor & berrém cknsoraiading i wis thn gast e Pockeassit 140 Gouliresicageurtddd4, the
processor 404 wakes up the |ock controller 408. The wakeup can be a
per i odiSERIOr §tatse foputhe regIedah sqs01. | once a day), a wakeup triggered by one
of the sensors of the 25sensor nodul e 428, or a wakeup triggered by one of
t he5sen8bts] mitiefbemgassooi G A0y flowtdirerahiop pi agbedinteai ofer proGsk ¢k eup

triggers,can als e provided. [0157].1n one enbodi nent, .a SO dul e
| ocar ednid B D @eE BB £ B ABbinstesagst roorBc sk dif TaBore. o
RFI D powebrid OB aktabBGel ¥R ninfhitHdH ¢tk beHRANEK: SHPR hibbﬂﬁ@evig@ﬁnc?@ﬁ@”p' e,

the sensor nodule 128-4 attached to the door of the shipping container 104

i n FI Glock @dtrober 408bdhatblasks dOQA-b¥Ithre smaikur go thebdacks i7 §hall 6, rRFpICDI Ysdyve r

signal s,.(e.q. 1S0.1 EC 1443 standar i gnal s) .can..penetrate

onl e, e bRE AR EES I b 7 O eiters SOEE L PR R R0t

2010/ 12o899RhtiboRak Qé@élﬂa%@% béer’ @RBEsIR (82QUliriRE ExdvRtiSH df Ay oF thE PotEBsésy

S|gnal7%haV|ng a range of about one cmto about ten cn). [0158] At bl ock
t

1108, t’/RB-198@k control | er 408 receives sensor data fromthe sensor nodul es
that it has been paired with (using the process 1150). The received data
can i ngddg aUpormmstasful béraplbgosdOthe Handshikd, the lsenamitrotiat 408 £E&iv3]anThe | ock
controller 408 receives the sensor data by establjshing conmunicatjon |inks
Wit h t%?%éﬁgwm%é%@eagqm@ ‘%?”6?8 § Wdielgsp a}odtlf@ %Hé%ﬁcr%cs%wr mdﬂe

handshqg : {9%&§QkSQ}§B §§ﬂiabove. The communi cation |links can be
encrypteﬁwggr privgcy. P%l O] At block 1110, the lock controller

aut hent j es .the sensor, data based opn the 10aut henti cat.i gn, gcode th he
e RN o RS g R Pelp e cheltot et om et fouedd LEITRd Hilock
aut henteh@bI1@R0RU RO hblcRiap ntRARTiif €. ¥ €k phistRthRRInE In@hHidh kaéh as

iph
signature, verification of an encrypted serga? nunber, or other form of
aut henttheelvom4 ¢iFIbiSo tkorknkitive hichingokedenismoluck ps 4 0@cuted Srydiavdis cybadeed on

t he aut henticatign.co t her e _sensor .data received at bl 1110 is
aut hont o 5 e acadt A MR B ind PEmR T s sl Fg T rBb st i
cont i ngesmthardih@cke ddbeked position. The process 1000 continues at block 1028, where the lock

20  controller 408 enters the unlocked state. The lock controller 408 can deactivate any lights or

other indicators on the user interface 426

[0148] Referring next to FIG. 11A, a flow diagram of a process 1150 for enrolling other
devices to communicate in a secure group of devices including a lock mechanism is shown.
Blocks 1154, 1158, 1162 and 1166 are performed to establish a secure communication link

25  between the user’s mobile device and the lock controller 408. The blocks 1154, 1158, 1162 and
1166 are similar to the blocks 704-716, respectively, discussed above in reference to FIG. 7. The
blocks 1154, 1158, 1162 and 1166 can be omitted if a secure communication link has already
been established (e.g., during execution of any of the processes 700 - 900).

[0149] Upon successful completion of the handshake, the lock controller 408 receives an

30  authentication code of a sensor or communication module to enroll in a group of devices that the
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150t herwi se, the process 1100 returns to bl ocks 1108 and 1110 to re-receive
the sensor data and perform anot her authentication check. [0161] If the
sensor dawe vy/@ws%entic, the | ock controller 408 store®Crhus2eio0sazss dat a
into the nmenory 424 or the persistent storage 444. The sensor data is
stored in association with a tinme stanp, which can be provided by the
sensor nodul e and/or the lock controller 408. The sensor 20data can al so be
cross redkegoatieBer 408twilllbsaethidied dacempanigate witohblosk 1GP8 The epmeunigdgn atThij s

oxt er hfoe7 B EERPLE0ed 8 B wBEREPRoRgh A Hapt ShEhUL HETR 0nh ot
cont r oldagrcedRB detmdoionesminbini@boroiodiie tise iseiis éhallcdandepeddcttdatitibh ock

1108 have changed tg a state that triggers a report. sequence. A change in
state tSHEC! MYyt shecongmsr thal dhslerle BICeRmn e Cer g gesChIos IRSYHER- al ar m

stake o.M \%Mlﬁottﬁérecom%ﬂfep e Wnkd} o?%@&l’ﬁuhﬂ%ﬁog F%{Sbglﬁ{esthat‘}s 68AE 9ol 10d

| ocation greater than a specified distance cou rigger a’report.
accel ercomelsebg aswocwmtadarvith tha lapk methsoismi (0.gt, ke wenlssy moshdel H40,4R8GEB utativalr S0

L S S RIS TR SR PRI B
tri ggersitclgnt@ing PR KMdnditaRtode }z‘\%ﬂ B4 QhrikPABAORGHa PgAI QL PRO &6 [A163]

I n sonme enbodi nents, the lock controller 408 can be configured to ‘consider
t he st asepubbnkigyoof achibhigprivhtedenpeis, of nultiple sensors in nmaking the
determ nation at block 1116. The | ock controller can use previously stored

sengor (gm0, Upsletéifindah@auth@eikat@ittbods lhoglk bidortiag0.ahe pfRedsaako continues to
collectively, in making a determ nation at block 1116 1f a change of state

of t he bdesksldr’d wherrdthe focktaatrliss 1408 icstablishgnp rgmaupisatepelinf with fhcescHes 9ed

wor t hy 1100 The - r . cu ' Sl@gnat ure
of ¢ he DnafERRbh Ao N LE B SR GIoR B F SRR Rk TS BdobBuRUAIES
t he | odkkeandt hivdrelan tinkl esteblisha®yiahRs @ttclers tbéule yadll crtaiwieedslirn@teur e, t he

new state of the conbined sensor/| ock/container syste For exanple, the
cunul atPigklised it racsiPut9higiangthst camaponehtof the lockandg aNigfA 9& AR EQTBRANSH! t o

thQSC()@&i?é-dr{Srthe(lio@lghféQﬂdn of a real intrusion), or that the |ock 10is
secured to the container but the sensors indicate a possible intrusion

(e.0., | ock sensors indicate that the | ock is |lacked, but t cont ai ner
Sensor 0P iper” SRR By Brrbirtuniciondinkie 5 Dok 0% Febreys HAE {ype o
cunul atch¥@nuk ABlbbK €173 Rhé&e tiabek SorfRlIeF 08 BE ndldaRbeinkl@rdlfdusidic 4 N
sonme enbodi nent s, ]géht he |l ock controller 408 to identify what kind of data

i s provisgedery rodrhantshiksakowdnter df therdiscovery radbemdstiaktcaproendues is detehived tol 124,

o al ePbSuoE s BeR TS e Ra T30 BiEsRR 1Bt JHE i FE R st RZs ™
wheoe t408 stoagkh€ hiithétiticad®DcdRlib bEdciaBot WethsheaRon@d@odulf o SRNESHoRAR4

changed state and/or an alert has been tr%ﬁlger ed, the process 1100
cont i n@ashanrsrsteristoragrtddnibthe hapdshplrRroeeshire wrs wrsugerssfals thadipeoves and

igﬂpihéﬁ%jgg%éjog&u\p@fsqe&qtecag‘?g%tckq@§8‘center such as the operations center

[0152] The handshake procedure performed at block 1178 can take various forms. The lock
controller 408 could receive the authentication code from the module being enrolled, where the

25  authentication code could be encrypted or not. In embodiments where the authentication code of
the module being enrolled is a cryptographic key(s), the lock controller 408 and the module
being enrolled could exchange authentication messages using the cryptographic key(s). For
example, if the authentication code received by the lock controller 408 at block 1170 is a public
key of a public/private key pair, the authenticity of a message could be verified by the sensor

30  module creating a digital signature of a message using the sensor module’s private key, and the

lock controller 408 could verify the authenticity of the message using the public key.
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20[ 0165] The communi cation |link can be established using one or nore of the
w rel ess technol ogies included in the wi rel ess nodul e 440 di scussed above.
The conmmiDcatvidmIi nk est abl i shed at bl ock 1120 can be Pairtus2@oloonad

net wor k (Bl uetooth, Zi gbee, WFi), a cellular network (W WMax, CDVA, GSM, a
satellite network, or any other avail able network. The choice of which
conmmuni cati ons Ilnk to use could be based on a predeterm ned choice

starti gl v&l‘ﬂtshm& cmbpeircnto Werhadshialsn peasesspt bb@édﬂﬁ@lst&iolmrgw@ﬁ?lmws
T R o R T e

the wi rog b@[&ﬁlum&bﬁm@)é@letaﬁﬁll&ﬁmalt@ tholdcheompslcatt0®NShewidirestiondhgpelaf a can

i nclude data indicative of the change of state of the sensor, data
i ndi catam}@n%qatlpﬂé11§W%1§q9§reo\fer1§|ab1etq9€1r@é%%aélp§ ingboth dlitsetionst Simiiireehedicas t he

al e%t tb'é%tse& I!CSP& GSLAdr Bp&rﬁﬁlﬁﬁéﬂi&l%gﬁlle toVRtﬁé?lﬁgéatt% Zﬂegltggltf’ ﬁ%%ﬁ?g‘%ﬁo’ 040264

[ 0167 Itronto transnlttlng the sensor 1124, the

| ock c l er. 4 n.a e the el es wth tinme d

| ocat i 8&*@2 KT rgodor B A e B P Biodhlef o Dbl Ak Bud be
enbodi 'Zj%@xtled @;hﬁh'e rﬂls&flnt%kﬁéé)% gab th%ﬂféhoﬁ%t%o%@'iﬂo@hle@ ‘ﬂ@&?tro &Se%ﬁﬁleﬁt gdityd th a
sensor and/or” a seri al unmber associated with nmechani sm can al so

be pr ovctbedined thah@o Bydre m@gbs prsdalbe enwllod, the ammSt ltlél pt@eedseto @b@kdtl%ns

0326 iR Bs odk b BB BB R TR PuraliEn IR Y R B PO e

opepat itRmobieNi&liccCit eRdUESRka amhelir! WwRidREy o8 @t@rfommgtth@eﬁ@niﬁeﬂmh@das $1130.
[0169] Upon fInIShln% the transm ssion of data at the bl ock 1124, the | ock
)

ci r cui ff mor medulesiae ibocnraled theeprosstd 1 30 cantigags ek go blogh 7670 torepsgs the
enbodi I C e clanp probe 625, the latch
pr obe (9% w%gpﬁﬁoa%gﬂgba rgfﬁﬁqLafs?%@%&ﬁlf 620, as discussed above, can

be used to wake up the processor 404 and/or t he Io ontroller 408 at
bl ock 193] |$ené9f9 Op FRMBLNICAROLBALYRS A rede- ol ifeéO@ta dPEK ECyNIsNg r o g

¢l osed \8{3L6,b Qs @GnRRPR b ?I'd%)ass i3, %92?’1%%8{15 ﬁ%‘ffo&é&l@gl Prsgl prde aﬁﬁﬂ%@' ler

408 is a k ned. When the fock is in a (any 1ower power node)
and5oneanbe pbrorsedsisdsscsived ebes, bit thdhleck octktrcdhaiﬁi%&csnvas & authentication code

sensor/switch activates wake- logic in oces r 404, and/ he | ock
ot D00t B gE oSty A gp e nadBa 0 eyl ot B 1Bk LG B T P
cont rO'n'l&'ﬁor?Q@Nohﬁ{% PeREQEM QBord JRe14ahAD GffoRhatRinatbRiddng kicadch @ ort bl ock 1108

and stores the change of state and a representation of the tine at the
bl ock frommunidagion module associated with the received authentication code.

[0156] With reference to FIG. 11B, a flow diagram of an embodiment of a process 1100 for
20  operating a lock circuit to report sensor data, location data, and/or other information is shown.

The process 1100 can be performed after the sensors and communication modules associate with

the lock mechanism have been enrolled with the lock mechanism using the process 1150. At

stage 1104, the processor 404 wakes up the lock controller 408. The wakeup can be a

periodically schedule wakeup (e.g., once a day), a wakeup triggered by one of the sensors of the
25  sensor module 428, or a wakeup triggered by one of the sensor modules associated with the

shipping container. Other wakeup triggers can also be provided.

[0157] In one embodiment, a sensor module located in/on the shipping container wakes up the

lock circuit 400 via a RFID power signal received by the inductive power supply 448. For

example, the sensor module 128-4 attached to the door of the shipping container 104 in FIG. 1
30  could be able to provide such a power signal. RFID power signals (e.g. ISO/IEC 1443/RFID

standard power signals) can penetrate walls. The RFID signal could be a vicinity signal (having

33



20 representative tine may not be a very accurate indication of the tinme
that the change of state actually occurred, due to the tine required to
wakeup thwopnocesvor 404 and/or the | ock controll er 408pChats201v/0eens be
accurate within about 40 seconds. [0171] Shipping containers can be on
route to a destination for weeks or even nonths at a tinme. Therefore, a
power supply, such as the main battery 416 of FIG 4, could run | ow on
power . arangepftakpyt aaginedeens proxipiy kigpaldbweang & tmsie pf ket Angemitp beytdiaup
batteryC 20 can be used as a fail safe power supply in situations where the
mai n baP}Ery 416 runs |l ow on power. [0172] Referring next to FIG 12, a

fl ow di agram of an enbodi nent of a process 1200 faor providing a fai]safe

power d0BYly Ahloginl Yk hsgoeneontiallyt 1S ReRYSSHENOT HaWIPM e SBISSE RIOEYISE  t he

| ock HYa§ %Eér%@aﬁfe‘d%ﬁ%@@gftﬁ&ﬁo&&@ 1'1%3(‘ s’ltﬁgtr&ee'iveﬁjcﬁtaa&q iﬁ&ﬁ%e?f%&st&rﬁiy

provided to the vari ou nponents an systens of the circult
4005as tobesdoctd With 4 k6hsdb d899PCT/ US2010/ 040264 [0173] At bl ock 1208, the
| ock controller 408 determnes a renaining battery life of the main battery

416. The14gt erd 10t éfrodtr M0CKeit408e S@RoPE PP 8JaRhAR BAMMFAbH ARk O
data indicative of current draw and/or voltage of the main battery 416. The

pr oces goth tho4ersanmpdeles veng hwtasgtsrsemilardo dhe disebvory andlhradshaliapwtanel pr ovi de
this dﬁta to tge IQ%g controILerrﬁES fq{(proc§ ing.or 5the |lock controller
408 caf FEPET 1RO he TG ST M QEPR N RGAnER TR ﬁﬁor &°Sr nore al gorithns
can be used to predict the remaining battery life. The algorithns can be
dependdftothn Aiblpdull Idetgileskorpstrolferaaugipntiratsoths sensonite RascHendhgyor i t hm

ISR NISARAGLACh AR EhITRe shBLIRLL, B L AP, 8l IUBELLO0R BERLBUIANGR O
function types I ncluding f¥ansm I ng or receiin at'a, ‘querying sensor
nodul eshhelaathi¢htigutiandt biiotlo € Kingn cetipripe veitiation o tlitalcogdhitire ovesificatigh of

tenperature, 1Qhum dity, pressure, altitude,. etc. r a conpi pati on of any
of t he<B CBAYPEREN QYRR 05 AEICT fqy&l&]aum@%%leg ﬁi%?ﬁﬁtlﬁél FEoloek Gretreier er
408 detspR MfafRinkd, tall&l Hpht gﬁt}&?ﬁt?c‘éﬁbn E&‘(ﬁ?wﬁ fgr ihe sORLPUAR rdRVeE Qﬁl%lgcﬁl | ue

(e.g., a percentage such as, for exanplé, five, six, seven, eig ni ne,
t en, eliemehgnticwdf the authhitidaéem chdckus pesetmvep thefrirddose hl (Peromentds.to bfockHé 12,

renai ni battery | evel. is not bel]o t hr | d val.ue,, the pr,ocess 1200
T3y netteit F Pracisel 1o e A Bttt | DB b330 e S ts e sBr et ISR ae 1 e
remai NiRFoRALEGLY: duhttlicdtondgt@ m ned to be bel ow the threshol d val ue at

bl ock 1212, then the process 1200 continues to bl ock 1216, where the active

| ock |l ically. i h .
oot t na0leidic iRt BB TP GO e SRR Voo p ol FEERRO TS " ower

pover hRdgeorgtd2hloe ele phalfient fsingic 2ANMIDOSHIsHT Qita WHISHS iaBodhttonlRitheweiced by
the remaining battery life of the main battery 416. For exa

| e,
subst antamg, Wi qandgipsgadediyy e senper n@ékle@nd/@%rhe ladocangebpt 4 h: The senses or
40 ' 4 / i |
3080 o NGB R S RRERE G A0S A CPRLNS A28, AN 01 S
can regedwide £oauplotedogef sdnk@ndatdfor tacrrdnamitent yo dhlé&tetuali degick oneperpoowsr node

to detect an input signal (e.g., a button being pushed by a user of the
port abl’8"§f-r el ess devi ce 120

[0162] Atblock 1116, the lock controller 408 determines if any of the sensors that were polled
at block 1108 have changed to a state that triggers a report sequence. A change in state that

25  triggers a report sequence could be a change from a non-alarm state to an alarm state, such as
with CBRNE type sensors. A change in location greater than a specified distance could also
trigger a report. An accelerometer, or strain gauge sensor in the sensor module 428 could also
trigger an alert, e.g., in response to someone attempting to forcibly remove the lock mechanism

from the container doors. Other sensor-based triggers could also be envisioned.
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250r 320) fromthe user interface 426. In addition, the lock controller 408
can increase the tine period between periodic power ups of subsystens of

t he | ock wechumisssywt hat are normal |y powered up peri odi earius2edemshe | ock
mechanismis in the | ower power node. [0177] At block 1220, the processor
404 and/or the lock controller 408 nonitors the user interface or the

w reless nodule 440 for an input signal indicating to unlock the | ock
mechanil8H3] 30msemg catbednenso thedopk santiedicr #08 wopcisentiserad b ekislen thestatnsd 1220

unti | aﬁg/o aglé %%% %’O ﬁlﬂgl%lgl%gn épse L9 ll(%grrfﬁg Ia%l—rﬁmaﬂgn 48484t £ds. ThE 1dPUt

si gnal cou i'Cat

2010/ 120898 RCTANGRONEVI04)Y Sbrddnicogk idag, fobetidnoduka, iedkhiamid iud fockiercstdfighamacia
battery has. fallen below the threshold | evel The i nput signal could al so

be rec&PUedVaIYs B) @%@ng a detsrminatiomaf Rleck, bl 18w phangp of jratg 8 tl@frsetlmswpfi/@r ess

nmodyl e 44 I t or
e L T R T e R e A R e
mai n batduernyatde @@ma&rene%thb ytats b alt karsges aasudiabe daw bl dicupclbat doerbyn 4idd vothc ones
nearly d

i scharged. The, char.ge t he back battery 420 can be term ned
e L B BRRCLE e T o R e pe R G e ABenSy mafipRe
enbodi %&%lnehﬂgn%m&%oﬁtraﬁféﬁ§3%téh‘?ui?9r &%ﬁ@[@ﬂi@%ﬂﬁﬁfﬁi@%l%ﬂ@ﬁﬂf@ EQNd [Rlidgy 408
Wi t hout operator intervention. [0178] Upon detecting, at bl ock 1220, that

t he i nphat thy lgalais HOdonlgﬁr@ttkclleHéo ﬂ)@@lonmh éinilisatidresf dreelintregenverthat the lock

1200 i ck 1224 . d/ he 10
odR”conrroreds B e Bubhe o R aee e g S R G dbelorEiedha

fal | s afigdismel that HATEEs | St kE &Rt W d@ﬁm{erﬁétﬁﬁi'stlﬂﬁc&t@-%&b@mp@ﬁ\&% a20816@fon,[ 0179]
At block 1224, the | ock controller 408 performnms the unlocklnghﬁgocess 1000

of FI Gmotn; e)udhagynetoé camtlasive vignatuis asc hat isidetermingd oy blogk dhtp is used, in
handsr‘%‘éﬁ%%hb\é"dﬁ‘% W G B oq{%% 1%164(5@035%%&( %v%g{}l?ﬁ&'oy fuufl i3 d&g frofi €

er’ aut t9cat ron cG proper cur| y €O
15 r eceool@d)mrbhmotahemb&datmntemi bleck 408, deousediseldhe | at chi ng nrecham sm
412 to unlock the | ock mechani sm by perforning the unlock process 1000 of

FI @ 1Qg s n };ﬁ“% OBRE UhsBRWE él’rbag&{staﬂeg al6r B QB¢ ha?v%%% &Yg[ggﬁéggﬁhbs hot

recei ve, the circuit is put Into | ower power I n one
enbodi mpeatess t 109 dootkuas omblook |1 &28 48citlse mcleepcm'géﬁ(H}mMHS/\notthe slechefadd. tIf a
fail safe se uriity code that is usg@ft n a falhf fe unlo r(fcenarlo this

enbodi FEHCT ey ghaieed g an %%na%l?“ Pren Shesctt TRESStE Prgarcs Hé? %&f aul t

secur i t1y 20006 re ERASMPEINAB1I&NMD3AULBE M G b lint@UbA 1iRR wiSes dpRratieAitupi&Gat e
the default security code. [0181] The default security code could be a one

ti me onhgh scbeppergtigodentghéleofIN&S bdk controller 408 is configured to zero
out a security code nenory subsequent to unlocking the | ock mechanism This

coabd RoEsspNt THeorirBurifishhivkicat Be UsieblBhed higing 6Kor ek TitiE Wirdef0182] The
backup power supply used for the failsafe unlocking in the process 1200
coul d pechnologies included in the wireless module 440 discussed above. The communication link
established at block 1120 can be with a local network (Bluetooth, Zigbee, WiFi), a cellular
network (WiMax, CDMA, GSM), a satellite network, or any other available network. The
choice of which communications link to use could be based on a predetermined choice starting
25  with a lowest power option and proceeding to higher power options when lower power options

are not available.

[0166] At block 1124, the lock controller 408 provides the wireless module 440 with data
which the wireless module 440 transmits to the operations center. The data can include data
indicative of the change of state of the sensor, data indicative of the status of all the sensors

30  and/or data indicative of the alert that triggered the transmission.
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t he backup battery 420. The backup battery 420 has at |east enough power to
be able to unlock the | ock nmechanismat |east one tine. In this way, the
backup bawvoeni/idsews the | ock circuit 400 to be abl e t®@Cunisecik/otires

shi ppi ng container even if the main battery 416 is at a |l evel that is not
sufficient to unlock the | ocking mechanism WO

2010/ 151899PCT/ US2010/ 040264 [0183] The processor 404 or the | ock

cont r ol[PEY71 408 addition ¢ presnptinerthe saagern daga srghnbloak 4 B34y thetlgck epnttedlen ey
batter initial e i odi | .hackup
pat t or 570 B et R RESHEn FRE R0 F Biia¥o hEp e S B b IR aP)
bat t er icester. t Inenb @aibapinkat, tobaiy of20st6dndax pethi Sncerisielumtdi sabaagdrdti£. 9. ,
due to | eakage) even when it is not-being used. 5In one enbodi nent, the

proces §6?SOH®@/‘)6f_ra el pyekerastacrid with fsdoromPeisnsm ¢ kvl heayeviged ioH8 backup
batgerXmﬁg%?ggﬁ%ﬁﬁgq%ﬁ%ngﬁﬁd%p?ﬁgﬁggME%p tgry 420 has self discharged

beyond a t | eve en bac attery 420 has di scharged beyond
the thr ld | evel, the processor 404 or the | pock caontrgller 408 couples
Lhe il BTeD: clarspns sintbledls Biecenumamca oy inisned B iegd 2 HEY bitkdan R £ eor y
416 t 0 vayfbhdfuOidiod ekk. OX tH@@@érhiUocfiMEﬁtX, 808p A8 GonsTe AL eaniRi kB4l diRshadn

alternative to nonitoring the voltage of the backup battery, which can in
i tsel f dagsiran dredpglymicphanisen.backup battery 416, an al gorithmcan be used to
estimate battery life. The algorithm can depend on various conditions

i ncl udijppey]i Meport LABIEAG tH tRansPISRDA WF dataRt tAcdilddk 11241 e Ui, cirRhi€ 400 ret{i@d 85]
The backupafomer supply could al so be an external battery such as the

extlBr nad¢ thsalacpmyodesbBCsHddh in FIG 6. Alternatively, the backup power
supply could be the inductive power supply 448. [0186] In addition to

pr ovi di[0D7xpovaront @mbadindint, Safseriisiabks agoseed arithcthe tlamphachud S aictiecky 420
could be used tq report detection ofl%Fe | ock mechani sm bei ng t anpered

wi th. DIRRHY /14 thoviemp gageatchbies H aml &0k a1 24@1ssqdbops.sap 88 8#d40.4F Uphe
| lock copt £oLLSEr AR8nARY kit ])H§1§ccﬂﬂ)mrer 46K 59%5uvadaf | togﬁ 8?219” battery 416

(the remaining ten percent) to nonitor accel eroneter strai n gauges
i n t he ssevosdywirnhdsitlmnd@8state {e.g.hbom sdosdrste todinogtee stabas the peocksok40echani sm

is.bein a red wt r was ta ed wi.th,. the backu attery 420 coul d
be 18eodri bt RBEspoalic: T8 bkt BR bR bk s F R RE s Lo IRe iRy
ass oci filﬁ&i%) Whd 6&1& drané %Ko@@@h@msw&r lo6k H@Jng@@ﬂ%! ths YRSYSEilth R8SAes at ed
with the container could al so be nonitored. 25[0187] The processes 700,

800, 90mkeapadogicin ¢@, pradsenr 494 dnd/20thedbdvgonimllen 468 at the dockol 1040 The1 A 11B

and 12 are ex | a n and t lLlbmting. T rocesses, 70 800 00,
000, pHtses S B At AT M8 OFK: dob P kiR BBEERP SR fitear PR pibel
renoved, 09and §aFck AO&dngd HB8E aleh edpidsdgtai@xbf the tillcGt tHedoclal sizderhei ew of a
| ock mechani sm 1300-1 | atched to a latch assenbly bar 1305 on a contai ner
dodP 13yucseatading e maenthele et HghTdgind maon of the imedbrdhe dongy of Hate

cont ai f g C i 0-1

el adaguaEBer G Yl T hEEButR S 40 LSS TR R A 550, 1
The bodynttR0-408, e itwde be acairapedthar abvay ¢ egtohdont surface 1325. The front
surface 1325 is sloped such that if another container is |lowered into

posi ti le—hr]l_ rifrﬁlﬁ]ﬁmg BorfthifeS @R B BE FortSdh dé?sti{?@tﬁﬁ SrvEaGr Qed Hl%nﬁ’i_% hes time.

container w ot “catch on the body 1320-1 when the other container 1s
| ower ed hiertfare popowérenpplyheick lap fednsnbhtas 418 25 Fii.el eotld rotbvooipeweodtai ner

-?—hé.ri glmé%gé%{]ypgﬁ}e%g atbggklﬁ)ogglwe]f?s’lzlgﬁl%, s%gﬁi asd t%g%glcknu% ‘t;[atc][gryI &%kcarq%g Ggen assrg 1300.

failsafe power supply in situations where the main battery 416 runs low on power.

[0172] Referring next to FIG. 12, a flow diagram of an embodiment of a process 1200 for
providing a failsafe power supply for unlocking the lock mechanism is shown. At block 1204,
the lock mechanism receive power from the main batter 416 and the power is provided to the

30  various components and subsystems of the lock circuit 400 as needed.
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surface 1325 can be straight, rounded, elliptical or another shape that
avoi ds catching while pushing the other container away froma profile of

t he cl anpwbaolo/1i5895. [ 0189] The | ock nechani sm 1300-1 erCens$g010080264 om t he
| at ch assenbly bar 1305 by a distance 1335. In sone enbodi nents, the

di stance 1335 is | ess than about half an inch and/or 10 | ess than about
fifty percent of a thickness of the body 1320-1. A wdth of the |ock
mechanil8h3eadibleck piiSathedocls eontlierctifidgiqimined egeaiameduttpenife of thermaip t he

aasonol S EAPH O ThE dhefnaare Rk P08 o B ARET R Eh Rl M el S,

shown) .of theecherghtn®br 1dagbofihe hdd®bditeean 1 HeThaploeasedddrcanicieivettbe fi t al |
t he equi prent within the body 1320-1. The housing 1320-1 coul d al so include
a sl opéyirsifidraw and ghyoltage dpigepredde thiy dpds fodhelpckrontill 495 & nrpgsssingan .

Thezcl t . o] i upper
T onPloBEotkD4GY Gl (el SHE AR APORIEIAIY AR of BB AR PP
Ref er r ibegsetetotpredictRh&rend:Bidng batsirg diferi Eve dorathos leen bé dgdendet loaviasousl 300- 2 i s

shown. The | ock_nechani sm 1300-2.is, si.mlar to the |l ock.nmechani.sm 1300-1
except Cf)ﬂ@fw% eﬁ)ﬁ@lﬁ?ﬂ%ﬂ W?}&M&%égeﬂm PSR e daclydaime, popEndey $8& g

1370 i%%%ﬁﬁﬁoﬁi<ﬁﬁﬁm§£@9§9ﬁﬁkﬁ&@ 8s thokdingkRAOmiths éréegvﬁéﬁﬁupﬁu&9§g|00k
nechanlsn11300-%. The curved surfaces 135§, 1360, 1365 and 1370 canh al so

pr eventsemoheodulsatla¢hes sndumdpaking, stk), pedteanics b cdnrdomersde.ghitergpesatutche | ock
i .1300- 2. .0191 f ly, the | hanj 00 i gh
a0 T g S 4abaSFle [oF & Rinteet S0l Sk ErRBL S s be °F or mec

of a plastic, fiberglass, conposite, or netal shell in various enbodi nents.

[0192] [EMEr ranfoskekd] 2 theppds copsroller 408qtekeraningg ifathe bty l@visbistnaming isof a

wrele i.rcul -4 W_{. e S ul e
ot our PoEGORIHERCAR (G Sllchoeh B3R st i g oy bS5 DR Rl
coul d k&venfiedbedthindea, yttdi diftedn perees s ithSidHdding battirg taebitnoobdlew runs
sof tware using the nﬁgnry 1428. The software c§£ be held in the pgrsistent
st or agéhathesheldonlugsthepsegsss RAMTsumsda@edoma thefapctipss at blpeksniglipapd 13¢fk
persistent WD 2010/ 151899PCT/ US2010/ 040264 st orage 1408 can be used to

st dbe i[AEMi flif Bresremominghlenttery kehess dstemsioed twostuiedowe threcthireshdld @0kug atbldclsensor

di var i t f .historjcal di t d
0t ho Tgb-ahi By oD conomeS 10bloSF 13 S eruba T ogs el SeiBor *rodul o
circui tayuffQ@ichiby MSRY aRSnnandBS tHedfrBecsra®8 ¥ hlitthe lock circuit 400 into a lower

power mode.

[0176] While in the lower power mode at block 1216, fewer components or subsystems are

20  powered by the remaining battery life of the main battery 416. For example, substantially all
subsystems of the lock circuit 400 except the processor 404 (or a portion of the processor 404),
and/or the active lock controller 408 may not be powered and the processor 404 and/or the lock
controller 408 can receive enough power from the main battery 416 during lower power mode to
detect an input signal (e.g., a button being pushed by a user of the portable wireless device 120

25  or 320) from the user interface 426. In addition, the lock controller 408 can increase the time
period between periodic power ups of subsystems of the lock mechanism that are normally

powered up periodically when the lock mechanism is in the lower power mode.

[0177] At block 1220, the processor 404 and/or the lock controller 408 monitors the user
interface or the wireless module 440 for an input signal indicating to unlock the lock mechanism.
30  The process 1200 continues to loop between blocks 1216 and1220 until the input signal to

unlock the lock mechanism is detected. The input signal could be a button that is dedicated to
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5processor 1424 can be used for authentication, authorization or secure
storage of information. O her enbodi nents could be used for no nore than
sensi ng iwerm100f5189at er est wi t hout the other snmartcard f eaogtisemalosdzgs Sone
enbodi ments could have a separate wired or wireless smartcard circuit
conpletely separate fromthe sensor nodule circuitry rather than
integrati ng the two functions as in this enbodi nent. 10[0194] A w rel ess

t r ansceinlaskingghologk mpgBardsm gihen gha waia batieryrhap fadkenibslewibe hreshelderell dds
sensin preuit 1 1) nten 2.1 .0 I i I-On,
nor " dnisaiiiafoot i (R OUt CRMRE i HRER o DY B3R

ot her fi@leMl. da caBdmdbdie@nt, itlginedt dignalirdenwlatdd ytpretessirandand/sr thSaoak
enbodi ments_coul d have only transm ssion capabili t%ﬁ in the wirel ess sensor

modul e CEPFRUAT 08 xdgn 1tthss Gegndetatnpesieraldhip prain badeey 219 iy evrpichargpand

ene : e
o b2 FABRNY ol B bR RO ARSI EHL EniLl Gihe pAdSR bR bt §595
and conkermeddiaptiscaped dpve at ecfarohdeatgelse tyintthageryciiér Is tppembddidgnt, Tiee

wirel ess, sensor nodule circyit 1400 beconges | Ly functional when properly
oner or JBlpyPrate Soulte: £ g R CaT byl BRelara BRSO o 5450
that do not require power to record 20exposure to itens of interest. For
exanpl d0178] uddemcdatectingesi bhickg 230 thatdhe input srphad cauhalpdlythic dpeki meaddnisol haser

(MP) technal.o an rep det ectionof ubst ance that h C in

cont act'ox (TR (e Bprennett STuBEo ROt nE 2l Par e en e RBGHRET die cui «
14Q0 i JodkcontroREVUBIREE: HFaktaBd REMBE estkSdoatrEler HOS idsheyn RERSP Mo 28medndiead a
chem cal, physical, or electronic change in the MP. The change signifies

t hat a rerstediovwesh fiom tebaekyetposighseWee or subst ances has occurred. 25 Each
item sensor 1420 can be configured to be sensitive to one or nore conpounds
or condit799nsAt $10d0 7124\ enodkhe@niotl el A8 esfenaothermibick fgqiro s 10MATFIGS 1hext
power ed, the exposure of the detection polynmer can be recorded |n.the

per si stiflediag 8}%18101%80%@-%@% %é\ﬁ%vershml%ﬁélg?l@hmgg}w@%waw@ewfdevw& iRQIslsEur e

i nfor .on: : i N d ; :
20101 101 BOSREE ORB S 6 BB R b R B T R D code i
detléct irereived| thae thedack dmtlichd G@haimrhinels tleslaschagoeedhonissiohie tohkeck the lock

el ectrically readabl e characteri stic) n a. function of exposure.
[o108) ety Prakiming s eoderroscsk SANEAFER: TS updiSineBoovFeknass
nul ti pliethe RdRE @&'hﬁgler&i@ds fatlbd e tHeaski AeuiaS Partasentd Rkfbr B GME hdde.door s
of the containers 1505, a terrestrial 5comrunication device or cell 1515

(refer r[ﬁf’Sﬂt] 0 I}I}eolilg%f’n 8(r1in?e%t,ttﬁer ock tc:grllt?ollle% ﬂ)é islp?el-%zdgre?mlgleg J%&int%raraefault failsafe
security code that is used in a failsafe unlock scenario. In this embodiment, the user can contact
20  the operations center to get the default security code. Encryption and authentication could be

used to communicate the default security code.

[0181] The default security code could be a one time only security code where the lock
controller 408 is configured to zero out a security code memory subsequent to unlocking the lock

mechanism. This could prevent future unauthorized use of the lock mechanism.

25 [0182] The backup power supply used for the failsafe unlocking in the process 1200 could be
the backup battery 420. The backup battery 420 has at least enough power to be able to unlock
the lock mechanism at least one time. In this way, the backup battery allows the lock circuit 400
to be able to unlock the shipping container even if the main battery 416 is at a level that is not

sufficient to unlock the locking mechanism.
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1520, and a satellite conmunication device or cell 1525 (referred to
hereafter as satellite cell 1520). The platform 1520 represents any

| ocat i on wbenw/1s8wi pl e contai ners 1505 coul d be col | ocatediS2Hon4@sanpl e,
the platform 1520 could be a nobile vehicle such as a ship, atrain, a
truck, an aircraft, etc. The platform 1520 could al so be a depot, a

war ehouse, a train yard, a 10shipyard, etc. [0199] The terrestrial cell
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one or nore W rel comuni cation ul es such, as il lustrat an

Goscri e ablEl TWRat GF St Rt ReRuit SRopt S0 S s 4.
The | 0GodB&RADE e IRk onQBIMREY0RLEP I {3 Ak BatRlrhal 6 RYthE Qe upDasBryagoc or
mesh network. Three types of |ock mechanisns are illustrated. The first

t ype ofto tleare thedhednipsimttcry 4l 6statadhilly tlearpeds bencarlydklly Bidgad, stitee satel lite
master |ock 1510-1 is equipped with a satellite conmuni cati on network

(e.1g., [G40Ms hh@terhfive ah hogH66EL the veRIFUTItEabakWp biktdrievisiah ed intigegel |
1525 vie a satellite signal 1527. The second type of |ock nmechanismis a
t er r estdstel cnomiyds tha backexbaternd 1o, arjgigoridim ean b¢ njed i sstanate betkery 5i-The s

equi pp ] L C ni.cat.i of , GSM
o, kgl o B ey T Bl A ARG bt rr oS i 1
a terragitodaktcsi gnal 1517. [0201] The satellite master |ock 1510-1 and the
terrestrial master |ock 1510-2 are al so equi pped with one or nore short

range W Egid] esﬁhe‘:‘%g?%ﬂ"fé i@ Clg%BﬁYﬁ_ralfs% HeBmSxterfall bbgttt@rgtsﬂeh Wk extélqlalzi)?ﬂgﬁg

(802. 15. etc. onmun te with other | ock nmechanisns 1510 Iint

mesh nébdhchdwwy imFI&. ohoklternaunvgly, Siednakupimddr sBigdrusdd bh¢hesiathadtivie pewamst er
| ock 1510-1 d the terrestrial master WD 2010/ 151899PCT/ US2010/ 040264

| ock 1@.“&91%42 n communi cate with | ock nechani sns 1510 as well as external
satellite or cellular comrunication networks, they are also called cells

and canl0b]r dheddigiontepryidiag powéntfer afaliselic upbickingseatioathd baekupdrtteiyal20

mast er c%glldlbelu%elc? fozr'eport detection of the lock mechanism being tampered with. During the lower
power mode at block 1216, the processor 404 or the lock controller 408 could use power

20 received from the main battery 416 (the remaining ten percent) to monitor accelerometers and/or
strain gauges in the sensor module 428. If these sensors indicate that the lock mechanism is
being tampered with or was tampered with, the backup battery 420 could be used to report the
tampering to the operations center. Other sensors associated with the lock mechanism or other

sensor subsystems associated with the container could also be monitored.

25 [0187] The processes 700, 800, 900, 1000, 1100, 1150, and 1200 shown in FIGS. 7, 8, 9, 10,
11A, 11B and 12 are exemplary only and not limiting. The processes 700, 800, 900, 1000, 1100,
1150, and 1200 may be altered, e.g., by having blocks added, removed, or rearranged.

[0188] Referring next to FIG. 13A, a side view of a lock mechanism 1300-1 latched to a latch
assembly bar 1305 on a container door 1310 is shown. The lock mechanism 1300-1 is attached

30  to the container bar 1305 with a clamp hook 1315. The lock mechanism 1300-1 includes a body
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[0202] The third type of |ock nmechanism 1510 is a sub-cell 1510-3. The
sub-cells 1510-3 are 5 not able to communi cate to any external networks,
but only waronorsmisni cate wi th ot her subcells 1510-3 or @ag/uskomwiogo2satel lite
cells 1510-1 or terrestrial cells 1510-2, via the short range wrel ess
| i nks 1513. The reason for this inability to communicate to external
net wor ks can be because: the particul ar subcell 1510-3 is not egu%gped

- tlec

; 1) .
wi th a(peoepdpusisgriddldat Therbodiid 3yl anslpdesq. slongidos bewdedirons spehdd k3
comuni i e l, _net wor.ks: E he . par.t.i r | 5
Tors 1 Rt Syt TSR SO MR By B b RE BB S b RSB R e
comunicoatatef €31, a bdtlesdrfaca ok toittan cohtainbewill astfcarcmoh32Ob@ty 13126-1owhdermthe
cont ai ners 1505 bJocking-the si.gnal). [0203]_ The | ock nechani sns 1510 are
power e @shcRMARET 1 lowergd intqpositigny: Tlag slered supfaee t F5Preeatdhc othRECINt4Be ne of
t hesba ' : [ ; -
rechant S CAEYEEn e T AR6T il RO 1oEE e T, PR IORE om0 1 5
by wakisnfaaepl 325 chinbe pirogles smnded etiptioaimuphathti shapsthbsyeli dsmatohingt leld ock

mechani s on a nchroni zed periodi ¢ basjis to repor hanges is states of
Sensor Suatpe O A oRk e sy Fima Bafilost LedbmpioBhed by Using
synchroni zed tine reference such as used by GPS and sone cel | ul ar networks.
The cl d8189] of Thenleck wekhamseh 53103 hextenads it Sionbibe datelcimsenblydur p2es yda cal |y

even if,.the npot have .access t n_ext al . clock in order .t e up at
The sadi Y S3 oo ARGy i AR E035° 1L i e AR e LR o
sever alleds mam HoCkity yerehit@fb Zidtknds af 8O bbA N M20-{ 0R0AHthTdRehE RRWRREMIGH t he
wakeup/ reporting periods will determ ne the power consunption rate of the

| ock mevdssyiied parallal tp dhacansineidioarn angemeadisulss tathe lgdeltassemblydiar f 2%eless mesh

: . . . . 1510
s, AL 5 Do BehakEheTRBTHE FLE EETeh o8y B S BT AORT P oe
(802. 1%atéh) agembpsbar kot shexanpiTks hdiflet ofeisdbodynsLodr dan ok ifdréased I orded todRsullf our

mesh groups 1530, 1535, 1540 _and 1545. I n this exanp] e each sh group
1530- 132SCqupmH Withihde hedy d32(éy |T?§e gw%& 130 heuld plse 1@%@&%%&@8@5%- 1
or 13 t &F (RHoftbA as TRRIHGIeddR! the dha ine FONE VAL clzﬂnﬁrﬁ&h? 951%%99@1'@1@&3%\4&
multiple masters. Different nmesh groups can have different periodic cycles
dependi(ngt sbowhheanpodede slegpd upprentdslowtr ¢dpes,comdicdtahby te dagedimes 3§34 Jomidng
used by g e group. The | ock mechani snms 1510 in a nmesh 30group can be
enrol | dd°%i t h each ot her using the process 1150 di scussed above in
reference to FIG 11A. WO 2010/151899PCT/U82010/040264.[Ozogg The
frequend®lpldf Reéferringkenipioridfod8Bnygsidevicods anpthgr logk knashartismil $80-234 shoovn. gr oup

of The lock mechanism 1300-2 is similar to the lock mechanism 1300-1 except that body 1320-2
20  includes curved surfaces 1355, 1360, 1365 and 1370 instead of the sloped surfaces 1325, 1340,
1345 and 1350 of the lock mechanism 1300-1. The curved surfaces 1355, 1360, 1365 and 1370
can also prevent other containers and/or lock mechanisms from catching on the lock mechanism

1300-2.

[0191] Preferably, the lock mechanisms 1300 weighs less than about 10, 15, 20, or 25 pounds.
25  The housings 1320 can be formed of a plastic, fiberglass, composite, or metal shell in various

embodiments.

[0192] Referring next to FIG. 14, a block diagram of an embodiment of a wireless sensor
module circuit 1400-1 is shown. The wireless sensor module circuit 1400-1 is embedded in a
sensing module 128 in this embodiment, but could be embedded into anything. A processor

30 1404 or microcontroller runs software using the memory 1428. The software can be held in the

persistent storage 1408 such as flash, ROM or some other non-volatile memory. The persistent
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| ock mechani sns 1510 can be varied by 1) decreasing the frequency of the
reporting periods proportionately to the nunber of hops or links in the
mesh needwo 20w/1ses@eh a master cell (this conserves powerCrars2@olo4i26€ks in
the nesh network), 2) increasing the frequency of the reporting 5Speriod due
to changes in state of a | ock mechani sm 1510 or changes is state of

nei ghbor 1ock mechani sns 1510, 3) basing the frequency on geographic
| ocat i otpregs. 08 carpbe vspsitn gtwméientﬂfé@w éqrége wielgss yeasqraaedubeeiraut I<KRB- laand

| ocat e ddl e r en they
are |o§ef§a&% H%£ § éﬁ 4¥H%m %ﬁﬁﬂ %ﬂéaﬁeﬁgg&ﬂ% eJﬂgpﬁ%%§%§¥b%gthe stored
nanlfeﬁkn@imhemkgﬁﬂﬂb&nlSﬁB 1510 and/or 5) increasing the frequency if a
previous report is not 10 acknow edged froma renote operations center
mjthin rt ol h 1 Hoar K, s MBI ARk FMAL n
nDnito ﬁgﬁgh ng%b&ﬁ ¥ mec an?%%§8%%%§19g%%hf (@gsg%%,s%§ cggﬁﬂnlcg%gn§fth
dur bng prémesyped #Ddcan walsed porraghenticatign parthadstiod br &merecstormgrrcef 1mifor11nh|tmon

nei ghb | oc chanl 1510 that the_ particul.ar ck mech

previ ogitll ?IE%P B prrddPeng BorohgR senstig 1Fe£‘l§|°3 IEHSHWE t%qtﬁw ar
| ock ”%ﬁﬁﬁ@érﬁ%ﬁc@l%galﬁ nsal%e%{boaéﬁéﬁ@s ChAES cl arbeﬁ@rhﬁh;b{%d drapikc AR GhARLAAS
1510. This can alert the operations center to a nei ghbor contai ner belng

moved. ciiheit f:cpragl@@hcgepelfatet ﬁn@npber sepsdronedpoeircuptey iatiebr dlzan ibtsgiatiog dxste® i f t he

nunber ftne S cha (e.g., one is mssing). [0207] In one

embodi O™ %?b SERIP 9? 510-1 and 1510-2) can share responsibility for
reporting changes to the outside (e. the operations center 112, the
goV8r nr[mgﬂ 41§ n avirolese trapseeiper M 2 dilows birdiectioar! sammpnigetionith theprraesy | |

spr eaﬁ' %ﬂ?cuﬂol%() ?‘Eg%ﬁl@%naa%lz 1?&%@%{ e Jo\ﬂ%{?&ﬂlé‘ﬂ%ﬂ H%ﬁ%eﬁahgﬁﬁﬁ&ﬁs cell

wi || ansm ower

partic L¢ba1rd hags hﬁlﬂtqﬂetrhnsbalzefs Zhnd anttbdDruded @ @bmﬁeqme@& dnd/dr henﬁzgﬁred wal

net wor ks can be used to Ioad S roportjonate|y anong.the ster ceIIs
1510- 1 V4Rl MBhes standaigs) Sane e@%@ 1&1%@@11@&% ©on fzansmpﬁéw@cf@@ﬁwm

interf ﬁﬂ&%ﬁe Brﬁﬁﬁm%QﬂEB,E interface 25134 can attenpt to ping a
partlc anismthrough the nesh network in order to initiate a

b h d.b f f.ic | ock h
3 cptin S 28uPehel T aaont itabluntieng e soedy FEME T LR PO
net wor ksrcuiigoe Wien ﬁﬁ&lﬁg@&ﬁh% ré&féﬁﬁd ENaCRAIPR288Y et e chipldde thegdif est
of the particular |Iock nechanism 15 Alternatively a terrestrial cel

1515 ofl436 eed ccivartehingg epraopriate mlt@g@fﬁ b:démlowwh surely hfé16pﬁhewe:lm1@@rs serrok
hani sm 301510 d could b h th
ot PR O RO PEERRETEY Bundfou b ot eperRua it bhboea”

mechani smin order to initiate the report. The pings could be synchronized
wi th t H8196bcKEhis embedimenihasgresiyarsonfais bt hatdosnatirpairomaster Enreedrdt he

pﬁ%bOd'eg ég@tgee%gfeﬁr%%%ﬁte%antﬁo%% lgcﬂlécﬁrg e cﬁx‘éﬁcl}u%goécg%]ne{s%r cﬁ@cular

ock i'sm’can be configure a conl ai ner or
t he | odmptiret polysier (VIR) tfecl’ﬁmogy&eﬁ répoeadinetion bf a aubstatke e hasndosm idebe@tts

t he container or the 5 anismitself being. breached, the | ock
mec hanl"‘é}ﬁi BEHMeBYr lf‘%fiwg‘s% CSSISEHGT WO@H@@%%? Pkhisdman powered or non-

| ock/ s eRGRIIGRIL arfkefierh 61} i42¥)35ah9&{d3éléﬂéﬁﬁédl fel, bf‘él@étf@ﬁd a{ang&@eﬂe
operations center as described above in reference to B. Exanpl es of
br each MB. €Btei aangredifrotiss thaich dgppamoatofis tavgét suhstmdeeprdelss(wncbsahhs occurred.

25  Each item sensor 1420 can be configured to be sensitive to one or more compounds or

conditions.

[0197] When the wireless sensor module circuit 1400 is next powered, the exposure of the
detection polymer can be recorded in the persistent storage 1408 as exposure information. The

value of the exposure information can be a value indicative of the amount of exposure
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[0210] One nethod of detecting a breach utilizes one or nore radiation
sensors. I n one aspect, 10the radiation sensor is a |ight sensor that

det ect s |wgQhoio/1s1899e or nore wave |engths. A |ight sens®cTiusgéidssazbhe
contai ner or inside the |ock housing could detect the container being
breached (e.g., renoving a door or cutting a hole in one of the walls) or
coul d detect the |ock housing being breached (opened, cut or broken),

r espectekpaigpced. fTheHélaraC@mstl@eﬁéb? defeativntpolyancsiean §e sich thateharssistanee (arght  of

104 15anrare ReeFiEy %%ﬁ%*?%?*? R P R an Tnduct i ve

power &Iy CIFCUIt) and w transmt informatjaon regarduﬁg the lig

r eadi ndg{) 8 neferrmgpieaia Fgl@nééra FIeRHnicatEon SYsM b 00recIpdRsn eli%ﬁp@fﬂers
Al ter nthb_y %‘Xltl{)ﬁHGClé ﬁgéha%%%sq[%g f%(jdr'ﬂ%'doofsgﬁ‘ ﬂlié)gdflta{ﬁ?&.b @5’(555 Wt%‘@é%ﬁfal up and

then transmt e I nformation e radi ation sensor céou
confr i semRfuns@nsndsviteogee]l 1AV t(redersclad hercsfiterd as¢atasdial nel205 1) ea platﬂ{rrmn din

the co ner RF sensor .in hapi erlo

o oS Bhaie SiubronmupRatvbita el B28 RS Reth BT LR

si gnal IVSQG)?'N%%IBYMH:I 520 ri@ﬁ’ése'nfh Jn@%éa%ﬁ wﬂi%?élﬁﬂlt?[@ JOREA RIS ESOPRRYELE
threshold 1evel, this coul be an“indication that the contai ner has been

br eachedll¢eatayl. Foa eElmplertéﬁplﬂefdrm 1530 bailé be atmqtmlechblcmt:laameshlp [@din]a
Anot her,_nethod' of: det ect t
ot o iRt S i Pt o EPu e e PP s b, il PGS

neqbanmg@wgm{ahtached to a door of the container, for exanple. If the
notion sensor detects a rotational rate (angular velocity) greater than a

thresh bfb?:l ﬁ}ehtggi?ﬁrlilmeﬁ 1 %’Lugd tl‘ﬁg sht@ﬂf[té; @élf YS%S%]}? E&gmﬂﬁg%zongl rlcl){gq? opened or

at |l ea anlsn1|s not secure
cont ai remmuiidagion attiwoeksysuch ks theeombilnddatise Asvorkkel EC 2 $0 an3 gt ’Ehe(lfbcall otation
greater than. a threshold angleb%¥qpn this could al so |nd|cate th?t the 30

door orcoRgdMicatigy actwsh 1 Bhdrst Mafn feirencsdr FigRnladi dhe fearesial edeliled to
both b ahd tl%f sa‘éehl?ce %91'1”1 ﬂﬁ@r@ exaﬁ(ﬁeggﬁﬁ/sgeﬁngQg %fo%%%ﬂé&ﬁggpﬂ O[cgg Ja’s?‘g to

Referrlng next to i ppl ng cont ai ner system 1600 includes a
shilppi rmgnmnmmmmrth i'.ﬁﬁﬂﬂe dmxeltlansl sock asrehe Im@maSumsl@h&r d é2 theerd vemntenointatach

assenbl y bars 1625 and. 16 is cC dto the l.eft latch
e conoibagar el i hes d S AT 0 Y O et BT Re o Pt 1
assenb'n)étvﬁﬁtks/%@?e@is dafl alsB'b% iBETRAM TR conhifnibAldalyyeserspby bars 1625 and
1630 5and the cl anp and | at ch bars 1615 and 1620 are electrlcally

conduct} [f214 Iock udes an el ectrpni c signal
comor sty LHRIEH Aehan RS 6 DRGRERS hASE e SR BRRIER PR he tPaam
bar 16 kbmnamicatitn @ioﬂﬁlavs isGa asSilgtateddad et @ibed BBGveSH o¥)eneOttthedctive 1béle

clanp bar 1615 (or cou led to the | atch bar 1620 The el ectrical signal
genrBr atcseuif fHehehi G 4a Tdicdek m@ﬁhaalsmﬁd\ﬁnh spapnicategvith gachwdher by dermyng

i ncl udi r r
wave) 2oy AAhERAR, TR upd o R hhaRuACH: RIS BR AR OpeaTLET
si gnal nigchweba it Hsacitite migertiack 15251 .amh ﬁalm‘lbuegimstdﬂ dookalrstl i Inig kquipped with a
illustrat

y the electrical nal | 5-1, 1635-2 and 163
the ol edeliest gemEgisation pAver etgh%tﬁ{fﬁ e ?@%&guﬁéﬂe ﬁ%@é‘%%%”%ﬁ‘ew%
thr OUQQat\éﬁfté 9&?1%@1& an@tel@ifte §1§]@al GORf e ec&rﬁ?tg apfiokk M&'Hzﬁu&ﬂ?s a{f%f*tléstlrlgit ch
assenbly bar be attenuate d and/ or shaped, thereby
af 2éct inmgyter ﬂr@k 15 10 2 The terrestrlal master lock 1510-2 is equlpped with a terrestrial
communication network (e.g., CDMA, TDMA, GSM, etc.) that is configured to communicate

with the terrestrial cell 1515 via a terrestrial signal 1517.

[0201] The satellite master lock 1510-1 and the terrestrial master lock 1510-2 are also
equipped with one or more short range wireless communication networks (e.g., Bluetooth, WiFi,
30  Zigbee (802.15.4), etc.) to communicate with other lock mechanisms 1510 in the mesh network

via a short range signal 1513. Because the satellite master lock 1510-1 and the terrestrial master
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15profile of the signal that is received by the electrical detector coupled
to the clanp bar 1615. The path of the pulse illustrated by the lines 1635
is conpl evel2gioansisovr ary for illustrative purposes only. PCOAB3)10Am0264i t i al
signal calibration can be nmade when the | ock nmechani sm 1615 is first
secured to the latch assenbly bars 1625 and 1630. The calibration can

i nvol ve receiving an initial signal 20or gnals and anal yzing the profiles

(e.g. g@qke}Sé@r%@ntqonﬁnuﬂ@tt@WﬂtééOC&rmmhé@@@ﬁd 19 esyelhgesyternghratadlae iop eeliulam
si gnal cg{n?ﬁu i&Fio %nttw%?ksaﬁleer %geeasc?gaci*ea erlse %n%%%)fre%ed:c% sssaiseﬁlﬁ[ %ﬂl 1%% 9&?'
profile can pe use to cOanre 0 pulse i "85 recerve g ruture in

or der UG1d&k@d&mﬁﬁ&ﬁ@ﬁ&ykﬂc&hﬁﬂmnntainer or parts of the container.
Alternatively, a statistical analysis of the signal profiles col | ected

during ﬁfd br'ﬁge' 1B G o AGhEHTh A dls%qﬁ(é’ﬁﬂf’célplﬁﬁ 35‘ 4B-dcfEN1d-Y o} gnal

profil s that 2b5are mot statlstlc to occur en the container is
not Sbr eachiddio @h6hicén tcem@rmdt@*nhirmmdirks Hoaut onhyutlanl chemuetcetctveith bthet mbsells
e contai ner

t hodal i | 1640 t t i t int j f.t
W hoatlsofs drgnd of e laealiy bl il e blB-2 it S s GRT ke el e
coul d iRy @51361' PRGchdon&dr th@aﬁablmylt@%ém%uﬁrt%elt@%%e%m@ﬁemrﬁmn%Ibleélaru@&I on

nmeasur enents. However, after the hole 1640 is fornmed, the signal w
travel the prrtichlatrebpdl b5 196316401 cqrippad widhs proper qfrmaume@thnrsubwmnw@yg by t he

hol e 1640, a se received, at .the el ec ete rowill

0t oot durisS Bhat B e SnbEREHY S P LR S BT b R b DS o
2010/ 15 RISABETH 5afIdH 2 GhtRoranabo Rid thhiit BamRBEes cdsrﬁmmhﬁa@t(@ Ee@ue toa
calibration signal profile, or the statistical paraneters, can

det er mipeEPIRf tg Elaﬁ@@é 30T Qo of OTe eRskaipes AR gl@plﬂeg@he signalhe difference
is greater than a threshold level, then the breach of hole 1640 can

det ect ¢0203] 021 lo&ﬂlbbi&ﬁnﬁ)salrmbard)ﬁov@erai maghaltyh@tg. Ooith batkeicdetFeetiad by this

nmet hodol ogy | s rean of 5 one aor nore hinges 1645 fronlthe co t ai ner
1605. ReABld i* Betmr?é) Hh%b@é@ﬂ%%l Regrntendad rfg BsctFonsHRP AR dhe locke opened

and the,cq Eﬁlﬁﬂ% $5 @ is kOR1cELNORE HFefhollQ)Q%o Q%Q&Vn% tioh}§ bl ARk n%":tg)gam sm

1610 woul d sti be connected to the atc ars 1625 and so
any 5 sersopocessnt |agd| cmmlcdtrd)mmbsydnﬂnmme ol mﬂchalhlemls ato hymhsmntﬂdy bars

1625 and #g WO no. use. wever the electric recei ved by
the | o@RTABERAT BrieeBL6hengEs IS ap B n ook sates. Fhis Tarl B acdoRpried

by using a synchronized time reference such as used by GPS and some cellular networks. The

clocks of the lock mechanisms can also be synchronized periodically even if they do not have

access to an external clock in order to wake up at the same periodic report time. This can be

20  accomplished using one of several know clock synchronization algorithms.

[0204] The frequency of the wakeup/reporting periods will determine the power consumption
rate of the lock mechanisms. A lock mechanism 1510 can be grouped into different mesh groups
according to which communication technology a lock mechanism 1510 has. Mesh groups can
include Bluetooth groups, WiFi groups and/or Zigbee (802.15.4) groups. For example, the mesh

25  network of FIG. 15 includes four mesh groups 1530, 1535, 1540 and 1545. In this example each
mesh group 1530-1545 has only one master cell, either a satellite master cell 1510-1 or a
terrestrial master cell 1510-2. However, a mesh group could have multiple masters. Different
mesh groups can have different periodic cycles depending on the power requirements of the
communication technology being used by the group. The lock mechanisms 1510 in a mesh

30  group can be enrolled with each other using the process 1150 discussed above in reference to

FIG. 11A.
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10el ectrical pulse lines 1635-2 and 1635-3, could be affected by the
renoval of the hinges 1645. Ot her types of breaches could also affect the
pat h of twe 2eloastsopcal pul se(s) and the received pul se pcofisc@oanécoul d be
detected by the | ock nechani sm 1610. [0218] Instead of an electrical
detector coupled to the clanp bar 1615, some systens utilize an electrica
signal detector |ocated in another subsystem of the container. For exanple,
t he 154020 r i Bl fresjugnest ofdbe wekap/repertiae periodswdrdeck meehassas byl Oigsguptaim

cont i RS AR RARTS B kel AR T aE LB, AR A L A P e bt o

subsy stpespoetietattlyreke hbhabeosiipk 80hnkM it hhd Meshofdeddd @trbauh smahal cellithidet ect
whet her the relatiognship between the |ock and the contai ner has changed.
Al t er n&PNSFEYSH Popvskfog @H desks dny Bgyagsbchrorkhe) Bsrapaine g ireicacinely e &HOEHE d

trags m:pteri-b@ggé fSBthh sgﬁ' -a&wawg%lgﬂwégn%gﬁbf l%ctﬁicﬁ%eeg ;lsgs@eﬂje oﬁgﬁghﬁoq l(ji(ﬁ%e | ock

mechani'sm 0 an ock nechani sm coul orm t onpari son.
[ 0219] nischamisral | £F(H8) baséng the étequdncy oalgepgthplas location Gr.@t dawrcasing s hani cal

| | d al t itted. t ft | h bl b 1625
P S e heainty Sty Ra ek it PR HedoPunf ity o hS ekl 96 Tstchs@aune
respectiuBlicy Vich () AESRLEHATBLEL 495 50T HelRincs 8RSV TNEAH WEGHRD cal

pul se coul d be generated by a solenoid or some other known vibrator neans.
Anot hemaglifesrof dedhupedmsisem] & b laddies 6) mareabing dedigrteneyain e previers reprdt mmot

ul trasound detector (e.qg., a nm.crophone)...The ultrasqund signal wll be
ot 100t QPGS Bim Pt 0Bl toRAR R LRt iBR 8486ne s ner 1 1 sone
enbodi nents, the detected ultrasound signal could be grocessed to isolate a

di rect [92Qphal A ppiigitanbockinachansmd 519 axnsmpritemetghbphlock meekandimy] Wétbettibr

2020/ 183 4BE R FEDR 87 3Bt OB el b G B A PRRaRs “Ior B R g B g™
si gnal necighbet Iotlc alechambmiariilOahat thy parasdaridclomeciiangi) 1319 piswdusly he | ock

mechani sm can performthe breach detection process after receiving a
t ri ggercomEncatsst withrpis norlprgse pvaik@les drea theopnitier gdogk peshagnbt > 10 g report

el gpsi nge %}1-5@\?% ﬁ.l’ I%G%%ﬂ’%r | b Hish O ¥4 . P dcodrN309 %e%ipeﬁaﬁ@ﬁ@céﬁfter% g ﬁg%ﬁf)or_rhe

associ at e ock, the contal ner or another contalner or 5
t ri ggerconeinedbbieg moyodinthe fpqueneyobthe acrodic ogpoaeriad sacbainectayddtifitiiche | ock
mechani sm wher e.sound .recognition.is. used to identify sounds nmade by a

hamer TUROERRIiFighborschanges thgr ongisfaissipelaw, or ot her device commonly used
to breach a container. The trigger could be a canera in the | ock nmechani sm
capt ur il64)74 phenarcembodindie it celdd @bl V-4 and 16hé-2) easksheteamgriongibilitp fara
Egcur eclire s nllgt ICI%?lgéSOtO o 3u Side ec.)gs.l, Ie%%'era 101?segen%e§r g 99,%[16 !gg\gelrt(l:rf;}énqrigte&gcl’lel 1%4aolrso
20  the commercial interface 134). This will spread out the power demands and lessen the likelihood
that a master cell will run low on power. For example, the transmit power needed by a particular
master cell 1510-1 or 1510-2 to communicate to the external networks can be used to load share

proportionately among the master cells 1510-1 and 1510-2.

[0208] The operations center 112, the government interface 124 or the commercial interface

25 134 can attempt to ping a particular lock mechanism through the mesh network in order to
initiate a report. This can be accomplished by pinging for a specific lock mechanism in a certain
geographic area, via satellite or cellular communications networks, where the geographic
location can be determined by the manifest of the particular lock mechanism 1510. Alternatively
a terrestrial cell 1515 of a certain ship/train/truck or depot where the particular lock mechanism

30 1510 is supposed to be located could be pinged with the identification number of the lock
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10used. [0221] In addition to being able to detect a breach of the

contai ner 1605 after being secured, the electrical pulse (or nechani cal

pul se) mawbadoleggeocoul d al so be used to detect when thecCraskoios4dzes ng
secured to a bar that is not part of the container (e.g., a person could
insert another pole sized simlarly to the latch assenbly bars 1625 and
1630 into the |atch bar 1620 when the 15l ock is supposedly be secured to

t he | atedsharis@nnpydep iy igitpgothe sendrtl 640G pigisresld isesypehirenigedivith st loples to be
connect. 1 h nt aj ner I N i : | at ch
assonplih 55Tt A5afR AL Dt Aoy 3 s TRAbURRIa Dl PR T Blrefel Moons
accel eronmet er woul d be non-existent or at |east pot within an expected

prof i | 0%&Hgen(PRE CIOORIPRIER ANP ST AV DISEIRIN FC SOBY @1rah edqiRet e Prengr 108
range il ERRKani¢ROAPEL NBEBrebBRK 1K FooRihdch Blifin CRRLRUALGdiRGRL B 1
the sane location, signal detectors of one | ock nechanism cou d mista enly
r ecéi vedock mednaisnt itsetibamgtthrerchtdcke ek henharisnangh epow tieodesdoyiod elomgmithe t hat
a breach has occ rﬁgd. Az:discu%fed above, a code such as a serial .number
coul d BENSTEEA ARdCksensey 0&%‘?‘?&_&“ lenfififadio é‘?e BeaAtenyg Oﬁ@j%tbont '8 a&ioé’Fliaﬁﬁ%% sh
one | ogknitf AARAMBA&bovAIntBfcRdick YEFIG. 1t1Be Fdatipids Jribansiibit&lonrdASthsHSRA
detectors could be synchronized to performthe 25 tests on a tine

r andonmiappafatua siid nawdreatesatbedandom f r equenci es. Such randoni zati on (or
pseudor andon) can al so reduce the risk of detection of a signal from

anot henoimgk ORchahos BY ditedhg]a treddrtilizgs S1eXdr rhére Admtioh/Bnsors. PR SSpek?,00 a
fl ow di agram of an enbodi nent of a process 1700 for calibrating a | ock

nedfanitbhiadintipe senspimsa lighbsemser thefrdeiretsdight Hyorearpeer ngvailengths. shlighi ng
i i i .CS. ) . 00
v ar s gk iR el drANIERE fock ol pod RS, il Pondkilfe REALGRESHAD

t he coré.gil, renoviedd door @ cagihigrachol@imnee.of the whies) ernbadd dewét thhmek hotidieg cl anp
bar 1615 and the latch bar 1620 are cinched to the WO )
2010/ 19E8E h@&é@@iﬁﬁd@a@%h@ brespeetaby-yIf Blaerlggmi saBondiccis shanggin theer

can putyffig ﬁi@ﬁﬂ%f’%ﬁ&«?tﬁfﬂiiﬁ%ﬂeo} Zl%égloh@ E&S{’%ﬁ" t%es%i[{%o‘%‘ Wit GakaRg %é‘ﬁb@&ﬁc‘iﬁﬁmp rocess

800 di scussed above I1n re eto F 24] Upon the | ock nmechani sm
1610 bendgr fedoclechbntrolletids afttiedloak senidnysnh forsinitdktiaa dow&3@pplytercus pand
initiates a calibration node. The.yser can initjiate the caljbration de
Usi ng. & DSBS TGP TSR NEANS F seadinE UBF PAEE BISTPT MeRNEHIOREC Piegci
1712, 16& hedanRRNAIRhaveASHRY BhiR2ohll vidiudtd ale IFBERRRHABLRLLs D dAkoper |y
| ocked to the |atch assenbl’y bars 1625 and 1630 (e.g., using the clanp and

| at ch phabeansmitttbhedo®réioand 628 di scussed above). If the lock is not
properly | ocked, the process returns to block 1704 and the user re-attaches

the | oq21gchBiy @iabiéd Sonsdif couhtbalbdedmpraerenicanord 6.0, W3/ paeReivty) keeded to
the latch assenbly bars 101625 and 1630, the process 1700 continues to

bl ek tirleck papdmghe ppntping KT heR B senspreindheylosk meshwyisn spuld pegodically rapritary i cal
si gnal t@eeﬁﬁrs@&sﬁ{ in tfe H@ﬁ@iﬂ?& Clﬂhe%g%&%tge%gﬁ{ LR s ] AU s&{s@ﬂﬁ md ter
or other signal generator) generates a Calibra Pon st gnal “and coupl es the
si gnal lock mbchaarntiacmedes 16Ok, a tAteshdlddédvel, 1RO cotilld e sin ginditatidattka oy conkanat ed

in the | ock cQﬁni?n116 0O or a sensor subsystem or comuni cation subsystem
R

associ 2828 FFACHR(C15) HERrTEPOYCd AdhlesutihBcogiiiicTaf t er being af f ect ed
by the container 1605. At bl ock 1724, the
[0212] Another method of detecting a breach of the container utilizes one or more motion

25  sensors such as an accelerometer or rate gyro in the lock mechanism or attached to a door of the
container, for example. If the motion sensor detects a rotational rate (angular velocity) greater
than a threshold rate, then this could be indicative of the doors being opened or at least that the
lock mechanism is not secured to both bars of the container. Alternatively, if the motion sensor
detects an angle of rotation greater than a threshold angle, then this could also indicate that the

30  door or doors have been opened or that the lock mechanism is not secured to both bars of the

container.
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received signal is analyzed to determine if it is acceptable. Acceptability
can be based on a received signal to noise ratio of a code that is

nodul at eaworrotonsigpgnal . If it is determ ned that the receivsedodiaeal is
not acceptable, blocks 1716 and 1720 are repeated. If it is determ ned at

bl ock 1724 that the received signal is acceptable, the process 1700
continues to block 1728. 20[0226] At block 1728, the | ock controller, or
anot herd0p3b c iefeiringmen terkdbr d6 e gopias g@éﬁla@rewsm W04 isedndasra Sélutps%&t em or

COMUNLSRLIAP SOLIYEL B LRSI G0 1 8cHLNAL Pl QClh] 20 1398LYE Fit e

recei ve rmne orf ma harac erls |cs of

t he receceg wt 96 is cliltBed focthe &ifi l‘d&hlam‘eﬁfh@bamlrﬁo and béatanbavieeagecindtgadal
profile aor statistical neasurenments of mul t|PIe recei ved S|gng%%§rofiles.
on

Dependittiiicaieht échapnerably dar 45 dpdis spbodiment fhalatch dsseniphygbars
L Pe 3 COBhl AENFn WPl bR 5311300 G8) oy RS ng%ﬁam et erm ned at bl ock

172 it can eterm ned at re calibrations are

necess re calibrations are nec ssar oces | ock
e T o FRpRt b he il b Sieags (b dios cotrled ook
1736.  [1OBAcH b1 600 Rit'eod188 to thB %lalnﬂﬁllfar 98 E‘S)"aﬁh'dlaﬁrel&kﬁaﬁﬁgﬁﬂ%eie@ﬂ(& (ﬂ@%h&ﬂn)

i ndi cative of the received 30signal into non-volatile nmenory. The process
1700 t lvenpled tisthe Thenpstaprlé S {arfeconphed taothe ilaschubard 6£6). TAO electrical 51gnal generator

2010/ 151899PCT/ .US2010/ 04026 d h h b h
Cock TICRRCh PRt ahgor A St lE B RO RAHET s Ty difie SRnOVE R S e

[0288] sBefiafufiblg nitlatéPotd Garridr’Bave abd 9€&Hsh thfdhefripht Bedhestdnitdy banmesi ng
with a shipping container is showmm. Wth reference to FIGS. 16 and 17B, the

processl hﬂ@@srgg@dtsgnalttrwe&dhroygsmeé%ﬁ ép35 nbthraygh thosmmiangress ifluduteddy a
triggery, é’lg&hc%@ggpﬁfﬁﬂe%%?ﬁ %3%%’&1?&%3%@"&% thse[%cféﬁdoagggﬁaslgﬁaggﬁs tﬁxﬂﬁ%cﬁ%' on

can be a psi ng, ange o assocl at ed

with t h}ght haedh, astdneblg Oat Eﬂzrsemr@rghamﬁbhseporﬁom & the comainérolaks aad stloungh thapt ur ed
by a m crophone, ﬁ icture ca tured E¥ a camera, or_ other tgpe of .trjgger
b w%

event ilfftilateliassim ahléﬁeélvv 11bg aftpnaied, dejayedeapdiar shangrctheichi affeqting the k
Coagrol @meo Hlte's?én%fsthﬁtffs%ﬁ%?\fed gttﬁ&él'e&ﬁcﬂ%?eftol%&ﬁg@lotﬁ\% hﬁsﬁdar 142 Tlflé‘e

| oc nt rol causes the sign gener at or an electrrcal signa
gener atpath, of&hmpxdlsmxﬂrusmaltecphjz the lgesn 6t Bromaletely brbatsoyfiak itlngrsive ptugosesr ot her
signalﬁgﬁgerator) to generate the tanper test signal and, in sone

enbodi couple the tanper test signal to the container via one of the
clanp hook 1615 or the latch hook 1620. The tanper test signal is sinmlar

i n profl0216]t cAn hetid aignel ealibeatiogicgm it made @dieln thedatk inceltaaisnh €6 1596 kirsrsedwagd sm

1610 u%o i lgtrc]:ﬁ asseerb?yC‘t?asrss 1(:)'?50 anddlI Buﬁe Calfh ratlon can involve receiving an initial signal

20  or signals and analyzing the profiles (e.g. generating time histories or frequency responses). The
calibration signal profiles can be averaged and stored to memory. This stored signal profile can
be use to compare to pulse profiles received in the future in order to detect changes in the
container or parts of the container. Alternatively, a statistical analysis of the signal profiles
collected during calibration can be determined and used to be able to identify signal profiles that

25  are not statistically likely to occur when the container is not breached.

[0216] An example breach that could be detected by this methodology is a hole 1640 that is cut
into a side of the container 1605. Without the hole 1640 formed in the container 1605, the
electrical signal could travel along lines 1635-1, 1635-2 and 1635-3 as in the calibration
measurements. However, after the hole 1640 is formed, the signal will travel around the hole

30 1640, or at least be affected in some way by the hole 1640, and the pulse received at the

electrical detector will be affected in one-way or another. The difference between the received
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[0230] At block 1766, the transmtted tanper signal is received at the
signal detector after being affected by the container, as discusses above.
At bl ock w@2010/t5I991 ock controller, or a processor or nPCTASR@OAIER04
associated wth a sensor subsystem or communi cation subsystemthat receives
the signal, analyzes the received signal to determne a current profile of
the received 20signal. [0231] At block 1778, the stored calibration signal
prof i | signaf prefiet qosrparesl tp dhq stesge galibraiéon wgndl pvadde. i dig stetistinglpepmmdtern, dag
compar ?Pg ’de%]fmﬁlleff .%k tﬁeﬁ%r%bes%(?r c&fqﬁe fodk § ee@flat{iml 9k P@t Tk @ﬁ%ﬁeﬁln@ {ge gea%r tﬁelnoa(f k
1770. The corrparlgon an"be a correlation of "a’'signa pro?l eor a

conpar itheshodd leelagich el elachastieid Bd40can dbtettag. current received signal to
statistical paraneters. 25[0232] At block 1786, the |l ock controller

det er mggsy i fal ﬁer?e‘%%?fe! o?%rbr?%hftﬂe& TEde LIQRH bﬂﬁi% rﬁe{??déagﬁ&(%‘?ﬁs féi‘ﬁdvai be

current received signal is wthin the statistical or t Imts of
t he5st anedr omkd hingts I6d Sifrvnotheabhtamer 16035.t Rémsodé bEthaihiets tl 64 cduhed albaw prnt

profile. s within the calibration profile Iim th t he process 1750
Perm ndf U ddofs torbe g it ighe bertomnEe ok sonaPb S soa e b T ok n ¢ he
cal i br afdcAnibh el  wol el RednREH e LONhE Fhltdheefsséiiﬁlglbﬁ?srl%% bR@1630780 any

rel ati onship between the WO 2010/ 151899PCT/ US2010/ 040264 cont ai ner” 1605
and t hechsockcombghizdite dete@ 1l presench ahtedataindsseimblyprane b6% ahd 5036 ovoul dhioest at

bl ock 1790, [,0233 t block 179 t.he ] ock .contraller res.,nformatjaon
" catPe: HRFeIahy efufEd uiR s S bn S il LR To R e
conpai resctridPpulbaBn@hangednd A3 Hl3oedu1d BO4ffccdd B thiceowdl @nele Hisgcbnamsm tt ed
to a renote location such as the renote data center 112, the governnent

i nt er f &Xberitpaesat brasshesoist dseaifachthermicel thaalcehisphpulss(Spubtheregiveralsl ar m
i ndi cat] I j Ll i Eif Y the trigger event and the
char act 5@%%?&;%&%%?%%6@8{1%%lsolagﬁlg‘gﬁa%t}ggi %((%lg)gt hat was recei ved and

anal yzed, [0234] The procaisses 1700 and 1750 shown in FIGS. 17A and 17B
are exdMbi8r yinggpd olielersiica detertor Fotpleditadhs ¢lamp dap ko 1Py smanstersstilizagn be

al ter e%ieéﬁic%l sigl@&{ dBRYP %c%!g&%%&ﬂ&ﬁ%s{;{sﬂ%ﬁl’&ﬁﬁe c&%aih&‘?‘rﬁo@%ﬁﬁple,[t%35] As

di scussed abov sone enbodi nents o ching nmechanisns in accordance with
t hé5di stdcosat sgurlideiczor aowdd be Waptedah uecrtsor sublsydierh imadd tha coftaachyrdnaul i ¢

iston of the l.atchin chanismin one direction il ermtti noti on
Pt St e et et S R FEGhPLla i s o i T B AT D e s i o SR e
embodi r&ﬂ{&&i@ﬁ&&ﬁh@ﬁbﬁé@féh@é‘dmaﬁé ihkicgmpari QIAEw MRthe \caliM@Rork gghmhai t
notion of a EI ston. [023 Referring to FlI 18A, an enbodi ment of a

| at chi rigteaeehethérshe 1@g®nship hetwage shalotk andithe santbimer haahangedpidteommtivelyd and
a pi ston rod 18%5.tThe téatchi ng. npchani sm 180 -de al srt).ifncl u[des & one- \r/)gzay

i nt ake WAIVETEBYSEELRT BE PR AUY WESTIGH SO HREST IGTRA IR CBERi Hd t he
202pi stipdwet&H& sibndl lbutidioadd Pck Mekch8d6m (161@and defi@&dnbdhagksmcuplcesidt he
one-way i ntake valve 1825 to a forward portion of the fluid chanmber 1805.

Wen t therferethgespmngtise val ve 1825 is controlled to be in the open state,
fluid (e.g., a gas or a liquid) can freely flowin both directions and the
pi st on [0DKY] 184 Samsickriidieepo sheotnicd1Gfses,anvibmvien onmicvianitiat palké(ONouldMienbd he
one-way i ntake valve_ 1825 is controlled to be in the c]osed state, fluid
(e.g., t@ngggteglto ang offae chC%?ﬁerpl?lgé;'ag,s lfqgéwr ilgﬁ%(b%ndyregm*ée(! f?rorn the other latc

assembly bar 1630 or 1625, respectively, via an accelerometer or some other sensor. The

25  mechanical pulse could be generated by a solenoid or some other known vibrator means.
Another alternative system could use an ultrasound transmitter and an ultrasound detector (e.g., a
microphone). The ultrasound signal will be affected by the relationship between the lock and the
container. In some embodiments, the detected ultrasound signal could be processed to isolate a
direct signal from the ultrasound transmitter to the ultrasound detector from the echo signals such

30  that only the echo signals are analyzed.
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25direction and the piston rod 1815 and the piston 1805 can nove only nove
forward. [0237] Referring next to FIG 18B, another enbodi nent of a

| at chi ng wocheisssye 1800- 2 i ncl udes a one-way outtake valPee/uB3®@0/0¢wapl ed t o
a rear portion of the fluid chanber behind the piston 1810 and an aperture
formed in the forward portion of the fluid chanber 1805. There is no fluid
coupling in this enbodi nent, and this enbodi nent uses gas in the fluid

chambedVR2H Repsedesiothat e of gananittythsignal Helegiiealwagclngtaab pdrapgprdeoriagha) i s
control. t el he..op / : 64 gas
can 11 deryrdr e d ek GREE Bl g AR AR Mg TR a8 3T
1805 camdicmye The tiig@erdndiestdt @usd b pevidde toneelwpying. NTiakiei g¥ e indicdt82&oulé
controlled to be in the closed state, the gas, can freely flowin only one
di r ect b6} HARIHS35 ek IFnsYRsIIchyHh tﬂﬁ-‘elog\&é%wni%@@r O FROHBRAONEIIS CFpve

backwar fer.r.i New : ' t of a
2t o n e FiEley Qend ek @b michtpnaRgBle SRR e
f or war dngebatismrwiefe duad fréaigditiohasrped to Alehtifyi sdusdsuphdenyy 4 BRmee agorche f eed
i ne) couples the one-way i tahe.valve 1825 to the rear porti of the
fluid é?f%ﬂg&g}mefgt‘)@?t B Y REDREV R TR élse‘gP\/'ﬁe BrCqnianGSn P IES t o be

in the @pRIMeS @hRra fnl tH ek Ta@hanin @8SuRkg & pldndbiodiheCRBr fdlfREYo tHea¥ed N bot h
directions and the piston rod 1815 and t%e 10 piston 1805 can nove in two

di r ect icbagingfrem & feeured positign forunakier paditien. 1QMEr iriggcomdicotorechbuldalbebé n t he
ClﬁQEd shgte, fluid (e.g., a gas or a liquid) can freely flowin only one
di récti'8f-and t he pi ston rod 1815 and the piston 1805 can nove only nove
backward. [0239] Referring next to FIG 18D, another enbodi nent of a

| at chi n82%kcHariddiiongobeing pble|te detscta yprchwdyhy ¢omiaecr\I&DY aftardemecssaprdd to a

I . | - k 30
coup! o SOHHE PhRE b EATTRELe) AR RoRG ottt bR G HEE, |
Cﬁug{) i ﬂ@éd i? bgihg&m?b«dimb}l:ﬂ!that &gdat%hﬂtsffkﬁh@diamn(e.gl_se?erg@@m{hd tm%giéuhdd .
channer ut oes. n use_ |1 qul d. en e one-way | ntake val ve an e
one- waPOBUYAARET 10 e ety RBies a1 60 Btudelich S WEBnTEae, gas
canst r aglis Ui dry BOLuld B3hd A9 A0hHIDBaR1B O Aol &l ARSIES A O

1805 can nove'in t directions. Wen either the one-way Inta
201825 not b¢ tmnnocted wathe ootthmke 1 60, wieledsB 80t insheomicrwehy axtht tatddeassemblydac| osed

state, t as can fre flow in,gnly one,direction and the piston rod
T615° a2 B RSBt SObY e st §edopad btk a o PRulg b Pp iRl O
embodi eRhst Bt WIn d&pORed PRYild Ahakany Blck enctBARsR Yl ¢l chld RR! AL&GHB¥dan

outtake valve 1830, or the outtake valve 1830 could be replaced by a
one- wayr¢fit skgevammego1®25. I n these alternative enbodi ments, one of the two
one-way i ntake or outtake valves 1825 25or 1830 could be sel ectively

conyr ol[0zxh]t owhen therd &€ nall@siedosthiat S 1b&utdEhThd sdntitEloPdtihQ8igh dettBbEs ¢fithet he
pi ston 1810 to nove either forward or backward. [0240] The | atching

nechanilefsmadgoism copihpispakenlygoceavensignd donyanptecr deedknpedadisarang caiodcesyy not

it . . . ) ) t ak
vai ves Sy FHRA, G50l ARGl IDAKE, Yl aRn 104 Rer MR GO, 21T
The | odkinngiuheehanihs si:ndi, sidsisedctoakioeuscd al digdigtbutishonedodd fagmrmeather.s coupl ed

to portions of h raulic | at.chin necﬂfnisns ‘ﬁggethe | ocki hg nmenbers were

d )
hooks Cﬁmaé\yplé(d%/l{eélgna transmitter and signal detectors co synchronized to perform the
25  tests on a time randomized basis and/or at random frequencies. Such randomization (or pseudo-

random) can also reduce the risk of detection of a signal from another lock mechanism.

[0223] Referring next to FIG. 17A, a process 1700 a flow diagram of an embodiment of a

process 1700 for calibrating a lock mechanism to perform a process for detecting tampering with

a shipping container is shown. With reference to FIGS. 16 and 17A, the process 1700 starts at
30  block 1704 where a user attaches the lock mechanism 1610 to the container 1605 in a secure

manner. In the embodiment shown, the clamp bar 1615 and the latch bar 1620 are cinched to the
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WO 2010/ 151899PCT/ US2010/ 040264 engage | atch assenbly bars to | ock

contai ner doors in the closed position. However, enbodinents in accordance
wi th t he wo=elioswsve can have different configurations. [PO2ARpoIRGH@EGS I Ng
next to Fig. 19A, an enbodi nent of a | ocking mechani smincludes a |atching
mechani sm 1900 fixedly attached to a first container door 1910 is

configured to | ock container a 5second contai ner door 1905 and the first
cont ai Adeh dvembbitgrs Ho3) aiddéee pbehsar ean pfithglogk siaghaasm e k0 meprerscaggo. | n

this e di nent .. [ de 1 t tchin chani sm 1900 is
configggédhg%a%ﬁ%%%gpg%%%??ﬁgﬁﬂggggﬁ@gY%@ﬁFﬁgﬂﬁgh%g%' 930 when the | ocking
menber 1930 is engaged to a lock ring 1935 attached to the_ secaond door

1905. &4l o Kpoiyt echgnigm; 191Q brigsesures tofbe Bdch a5s¢mdly parsslioZaged 1910.
The | ogki L i W 1. : t t he
pistonqﬁggq% %nggégﬁggggnaﬁ%ﬂﬁg%L{%%Q%% %ﬁﬁ%%ﬁgﬁge%%%%@?Efg%%lﬁﬁg%1ace
whef t hser ioekfacmgsurk b dre 1keSRtdrice Ao Gaidt Mttbieckl 10 R, the hgk t8B8%ollcFhe

| at chi nmechani 1900 can b nfi gur i th one of the. one- al ve
syt et LE oIk Aoen e 1650 REBPRiiG ot £ itk it EtdnorD i A99H o be
noved tjgug(dgt ﬂﬁn%ﬂfék:ileﬂ% SRIMRh pESRAWREE d3MeandnR s WRltuYdl ¥Boves. ifMhd Rk is
cl osed state. 15[0243] Referring next to Fig. 19B, another configuration of

a | ock netpieasils lacked; ithedaecask ectias ehblogk hEhand thenskd 0@ attickesithy ledkt ached to

the first,door 0 d, configur.ed | ock the container doors 5 and
1910 | AR gndE Pols R B AR 16y 3 oust R nEREAR ey RySpRp e
enmodi meps and DE3 PRt RECI:O FROOLEABNGs th BRyckatyehi ng mechani sm 1900 is coupl ed
to the | ocking nenber 1930 and the | ocking nenber 1930 is configured to

h ' : d t ;
ot on do2aoranfit: LHRg bRt B ARG b bR SER ef88h, AR, .
Syst enpuisk Igusdratat, el ulthasblifdStrank8Aa &I otheakigpalrgentaitdrhgengtasdsaincatiochtidbA 2fgnaind

t he | ocki ng er. 1930 to be noved to d the lock ring 1925 when the
one- way¢ awg?%r@e signgle th uina 18P Afm%a&]” Fhéhq gl E@teﬁeb ﬁ%ﬁ?it%drfﬁ the

i1 ust ngtiededfnfhiG%1 Oljoff" aisﬁﬁ"éoi"glﬁg %t@rﬁlﬁr RImARMRELiSn YidsPstdm adsdcBeKRith the

configured to engage | atch asse ars. Alternative enbodi nents of
| odki ndodkelt@nicsemsesniht kigdalfdter beihg sfieqed by thepontainen$6Qd. | At blovk b&4dilecussed.

Ref i ) t to. Fl 20A, | ki hani 2000-1 i t | Ki
R P S I S e e S s LS R S
and secaRedjatdmil ASREERhYo HRE SoRARA idhddR8Rd on"tBSHERAL! Yk % deforh@fdd thitr St

and second doors 2030 and 2035 in a closed position. The | ock 30 nenbers

ar e corifi¢ roeimel signddes rottacerpéad!w blagks 47 téoandnigal erg tepcdted. cli itas detatrhipedalr s
2020 an ' the .U-hooks. 2010 gnd 2015 as resente t dashed
imes. b 701 14 drsgtie Desd o dnt Fondef S adflr Rl T RiG 208,
a Iockinf mechani sm 2000- 2 i ncl udes two | ocki ng menbers with question-mark
end0por#329hs Aokdockaht8z thedockosemirgliprer nthas HERFESIOR BT MiGraprogessorsassasided at ch
assenbl y: td : [y n cond
doors 5%§§9§%§%§%§§%?%1§P%$%2%ﬁ§%§§f$¥ ﬁ%n#ﬁg&gggghﬁgﬁ%%FZB%?EQZ%ﬁfigured
to be pusles thewveeidsd bignangdgermine information indicative of characteristics of the received
signal. The indicative information can be an average signal profile or statistical measurements of
multiple received signal profiles. Depending on the number of calibrations that have been made,
25  or based on the confidence level of the statistical measurements determined at block 1728, it can
be determined at block 1732 if more calibrations are necessary. If more calibrations are

necessary, the process returns to block 1716. If no more calibrations are necessary, the process

proceeds to block 1736.

[0227] At block 1736, the lock controller stores the information indicative of the received

30  signal into non-volatile memory. The process 1700 then ends. The stored information is used to
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5 the latch assenbly bars 2020 and 2025 wth the question-mark portions
2040 and 2045 as represented by the dashed |lines. [0246] Referring next to
FI G 20C,wa 2boxisisyg nechani sm 2000-3 is fixedly attache@gCraseie/osecond door
2035 and includes one | ocking nenber with a rotatable J-hook end portion
2050 configured to engage the first |latch assenbly bar 2020 to | ock first
and second doors 2030 and 10 2035 in a closed position. The single |ock
menber detscednnpepun dep relatipaship befegen hrdeck mpghaaisphkd 10end tlabtoatajngid6RS.2850 i s
rotate 1ﬂ%owﬂ$ gﬁg e the latch assenbly bar 2020 as represented by the
dashed i nes. ‘T% he enbodi nents of the |ock nechanisns di scussed above
are descrlbed in reference taq_shipping contaihers. ver, .those skilled

in t he (%381 i Referrmgagnt tod 16 H2B. # Rocewdrpdforglsiccting W@nsm@ra TMERE of
devi ceg APk shoGkedyi g{‘fé/fé}énc'@w 'Fhﬁé e Jdt 1*‘/5? kO Sdrééesk 9644 sg%%eg%ﬁ@cﬂ' 1998

| at chi ng nmechani sns and using sim met hods di scuss For
exafpl eyhedothe dodkacohtonks, reqava@eﬁggdmnknt\mdlbatmn andligtukexd atievd, d(mtrlgger be
| ocked andlq?nltored odi nents in ccorgance\m

di scl oSUFH INIERspg CafhRF F‘é’e’flﬂée &mﬁ%’F PIag FhapgROlfiiE P %a%%%%mﬁsiwﬁh

descri l@ﬁéilo@pQM@cmﬂalﬁaru}%sﬂh@ﬁcdﬂtélﬂer%QWaEé&d%@p@f@twﬁu&%&i@tmeﬁm it
is to be clearly understood that this description is rmade on by way of

exanpl eaptnrtdrinta eendri,wir ptter tipe oh tmgwr scwp mdmatlt)meUums cdcoyu@the try@er event
2010/15(? %P%T Us2010/ 04 ZQﬁn ol ﬁfihﬁ%ﬁ 11. A system for sensing
the secdl f%?’ €O EP e ?/ %@%P%’ M) F@?ﬁg 2a | ock mechani sm

risin 3a housin 4at |l east two | ock nmenbers cougggd to the housing,
thé | 0d2BHembihlack bR Hherledk sontiebeiassesdhe yigral capriator tahdinrieatiensieanl t he

cont ai %%ﬁer&t%r,l aolﬁgchamcal pulse generator, an ultrasound transmitter or other signal generator) to
generate the tamper test signal and, in some embodiments, couple the tamper test signal to the
container via one of the clamp hook 1615 or the latch hook 1620. The tamper test signal is
similar in profile to the calibration signals used to calibrate the lock mechanism 1610 using the

15  process 1700 discussed above.

[0230] At block 1766, the transmitted tamper signal is received at the signal detector after
being affected by the container, as discusses above. At block 1770, the lock controller, or a
processor or microprocessor associated with a sensor subsystem or communication subsystem
that receives the signal, analyzes the received signal to determine a current profile of the received

20  signal.

[0231] At Dblock 1778, the stored calibration signal profile information is retrieved. The
retrieved profile information is compared, at block 1782, to the current information determined
at block 1770. The comparison can be a correlation of a signal profile or a comparison of

measured characteristics of the current received signal to statistical parameters.

25  [0232] Atblock 1786, the lock controller determines if the comparison performed at block
1782 indicates that the current received signal is within the statistical or threshold limits of the
stored calibration information. If it is determined that the current profile is within the calibration
profile limits, then the process 1750 terminates. If it is determined that the current profile is not

within the calibration limits, then the lock controller determines that the relationship between the
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6at | east one container door in a closed position, 7a signal generator
configured to generate a first signal and couple 8the first signal to the
first porwDanioofsSig9be contai ner, the generated first sigmrair/tShaviomgesr known
profile, and 10a | ock controller configured to cause the signal generator
to llgenerate the first signal upon occurrence of a trigger event; 12a
signal detector configured to receive a second signal, t he second signa
resul t icaBtagt Lo andethe jackmaeshegsin ;1640 Basichanggdpng) theprgicgss dr7 5@ eerttingas &d t o:
15anal%ﬁ%kH@?Osecond signal to determne a profile of the second 16si gnal
l7retrieve stored data representing a signal profile indicative of the

18l ock nechani sm bei ng coupled to _the first and second portions of the

cont ai 183331 10¢hpel £/ Mnthedpds sangoler stores wgrdon ingheating shat the 1slagipadinsi gnal

20pr of iy oAk RILGIERIHIRE 16 NPUnANE BbALION N0 EANBED hbPEIOLRGHoATRE RRMLSM

and theezf?onta%ner ﬁas %ﬁangedu@ésedﬁdh tﬁgicghpdﬁgédn. ?f.Thezﬂgck

mechanisgmabifs t@hsmitted fo ahmnae fbchtien hwhlas teakaotesdatd cmtdrd 2, the government
interface 124 or the commercial interface 134 shown in FIGS. 1-3. The alarm indication can
include information identifying the trigger event and the characteristics of the current signal

profile that was received and analyzed.

[0234] The processes 1700 and 1750 shown in FIGS. 17A and 17B are exemplary only and not
10 limiting. The processes 1700 and 1750 may be altered, e.g., by having blocks added, removed,

or rearranged.

[0235] As discussed above, some embodiments of latching mechanisms in accordance with the
disclosure utilize a one-way valve to inhibit motion of a hydraulic piston of the latching
mechanism in one direction while permitting motion of the piston in another direction. FIGS.

15 18A, 18B, 18C and 18D are embodiments of latching mechanisms utilizing one-way valves to

inhibit motion of a piston.

[0236] Referring to FIG. 18A, an embodiment of a latching mechanism 1800-1 includes a
fluid chamber 1805, a piston 1810 and a piston rod 1815. The latching mechanism 1800-1 also
includes a one-way intake valve 1825 coupled to a rear portion of the fluid chamber behind the

20  piston 1810. A fluid coupling 1820 (e.g., a feed line) couples the one-way intake valve 1825 to a
forward portion of the fluid chamber 1805. When the one-way intake valve 1825 is controlled to
be in the open state, fluid (e.g., a gas or a liquid) can freely flow in both directions and the piston
rod 1815 and the piston 1805 can move in two directions. When the one-way intake valve 1825
is controlled to be in the closed state, fluid (e.g., a gas or a liquid) can freely flow in only one

25  direction and the piston rod 1815 and the piston 1805 can move only move forward.

[0237] Referring next to FIG. 18B, another embodiment of a latching mechanism 1800-2
includes a one-way outtake valve 1830 coupled to a rear portion of the fluid chamber behind the
piston 1810 and an aperture formed in the forward portion of the fluid chamber 1805. There is
no fluid coupling in this embodiment, and this embodiment uses gas in the fluid chamber but

30  does not use liquid. When the one-way outtake valve 1830 is controlled to be in the open state,
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2conprises a notion sensor coupled to the I ock controller and the | ock
controller is configured to 3 receive information fromthe notion sensor

i ndi cat i weoabiomstg9en of t he | ock nechani sm and 4 det er mPog@/ush@/obdre4 t ri gger
event has occurred based upon the received notion information. 13.The | ock
mechani smof claim1, wherein the signal generator is an 2electrical signa
generator and the signal detector is an electrical signal detector. WO
2010/ 1z2899PCRU8ew 10 bodolBAtians apddhe pigtenmed hakH and the pistoai 1%03 caneveim t he

el eCt r It&] ldlr%étgor}l ! e'ﬁqﬁgél? -wh Ig&ee&atl l l1§/ och?r%'ﬂle& g)llt) 1nathé &lo?eid s?gte tﬁ'
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t he S|gnal generator is a 2mechani cal pul se generator and the signal

det ect &ALy O¥Hbagkyardsr onet er. 16. The | ock mechani smof claim 1, wherein the
| ock mechani sm further 2conprises a nenory and the |lock controller is

conbi gyf238|t Retomg Itehtatod%l(a 1B8€pamesiztehtbgdinimt 864 gmaiing)meéhalnsni mMO0ehti ve of

t he | ock nmechani sn1be ed to.the first 0 ortjiqgns of 4 the
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cont ai ner e sensor nodule being wirelessly coupled to
fluid chamber 1805. When the one-way intake valve 1825 is controlled to be in the open state,
fluid (e.g., a gas or a liquid) can freely flow in both directions and the piston rod 1815 and the
10 piston 1805 can move in two directions. When the one-way intake valve 1825 is controlled to be

in the closed state, fluid (e.g., a gas or a liquid) can freely flow in only one direction and the

piston rod 1815 and the piston 1805 can move only move backward.

[0239] Referring next to FIG. 18D, another embodiment of a latching mechanism 1800-4
includes a one-way intake valve 1825 coupled to a rear portion of the fluid chamber and a one-

15  way outtake valve 1830 coupled to the forward portion of the fluid chamber 1805. There is no
fluid coupling in this embodiment, and this embodiment uses gas in the fluid chamber but does
not use liquid. When the one-way intake valve 1825 and the one-way outtake valve 1830 are
both controlled to be in the open state, gas can freely flow in both directions and the piston rod
1815 and the piston 1805 can move in two directions. When either the one-way intake valve

20 1825 or the one-way outtake valve 1830 is controlled to be in the closed state, the gas can freely
flow in only one direction and the piston rod 1815 and the piston 1805 can move only move
forwards. In an alternative embodiment, either the one-way intake valve 1825 could be replaced
by an outtake valve 1830, or the outtake valve 1830 could be replaced by a one-way intake valve
1825. In these alternative embodiments, one of the two one-way intake or outtake valves 1825

25  or 1830 could be selectively controlled to be in the closed state to permit the piston rod 1815 and

the piston 1810 to move either forward or backward.

[0240] The latching mechanisms 1800-1, 1800-2, 1800-3 and 1800-4 are exemplary only and
are not limiting. Other combinations of one-way intake valves 1825, one-way outtake valves

1830, apertures 1830 and fluid couplings 1820 can be used.

30 [0241] The locking mechanisms discussed above included two locking members coupled to

portions of hydraulic latching mechanisms, and the locking members were hooks configured to
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3the lock controller. 18.The | ock nechani smof claim1, wherein the signal
analyzer is integral to 2the lock controller. 19. A container |ock nmechani sm
conpri si NyO 2880/1308981 ng; 3at | east two | ock nenbers couplred/useomwien2housi ng,
the | ock nenbers configured to 4engage portions of a container to |ock at

| east one container door in a closed position; and 5a lock circuit at |east
partially enclosed within the housing, the lock circuit 6conprising:

7menor Y@ lash pssambbnkass to lasldcaraingcdeossontthoslpgad nosiighedlopsvethe noti on

sensor, LA 10gontroll er i fi t o receive a signa
rrom ¢ iatOSERLD BaSedRle RGO WRel Sl R B bR R anr sm
13anal yze the received signal to determne a potjon 14estimate of the |ock

mechanil 821t g e x e thigekdA. 3B ieﬁwé)ogitmqnég_gq locking mechanism includes a latching

mechanism 1900 fixedly attached to a first container door 1910 is configured to lock container a
5  second container door 1905 and the first container door1910 in a closed position using a single

lock member 1930. In this embodiment, a piston rode 1925 of the latching mechanism 1900 is
configured to engage a portion of the locking member 1930 when the locking member 1930 is
engaged to a lock ring 1935 attached to the second door 1905. The locking member 1930 is
slidably attached to the first door 1910. The locking member 1930 is formed with at least one

10 aperture that the piston rod 1925 can engage with to lock the locking member 1930 in place
when the locking member 1930 is engaged with the lock ring 1935. The latching mechanism
1900 can be configured with one of the one-way valve systems illustrated in FIGS. 18 A-18D that
permits the piston rod 1925 to be moved toward the locking member 1930 when the one-way

valve is in the closed state.

15 [0243] Referring next to Fig. 19B, another configuration of a lock mechanism includes the
latching mechanism 1900 fixedly attached to the first door 1910 and configured to lock the
container doors 1905 and 1910 in a closed position using a single lock member 1930. In this
embodiment, the piston rode 1925 of the latching mechanism 1900 is coupled to the locking
member 1930 and the locking member 1930 is configured to engage to the lock ring 1935

20  attached to the second door 1905. The latching mechanism 1900 can be configured with one of
the one-way valve systems illustrated in FIGS. 18A-18D that permits the piston rod 1925 and the
locking member 1930 to be moved toward the lock ring 1925 when the one-way valve is in the

closed state.

[0244] The locking mechanisms illustrated in FIGS. 16 included locking members with J-
25  hooks configured to engage latch assembly bars. Alternative embodiments of locking
mechanisms with different shape end portions will now be discussed. Referring next to FIG.
20A, a locking mechanism 2000-1 includes two locking members with U-hook end portions
2010 and 2015 configured to engage first and second latch assembly bars 2020 and 2025,
respectively to lock first and second doors 2030 and 2035 in a closed position. The lock
30  members are configured to be extended outward to engage the latch assembly bars 2020 and

2025 with the U-hooks 2010 and 2015 as represented by the dashed lines.
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| ock mechani sm or an l1l6angle of rotation of the | ock mechanism 17conpare

t he noti onoesto1segde of the | ock mechani sm 18t o a t hr eshelCa/usemeloso2and
19determ ne that a relationship between the | ock mechani smand the
cont ai ner has 20 changed based upon the conparison. 110. A nethod of sensing
the security of a container using a |ock nmechanism 2 the nethod
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si gnal sla@ntingcla adsombly wpi(bzloemd@mﬂ Iil’e$pegt1¢zd’l¢ td lots thesirgtnald sbtbﬂdh&,ofs 2080
portion of the container; 7causing the signal _generator to generate the

first $ng %913 torosdaesitienc d hefock rmmbeg@%fﬁ C@O@%ﬁred 9 RecRsPshigvardsde sRgrRee
si gral Mﬁlbaﬁ%%%’d 202‘5*\91t1§ﬁ1%§2@9s&ﬁﬁ1%§111< o‘?r?st 2bﬁ@ialfé& g(?ﬁst]z%t he first

si gnal ; ana yzi ng the second signha eterm a profi e second

si gnal represented by the dashed lines.
[0246] Referring next to FIG. 20C, a locking mechanism 2000-3 is fixedly attached to the
second door 2035 and includes one locking member with a rotatable J-hook end portion 2050
configured to engage the first latch assembly bar 2020 to lock first and second doors 2030 and

10 2035 in a closed position. The single lock member is configured to be pushed inward while the

rotatable J-hook 2050 is rotated down to engage the latch assembly bar 2020 as represented by
the dashed lines.

[0247] The embodiments of the lock mechanisms discussed above are described in reference to
shipping containers. However, those skilled in the art will recognize other implementations

15  where other types of devices can be locked and/or monitored with similar locking mechanisms,
latching mechanisms and using similar methods as discussed above. For example, doors to
homes, garages, bank vaults, and other devices can be locked and monitored with other

embodiments in accordance with the disclosure.

[0248] While the principles of the disclosure have been described above in connection with
20  specific apparatuses and methods, it is to be clearly understood that this description is made only

by way of example and not as limitation on the scope of the disclosure.
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12retrieving stored data representing a signal profile indicative of the

| ock 13nmechani sm being coupled to the first and second portions of the

cont ai nerwo2doorspspi ng the profile of the second signal PCo/ush@oss@sed
signal profile; and 15determining that a rel ationship between the |ock
mechani sm and the contai ner has 16 changed based on the conparison. 111. The

nmet hod of sensing the security of the container using the |ock 2 nmechani sm
of cImﬂﬁiﬂil&ﬂﬂéhﬁﬂﬂkﬁtfurther conprising: 3receiving information froma
notion sensor indicative of notion of the |ock 4 nmechani sm and

w0t i on' 61 nf or mat on. 0 9005/ T4 TodPor CEEHL bR 040B8a e 18O RER o

selsi ng t he securlotkymofhaniven coomirésinger usi ng the | ock 2mechani sm of cl a| m
10, wherein generatlnq}the first signal conprises generating the first
signal 3with an el ectrl®dl&si gnal generator and receiving the second signal

copr i ses recei Ving LhR.dsesand SbaBak il Ainehetid arllost gnal det ector.

113. The nmet hod of sensing the security e contal ner using the lock

5 members configured to couple to first and second portions of the container to lock
6 at least one container door in a closed position,
7 a signal generator configured to generate a first signal and couple
8 the first signal to the first portion of the container, the generated first signal
9 having a known profile, and
10 a lock controller configured to cause the signal generator to
11 generate the first signal upon occurrence of a trigger event;
12 a signal detector configured to receive a second signal, the second signal resulting

13 from the first signal; and

14 a signal analyzer configured to:

15 analyze the second signal to determine a profile of the second

16 signal,

17 retrieve stored data representing a signal profile indicative of the

18 lock mechanism being coupled to the first and second portions of the container;

19 compare the profile of the second signal to the stored signal

20 profile, and

21 determine that a relationship between the lock mechanism and the

22 container has changed based on the comparison.
1 2. The lock mechanism of claim 1, wherein the lock mechanism further
2 comprises a motion sensor coupled to the lock controller and the lock controller is configured to
3 receive information from the motion sensor indicative of motion of the lock mechanism and
4  determine that the trigger event has occurred based upon the received motion information.

—_—

3. The lock mechanism of claim 1, wherein the signal generator is an

2 clectrical signal generator and the signal detector is an electrical signal detector.
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2mechani sm of claim 12, wherein the electrical signal generator is
electrically coupled to a first of 3the two | ock nenbers and the el ectrical
si gnal devechurisigel ectrically coupled to a second of Phe/Us20mO4026€k
menbers. 114. The nmet hod of sensing the security of the container using the
| ock 2mechani sm of cl aim 10, wherein generating the first signal conprises
generating the first signal 3with a nechani cal pul se generator and
receiving the second signal conprises receiving the 4second signal with an

accel eroneter. 115. T hod .of . sensi n he secyri of . the contaj ner
dsing the | ock FmmchancamgPesRam olo P orSr LR st S UG AR dat a
repr esetridady thghlsd @nAfirsPstht beo BicRhG@dry gnhdothe bRetricicka i ahtastbsin bei ng
engaged to the first and second portions of the container 4 in a nenory of

t hé | stktrinelyapinded tor@caiteofthe roellosk mpsibeihg t he security of the container
usi ng the | ock 2nmechani sm of claim 10, wherein the signal detector is a

sensor associ at W th |t i.nets . 1:-he i j-rel essly
coEpI ed with a \jsviC'jreI eTEISe lﬁ%dtﬁ égltagfss{s}logcficﬁlgldl’v%v\lﬁ}%ﬂeﬁfﬁheerg?%&&dngg té‘e?nllggm 4 and
regei maefanibe pae @opkrstogmad the gigpal destards en ¥éderarhaeisecond signal with the

sensor nodul e 5associated wth the container. 117. The nethod of sensing the
security of the contajner usi t he ck 2 chani smof claim 10, wherein
thé signal detedor |BeNfRkdgraRnE TNl Rl i mechafis unthet

2 comprises a memory and the lock controller is configured to store the data representing the

3 signal profile indicative of the lock mechanism being engaged to the first and second portions of

4  the container in the memory.

1 7. The lock mechanism of claim 1, wherein the signal detector is contained
2 in a sensor module associated with the container, the sensor module being wirelessly coupled to

3  the lock controller.

1 8. The lock mechanism of claim 1, wherein the signal analyzer is integral to

the lock controller.

1 9. A container lock mechanism comprising:
2 a housing;
3 at least two lock members coupled to the housing, the lock members configured to
4 engage portions of a container to lock at least one container door in a closed position; and
5 a lock circuit at least partially enclosed within the housing, the lock circuit
6  comprising:
7 memory,
8 a motion sensor, and
9 a lock controller coupled to the motion sensor, wherein the lock

10 controller is configured to:

11 receive a signal from the motion sensor indicative

12 of motion of the lock mechanism,

13 analyze the received signal to determine a motion

14 estimate of the lock mechanism, the motion estimate being at least
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one of an angular rate of rotation of the lock mechanism or an
angle of rotation of the lock mechanism,
compare the motion estimate of the lock mechanism

to a threshold level, and

determine that a relationship between the lock mechanism and the container has

changed based upon the comparison.

10. A method of sensing the security of a container using a lock mechanism,
the method comprising:

coupling at least two lock members of the lock mechanism to first and second
portions of the container to lock at least one container door in a closed position;

generating a first signal, the generated first signal having a known profile;

coupling the first signal to the first portion of the container;

causing the signal generator to generate the first signal upon occurrence of a
trigger event;

receiving a second signal with a signal detector, the second signal resulting from
the first signal;

analyzing the second signal to determine a profile of the second signal;

retrieving stored data representing a signal profile indicative of the lock
mechanism being coupled to the first and second portions of the container;

comparing the profile of the second signal to the stored signal profile; and

determining that a relationship between the lock mechanism and the container has

changed based on the comparison.

11.  The method of sensing the security of the container using the lock
mechanism of claim 10, the method further comprising:

receiving information from a motion sensor indicative of motion of the lock
mechanism; and

determining that the trigger event has occurred based upon the received motion

information.
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12.  The method of sensing the security of the container using the lock
mechanism of claim 10, wherein generating the first signal comprises generating the first signal
with an electrical signal generator and receiving the second signal comprises receiving the

second signal with an electrical signal detector.

13.  The method of sensing the security of the container using the lock
mechanism of claim 12, wherein the electrical signal generator is electrically coupled to a first of
the two lock members and the electrical signal detector is electrically coupled to a second of the

two lock members.

14.  The method of sensing the security of the container using the lock
mechanism of claim 10, wherein generating the first signal comprises generating the first signal
with a mechanical pulse generator and receiving the second signal comprises receiving the

second signal with an accelerometer.

15.  The method of sensing the security of the container using the lock
mechanism of claim 10, further comprising storing the data representing the signal profile
indicative of the lock mechanism being engaged to the first and second portions of the container

in a memory of the lock mechanism.

16.  The method of sensing the security of the container using the lock
mechanism of claim 10, wherein the signal detector is a sensor associated with the container, the
sensor module is wirelessly coupled with a wireless module associated with the lock mechanism,
and receiving the second signal comprises receiving the second signal with the sensor module

associated with the container.

17.  The method of sensing the security of the container using the lock

mechanism of claim 10, wherein the signal detector is integral to the lock mechanism.
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