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(57) Abstract

A redundant oommumcatlons scheme for a protective relay (12) which allows high speed, rehable, fault tolerant communications
betwen peer protective devices in a power distribution network. Communication over a selectable primary communication channel (14a) are
interrupted and switched to a secondary communication channel (14b), which can operate according to a different communication protocol
when a fault is detected on the primary communication channel, The fault detection and switching is performed transparently to the main
protective relay processor (16).
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Background of the Invention
To further enhance protective control of electrical power distribution systems,

15  intelligent protective relay devices have been developed which are provided with
communication capabilities to communicate protective relay data. To date, network
communication capabilities have been implemented using data rates of less than 1
Megabits per second, and using RS-485, RS-232, fiber optic asynchronous serial
interfaces, or UART interfaces. Typically, communication among networked

20  protective relays has been implémented using “master-slave” protocols, in which
certain network devices are prioritized. For example, U.S. Patent 4,972,290 to Sun et
al. discloses an electrical power distribution system with remote monitoring and
control of protective relays. The disclosed system includes slave stations which
contmuously monitor activity of analog protecuve relays, and a master station which

25  communicates with the slave monitoring stations and stores network relay data. The
Sun patent also discloses communication of relay data via RS-232 communication
channels.

While the desire for protective relays having communications capabilities has
been recognized, there are shortcomings associated with known schemes for

30 communicating protective relay information. For example, known relay

communication schemes do not adequately address potential problems relating noise -

(e.g., due to electromagnetic interference) and communication line faults, and do not
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t he present

_3. ' NVERSd R Rents of the invention, a digital protective relay is provided with a redundant

communications circuit which can communicate relay information with peer devices
over a network using a primary ethernet communication channel. The
communications circuit is capable of detecting the presence of a fault or failure on the

15  primary communication channel, and of switching the communication from the
primary channel to a secondary channel. The circuit performs the detectionand
switching in a manner which is transparent to the main relay processing circuitry.
Preferably, the primary communication channel type can be selected by a user without
replrogramming the relay. Further, the communications circuit is industrially

20  hardened to withstand operating conditions associated with electric utility substations,
which can include a temperature range of approximately -40°C to approximately
+85°C. The communications circuit advantageously provides multiple fiber

communications ports on a single card. -

Brief.Descrigtion of the Drawings
The present invention can be understood more clearly upon reading the

[R%]
W

following Detailed Description of Preferred Embodiments in conjunction with the
accompanying drawings, in which:
FIG. 1 is a block diagram of a communication circuit for a protective relay
30  according to an embodiment of the present invention; and
FIG. 2 is a flow chart déscribing an exemplary transmission scheme in

accordance with the present invention.
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20  first data port 14a conforms to IEEE standard 802.3 for a 10BaseT Twisted Pair (TP)

interface port.
The first data port 14a interfaces, to pulse transformers and filters 18, which

provides isolation and noise filtration for data to be transmitted to, or received from, a
primary communication channel which is connected to a network including some

25  number of protective relay devices. The primary communication channel can include
a plurality of user-selectable communication channels. In the example shown in FIG.
1, the twisted pair interface TPTX+, TPTX-, TPRX+, and TPRX- connect the pulse
transformers/filters 18 to a bank of isolation transformers 20, and to 2 protocol
converter 22. The isolation transformers 20 are connected to a first primary

30 communication channel interface 24, which can be a 10BaseT ethernet interface, and
the protocol converter 22 is connected to a second primary communication channel

interface 26. The first primary communication channel interface 24 can include a



interface 26. The first primary comunication channel interface 24 can
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20 relay data oufhndelCoRRhutaKoRSERAINWAG the nkiio %S IAlYalPEbGhpifaown i n

the fl ow

transmitter and receiver 28a and 28b. The secondary transceiver 28 can be
implemented by a HFBR-4663 integrated circuit, or by other suitable components.
15 The serial interface adaptor/transceiver 12 is operatively connected to transmit
and receive LEDs 12a and 12b, respecfively. The LEDs are connected to a supply
voltage and provide an indication of whether the serial interface adaptor/transcéiver
12 is engaged in a transmission or reception operation.
~ In operation, the serial interface adaptor transceiver 12 transmits protective
20  relay data over the network according to the exemplary method shown in the flow
chart of FIG. 2. In step 200, the serial interface adaptor transceiver 12 receives
protective relay information, and control signals, via interface connector 16 and lines
TXD, TENA, TCLK, etc. In step 202, the serial interface adaptor transceiver 12

outputs the relay information to be transmitted through the primary communication

3]
wn

channel, via first data port 14a, according to a first communication format (e.g.,
10BaseT). The relay information output through first data port 14a can be filtered, as
shown in FIG. 1, and is then provided to the primary communication channel which
has been preselected during installation of the protective relay. In the example of
FIG. 1, if the primary communication channel is selected as 10BaseT, the execution .
30 of step 202 will involve sending the relay information over lines TPTX+ and TPTX-,
through isolation transformers 20, to first primary communication channel interface -

24. Ifthe primary communication channel is selected as 10BaseFL, the execution of



chart of FIG 2. In step 200, the serial interface adaptor. transceiver 12

recei ves. "protective relay information, and control signals, via
interface conne",;;(?gglsﬁgg and |ines TXD, TENA, TCLK, etc. In ${2Rise8 2460
the serial intertface adaptor transceiver 12 out puts the relay

information to be transmtted through the prfmary comunication 25
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i nstal | ation of séched primhectdnwauniestion cHannéligtegfieaps.e of FIG 1, if
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TPTX-, hr gu@hs L d'n?&' NS rﬁ~ g%gi | Sk Qrd

comruni catio§n C ann(sal ?}ﬁ’?%r aggﬁ {&&szﬁ _ gggﬁdr{{ﬁ%mg(g%%csa‘ﬁhoan
channel is sel edétenhinatiohOademhade] for examplel based oh the presence or absence of Valid

- b- step,.202 will.involve sending the relay information to protocol
converter 22, P eat? or mrarhisias e 850 Hesm Domsddar Tosbbes it 80 somEuB2tion fault oind

suppl i es the comyetifey eahmubiati haﬁ@?ﬂ%&: SRt hH3td nnel
interface 26. L o In stlgrfl)0204, 't rgéerslgg‘f m?ger%éggg %9&1&%
adapt or / t r anscetransmittig delay informationret the prinfary bemmunication ohamel. dfitlieon f aul t
on the pri y C i cation annel . Such a . . determ nat,ion, can be,
-made, for e m?(@%&%ﬁ%"ﬁfﬁ§§e§%§€ﬁ§@?aﬁomoaffa% & impairmep} yRich
beats or f ramesedbedshhfdshelt viRied e 0k lin P 204! E B Red 208 the CRATHERLLIOE:
fault on t he primary commuhi cation channel, t process returns to
step 202 to conl3 swiéches the transpuissiant proesss tethape¢anderynesmmnnioatiantahapnélimar y
comuni cation ¢ daptar./transceiver 12 deternines that a
communi cat i on f‘gglfb? &k‘%tg&? B&%ﬁ%&r&ﬁ%m&ﬁﬁi%ﬁnﬁon’ the agaptor?transcelver 12

implements the switch from the primary to the secondary communication channel

15  automatically without intervention by the main processing circuitry of the protective
relay. In other words, the switch is transparent to the main protective relay control
algorithm. Because the communication channel failure detection and switch is
transparent to the main protective relay processing module,'the main reiay processing
module is able to devote its resources to the execution of protection and control

20  algorithms without the additional burden of monitoring and switching between
communication channels. Further, by separating the fault detection and switching
operations from the main protection processing operations, the detection and
switching can be performed quickly to enhance the reliability of the network
communications. According to a preferred embodiment of the present invention, the

25 steps of detecting primary channel failure (step 204) and switching to a secondary
channel (step 206) is performed in less than approximately 1.5ms.

~ Once the adaptor/transceiver 12 switches to the secondary communication
channel, the relay information to be transmitted is provided, in an appropriate data
format, to secondary transceiver 28, which transmits the relay information over the

30 network according to, in this example, 10BaseFL.



exceeds a threshol d val ue) exists in step 204, then in step 206 the
adapt or/transcei ver 12 switches the transm ssion process to the ,
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channel, thg, relay i fo ilon ansm tted | n.an
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adapter/transce

It should be appreciated that the communications circuit described above can
15 communicate to peer devices directly via the network, and that communication of
signals to an intermediate master communication device is unnecessary.
The communications circuit of the present invention is preferably
_implemented in a single daughter card which interfaces with a2 motherboard associated
with a protective relay. The daughter card, along with the entire protective relay, is
20  preferably industrially hardened such that it can withstand temperatures fi'om
approximately -40°C to approximately +85°C. |
In addition to using industrial-grade (-40°C to +85°C) rather than
conventional commercial grade (0° to 70°C), the industrially-hardened device of the
préferred embodiment is subjected to a variety of electrical tests relating to, for
25  example, electrical transients (e.g., ANSIVIEEE C37.90.1), oscillatory transients
(ANSUVIEEE C37.90.1), insulation resistance (IEC 255-5), dielectric strength (IEC
255-6), electrostatic discharge (EN 61000-4-2, level 4), surge immunity (EN 61000-4-
5, level §), magnetic field immunity (EN 61000-4-8), voltage dips (EN61000-4-11),
and/or RFI susceptibility (ANSI/IEEE C37.90.2, EN 61000-4-3). These tests ensure
30  that the device is capable of conditions commonly experienced in electrical power
distribution systems. Conventional ethernet cards, for example, do not pass such

tests.
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the transm $si Ofpetworked protective pldy. Shoul d be appreciated that the

communi cations circuit described above can 15 communicate to peer devices
directly via the netWnle thefrtegding deseription tretudes nedny details and gpatificities, ftrwill

i nternedi ate ster, C i.cation gdevice i.s unnecessary. The
conmuni cat i ons ‘F’Sﬁfs%%g#ﬂ?tﬁléesﬁ P‘Eesfgﬁ t‘ﬁ‘}SH_ﬂtéYﬁ PYROPSS %‘Tié?-‘éﬁ g5 |npt to be construed
i npl emented in A [HhitGoRs P vehtiSRT MuMakal: m&&'ﬁeétﬁd&ﬁ%viw efdi{?)zlﬁgﬁfegfar d
associ at ed wth aci)rot ective relay. The d1aug ter card, along wth the
entire protectiwkich ép agt depert figm therspiréraadisyopencfithe irivahtiyn, aadefnetbysiheh t hat

it can wit a I frqm . roximately -40[err]C to
“appr oxi mat 2@; :_fggé?ﬂ%%’ia‘ﬂrxg agéthmrqf%algamv?feg “to using industrial-grade
(-40[err]Cto +85[err]C) rather than conventional comrercial grade
(O[err] to 70[err]C), the industrially-hardened device of the

preferred enbodi nent is subjected to a variety of electrical tests relating
to, for 25 exanple, electrical transients (e.g., ANSI/I|EEE C37.90.1),

oscillatory transients (ANSI /1 EEE C37.90.1), insulation resistance
(I EC 255-5), dielectric strength (IEC 255-6), electrostatic discharge
(EN.61000-4-2, level 4), surge immunity (EN 61000-4- 5, level 5), -

magnetic field immunity (EN 61000-4-8), voltage dips (EN61000-4-1 1),

and/ or RFI susceptibility (ANSI/IEEE C37.90.2, EN 61000-4-3). These tests
ensure 30 that the device is capable of conditions conmonly experienced
in electrical power di stribution systens. Conventional ethernet
cards, for exanple, do not pass such tests.



-7- ‘ It should be appreciated fromthe foregoing descri pt.i on -

that the present . i nvention provides high-speed (e.g., 10Mps),
reliable, and fault-tolerant network communi cations bet ween eer
protective devl*Oe¥H>a power distribution network. Fur t hefC "9598/12460
present invention provides redundant fiber -8omuni cations capability in

a networked protective play. Wil e the foreg mﬁﬁmnm"
i ncl udes many O¥HRAT IS SHABMEDI ES:cities, it will "
these are for illustrative purposes onIy and are not to be constru dd

as limtations of the invention. Numerous nodifications w I | "be readily
appar ent whi ch 1dQ) pRjtectioR 281k

i nvention, as defined bg the 10 %’gvﬁtﬁm\%giagnrdgiﬂn%mgg%éﬁ ielté%#]

equi val ents.  comprising: - 8-

VHAT | S CLALMED | S: relay with redundf:mt

.1. A pgrotectiv
communi cati 8ns capaﬁlql$lﬁl Leday processu'tgd-ﬁgﬁhﬂg |"‘1Eﬁ’§)°(i1 perﬁ)rms protection and contr

functions in a power distribution network;
connections for electrically connecting to a line in a power distribution
system; and
a plurality of communications ports for communicating relay data over one of
10  aplurality of channels, communicating over a primary communication channel if no
faults are detected by the relay on the primary communication channel, and
communicating over a secbndary channel if the relay detects a fault on the primary

communication channel.

15 2. The protective relay of claim 1, wherein at least one of the primary and

secondary communication channels is an ethernet channel.

3. The protective relay. of claim 2, further comprising a communication card
for detecting primary communication channel faults and switching the relay to

20  communicate over the secondary communication channel.

4. The protective relay of claim 2, wherein the communication card performs

the detection of faults and switching transparently to the relay processing module.

25 " 5. The protective relay of claim 2, wherein the communication card is
industrially hardened to withstand a temperature range of approximately -40°C to
approximately +85°C.

6. The protective relay of claim 1, wherein the primary communication

30 channel is user-determined.



5 " adigital rel ay processi nﬁmﬂm rforms protection and
control - functions in a power d ﬂ m
connections f owoebmesgsi cal |y connectihg tota M ne | R a povver di BCT/USR9112450

system and a plurality of comrunications ports for
communi cating relay data over one of 10 a furality of channels,
communi cating over a primary conmunication channel if no faults are

detected by the rel a 'GFPPIH ciive ralaxofcaimbi whareisthe pEmasy commynication
communi cating oMgp,d s yet&r@?rpﬁﬁlt fg& sdcBfid réﬁgﬂ-)éﬁ_ﬁﬁ}tg s[s g.ﬁ‘? El?é'geEo

primary communi ca |on c anne Ive re of
claim1, wher eidpnghudienin chamneld istone of tHenfisyariistcond ethemeomdarcpls.
conmmuni cati on channels is an et hernet channel. 3. The

protective relay of claim2, further conprising a communication card
for detecti pri mar a“%?d SARRes | ay
to 20 com%nl cate %vgr ?aycgg%:%)ér?]%ary cg}?mﬂ%iﬁéég%ﬁhé %cﬁﬁbﬁ‘goﬁi‘ﬁcfuﬂk

4. The prot ectIaneIHBEJW.blOEdsame?steWmtdrfathpoanun| cation card perforns
the detection of faults and switching transparently to the relay processing

nmodul e. 25 5. The protective relay of claim?2, wherein the
comuni cation card I The %rotéaﬁvﬂ-élé;ﬂéfé{axﬂiii AGREEinttRe P&&é&ﬁé?&iaﬁ%&zﬁmﬁﬁfc@ieﬁre
range of approximately -40[err] apprOX| matelry +85[err

6. The prot ect irelryrimfoayatidn withipeerkevigegr ei n t he prinmary communi cati on 30
channel is 1Lbser- det er m ned.
10. The protective relay of claim 3, wherein the detection and switching is

performed in less than approximately 1.5 ms.

11. A circuit for providing redundant communications in a digital protective

15 relay, comprising:

a serial interface adaptor transceiver for controlling the exchange of protective
relay information between the digital protective relay and a network, including
selecting one of a plurality of communication channels for cofnmunicating protective
relay information;

20 a first transceiver for exchanging protective relay information between the
serial interface adaptor transceiver and the network over a first communication
channel, when the first communication channel is selected; and |

a second transceiver for exchanging protective relay information between the
serial interface adaptor transceiver and the network over a second communication

25  channel when the second communication channel is selected.

12. The circuit of claim 11, wherein the serial interface adaptor transceiver
selects a communication channel based on the presence of a fault or interference on a
primary one of the communication channels. |
30
13. The circuit of claim 12, wherein the first communication channel is user- -

determined.
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-9- o 7. The protective r_gll i wherein the primary
communi cati on channel is select m,ﬂ EH irM and second et her net
pr ot ocol s, and#§1§6§&gondary conmuniccati I's is oneEfudobrdso
first and seco R& et protocol s. 5 8. The protective rel ay
of claim2, wherein the comunication portslq)'ncl ude an | EEE 802. 3
10BaseT twisted pair interface port Unit. 9. The protective
relay of claimil, whihelhe qireuitofslaim:lilywhersinat leashonppithe plurality of r | gy
i nformati on with_peer. i?ﬁﬁn T otective relay of
claim 3, Mereiwnﬁqgﬁlﬁéﬁé& [ ond%%gilug\?\f?clﬂ?%sgri%ﬁ&mt pertormed in | ess than
approximately 1.5 ns. 11. A circuit for providing redundant
comuni cations in a digital protective 15 relay, conprising:..
~a serial interface abfap *&Frmfcrué_r?é'&lﬁ“&‘elrl:W@F‘%ﬁﬂ?a{i}ﬂ‘%@{tbﬁéﬂ’éﬂﬂgﬁge of
protective s  cohichdiniRid hRREVEIARbFLEtihal chlfect i ve Tel ay and
a network, i"ncluding selecting one of a pluralrty of conmunication
channel s for comruni cating protective relay information,;

20
a first transceiver for_exchanging.protective.reJay informati between the
16(? The Gircut bf ¢thif 101, Whereln the firsttranscesver s 2 10Base to

10Base-FL converter.

10 17. The circuit of claim 11, wherein the second transceiver is a 10BaseFL

transceiver.

18. The circuit of claim 11, wherein the serial interface adaptor transceiver
includes a twisted pair interface for interfacing with the first transceiver, and a [IEEE

15  802.3 Access Unit Interface port for interfacing with the second transceiver.

19. The circuit of claim 11, wherein the circuit communicates with peer

devices in the network.

20 20. The circuit of claim 11, wherein the circuit is industrially hardened to

withstand a temperature range of approximately -40°C to approximately +85°C.

21. A method for transmitting protective relay information from a protective
relay, comprising the steps of:
25 * receiving protective relay information to be transmitted;
determining whether a primary communication channel is subject to a fault or
interference condition;
transmitting the protective relay information on the primary communication
channel if the primary communication channel is not subject to the fault or
30 interference condition, and switching the transmission of the protective relay
information to a secondary communication channel if the primary communication

channel is subject to the fault or interference condition.



serial interface adaptor transceiver and the network over a first

comruni cati on channel, when the first conmmunication channel is

sel ected; and WO 99/63635 a second transceiver for exchangi ng prctessionyso
relay information between the serial interface adaptor transceiver
and the network over a second commruni cation -2 channel when the second
communi cati on channel_is_sele The circuit of claim

t ed . . 12.
11, wherein the seri @i éP‘thE‘&%‘Hé‘B% &t Vherpinatileast one of the pamart s a
comruni cati on ¢ : d i r on a
primary one of ﬁ%“ﬁ??&#ﬁ%@%ﬁ%i S. goéon@rnﬁﬁx*&ﬁorpéhabﬁéﬁﬁ%ﬁgﬁféﬁf&:&uit
of claim12, whehennelthe first communi cati on channel is user-
det er m ned. ' WO 99/ 63635
-10- 14. The circuit of claim1l, wherein at | east one of the

plurality of 5 COMRUPHaahitRE SHQM ! . I
channel . .15, The ci rc&? tbf’o‘?g%klgﬁﬁéi% %\gﬁgfrégglﬁﬂ @lpe@%rtm%dn%y
of the pluralit yassfial igterfacoadaptir¢ansceiverhannel s i ncl udes a 10BaseFL

Et her net channel . 16. The circuit of claim11l, wherein the

first transceiver is a 10BaseT to
24. The method of claim 21, wherein the step of determining is transparent to

the protective relay.
10
25. The method of claim 21, wherein the step of switching is performed in

less than approximately 1.5 ms.

_—
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10Base- FL "converter. 10
. the second transceiver is a 10BaseFL transcei

ver.

17. The circuit-of claim 11, wherein

18-

The circuit of wd @lddkssl, wherein the serial interface adaptor tpcIrEsmi14s0
includes a twisted pair interface for interfacing with the first

transceiver, and a |EEE 15 802.3 Access Unit Interface port for

interfacing with the second transceiver. 1

claim 11, wherein the circuit conmunicates wt
net wor k. 20 20. The circuit of claifm
I ndustrially hardened to wi t hstand a tenge
approximately -40[err]C to approxi mately +85[®&
met hod for transmtting protective relay inforn
relay, conprising thecﬂteps of : 25 re
information to be tramsmtted; detler
conmmuni cation channel is subject to a fault o8&

condi ti on; transmitting the protedfine] e &flormati on on
the primary comuni cati ong channel if thelprj nmary clompuni cati on
channel is not subject tg§ the fap & 30 I ntierff et encel céondi tion, and
swi tching the transm ssi§n of - the/prGtective relay I nfojmation to a
secondary conmuni cati on ¢hann ' y conmmuni cati on channe
IS subject to the fault +Atler f erence condiftion.__ § 3_§
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-11- 22. The nethod of claim21, wherein at |east one of the
primary communi cati on channel and the secondary communi cation channel
i s an et hernet woO99/63éssnnel . 5 23. The nethod of cl aPor/R$99/12460
wherein.the step of determning is performed by a serial interface
adaptor transceiver. 24. The nethod of claim 21, wherein the
step of determning is transparent to 2/the protective relay. 10

25. The nmethod of claim 21, wherein the step of switching is perfornmed in
| ess than approximately 1.5 ns.
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