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25  interior of the transport container.
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relating to the access incident to the interested parties. In addition, the improved
security devices and methods also should be capable of preventing unauthorized

30 tampering with the security device.
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25  programming unit, according to another embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION
The present invention now will be described more fully hereinafter with
reference to the accompanying drawings, in which some, but not all embodiments
30  ofthe mmvention are shown. Indeed, this inventton may be embodied in many

different forms and should not be construed as limited to the embodiments set forth
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access to the transport container. The deactivation key 18 is configured to
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30  illustrated in Figures 1 and 2, the activation key 16 is configured to communicate
the activation code and data corresponding to the transport container to the
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vt Bybarninam IS et s e AL Sl it R e
do nOfrarﬁﬁﬁﬁ&oﬂﬂtdiﬁ%r,%’d)f/l&bineﬁtbﬁgﬁfﬁdg@ (Qﬂ}i_aﬁﬂféQ?‘S.&f_D@&tﬁvbﬁthbf
geosypchronous satellites sSucC as I ne-of-site .

co mHP@ﬁlﬁ?‘g#cﬁﬂﬁ” R %%Pmsﬁéa @PW@{T%WF@P‘_’%e%F%W‘f?&n‘:

t 0 t hiokei@RAdyTBIRY. ThélotBiBh bOMiNBUR atimkd, fa8Eb @98 Rquisite
transnmitter or other communi cations device 27 that is

conf i BUEBHRE eBraTlss et facilitgisihe TRREEHHEIchBRsEHE Mspl

ags €SqusloRG BRIy bRl B 4 BhBYatitiborgBofBHEN as using
radi o 20 frequency conmmuni cations) that is in turn

conf i gur edPrtionebrpiifinsmted in Higugadsa thegnenitosiag viif 1€ eande
satel |i - ' [ :

ot wor EEERE bR ilore WAL Ik bBuAIcER Bt Estelie

gr oungmsnmidabens32nnashds While ¢ geosynsbromovs edlis ot datslldanework
to t I, er ' j / ] .
commiie SR & 0 et saldfle RMORERUAIIURL Y OBLSRR) i preforrea
sHt el dince gugprnstwidksdatdt geneB2lycanil ciemrolriemasssodidial el a

to angther, 25 cantroller (nat .shown) which then )
oo DErof s AR Bl o oS ROU LGy e power

Wi r edequidgivontsWArelr&iag tocthiyrnbbdiatehi) the noomitosad irdi0 includes a
Referring.to Figures 3 and 5, there is illustrated a .
Sy st dHRSTPTr s COBTITAoRR A 2 ghak T4 PRfige  comminicate
cont alaBeforrepondifigliongy hevetyiaciesio@diarelay uf 28 RecHdsasRtadio-
|128’ve ion. The system i.ncl udes fa nmoni toring unit

3
UFHSH e SR S e e ' CHBHETIAYC i datatoa

CoNstshidBiest satblii®icdhor30a THY§2ite oPbAdlite GetWREES0 @mmunicates
The system 31 al so includes sensors 12, such as the

| i ght'hsdasiorspieliitegruidsitatiog 3anyhigh induy copsmicates the data to the

MBgNbhitol®W Gl 2 3red RI/SERSLR FomheRick iR s doRksiRf the
transport 7 WD 2005/ 008609 PCT/ US2004/ 008068

cont diliseratizele teputedide sonndgwietion 2gn cempapisate e data to another
izan %88&&1159@% ﬁogﬁ}: whi(afl H‘Yé@ %Mﬁlﬁica’c&{ ﬁE AL & QMRANESS2 via a
0O a dal ea | Ke a g

i S expose _ ect heat source cuttin
t or chyiredand/hewirglpds gommamigitine sgredctapove, ot her types

o om0 R 08 o PS8 e

40, access to a transport container, according to one embodiment of the present
invention. The system 31 includes a monttoring unit 10. The monitoring unit 10

30  includes a housing 34 constructed of metal or a durable plastic material. The
system 31 also includes sensors 12, such as the light-sensitive resistor 36 and a

door mounted magnetic switch 38, for sensing when the doors of the transport
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5 such as a processor operating under software
control. The controller 40 includes a data repository
42 conprising conputer-readable nenory that is in
Wgerable conmuni cation with the controller

APEEPIRY unit 10 further includes a pomefpcg‘/Uﬁ?JE’Z/°°8°68

such as a battery for providing electrical power

44,
h ng el e
£ nt Sorifirafe gr¥hed, PRt R A% churdilorn AOIMATH:

the d amp&eymtﬂﬁerﬁs exposedach iivat haunsdoeyedikt @ cattidg torch, or the

deacti.vatjo s, 18) IS ussed bov each data
oy 16KRS e aro LA RERERS: 1458 Aok e RS
accessi bl eAbmubtmemvﬁagm:amlﬁrﬁdsmmnhgnﬁ;ammélﬁd@fa doh@oller 40,

nDnltorlng unit 10 throu necti

as” by S¥heF pgIoEePT B S ARSI 4t PO e 0incindes
pr ot 0gah repdRryMNEdnQrisitg chiplterli@adaBElnkdh@ Sy at is in operable
transmtter 48, such as a radio 15 freguengc

t r ans AIPPBRCatNE Mithdhegeniaics Afa Thomarifoske rmit X% fhithghipghudes a

on t hgoyBSbidee M, sudpuk %'b%r?&oﬂﬂ?@w&h?@&@tﬁ&él peRat BitRontrotler
The frequency range of the transmt can depend

upon #¥altieapritoringyiibhtivglydes\atiaterirapsfer lepasfipbn t he
g g J 9&@}1&%%}% g}fftﬁttﬁeo&tﬂze § i’?%ter %ﬁz@ﬁ’éﬁ ke?? 13 Qﬁcﬂ&ﬁcﬁvaﬁon

Pr efe requency’ran ransmtter 48

is sek%ﬂ&bl Avabwussap elroveractt deéthéfrié;bas eorgatergeadiable agpmory
by t h I [ [

aut hor’i at% o] raCéée%% i Ibg ,ﬁgi dﬁtagﬁg&%@ﬁégﬁe@%I,tﬁetlﬁ(gﬁﬂc’{mg unit 10
freq umnm;gh raahgem |ce;nrapmmmcha$ ey y sid@Bvtite. dathcerial dpmupuigations

ot her 0 t he.tran tter 4
o coMGNT carershRery Si THERENe § Biafahag i et
oA t ﬁmue@mﬁmﬁ@f havihder ankanoh Setehich iy meeitabdy orbiBe inside or

such as w freque di p-freguenc ej ve

oy s S P bt otie b LR sy con
I nsi d&hl le;m @jh%tr;gﬁbléfﬁehﬁ@cieﬁ ,ansqa0dah degent apsrethe gddyeaphical
controll er ata re wWer su

t r ansifFtoR P! g ranspart caRAnTe Fafyra ﬁweth%%smﬁ%pﬂﬁgey Oég% ed
Wi t hi @arkﬁiﬁteh%ﬁ's@l@ct&ﬂbats@d AoatRCtedubyG PR OpRIdE by the
Referring to Figures 5A and 513, there_ is i1llustrated

tHe i Pl ra%lpr pgney a%ea@ﬁcéﬁ?lb%m%o%nlﬁf&ﬁ“ﬁ@e dRpPEe 10,

accor dhnQih, e | R Ys SbrdxifatRly @58Vt %@cordmﬁ to other
i nvention, The controller 40 receives power fromt

power enghogpraptsq the apsreifaniSat enligpred 1o qonyPynieat qn thiggr more
di od gjiréqlugges el Lﬁ’({rﬁ%’ﬁgﬂ 18 ROWR) ink Bads B bl 92 PR a low-

Vi si rom .l nSI trans ort contal ner and is
conneftdgaehoyi mdiodrmquetcyrecgyer, ba»tlmgem angnpSPpbKh GOogeooounted

/ 8
o s, Bl e
cont repds@ory4id, paner buptphyedd otisuattdrdB, andceiciver 552 pRifgee

2D et SRS o SOPORER by "o, coms oL
Referring to Figures 5A and 5B, there is illusirated the internal circuit
diagram of a monitoring unit 10, according to one embodiment of the present
30  invention. The coniroller 40 receives power from the power supply 44 via
connector 82. A light emitting diode (LED) indicator (not shown) is installed to be

visible from inside the transport container and is connected via connector 80 to the
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or digital configurable input ports of the controller
40 via connector 84. Connector 5 86 allows the
connection of the controller 40 to a progranm ng
station, to program the controller 40 with execu

t
VOJRSOH% ring to Figure 4, there is illustaft é&m§amﬁﬁ

handhel d progrann1ng unlt 20 according to one

Egib?diﬁﬁl ) ler :}h Dis es & 48§m ﬁ$ t%a SJQJ% SH&%QE&EIQ&Q% the
batte ﬁf)ﬂtmﬂaf 40SWHE i‘hel an@vapommcemm Sl?.t(Eacrflﬁ 3p a}sg ccanmtngwa

unit. The pr r ni 0 further,includes a

T ut erery it B copPali® b JBpviesh I Hieds oot GanGio s melos

I nt er badigitdd Gor figut=bR ifynt Ponlf ofdlie BRI Rr 4@ Kiadbnndctok 84. f@m&lector
t hrough which the progr%nnlﬁg uqb IS connected.to th

cont r B9 plispvsgie copneciinr of the sonilier 404p  PRoFTRIPING SEHO é‘anogfam
i n Fi geEntdiler dWitREQGH@RBLaG, unit 20 al so |ncludes a
controller_57, such as a processor operating unde

sof t war e COWEFBE to Bgwe fsthareé%ﬂlastfaﬁeéﬁsh@%ﬁlheidrﬂreﬁﬁ%@wt 20,
Whi Chadosra&ND 8d &%o%nﬁéht bhige fREG: kQ¥ntba, T8e f)l"ﬂ)%ltanﬁ]hﬁg unit 20

data key I's in operable conmunication witht
pr ogr BakileR raviet SUPPhe26piush pambatisty, fasimplgng pewariethe

5 SRR By P S RO S el i oo
Wi th digdax@iin)oblaed 2 sinfighhgopintgfend mghwform of AORS232 serial
furt hLeagerfaQ Jm%% whtich B i g%mx?)gﬁel%ﬂqyco c"i’%d eto the controller 22 of

radi o-trequency receiv
t r ansthi: irttaffacdﬁmom (:lhstmtedurﬂ:bgmrn @)- UHietprdfamifig uné g@ialser

62 i ncludes an 64 whi ch_ gener ne

2 et BRI 7 M 3 P SRRFRE e ARG bhuE ana
Chint ad M4 trankRee infderOge ammfimg lsmnﬁec%leftu tHehiata kiep (15 selthst the data
transm tter 66,  such as

o o i Bleerabic 2 SuARe et PSSR i hegpoeremming

whi' ¢ hurgervernahdr Yncluieesl 8atd Qpb@tohonaioa@nsmg cbap@er-readable
proximty with the antenna 54 of the rf giv r 52 of . .
the DEMARAR PRFIDIGCUHIIAHON FHE decPREPlien REQETgAmIng unit

and 68 fufh@nei@ksa dchivetd2adiRn ad bﬁd@p@é@&ﬂc@ﬁ&ma matched to
performed by the control l er 40 of the monitoring unit

1) dee BT (8 obihe moseE ! dhe fRevpriédegipdes an antenna

l nverm Wileh @raﬁ?ﬁ&éd@ kd § 1048 d witHROTB Bt Yf sh%ht 3f Gl @8Rsport
see Blo , which is a reduced

vity power
saV| r@nw@e Thﬁﬂr@grm@ga@tgamepmbdem&wﬁm é?\ shbgna
t he
the poWSfecSuRR, Mdidfreqh ] flb R ANVInRGn biknna By tth gencrally
such msdsgnbe loswted in dlgge praxasionailh thelratepea i oflthasecerger 52 of the

w%$ %ﬁ §§§§g% ck 102, and checks the data transfer
5 PCT/ US2004/ 008068 i nterface 46 for

t he presekeénoig a Fiatres déegndm thiefe ame Hlatteatddetiic dferatons

detectgg e 1 of ot he e

15 i P ngl&%g) ﬂ[le cogé'fﬂéerl %16 rc]% h V\ﬁnom‘aton )% accorqﬂmg%o She
embodiment of the present invention. The controller 40 is normally in a sleep
mode, see Block 100, which is a reduced activity power saving mode. This mode

30  saves power consumption from the power supply 44, thereby extending the life of
the power supply. At predetermined time intervals, such as once every two

seconds, the controller 40 wakes up, see Block 102, and checks the data transfer
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key it is, see Block 106. Depending on the type of

i nfonnation stored on the data key 15, the data key
can either be configured as an activation key 16 or a
de 5 activation key 18, or it can be of unknown

Wplzﬁq:’f?"“PQf the data key 15 is a deactivati difTKE0EI806S
see Bl ock 108, the data that is stored in the data

reposito t he noni t.or 0
tr ansf“é?rf%a ﬁ%gﬂ‘ gﬁ@rﬁg&cgt of g Jta gﬁ}g}g q]f igz]f[a ]F% 154 is detected see
t r ansBejck e o4, e Ihaﬁo@eaa&ieuduaﬂaep s is&jaedk&l mamemmle wdmchttme of

activtlon co deacti va dat a
cor 1 el S MeskilE. Prssetpi b et gt rigred gnthp dota
10 cokées) MRdiaaGey Garl difier ReGoaRAL S aafanaemasll k@ Tt6he a de-

transport cont ai ner. Accor di ng to on
this earaticieyds doleinSaaeeksr e PagRs ﬁfrﬂilf‘g% Yy‘gdme

The  gtRtiHsioRkey 1 s&aNbEOl d8Sthe ﬂ&%a @fat isréf%rémﬁ eQfatatBpository 42
unit 10 is set to "deactivated" and the LED which is

conneef heimppizoringinidp & rgelepradie the dasieyaben koynid: cdae data
t hat &g}ﬁfe R 0 ﬁeaegv%ﬂh eyl P8 Lo mtthé/ﬁ:h@glon%gdé Ehet he

dat a |s not a actlvation key 18, the ey
is c hé@k’r@caup@ codgedass erirreepanfling frethg gﬁ%ﬁpkléyont@n%rnandf or data

a% I V(?O ?% é(%‘ﬁ]k u%?c%gé lo? %&e%]tg theltlfan%)plaﬁ cgﬁ%ﬁellf %cooﬁ%ég to

iS an ac ata corresponding to t
tr ansm&rambodmf:at rﬁ:as daan aad bredovaridaidedaon tomsiewefkonlg once. The

transf e from |vat|on k "
- eooar i 5 btbhitag 3 bothbohl ik (3 1A ARalRAB and tre
112. PBEDsdLis setheabovie poﬂnhe:oﬂit (seeclliporn SADohEic2Bs that the

corrprl se a uni e that is generated by the
progr & &H%Pea%rgtﬁgrably, the date and tine of

acgiv at | o rIf e daﬂaqxeja 05 isthot hecadidtationr BEOKS, therdytad@y of chtdked to

112, Sakrtih £ e e o0 RS SORNde: ook Tk (Ol v

to fl 19516 ah B&ivhiE) Keyal, BB @ PorwishdhdangltyeheIREQIE o@ﬂtaﬁ:feif and the
that the nonitoring unit

duty cl e, i ndi catin
has b@éﬁatﬁ’élt‘?f)%‘ts danst @5% Tgnpthg 2qtvglionpcgy 19do ﬁ’ta’fadFHOéForY 42

40 t henpdBbhiforig 'Elm*t e sQaiAL. dQQAschRal abphQWY actiPatRB code
cl osed, for exanple, as nonitored by the magnetl C

Y t CHPIBBISEH s cage thids smeratedy At FoSAMBILE WA 0e Freferably,
conpl Gt 8de ald tn{lpgf Al Aok §Ystdred InShd@lia %BO%H Mﬂt@‘mgﬁ%nng

16, see Block 114, +the controller 40 assures that

dat a Wyl Oiby thnewtplleydPedeaBlock HE. IEDnG @Ebcal@tl?ﬂ&db%lED POrt 30
accor:.
oo ARy SIS B 500 0o O v

oper aniioringfthat He ncentoring twet 10M4Gs bedniachwatedo Sk Block [112. aThe

d%i er cfog%%ﬁei éb %}en Otanls ?o%.%“t otra}ne}!; 8005 FI%%‘.‘ gl%%t) {[1 r&nc?(;s%& for

st at uscamblet :ﬁ&nmtdddj}dtmﬁgﬁeﬁc $v&tchl38c(R1gdrek$y Hefree tht@ciMBtion
20051 QORE00 ECT SRR 000ER0, cont (387 10y SeFgogi
the the controller 40 assumes that the data key is unconfigured and the LED is
activated accordingly via cormector 80, see Block 116. After completing each
30  subroutine in 108, 112 and 116, operation of the coniroller 40 returns to 118.
If a data key 15 is not inserted into the data transfer interface 46 of the

monitoring unit 10, then the status of the monitoring unit is checked by the
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controller 40 goes back to sleep. See Block 100. If
the nonitoring unit 10 is activated, the controller
40 queries or checks if the activation receiver 52
received an activation signal fromthe transmtter

WP 20058%5Pbgr anmi ng unit 20 of the 5 |nterfacPeCTmﬁ2?°4/f9§°68

If the acti vatl on recei ver 52 received an activation

signal, see control | er. .

the T PHERRAC RIS p adins Eobi s R P R MBS 0

I eposé@fciled) s bLRPOSIEpN et Bldchd0@ck dssnomoridgmisla o

t he recelver 62 of e pro ] ng..unit 20 or,. .
accor astigtetdhe Hetelers ‘@l qlli‘ﬁ’i’ﬁsq’lr aémkﬁ ]?gieéaa‘faﬁmlpﬁfeﬁuﬂy%r 5ggecetved
I NSt r yehivhitg digranGsh ticatanddilleO66 dif&ﬂﬁﬁ?o@raﬁiﬁﬁn@ahm{t of the

the relay unit 28, as discussed 10Q abov See
129, ]F’{‘i‘“é%{aé%]%@llt . |]€Fh6@6tl¥ﬁi}@]& RESEW §f > %§8§?§V§ §nilo£t1va§étb81gnal see

Bl ock gt 120, lthe dRBoBE O Msirudid HeMhGAtter Mo AGERSSthe data from
i nci dent has occurred, see Block 126, the access

i nci déwstdajageporigEd2 ﬁynqsg@déqﬁ{p st qc;@qss weidepts e gegpiyer 62 of
r eposm%gw Smir! fﬁ%ﬁ% o qccoqiahgtot‘fﬁé LEsRONG MGshBed RFigure 24,
time an (sz\ te afg

he access incident started and
t he nsmteaﬂld trdlmettqﬁ’?\mr@wnﬁﬁbe daseodhe feHyivaE RS, wieussed

S?& o%k %gesBloé ;gizgﬁfh%%&itbo&}@l gﬂ%iea&%é &héﬂ 1%‘03@@@3@&1( 124.

sl 8é erring to Figure 7,
t her eIf thee sehisansl? mtleate an peetsodcifat hmmrmds ey Fdock 126, the
transport .co

of t h&<ess \}%c'ﬁ engﬁ e aCt 9 (rsodl ﬁﬁ t4|% ﬁjgpa%t ;g;m&?uﬂpiﬂhudmg
an actaity adrte@porid@yg.to ﬁaemﬁi a‘md Idaﬂ: 30whith ﬂaacatq:e.satmcxdmtcsmded and the

and data c esp to t.he. content t.h

EF ans BOr LT SAar G asPaeBr el Pl o0 pHetzs. Thereafer,the
act i vadnnelek®ysoeSerk B ﬂedp £32Blofk 10®ast one sensor
structured to detect i den ce 0

transport RUFFEE FﬂsF‘gF@ a fe\}%t’ft.'@ﬂra@gaem@ﬁ%%f? %%a

cor r egRRPEH Behtdifer! REorakie @S SnotiRe belBetiBentf IRdSievBch. fTem
the at | east one sensor. See _Block_ 1

cor r eBEHAY IEYdeni s EEE an MEVERILISY; §e%$]8i‘léa3q n%éa"&é{?tﬁ’n code
I epOSkfda¥e con@§oRHiRE ko tha Bontdikeo R RanGtif @BRONE kiRGedefred from

the access incidents is 25 conmuni cated to an

i 70 er fhaeetivghen keysdse Blosk 32401 legst greaepsoy sEncaredkylefest
I dent jf 3@1?[5 ofS.%@ BhPEK trdPort LorlRAGHE ¥MALARN @é&cﬁoélkslfzt Data

receive rom t e deactivation key. See Bl ock
Dat a cwrcspudmsds g 2eesst heldenteissereivae figmthaaldepyt engtsgpsor. See

corr eéf%glg 93({] gTI’IGQ.‘la am%ﬂgg)%g(ﬁﬂ%‘ﬁ) a%r:esg gl 1d'éﬁt§ E}:SSQ& E& 111 a data
contarner 1s conmmni eacti vati on y.
Se e Blepeoittofiyd Giee BlodRdB8r Thawdpta eorEsppndieg @ the laeqess ingidents is

t t d f t . . -
267 aRBP A 5 S0 e bR B i R A, R aot B

I'ment 0
| n ve nidetifiedV\SesBloble 141) re geaanmtmg code it reGivedremithadvedivation

on, _Cont ol kBt e ) DS EUELStAe, SR 2%t Suofdef bl aatd 2
corresponding to the contents of the transport container is communicated to the
deactivation key. See Block 146.

30 Referring to Figure 8, there is illustrated the operation of the programming
unit 20, according to one embodiment of the present invention. When the

programming unit 20 is switched on, controller 57 instrucis the LCD 55 to display
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the tinme, date and system data. See Bl ock 200. If the

controller 57 detects a connection to a controller 22

through the configuration interface 56, the controller
establlshes a connection link therewith B

‘282003'??13@ data corresponding to the tr ansporl)t%er(?u52&)(3/%&%068

container is then transferred fromthe data repository

> 24 83506 éfgg?crrplﬁ@mtdae SROBIRL6Y. #thelBntflRr FPhddects 2

repos ory programmng un

204. Theremhtier cotthileniahrodgipthe ssrelgurdmen toevfiice é@ tbr%rtoaﬁoller

ot naT S0y RemRERate: B ekt ciee Hies e, Thetla 200

CorreS@ﬁﬁﬁnﬂggneﬂmmaananewmmmnedmhwmm&ndﬂﬁmmﬂhémma@@ﬁmnf

re 0Si 21 of the r jng.unit .to

s Ayt P beggn R AR e B kbR i Bermine
10 d atudit ke YSekB14ckpi4! TREredRer, (tﬁifnfsie@cwpﬁﬁseﬁ fte: ddatioak é@yta bbtton
into an activation ke 16)

In .
addi t FOA HOPRRETRARSTELTY é%ﬂp@ﬁgr?rpg #dheh Qorrﬁlgl,gcgretor transfer

cont aj R hta ch@spoRliLHHOAR o dH dataZlr ﬂb@%@@mp@@taﬁea of the
or transfers to the activation key 16 the i vation

code, PiBIAERINg Wihiodheda EsEE insriate G Py Etpgr Al lata to the
em er i1k G RelRRy cddftBuill ARLAITELR S HAd in ae‘ﬁu&lbnac%y 16) See

ough the user's user nane and/or  password. See

Bl ockBRoB208Fo Ipasidaing te the detacarresppidinse i trgspast Qorr@mm the
acc es]gr gr'l&l!nﬂﬁ Dt 24 1% ﬁﬁﬁungrfateg B{atrarﬂfe%@l?gcﬁgatﬂﬁ ikby 2Othe
Ses

depre the”recelve data button 72 of

pr ogr &ty oadfr,twhlqhos trigmdyrissogmedeth thamprsen eiteprg the data on
fromgh r r ;

the. st Prsb T bhudPeedlyob AP LR A e Ml e obyord. Sco
See BBbckzmﬂO Upon recei pt 20 of the activation

si gnal he receiver 52 comrunj

Thecont s diogrest 5 h -pREnaiihe Gt Sas S BTIUAR! Ffu'oPor e
cont r gbj@mnddl hiiS2r depiesset e relebva dnposod T of tﬁépxb grammmg unit
communi cate or transfer L@ Eg corre $3€ g Ao it to
acces'S AT BB ERARIR aP%'E)lB & 74 ?Smfrﬂ 2

t r anstit hétBatidtBre0divdr BE offdie infotortigy dailifd, SehBhbk 200, tUpdh receipt
communj cates or fransnmts the data correspondi

tHe oA AR 1Be reﬁeveffg ¥k RrafrBsieaed i controlle

pr ogr AnaYithdmbiitdring Unit PEEhFR6KI2 48 insheaofdidag ré@sﬁcﬁ? 42 to
enbodi nent, the controller 57 queries or checks th

conf | YurBHTHE BT AbR s CQr RRBE IS HECTAnGIS ool the data

r equesloGaBng ihAsRees crfeﬁeemyﬁ%nﬁg amt Wifchinturn ‘
control ler "22. See Bl ock 214. dat a request

ConmredREIERstes B s terdsin Oprr@Pe@fhw B thepceop maigeats to the

O received
fr Omliéﬁ% %2%1??%1]9?9%;%%%% Foth@%%g& 91|_2’|’?;e dat a can
i ncl ude t Wecetding to emm@mgmm rigp qoptrelire ST gagrsp oF ehecks the

conta oQ?r olﬁclﬁteﬁ‘gcet%qo ﬁ‘%gr&x’%h%?% .“hagl)i Eéaﬁéyt Ecﬁ'ﬁﬁlaﬂ&* 'mselgeen

and 'on port nu
received from the controller 22. See Block 214. If a “data request command” was

received from the controller 22, the data key 15 is programmed with the data
30  received from the controller 22. See Block 216. The data can include the data
corresponding to the transport container, such as the container ID, manifest number

and destination port number, ete.
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WO 2005/ 008609 PCT/ US2004/ 008068 According to one
enbodi nent, the controller 57 queries or checks the
configuration interface 56 to determne if a "set date
and tinme conmand"” has been received fromthe

VORPEPeY 22, See Block 218. If a "set dat & GAFHRE06S

command" was recei ved fromthe controller 22, the

B 0" AT g S0hle 20t SRS B35 e g 57 i e

e InJIO od lccb‘[ﬁghrgﬁﬁn Inllf:l@fapé E(S%lﬂetehﬁme ifta ‘ot datehned emes;ommancg > has been
illustrated in Figure r_activ an »
deact FF&rehEom MesRrEdies Flg g% j{lo‘g‘fi}g Fﬁ |S{St élgteecg grman
to a LhaRSHM R Meabiediter I1) %é(}ﬁ&@&dmﬁ@mﬁtlﬁe§pmgrammed with
comruni cat i ng an activation code and data

cof r edseRaPT ate gnd fae.cReftRIAt?29f the 10 transport

cont ai ner A&oﬁﬁnﬁaﬁtaﬁa&ﬁéﬂ Biboli@dent s18B: BeRakinddBion Aere is
activation si

communi cated to a ponitorin

uni t . ilBsfeat@®) m@kg@m% a npiied feeeietips A %th"@ﬁ%%m%]g%@wm’f
incid ARAT 1 h Ao dtintprRYs an

i nter f%g%ngﬁ?4§£§%g%%8$%ﬂc r%%%ta Accor di ngO to apnotsher
enbodioremtyicaiing emettivetaen ewde sutiatd coreenvRting tathe gontentgol the
d ggﬁ ct Jtrgr%t | Qonlf er 1 S%leacﬁbﬁfb% k%f} 65? ee‘llrfﬂgg fOt Ny acHRiRn %énal 18

respo 0t ontents o transport
cont ammmumcmiedthe mtmntanmmmnte §p@ Bttick 342.t Bate herresperains to the

dent {.
Bl ock 248 PR RaEIer AT ror HE ARG T et See

noni t Bldek g44iNA écodding b raast@entbodianhgk desctivamn codxeis

o b R0, T U A R 5

t 95 becdrfapmaPEtethe c&ﬂ%ﬁs 60hE &aﬁpﬁdb(ﬁmﬁ@ ahchﬁletdaﬁ ms:pespbndmg
20 contai ner, _such as the fr e

dest i P4RF #qessdpeadenisds TeRevRdbyd %E ai’thvé‘PO%’g‘??'u A1°p {Plock 248

el ectroni gahky LﬁérQnétilﬁtl&Dﬁﬂtﬁ@ﬂnbﬁforﬁg uain do &faﬁﬁ;ﬁ‘ﬂ doftatnB® can
data repository 24. The %{anmng unj t

pl ugg O?Wd‘ﬂ@rﬁq@ 8D tT APHEEBSH EIGP‘@PIE@ acqgppe to the
det ecki; r%@ B1aE R bOkdRpord, DhRRoREPBRANFHNEe Witishort

20 tranSters data corresponding to the transport

c3ht atmainearricisasdheleighionaad, JertineHen it i iPRped (¢i§pymanually
25 21, Jh ofﬁ%ﬁ% Dbl 22204 BRANAIR ARy 2l Ohe
code whic I que f/ associated wth the operator

of t hyfopnamgmwmuhzy ig pluggediniougRS332set orthpraomseder 22. Upon
passwor, 0 on
Codo i gaPERE Eub i 1 pRIERAGHE b 20 Bt ikl

cont ammmnﬁmgcbmtm mdspoﬁcdlamaeﬂ@eﬁ sthEes |t136' datmné]@t dah repasitory

d f a0 of
tZgﬁe an 't ggéiﬁﬁ%‘%fgnég@éag%%%uﬂ%ao{“@ 'S pr esse%]gmﬁ]’lmjlgr

causi agodihied &t ﬂletopa‘ﬁlﬁf‘ e thé plogrfrades Gt toough ansdrermt hed
gg:n? i %%ﬁ%%gaéggﬁg Qpét%fng-lcl}- 1%@5‘[& &% agt?%g%l? CO(E% and Wata

corresponding to the transport container is combined. A data key 15 is connected

to the data transfer interface 60 of the programming unit 20 and the download data
30  button 70 is pressed causing the data transfer interface 60 to transfer the data to the

data key 15. The data key 15 is pow configured as an activation key 16.
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16 is connected to the data transfer interface 46 of

the nonitoring unit 10, which causes the nonitoring

unit to transfer the activation code and data
WBPEE68di ng to the transport container. THEGEPAPEPS
is allowed a certain period of tine, such as fifteen

(15) seco to..cl nd se

door s, nﬂﬁ aG Ao g‘a’glé‘alf RETEDF C{tg t%ee(?atarsr%a%lg{% ?Jln%g oS A0 ot the
10 t om@Aitdrivl@nit 16, wideH davsds @b madieringmghottiwesimotire adtivation code

that the contai ner. doors are ed a sec r ed

g R T A Aty Lot T L
by sens@in(pRiod 8f thht, lsudhas fistat @6) whdrlsao blomaamlrsdcdathe
stanp in _the data repository 42 of the noni t orin

105 DS deony ToTNer NS SERET PRPGF TR OEREL o 1

my bgdgasd 88 BHENhSS0hER 11 1L RbAieBPORBtNge closed and secured,

geographic location, duration, etc. Therefore, ggh b

at t entse nopitonngraypieat wartsd anthanygEolprns rrspd Ry seaEnTEsa LF will be

or ot Q&%M&ﬁtﬁ a9 BInd d86 CBED it Qletdgﬁ rbdoRiRGHP A8 b the AibnAbMET unit

i n which e nmonitoring unit 10 is installed and in

its atthvetibds anydthenpériment mfeypeionihataperadesing, siches ths

bf St c?orrr%d onétn cf%a?p% lb&%'i)h atlgﬂte@cr "ﬂfeféf&@ din?%tt&@ to
anspor Cont Toma’s truck, aircraft

or ot herfexeatn Ichirge theHeeight aqrgemtst qr@the@@se)@bt@.m@ccess to the transport

P;g Ig (r) an?]él%?g 8%‘8%/]01% ﬁlg rlllaso%qgrgxl{ggﬁ%\‘j\]"? hl@\%ﬂ%{l a.%?glgg? %cé a/atbd mode will

t he agigparahiacoesyiacident & bexored. t he nonitoring unit 10

h i .
or ¢ ranst e ot ThAg Rt eBab g IR i

deg a meR! ilesﬁo&djtmeg v&@clé\,ﬂlj{e RRCRERY 6616ftﬁepiongng hogit 20
transmtter 48. The transm.ssi ons are. 20 r cﬁf\% ec%wedb
the rEagiirep g iisaucnnn e PRITATHEIERISEOD § P WIgH y
acCesse hAihaGIvesei R 82 of @1@ eofRekingtune li)rcalm@t]?ﬁsﬁnomtonng unit to
contai ner can be placed in a qu,[arantl ne area

be 1 MGG EISH PHERISITAOlh ol RSB RERS . 1 st e

oper alPlesfRBRE S MydROkHREdeak ﬂak&%raﬂa&mtﬁe@% Nehed@dn@mnissions are
transter ‘interfacé 60 of the programi unit 20 to

c¥hf i geriecditiydhagseeiver 162 9f 81§ PEOSEREMBIE (it F%n Higry acpgss %ﬁk‘éﬂs are
speci LLGAld e tlgﬁ‘gp%rttcf)ﬁgiﬁgle&an e Pﬁﬁécﬁﬁ 8 qffaRincthR a%@ can be

progranm ng unit transmts to the data key 15
deact thomtgldn se@mited t h*a@e Aestinafiongthe p@éf@t@%@@ﬂ%ﬁtwowef ghata key 15

the ogerator tmglffe} {ﬁ?erf&&?tﬁf Wgﬂﬂl‘rﬂm%&g SHORoABPY the data

user —name r  doors are
openeldayaed d\mctlha.trmnézezé& tM]ona speqificdly, dsta trangior indgtape gof the

teen sec e

33138 %‘Eﬁ? mt?@d“ahsc’}%]ttsatogl?eg%af 1¥e§t1:5 %trh g%ﬁ%@%&4 6 de o e
rm ni t@fiquety aseiclateiOvithlhe opaatbr dltheprog@mofing et ZII;) such as by user
noni tori n nit 10 .identifi.es .the deactlvatlo
T o At SHAE Ao o] R A ADOIS PTGl PRl oep i perioa
st or est tilte sk as ﬁft&@i(ﬂ Orsecds, tiod dehli’cbfaﬁqm':‘k@dl@ns pn&sieﬁl egamst the
data repository the controller _ 40 eac;cmﬁ of he

noni t 44 %@S@pgﬁeéf%%%tgﬁ@ﬂgﬁt%g unit 10. The con

30  monitoring unit 10 identifies the deactivation key 18 from the deactivation code.

After the controller 40 stores the deactivation code of the operator in the data

repository 42, the controller 40 deactivates the monitoring cycle. Comprehensive
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-14 WO 2005/ 008609 PCT/ US2004/ 008068 dat a
corresponding to any stored access incidents, the data
corresponding to the transport container, the

acti vation code and deactivation code are then
VORI ed or transferred by the control | T AG2H80H®
the data repository 42 to the deactivation key 18 via

the data tr f terf
t h: dgittgcorge%{f%:,d}e%sat'g gwgﬁrt?ifgg %CCBSS mébﬁg'(in%f ‘g‘% ‘d%t%%%@s?&’ﬁ’affng to the

acce
i nci dgrtsport thigaitkal e eaivaiiEoe amgiehcilvtahm dzcrda ﬁ&ﬁb@rt

contai ner, the activati ode a

can i FOTRRRiCH Ortt?aﬁffa ?éﬁ}yet trf)ﬁ%l gﬁ% ta R Ogl?c?? 42 1o the
20. AliedchieutidR ity Tbih @R, daiahﬁnﬁéﬂﬁfeﬁﬁd‘ﬂ 4%Q Mﬂlstcusged gtzve,ibe data
connect ed to the controller %‘-‘ggq%?ﬁl n the a({l ¢

COP r cSPBRRIINEGLD 2mpjored atoets g geeEondipe

dat a GOIL6S PREhR Gt QetivBfort doB8 BROIchetBAAdBEIAR kan in turn be
(including the time of activation and deactivation of

t he ntyprsfesrerl trythg pragyammig v 2¥-vat i on code (operat or
dentity) gnge oAGRRIh VAL begfAlRs LIPS @hok chdebich ivhe

can be transferre o the ata rep05|tory 24 and
di ssepinatled@2twherenm tedatesdrgsapndinsto an alored #ptearigents fhe

? s gat ?orre O}?ﬂndglﬁ\fg theqt ﬁt&gﬁﬁfn&g(nﬁﬂfdﬂqgocﬂe tihe of aCtlvat%f%’l and

nspor el ng transported
FI gur é&cﬂvatlﬁn oRihg nﬁamtmngﬁa,mtz ,the&ctlm’mn godir (epdrhteridentity) and

di agr ?%8%% t1or§ \(I:\g({ Zééesreggrngenu‘éé %g.rﬁ Qf:l: tr %\He&i ltcl tHe hgtg}éﬁgglit%éy 24

of me "8 proquct s accor di | to
the i ﬁnﬂecﬁisbmﬁlateﬁtto ittt dréstddepatitesl e Tlst @wodbirtakiot obthishlatalval lgive

or step of. the bl ock,_diagra

Ol ow FommErrars SHES  af HARBATT st R i R bRt
bheock di agpassi, X lmy\z;hao 1758 20md 9canmthlb¢:ld dlﬁgrams flowcharts and
illustrations,_ can nted b ut e .

pr ogr eoptehlew Jlsrgipns O%r’ﬂngtg%‘{m%’ﬁtﬁﬁ]f a5 |Q Sl according to
I nst r gl v@ASor By whiEbe Unaasesd @at @ch BI@GIOBIWPWESI& block diagrams,
execut abl e by, a co]gﬂputer or, other pro ra

appar Heowehatty arlgﬂf@gge stptiqRs, aeg oy locks in the block

I NSt r GGl ARSOMUhER: £4 @6MEdE N6W ilheatiGRNPHbe 'imﬂém@ﬁt&ﬁiﬁy
progrannabl’e apparatus create nmeans or devjces for

| APl eprsmmitorgragan fsieationh sT hspreqamuisy Prograth @S EioeRs may be
di agr fﬂﬂ&e 11;{%&00 WERRE D5 Rk et OB a &S fh@Wr Q{h@l%i{) ,§r)1mﬁiable

st ep S ese conputer progran1|nstruct|ons
be st mp@dttumtmpmd@@rﬂpm@rner wal it e merertipns waich @%&fﬁute on the

direct,g i TRUA S el Y oPH:00L ATRD Cons 3P B W L ©

functlo in a ner
I nst r ingtléroasing tlmrfexmbhpm aph@ﬁed:mrﬁmbiefrk- diegierad |ﬂ@wnrbamoy control

P fofBout AS ‘ﬁ} R8s may also be stored

ggt r ﬁ%‘?’ I%g)ﬁﬁﬁi r?%epgs dg{%’? g%%]&t i ?‘FTM SEnent s o0 e sore

f unct inonsnpeetdadsde mambiyghdilcac ﬂlrecB@ c@inmgq:rmther programmable

flowmcharts or .contr.ol flow bl ock e% I;L

compuBBEEEHisd FERTOT ekt 1%*1%%‘%% Riidral g n e

a ConpifterQEadablb efenfdipgibanrah |aﬂlc&p'ﬂ“atmt1fasture mcludm g
instruction means or devices which implement the functions specified in the block

30  diagrams, flowcharts or control flow block(s) or step(s). The computer program

instructions may also be loaded onto a computer or other programmable apparatus

to cause a series of operational steps to be performed on the computer or other
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to cause a series of operational steps to be perforned

on the conputer or other -15 WD 2005/ 008609

PCT/ US2004/ 008068 programuabl e apparatus to produce a
j npl enent ed process such that the ,

\%ﬁgﬁéréz?g{ﬁfﬂons whi ch execute on the conputer i TE{SRE 008008

progranmabl e apparatus provide steps for inplenenting

e AL 2BB R Sl D Sob R g AR broos vttt e
Accor distrgdtipns thiok ks:cote os tlepempfitet dreotindr puigranmagrlamparatus

fl owchart r control . flow.llustrat.i.ons .
conbi RAVIBAEPSF freplaerine i mes 5 RO EET R B BB diperams,
speci fibechats Betdnankilove bioti(sat siep®). of st eps for

perfonning,the specified functjo nd progra

oSt ruct i SACHBUREY ocliogs 98 OFF Bk PRERIig I igts or control
speci fib®afstiednk efport chinbiblidns 8 eark @r davdes Sdrgedointing the
each bl ock or step of .the bl ock diagrans, flomcgﬁr%%*.
10 or sResthied Sctiemswraninpensitistiasior aréregiaiinerdnd igetons

bl ock gn o Sh@RSstiuPridnNBedRl BCdeviced REp@MRmide tRyEJaaIfiES fibtions.
control flowillustrations, can b | emented b

. e 1 a Dy
speci Hwill plse pouedersinoditat éaf%&é% or B Ot 85 blogl diagaigiavyharts
Pes f ophh6 mReSfik8nd W@ AtitioR of BiRRSor ps in the block

combi nations_of special purpose hardware and conputer

i nst r diegrewadlovivhas arseittal Sawiilbstatign, @n he mpppededishipscial
of the | i.ans ' i Q) functi

i ndt PP RSl el kbt ol HEAPR A fnctions
i Nventr staps, queombinationk af$pagialt vepdsehafiivare efid edweputer mstructions.

t eachi ngs present.ed.i e r.egoj: i pti

the  assodlARaounci kit pkEr RSl Bt PARE LLARAS s R
uhfler sdreinavilt bate toheind nvertskifing inghearh @t which thbe ihvandivmegertain

tot S i fic.emhodi nts discl.osed .and .t hat .

rod { TR e Rt St et 2 47Re e Heqpgiopg and the
be i ngkatitee dhwingh THee:fsreOpR t@be tultiersapp elnd &6 inteaiions.are not to
20 Al t hough, specific ter are_enpl oyed, her ej. .t he

are URHTE 1 thesne i crmbad R ey 6 o Te s gns g other
not f@hbdAuhPeSRS inddndbd i deaddheRd witht HE#bp N thkkgpSnded claims.
CLAI MED: A system for nonitoring access to a transport

cHht afWaeh epssificitamsgre eoeployed GRtcing ek grogard InedeliFied ™ o
the t&%&ﬁﬂ@éEaﬁ@&&?bﬂﬁ&ﬁﬁﬁ%uﬁ%&%%fﬁﬁ&mﬁﬁﬁSOF In .
oper abl e communi cation with said nonitoring unit, said
at | east one sensor being structured to detect
incidents of access to the transport container and to
communi cate data corresponding to the access incidents
to said nonitoring unit; 10 an interface unit being
configured to conmunicate with said nonitoring unit;
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at | east one activation key configured to communi cate

with said monitoring wunit and being configured by Usu4upuos
.said interface unit to activate said nonitoring unit

using an activation code so that said nonitoring unit

begins to nonitor access to the transport container;

15 at | east one deactivation key configured to

conmuni cate w tTHARNWIIGRHSICUAINGD: uni t and bei ng

configured by said interface unit to deactivate said

nonj t ori ng uni.t C : .
wherei nASRE BB RGtR upatgh Aufer Som ity
Commmuﬁﬂﬁ@nﬂatmedmmemmwmmu t he access
I nci ts to sal Bri d
e T i ol el Bl RalB v A moniiny SiCiRd
a1 lesngieisamar bemgsmmm tb detect dngidgnts iaceast lodhe TFBIACH
cun?aonﬂlefr LS %gmégm&?é%mﬁéstpgn&i‘ﬁé 1 k@ sHheid@BIb saipne
ensor, sard activation key and said deactivation key;
mn&@ralgpw:er supply i n operable conmunication with said
contibdpiRk umﬁbeﬂﬁtcénﬁg%ﬂﬁ% EonvupidateQREISER hrﬁm:tonng unit;

comuni cation wth sajid controller ang

st ral teast PaRPCHAgR lS"f)’é“’f'ﬁ%‘“?ﬂlé‘P SPRUBYR LY &Fﬁdﬂﬂggo% ess

umt Bl ARR eSnfighrel bASK indelfRe vhil RV memimmm; unithsing
th said contro]l er saldtransmtter e,“3

an I PR L R BAPLE ST B o ¢ he
mﬁﬁ&e&ﬁﬁm&ﬁ‘;l dents to'said 30 interface unit; and a
recejver t
corﬁtk BT &% &a%tg'l rgg‘éO%\?igEE ﬁ%&%ﬁmhﬂ@g#l g’ffﬁd'q? Igmrn g%ei ve
umcmmg G@nfgonqé by miw@dm unmcecrewabfete fRid ponitofing unit

SACRMENToRAGE PCT/ US2004/ 008068
zeit: |0/ (58/ 2005 16: 36 c{rpfnr 008 annt.ni ncn
c urherain iy poyiiaring MO A o figise tsw%mg'g)‘éﬁ“'e PEOPEPRIRE ¢ o

10 1 BB InciddSioahid igabe baii. er face unit is configured to
conmuni cate to said activation key an activation code
and dam corresponding to the contents of the
t r @S poA sysrem heaioridng to Gl Wrelregsimsagbinenilgbeg WUk | on  key

col S. confl gured to communi cate the activation code and
YAFE" cor r espondi ng to the 5 contents of %}?‘%nmport
cort conmelles, tsed sepugllerdeing epiggred i commamicate ?g}Efaé <

ondAERRF, 48 Serivaridalkay Aad3aid WheReimdn ke activation code

€0 erJo'wsére ssupply in operable communication with said controller;

a dara repository in operable communication with said controller and being
structured to store the data corresponding o access incidents;

a transmitter in operable cormmunication with said controller, said wapsmitter
being configured to communicate data corresponding to the access mcidents to said
interface unir; and

a receiver in operable commuaicarion with said controller, said receiver being

configured to receive commaunications from said interface unit.
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10

15

20

data corresponding to the operator of said interface

unit conmunicating with said activation key. 10 5. A USU4UBUGY

system according to aim1, wherein said interface

unit is configured to communi cate to said

deactivation key a deactivation caqde, gg%%er ein

sai % dedtsystpracenmdiglp q%“"c‘oﬁ#’?’aﬂlsaé ) hicate the
coftRRfH iy @nlrOhiGRAS sdidactiaitidn keyniattatisigeode afd dafs 6. A

system according to C aim5, wherein, the activation
copbRming 36 i FEET AL TERRPE ST AR POERBE I o
ke Ricbhiigied i @ffinuhitale tRQERHEbLEJHE B davl dofrespaiding to the

deactivation key. 20 7. A system.,according to Claimb5,
conpray efithe tERPROFL FERTAINERP FRY0 ‘Bﬂ‘?‘%‘l’"l‘%“’mc onfigured to

communi cate to said deactivation key the data

correspondi ng to the antents .of, the transport .
confai net it EHEVBEP CI08 T BESER AT RGP0 f aores
data R6dredpotiding tSthe Apaytaitef naid mowiucH uniy comm@hisdting Withwkidr ei n
sai.d deactivation key is 25 configured to comrunicate
activghanie- i nterface unit the data corresponding to the

contents of the transport contai ner and the data

cor £ e PO H0RGRSS whiteh S50 fnkerfaceliri is

T ACE Abrdi u;%%?oﬂ’? o%}éggs _ ,
coifipefed 20t omm@i@B/ e gbbdeagivationdsgn p depetivatiog cqde, g wherein

FAGAYLGLS SaerolcbmmiRcae e ALAHME: Re 1kl STt €M
Smaccoy‘hd’ﬁﬁlék 0 arm 7,0 Wﬁgr efaﬁes;i d nonitoring unit is
mapieriizgoied to communi cate to said deactivation key

data corresponding to the operator of said interface

unit conmuni cating with .said . activatian nd data

cor $-espch¥FHg W"%ﬂ%‘“&g@"gﬁ{’ Fherp ﬂgeg‘fe%c%iv%t@)ré?%c e unit
coRpises IfitC Akrespgndihg to tadiperatyr dfaittintadick onit keymunigyting

herei n.sal d, deactivation key is configured to
W gﬁﬁﬁﬁ%ﬂg‘éﬁ%g“{‘%}’- said interface unit the data

corresponding to the contents of the transport

cong ai N&{ gyreflakrBifE loRIDMIIWRGeih Gaild HBnIRGHE Shit is _

i ncidents,” data corresponding to the opergtor of said
configrees fpromnumIate 13, FAi FFREryRigRdenhe 218 57 5&?!‘?7“6 e\ ‘?‘Sn key,
cotBifls Sl cArah Yore e ang ik @k bRresmpding toothe afees dictients,

interface unit comunicating with said deactivation

key. 10 10. A systemaccording to Claiml wherein said
mong.t or iAsystemiaccarding to Claim 7, wherein said deactivation key is

configured to communicate 1o said interface unit the data corresponding to the

contents of the wansport container and the data corresponding to the access incidents.
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10

15

configured to conmuni cate the data corresponding to

the access-incidents to said interface unit through VoU4uouoo
wirel ess comunication. 15 11- A system according to

Caim1 wherein said nonitoring unit is configured to

communi cate the data cqrrespqnding..to the access

i ncPdent’ HEEMEST m¥m(§P%i3?ﬁﬁﬁs egiywe Bt ear t h

coftfi Riredite Sonsvir@dateith Gaid duantivaticpkedyaiat chiZespohding 5t then

according to daim1l1 wherein. said jnt.erfa | t
opgaip A Sgmerties gt FRane TS St (R
coR©:p6HHEh Q6 Hiebpdrkier of ssidierfice hiieainmameaigogihanidi ng  uni t

bei n onfi ed to,comunicate wth said
gt Fpa o iy AR G pbdlealy fofifiitiee
saigGareHaRt uhinis tarnareressendiog to thomprehs eftha raeprronBigkect ed

fromthe.group consisting .0 LebPEF said
da@éﬁ@ﬁ?‘,’mﬂ% 1o g’g At "c‘:cé‘fm{s}é%agbcro?rg?o{% r{’f)% r%z%tog%}e se nsor, a
intSiaca dnis ememmicating v iy satd astivasion beos anddapggrrspondingdiiech,

and di.ak] : seafine it e A RAGE

OPHE %éé@dﬁf%gg'ggﬂ@wﬁ eale i A L
Eupf.nr.:136 P.010 nanr=nnrn curr=T U5 LUUb UJU4VOUNS
14. 1 SYSLREM RborfRR o @R DwhSHER S6d bnifbrihg @RSPOT t
contai ner,” conprisihg: a nmonitoring unjt secured to

conlfgred it parpRmicatedhn deFa fEFTeSPRRdinGIgLe a5prss BERIG IO P

intHRRE Xk MrduPRAHALEE bibnitdtioR. sai d nonitoring unit, said
at | east one sensor being structured to detect
incidents of access to the transport 5 container and
t 0 enMuBRincdadiag ballrieshehatin grid monitpeng vrdiislent s to
sai d .noni I Lis ;

cof gt gl conndihe b MSHoRAL D S8

interdiice umit thrauals lowekarth ofbdtingisarellitf PamPWnScBei ng confi gur ed
an activation key or a deactivation key, wherein said
activation key is confiqured tq ac j&ﬁ%e sgid e ot
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conprises: a controller, said controller being
VY-20uUb configured to conmunicate with said at:J]east one UduU4usu0ns
T sensor, said activation key and said deactivation key;
20 a power supply in operable connunication with said

controller; and a data repositor er
corffuni AT I %”i”l?‘t%gd“%?gﬁwtf P m c° ﬂ’%gllns Tising:
St rdifénbRsk dri sS&aﬁd&o&Jamﬁk@bmwmm:{s pondl ng t 0 access
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cortt BR8P 1 ke Porhies FRRIb Gl i 84 o PASROUAE,
salcaaaemdimgwiris c@pablemf bejng mﬁmdwﬂns"épwﬂﬂfe’éﬁtqrﬁat i on key
R d eAdcAvdreRhérodng
deagighion &5 S B L o B e GF
10 umP@TﬂglﬂS@@O’M@O@é@S’ tppid opioning rpBPCRT A PRANSTAESSS O

W&E}%&z 224 daid AROSAER ke i 3dafEui=dub Bedctitdfdsaid
. As stgememzi:cordl ng to daim 14,

mOoRRRIng NAIt YRR 4?6?51" is structured to
C ONysRif AkBmimtosAg shideamfizwed focamieyicitidataieresponding
correspondi n the. contents of the transport
‘U‘BE)Fﬂc%ﬁSH@Pdemig’”‘% §'¥%Wf‘§%’éor ding to Caim 14 wherein

15 said at | east one sensor conprises a sensor selected
fromth ro f e Hely
ceror . Ao el Sorid 8 wirl B ARSI

cof@isad sensor, a vibration sensor, a magnetic swtch,
and, @ .44 %Euld QBrRARH R cditfipdRd o Rl W ihrsaid pElpast
product Tor nonitor pecess o a transport

mt@m*’&ﬁﬁéﬁ"“%'@%ﬁ’b‘lﬁ"& Eﬁ‘?‘é@‘f“g "Br oduct conprl sing a

20 co lmlbﬂv&l" stfpﬁargﬁgﬂembﬁ womamsicatnpdyitrsrid gontredjer; an N
er-reada o o
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er-rea program portions
snm.tmrtbsw@wmcmremm?@ ap@ﬁi'ﬂ%?ﬁﬂfsor i dentifying an
activation code froman activation 15 key, said

execut abl e pOftIOﬂ activates at |east .one ?ensor

st r et urletysiEw agropding toGlaimd4nyhereip jaidgeixdion £y 1 1y o

25 curh bR PR refRNGH W&ta&i}iuﬁt@%ﬁﬁ&ﬂg&h|a€lV|amItqodﬂande@el ves
ata correspondi

h
B e

key is configured to commusicate the activarion code and data corresponding to the

conttents of the transport container 1o said monitoring unit.

. 30 17. A system according to Claim 14, wherein said deactivation key

comprises a data repository, said data repository storing a deactivation code.

-20- REPLACEMENT PAGE
PCT/US2004/008068
Empf .zeit:> 10/08/2006 16:37 Ewpf.nr.2136 P.O11

AMENMDNCH QUERDT



portion identifies a deactivation code froma
ug-ZuUUd deactivation key, and wherein said executable portion/oUdUouoo
: ' conmuni cates the data corresponding to the access
incidents to the 20 deactivation key. 21. A conputer
program product according,;o,C ai m.20 wherein.said
ex égut aPisEstgibiocITding &g %‘F@él{ RASTEI S BIOPFIBE ) Hg Png to
conMRinfleRtSsald YedorBaion key tiadst tartegponding Bothe A
m@gﬁgﬁtﬁer progr amsiapr oduct according to Claim20 wherein
contspts @f e TEERIRBPEINSGrt i on recei ves an activation code
: and data corresponding to the contents of the :
transport container fromthe, activati 0 23. A
Akda a sEReGIOHIeBd Rorf) e CONGIENDE®: a )
L-'c‘[!.r?:’orres onding to the_ acc I NC| Lijcer f ace
0 %g%ég‘&g ﬁ;l&?‘seﬁ&r.&mn%h&k
optigg] jsgnsor; 3 KpeERESFRAERENT : US20041008068
e hChunthe o1 K comter
cn cur i : conput er program
product according to Caim20 wherein said executable
10 pORDI OnArcewpitsresozmnpraduct ’@amoawrwsé@%%ﬁfl?ﬁsm
G2C Lla\, duch BRI @ lcoRp e BdBaBlE DWiigE
°°"‘gmé]€5?hcﬁc§;é‘b'?% déf%?mnﬁgouv\her el n%s_ai dﬁS execut abl e
medign hindne woprenieadsble prazrm ¢rde gamiers I BARNC t he data

_?ezﬁé%igr%a' h fortibfi@omprdngat s of the transport
co g{ﬁ%ai ner. - goc',orro. t.er rog;amc[pc{e dUCJ,,aE@J -
acﬁ‘@ﬁcﬁ‘ﬂewwé@f"%gﬂgﬂcﬂ BRBAT TSI G “unit for
15 key S dxofuinib@ pRARASGIvies & l4asiams pawsdr syugiired Wdletect ippidents

conputer program. to_npro L.S.L:
R D R
con@SEnsih £ 1o headabinsidproipm theablgest pisrsenson §2id peFdeble

orbdenein. 1 he COMULE! i e 8aikhifuiBh RYL AR QRS

Por DY Si'ng an executabl e portion f%ﬁ communi.cating an

exeguttily/parioaFOTEMBICARTN UAELOMERORURE B RA AT55T WPRE

20 denfRAli&Nis. of the transport container to an activation
key, said 15 executable portion receives data
corresponding to the access incidents fromthe
MOl Or Angmpiikd progsan produse ecsbrlbizdo Glain LB WherBmiiAi cat es

r—:xegl\nzaq:ﬁ"é:Jl ggx'ciic}flasgoirgs%ec&geto;r%p@ndh%@ Glde¥ahdiRRtsheY dara

repository.

25
22. A computer program product according 1o Claim 20 wherein said

executable portion receives an activation code and data corresponding to the contents

of the transport container from the activation key.

30 23. A computer program product according te Claim 20 wherein said

executable portion communicates the data corresponding to the access incidents to an

interface unit.
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27. A conputer program product according to Caim 26
-UB-20UH wherein said 20 executable portion receives data USu4uBuU0s
L corresponding to the contents of the transport
contai ner and the data correspondi ng to the access
i ncidents. 28. A nethod for rmnlt ccess. 1o a
t I 20S P& tomupEr @fogen P@WF%‘?”H%“’ nﬂt‘?‘ﬁﬁ"ﬁ%
c04d frofihk Geactieiipn REy. act | vat i ng
execy Heggﬁtoggeﬁgggs:ani%%ﬁﬁuctur ed to detect incidents of
access to the transport container; receiving dam

c 0 gétes gﬁra] g(%@_gﬂi,%g}dﬁ? proGiEaSording hIEKRIns20 whmwtl brad at

I dentifyin t|va
5 execfmabmzsartmeamnmv@lt:ﬂ‘@@ g@yeacgmogbeyégﬁ%u hiCati | ng % e data
qj‘,lﬂggg & Gorkdi@raccess incidents to the
eac%%sg‘tg I on ﬂey -22- REPLACEMENT PAGE
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Er 33t P Parpiadin. For BcRLIBE in LRISCAINg
UJ Ut 5 Ubt $ 29. A nethod
morfitgripgtit @Uﬁﬁ'?”?"gf‘%@”ﬁ ik w@ﬁ%ﬁ%@% %‘gfér;g S tg:]ndl n t 0

10 prodieEEaprishg dﬁﬁﬁuﬁeﬂradaaldamagerm baying, co%uterp(eapé{:
o LD 28 ull . Rk Vi ng an
ptogaraegqe\pg?quaﬁstgrgg ghereinly thga{tﬁ\ﬂﬁér rSRABRE hrdbiafh

orresponding to the
Gin@nt s of the transport container from the

act [ vat [ {;,Qéjanaaggg Aslie bd fhai m 28
fun"‘t‘ﬁ’éﬁ"“‘g@ '?K%q%@mgﬁnnt%éﬁl cati ng Eltglltte

mn@@fohﬁapmnhh avgyetits of the rarseRt SONEET Hé‘ﬁta‘é“‘?ﬂmglﬁeyt $il%r f ace
5 un| die L riorreceby QerefSoh@ihlionge dotestinaident? Bombder ei n

ée econd I dentifying ste Vj ng a
osios i o R P e i T AR S5E134™9

RLBafkeaccording to A aim28 further conpri si ng
l:lmcorrrmniﬂ?gti ng to 15 the deactivation key the data
corresponding to the contents of the transport, d

c orﬁ—;al N compBitér pragre pheidetiarordies P E3RIM 7 VAT 5

20 f:.xef:g Ez i:q\j'gt | r%%ern{es Hay ch%bcﬁng B the {fent¥RR e @ahpOaccess

contal ner, conpr]sing: conmunicating an
wmﬁwwmemmmsméﬂﬂ@t@%?sF%ﬂﬁ'ﬁﬂl ng to the contents
of 20 the transport container to an activation key;

28 A method for monitoring access to a wansport container, comprising:
identifying an activation code from an activation key:
25 activating at least one sensor structured 10 detect incidents of access to the

IrANSPOrt CORtAINES;
receiving data corresponding to the access incidents from the at least one

SeJ50T1;
identifying a deactivaticn code From 2 deactivation key; and
30 communicating the data corvesponding to the access incidents 1o the

deactivarion key.
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25

receiving data corresponding to the access incidents
fromthe nonitoring unit;. and communicating a
deactivation code to a deactivation key. 25 35 A
met hod according to Cl aim 34 further conpri si ng,
subsequent to said third comunicating st

r eq@i vi Aghethad acconiingds S i2A Grther Somer '%Wﬁ“é'fﬂgéheodfwi he

Contg{?glg@%ort c%e#t%qu g@&a&g a corresponding to the

MVENT PAGE
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Em:B)B.' N A sriedRd EC;Q%MIMB FidtREdoGpFising receiving an

activation code and data corresponding 1o the contents of the transport container from

the activation key.

31. A method eccording to Claim 28 further comprising COMMUNIcAting

the data corresponding to the access incidents 1o an interface unit.

32. A method according to Claim 28 wherein said second jdentifying step

comprises receiving a deactivation code from the deactivation key.

33. A method according to Claim 28 further comprising commupicating to

the deactivation key the data corresponding to the contents of the transpost container.

34. A method for activating and deactivating a monitoring unit for
monitoring access to a transport container, comprising:

commuuicating an activation code and data corresponding to the contents of
the tmnsﬁuxt container to an achivation key;

receiving data comesponding o the sccess incidents from the monitoring unit;

and
communicating a deactivation code to 2 deactivation key.

35. A method according to Claim 34 fusther comprising, subsequent 1o
said third communicating step, receiving data corresponding 1 the contents of the
transport container and the data corresponding 10 the access incidents.
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