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invention relates to an el ectronic systemarchitecture and particularly to
an el ecwomoroe34syst em architecture for a distributed donertT/GBeI/g1Rs ONi C
system having a connection to a |arger network such ~as a distributed
donestic conmputer systemconnected to the Internet. Use of |large electronic
data carrying networks is steadily inckeasing. In general, t mammmmmmwm
significant and wi dely used network is the |Interaet, particu

domestic or small business Elgstroniq@ystam Architettureset wor ks such asvueospor at e
or government networks and | ocal area networks connecting users on a single
site or in a single office building do exist. Such private or |ocal area
networ ks are OfHieivelttors fIaes tPad ¥ietiechivvsdlert Qrdhiteéthfd dnd priciil&tdy ther net .
An increasing nunber of services are being provided or proposed for

provi si lectnisugirstenn carchitesturetfor rd distritwitedh domesstics elepimonip eiysteru beyipg sa
devices intended tp be controlled through,qor to report and comuni cate

Chr ougn BNETIRE fok BegF otk Sustir i B Somesfic -ERRpter St ET TG I o

com ng ewd mdas. mar ket. For exanple, the delivery of nusic or television
signals to allow video on demand as an alternative to broadcast television
and devi ces sUdde ddfargeclectidriadate caraying Bstworkssssiéadily irmreasing] In genierad,ithd e,
such services can be provj ded througgwg?gnsuch devi ces connected to an

y
net wor k M SigaH{captandovidely yssd nRwvar Faeh Brrtiaredy furidegnestis o7 smaht to
meet th 0| ' ' j I Lces can
bo. pr oviC e b Rt LB SR Bty RbReRilnth B8 cBopli b Bpyabithol et i
pract i céocaiafda ndonets tonn¢tang uvdrs bn Beingldin)or iiga siaglR Tt Wiilddghd®exist.
television terrestrial links and this will also be the normal choice for
nost or GAGhPEVRIEes locpt arpanetyesist aselofterthempel vespreyifed with ponnsetiensdnteshe
conmon e%ngk choice. As the expense of hardware to allow Internet access
in gene Mt el | as remote devices such as surveillance caneras and snoke

al arms i s redusRin@edimSnitiBer 8 dReVicf aré %E:Mitgc}ﬁ@viaécf sfsﬁﬁbmoz% rdvi§on

Internet increases there is any increasing tendency to have nultiple
| nt er netthzonigh s Intprube endethemeatworkst Furttien nemiendud devickstimfiesdedémbesmyroilsd

expected,to continue for the foreseeable future.. For exanpl e, .a single hone
cont . ndbioiehrin e bl eamets Gieh SRS Atk oneb s Oviaia M Sormng

i mages r ik eved..t ] ] * o ; gxg; 02345 2
bCr coo PGS trel BN nfh el RES For ARRRE, the delilotE AHE o )s/\fgcl)ﬁg%:lglr?rpany

or an ARfndldwyatiost video 6h demahd Sudsalteriative Lo brejdcastrieleeisionrand devicéswmch ocal

t el ephone conpany or any other network with sufficient data capacity. Such
a home mRpFuRYalarcs gamerss o smeKe alagBf.sonal conmputers able to connect to the

Internet and a : i i 15.Ql to

downl oad ganesh§§F?&§§€£'¥8n1 egE?ﬁ?%&ﬁg@gg?ﬂgﬁgvﬁggﬁﬁg§mor °§%§%§%$Pona||y

connect 4dy netglorit, abjeot 6f bQlrsé ¢o ald MavvoIk pérfarmane bagngresffisiedt emesr thaor e
noke or burglar alarns andlor renote surveillance canmeras. ,1 Further,

nmany man@iREuge sayiremens of siservieaern daviost Natwork sspeessign e Providegh thrqugh

| nt er net facilitigs~dnt tqd S| i | Sl yst ens
but I so® SAERRE ghREhi b BB B BERO poBler Mo REImIARRRL BULS WA YD) O
rendt e og@pRIyigNtelBmsi diecabledteRvasib GirtelEliad kA OtR (il BRo BetBE nBemal
functions. Although these suggestions are currently largely specul ati ve,

t hese i dekgicefpraanstidrgaiisetions bdt nexpsetas that theolntermet|vatishe he mash gp@owon n

time. Most dogegtic users will have only a single Internet connection,

g_enerall?ct_éﬁ‘3 §"?fie donestic tel ephone line. This can give rise to problens

with conflicts xogatddao deRRRS Ol M IiftenoPReas T Rindllld Sellds pibtees

and by conflict between Internet accessing devices and users maki ng

t el ephondeviakd suchGresuoleillows canlerdsiand stroke mlasmpioiedecad andtas the aunbler bhe

househol d with separate or nultiple separate Internet, connections through

differ enlse‘i"é‘?eépﬁ%@ﬁ‘?go fyrpngh theolpéarast Inprepses Shereds pRY BTSSR JERIFIEY 19 Eéve

pr obl em : i i , i es
%ﬁnﬁmﬁ&if@é&{t gﬁeeggshgadé\’f?c@?, A8¢htn th'é%hsﬁ% aﬁlldsthﬁ ngﬁj&é\%cf ﬁsﬁ(gtegtr@@%

of having murtip ofe T1nes 1n a single house

consuner gohtinie foiche MtcRpiblo dature. | R6tt @achpld,ta diglerhofe cbkldihave bat orudre pl e
services and multiple clients wil| be provided by one or nore broadband
connect i shgitaldelevisons ahiecth dismanaidep @nrfigmpand fmagasi roieyed iy ahas Bidpsarea

services. Even if only one phoneline is available, the use of the Internet

Protocol (IP) allows nmultiple |lowdata rate services to be 01“ ﬂ

si mul taneously. Al so, although not inpacting directly on thel“mmm wwmmmmn
consuner there is a general problemw th advocating technol ogy regguhki N9
i ncreasi ng nunbers of tel ephone |ines per household that the nunber of
avai l abl e tel ephone lines is limted. There is already a problemin sone
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PC T/ G-99/ 02125 costly and inconveni ent changes in nunber formats &ﬂopﬁgrzgg
codes are required on a reqgular basis. Accordingly, it is necessary to
provi de el ectronic systens including, but not limted to, small conputer
syst enWOMAZMEt wor ks abl e to connect multiple systems VEEHERIM24?5gl e

bui |l di ng or household to one another and provide themw th access to one or
nore connections to the Internet or ather larger network at an acceptable
cost. One nethod of doing this is to connect all of the devices requiring

| nt er NEEtvARE 8ash hO R MIGHA A1 CERIE Teélevision c¥@barlyCof M MBI pAHmALER Net wor k
(LAN). The server can then act as a gateway to the Internet foor all of the
devi cedigital Substribet Lime)iccambetiondtem kit local é¢lephonessnp@yror eny dtheictyotkhe

el ectronjc vices in such AN woul d oy a data bus in.their

const r HOU WA SRR AR IS0 e aijoThetaty FEb ber e oh B TE BEprab ASMHEum such
as tw | A | Vi | ver,
Ther o S to Bfrectloth el BRI HdRARl oo Br BRI RN SRS SOl T

el ect r endownRud games wbftwirefegm thiecintistiet iz tandthemmetwobiknaridesptionaliy cantieer s,

there are problens due to the gl obal nature of a data bus. An el ectrical
faul t Htrouglythsilatemes e alinw pudti-playerganesrnd pae ar Heshieks ghuplendermsany t wo
or nor pruni.cati ng, el enents, possibly resulting in conplete product or
netm_r%n&_[éfﬁﬁ?oetfe smpﬁlﬁg?e,ca&%%bi lity is not possible on bus based systens.
That is, it iFurfhed, i@ySinbh@fabibre?s 81 GXmERIORTUIrNERALS pfopRSAL th litebratd ESPONSE
to desired workload wi'th a linear relationship between capability and

wor k| odmterrvbamessdicilitiesinomijust masic end idecolkalevisiowsystants bus alomingo bulsitd s
accessi bl e by qther rties. who are_not intended recjpients of the

[t or mEPPET. VeS8 enakeTsy  FIHEES Gy SRR M ABPale GrgaRoRcofant | s
encrypt { B8 abibnlaficRLorBARY Rlnkiibes, PIANSIEN 4R%:CR5e08bnt Rtended to
recei Vgx‘ogg%eg d?g‘r% %gggg%fdr?gcp%gdat ,hg%geﬁ possi%llly %/Sn e%%ryp?ed form

Thi s | zokrently $ergelyi speculatibeisthbsesiidas ypjeamiikalyytonsdconepsiardatd obat deast obl em
in a single household donestic system However, there are many cases of
fraud &PPEnonplacedmiineg. i cit use of credit cards or cash di spenser (ATM

cards by fam,| nher. s (o188 ' .S ' ' ithin a
househol d is %X%%B}eg%’ %cf%’lﬂ%l&m{'ﬁge %@ggﬁeg%ﬁ‘%ﬁ%&@%@r&g&rﬁ %Eﬁ _r% [ ?%‘%ﬂe

provi S'db'ihe@fic ﬂﬁé;ﬂmﬁ@ﬁﬂé.cﬂﬁs §ﬁ£éiv@ﬁsé/tb@_ﬁ$blaﬂs wihodidlicts hegasdipgpdémeami fof such
data effectively broadcast encrypted video data_and users _pay to be all owed

t o decripfsmstiacceas by differentidevicheandbncondligt bebyeen Jnfermst agspessing dayires 8nd he

d vi de: ' h h a |ocal , 7 G.200 [ 023as 4
b LhoSFis B d bRt SR Bif 2098 cpiEBh ip oia bepblbrcis O el dRe °ber g
passed HJusHHIN At at &phiite BEGAMESIOSephRe: BREMeOorinletiiGis! theQUpH dififerent

Consequently there is a consi derabl e commerci al
telephone lines. However, this brute force approach to the problem has a number of

( disadvantages. Most obviously, the cost penalties of having multiple telephone lines in a
single household will deter consumers from such an approach. Instead, it is more likely that
multiple services and multiple clients will be provided by one or more broadband
connections, each of which can handle many effectively simultaneous services. Evenifonly
one phoneline is available, the use of the Intemnet Protocol (IP) allows multiple low-data rate
services to be offered simultaneously.

Also, although not impacting directly on the individual consumer there is a general
problem with advocating technology requiring increasing numbers of telephone lines per
household that the number of available telephone lines is limited. There is already aproblem
in some developed countries, for example Great Britain, that increasing demand for
telephone connections due to the rapid increase in use of fax machines, modems and mobile

telephones is resulting in the telecommunication system running out of numbers so that



demand fox products that inherently keep val uable data away from any rigABEC 2002
of copying it. Further, the potential |loss of privacy resulting fromthis

| ack of data security is a problem even within a household. Finally,

within eMO0234$ el ectroni c product or the network or netR@F/E&BY@2126i ch it

is connected, the availability of all data at all points on a data bus

nmeans that once an illicit 1 user gains,access to any data for one device

on the network, nost |ikely by renote access to the server over the

| nt er net blig network. .other data is tential.l vy, conprom sed.
These secc(&;s%l? 58 %ﬁ?ﬁ?‘%ﬁ% ,gﬁ?mgaﬂ*b%g%g?@gmﬁg&ﬁ@wﬁgﬂmxﬁ °guzy py a
smal | bugagrss or by nore than one household, for exanple in a nmultiple
occupancy dwel ling. Another problemw th a data bus based systemis
reliability. Gehesoadihgly,idismnetessiry toprovide etbatranibsystend ihclddmgpbw notitmited i r e
net wor k. Furtqfr, in data bus based sygltpems t he ove_rfalll per f or mance of the
syst em i $°1 STHEH EQmppfer systewisand ngrwerks alle Ko euineetdyyltiple syptemsiwithin a single ¢ he

data tr arbﬁiﬁ'iné B i0REehbl O oﬁ@taﬁoﬁlfcatapg é}?ﬁggﬁ%ﬂ?;ﬁ%ﬁf GE&ds %ngaétarr}ogé”me e

rate of the slowest device connecie e conmuni calti on cannot

be carri expnoedtiondso thelristiiet or otipr lavgemasindrk ot dnhecepadtde tgstnsfer rate of the
network can only be achi eved by replacing or upgrading all devices. Al so,
dat a buses gene®B¢ Bmediogef dping sqm&ﬁqnnﬂégll@ftb@déucpwglmﬂawmeqacfeesr ence

(EM). Fi | t us based.networ ks ,are.rel ativelyexpensive,. and w de
busses ifrﬁgg’é (%X%?tg%tﬁ%fl P%%%?Wr?%&ﬁm%\@?%fﬁﬁedﬁé o%r(%é‘g\bt TEF Eeé'v%ré;ﬁgﬁqn@gt and
ds a resulsta gt@Fiy PeRIrdAS P all BEHEVRES atdoRBoNAIMBIRAE Infdiset REESENt
invention is intended to provide el ectronic system architectures,

conponent s, devementionkliygheelekoniv devioed inguthebANwolldenmlont ditedss iri n
art. In first aspect,the . invention proyides an el ectronic stem
Brchi t eot P COBSIPIRER iy 4O RAT e Tsrticies ehbe ek o tass TRechim Seies e
hi er ar Ch'15"33}wﬁ-lﬂ&}SMﬂér@or‘M&@ftﬁeE&@e%‘d%@@ic&@ doRder Q{C{:Q:{?Qgﬁém & dr ?ob?%rﬁ%'(:t ure
i nt er connect e

comuni catrons links 1n I ch one client devite a he
top of thwithitlesapmbactal structure provides a gateway to a server, each
other client deyjce is connected to a single client device through a single

communi cat i ons FEs ivvithim e sleptseme dlevices, | which ey dnelde bpk i neflipited ite
COMNeCt edd . 8 AUTDRTre Wl T 850786 Bl o JaP5%, 2R ARAPIAZS S

PCLYGB99/ clrent devices roug ane nunber of conmuni cations
l'inks in anyslaessd B8 Bustanidrupitiatd prophiation detwserd argamodr nfitt colauaratiiave
| ower bandwi dth requirenents than any client devices upstream of them and
t he sum otlemgatshpordibiyitengitiog in pempletenraducior saiwork faideref r om each cli ent

device in a dowgstyeamdirection is.l.ess.than the bandw dit h of the .
communi cat i onsmﬁl‘ﬁ‘{}%" §c|affiah]'§y Y PasibIG PP 8t ?aéﬁ& %’ﬁ&%ﬁ%@ﬁse‘ﬁfs %i??%séblgbl e
to nmake atdwIdewWEh Berfithfifice Ja?ﬁbiﬁ?}h&&p@néé'tb 8&ilreNYFGGhdiv B A YBleat fR1atidBSship
downst ream di rect | on supports exception handling of the request. In a

second aspeeen chpabilitpashwioddogt.ovi des a switch suitable for use in an
el ectronic systfz\g\to connect a l.ocal .elenent to.first, and seco

d
bi - di rectional COMRI Y i°8mW?@§°“tbﬁEfve§Wt‘f’?:ﬂmEM § sy aﬁaqepsbﬂ?legp{ P& cond
receivin RS n
conmmuni ¢ g? iﬁgfr?g ﬁ@%@%@%@@fﬁ%ﬁ%}% I rst g‘%&ﬁg g%% Eoééregt?\ésnrtn@f ?lieﬁg‘gprr@gtnhs? dabI e
to send navaiiahpbstoadecurg datadisfenciyptiamd Eserc tired itcie nupoessibld orprevenit devices not

respectivel nd transfer means to, send_and_recei ve data from.the | ocal
el ement , i“?fgﬂ\;ﬁdctﬁ regsty eriataigmaceeisingdhe data-plhetdossiblyim gnemaied HM-ended

destination, th ' f m?r- .S ' [ :
identification ﬁre}g%vls&g%lfésg‘{ 0 &ﬁwééeggggc?@sé ?rzlgggpd%s%swag?%fﬁ%mllgéal

el enent asitgiehbudehdidribeckstesydtaal iHswease] thdie aswhirghcabey sRfrAld afspagfibm pass
messages sQ. identified to the |ocal elenent and to re-transmt nessages not

so identi fiﬁies& s ebsredid carels oheash dispensea T M) aydnimatamitymaembers, anddbpbsk of

transmtti and.t.o re-transm hose recei v. t, the secon

recei vi ng [Hn%é‘%g%? F%'B?ﬂcf%gatﬁ‘w&mfl?lgﬁ e&ﬁotdtlf ﬁa rc}?geghgm@%?ﬁxob&s nﬁ%osrg%g‘g{'%%‘ﬁ% to
the | ocal @beeRNs thd prodistddl dftagseeicds subh 8s ViAo Herfand. OVhI@Hped OfisGéh
havi ng at | east two communications sections suitable for connection to
simlar dedgteeffecsivelndrandtist ererypto vitieo dataiapd uderspapnteibs dbovieghte dedrppdst. Ahe
devi ce havin first conmyni cati.ons section arranged to respond to
reception aorleg&?é‘i‘ %upaﬂ%}ﬂ@% BACHEEHRP taﬁﬁ SEHPIEg N’rf%ﬂgﬁtéﬂ’?ﬁ&gptg{%%hﬁ}ocal
transmtting a clock transition having the sane pol arityback al ong said
first conmunications |ink and a second conmuni cati ons section arranged to
respond to reception of a clock transition along a second comruni cati ons
link by transmitting a clock transition having the opposite polarity back
al ong said second conmunications link. In a fourth aspect, this invention

o o, .




conprising at |east two devices connected by at |east one bi-direct}ippel 7002
comuni cations link in which an oscillating loop is forned by a first
device receiving a clock transition along the comruni cations |ink and

sendi nYWQ000234% transition having the sane polarity bacRCAIGnsgoezes 2 7 D
E C 2002 WD 00102345 6 PCT/ @GB99102125 conmuni cations |link and a second
device receiving a clock transition al,ong the comruni cations |ink and
sending a clock transition having the ‘opposite polarity back al ong the

comuni lans. link..and the t deyi use, t.he clock. fransiti,o

Cravel | Hatyofk. bt eiuid Bicc & tafestinied s Bbte thingnmecc, tealh & dohus
transf epecahs6f thideeaso BFHliciHobPig, | CotsequietiR therd isha 8GHAfetablé Bohurepygnt | on
provi des an el ectronic conmuni cati on system conprising at | east three
devi cesdmm@fct prbduyptsdbatiintasrenttyieep ivaldable deta away frovranymiezars obeopyimgis. i n
hdependent | y RSy BIRRPIenaD dom AR RAB et ing FOBARE P! 2 BREHES Hascr i bed
by way gfobfh vkt vAliY a'to hroﬁ{(erence to the acconpanying direct figures in
whi ch: Figure€ 1 shows a network structure according to a first aspect of

t he i nventi onFidallgpwithih eitheyan dletteodic pptustive tikmdtwerk orakiwagksip whieh et wor k
of Figure 1, Figure 3 shows details of a switch used in the devices of
Fi gur e B5copnepied theavailghiity of alt datg af alkpaints on adadus maans theppresrangilio gur e

i gur ob bx g A28 P R EN p5F 080K orte S oLl bl e agette”
pr opagatiedBrviePovdiehd IRtemétlor afARErPuBEC AdwbikJbihed datdik Ebt%ﬁtiﬁlﬁbﬁ%ﬁoﬁiked.

ncryption systemsuitable for use in the network; Figure 7 shows an
i nproved encr Jeseosecungtprablens ats of coursehworsemihsn ke rebwerkas Bsedtbyvesmaatlot her

i nproved encr i on system for use.in the network:. Figures 9A to.9C show
e otc O Sas e b horeRULoRs Squshal10r Saew o A REtiRls SRRk dyteling 01 o an
expl anatory diggp i.NG: I I I hi$iar gn%' y
generated between t e@@gﬂ\%ﬂggggg?@tb%gbﬁgg vs\l?)r&ﬁﬁ;1 lleiceghir’%t}?legﬁég% ’ex%(rfr%wes of

cl ock dahahadata bliswell disgblelthe emtirt metwoek wor k; Fi gure 12 shows a device

architecture according to the invention; Fi ur? 13 sho an alternatjve
devi ce archi t@é‘!’@% %gétérbﬂﬁ hesed systeras WM?@WP&:BFE OrRIAgGY %f\lt\ﬁgsysgexléﬁ l_E?BP;S‘I"danat ory
di agr ambgfzﬂé%gagd SPHYshdwest BBNEL Fifls pebifis (Y 4 ARCRE EELHISS rafd U, 15
shows a processor arrangenen orusern e devices; an I gure shows

an al t emaichirit BRE6A0UM el datdBhndf@T ratéS6f the slovesinddviverdonfictéteto ftes reliabde 7 D E
C 2002

communication cannot be carried out. As aresult, improvements in the data transfer rate of
the network can only be achieved by replacing or upgrading all devices.

Also, data buses generate significant quantities of electromagnetic interference
(EMI).

Finally, data bus based networks are relatively expensive, and wide busses impose
circuit board, manufacturing- and product size penalties, and as a result, cost penalties on the
devices to be networked.

The present invention is intended to provide electronic system architectures,
components, devices and networks overcoming these problems, at least in part.

In a first aspect the invention provides an electronic system architecture comprising
a plurality of client devices connected in a hierarchical structure where the client devices
form nodes in the structure interconnected by communications links in which one client
device at the top of the hierarchical structure provides a gateway to a server, each other client

device is connected to a single client device through a single communications link in an

upstream direction and each client device is connected to a number, which may be zero, of



WD 001 02345 7 PCT/ GB99/ 02125 An el ectronic network according to a firdi DEC 2002
aspect of the invention is shown in Figure 1. This network can be nmade up
of anywamogmesssati ons, conputer or other el ectronic devipcesEpgzrsoduct s.

Al t hough this exanple it is described in ternms of a donestic, i.e. single
househol d, connection to the Internet which is expected to be the nost
common and nost comrercially significént use of the invention, it wll be

understood that the inventive architecture is equally applicable to
conmer cPlgnt dewcesthraygh hesame numbsngf compaunientions linksisado Eectionor k.

W
In Fi . 1, . t l.ect i .
o CebPubich BRENFE e, SOPRGE ek BaFAEEFADIRALHENBY i,
hi er ar clévieds \sirbidih oF thehhRidte surhl BFER baRdwldBiEIf tRdonRhini6AAS HnkORSmt © form
a local area network. The server 1 may be a single server or a network of

separ at eaoheclients devicer ing a2 addwsdttreans Wincktioudh lass thes the dandwidtiThef tHe ent
devices 2 are.arranged in _a hierarchical tree struc e, conpected by

br ahc heSOTBIRIRFRRS THES it ik, Abieao Airsqtiopcng erph et dleviod ABIE Foo bR I 1
the hie | r : t : r
e ol R R b S A LR i S

t hey ar exaeptioe hbmdlingofitheregaester 1. VWiere mnul ti pl e downstream branches and
a single upstream branch are connected to a single node, the sumof this

downst r eam br &haReaoaf aseat; H:gs Fysetionppuidss ¢ i Syealla fernseintanstectreaic
R e S A A

nodes ofwitbieconipfisifiy At afd sRBhd AR¥Ivi§Emearablend rédBive ifdsshops 1688 HeTirst
capability and offer user access to server facilities. The client devices 2

f or m ng anéecaend comimunt¢ation links respectively; firsiand pesoned rangroitingsmeans abie to he
provision of services to t.he |lower ¢glient devices.2. The i1, hav

b boar G5 BReSReh §o0e b Y oS Sirendep TP e A T repepvel Pt HRTer ces 2
of f eri Ngndangto HNAGRE rdRivedalihrohdfié 1dchl déméd, thith Ql‘é@nésk%@é ilcfudedtd i on to
controlling the provision of services to the |lower level client devices 2.
The r eduddntifyingnhdinintksidedd dedtmatitm,dhe bveitchf furtherasongpaisingfa massegeedestinatéon 1 i s

necessary in order to prevent the bandw dth requi.re ts for the system
i ncr easi‘ﬁ{“d" atien means Plg)cé%“iepnﬁhﬁqcé’é’%@qsﬁﬁgﬁ g%"%g%tnlﬂcaéﬁ eé‘ttaﬁé@/e”é | oner

| evel cl.j ce. : oy | I

dormand R8I 4 S EHRER Brd o picfifthecis BV FAREIRN

hi gher Ieteteént @hil €6 te-fRwnfiEmessaaes $atkpdddntified Zecéivied bt (e 208 2e08iNP nikdd45 8
PCTYGB99/ 02175 One reason for enploying a nultiprocessor system conprising

a pl ur alfrany thefsegioricr teansmitting means anship seBansait thoseireesivad it Besrond sepsiMingg and

functi d t0.pl t he. . i Si ' ility wh
1 s notrer i sl Fals B S b hE AR RtarBAR 'Y WET e
function in the nDWirdGRPET] chidNfhvehfi@C tpryddésoaalibebe titvitigo\at dRagtatwo

function in a reliable and maintainable fashion, Another reason for
enpl oyi pmmuicationsr sestion® rsuiigsle efor compestinmep simpilyr deviess alpngediffesand

oL et %o G BhA T 00 16 BRI pban i B Y,

or sinpl a&raﬁffg'ea@&yespmt_o%@émbﬁ,of%x&&m&lﬁﬁbh Qvaﬁg RSBt ARHoRs Bhk By Ng

Internet software applications may be susceptible to external attack. Thus,
keepi ng transtuitingefcleok teneitibn baving thersame palastybatck alang saidfirst coppavzicationsi t

wi || enhance the security of the e-commerce nctions, and inproyve th

predi ct a‘g'fﬁ% aﬁéa”i ?@9“%130@\5/?"@?"@@0{1% é?cué’&r?“@&gﬁd)tj"aﬁ?@%n e??cﬁfg’l%ﬁgoﬁ/?\ §{°§ﬁar t
card. In J ek ﬂfiz;;?u ksl i i

el ect ronfr%q%@ér% {aél%ngég%dlo gg{)%rﬁle sulgégglt s M efﬁgr&gﬁlgélﬁ gtul aaHés{ﬁ%%ﬁlrlgetshe
Access t opposip@oldritg badk Aoy sty sevend comnt@idationd lack. by that client device 2
al one. Hi gher |l evel data users, that is the server | and client devices 2
situat ed bet wedhadoyrl asneat, shis snvieation geoyides ap elgeHORKCOTERUNGAtIPNHEYOTKaquest
t he | ower | ie Vi C f i I . icate
those r oqeebtiEneg1EEh e gV G ool dElchy Sk R-ARG B Bl RaBUIRR, (121
t o saf egupwHichaindscilldfig foop® foriRas by b Eedi ds¥ise RBE VI aRMTkeANiiHHAHBAE the

t hensel ves or respond to requests for any unprotected data they hold

Wi t hout penpmmﬁmioaaynlamdmdir@atqu.traAsi(éjeséa\riegt!wmeppl@mwhagéelongéhﬁa|
client devices 2 to lower level client devices 2 nay be nade by hardware or
software. If a higher level client device 2 is able to nmake a hardware
access request of a lower level client device 2 this hardware access
request may be permtted to pass through any internediate client devices 2
unnodi fied. If the hardware access request is blocked, the internedi ate

| evel client device 2 will attenpt to nmake the access of behalf of the

- o - e v o o e




9 PGTI (B99102125 system due to the resulting increase in cost. How .%Zr”,“ 002
any client device 2 which does not support exception processing must either
be an end point in the hierarchical systemor be a client device 2 which
never nWlLY/0334Spasses hardware access requests to | ower PEH/EBIYIAIENt

devices 2. An exanple of this requirenent would be a set top box able to
retrieve digital video signals fromth& Internet for display on a digital
television. The set top box will itself be a client device 2 connected to

the Int i.n.the & f | nt t 1t h on th
lent oRidhyols ik R, o Bpcodi e, Fishilg oo fendf ArtEdle ppea.
Wi th an cofindgicioB IR afbéhdifit £EIDAERanshibnMEARE tlcdpBRAlYotriy BatleBh

control it is necessary to plug in the user identifying smari card. en

t he smaithe cammunisationsdinks and the twe dovieesaisaitheclock sanditientsitravellingeramd thox to
al | ow pay-per-view, yideqg on demand or simlar restricted access digital

vi deo sﬁ ‘i°sPrPB‘%Bé “X‘?Cg‘pﬂlévgd%ﬂﬂ? élaﬁaétaegi]ﬁgﬁemﬁ 8‘8108%‘91}03&'10{‘% h both the
set top box a r . ar 4] |G 0X
cannot nake arlﬂaér \;&gr%ggéctgé%g%g&itwg @%%‘P%Se%&afgeg%%g%é&é}gf@ﬁ%n&g%s ftware
pr ot ocolcompeisinighut et taee devicekconhactad by atilebst tivb di-direstisabeormmuhizatiset t op
box does, not need to support exception_processinqbeven t hough the renote
cont r ol links ain| ghégh | s dhelvean tWandavisss seeng GACH SRMMIEGAIIORSt i lare Each
client deyice,2.formn node in the electronic network according to the
first aéﬁ‘i%’_teg%“r"“ﬁheé’°Pﬁ’8"éﬁti on is an active information processing device
abl e to mani puRb&difRhe JTIRS IvenfidH QUHoW Be deS¥ribedBY YallofEX ARHIY ofBGHitE| | €Nt
device 2 can mani pulate the data it receives and can Sel ectively re-send

t hi s datrafergncaitmtheiaccempamyingdinpetdftgrsssiimyhigbul d be nil, that is what cones

into -a node es out. Alternatjvely, very . littleg of the Qriginal
: nf or mat i on r%g“’i‘?eﬁswsa?’&?q“@‘iffg 8\@/,°°2’¥4‘Bé ﬂhﬁ”f ?‘Fé’eﬁtcﬂfé{‘l Ie"l%o“bassed

on. At one extgien®, I¢ 63 Ewﬂ&?srxgﬁtﬂ tBe HBMW Y BPFRGRD;.0on none of
t he data receiﬂ\}gggzl%}soﬁéﬁtiﬁ?g ﬁfﬁtggbespon togclfphecr eceoi ved %gta by sendi ng
on a di f f er entFigesshgiowddtailnofwswitdhiusedint theld¢vacestof Figurs 2however rel at ed

to or derived fromthe received data, The highest upstreamclient device 2
nearest to theFigafesh shows pregaiveysertion uged avhgswitshiof&igue ver and wil |

control and argi . [ ?@%5 Thi s gat eway
client device %g&ﬂ[elal#ﬁﬁ%&%ﬁ@%@@?f%ﬁéﬁg%?r@m&sﬁtgggg o?r%hni cations
protocol s on thguReiswind 5B drd blaetmtimingidiaprensshbiviigiaesegsmbpagatiohough

the protocols could be the sane. 2 7 BEC200 wo oo/0i34s 10
PCT/ GB99in¢ha petwpile agresdingdo &figuralia t hrough the client devices 2 form ng

nodes in the ngtwor | ] ows hi erarchical ety t l'[,rmerrented by
client devi cesﬁ’f"ﬁ? ﬁ%%%a‘%leﬂmg?fbs)fs%gl %ZE%V\%&I %Skrgtrh%ﬁel ng provi si on of
services to | opRfur& PRBORERE Smives ehidryfiitn sY6éindBsudedh argtwogdes | oner down
t he network control end user authentication. Thus, essentially, the higher

nodes facil it aFigused shows auvletheeimproved anhiyption sistend fos use ndbs ne@ark; t at e
client side segurit Be e the individual, comuni ions |inks between
pairs of nodes%@ﬁe%q@m%gﬁ%‘ivwsgaéﬁ prpiats and o F'é'l';ﬁb?%t@&}l%ee@%efl%t?”ﬁir g the
nodes can sel egidyel 1k §derdmdcih® Hobe cReKpdeiralisbhrck it,
data security ong%ﬁelmngfﬁ%gr%%?ﬁﬁﬁg gr%lgltnl y irlrpér)ovedcbeca%se dgtési S nmade
avai | abl eutoniayicalty gdrieeated Hetwezash@deveagsof thegietwoek;dat a and t hose cli ent

devices 2 formng part. of the diata at h al on(? which the data travels. Thus,

! P .
the security f&ExUsedlshowsexamnles obelofidainaud Fane Henpls QR GRSIWEES nar ti cul ar
points in the ¢ A it .l evel of
security over ﬁ%ﬂgégvsggﬁﬁgfdeﬁ%\%%gﬁ%%déﬁ%?g‘gtt?g%&a}’%ﬂ%b’ Furt her, because
the data carri &igwdti3kabwean dictiative devigedreldteofurecddceniingliovthe asvedtiand
di fferent nodes_can be nmade not just |ogically but also physicall )
di stinct, fail Jiigumsfldispngixelanstary fiesim shewingniecumtyclepangs abiccdevicqy | |
not necesa§§hri' di sable the entire system The extent to which the system

|
will conti nu{eec “function after a failure is of course dependent upon the

size, structurerigng fSuhelstipkedsbar@ic¥medt forl 3€ irf the@elieds;ahdt he i ndi vi dual
client devices 2 naking it up and the type and |ocation of failure, so it
cannot be guar dfigerdl & $hewsainlalteysativenneseage dormat for aise incthe petvetsk er deviessnt i nue
partial functioning follow ng all possible failures. However, the
possibility ofpartial functioning following a failure exists in networks
according to the invention in a way which cannot be provided in data bus
based networks. A generic client device 2 is showmn in Figure 2. It wll be
understood that this illustration is intended only as an expl anatory
diagramto explain the functions of a generic client device 2 and is not
intended to inply any particul ar conponent arrangenent or physical

o, o o - o o



PCT/ GB9910Z1Z5 The client device 2 conprises three main conponents, & T06E&RN?
swtch 3, a local processing section A and a | ocal data input and out put
sectio . peration data is passed up and down bet GldLent

devi cegw§os?%0?3ﬁ4§t ed at the chain of nodes formng the nm‘&.ﬂﬁﬂt uesa‘ich node
information is sent or received up or down the chain through the |ocal
switch 3 of the client device 2. In each client device 2 the switch 3
operates under the control of the client device 2 only. Data being passed

t hrough the neAweledtriric fdtivoelt RAoridengto Fiest abpest dTaflihviatiof 1t sh66m iNFiure
destination may be defined logically .or physically. Al client devices 2
maki ng Up Bhis nistderk eancbetriade up of cnyi cpmminicationsl compyter or iodhar destionis 2

whi ch ar { .end ints,pf the networ re,abl.e t.0o pass data on. Ln

i nei piogvitg aff Prbfticl vafodehGuit ol £ 5 it iR PRRSof T PR 1 81

t ransactsjrlle RouseRold] chnd@ich o AMREABIwiitH BEkpateadit6 Be thetho@Bhinkdn Apfle-
However, it is possible that sone client devices may not do this In

practi cendst comserdialdy sighificant use obthlejinventjon ritwilt feomdestaod deatitbe dhaeatignd not
initiate informati on transactions. The switch 3 in each clienil device 2 can
be as cORPMESNER 15 @wﬁwep el do SEBEIeTGIEL BT, CORRGHAN R Riher dagitahi ni mim
functi onal :Of .£ch 3 is that it nust renove all recei ved nessages
destine ﬁ.glbn&lﬁu?zfstm ogg (ﬂtl ent device 2 fromthe incom ng data stream and
pass on in thenspigeredl r£eéiven 12k BaniddRd ot the rekectrbaic Nsystese by @ethiesmipges
destined for client devices 2 other than the |local one. It mght appear

t hat t hicomnmsing dphirplity ofosliant dewced 2 mmangedcigrmbisraschipal seruetvae thoughra i cul ar

client devi,ce ni hlte ot _.pass otndt inlth received form but m ght instead
send on TG 8F IPeALAFHRTECORer s S dum 4 loPd ASATRRETSr § gi et data i n
response to repngd g 1 1 d ﬁﬁ%}lé‘kcﬁ&tcﬁ‘a nkRvdrR bfRepatatelsBfefifohfithg a host

functionality descri bed above the original data would be regarded as a
messagesietiwerki suebl a$ the Integndtocal node which woul d then initiate sending of

the a new nessage carryin he new dat.a. As expl ai ned above, the switch 3
forwards mess a'glg%?lb’égtc%ﬁ’é’gs %cﬁ‘e BURRS iaerﬁ‘tlcrﬁféﬁl"getéeef“é‘f%ﬁ CPWée_cEcﬁi\;\g’Y'n and
ext ract Syblihet fiflU %) HESSARRAGHN IR drihc oA dAGRwak! Bithedfthiefic L om
t he stream of nessagés passing along the network. These nessages desti ned
for the dtmctire branelds 10@et doven the atractnfedrmed ldwer bieividthahanthebmashasg@bseet | on
~. The | ocal processing section 4 Er ocesses the received data as ren(]ui red.

When necl@gmathat isthab s thypughowhich gheyare sasnediedsa dhassrvenl « Whers matnlet i ons

to a loc ' I . 5 i s ' or
some cquiin Rl aREE g g ClsFblai gl foreHBL B i 900 6590

PCTI GBI 9G4k 280 wedtehin| Bréndl0bhdtevil®e ahusp b6 &S $hanGhs batdvddthdofothe apstredrer f ace
to sone external equipnment under the control of or reporting to the client
devi ce 2brasghyi Sgeyrity aftdatq iscsecuted fuemdhe potton &f theosysnt Bpwardsdasiwilh bss
necessarém#o t@g | ocal processing section 4. The |ocal processing section 4
processe #e ng'and as determ ned by data received fromthe switch 3
and | ocal i nputthepfidhiiedgsdd PimmgARde@Noded dTee sh@eharsclishtdevaces 2uavagt tine
the |l ocal processing section 4 prepares nessages to other client devices 2
and senden+bherd grocashisgsapatility3nt ofiise usee accesnto serverdagilitieh e heaaligot devicas

pri nci pl client device conprising.only a swtch 3 and.local pr.ocessing
section ﬁfgfmm \?’eg}‘ f‘?:l’?_mss &“Fo”glél‘Fh ﬁgeo’&%tseélfiri’ "g%&?lﬂfﬂjl e\%ﬁ‘f‘ﬂoﬂeds .
possi bl € abidae othe!1wB ifdot BBvibA. CTRE Al coRWofld (EERLiAR BBabiRYRIndNT C
a client device able to recelive, process and send data only upon the

net wor k any disvthegseived morient dyvides 2ruffedtig pser atasstbisenvenfacilitiehm thsieowin
Simlarly, aJthough a client device ,able to.in ener at ed 2ata

I 1
di r ect | yTight | addiiondogonirolingdhs provisien of servisess E’%”@e IRl 8??%6‘9}'596?

ct |y T B & | ‘ | |
ot ol anpunt T P RRoht Bidb A8l Afleafify RN Aler o] Hnc iy
necessar Jin oAld: hopecht e basdvidth Sqireens firtkskyaen herchaingbestattcalbpas and

out put section 5 in practice this mght in some applications be data out put
only or dumgreasprim szg 3nd praasuigiteaiin Rweslerelrakiant devigs LcapeotSumotr @ heghey| |

dupl ex operati.on., A switch 3 is sho ind il .in Figqu 3. TFhe Ltch 3
compr 1 sedotstigtssviced SRt berbuihabet i Auebh e Papsfetfaitnat

handl i ng oMpHef RAIBI dileat fiéRee b BAE suppotthe switch bl ock 6a receives messages
firomthe next node upstreamand transmts nessages to the next node
downstream whil e the switch block 6b handl es upstreamtraffic, that is the
switch block 6b receives data fromthe next node downstream and sends data
to the next node upstream The switch blocks 6 are interconnected by a link
7 to provide a data path for acknow edgenents of received nessages and each
switch block 6 is connected to send out received data fromthe | ocal

o S S ~ T T o - T

N




connection between the upstream and downstream swi tch bl ocks 6a and dol DEC @02
7 D E C 2002 wo oo/oz~s 13 PGI/ GB99/ QZ125 Each switch block 6 contains a
receiver (input) section 9 and a transmtter (output) section 10 which

oper at V0802345 he control of a synchronising finite statRCTGRIOAEST or m ng
part of the switch block 6. Suitable exanples of receiver and transmtter
structures are shown in Figures 4a ang 4b, in which Figure 4a shows the
receiver structure while Figure 4b sh vvs the transmtter structure The

recei ver section 9 I‘EC§I ves fessag ? ¥ fromtthe transmtte ctipon 10

F Pf@

of a ~ switch HERY & SO PTG CRTPHSIPET & 3 &y
al t hougﬂlﬂf&@n%%evﬁéﬁﬁt&&f iRk thY cdhif A%EnchBYal BaNRN 86 hﬁbg@%@
anywhere in the network. Each messag e TherLdes & nessage type routing

i nfor nalreqms@eodmpunngieanabﬂyy n@eteha is gt mbdedgami teeprovilievihe epBropridte

desti nat n client devrhéxp the type of rressa ? and the anmount of data
carri ed CHSHORSH K a g veHANGionip Itb%ﬂo teconaspicand Sieehvsrlogation toprevidesaided by

t he nes%g&m 'fﬂ\ﬁﬁ"?ﬂb’le Maﬁ){a‘?ﬁaﬁol@ﬁsﬁﬁﬁsages particul arly acknow edgenent s

of receipt earl'1er nessages, may | ust be identified as such by the

message type Anbthittasog fommplmgQrmﬁlﬁ@&amscamgstmrcbmpﬁemgamlm&ﬂtm a.
Each nessage is received al ong1 the input data path by a synchroniser
a

el enent senarai§clichedeviesssk b to h)wTégtgatg@etlsﬁpé segvde.r Jhisi ¢ala secupiBhmaybenhi ch

meosage TepeREery 1 PR MBS SR An, Hdiatl e LRy R ARk o Rl e Hoe been
recei veQRorkRiniple %%Hﬁédtﬁﬁgk&e&%éﬁﬂbfe%f@:ﬂﬂ%m@nﬁ By I8 &I Ink mdY Ch

hotifies the other Sw tch block 6 of the |o switch 3 that the
not i fi céneisoscehtible beextemelatiavie dus deeeping coritrad ofan dectrohixtcotrimeeres dneart Gk t ch

bl ock 6 ._knows t hat sedln utf section is re 10 receive the next
nessage. mﬂﬁép?rﬁ&}tm%w@} ;rgﬁ.nge fbﬁéﬁ ? glct%‘émﬂ@ﬁ’fceaiég‘?zﬁ’ﬁé ang jmprexe s sage
i s not m%itg and routing
el enent #gd,auta !eeeoglegélagee ype an %ﬂ?,gg;{ﬁ %’begﬁ%%gurf't églglﬁt é%l‘:as the route

identificatiorini oider m@iprevide alig’ desiretydata) eeoueivys alge inviehidte electréréic |systein
circuit nunber of the client device 2 for which the mess%cl;e IS I ntended

and passashijecture supposigthicrarsiyngt ﬁ@térsu'ﬂguretfhe‘*‘?%iﬁf@ "’c%ﬂ?ﬁ’ff‘tc 16t deyigSoptar es
t he d?“éo@x%oh@&'?ﬁhafl ﬁk&@#}) alGpel @ﬁgtﬁe?%v%{)& gﬁﬁ%fn‘%{]{]aﬁc{]cq&ekp cal

clrcult nunper circu er ofe e rou

conpar atdavices 2 sitedtéd BdtReerd éul&rélientdgviber andaﬁle bavad meke rdguegtithaTessnge
type and routing el enment 12 passes the relevant parts of the nessage type

and r outliewe] dlisfiodevices @nfor theihdath@nd be pble te pathenti@tetheseraeuasiss Q@@ursez 7 ~D

E C 2002 WO 0/ 0234 4 PCTYGEB99/ 02125 d dat
content 9} nf & “Fﬁ?? "glb‘lh fonethavh ggetqu}rgmgxﬁil%#?g\%g& &rﬁ aﬁ'(])%?e%f g}'e&f‘%ﬁ? 16
sends t hid I‘ééiso%sés%dagh Henflel RAbE spind!td foqtibéts Rir aNPGRirBRcd difadkeyi Hold t hl s

data is sent to the cal processing section 4 and/or the |ocal input and
out put swﬁhoutrre@umﬂgtmyamhcmmaypmf the two itens of route information are

t identi | th i d to,.t t t 10. |
o1 her case.  oRSEBRUTES Se DRE KX IR ASVRE RGP 10T IR bhE R Ere

section My be made by ha.rdware or software. If a higher level client device 2 is able to make a

hardware access request of a lower level client device 2 this hardware access request may be
permitted to pass through any intermediate client devices 2 unmodified. If the hardware
access request is blocked, the intermediate level client device 2 will attempt to make the
access of behalf of the higher level client device 2 if permitted. In order to allow the system
to be transparent so that hardware and software access requests appear the same to the
originating client device 2, the intermediate client device 2 will need to be provided with
exception handling facilities, that is the facility to cause a software protocol to be employed
to carry out an access request in place of an aborted hardware access request. It is

undesirable to demand the use of exception processing elements at all levels in the computer



or to the other parts of the local client device 2 the state nmachine 1277 BFE 2001
the receiver sectiont 9 instructs the other switch block 6 of the | ocal

sw t chw® e028#nd an acknow edgenent of recei pt responsePCm/GRI%/0MRbal f back

to the client device 2 at the adjacent node fromwhich the nessage was

recei ved. This acknow edgenent i nf or{?s the sending client device 2 that the
receiver section 9 is ready to receive the next nessage. The transmtter
section 10 can recei ve nessages. for ;t,\j:[ansm' ssi on, bo&h,fr mtﬂ&recei ver

sect i offiYg® ‘ﬂé‘%"&?‘f tigg ncprase heost PV Ve Pwiclisntdevicemitichdoes apt s of

the lo i ; i j ; ; ement of
Focel pe PRELSRpUAEHcEsing it it 17 amapl ik BHNE Rk tica AR ARG o
t he | octibntslevice!2 BhicBnece rhikes br passes Haréwars acdesoreqhéstcmriowet leveksiignone

nessage af a tinme the state machine nust arbitrate between the three
messagde¥tt 2es and sone means of tenporarily storing or buffering messages

for sending i . i i . receiver
secti on o andir unPbtlsYEisehd OFtug R Ul 5 R Th0s Bl ol oy
synchr glinakdr@A ehdRyerhet foP@Esthy B8 adigithl fdligod. Theosk tapBswill fidf Besa t e
rate at which data is received at and transmtted froma single switch

bl ock ®ligetdeviced ¢qmmeeted to tiedntemet irethgtfornp of amhlntarnetscmved 1 dhwpugh ansoi tt ed or
consecuti ve nessages .may. al so be qjfterent, apuffer ul dbe required in any
cvent b OGREQHIE RRCH deeiPons SR prbrlsdaian BHaE PG B0l FORPRE e
necessap oy biheh TatBikitdtfict ORPAYr o URFROMBL&H0 e RbRISIE s rRicls to%ﬁ‘&%' on 9,
transmtteér section 10 or el sewhere as convenient. In this exanple The

t r ansmiit tieosder identifidhg swnart éandhiWhen theasmaetscacthisdn plapentlot fearoteeort®l odn t he

| ocal client device 2 incorporates a transm.t buffer, and anqther buffer is
| ocat edD&iF4chihe $96 @03 REAVHAySIEraiebt Videnon Aemankeey SiEias sesiyielad gcoess
transm i td: , [P . wn in the figures. Wen a
rressage&é@ltvg&%eé@e%%&twgﬂ%é%{é&?gtEee{’égégrlsﬁ&gd is passed fromthe buffer or

the host |F I1Qiehfly,alhoMpoBsth $hosed tdBboxTdd tHeteindts conttr] apasiad déwcés Zressage
type and routing generator 19 which generates the appropriate nessage type

and r ouhe 8¢ tomber samnplonakes hardware apeeps © the smarpesrd oyl BEsUEBYm gmftware
PCT/ GB99/ 02125 t he .npssaqge, based o at a provi ded the host JFE 17 or

oi mpl y ERBERCosh % BEERR g AR R el BB R b S et Vo, P et s T ey
I ncor pOJuPbSﬁ _ek&?ﬁoﬁ Bﬁqc@ﬁqﬁzﬁ VRH tHIRER ATem¥VeRBndl 8s ARKER L ePddvilciRdrahe f r om
the I ocal "client nachine the local circuit nunber identifying the

ori gi nadet tap Wwdxi imrthe oetwiotle 2 is provided to the nessage type and routing

generator 19 a_Jocal circuit nunber store 2Q. In response {0, a
instruction f qligat devies an’cgc,atpro(gﬁHQSISFfePtI’i%‘“BPWPI]%Q\&PEﬁ“%h}BR%B“Of t he
ocal Sikfifbrind Prvefifith ATndtli00 MBI HroALsif AR B &5 AaRipul e afRassage
type and :: routing generator 19 generates a nessage type and routing

i nf or mapassimgpirdughfit.t IQr, mees poezidetie nadhf gliengdevicea? can mmlipulatecthgetatnit. Ther e

is no data payload to he carried by such a nessage. Fi nal Ig/k V\/neﬁgt he ready
st at us ECCivRRANMADGSIeCHY @Y Fesidfhis dgle ) BHIDIUET 2ROt Of PEGESSRERPHE b at t he

d i . . I -t .
o Dk 8618 REECRORET Rl 2 SRS L S PGRARAS, vBnPBifle B Bod it
synchr ofiifsgfiatidh. rebéiveéd1By alieat déicdIs Toiing fige fiviee M bspassedond Anshe

transmtter section IO are both shown as being controlled by a, .
synchr oB¥&¢me, afnagiewarslignidaviger? may evinesead apponpofihe dafaregeivedpisicat it ng

finit { i f ! 1t . i p i i 10

or "t hor BaSsriad I @8 picklvel Ufahh SRThe 4 RERL BPre RUIRRE ABGeREEl 0 (e
entire wHideh HoWwevkr Blatsd @ drdelived SERARGHReivELadta Ci rCUit number nmenories 14
and 20 are shown for the receiver section 9 and transmtter section 10.

Clearly, thes&hehighestupstreghatient deyica2gieargstéo thewenvar 1 wilkprayideagatewasnber
menory. expl ai ned..above, the transmtter section 10 can tgransmt

nmessag eé%ﬁ&ef ‘?‘[51%’ i nf;rg{:aé]ld@gptrgrgé?qvgrnacgesafor “é%%etwﬂ% cﬂ“%"g‘%‘fia% or
from ot ; : i€ i ek

| nstr uce g Ee 2 il Mot (o Ripplf RacR, RAGDME SRS Sathe

| ocal swuietwedrk3ind Hoit cop@nuniohtjons evith thaeermassldpagiatheprotoons soultitbathd daee i ni t e
state machine nust arbitrate between the three nessage sources. In order to
avoi d degradi ng the perceived bandwi dth and | atency of the network,

acknow edgenents will take priority followed by nessages passed to the
transmtter section 10 fromthe receiver section 9 of the same switch bl ock
6. For clarity, the above description has assuned that each | ocal client
device 2 has a single local circuit nunber associated with it. It would of
course be possible for a local client device 2 to be assigned nultiple

| ocal circuit nunbers. 2 ~ oEC zoa2 wo ouJ02~s 16




PCTJGB99J02125 I n conventional bus based systens a signal sent onto t he! @ggmz
is received at all devices connected to the bus effectively sinmultaneously.
That is,_hus systenms operate on the assunption that signals placed on the

bus are%ﬂ?ﬂ%’éﬁed to all points on the bus instant aneouw,@égmﬁt%h t here
isinreality a very small difference frompoint to point across

because of the tinme taken for the electrical signals to physically
propagate al ong the bus. Accordingly, Huses can general ly be regarded as

synchronous sy becauge sjgnal s are avail abl e everywhere sinmultaneously
on the bus. | nﬂégg)ﬁ%s%‘,’yaﬂé tﬁ%bﬁbﬁpl@nhécwma feminginodys tin thd aefwneRnt | On

IS an aallvehrideasshisy i I: s,w,(l] be recei .at different

points in the system g%ﬁg}t??%‘rggr‘i‘%m%@%&hc&ewi 1°8%§&§/n § upithees of

the ti mhafueEeontollingpsavisionlof sereies@dokéretmbfents WRN IRV Ret (L he next

client e;élegﬁ’éf%éa‘t)\)(]t% e adjacent node. An illustrative examﬁ e |£r§HB$vn in
!

Fi gur es e_éWBW quilgoémﬂslsstianﬂleetida‘tinmaThtgrewthW,rmgg_isghgpovm in

Fi gure ZodRe i i t ti M ng sequence of a nessage travelling
from node Mﬁa%{l{)tht%%?i}evg ﬁggggﬁrﬁ%f”?’éelféfﬂlﬂ%ﬂ% ngd%fapﬁltge e side seeuritgnt from
node N+1 to ndBkrabse Heedidtuill &Fnimmd Wl tof Sod.gturned from

node Nt ngﬂf N+l . Thi slcoﬁfi rms thg%@ﬁgﬁ}r%g’sageg as boéleﬂoieéfc@l“ybe

recei ved¥# apateand ¢lisnt derdoéscfamimpdhewmiies édn selcBRVELY pER dnGeb &G Ve
anot her; . e c ex exanple is shown in Figure Sb in Ich a
message diggdstt%gtgg &g eﬁ?&? ?’6%}50‘& aa?&l‘%%{ Qnothe Getwask Cmagmttathycimprdeed) at

the bot becausé dafads ReideRRk; ' 3 sage is gent fromnode Mto
n'ode N+1. Then, a’?_ tine t@?ﬁ%gg%éfegtccfgggﬂgﬁé@g‘%e@%ﬁﬂ? agd these clieskage to
node N &fices 2 fpmaingRrinafitheNiata pathcisor@nwhible 12l dagi RaelTEPSAISd &Cﬁgpye N.
Not e thq,‘l3 | t CHJ%::\ tlhg re-sending of the message and sending of the

acknow eaaé‘grﬁé) dalg nly Jeing phystrall apegssibleat partimelsr poidts amthetrebwoksqeaid vel v

t o showykétpdy r qnous..and can .0cc at different times, it
i's possiubl e tﬁﬁgtemf %Eel? dﬁgionggﬁggln%&%}, P&?{&Bﬁé‘?vcgﬁatﬁ)ﬁﬂd% PRCEYREEAN nay be
sent on atapendushet, becfamﬁetﬁehﬁtaﬁ@dfﬂ@d\/o@t%%ﬂrdifife?erﬁ?ﬁtrs &ac‘iiléntc?evﬁ'oedezt My Thi's
i's becaézﬁa t he sendi ng of nessages in opposite difections by the W(Sl switch
bl ocks AP Deges Gandganadamat dest B gically huegdermhesitalyndlstines aiake eni siagleand

must  botBmWRinkcak; tion of sending of any nessage already being sent
by their respe%a{u%se @rg aalﬁglr‘ﬁrﬁtdgylcg cth dqugnefggsaq%(éi{x‘s,a%m Pentie shstemadihehas

been r eerientid which gke il ey .S sent back to

node N+l by nodecN ans éﬁ W&@E@fgﬂgﬂﬁqﬁégﬂwf%ﬂgfggégcw%g?wga@ 17

PCT/ GBO Y0P tiEssizas stuefure andt Gipiotidnto tieonbewrk, fiefaidtivn ofthe inARidiz? cNege O
N

sends a I§r5) dgepent of recei of .the message to node N. No

acl az O\MBS gerre}ﬁa'ﬁﬂ%dpﬁ? ﬁ%gmfs@'ﬁ@lég%%atﬂf@é# fgll}%égs&qmq/t heegyerangatdahatnode 0
[ )¢} i ] .ecel bi N de, i .

i s passatl syfemodudd m%%hc%%‘é: éId’éon'hﬁ&ee;}a%al%nchoﬁﬁggcﬁ&éﬁg gulrﬂsoﬁ?lmes e the

acknow edged at each step of the message j ourney.

amount  &Ussss Henvdyan thvi mitskibilitg df pareaifaionioning ERWRY a faifurd eis Ma%,
nmessage,[ec linv d_acknowl edge which does not contain any data identitying
the ori g na Q thedavestion ia acway wiichsannotpe provisied i datebeslopsed aetveoriait a.  The

~, ~ acknow ed g&{gﬁi : : : Wi enent, of receipt of the |ast
nmessage_sent ?ﬁ t he co%beglgﬁ?gﬁa?ﬁesgst%%ﬁ,mgdﬁﬁr gt pul h%“ﬂ@%ﬂtof’é thatdthisde t hi s
dat a i nilusgrateisintendgrbomiytas AR AlAAatod Wagsih tESkpRiPHK ARIEINE 664 Bhfer
descrlbeﬁ?fgb ve |??na m ni mal i npl enmentation having only a sing UFt er

bet ween® SVifitshitnd df diof drfended teimplyrsy parivelsn compencnedriargaags dras been
passed bhpiRd RGusfRei ver section 9 to the transmtter section 10 the .
recei ver section can begin receiving a second nessage, so that the switch
bl ock 6 as a WopilksirsticH, heehdseFcte di sadvant age of this
m nimalist swjtch bl ock archi te%t urgge?gétzt%}a%smm%m%g@%n}% rﬂ&?@‘g%ges are
to be padrrrdaMangrbotiem node) andthercient davicedfarmihdizemnediaBSRRAES] an be
recei vegl i .1 to the .rate at I.ch outgoi ng nessages can be

transm gltl de%‘ %‘ed(?éédggrha? nelwark Agcte Qgg’lé“eé%ﬁ%’éﬁ OfE‘@gQSrl%lﬁ%mh@@npbe whichbuf f er
to al | ohad Beenneidctée f5rodSr T Y i..t.he nessa revi ously
transferred to the buffe%ﬁgﬁgeﬁﬁﬁ%ﬁg&&ﬁo&&b&ﬁb? rﬁ?‘ﬁ%ﬁ( Hpcpare

over conBosblesse of a nore conpl ex architecture by increasing the size of
the buffer to allow nultiple nmessages to be held, allowing the switch bl ock
6 to act as a speed matching elenment. Such an enlarged buffer able to hold
mul ti ple nessages nust be a first in first out (FIFO type nenory to keep
nmessage order passing through a node constant, but there is nolimt to how
many nmessages the FIFO buffer can hold, that is the FIFO buffer can be
arbitrarily deep as required to allow snooth data flow and is only limted
by cost. The network architecture descri bed above provides a basic | evel of

o, o o o, o o o o - - " v o -

e bus



PGTI GB99/ 021 25 through the local switch 3 of the internediate client &ngggmn
2 only and are not supplied to the |local processing section 4 of the

i nter ' ient device 2. This basic |evel of securi j f.course

vul ne?g‘gbg)ﬁﬁf\%%rml ly, it would be possible for a user ofl;%r’zéﬁp 1%34evi ce to
use the local processing section 4 to gain access to nessages passing

t hrough the local switch 3 to other cljjent devices 2, but casual

eavesdroppi ng woul d be prevented. Al so, anyone with physical access to the
system coul d upg difest abwsahscogrm &%hr8e hREH SorfipSHeRts2AAbD Witk 3! £ AT
transactions along a data pat ang an unaut hori sed node coul d be then

i nser t edrogessing lsectivneandae locslodatminpucapt outpytisectivt e nessages and i nj ect

ovever,  such BpPePon 1SHEs RSpRHIE dogorpeRdesmiae piRpL Rodee 26Buded Figbene
system dgainl & ndiRek forfrﬂ;g%'iﬂetdﬂetﬁ/%p(.bg\t% 1PhORAnfOfmaR6 ¥’s°§énf‘& Je@&véﬁa(ﬁ)g%ges
sent along the 1 ndividual data 't nks between palirs of connected nodes. A

first maetdwacthetchaaitirgughile local stwiteh 3iofitte dishedevicei2n Inbachivliemaleviek 2tthe
receivers 9 and transmtters 10 naki ng up. the switch blocks 6 of a |ocal
F

Swi It_ch :{sz@h&rQﬁﬁrawu}ﬁer ﬁleepogﬁr@?pém 't dexicedqnle @F@aépi@]gwﬁsseéﬁtrmg{@h )
the r codfieb AWl BRasA Bl il Rl BH b pARER RRRLHD A ahfbeUFE Ry U5,

10. The gpyhytichNe AR dieACddvidesaPaking upyall ke afibidirietdverddth ied #dsER
el ement's 33 in each local switch 3 takes the form of an excl usive OR mask

cont r ol | dignbdevi¢es 2ivdiet arpnotesigiots ofibe notwatk arpiablesxpassdite enOR priswiplencodes
the entite fransmtted nessage so that as well. as the,_.actual data carried
byt he. riDESliEfR aise e aly oA Atk IRE o EPTRFioR FAPTRELPL Y SR e

reci pi enfnovier EH&l: d%i&&ﬂ%‘qmﬁaﬁﬁ%&éﬁﬁéw%, iﬁﬁé@ssﬁﬁi@@xa@é&%e&%&ﬁ R kg all

encoded. The excl usive applied by t excl usi ve el ements 33 may
be nodi fnedopthis mopractideybdeguseethdirnfgnetipasage sequires fenoto teheive daerinddmti ces 2
in the systeminstructing themto change the exclusive OR mask. Such a

syst em witate EioEnation {LaRRactignst he system using a | ogi ¢ state anal yser

wor t hl ess beca I A t g i tQ.l i1 an
and even if an}fg?f‘lé]?r%ht% #dsea% ggﬁto&&gc lcht}l’ea?"tbncceg15 gél@pteg ia%é&%ggdngg Eﬁf}ggﬁﬁt@ﬁ is
shoul d bgpplichest. edowsver e RRAINAGH FuitdlioNAIRS of thedwitcD3 s (hatiDBishiEmo0E@R345 | 9
PCT/ GB99/ 02125 When changi ngcnt he excl usive OR masks, this can either be

done by reqeived messagesdestioed &ontitsdecalslientdevige 2fzerg &he incoming datisfieanr@ndsi ve

OR mask a_set, future tine or 0 tin

Chr ough DeOReE Hisi e ekt ubhe B RERRRIBb e A R IR OE .
change nesEaae bkl thiiHellobf caBP! Yy the new exclusive OR mask to all future
nmessages and to re-send the mask change nessage to the next client device 2

at the next nodtemight appsar sasrtbisdhmetinnality eanflicts adthi the commentsiabave Hat a
synchronous nature .of, the system and,the fact that the swich bl ocks 6
operati nBetguh s dvigr RUE BRiOa Ot e Sxive reoendroan bu e WrE ER v
and T angfldnifdp R dud if despbilsOto RRENIMNbHGRNAR IiPrpdiise 18 obeciie BN sed

will require so protocol -t e applied to deal wth nessages being
t ransm t peginat datec & teerds ohithe swighrfunttionaltyt desaited gbovdihe exginabdarewoRldras k

are received o re due to pe executed. The nessages crypted by.thf,

excl usi vlb\émaﬁé%i@ér@gﬁsa@ﬁc{)eé%gq for iejac &Ofiwgt?ﬁ%@q“h‘ﬁﬁwﬁé@%a STUAiRg 6f

encrypti Qﬁ%ﬁﬂ%%&@{g@%@ﬂ%ﬁétﬂ%ﬁe@%‘wp“ on net hod does not inpose any band
n em pe

wi dth penalty on sy or mance.
As explained above, the switch 3 forwards messages destined for other client

devices 2 along the chain and extracts the received message destined for the local client
device 2 from the stream of messages passing along the network. These messages destined
for the local client devices 2 are passed to the local processing section 4.

The local processing section 4 processes the received data as required. When
necessary, the local processing section 4 passes data or instructions to a local input/output

section 5 which can be a data display device or some equipment under the control of or



An inproved | evel of security c~m be provided by the incorporation onZu[?EE 102
auxiliary security processor within each local swtch 3. Referring to
Figure 7 a local s~avitch section 3 is shown conprising two switch bl ocks
6a and e gresat i ng on the down; stream and upstream dat ap@piGResA9490 t he
switch 3 respectively. The local switch 3 also includes an auxiliary
security processor 34. The auxiliary security processor 34 sets the

excl usi ve OR nmasks applied by the excli#sive OR el enents 33 instead of the
excl usive OR masks being set by the |ocal processing section 4 as in the
syst em wepdrting ta the lacat pidcassyngseectior 4 yr aarinRERAGO0 sdrhedatetitial bguipmentiendet n
operatiogn, the auxiliary security processors 34 in_ the opposed | ocal

swi t chedh®coniral of gprepgainetadhoclient deyices Similadiyethe &Gﬁ’fﬂ%}l@w%‘lt\ﬁ%tﬁp%e

anot her Vel D ' ' ne auxihi oL Vs _
o ocoss iR S e futbnaaty BRE KR! 0L AP vectl 47 1He WA oS sdiont e
masks t @receskesothie datdh aad) agrdeterpiiedetsly daatrdeeivas Gafe the ewitc St e lodanem
This conmmuni cation and exchange of public keys is carried outby injecting
addi t i oARPut/ERIY geetian andiany ofhss fagtprs sch asgvreenbiige thedoead nracassing seotien | i nk
bet ween gt he two nodes. This wl] . .require,additional.receiyv ssage

Fout ng ‘AP BFoEESERy oalh et a Pt e a8 SRk AT P b el St BE SRR e
secti On&h&u%ﬂ%éﬁ@%ﬂttter sections 10 since the systemw |l now Z 7 D EC
2002 WO 001 02345 20 PCf/ GB991n' Z125 be carrying nessages to and fromthe
auxi | i ary secumiprinciplos eBswdedide commisoig dnlycaswitehi X axid 18ca provesdingsectims sages

Bl ong ¢ HeOT PGSR AEIOTH PO SR SORNS NGB 0TS SHOIeRehRIGEoH!
public ‘iﬁ%(r% ROYe3 el AfbuRist&ees ﬁ&%deggvh@g AERKBddvice s &oe%cgy%, ﬁ%@g ahg!y by

each auxiliary sécurity processor r nessages to an e next node

upst r earsead datacordn dpbi die fdt@orieadd Haothg nddvas tinmanmd outpa furidien wesld 8am
messages and downstream nessages Wi |l be encrypted and decrypted using
di f f er erftselilc Pimilardy, efthomghaclient dgvineaplede inpub lacallwgsnersted ata dueatlyrgnto

process 14l re- J | cat.i Lt he 11 ah e ity
process 3&8 ﬁgﬂdﬁ °5815t9§€£é$1‘? hjﬁ’ g'gtgg 8%%3{ %uaeghg 35/‘% na(,:&ﬁ %lglr?i IQ‘Z,%} 1le}'ilrrgéjr[# natllalg b%é r%%eyg#mg |1
change tiRgreotick fisdt \ue ekt soBfelthinitli avtbubldfIo Y pEcRBisirg WRhiRthy clineasdas ¥ t hat
t he exclusive OR nasks are changed at the sanme tinme at both ends of each

communi cwill beisedessary.bet ween nodes, there is no requirement that all of the
excl usive OR s _i,n.the net<svork he changed,simltanequs Thus,. .as wel |
as the interva t%gyg%e(ﬁch%s YT@?C\(}? %ﬁqﬂ‘éﬁ%gtaé?pél @Hgﬁah’ét%egpﬂ%%lf’ne
based t hgpictQithit Rl 3PiPS AR I B8RSR S8t zlxnlpaﬁeﬂa%pdt by uHewih

nmessages exchanged al ong each comuni cations |i

i hk or based on sone
conbi nat3 enainallyebie toveupport adull duplex opesatioar mal | y conveni ent to enpl oy the

same exclusive OR mgsk.in both directions _on_any .given comuni cations |ink
bet ween nodes.A!-BWgabg,ls r}iﬂ"@l eltﬂif SWAR e 2?1.16 %l"i"?c:hé EHPDIRES SERCPRAT Fhat
Lhe Samesgitcl bRbNCs LRI tndivitth Bibck3a BRRMNRLoARSH AR HRAS A% One
direction along each comfunications |Inks. The exclusive OR mask used in

t he recebloek 6aesieivas nikssdges frontthenatt hedanpsweds ondtraskiBanassapee tothasexte OR
mask enpl oc){ed in the transmtter section_ 10 of theﬁ&{)stream svvi_t(ﬁh bl.ock 6b
in a gi vBRaSdvmstreamwehilethe switchijpckRb hapdlesupsireamirafiic, thapis therwilchpleckal s at
which th VYR I i f ‘Mr’
havi ng d???%renfﬁ%asg%@l%ﬁog(?oec I gﬁgg%&g%ggggﬁégt%ﬁ%%ﬁﬁdaetl ons [ink

wi Il effectivelthedswibdteblobEs 8¢l Rtiterebnri2tted &FSi figk WhioCProvidd a detaqeuth ifed out
by each auxiliary security processor 34 and doubl e the anount_ of nessages

whi ch nusgeknnsvlsdgamenss ebreceiyed msssagercand sachoswitchclegkdh igtopnedtedtosgrd it t he
same nmasks in .each.direction on eac 0 nigations link may be preferred.
The use 5?(?‘3%63@3;%08} aﬁ?ﬁagpreoﬁfss%@?@ﬁ%’?‘? ?raskrs in each direction on each .
comuni cat i ons GihRKtih&he WHRH! t4 V8w tHe AT EéherfionThekSovdleBBdridits 6f

desi gner or user choice. 2 7 DE C 2002 wo ooi oz3as 21

received messages and notification of receipt or acknowledgements there is no other direct

connection between the upstream and downstream switch blocks 6a and 6b.



PCT/ GB99/ 02125 One advantage of this systemis that the encryption pr%Z«%g 2002
is carried out entirely by the auxiliary security processors 34 contained

wi thin_each | ocal switch 3 so that the | ocal processing sections 4 and any
rel at eVAPYPF43ti ons do not have control over or have afCE&EBPHIFe mask
generation and encryption process. This increases the security of the
encryption because a user cannot acceF§ any data regarding the encryption
masks used froman application at a client device 2. Further, even if the

encrypti on oot Geng bRk SUBHBER atelReP BRI PRRASPRERIRE dplalf toh 3

ar e congectiond6dyhiah dpbﬂa&&mdﬁﬁ&ﬁ@gﬂﬁol@f& synochrdnddimgefinite dthe mabile Sy 3
anyway. Another advantage is that the actual mask generation and encryption

by t he BATKP} thersyithclesk g processor 34 does not have to be carried out in

|t Th t
by the auxi 11 5Py eetiolRRt o ileaR S al R AR B R B8t | e
| ocal sab,tlififvidch Fig@8 daRBows thelreEdives| 'sﬁﬁbtﬁh’%sﬁiﬁﬁq&i%ﬁ&é 4BGhSRE 1R kAR HSEt
exclusive OR masks. As a result, the tine taken to carry out the nask

gener at $toretangd encrypti on process is not cri t| cal so that the auxiliary
security proc sor 34 ca snal | M Cr opr ocessor s,

enabl | ng | nemiFS TEReIYér SO LER VT BB OT SO @\ﬁ%faeﬂnmeé Restien 19 add only
a mar oi BaiciPbiotk b 0?8 D fordi R0HE, it

enbedg\eglwl% rracroocecﬁg&vt%%%, ot “The %dcag{%gw tg% eloe llc%ét%m ove
exanpl ebytﬁaernasmgbnmy)hasremiﬁa;edmngwbmmme&émh shown as a single unit

¢onnected to both of the switch blocks 6a_and 6b of a local switch 3. It
woul d of cour @écbeaﬁﬁ%@mledqsa %#W@ﬁﬁr%@ggwmt@we@&uﬂmw

Pr oces s Bieotiibidk ORGP BAEUS oh dBlBKaPAIANEL AR P¥e SRECE M AU LLAYY

security protes I'n con act e ano

cont r ol ain@nesfdayPédrfied RiCeRERy a dhta paylbdbreetdsBnidapsdftesddihsdrisdyyahd enpt
to conprom se the system and extract data woul d have access to onF’y a part
of the messageatioweressontetynes qfomnessigss, particaiagkyi a@bmcgwlsd»gﬁmequ wgdeipt of i rre
When the network is fir.st roafter a net wi d

Foset . ERUCLIEABE P LB R eS0h B R mgbiael R AR LR BRPEEREST anc
set thes@ggjn USdRrShEps Iyt de masks before allowi ng any other messages to
be sent. A nethod of further enhancing the security provided by the

auxi |l i ary secEachymessagesgeceivedalong thoinpntdatppathtby assynchronisenelement 11

aut henti c gion into the | ocal sw. tches 7. D E C 20 WD 00l 02345 22

PCT7CBOSR0 aawdéya%?saaae&mﬂmowwsﬁf@aﬁnﬁ%wmFéalamgﬁéﬁmsa?&? ¥Bfinect or
socket %Qtaceél’?iﬁﬁttﬁdﬁ?]eorr{elg‘a Y1 deb 3714 %ﬁ%ﬂ ¥ssREOHERS OFF (Ré rhésshe a&rat ed

into the local swtc sertion o he smart card into the socket 35
act s as ackmowkdpéaanhi uhaltamesalgd henbésnasceived, thisdinfaraatiors ecpassed/topr finégssor 34
to begi n operation,_Further smart card 3c§ é)ﬁg ides a seed or seeds for

t Ee excIStAF yRachivee hE yiieh @ﬁﬁf’rﬁfs% Qi@“é_c?.wi% P the legglswitehn thafr®sent in
the sma rfoI HERE Ao RS Eden e difid &8?%%“]#? ﬂ%’a’??ﬁ tEh 13 12 Hﬁ%ﬁ&%gﬂn@?& ﬁ; 2 Es

the auxiliary Security processor e excrusive

and enalipposaitingtit s9etioh idﬂ&@dﬁt&r&@éﬂv&lh@ﬁmnﬁesagadnﬁdqnp@‘seamngmeniatwaiw be
convenient in practice to also include connections fromthe smart card
socket Sée%xﬂpﬁwgﬁarts of the Iocal swtch 3 to disable ftuther parts of

the | ocal swt t- et

Furt her - even g TS Ehecid b FRBAE R e e REF by U eSO o

smar t ca;roduﬁgeleﬁien%& thé nieEuage @@aaﬁd@aﬁﬂg dléménl2 axt@avtsrtﬁ@fousmeﬁuﬁ@dtdm for
exanple if it is val i d only until a given date, which has passed, it wll

not be amf@mattmmmx@ﬁ)yaﬂnemms; thet iDRe esskeirut aumber ofdhechiant devige 2dour i t y

pr ocessor ich is.co with the network re enen

Peoutt . Vhihlitinersiey iSO pnf pisetuba TalSgtiparnbf ff Aeois compantlrct i ve
excl usiv DoSEs acent
nodes ang3 %ﬁgﬁlﬁ%ﬁgg%\%ﬁ?ﬁﬁﬁ H?fl&ggg%&be undgﬁ)lﬁfeén?égsg%%tﬁ?gﬁ 10%&5%%%%1 | ai ned
above, ewmanber hdidin & bealudruitmuatbenswie i4arly tiscoutel doynparasarek? odenfifiek hiee

circuit numbers as being identical message type and routing element 12 passes the relevant

parts of the message type and routing information to the host IF element 16 and the message



met hod of operation of the network architecture according to the invgntDbh2002
provi des sonme security. Wiether the inproved encryption based security
options as described above are used or not will, |ike nbost security

deci si amg po/3482 trade of f between the inportance placed pefiySsyomsidsy and
costs. If user authenticating smart cards are to be enpl oyed they can be
used for one, sone or all local switches 3 in the network dependi ng upon

the degree of security required. In sthe very high security applications it
may be appropriate to enploy smart cards for user authentication at al

| ocal sPeYlesbelemenin passes the detacontent efthe messaga to thegiostiFt element; k6. (Bhe be

suffici S t rd user authentication onl t.h t eway

ST o1 ok SR FcRRls 64 B She SRR S OB, el BARGY
cont ai NigEnfiddhe R8I FrobddinsNReiBiSd af@6rihe 1dcal Il AR ovliRtit@ections. 7 D E C 2002,
Wo 00~0~s 23 PGI/ (@E99/02125 It will be understood that the above descri bed
security feat ddemativelyaifthedwat itenss affrotts énfoshatonlerd ot ddwaticaldheimesdageisr e

itself and e.entirely independent of and transparent to applications
enpl oyi R@ssﬁ‘ﬁf’ @ﬁé?’ﬁf‘?”%r ?Fé’ro?‘tlﬁe networ k. Any application based security

features suchjas; [ '
i ndegenden;J ogﬁl? ﬂgétgg%egrﬂﬁéi g%ﬁ%%esﬁaggggrfl déd‘%t%@?%ﬁgﬁi&{seﬁ%t%g%gl usi ve

OR masksr testhaddtmn pageofitie vabcliaht devicer reestatk hiathire ¢X bf thededeiyer@ectispssage
transm ssion and reception, does-not increase nessage size and can be

si npl yt Q!m%tﬁwt%ﬁléyﬁtey switgh dhegk: af ﬂlﬂdlﬂié%}élt"’,itcbﬁtt@ﬁ n/eckapwiedgement ofasks or
Su ¢ R Bt onfe BEAlE o AR PR e TRRSAEN QRRB o BINERERS

in Fi gums%etm_re@s@agq“hi@dmbwteage@emeﬁfe}éé\miﬁg\dlierx@uwisgz $6€ teON
conprising a 2 bit nessage type code, 2 bit data size code, and 6 bit

dest i natr¢asiveanettion Pris ceadst do redeivertbe ngttenaseagsage format may al so have a data
section conpri.Si a 32 or 128 bit data payload. This arra nt
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the followng field. Us t source and destination code in the
exanpl e chventl dbvider dndtdaa beahsieudiedi to sérd edknemiedgemented redeipfMmassapesby e s i s

idered.to be, ad te f jost _d ' t : , this i
ur o1y ARERABSI B oI StIh BIPUHS e hedorh BTt Ier dhe BRISERRI d e
rely & . RESEGul d b
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message tifRtmesagd wduss dhd isymeti@ins @f témigorafiyssaging dribufferinganesspges, fot evel 1
nmessages are non-secure nessages betweenprocessing el enents at. the nodes.
Each nod€n¥iag mBwstybespioyided: aFnahanesincortiesaprration, ofy e Feraivar segtiend prd

request . n.thi or nat |V et urn
oot RN R Sect TR0 AUl Y BOH HobEG Bl SARNERISR W wdPYB oBraifl 07,
i's nor nedtldyffereficcibek FatROfhiat i9the ke B WheiuRsd & reseiied aK hiyd fradsnittid pioat ocol s.
Messages i ncl udi ng data being sent to and fromthe applications of the

client déngleswitph blackdy mayde differsntd ahd din lengthsafitheressived and frarmidisd 8F e al so

regarde dco%sseclu%\{fg lme%sargrgss r?lgyg alRobe different, a buffer would be required in any event between

the receiver section 9 and transmitter section 10. The necessary buffers may be locally
incorporated into the receiver section 9, transmitter section 10 or elsewhere as convenient.
In this example the transmit host IF section 17 which receives data from other parts of the
local client device 2 incorporates a transmit buffer and another buffer is located within the
switch block 6 between the receiver section 9 and transmitter section 10, but this is not
shown in the figures.

When a message is to be sent the data to be carried is passed from the buffer or the
host IF 17 to a payload store 18. The data is then passed to a message type and routing

generator 19 which generates the appropriate message type and routing information part of
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nmessages between application processors to set up inter-node encryption

masks a 1 sentially special purpose |level 1 nessag and 4
mssageg%a@é&agzd for conmuni cati on between the auxiliar géggﬁ}‘}lﬁ%\#
processors 34 at different nodes. Acknow edgenent nessages contain no data
payl oad and are specifical |y identi fifed as such by the nessage type code.
The data size codes are shown in Figure 9¢c and these indicate whether the
nessage the mebsage bagedr on daagprovined B?rtﬂle Lot P17 Sor sithplyadhely arfdoceFeaw@rtHé (128
bits) of data as a payload. Normally, only acknow edgenents will have a

zero dafuesgagetnerand reutingdnfoamation slrdadyincerporpiedinty thereceizedmassags. Ydbéons

l'i nk be n adj acent. nades .carries data..cl,gck. and.franme signals..The data
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receiving datg at the sanme rate in order to allow reljable transm ssion of
data. Convent i'®FSPPYse tﬁé‘P\&B‘FtR":FUSB%“ﬂ g‘e\ﬂf‘iehveés?é‘ﬁﬁ@rpféﬁ%@gersﬁ"g‘ block
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type syséwting denetab® TIogepietdtdsen Bbeagd ype and@uting infamedtiongattof ¢hd hessagposed
transmtter, and receiver pairs 9 and 10 in the swtches 3 of adjacent nodes
are conAdntiépingdt as an gcknnwiedgenzann dheisrisns desgpaylaaddp barfagiedgeneucines a

cl ock sk%ggi €=used to synchronise the transmtters and receivers and the
data i ween them This logic loop is shown diagrammatically in Figure
10. A clock st@hdlpy, kWiRAShe ir&ly satd€HLMBaBPropHatet8cdivateMidd 9 B tRedidndn 9 of
the upstream | ocal switch 3a at the upstream node and sent along the
comuni @gachine Dat khe adjatent modeiiy confirsed! thenass@niled migssagecial sestwalonp tBh at

t he downstream node.. The clogk transition is then inverted by an inverter
36 to prOTREGAHORs Hakite tias Shenmaphie kel AFPIBH SRRUTPRSEAY by t he
transmtting ' ; R arloMRs; leggFQ, & e

recei ving sec'?lﬁgrrilé %%%lﬁ%m&ggt reamalbgca iﬁﬂ% %%Z%C@F&&gassed back
t o the tshawamsbtinggostesiledyy Osymohronisirpditite stlts maginime i Tiese may bepsepatdte a gai n
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controlllji)lg ﬁn%e state machine for the transmitter sect%?l 9 and rece51ver section 10 or there

may be a single synchronising finite state machine controlling the entire switch block 6.

Similarly, separate local circuit number memories 14 and 20 are shown for the receiver

section 9 and transmitter section 10. Clearly, these could be replaced by a single common
( local circuit number memory.

As explained above, the transmitter section 10 can transmit messages both from the
receiver section 9 of the same switch block 6 or from other parts of the local client device
2 or acknowledgements as instructed by the receiver section 9 of the other switch block 6 of
the local switch 3, but can only send one message at a time so that the finite state machine
must arbitrate between the three message sources. In order to avoid degrading the perceived
bandwidth and latency of the network, acknowledgements will take priority followed by
messages passed to the transmitter section 10 from the receiver section 9 of the same switch
block 6. ‘

For clarity, the above description has assumed that each local client device 2 has a
single local circuit number associated with it. It would of course be possible for a local client

device 2 to be assigned multiple local circuit numbers.



If the total delay around the loop is regarded as STu plus STd, v\,her¢;7s%C i
Is the delay passing through the upstream | ocal switch 3a and STd is the
del ay passing through the downstream | ocal switch 3b the clock pul se | oop
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I s held,at lock .l qaic |evel o ne | Le an unconnected, upstream
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to the sdesfieB tothemexidlienndevice 2artheadjasangnade. enabl i ng conmmmuni cation with
the new client device will automatically b a generated. Further, when a
client device fBilwiragiyggranpleisshewnieBighes Saand,dywhichshowtiesame sunplenst ant
vol t age ﬂir?é’a?lgro\ﬁpt&n%(a*séa‘st%wr?ﬁ{}éé&{e& and so will not generate any
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el ectromagneti ¢ interrerence. efs enabl ing automatic connection of new
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require conplex hardware and software to allow newy connected devices to

be i nt egrezeivd another messageem

A more complex example is shown in Figure 5b in which a message is to be sent

( from node M at the top of the network to node 0 at the bottom of the network. At time t=0
the message is sent from node M to node N+1. Then, at time t=1 node N+1 acknowledges
receipt of the message to node N and at time t=2 node N+1 sends on the original message to
node N. Note that although the re-sending of the message and sending of the
acknowledgement are identified as being at times t=1 and t=2 respectively to show that they
are not synchronous and can occur at different times, it is possible that they may be sent
simultaneously or that the message may be sent on to node N before the acknowledgement
is sent back to node M. This is because the sending of messages in opposite directions by
the two switch blocks 6a and 6b in each switch 3 is independent and unsynchronised and
must both wait for completion of sending of any message already being sent by their

respective transmitter sections 10. Then, when the message has been received at node N, at

time t=3 an acknowledgement is sent back to node N+1 by node N and at time t=4 the



It will be understood that the above description is purely exenplary. TR@EC 2002
clock logic levels held at the different unconnected ports can be varied in
many conbi nations provided that an apparent clock pul se status transition

i S gene connection. The use of a single inversioge op is
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changes.the tmessegd wubreyunlie pxien ¢ol minimise e amount af fystefrobandifith used the
comuni cat link j.n the.network may be.di.fferent and .n practi.ce it
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link is shown in Figure 11. The use of bit-synchronous timng is preferred
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it wll nihithewahahp GReEsBLesChe FIFOI il car holds thauiptie KIS buffandanf Bei ng
receiver. On start up or systemreset all switches 3 send clock signals
downst r eAtbitatly drepms sequitad torllowsatoptsdatafloy apd iscanly Himited bl c8ftgnal from

t i to.d 1. whet h { a i t.er
P ock ol gnal 5 nReRERCRR IR pRa AR op B ProfgPE Bl D SR:fiiey P oy
a sw t ch Within thd sytcABSdcRhsd1R6Ra g lsfkﬁfto dlicht RRide Rt Hpr@culhhode BleRkttacted

register and then reset status W be de-asserted. After reset all

swi t ches omrtbe sipnfl fowerlong the retweorkdiyothe docadl dwisels 3 ahd serare natayatable ghied
circuit is th determ ped fromthe ter node outwards the switch 3 at
t he mast e?‘ccﬁ%?_ggeﬁ%f’ﬁﬁntl‘g@ﬁc&élza_éinPg‘_Eﬁ g?‘g%rr%o% © JERYAT 'g%&ﬂﬁés%%agﬂ% tream
to node lpgbydcfidie dle@i@éczaz{t aPadtidr H&P?Wﬁcljrent E@ﬁcé%‘&%thc@n@&eﬁ@ Qoskd
captures that” message and assigns Itself the received circuit nunber, using
the result as its own node address. The switch 3 at node 1 then increnents
the received circuit nunber and sends it downstreamto node 2. This process
continues, assigning the virtual circuit nunbers node by node. If

necessary, a given node nay be allocated nore than one circuit number.

These address allocation functions may be carried out by hardware or
software in the switches 3 or by local processing in the client device 2.
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wo o0oi oa3as 28 PCT/ GB99/ Qz125 This automati c assignnment of node nunbers is
necessary instead of node nunbers being permanently initially assigned in
order to allow for the possibility that switches could be added or renoved
or novea foveasaspl ace to place in an network over tine reporiGposgF®8ssi gnnent
of nunbers. Further, resetting followed by assignment of new identifying
nunbers may be useful or necessary in order to allow a partial network
separated froma |l arger network by a Bﬁnponent failure to continue
functioning independently. It is possible that the equi pnent at each node

t
wi | 1 nothraeghdhe incaksyvitchGofshe intarmediateglienteyisedioniy sndaenotgupplisddathamodes

may be dj r . is,dealt with by the automatic
cl ock rgﬂbéea %rtg??ﬁﬁﬁlg%?}%tﬁ%no%Bé@SE&B@%%S@@taﬁgé"qui pment of all nodes must
be abl e to sump@HasizIevetBf RBAHY IOV E SurdedAlRAbIS NS ADROH FoBM 1 pissiBle
transfers but all other features are optional. On systemstartup or reset
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whi ch can bg handl ed by the internedi ate nodes. The above, descri ptions of
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with reference to a very sinple linear network: wever, 'as shown I'n Figure
1 nore Ql@ﬁ%ﬂdeﬁtﬁpbh\/bmwmg%mi@hwceessitamyygtbmnodes can have nultiple links to
mul ti pl e downstream nodes are possible. In order to service the multiple

downst r eam comflier dateisgeiyity icar denbttingdiby epdryplensnthecnesagesdest lpng thequi r ed
| ocal swi t.ches empl avi ng upstream and .downstream swi tch bl ocks 6a and 6b
havi ng %@W%ﬁ?leg%%qie@é{gﬁnf it _CP%%?%}&D\QE%C“ ons 9 and transnitter
sections 10. 'Nﬁ&d@%mdﬁﬁﬁhﬁ%%ﬁ@w@hﬂqﬁu@%,H‘@}xﬁﬁ'eﬂcﬁ&%éf&%ts9

requirenent is hardware or logical switching to allow the appropriate one
of the tandriswsmitern s ewkingugy the svatchdilenks ddoflralked switsh % isprovidediyadth a

destination address. Th i t.ch block 6b will regui di ti onal

but 1 or | MOBABTALSsBed R aR SR B ERPISs S4PPE) FEREPROT, BLERBRIS {y of
| ti pl | | - 2 2
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sect i onstransahitterBedtiaat ilng whi ch recei ved nessage should be transmtted next.
The use of separate transmtting sections to each nmuni cat'gnﬁ link is

not strictly eSG@ciusive QRJppgiian applisd By the MGSRERRILSH EXAIN Y gpts

Loget Nevs it dhoR hdaf Bviidn dQNARAERIMPLE 5 chsRRTR WhdsRLofedHldaHy 8 166h ot

the destination no ) Se of separate transm g sections
for eachproosmmgise&idnon |ink is preferred because this allows the automatic
clock rate setting techni que and enhanced, security techni ques outlined
above to be usBhe explusjve QRanprkianepdesdheentire Eppseitted message 8o thah aawsH ae used
as an ar ghi re wi.thin £he |ndiwuidual. cli i ‘ i t he

| ocal pr fci)“g 3%%:‘%%&% 8%%8% :qy ﬁl.ie WF%Sﬁgﬁéﬁ rﬁ%éarg%aﬂr? g&;éﬁﬁg gg{’: 6&8 Kér\g}?tgérpyd(ﬂeas

ar chi t eciiéirecipienOvthNcikaifRiSNiflc®fion daiatghSandl daeLsisdsredt\ehéiedi N practice

most devices will be nultiprocessor devices which can benefit .
The exclusive OR mask applied by the exclusive OR elements 33 may be modified

periodically by sending messages to all of the client devices 2 in the system instructing them
to change the exclusive OR mask.

Such a system will render attacks on the system using a logic state analyser
worthless because it will not be possible to identify what messages mean and even if an
attempt is made to deduce the exclusive OR mask used this should be defeated by the

periodic changes.
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processi ng section 4 is shown in Figure 12. The processing section 4 is

f ormed rality of processors 40, six processors in the
exanpl gty?q%nz%e% together into a chain by a series of in?gﬁ{d%aég{szsor dat a
transfer links 4la to 4le, each of which Iinks a pair of processors 40.
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process reéﬁ""f‘ﬁ%lyaﬂg‘f:itl%%ﬁl? ShBrabi?éEElBﬁiesr?&fé‘x 3y %FWW&E‘?%?S‘?% he networ k

security descryje Rehileh dr6¥bords SROHE efotudive B ARUANIRILE b HON®

wi th physical access to the Vi ce %ecause a logic state analyser could be
used t o exehwivda ORaclemeniso3® indtemty ofl titkaéxclyeiten ORNohaskscleing Isetwbprthe local

unaut hori sed node to be jinserted. However, s,gch an attack is ggpengecgt on
havi ng HPSISERE sgeticnskag i the syt vathodrige Ryl AREGCITEY P{?é"eif‘%é PETOPGT
exanpl e e the device is an automatic teller machine (ATM or inside
medi cal equrpnment. An alternative structure is shown diagrammatically in

Figure 13 Wherﬁlo’peﬁ@%h?@ie%uﬁi@%}fﬂcﬁﬁt?@rwemdﬁ&e%@oieﬁ 166 stwitehdaddn an
additional communication link 41 f connected between the npst

upst r eanglient de¥ises 20in adi@centenadss tcoguminieate yritbpprec anefber ephanging Hybliche

processors_are link in . a.ring. JThis structure w UpRor a t xol
Forat ng ToaRai et Bt Pamy Aty pioofisp J il e SRRy S Eongra
separ at eand AR dxBREfve T nRldk PldleaBYS@Er Whih BRlapSIAWS HeAhesshddsiskt betgzne ar e
a nunber of advantages to this ring structure. The first is increased

them. This communication and exchange of public keys is carried out by injecting additional

messages into the message stream along the communications link between the two nodes.
This will require additional received message routing and processing and transmit message

arbitration by the receiver sections 9 and transmitter sections 10 since the system will now
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redundancy and i nproved systemintegrity. If the ring is broken at

poi nt by failure of 2 7 D EC 2002 WO 00! 02345 31 PGTI GB99/ 02125 a
comuni cations link 41 or a processor 40 conmmuni cation between the
remai nivQ opazxs of the device can still be effected by raavcB®OYESSages
around the loop in the direction avoiding the break. In the event of a

suspected failure any processor 40 carhtest the integrity of the |oop by
attenpting to send nessages to itself % both directions around the | oop
and if qne or.both of these nmessages, s blocked sending nessages to the

ot her priScBREYHEMmetsagss tp and fiom the aukiliarysecuity PRERISET 24fF g36h Incabswitehad) .
Alth i . i j fib
AR S T R e e T
in devi on dlengptheatethorkas otie foddshduRn®iledgdmbats. contra rotating | oop

inparts a level of systemrobustness not achievable with traditional
paral | el bus bHifcexchangs ofpublickeysrand setting efwexchsivmOR duasks isscasrind\wudt h

within the ice ig effectively increas since any s ce.processqr 40
can 1 arfeREelLBY idh SRy Gty BRERGT oh & il SRR S 806, a0,
By appr Qiystréd® ah@G8lan@Trdth thd'Re o8 IONmStréieh &) MuiBle BirdaBPMeadigePaRd | CUl ar
processor can be allowed to provide twice the bandwi dith into thée system

t hat it dosnstteamsnesgages vilhbeenayptad gedrerrypied usingtdefferentancineive ORmpasksher wi se
identical. It pmght pear that becayse data | nt a nd the Jogp in
both di¥ect i ort R¥ETTASaRen apxifipy seausy propessay A viLR s Ut cuamunisayen

r egar di ng; : i i . . . i
‘archi t e&?ﬁlﬁg.ﬁ: %&E?&{rﬁ??E%E%g{B%%éd ggepll ﬁy 'Ec'h'g& gfa%?ﬂci ﬁe 5'(ség\(ﬁljr I e{/
advant aghsy wilbchategt thy ekdiasive DR waiska bUking Yhioysters & agetly alecesedary thaidhs i n

the systemcan still_ be provided in the | oogq device architecture for
pr ocessdxslugiiePR srasks #e shangsd af thegame tigsat bpth ardsiobpackcommpnisptionp Bpk | n

I ' This. | d_all ' Li ' d
when t naaiegbites Hdidf e Rl RIS R A8 Ok R b ni§iPE R “oni y
when a f@iahpé®sinitafsbus e THAS S8 SR 1ISRM iR ebrehld £ 6hichfhd &xchsivelOresks 4k t he
| oop structure is used to increase bandwidth froma particul ar processor

t her e wi¢Hanped being sigee based teyweould alee be changedundenead¢ntly basesbonithedumben

sui tabl e_processor Strugt re for use vvitpi n .t he gevi ce struc#‘g’il%gi‘psh wn in
Fi gures AMETAESF*Rangsd aipngragh gommupicatians ik of based of SO &9 RO

ar chi t ecfdserwd &ritkRg devi ce architecture each processor 40 includes a
switch elenent 43 as well as the actual application processor 44.

Accordi ngly, alnis némedllycbneeni¢ntts emploasise sameexieihsive@R svaisk ohbotB directzons
particular port on the prqcessqr. 44. 2, 7 E C 200Z oal/ 0z3as 321

PG' T/ GBOO} &y si¥erpp aEBNWWWC%EQﬂeF'thW%VCF P ST ?Séamtﬂi- ﬁr‘%ﬂﬁ ¥mmi ng
the swit I T j | b3, ' d
esti nat ?%ﬁ@&g&éé@%%&% ér}é?:(l)lE ﬁegéggga %r%%??gg&%%ﬁegﬁf rtrﬁ'gisrz]aégé i?rlaq%nt%er of
I mpl enentiaedtionsalome eachi consacnicationsrlidkes Ths ekcudiveeOR anabktusedin thedeceivdri ch
the accepted data is reinserted into the switch for_passjng to the next

pr ocessofedign; hof the dewntrram svitch dloskefapndoerciusivg QR vk icgnriaysd iy thea
hin g ” - : e . / . e
or e or r o dapifef feerib10 AR EURR YIS OB b PR AN b AR SHbathdet |\ ®

as the i et ﬁmﬁl&l?,&h@ﬁﬁbﬂ'akfh@wm@cﬂﬂhéserexﬂhﬁvd? ORinpiskhire dratiged coaldie
reprogrammed to a different virtual circuit to the incom ng one. This

renders diéerenf tiaweveahepmeddifferenbmasksdn grehedifenti@yqidthe sammeqmamunicgtions

per spect ik will effectively double the amount of processing which must be carried out by each

auxiliary security processor 34 and double the amount of messages which must be sent to
control the encryption. Accordingly, the use of the same masks in each direction on each
communications link may be preferred.

The use of the same or different encryption masks in each direction on each
communications link are equally valid and which is used is a matter of designer or user

choice.
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At low data rates all incom ng data can be inspected, filtered and routed
under software control, however at higher data rates the use of hardware
sSwi t chi %ﬁﬁﬂ#&i?e desirabl e. As expl ai ned above, the Secﬁ&i‘fd@f’/ﬁﬁ‘ﬁ ded in

t he networ y hessages not being avail abl e throughout the systemw |l also
be provided in a single device. This is nore significant wthin a device
than in a network because the physical2bkecurity of the internal parts of a
single device are usually nmuch greater than the physical security of the
network. The dé&amrddvaniage ofthissystend is st tiiecenatyiptios prwessdb carried oyt antirplye
switch 4§¥on each processor since only those virtual circuits destined to

be r et ai R¥heAuxilsay sepupibrrrogearsiifcon@ined yithieeagh lacalsyfiichisodhas thaslossl 44

need to ' . j ' . o) i rtual
Circuit ARCERAEIERER b ind Bl IMEF doitey 5 YBRATRalcYoniUfp e Mt Al 1
i |1 ust r atetheintaskigghreticrbariogsryption ipiaess0This pricdeessthesecadfadfithe énéryptionac h
device node. Wiere it is desired to connect traditional peripheral devices

i nto t hebeRANSE A yser feuROtr 20gass any datayrepardingsthe egcyntipn masks Jised fomami ce, a

simple d .node in ich th ri.pheral . onent unabl e. to cpntrol
he owi t SRPHAEEH B ofehlhute s HFaie st s BERRIF TN Bt foech B

si ngl e NPAGSABAIICERR, oRlPIR cﬂb@%ﬁbﬁ RAssSuseN IMhesddzedbdsking t6 endBomaRGASSar y
to send neSsages in the opposité direction and this can be carried out by
t he swiit ddcall 3witak i3naye dopipeomisapaimd these meskapesi avg awdilable @t therdocabswitek 8i ve
messages in both directions so that the switch 43 is anal ogous to the | ocal
switch 33¥¥%eY-ibed with respect to the network or by the provision of two

{ . . .

separate sw tcr]ga?o , adaAf rs i f 0 t t he
switch 43 is ana éé%u% tota%ﬁelsgg\n&[]%’]gu %ﬁ%&b?%k?gg%ﬁﬁggﬁ%éﬁwg%e th%eo t he
net wor K. auxiliary $2ctrify p2Ob3soMB4@dedHriothdve 13 Be PLTLGHAM fAdl ihe ThRatig delmadk dat a

security supplied within the devices can be enhanced simlarly to the data
securi ty gsperatier and ercsyrtiameante ¢osried By biyths auxiliagy SSCUrBEPrPEessAT FheNEo! or

ot her engyr Khon facilities, .to.a Wt NAS e
process o%gxg&hglte iy élhcteloﬁ%}a &tc%:a ?st ‘cﬁré&g% \% %%g%gﬁge en é’??f‘ﬁ%ﬁ%& %8#}
encrypt i g8t &EMSRRSORMRask3a|AAq0HTuk Otht Htetalkenad lemléy:ued the REasK Peh@MiICRRITES
descri bed above and so will not be described in detail here. Such

encrypt i emcryption ppoasss iexot oxtical sorhattislaxiiary saqugty nre¢essas|34afanbpsimple,
application rocessor, 44 or set aut.,ono sl b n.auxijiary, secyrit
P s aorslL B RS SHiotProessth R DRDE s o b taseaariins BE b fot) AFRe ' 1Y
excl usi ve;1£ReARSKeintomy %ﬁﬁﬁﬁw Eﬂ?@clt Wb e AifarPERuAR Rbcdshst I QuesSsor

40 in a simlar manner"to the auxiliary security processor described with
regard t daehbeaided sremactotoells Srithinh trellycal swittheelereétoBk based auxiliary
security processors, the auxiliary security,.processors formn art f the
i ndi vi dual procé&%@go‘ﬁbemmi’snt WYENPYSCEHHY RIEGSHE @’o?rﬁsg]?wga? aRtpe'e

provi ded Wit EhRakKd aﬁ?oqg o%e%“&fzﬁ%pocﬁéséﬂmdﬁ%fﬁﬁrcurévmeh%dw%aa%%c@ﬁreyi ded

by this arrangenent at device [evel are simlar to
be possible to employ separate auxiliary security processors within each security block 6a

and 6b but the two auxiliary security processors will have to be in contact with one another
to properly control the encryption process.

This arrangement ensures that any attempt to compromise the system and extract
data would have access to only a part of the data carried on the network for a relatively short
period of time.

When the network is first switched on, or after a network wide system reset, the
auxiliary security processors 34 will exchange public keys and set the exclusive OR
encryption masks before allowing any other messages to be sent.

A method of further enhancing the security provided by the auxiliary security

processors 34 is to incorporate smart card user authentication into the local switches 3.



t hose provided at network | evel. The above-descri bed device architeczaﬁégzmz
are purely linear chains of processors 40 or |oops of processors 40 and it
is expected that these architectures would normally be the npbst conveni ent
for realwolemi2esgss. However, alternative arrangenents si mper/GBop/62igse
proposed for the network woul d be possible. The clock rate enpl oyed between
separate processors of a single devic%@and t he nmessage size to be enpl oyed
can be set in a simlar manner to the“echni ques descri bed above for use in
the network: The use of {he above-descri bed aréﬁitectures far. both a

network as a exampleisshewn inkignes fwhere o smad caff copnecior soeketdSqoppected

because gf, ; E&ﬁ]ﬁf i j . . ver, this is not
essent i atl8 t%én%&tlﬁégygescr g?%%%ﬁ?%e@?%@é&@@%ﬁ&%ﬁ’% tol_(%\g?usabl e for
net wor ks r egarlbertion of thé hrfaf cafdiiitothe soekét 36 dotehs isenavthenticaibnyndieahbideVvi ces

maki ng the network and for devices regardl ess_of the architecture of the
net wor k HR8YXiHAY seerHY pracgssas 34 to begin Sncration nBirthepdye smart sgdfoqrevides a

net wor k I [ .ne rchi and the non-|oop device
architec ueregok‘ﬁed?é%ﬁ%%g#q@&sév?@Y@%ﬁ@é@ﬁﬁﬁ#%ﬁal devi ces or processors
further downstwagiewhiah@udid Rfdoeprdsast ih e et adrdl esckef 34 e lodas bwaapmpRarts of
the network or device. This allows hot plugging of both 2 7 pE: C 1001 WO
001 0234 5ushleRcTircHon becaugs theanxiliavy seeuritymrocagsardd wal obsetithesuclysive @R or s
into a device without intemy pting.the operatj.on.of the rest of the network
o qeviraBii and enad e bnerdiomAnthe A EnE o AL Rfer!sids kb Somisirmor <
and i's gangk iRIER 3 eetah 8oL B4 [ EGthH Sts deftner der
to all ow gﬁcﬁlché? Q%f’uggl ng&@ﬁ%ﬁ%nnec&éﬁgﬁfgﬁdem ges iEnt 0 t‘ﬁ%tsneq}\l;\lgr k or
pr ocess Olosalwitifoh A tadidahie fetieh patisbflike Bralandgteh 3 tweh thrlsmapt canlie notprdsegt ound
first and then _allow the new y-added el enent to begin receiving the clock
si gnal f dhe 9r&edBYi ce it has been connected downstream of . The newl y- added
el ement can th (ot e [ . ' P [ Thj
rocess iosi nattlep R FLF oAy o b mpr B8 Bl cBlod B e Chcd

ar r angengitketRy; #UER shidgt dedMnalddReree! PiEnéard, d0r aaplsifipk yalidoaBaimgned an
address or logical circuit nunber by sinﬁéy i ncrenmenting the nunber or

nunbers &@iveniggte Whichhes passed,dewilbeot o pravistecancyalysidg ORemagl feedrtodevi ce
structurg having branches is ed,.Jjt wll .. ngcessary Jfor an availabl e
uni que nﬁ’r‘?ﬁé‘?‘ﬂ@‘g’ OB PLOTE Y 46’?‘%91’ Eec&qp&tlgﬁg lﬁ’etﬁlggggry%lﬁfeq%ﬁr?ﬁ@tgbﬁ‘s

pol I'i ng  h hesulte theOnkiIRky E30HER phitebsd8RltiviiYl Wbl tdMEREEFedtiE ekBlusie QR DY
the devices or processors alTteady integrated into the network or device -
havi ng aenwyptiah rofsks metching drise wseatt at swthdstfeat adjnoant Rodes agé thedecalgantehf yi ng
all nunbers cur.r%ntly in yse., Such a hot plug insertion of the new
processor YEHAgHE bsauibls tg PPi ed out in a device configured as a | oop

unl ess nmessage : 1470 QB v Bedhf BLEHON SO
that the additiSespa |ﬁgﬁﬁ%%°?§ﬂﬁbtrﬁgn§| @ﬁ%?t?q?%ﬂﬁls’ie@ i ?[?hesgase e 1 nk
coul d be nimtisldesf aperhtion-ofdstendtwoilnarchitestan acchiding cnthk ipreotios prvidastshoet

di sturbing the gperation of the rest, of the device, In t(gﬁa %[téav%

descri pt F%’r\“’&f- ther e Imprqisrdengrtigehased SePeHY CBEPRY A dRYIHEOIEY ftfes and
processo T G are
Dbl e o Do O ot R R G K R B R A oA G [ o1
cour se benrsealritgafd tdsdd. t he nost upstream or gateway el ement will be

sendi ng and recei vi ng nessages upstream out of the device or network while
the nost downstlFessneushentisating snatt cayds arp to henmplested thayganbgused ferpae, some

downstre ion., Accordin t.hese.el ene : . e
devi ce o?omﬁlgﬁ@ ﬁwﬁﬁhﬁg‘tcmr a&g%dr{( ﬁlgp %@b’éﬁoﬁmr‘%é figérg%%egfr&t&:rgg‘?\?%&ny; sages
bot h UpStsbﬁ@meﬁnﬁgﬁ%%ﬁtY aaplicatioNe M Hay b appidifHate® onipldy srharbedrdpkdnusee
preferred to retain a full ‘upstream and downstream nessage sendi ng and

recei vi ngugheptibatiantap aildoedl Iswetcheehmedhiledn dgss sogurity cotiendl applimbonsel oty beal e

i n conponent .production and to. allow paxi numflexihility in rearyanging

el ement s %%‘ng t9 emRplowp smag, card Jiser Bﬁggr&y@etion only at l%he gatgway c{len"% c{ew qu
connecting to the Internet or the gateway client device 2 containing and generating the most

security critical data.



WO 00/ 02345 35 PCT/ GB99/ 02125 device even though this involves the elengi( #0]
at the extrenes of the network or device having redundant conponents and
capabi lywgipggaasd Ne use of asynchronous transfer node (AT%@M glswor k
transport protocol is regarded as particularly advantageous 1n terns of
networ k performance. However, at present the necessary hardware to

i npl ement ATM at an acceptably | ow cod? for a domestic network is not

avai l abl e. The data |inks between nodes in the network can be provi ded by

mai ns carri er Kwillheunderstagd tipatthe shove degosibeadisegurityfeatynss arp adunstionlof thep| e,

wreles ipnfrared.. Thi s i st . of I les and is
not int gﬁ eoéﬁ'?l EP déiﬁée%hcgﬁéﬁv&g’. lts}nlﬁl %1dt %‘F %gb%e\ﬁam(r?ggégﬁéta&oa?’ﬁé? ﬁ}ggm‘?ﬂta % shown
i n Fi guagpl®Ativas em 'd?hdai ritingovel thd Rétrofl. t AhPapplicatioR basdasebasinzat ,

t he msssgpe has a ?liugle Si Z?HWith a payl oad of _329b|pl!t,s only. Acco?lg?ngly,
there i @a%éreﬁi suphias date gnciyptiom byl m@mﬁzﬁlm ave entiraly Srdppandentiof ghe sederityi fi er
is replaced bé a.BgPit virtual circuit nunber used to identify the source.
The nes %@3%“"? Wit @}10\)’&1 are purely exanples. As other alternatives, it
woul d be possifiplefisd gt ckBbiVEORBIAAU AV HREg MDA i FhpdsSIIE &taQMfy f 2
vari abl e nessage size was required rather than havi ng separate nessage type
and nessageessagedransnissionTldnd rateptiengdoss nobitreascampssege sizeearsloaalbg seuplypl ar y
and the rson _skilled in the art will ,realise, that nunerous changes and
subst | n}@ﬁ& sheanksnplemaniad FHOMRVAL BHEM3LYHencEYPUORdN3SKy BhATangeTERIE 1Fopk

defi ned %l gfge appended cl ai ns. 2 7 DEC 2f102 WO 00102345 36 C ai ns:

PCTI GB98 345 1. An el ectronic system architecture conprising a plurality
of client devidexenprashesksbdpeXoihatiand Edtics shitadla foriseiea yhrneofthie tild ent
devices formnodes in the structure interconnected by comunications |inks
i n whi cAViBmevebs daseribpdyi ce at the top of the hierarchical structure

provi des a gat tQ_ a.serxe each ot her,.cli i LS. connected to a
single client ‘gse g’@?ﬁ?%’ﬁ%ﬁa g‘esrpﬁsﬁ?%e fonat i %g{é%%aggﬁp%%ﬂ& f%‘ﬁ% SEEY eam

di rect i QBmipr@ingaCbif ieSéioe BRI CRlel Bbit AAA 8z Fdd, nd6 B ABRinativh htdsdiRye be
zero, of client devices thriough the sane nunber of communications links in
a downstidedifieds. 'Themessageiformat ndy alkohast a datasectipe pomprsmgad? dral28 bitalats

bandw dt h requirenments than any client devices upstream of them and the sum
of the B¥XRFdt hs of the conmunications |inks fromeach client device in a
downst ream di gL Lo BRIl ofe Adie sGRMMCHirRdreRS | i nks
in the upstrea’%ﬁ%ﬁ%cgteﬁghggﬁlﬁﬁgﬂ%:e{]iggn'?ﬂg)\é%\){icé at?l e tg make a hardware
access rssdtehshlotks @ aslthemnit ceuitereadd eidye terimindtion coviesproesssed dnrug itha
supports ﬁxcepti Qn handling of the request. 2. An architecture as cl ai ned
in dainf owing figldch upstream client devices control access of downstream
client devices ﬁ&@y”gﬂ% : i j : ccess
of upstream cltljgeé; evigi?%s 0 da gﬁﬁéﬁ%ﬁ%ﬁ@&?&é éﬁ%ﬁéﬁ@e{% C 1?@%{1&@0&

< to 64 client devices at 64 nodes. This is considered to be adequate for most domestic

systems. However, this is purely an example and more destination and source identifier bits
could be made available as_requircd.

The message type codes are shown in Figure 9B and these identify the message as
being an acknowledgement of the last message sent or the security level of the message. In
this example, level 1 messages are non-secure messages between processing elements at the
nodes. Each node may only send data request messages or responses to earlier requests in
this format and may only receive requests for data or return information in response to an
earlier request. Message passing of this type is normally used to report interrupt requests and
carry network protocols.

Messages including data being sent to and from the applications of the client devices

2 rather than to and from the switches 3 themselves are also regarded as level 1 messages.
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devices. 3. A switch suitable for use in an electronic systemto connect a
| ocal elenent to first and second bi-directional comrunication |Iinks, the
switch conmprising first and second receiving neans able to recei ve nessages
al ong W@0d/0284% and second conmuni cation |inks respecti PETIGBPOREE and
second transmtting nmeans able to send nessages along the first and second
comuni cation links respectively andqlransfer neans to send and receive
data fromthe |ocal elenent, in which the nmessages include data identifying
their intend i L i : LS

destination i ggﬁiﬁeg% #%%B@Eeg%é&%ﬁ& fél%%ﬂ%ﬁéﬁ{/#& %%%bggfj&r?e&?ﬁ‘g%? havi ng
2 7 D BpGnefOddeencrgptivnIaask’y anfPard é8a1ibIlR spéridl parposevelel memsagesas t heir

i ntended destination and the switch being arranged to pass,nessages So
identified tdevald amddmessagacase uspddor eomraunicationbetweep dheauxilianssecygity

i dent Irrﬁ*‘?%ﬁ%%ﬂ Xgﬁft%%ﬂn%ggdg. rst receiving neans fromthe second

transm neans an ré-transmt those received at the second

recei vi ng mea(sknbwidtigeheni messhedsicon@ifidoldatidapPadandiré febificpRgiengiéhem t o
the local element. 4. A switch as claimed in Caim3, in which nessages
passed as suginey theaagssegedirparods e passed in full. 5. A switch as claimed in

Caim3, i ' wh L Sp.. d t he .l |, el t I
or o~ Set | par o OALRA st R acagei ERgess st et R AR F R e e e 11
any ongn&hdds! z%td“&at%, df word'(82 lﬁfﬂé&‘?g rc\l?ﬁo% FRRSorid @98 BROSHUWE Bldhayload.

re-transmtted w thout any anen . 7. Aswtch as clained in"any one of
d ai s Nortmll§, onlp acknaobiet pemémewill hdversezero detedenterd. send data and the switch
further conprjses.a nessage generating neans arranged to receive data from

the local el ficatrdip Figlaesfannd 60 the CORTBIPNART bk hetyeenpdjacentingdgat a
identifying f.he .| %g degtiqpation and provide the nessage to the
approprci ate%%cggk?ﬁg ran%%!l&atri'{li ng neans to be sent along the appropriate
communi cat i oribhd ddtksigBal ifosvdirsthaacnildanpmildngay thenressigeCicairizd od the 7, in
whi ch the switch further conprises an acknow edgenent generating nmeans and
an ackni®hvedgsexplainedaborveyi ng means, so that when a message has been sent

by the first @r second tyansm.tting nea 0 f .S..sent by
that transm tﬂ?enéoﬁgﬁ’r@atﬁ 'ieﬂulf'?#e&’awpir&%ﬁ%t&g% ﬁgﬁéste&?eaﬂﬁﬁ%?%gd %%:gxnvse g _

i dent i fdeBBod® AKIOW REYRIRALs T BCARALN 8t HYeath BomPBRREf6N6QinkA 1 sylshen i r st
or second receiving nmeans and that when a nmessage has been received by the

first oaresedmghndgedtiving datambihs satheraeinooddr torjlomraliablemansatission ofsates

Prrot and secomRPARERT NG eRrmis Wil & Sopmol stk SEop ooyt dghe . "
PCT/ CBYQURBAC Wit arfy M&@&e@%@ﬁ%‘j&&gtot ﬁﬁ% kiBR dBlayd offidarf indeedVhhat he

swtch conprises fi'rst and second swtc ocks, each’switch bl ock being

connectexninon cleklanmagermérie ntandatdrybiotardatd busiypecsysteomni cat i ons | i nks, the
first switch ﬁ)lstgck conprising. the f'krs Jtrangmtti nﬁ rre%igl‘lg and the second
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inverted by an inverter 36 to provide an opposite polarity clock transition and re-sent by the
transmitting section 10 of the downstream local switch 3b back to the receiving section 9 of
the upstream local switch 3a where it is passed back to the transmitting section 9 and re-sent.

This provides a loop with a gain of -1.
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2002 WO 001 023¢peft thetatbi teip e am and downstream sections of two powered switched
\ are connected in opposition through a communications link, the logical one produced by the
downstream transmitting section of the upstream switch 3 overrides the logical zero on the
upstream receiving section of the downstream switch 3. This change appears to the
downstream switch as a clock status transition so that the loop begins oscillating as set out
above.
This provides the advantage that new client devices can be connected to the system
in operation and a clock signal enabling communication with the new client device will
automatically be generated. Further, when a client device is not connected the unconnected
ports are held at a constant voltage level with no A.C. activity and so will not generate any
electromagnetic interference.

Systems enabling automatic connection of new elements to an operating system, so

called hot plugging, exist, but known systems of this type require the continuous
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synchronous byte wide transfers but all other features are optional. On system startup or
reset local processing must establish what facilities are available at each node in the network.

For example, a local processor able to send and receive 128 bit messages must
check not only that the recipient node of a message is able to send and receive 128 bit
messages but also that all intermediate nodes are able to do this if 128 bit messages are to be
sent. Otherwise, the message will have to be broken down into a number of smaller
messages which can be handled by the intermediate nodes.

The above descriptions of the operation of the computer network architecture and
the network functioning specific parts of the client devices 2 has been discussed only with
reference to a very simple linear network. However, as shown in Figure 1 more complex
network structures in which nodes can have multiple links to multiple downstream nodes are
possible. In order to service the multiple downstream communications links such multiply
connected nodes will required local switches 3 employing upstream and downstream switch
blocks 6a and 6b having multiple downstream facing receiver sections 9 and transmitter
sections 10.

In the downstream switch block 6a the only additional requirement is hardware or
logical switching to allow the appropriate one of the transmission sections to be selected
based upon the message destination address.

The upstream switch block 6b will require additional buffering and message

arbitration in order to allow for the possibility of multiple messages being received
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, be used fully.

| The network architecture described can also be used as an architecture within the
individual client devices 2 to provide the local processing section 4.

Although such an approach to device architecture is overly complex for a single
processor device, in practice most devices will be multiprocessor devices which can benefit
from this architectural approach.

A typical multiprocessor and local processing section 4 is shown in Figure 12,

The processing section 4 is formed by a plurality of processors 40, six processors
40a to 40f in the example, linked together into a chain by a series of in/out buses or data
transfer links 41a to 41e, each of which links a pair of processors 40.

Data is carried in and out of the processing section 4 by an in/out bus or link 42
leading to other elements such as the local switch 3 and local input and output section S.
Although the connections 41a to 41e can be buses, such buses will only link two consecutive
processors 40 in the chain and not all of the processors 40 as in a conventional bus-based
multi-processor device. - .

Separate video input and output buses 43a and 43b linking all of the processors 40
are provided in order to prevent video devices from swamping the interprocessor connections
41 with very large quantities of video data.

The processing section 4 operates similarly to the linear network described above
with the processor 40a being regarding as the highest upstream processor and controlling
external access to and from the processing section 4.

It will be understood that all data transfer to and from the downstream processors

40 is potentially gated and controlled by the upstream processors 40, thus providing security.
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However, similarly to the network, a processor 40 which does not wish to apply security
controls to the transferred data can just pass it through unmodified.

The processors need not be exclusively arithmetic, they could be audio or video
processors having their own separate inputs and outputs.

A simple illustration of this principle is shown in Figure 14. The device in Figure
14 is extremely simple having only three nodes, the first network node 30 being connected
to a second smart card node 31 which is connected in tumn to a third applications processor
node 32. The network node 30 is formed by a processor forming a connection to the local
switch 3. The smart card node 31 incorporates a smart card connector. Data sent to and from
the smart card from the network cannot be intercepted by the applications processor at the
applications processor node 32 because the data sent to and from the smart card, which may
incorporate e-commerce or biometric data, are simply not physically passed to it.

This level of basic security is only reliable for embedded applications in a client
device 2 which only receives software upgrades by a protected service, in this example by
smart card. Otherwise, the software within the smart card node 31 could be remotely altered
so that the messages containing the sensitive data were copied to the processor at the
applications processor node 32,

Similarly to the network security described above this level of security is vulnerable
to anyone with physical access to the device because a logic state analyser could be used to
record transactions along a data path and then allow an unauthorised node to be inserted.
However, such an attack is dependent on having physical access to the device and this may
not be possible, for exampie—where the device is an automatic teller machine (ATM) or inside
medical equipment.

An alternative structure is shown diagrammatically in Figure 13 where a device 4
having five processors 40a to 40¢ has had an additional communication link 41f connected
between the most upstream processor 40a and the most downstream processor 40f so that the
processors are linked in a ring. This structure will support dual control rotating loop
communication links. In this illustration the possible separate video input and output buses
are not shown for clarity.

There are a number of advantages to this ring structure. The first is increased

redundancy and improved system integrity. If the ring is broken at any point by failure of
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the device can still be effected by routing messages around the loop in the direction avoiding
the break.

In the event of a suspected failure any processor 40 can test the integrity of the loop
by attempting to send messages to itselfin both directions around the loop and if one or both
of these messages is blocked sending messages to the other processors 40 in turn until the
failure point can be determined.

Although contrarotating loops have been used in the past in FDDI (fibre distributed
data interface) based systems they have never before been used in device level architectures.
The use of a dual contra rotating loop imparts a level of system robustness not achievable
with traditional parallel bus based architectures.

Further, the communications bandwidth within the device is effectively increased
since any source processor 40 can transmit data in both directions to the same destination
processor 40. By appropriate location of the processors 40 around the loop any particular
processor can be allowed to provide twice the bandwidth into the system that it can do using
a linear arrangement with the hardware being otherwise identical.

It might appear that because data is sent around the loop in both directions that some
of the security advantages discussed above regarding the network architecture will be lost
for the loop device architecture. However, this is not necessarily the case. The security
advantages provided by the non-availability of messages at some nodes in the system can
still be provided in the loop device architecture for processors which send messages in only
one direction around the loop in normal operation. This would allow enhanced security to
still be achieved when the device is operating normally and security would be comprised
only when a failure forced the message sending direction to be altered. If the loop structure
is used to increase bandwidth from a particular processor there will be a trade off between
security and available bandwidth.

A suitable processor structure for use within the device structures shown in Figures

12 and 13 is shown in Figure 15.

Analogously to the network architecture, in the device architecture each processor

40 includes a switch element 43 as well as the actual application processor 44. Accordingly,

a virtual circuit will pass through the switch 43 to a particular port on the processor 44.
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selected virtual circuits, that is selected destination addresses, into the local processor 44.
It is then a matter of implementations specific security rules as to the conditions under which
the accepted data is reinserted into the switch for passing to the next processor 40 in the
sequence. It is preferred to use ATM to carry data within the device. When ATM is used,
unlike a conventional ATM switch it is preferred that the reinserted data be given the same
virtual circuit header as the incoming data to avoid the need for the recipient device to be

rreprogrammed to a different virtual circuit to the incoming one. This renders the switch
transparent from a device internal transparency perspective.

At low data rates all incoming data can be inspected, filtered and routed under
software control, however at higher data rates the use of hardware switching will be
desirable.

As explained above, the security provided in the network by messages not being
available throughout the system will also be provided in a single device. This is more
significant within a device than in a network because the physical security of the internal
parts of a single device are usually much greater than the physical security of the network.

The described processor structure allows use of a very simple switch 43 on each
processor since only those virtual circuits destined to be retained at that device node for use
by the applications processor 44 need to be registered in the switch 43. Messages for all
other virtual circuit destinations will be simply passed through unmodified.

The example illustrated in Figure 15 does require some processing capability at each
device node. Where it is desired to connect traditional peripheral devices into the device
without requiring any processing support from the device, a simple dumb node in which the
peripheral components are unable to control the switch 43 could be used.

In Figure 15, only the communication of a single message stream in one direction
is shown. It will also be necessary to send messages in the opposite direction and this can
be carried out by the switch 43 having duplex capability and being able to send or receive
messages in both directions so that the switch 43 is analogous to the local switch 3 described
with respect to the network or by the provision of two separate switches 43, one for each

direction of message flow so that the switch 43 is analogous to the switch block 6 described

with respect to the network.
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Such encryption schemes are analogous to the network level encryption schemes

described above and so will not be described in detail here. Such encryption can employ

exclusive OR masks set under control of the applications processor 44 or set autonomously

by an auxiliary security processor incorporated within the processor 40 and controlling the
exclusive OR masks employed by the switch or switches 43 of the processor 40 in a similar
manner to the auxiliary security processor described with regard to network security.
Similarly to the network based auxiliary security processors, the auxiliary security
processors forming part of the individual processors 40 within a device can also be controlled

and provided with mask seeds by a smart card.

The security advantages provided by this arrangement at device level are similar to
those provided at network level.

The above-described device architectures are purely linear chains of processors 40
or loops of processors 40 and it is expected that these architectures would normally be the
most convenient for real devices. However, alternative arrangements similar to those
proposed for the network would be possible.

The clock rate employed between separate processors of a single device and the
message size to be employed can be set in a similar manner to the techniques described
above for use in the network.

The use of the above-described architectures for both a network as a whole and the
individual devices within it is preferred because of the advantages provided as explained
above. However, this is not essential and the described architecture is intended to be usable
for networks regardless of the architecture used within the individual devices making the
network and for devices regardless of the architecture of the network they are connected to
or indeed whether they are connected to a network at all.

In both the network architecture and the non-loop device architecture, it is possible
to connect additional devices or processors further downstream without effecting the

operation of the upstream parts of the network or device. This allows hot plugging of both
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operation of the rest of the network or device. This is not normally possible in consumer
devices or products and is generally not possible with data bus based architectures.

In order to allow such hot plugging, the connectors for devices into the network or
processors within a device should be arranged to link up power and ground first and then
allow the newly-added element to begin receiving the clock signal from the device it has
been connected downstream of. The newly-added element can then integrate itself into the

\'‘network or device. This process is simplest where the network or device is a purely linear

| arrangement because the newly-added element can then simply be assigned an address or
logical circuit number by simply incrementing the number or numbers held by the upstream
device. Where a more complex network or device structure having branches is used, it will
be necessary for an available unique number or numbers to be provided to the new element
either by polling the network or device to identify which numbers are in use or by the devices
or processors already integrated into the network or device having a record of the current
status of the network or device identifying all numbers currently in use.

Such a hot plug insertion of the new processor cannot easily be carried out in a
device configured as a loop unless messages are normally only sent around the loop in one
direction so that the additional link 40F is normally not in use, in which case its link could
be broken and re-made to include an additional processor without disturbing the operation
of the rest of the device.

In the above description of both the network and device architecture and the devices
and processors used therein, the generic devices and processors described are able to both
send and receive messages upstream and downstream.

It will of course be realised that the most upstream or gateway element will be
sending and receiving messages upstream out of the device or network while the most
downstream elements will not be connected to any further downstream location.
Accordingly, these elements at the extremes of the device or network do not require the
capability to send orreceive messages both upstream and downstream. However, in practice
it will normally be preferred to retain a full upstream and downstream message sending and
receiving capability in all elements to allow improved economies of scale in component

production and to allow maximum flexibility in rearranging elements within a network or
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10" $10%egqriiedds’padixlatly-advantageous in terms of network performance. However, at present
the necessary hardware to implement ATM at an acceptably low cost for a domestic network
is not available.
The data links between nodes in the network can be provided by mains carrier
. modem, category 5 twin twisted pairs, 75 Q coaxial cable, wireless or consumer infrared.
This is a list of suitable examples and is not intended to be exhaustive.

An alternative message format to that shown in Figure 9A is shown in Figure 16.

In this alternative message format, the message has a fixed size with a payload of
32 bits only. Accordingly, there is no requirement for a data size code. The 6 bit source
identifier is replaced by a 8 bit virtual circuit number used to identify the source.

The message formats given are purely examples. As other alternatives, it would be
possible to include message type and size in a single code if a variable message size was
required rather than having separate message type and message size codes.

The above described examples are surely exemplary and the person skilled in the
art will realise that numerous changes and substitutions can be made within the scope of the

invention which is defined by the appended claims.
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An electronic system architecture comprising a plurality of client devices
connected in a hierarchical structure where the client devices form nodes in the
structure interconnected by communications links in which one client device at the
top of the hierarchical structure provides a gateway to a server, each other client
device is connected to a single client device through a single communications link
in an upstream direction and each client device is connected to a number, which
may be zero, of client devices through the same number of communications links
in a downstream direction, in which downstream client devices have lower
bandwidth requirements than any client devices upstream of them and the sum of
the bandwidths of the communications links from each client device in a
downstream direction is less than the bandwidth of the communications links in the
upstream direction and any client device able to make a hardware access request to

a client device further in the downstream direction supports exception handling of

the request.

An architecture as claimed in Claim 1, in which upstream client devices control
access of downstream client devices to the gateway and downstream client devices

control access of upstreamn client devices to data held by the downstream client

devices.

A switch suitable for use in an electronic system to connect a local element to first
and second bi-directional communication links, the switch comprising first and
second receiving means able to receive messages along the first and second
communication links respectively, first and second transmitting means able to send
messages along the first and second communication links respectively and transfer
means to send and receive data from the local element, in which the messages
include data identifying their intended destination, the switch further comprising a

message destination identification means able to identify received messages having
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and to re-transmit those received at the second receiving means from the first

transmitting means without passing them to the local element.

4, A switch as claimed in Claim 3, in which messages passed to the local element are
passed in full.

A switch as claimed in Claim 3, in which when a message is passed to the local

element only pre-set parts of received messages are so passed.

6. A switch as claimed in any one of Claims 3 to 5, in which re-transmitted messages

are re-transmitted without any amendment.

7. A switch as claimed in any one of Claims 3 to 6, in which the local element needs
to send data and the switch further comprises a message generating means arranged
to receive data from the local element, generate a message incorporating this data
and data identifying the intended destination and provide the message to the

appropriate one of the transmitting means to be sent along the approprate

communications link.

8. A switch according to any one of Claims 3 to 7, in which the switch further
comprises an acknowledgement generating means and an acknowledgement
identifying means, so that when a message has been sent by the first or second
transmitting means, no further message is sent by that transmitting means until the
acknowledgement identifying means identifies an acknowledgement received by
the respective one of the first or second receiving means and that when a message
has been received by the first or second receiving means the acknowledgement
generating means generates an acknowledgement and has it sent by the respective

one of the first and second transmitting means.
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10.

11.

12.

13.

transmitting means and the second receiving means and the second sw1tch block
comprising the second transmitting means and the first receiving means, each
switch block comprising separate message identification means, message generating
means, acknowledgement identifying means and acknowledgement generating
means and the switch blocks being interconnected to allow each switch block to

notify the other of received acknowledgements and instruct the other to send

acknowledgements.

A switch according to any one of Claims 3 to 9, in which an encrypting element is
associated with each of the transmitting means and a decrypting element is

associated with each of the receiving means.

A switch according to Claim 10, in which the encrypting and decrypting elements

are controlled by the local element.

A switch according to Claim 10, in which the switch further comprises a security
processor, which cannot be accessed by the local element, and the security

processor controls the encrypting and decrypting elements.

A switch according to Claim 12, in which the message destination identification
means is also able to identify messages having the security processor as their
destination to allow encryption and decryption to be arranged with other switches
and to pass these to the security processor and the message generating means is able
to receive data from the security processor, generate a message incorporating this
data and data identifying a security processor of another switch as the intended

destination and provide the message to the appropriate one of the transmitting

means.
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14,

15.

16.

17.

18.

19.

A switch according to Claim 12 or Claim 13, in which the switch is linked to a
smart card interface and operation of the security processor is enabled by placing

a smart card in the interface.

A switch according to Claim 14, in which the smart card provides data used by the

security processor to control the encrypting and decrypting elements.

A switch according to any one of Claims 10 to 15 in which the encrypting and

decrypting elements apply exclusive OR masks to the messages to be transmitted

or received respectively.

A switch according to any one of Claims 3 to 16, in which the switch further
comprises first clock pulse handling means to receive a first clock pulse along the
first communication link and then send it back along the first communication link,
second clock pulse handling means to receive a second clock pulse along the second
communication link and then send it back along the second communication link, a
clock pulse generator and an inverter so that when the switch is connected to a
similar switch along a bi-directional communication link the switches will form a
resonant loop and the switch being arranged to use the resonant frequency of the

loop as the clock frequency for signals along the communication link.

An electronic system comprising a plurality of switches according to Claim 17,
linked by bidirectional communication links in which adjacent pairs of switches
form aresonant loop along each communication link and use theresonant frequency

of the loop as a clock frequency for sending signals along the communication link.

An electronic system as claimed in Claim 18, in which the system is arranged in a
hierarchical structure and each switch has a clock pulse generator arranged to send
an initial clock pulse in a downstream direction and an inverter arranged to invert

a clock pulse received from an upstream direction before sending it back.
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21. switch as claimed in any one of Claims 3 10 17 in which eac Iocal element and

switch is incorporated into a discrete device and the switch is suitable for use to link

the discrete devices to a network.

22, An electronic system as claimed in Claim 18 or 19, in which the system is a

network and each switch is incorporated into a discrete device.

23. An electronic system as claimed in Claim 22, in which at least some of the discrete

devices are computers.

24. An electronic system as claimed in Claim 18 or 19 in which the system is a device

and each switch is incorporated info a processor of that device.
25. An electronic system as claimed in Claim 24, in which the device is a computer.

26. A device having at least two communications sections suitable for connection to
similar devices along different bi-directional communications links, the device
having a first communications section arranged to respond to reception of a clock
transition along a first communications link by transmitting a clock transition
having the same polarity back along said first communications link and a second
communications section arranged to respond to reception of a clock transition along
asecond communications link by transmitting a clock transition having the opposite

polarity back along said second communications link.

27. A device as claimed in Claim 26, in which when the first communications section

is not connected to another device, it holds a first clock state as an output and when



10°10% & () - 10%&'() “(10% & ()- 10/ 10/ 77 DEC 72002
10/ sF. 310% & ()-,1"10% & () - eef hh3i *i dEbC 1010% & () -

10% & () - yYG'lO%&'()- 10% & ()-g,"10% & ()- 10% & ()-"iii.jjkldEbC
10sOF10% & ()-s. Y'10% & ()- ) 10% & ()s(Y'10% & ()-$

10% & ()-#2"10% & ()-11111 mm(nbC 10 109%&' ()-10%& ()- S109%&' ()-0(10%&' () -

10/ 10/ 10/L:10% & () - (m{ mmOnnndEbC 10 "10%& ()-  &LO%& ()- |4"10%& ()- L
10%& () -tk 16885 -Ahd@Ual ) onsh)seConsy 1€ HOndDHRA( }o éno*her device, it

" 1 (040 " 0 /
i (A0 ot R B ol L

“0109& (PPEEtttt. uuxY:/ 10&L109& ()- nt 109& ()-!, 10%&' ()-109& ()-f109%& ()-
(109 ()- 10uu/ vRvvv: wdE: / 108sZ"109%&’ ()- 9&10%& ()-y "10%& ()- F&L0%& ()- &S

igg«s&; alo(l;;:'& O{g%é%% ﬁ-V\%y\l\fog%( %EE/%? (r) 26’3"lf031&}?}) when the second communications

Y" 109%R' (s)ep]:_:.%% (\()t_ z:{)z{lcfc{t\e{i] %q {a@gﬂ:b@ device, it holds a first clock state as

an output and when the first communications section 1is not connected to
another device, it holds a second clock state having an opposite polarity to

the first as an output.

29, A device according to any one of Claims 26 to 28 in which, when the first
communications section is linked to the second communications section of
another device or vice versa through a bi-directional communications 1link,
the linked communication sections form an oscillating loop and the device
uses the oscillating signal as a clock signal for communication along the

communications link.

30. A device as claimed in Claim 29, in which, when the first communications
section is not connected to another device, it holds a first clock state as
an output and when the second communications section is not connected to
another device, it holds a second clock state having an opposite polarity to
the first as an input, and when the second communications section is not
connected to another device, it holds a first clock state as an outplut and
when the first communications section is not connected to another device, it
holds a second clock state having an opposite polarity to the first as an
output, and when the communication sections are first linked, the difference
between their held input and output clock states causes the loop to begin

oscillating.

31. An electronic communication network comprising at least two devices
connected by at least one bi-directional communications link in which an
oscillating loop is formed by a first device receiving a clock transition
along the communications link and sending a clock transition having the same
polarity back along the communications link and a second device receiving a
clock transition along the communications link and sending a clock transition
having the opposite polarity back along the communications 1link, and the
first and second devices use the clock transitions travelling around the loop
to provide a clock signal to control data transfer along the communications

link.
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34. A system as claimed in Claim 33, in which signals in opposite directions
between two devices along each communications 1link are independently

encrypted.

35. A system according to Claim 33 or Claim 34, in which the independently

encrypted signals are differently encrypted.

36. A system according to any one of Claims 33 to 35, in which the signals are
encrypted and decrypted by the devices sending and receiving them

respectively along each communications link.



