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WHAT IS CLAIMED IS:

1. A method comprising: 

transmitting, by a token requestor computer, a first authorization 

request message comprising a token and a first cryptogram for authorization of an 

interaction between a user and a resource provider to a server computer, wherein 

the token is associated with a credential; 

receiving, by the token requestor computer, a first authorization 

response message comprising a response code from the server computer; 

responsive to receiving the first authorization response message, 

generating, by the token requestor computer, a cryptogram request message 

comprising the token or a token identifier associated with the token and the response 

code; 

transmitting, by the token requestor computer, the cryptogram request 

message to a token provider computer, wherein the token provider computer 

generates a second cryptogram, and provides the second cryptogram and the 

credential to the token requestor computer; 

receiving, by the token requestor computer, the second cryptogram 

and the credential from the token provider computer; 

generating, by the token requestor computer, a second authorization 

request message comprising the second cryptogram and the credential;  

transmitting, by the token requestor computer, the second authorization 

request message to the server computer for the interaction; and 

receiving a second authorization response message from the server 

computer in response to the second authorization request message, the second 

authorization response message indicating whether the interaction is authorized. 

2. The method of claim 1, wherein the server computer is an 

authorizing entity computer, wherein after transmitting the first authorization request 

message, the authorizing entity computer determines that the interaction is declined 

after evaluating at least the token and the first cryptogram, and generates the first 

authorization response message comprising the response code, wherein the first 

authorization response message is received from the authorizing entity computer, 
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and wherein transmitting the second authorization request message to the server 

computer for the interaction comprises: 

transmitting, by the token requestor computer, the second authorization 

request message to the authorizing entity computer via a network processing 

computer, which determines that the second cryptogram is valid, and then transmits 

the second authorization request message comprising the credential to the 

authorizing entity computer, wherein the authorizing entity computer determines 

whether or not to authorize the interaction based on at least the credential. 

3. The method of claim 2, wherein after the network processing 

computer provides the second authorization request message to the authorizing 

entity computer, the network processing computer monitors subsequent interactions 

for the second cryptogram, wherein if a subsequent authorization request includes 

the second cryptogram, the network processing computer declines the subsequent 

authorization request. 

4. The method of claim 2, wherein the token requestor computer is 

integrated with a resource provider computer. 

5. The method of claim 2, wherein the cryptogram request 

message comprises an authorization flag that indicates that the interaction is 

declined. 

6. The method of claim 5, wherein the credential is a first 

credential, and wherein the token provider computer generates the second 

cryptogram based on the authorization flag that indicates that the interaction is 

declined and a second credential, wherein the first credential is associated with the 

second credential. 

7. The method of claim 1, wherein the response code indicates a 

reason why the interaction is declined. 

8. The method of claim 1 further comprising: 

prior to transmitting the first authorization request message, requesting, 

by the token requestor computer, the token from the token provider computer; and 
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receiving, by the token requestor computer, the token and the first 

cryptogram from the token provider computer. 

9. The method of claim 8 further comprising: 

after receiving the token and the first cryptogram, generating, by the 

token requestor computer, the first authorization request message comprising the 

token and the first cryptogram. 

10. A token requestor computer comprising: 

a processor; and 

a computer-readable medium coupled to the processor, the computer-

readable medium comprising code executable by the processor for implementing a 

method comprising: 

transmitting a first authorization request message comprising a 

token and a first cryptogram for authorization of an interaction between a user 

and a resource provider to a server computer, wherein the token is associated 

with a credential; 

receiving a first authorization response message comprising a 

response code from the server computer; 

responsive to receiving the first authorization response 

message, generating, by the token requestor computer, a cryptogram request 

message comprising the token or a token identifier associated with the token 

and the response code; 

transmitting the cryptogram request message to a token 

provider computer, wherein the token provider computer generates a second 

cryptogram, and provides the second cryptogram and the credential to the 

token requestor computer; 

receiving the second cryptogram and the credential from the 

token provider computer; 

generating a second authorization request message comprising 

the second cryptogram and the credential;  

transmitting the second authorization request message to the 

server computer for the interaction; and 
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receiving a second authorization response message from the 

server computer in response to the second authorization request message, 

the second authorization response message indicating whether the interaction 

is authorized. 

11. The token requestor computer of claim 10, wherein the server 

computer is an authorizing entity computer, wherein after transmitting the first 

authorization request message, the authorizing entity computer determines that the 

interaction is declined after evaluating at least the token and the first cryptogram, 

and generates the first authorization response message comprising the response 

code, wherein the first authorization response message is received from the 

authorizing entity computer, and wherein transmitting the second authorization 

request message to the server computer for the interaction comprises: 

transmitting the second authorization request message to the 

authorizing entity computer via a network processing computer, which determines 

that the second cryptogram is valid, and then transmits the second authorization 

request message comprising the credential to the authorizing entity computer, 

wherein the authorizing entity computer determines whether or not to authorize the 

interaction based on at least the credential. 

12. The token requestor computer of claim 10, wherein the server 

computer is a location access computer, the credential is a user identifier or user 

biometric data, the interaction is a location access interaction to access a secure 

location, and the resource provider is a location access provider, and wherein if the 

second authorization response message indicates that the location access 

interaction is authorized, the user is granted access to the secure location. 

13. The token requestor computer of claim 10, wherein the 

response code indicates a reason why the interaction is declined of an incorrect 

cryptogram, an incorrect token, or a missing data field. 

14. The token requestor computer of claim 10, wherein the method 

further comprises: 

after transmitting the second authorization request message, removing 

the credential from memory. 
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15. The token requestor computer of claim 10, wherein the 

credential is a first credential, wherein the cryptogram request message comprises 

an authorization flag that indicates that the interaction is declined, and wherein the 

token provider computer generates the second cryptogram based on the 

authorization flag and a second credential, wherein the first credential is associated 

with the second credential. 

16. The token requestor computer of claim 15, wherein the first 

credential is a primary account number and wherein the second credential is a 

verification value. 

17. A method comprising: 

receiving, by a token provider computer from a token requestor 

computer, a cryptogram request message comprising a token or a token identifier 

associated with the token and a response code; 

determining, by the token provider computer, whether or not to provide 

a cryptogram to the token requestor computer based on the response code; 

generating, by the token provider computer, the cryptogram; 

generating, by the token provider computer, a cryptogram response 

message comprising the cryptogram and a credential; and 

providing, by the token provider computer, the cryptogram response 

message to the token requestor computer, wherein the token provider computer 

transmits an authorization request message comprising the cryptogram and the 

credential to a server computer for an interaction and receives an authorization 

response message from the server computer in response to the authorization 

request message, the authorization response message indicating whether the 

interaction is authorized, 

wherein the cryptogram is a second cryptogram, wherein the 

authorization request message is a second authorization request message, wherein 

the authorization response message is a second authorization response message, 

the method further comprising: 

receiving, by the token provider computer, a request for the token from 

the token requestor computer; and 
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providing, by the token provider computer, the token and a first 

cryptogram associated with the token to the token requestor computer, wherein the 

token requestor computer provides a first authorization request message comprising 

the token, the first cryptogram, and interaction data to the server computer, wherein 

the server computer declines the interaction and provides a first authorization 

response message comprising the token, the response code, and the interaction 

data to the token requestor computer. 

18. The method of claim 17 further comprising: 

prior to generating the second cryptogram, verifying, by the token 

provider computer, that a time between providing the token and the first cryptogram 

and receiving a second cryptogram request message is less than a predefined 

timeframe. 


