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AND DECODER FOR COMMUNI CATI ON SYSTEMS BACKGROUND OF THE | NVENTI ON ThE? FEB 2003
present invention relates to encoding and decodi ng data in comuni cati ons
systens and nore specifically to comunication systens that e
decode data to account for errors and gaps in conmuni cated da mmﬂwmm@umy
efficiently utilize communi cated data emanating from nore than one SO
10 Transm ssion of files between a senderjand a recipient over Ga1aew
comuni cati ons channel has been the subject of nuch Iiteraturmmmﬂmmﬂmmﬁmmy
a recipient desires to receive an exact copy of data transmt
channel by a sender with sone | evel of certainty. Were the channebodoes
not have perfect fidelity (which covers nost all physically realizable

Y anom 51 on VEAGE R ARG BB pRRE Bk Blo BBl o g,

garbl ed data (errors) because the reci pient cannot always tell when garbled
data is data received in error. Many error correcting codes have been

devel oped 40 correct for erasyﬂgagm gxmabtqg ﬁmmqgungmpodes") and/ or for
errors ("error-correcting codes”, "E plcaﬁgy t he particul ar
code used is chosen ba%ﬁpiﬁhc“éwtioﬁfﬁ?‘ﬁ%@leﬁwdwdF 59338 i ties of the
20 channel t hr ol dRbaLyLBASs SRt Aork Spdaffich forcéﬂx%ﬂ] fcafith &Rfntshfat BAHE S, Of

t he data being transnlttg Eor exaﬁ% © g%ere 8 chanﬁg ﬁs knoﬁh to have
| ong peri ods a1d deerfde defaite %Cowtl&mesrprsend eapsomd@nmvgmtccb@atbé@d tosefficient!y or

t hat applicat ﬁsg% e are expected a sinple
parity code n‘#tgﬁf e B %QA {atf&?{nran ﬁrjrcll;légﬁgena%" x\g/\%sgpl&ﬁul tiple senders

and/ or muldi ple recei vmremsm\semnBﬁﬁlasbnmnmrusemﬁmnﬁ.:a:ﬂo@mebvdras al so been

th bj ect of h literat i.ssj L tipl
senders. requi FEEPEUBHOFTEPEN A RETES ek iPd B Pl S
senders to m dusiidsa6 redvivt bt atacOddpPbf @kd teinfsﬁuueh Rvé 4 dhhisedby ButddePt Bh S&REEr

system sending one file to a receiver, if the senders do not coordinate

whi ch data t hEYelf goptainga WAfTe hershanpRkdocs Beithay R EAIfelit (Wdusiroyggmast s of

the file) it dispHykika g%eilﬂ@ﬁle@ysfe%ﬁ?'oﬁ@éou@&n% hdw foS6e81 W#h Hﬁayosu&egaaﬁ& in
duplicate segnents. Simlarl where different receivers join

t r ansni sslon ¥aeRistioBeherd Flata(er@wm)ea(r@menﬁ@slmtg dpa] vithhan &arbls%é?ép (e1o85)how t o
ensure that all,fdahf réé?ﬁerEt%%%Jovﬁmzysrta‘?%&?g&ﬁ]@é‘h&b?s AENESivddSn ¥sef ul . For

exanpl e) suppose the sender
Many error correcting codes have been developed to correct for erasures (so called

“erasure codes™) and/or for errors (“‘error-correcting codes”, or “ECC’s”). Typically, the
particular code used is chosen based on some information about the infidelities of the
20  channel through which the data is being transmitted and the nature of the data being
transmitted. For example, where the channel is known to have long periods of infidelity,
a burst error code might be best suited for that application. Where only short, infrequent
errors are expected a simple parity code might be best.
File transmission between multiple senders and/or multiple receivers over
25  acommunications channel has also been the subject of much literature. Typically, file
transmission from multiple senders requires coordination among the multiple senders to
allow the senders to minimize duplication of efforts. In a typical multiple sender system
sending one file to a receiver, if the senders do not coordinate which data they will
transroit and when, but instead just send segments of the file, it is likely that a receiver
30  will receive many useless duplicate segments. Similarly, where different receivers join a
transmission from a sender at different points in time, a concern is how to ensure that all

data the receivers receive from the sender is useful. For example, suppose the sender is



continuously transmtting data about the sane file. If the sender just

sends segnents of the original file and sone segnents are |lost, it izs7 0
likely that a receiver will receive many usel ess duplicate segnents bef%ﬂéﬂ
recei ving one copy of each segnent in the file. Another consideration in
selecting a code is the protocol used for transm ssion. In the case of the
gl obal internetwork of networks known as the "Internet” (wth a capital
"I"), a packet protocol is used for data dransport. That protocol is called

the Internet cg)ﬁtﬂll[il§lgsg>ll trg{sm';tltiﬁé F%Q Ebo%bﬁlretsam%/\ﬁﬁinslﬁgg isén%epfus%ﬁn@sr sehafKoPf _dat a

is to be transm over an networ kK, artitioned intod equal size
i nput synbol sheamigiriahflstand porbobegmants ap lag gitlisilikely tbangeciner vwell pacikemgny Bei ng

packet - based cket oriented .10 codi nhg sche m.ght be, syitahle. The
el e or an"rdliR BB asrERa o e RRrE KOS TP e P 8 e npu
synbol is actually brokasthérmbsidéerition i bdl&tifng a\vbdy i€ theprotopoltusayfsbol has a
size of M bits when the jnput o] i.s selected fro n al bet of ,2M
synbol s. -!Yhetrﬁ%ﬁ%ﬁ?ﬁ“@lﬁ&?ﬂﬁgﬁn@P%mmTﬁw ")f‘ﬁeg‘“ﬁﬂ]?)@?oﬁ"fn-¥3€$§Pﬁpebacket
control 15 SeRRRE cAfktaFaMRBalkeeprbidad] iNaed %t AEKAAYRCOMRDbrotRea AN  TCP
is good for one-to-one comruni cations, where the sender and recipient both

agree on whethetIhtsmet Brodoroberi ‘@R far sHort IWkend fle or other Weck eclataiatb khd bot h
agree on whic¢h tr. i recei i | | J 'E‘?% : is

of ten not sui%tméso lggfégrétéﬁfef?eg‘?%ﬁ&o&r%%ﬁw P(k)o-??gg]ysllj%gﬁ%%n' caiﬁl?(%rrll(;::;gg?t wher e
t he sender anrgimbdieareqtdcpd ind canseteprehekdts. yBalflg ek erbased; aphelet ammhtagher e t hey
will transmt or receive ta.. i TCP,,, sender transmts ordered
packet s gﬁd tcﬂ‘gngé‘g‘ie‘ﬁ’leérﬂgﬂg’fﬁﬁl&ﬁeegg‘@sm?éécogiaﬁfnpbl? S b@ﬁcﬁhmg&@fa.surleg n<1;1g]ﬂ')s<'5tcket
is lost, no amenRIbaYRMputsythbdd @ ReALY bRkbhRiSEnd ateagl) hHehansgnder W | |
resend t he packet. Packet |qoss has a nunmber of causes. On the Integnet,

packet |oss 6YmBYl gt e sicg ofdbils ydber s inryt symalpl ipssslersh fromaalrhalet Yt f eri ng
25 nechani smsg,,gbas_router to reach its capacity, forcing it to drop incom ng
packets. Wth” protocols such as TCP/IP) the acknow edgnent paradi gm al | ows
packets to be |ost wi t BbaTransporiContipl Riptecold i HER’) inapoipaloksin peekst fangol be
retransm,tte [t i S f fe i N
Fesponse oo dehellesl bl WESRAIAFud QiR rRESRAR PREP R ooR ey

acknow edgne mhe-pr-ateomaimundxtibnss where izecdenden amdebipfenoboth lagree e imperthe t 0 t he

30 sender. Al though W ed - based. prat acol | i t abl
For "y applTeRR PO VAR £ O PaRC o LBl e Ly PR B A ad | ©

I nternet, thescebiess willdkfsel. ddweva) TCPNERentS suttablelfet @leytoinningasi bl e, for
certain applications. In particular,
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acknowl edgneﬁ‘ia?‘%é%'élf“%FW'g‘l:‘B’F%“%éP‘f Bhete fssendsr o H%Ef%l:ﬂ‘?@é independinibh

| at enci egp hideferiias kkn htbwhdrathes willeRaiitirredeRe daCi pi ent joins and
| eaves, and/or highly asymetric bandwi dth. Hi gh |atency is where

acknowl edgnents take aUsBadC aender tiansrids orderedipackets pee t5iTeAb Mack to the
sender . H 0 o BRI cTRYeibTthin Bk UEIRIdoh] RFScRAS O 941 B54R 551 On

bei ng prohibitivel ong. gh packet ss rates al so cause probl ens where
several retrAntheisensieperyl thé sander willmesepdibk packetyPackét|loss basiz nwmeer of e3¥ég to a

long delay t (bnotm ﬁit&nétbﬁack&%ss%ﬂ& &rcu}'s%%saufsg %opﬂkcugolﬁées?i%ﬁ lég"v}s§s the buffering

25 mechanism in a router to reach its capacity, forcing it to drop incoming packets. With
protocols such as TCP/IP, the acknowledgment paradigm allows packets to be lost
without total failure, since lost packets can just be retransmitted, either in response to a
lack of acknowledgment or in response to an explicit request from the recipient. Either
way, an acknowledgment protocol requires a back channel from the recipient to the

30 sender.

Although acknowledgment-based protocols are generally suitable for
many applications and are in fact widely used over the current Internet, they are

inefficient, and sometimes completely infeasible, for certain applications. In particular,



"Uncoordi nated recipient joins and | eaves" refers to the situation where
each recipient can join and [ eave an ongoing transm ssion session ap 7t[l”[gg[[][]3
own discretion. 10 This situation is typical on the Internet,

next - generation services such as "video on demand" and ot her services to be
of fered by network providers in the future. In the typical system if a
reci pient joins and | eaves an ongoing transm ssion w thout coordination of
the senders, the recipient will likely perceive a |loss of |arge nunbers of
packets, wt i i t L iff.

recipi ents. a@ﬁ%@%ﬁ irl?aggtgggg)\?\# ]g?ﬁfo?@f&g?{s]? o&ﬁléﬁgylﬁ ﬂgt O]%fe{aé?s{hﬁg?ae a
rever se dat pagat hosé racs) unecordineted recipienejudiesrand idaeeshaakordtighin edymmerit ess

avai |l abl e or, re.cqostly than the forwar at h. mret ri c_bandwi di h nmay
Take |t pr o Ge e AR R EEp gk aILhg BOF i SR Fo the

acknow edge rpagik@bac toekentdry Hapdatendy eaenlt it vl BdERERsfSre®y agai n
i ntroduce del ays. 20 Furthernore, acknow eg&rrent-based prot ocol s do not

scal e wePl teraFmisgenseipsgrohipisicl 187t Highaatket lessyaies plsg canse problems

Si mul t aneous)pérd @verl feirilsBiidRBE 8f thé QimePaekd hity ALBRASR, Ra&BPUSE 1ong
broadcasting a file to nultiple recipients over a satellite channél. Each
reci pi ent maglagipehthiateedas one oflast éay¢ upuekymeeket® packet | oss. Protocol s that

rely on acknow edgmentgal oy (el ig@ﬁ&%wﬁe&e?ﬂ%ﬂﬁﬁo‘{ﬁé sifu@fiod @Léfré‘b' €

delivery of the file 2b require a anne romeach recipient to the
sender, and ca¢h izciprnt daa jginahd lzhte ameingoiry remsiissintsessiuhay tieér. ovhrdibdiétionor e,
this req¢¢ir .a.conpl.ex ang%é)@vx@éful sender to be able to properly handle
al | of tifle ddkrRpURRJRERIcalon the bispetegieerelipR ST Heeish 25ieen dr awback
is that if dieffafdeml oflRE 58S bt OF&@ediby ARWEIpr&Bdes B thOafie! #n theebr oadcast
of packets m ssed only by a few of the recipients causes reception of

usel ess dupltyrieal svssan.pheiesipienhipins epdleayes &p gngamsstranapissioarigiottiat i on that is
not handl ed JWeldtnalith SfinecnBON AIQBPBIRh PASBAYGRBENRIAG8 2 Tarsy Sl Sr Wher e
recipients can begin a recp|V|n? sessi on asynchronously, i e., the

reci pi ent coaFithwithnvidedy dispdratg lagsipaiteins petseived oiidiffersht rgcipieaitss i ssi on

sessi on. 27FEB 8§ I ted to
i nprove ltShe performan%‘g 0 é??%@ﬁ%%gan%t@glgéle\%%g}gEse‘pnge\é?agﬁgﬁeggg% /1P for
mul ti cast arfebnbreopibnatsenddo (tbe back chapelh isledsaesnilableaamoye echtiptieat the t hi s
time, for various reasons. Fo ne,. ackno d ni.- hased pr.ptocol s al so do
ot scale wAPT ARERE BRETPLEE bRt Bsaike Rt HYSY Rari BT PP ¢ pl e
senders, sugbr @srdcipiéht tooavka@vibdpe@adlicts fieqhrtly)ans aifehdnt ackmoodadigashts Refywor K.
In an LEO network, the LEO satellites pass overhead quickly because of
their orbit,8¥8 RpdureddsySent is only in view of any particular satellite

for a short tine. To paiterbref RkndWlkdamentiBasedlolRbWAb AR WEES NNy
satellites and recipients are handed off between satellites as one

satel | ite gdseadprstingy thsee qnsspadsiis sending fofils simultarcoysly fq rpliipigusers. For
acknow ed - : =T a sconpl e
Q%Qhﬂé,%&g%#ggggoﬁgg I8 R a %"‘gt?@gzuﬁﬂ t&ihultipfe r'éagfeﬂ@'olvkliay%té‘htg mpl ex

hand- of f pr ot ocol Ired to coordi nate acknow edgnents
returni ng t cherinel. dgaoh ogsiniert enay sxperiendea, different patern pf pavketloss dPretheadnthae

receiving a f tellite.vet L RG: et to
anot her sat éP‘?I%F g?lﬂa&n@%ﬁgﬁ%ﬁtﬂ% |(§(lgl e% h&éﬁrﬁfég%ﬁégg%ﬁ%%g%g}éggéfo %@%I t hat
I S sonetdSnesedifireadack ¢hanps] Foin each fesipiencianheisatermdekis parobeoprohibitelyar ousel
protocol partitions an input file ipnto equal |ength input ol s, places
bach i nput  SYRBISEiaVide pERhsTmOTe, 1S Foqil et bemmmlck At poBSE LR OBy and
transmts alablelthBropedkRindle At JTRieQckibunledpaceht ditd fenefirGA IRUEEbeRRS @dofiept OCOI
is that if a recipient msses even one packet, then the recipient has to

wai t anot herdravhark is thys éf differeptaeaipipnty loagdiffersnbstscof ancketscesbuaadepst ole ni ssed
packet. 20 Q%eﬂ%is%%fnhﬁojg feW otfglgsr‘séi;ﬁer‘itp @édxg ar%é?eé%‘f??f ﬁs@l%?sﬁ%rpﬂléﬂé ocol can

cause a |l arge anount o ess pli'cate ception. exanple, if a
reci pi e r gpedictsdy qilser keipserits. oAmotlive sibayom thahig nofhahdled salldusel , st ops
reception f %Eh]%w\i\@dgh%ht-@ars]gd éorr]ﬁrl]un%a%xg ssys et 15 where TG ants cgr;[ begin a receiving

session asynchronously, i.e., the recipient could begin receiving data in the middle of a

transmission session.



t he begi nning of the carousel, a |arge nunber of usel ess duplicate packets
are received. One solution that has been proposed to solve the above27 FéBZUUJ
problens is to 25 avoid the use of an acknow edgnent - based protocol, an

i nstead use erasure codes such as Reed- Sol onon Codes to increase
reliability. One feature of several erasure codes is that, when a file is
segnented into i nput synbols that are sent in packets to the recipient, the
reci pient can decode the packets to recomstruct the entire file once
sufficiently many packets are received, generally regardl ess_of which
packets arrive. This ﬁﬁﬁ@??%ﬁ%b@%esﬁvﬁwnﬁ%%@)(& i edgment s at

the packet |§¥ﬁ$ma§é%%clﬁ4%%léd}gh@pt%@e&%h FEOURR SOTEPAD thimPREkPhs are | ost.
n er ftail

However, nmany erasure code solutions elt to solve the probl ens of
acknowl edgnehtoaiesste Horayeowok heybeemtlsahnasiapied ebthisitane, foryvafiows ©a@nOB s One
problemw th sure co 1St hey I Lf€reXCess] uting
bover or  mendy Ao T A E e Mo S ok SARHEN RABERE AT

devel opeds f opbtaminglinfoeaitionrfonampltiptaiehdens stidhads in 5 lovogmihivabit €LBECC) ent i

its use of co tin ower. and_ne i s the Tornado, codi ng schepe.. Tor nado
codes are si mﬁ’ﬁﬁsb{ d éaétyaiko%ﬁnnﬁééé’gwm ’tth%fﬁﬁﬁaﬁ%waf% greed Guickly
represent ed Bycalfsd oTkHIr GYYREIR rBéipiehtSs BRPh view@E by pArfcuIdY seieliRsifor a¥RRO! S,
where N is fixed before the encodi ng process begins. Encoding with Tornado

codes i s gend&mal [Ty makenp ferdhierthe WEQ neiodicargprises Mamesateliges omrcipsadre as
the average ng%ﬁfen@éehmaﬁ&b fs HESE@HORRs ?ggw[tﬁéaﬁjor}z n GhE HcPher BEesN 17

Tor nado output synbols 1S proportiona e order of tens of
assenbl y 18 oden agkepwicdgment 1@sedipnatscoliverenuied toeenswt adliahilitph @rcomplearhiapdvnfit i ¢

operations r ir decode the.entire file is also proport.io to N
T hado. code B adoEYali o580 3e e hfrdlchok R A BOBEIRE M | D

sever al di sadpmofrigestellkie) St redipient wontdesrfienfoe oeteivirg Spyatkerl ffom dje satedlite be
determ ned i n advance g{g,é{he co in‘g\?grtgcess .This leads to inefficiencies
if the | oss P8t aglfnob"’é gthat pacst B\ pRpBer Sefelited, and can lead to failure if
the loss rate of packehs aksmd#vel®s SSdckioi188bmehibssell prodofiaeisdorhBtiiedo
decoder requires a certain nunber of output synbols (specifically, K+ A

packet s, 1hhengedAn prackeeep p cerovsshbased protoryl. thocateussiroterel nagiioss an inBt Bej gi nal
file and if t S : A), then
the original H??fﬂggta}ﬁ%%ﬁ pﬁé%bgﬁgﬁg%%gréﬁllslgglhi%?n&t&gtl%ﬂg%%iagk %’eaéljgrtgélnl y

accept abl e f eentivaaly esleathoushand ansmisisll draspackads. st magrgiraybagk Withgie| ected to

be greater t ) . . i equi res
an advance gg%ggégﬁaﬁg%bogék%tﬁﬁ F%gg&%&%@mg&ﬁ s %@?ﬁéglﬁﬁg)&e@#ﬁ ﬁ%?lhgeag codes
i s that theyhastqwaitentther enniconyele bafoce lbyo@decthab@ agreeiwingrthsmmsedpackedr on a

graph stryctyr Tornado codes.require a pre-processing stage at th
decoder Mer Anphes ey et BBl el Rt CrBlosalap kite 3raRE =Bt AT
decodi ng subatedtt balicyte ditdirédidiDFer exanple pe resippBetdivé packets froth ¢hesi ze, so
a new graph peeds to LEe agrener ated for. each file S|t§e used. Furthernore, the
gr aphs neede egﬁ}m{]g]%f e carousel, stops reception for a while, and then starts receiving again at
the beginning of the carousel, a large number of useless duplicate packets are received.
One solution that has been proposed to solve the above problems is to
25 avoid the use of an acknowledgment-based protocol, and instead use erasure codes such
as Reed-Solomon Codes to increase reliability, One feature of several erasure codes is
that, when a file is segmented into input symbols that are sent in packets to the recipient,
the recipient can decode the packets to reconstruct the entire file once sufficiently many
packets are received, generally regardless of which packets arrive. This property removes
30  theneed for acknowledgments at the packet level, since the file can be recovered even if

packets are lost. However, many erasure code solutions either fail to solve the problems

of acknowledgment-based protocol or raise new problems.



Tornado codes are conplicated to construct) and require different custom
settings of paraneters for different sized files to obtain the beSt27TFEB 200%
performance. These graphs are of significant size and require a significan
anount of nenory for their storage at both the 30 sender and the recipient.
In addition, Tornado codes generate exactly the sane output synbol val ues
wWth respect to a fixed graph and input file. These output synbols consi st
of the K original input synbols and N K rsedundant synbols. Furthernore, N
can practically only 2 7 F EB QO3 6 be asmll nultiple of K) such as
1.5 or 2 tines K. ThusOnqproblempathymariyjesasyrerchdas inthaithpypreghee eXsesivei ng out put
synbol s gene L SR j fd I rom nore
t han one senggbﬁg\inklpgggi%ﬁ/e a fda‘%’bg}eﬁqehu%e:cro H(ﬁ)l? rg%lsee ggaz%g%%%?gg{}gﬁ%ut put
synbol s. Thatleve®bpbé faesmmuhieatione apppichtiey tiaoissomeehdt iekfedend redusefof t | ne and
are the same N output 5 synbols that. are transntted. fromeach transmtter
Gach 1ot nEWRHBBIPEw A TRy AT A gipcod iR e, ApBTG PR A o
receiver.5Foko Eé@ﬂfﬂﬂlﬁnoﬂwmﬁfthdiﬁlﬁﬁﬂt filKH senfed bgt K el syibolse@eismesd 900
synbols fromone satellite before that satellite dips over the horizon.

Unl ess the sitdtermnedN gptautsympeiensiteeaNantxsdibetops e epeRdngacEsvbeE e synbol s
recei ved by ER&IHROHHNY BEmidoBuENE gbiR¥I 1y TR ifAster ThalleBEUdi itPReQUSHIEMYS
because that next 10 satellite istranSmtting the same N synbols, which is
likely to resedes, asthedyeragenwnkes of arethwetid ongrations reguired tmmtedﬁ/eNrT@na%ﬁﬁeady
recei ved 900 : | Al n e recover the
input file. ?ﬁ%ﬁ%ﬁ’%ﬁ%ﬁ orflgx%ﬁg)\é}gg% tlillggrzge'g&rtr%%g? gérsgrélg eC%ggaé&f'thoglg does
not requiloe éxeedy avtthe angluiinber qfavithmede opedtivny reghired wealedate the emtieefipiient to
i npl enent anﬁ t hat ca& 1@ be used to efficiently distribute a file in a
system wi th GRRPHPOHSPY 'Q8nders and/or one or nore recipients without
necessarily needi ng copsfiddabi@mabedpseaivaRighs oSerdtdd SRinfineddiss, bRWMNARY OF
THE | NVENTI ON I n_one enbodi nent of a conmuni cati ons system accaording to the
present i nveRticthdisadyaptagssd Eirstyibe sumberiod gufputisymbolss Nghus ba defemniped ing o

produce an oudgRHte SHADQIdIngdRodthie rBiigleiddQo intffiélentiks B thelodtaRIdfph&Eisht Ural ity
of input synmbols each, selected froman input al phabet) the key is sel ected

froma kéy aloptiesiatatedagnd oandead in filuredith oss Tate of ppeketsds updesepiimatedy Tpists

al phabet. An ] d [ .1 reod.Ri wei ght ,
Wy for tneanpdtraiRicedel RUHRK slochin BEACLSE 6 ey LR MRRITANS 1T O
posi tive i nt &geApatked, whene\A Bsstaklk eomprred wdtto iovody anduestomitbe otigivalfileir al i ty

symbol - acoor ATt SLATHFL et foER 1} e R NS ARo T BCtial Pt s
val ue B(1) f beraswrqdr dthedlanimtion s peadruldy ddseptiblofor mahy cafimihieatielk @edbéthsy\( | )

i nput sygpol s.. The encode be call 0 or e tines, ch.ti wth
oot her B0y Saiqhe as e SElts HeBrreributh ok oual 16t pae-ughasre b Mot
synbol s are ggnpéddn Advirte gpenaans peket@ggh ot her) and an unbounded nunber
(subject to the 30 resolution of 1) can be generated, if needed. In a

c
decoder according to t#Heothsrdisadiantags efnkqraado cadas iy hatdentsnaire Be encpder by a
ol ent . . Cod
reciprent ar ﬁn@%&g&gﬁ t§¥%&%§%ﬁ1£§§§%@r% @%géfexgﬁhcﬁ’ur@eﬁ'%ﬁdo mequgﬁwr ate

t hose out put - E ol's ba on an encodi ng of" an i nput
file. Becausegreprogassingstagsait theclacpdpewhars thig graphrianeristrpcteda pdecsssibat sigyer at es

properly,gve N0 1 . hecgiues an arbit.rary.porti-on.of the tr mtted
buthut 2gmbone it mflnbiehr HintEipae Sipds Rt b SN, 2 Frk BRE L
file is equaheddsto oy genbraghforicagh flasiee uiddaFurthdmBore e gfaphs needpdiby thgnbol s
conprising the file, assum t hat i nput synbols d out put synbol s

epr esent t hdSBARSSH B FOTPNagleddo eansimet 20 Fravish &l ivch BRRPD RBRBL

accor di ng t 0phlaRieRfsSoEd HereReeriRl iR to SKIMN IR eSMYeFBmSdrRP.STRE:E ghphd &€ aed for
each received output synmbol: 1 ) identify the key I of the received out put

synbol ; 2) i Sepdican sizpand rsauireasigniiicaptamephoignemery fer their jtorage atchetlpidie
symbol ; 3y 1Q.fdetfh 'mciﬁ%gt.vv\\?il ght, WI), of the output synbol) 4)
or e

determ ne positions )
In addition, Tomado codes generate exactly the same output symbol

values with respect to a fixed graph and input file. These output symbols consist of the K
original input symbols and N-K redundant symbols. Furthermore, N can practically only



associ ated input synbols associated with the output symbol, and 5) store
B(I) in an output synbol table along with the weight WI) and the ppgiREHEAOE
of the associated input synbols. The follow ng process is then applied
repeatedly until there are no nore unused out put synbols of weight one: 1)
for each stored output synmbol that has a weight of one 15 and is not
denoted as a 'used up" output synbol, calculate the position J of the

uni que renai ni ng unrecovered input synbolg associ ated with the output synbol
based on its key I; &mcal culate the value for input synbol J fromthe

out put synbobea@allme lefaf K, Isechastl fuar 29ymdsdi. sThus, it Fevealikaly thayaissiPianabl e

the. i denti {1 DpRERIB Sl AR ARR T e cible BERMEAL B8 MBI PR "

symbol J; 5) moecthan@itseider oierectiee m&ir@ﬁumuaf oft Uselsss du@hcﬁtc inntput sgmbphst

synbol s; and denote ut _synbol J a over.ed an out

Wi ey | aliidEtrease Bl SupRsaLals e Tl et e et PR HAUBHL of

i nput synpol mmmaqv@rraﬁmmdeﬁom b tdandnilQer@atH fiBe bBls|a63 defit 4Rl et el y
recovered. One advantage of the present invention is t it does not
require that theygamely pt@.remve@émnecwéeummle éhgpogtver%%ﬁnw%artdhe
Lransim sei ona ivklrellBRS 900 by SALEGR Shb kel BREAE! afIIRE A L¥kr e SCt
nunber of output synbol s are generated, since t e sen n send
effectively berdrsontinisse smﬂhtmtamppmslmtﬁdl agd irmyne.rtbe @pmecip mlptarmwls e.

| nst ead, are r.ec i n

Wnerever it & ﬁlgeggr%mgg%eggg%g%&%gg{sa?ﬂﬁ%% %))tnqc aé‘f‘ ﬁ%g%?cagnegmgt n%ﬂ have a
good chante shellitetihgargmiteihg thejsame NysymbolsehidDisdikely tbmeltv:etﬂlelreneiuenfornau on

additive" data,, i.e dat a th t eco rocess r er than
et ho dupl | CHCPYEESPPIER LRI S RO R GOD S SeBreEeviph 400 ow
|ndependentlW@ﬁ@a&ﬂ[o&ggow%g@ﬁgqmy unrel ated) data streans are coded
in an fi QO3 information additive way |eads to many advant ages
inthat it allows for Therefprsi whadineededgenaimple apsuanepde dent doesaiot regpiss ur e
robust ness apg UnGAQLLAAL Gifbhdr8f ASmaRtht b Al Shp RREL SiRd g of
t he nature and et he ag%anlt?éaﬁ%é o lrx]lt?"nle |nvgﬁt\6|€§nrs ci'irnsc oglé% ﬁlerel n may be
real i zed1by benssdénefficicotly themmtmiﬁhmgiqo@tmvoﬁsomformee sspders and/at dnger and

t he attached | PILEN DRAVY, bl ock
di agr am of an%g@m%lﬁgggt“ﬁgngﬁw%?% 3%380 oggo: rdmtagoone %So(éagérga?&e ipie ﬁts
present invention. Fig. 2 is a block diagram show ng the encoder of Fig. 1
is greater detail. 10 Fig. 3 [Ow an out put synbol

m ght be generated fr %Mofe embodiment of a communications system according to the present

invention, an encoder uses an input file of data and a key to produce an output symbol,

20  wherein the input file is an ordered plurality of input symbols each selected from an input
alphabet, the key is selected from a key alphabet, and the output symbol is selected from
an output alphabet. An output symbol with key 1 is generated by determining a weight,
W(I), for the output symbol to be generated, wherein the weights W are positive integers
that vary between at least two values over the plurality of keys, selecting W(I) of the

25  input symbols associated with the output symbol according to a function of I, and
generating the output symbol’s value B(I) from a predetermined value function F(T) of the
selected W(I) input symbols. The encoder may be called one or more times, each time
with another key, and each such time it produces an output symbol. The output symbols
are generally independent of each other, and an unbounded number (subject to the

30 resolution of I) can be generated, if needed,

In a decoder according to the present invention, output symbols received

by a recipient are output symbols transmitted from a sender, which generated those output



set of associated input synbols. Fig. 4 is a block diagramof a basigc
decoder as might be used in the communications system shown in Fig. A7 FEBJ003
5 is a block diagramof an alternative decoder. 15 Fig. 6 is a flowhart of
a process that mght be used by a decoder, such as the decoder shown in

Fig. 5 to recover input synbols froma set of output synbols. Fig. 7 is a
fl owmchart of process that m ght be used by a receive organizer, such as the
recei ve organi zer shown in Fig. 5, to organize received output synbols.

Fig. 8(a) is a_flowhart of process, that mght be used g)é a recovery 20
processor, SYBRokdased onaBERIREIME of ppHRYLRHE. BEGWIE quPUESyD ?C?’bb‘éi’%é‘éss

recei ved outipiitis S¥ARRbSer ofbrates pl%ﬁé?%y'éveﬂ whe bRy rd @WEDAE hrbRfarPRdribops of a
variation of the process of Fig. 8(a), wth FIig. 8(b) show ng steps
per f or med i rthe hansméttaghomtppt sThiemyinbefi of guignt ymbels nsedrdde deqede thed Fi g.

8(c) showi n deferred ' | | & | : oW ng
t he associ a'g Bé“ngjﬁe giegﬁal go’ ngl%?lgzgll 5 ergxatg?rg iﬂfe. ’Q’E’lbgr 6@85‘? tlsg &@8@15 g%ﬁﬁgﬁ@ % one

process tshatfilej aghimibgthas@putisymaols asbanpasynbolswptesas thehlsemasismberaifdits shown

in Fig. 9, t% guickly determ ne the association of input synbols with

out put synbd?gﬁaFig. 11 is a bl ock diagram show ng the wei ght sel ector of

Fig. 2 in greater 30 @geb@ decodin@précdss frcbrd2pQs i fré@nt ihventidn,ahé fotlowiigrt of a
process that m ght be used by a W.Ei&f’lt sel ect or,. .such

sel ect or shoW#Psiafe Rerigrmegfor e4sh greelypdpiRnt AYmely b iderity sa%ésiiﬁf 'gglf%‘g{ve%yrrbol .
8 5130 TP RS Al Sf S i gt does
nore ef f1&i edetergrcdeweight, W(I), of the output symbol, 4) determine positions for the W(I)
associated input symbols associated with the output symbol, and 5) store B(I) in an output
symbol table along with the weight W(I) and the positions of the associated input
symbols. The following process is then applied repeatedly until there are no more unused
output symbols of weight one: 1) for each stored output symbol that has a weight of one
15  andis not denoted as a “used up” output symbol, calculate the position J of the unique
remaining unrecovered input symbol associated with the output symbol based on its key
I; 2) calculate the value for input symbol J from the output symbol; 3) identify the output
symbols in the output symbol table that have input symbol J as an associate; 4)
recalculate the values B for the identified output symbols so that they are independent of
20  input symbol J; 5) decrement by one the weights of these identified output symbols; and
6) denote input symbol J as recovered and the output symbol with Key I as used up. This
process is repeated until the ordered set of input symbols is recovered, i.e., until the entire
input file is completely recovered.
One advantage of the present invention is that it does not require that the
25  recipient begin receiving at any given point in the transmission and it does not require
that the sender stop after a set number of output symbols are generated, since the sender
can send an effectively unbounded set of output symbols for any given input file. Instead,
a recipient can begin reception when it is ready, and from wherever it can, and can lose
packets in a random pattern, and still have a good chance that the great majority of the
30  datareceived is “information additive” data, 1.e., data that helps in the recovery process
rather than being duplicative of information already available. The fact that

independently generated (ofien randomly unrelated) data streams are coded in an



Fig. 1 Sis a flowhart of a process for decoding as m ght be inplenented
using the decoder of Fig. 14 for decoding nore efficiently than the

decodi ng described with reference to Figs. 12-13. 10 Fig. 16 is a diZabrFéPin?UU}
illustrating an exanple of a docunent and received out put synbols for the

decodi ng process of Fig. 15. Fig. 17 illustrates the contents of tables in
a decoder during the decodi ng process sho¥n in Fig. 15 Fig. 18 is a
diagramillustrating the contents of a werght sort table as m ght 15 be

used during tiiRndaeadidagivenag fass 16 ReWN advanfabes in R ithillews &9 multipie duadees an
execution list that m ght be forned during the decoding process shown in
Fig. 15. Fi g.Beperation apgireegplaen, eIaaure rabyitaass anst uncperdingted yaips2nsrlenvess in the

formof a plot of decoﬁaﬁhﬁcrﬁﬁacr%ﬁngzvcg{t};&ﬁtd}UMe%vajnggbktoﬁﬂm%ﬁions

recovered for an ideal distribution. 1g. 21 illustrates the progress of
t he recovery dischasedkerein maydefrealineddfy rafepinet toghe weroirdpatigstof dieze ver sus
nunber of J nput .ﬁ%rtmol S4 eCﬁv%r(ﬁg for a robust weight distribution. Fig. 22
is an ill ust rRETBHFUGE 2% %‘8? o0 -rﬁ‘éﬁnﬁ% comuni cati on system bet ween one
sender (transmitter) and one receiver using an encoder and a decoder as 25

illustrated in previous fi (RIEEDESCRIPPI®N OF aRE DRAWINGS on of a broadcast
comuni cati on system bgt \/\gen lglnq( Liender and nmulti Pl e receivers (onI% one of
which is shown) using &R &cMask dpgiam ofipeqyprapnigations FYs 4admad° SPevi ous
figures. Fig.endbdinsen®bf the présdnt afverionof a conmuni cation system according to
one 30 enbodi ment of tEe resent. [.nventjon where one [eceiver receiyves

out put symbol s from mu fﬁ'gll%ﬁblﬂgﬂhfﬂrWﬂ‘ﬂi‘QB&Hﬁéﬁ‘f‘{de’é d&rlsis gpaisr dggil 5 an

iITustratjepn of a commpgy, 9@4ixﬂﬂus%ééﬁ&r%‘f!lﬁ%?d&yﬁgsﬁﬂod?Bﬁg}ﬁlﬁ’@@_&ﬂc‘?ﬁgﬁ 76 ot he
present invention where nmultiple, possibly independent, receivers
set of associated input symbols.
Fig. 4 is a block diagram of a basic decoder as might be used in the
communications system shown in Fig, 1.
Fig. 5 is a block diagram of an alternative decoder.
15 Fig. 6 is a flowchart of a process that might be used by a decoder, such as
the decoder shown in Fig. 5, to recover input symbols from a set of output symbols.
Fig. 7 is a flowchart of process that might be used by a receive organizer,
such as the receive organizer shown in Fig. 5, to organize received output symbols.
Fig. 8(a) is a flowchart of process that might be used by a recovery
20  processor, such as the recovery processor shown in Fig. 5, to process received output
symbols.
Figs. 8(b)-(c) form a flowchart of portions of a variation of the process of
Fig. 8(a), with Fig. 8(b) showing steps performed in the recovery process including
deferred processing and Fig. 8(c) showing the deferred processing.
25 Fig. 9 is a block diagram showing the associator of Fig. 2 in greater detail.
Fig. 10 is a flowchart of one process that might be used by an associator,
such as the associator shown in Fig. 9, to quickly determine the association of input
symbols with output symbols.
Fig. 11 is a block diagram showing the weight selector of Fig. 2 in greater
30  detail.



2 7 FF~l 2003 to receives output synbols frommultiple, usually

i ndependent, senders to receive an input file in less tinme than if gp}¥F§ﬂﬁ
recei ver and/or only one sender is used. Appendix Ais a source cod - 3
listing of a programfor inplenenting a weight distribution. 5 DESCRI PTI ON
OF THE PREFERRED EMBCDI MENTS I n the exanpl es described herein, a coding
schene denoted as "chain reaction coding" is described, preceded by an

expl anation of the neaning and scope of v&rious terns used in this

description. Wth chain.reaction codi out put s ols.are generated by
the sender 10 fromtherl]:il ggfs {??%C%ngﬂ%@%ed?a‘ﬁg@‘r%g% ‘f)sﬁ?%f}r‘?%’cﬁh‘? e} ?Qﬁ’e
gener at ed wi tduohbs thegaigit feleclvnvhodinif Figo Ul polteteyiinod weightfopeprembaput At any
point in time, the sender can stop generating output synmbols and there need
not be any co8thi nt as to when the sender stops or resunes generating
output synbols. Once genenaieifowdieser SHERRL for @addIRaBr P&cBIGHRH dbRNBt
packets and transmtted to their destination, wth each packet contai ning
one 15 or horeeedin banartsspimplyiesiciens used herein, the term"file" refers to
any data that is stor eq:i{f.‘tm?s“a%]&rkci'}“;%ﬁn§Pé‘1§8:%%f@d?g]tid§cotd9r. be delivered as a
unit to one or nore destinations. Thus, a docunent, an rnmage, and a file
froma file server or &ogbitisrfictobaragba pretdss for denoding bi neghd p lireplexenttd i | es”

et can Do CELLel kB, PR 02ohe R DrEkAS SRR B0t o

file taken fr@pmtdi@edelt®Pigs.aR-13. stream ng source). Either way, the file is
a sequence of input synbols, where each |input synbol has a position in the
file and ¥ val ue. Trand®§ d8isAfipgan HRSEBIEE ¥ 3ple PEHIFIERRFddese e r om one

or nore sendeggniiQyRRes B tHiEodifiGirie&YFid 15 ough a channel in order to
deliver a file.” If" one sender 1s 25 connected to any nunber of recipients

by a perfect channel, tHg 17 disiratesghelenntentsand tdbéesama dscader duppy thefdegating nput

file, as all éljagcsgg}o%\%m lpﬁ received correctly. Here, we assune that the
channel is not pertect, 'cCh is the case for nost real-world channels, or

we assune that the dat &Figrikat dagrim dinstraiing theh@nteotsef 8 erht Jortdable las might he

case for me, syst ens. t he many channel _i rfections) two inperfections
of interegf % sa%ﬁgrgd%@e&gﬁ%prg%ﬁs W&‘Pﬁt,gonﬁ% et eness (which can be
treated as a special case 19fQ8dta MleREESN list etk thi @t BS EorMe@ @G gSthwhen t he
channel | oses or _drops data. Data_inconpleteness occurs when a recipient

doesn' t st ar tdgcediBg piopess s 1nA18 15-sone of the data has al ready passed it
Fig. 20 illustrates the progress of the recovery process in the form of a plot

of decodable set size versus number of input symbols recovered for an ideal distribution.
20 Fig. 21 illustrates the progress of the recovery process in the form of a plot
of decodable set size versus number of input symbols recovered for a robust weight
distribution.
Fig. 22 is an illustration of a point-to-point communication system
between one sender (transmitter) and one receiver using an encoder and a decoder as
25  illustrated in previous figures.
Fig. 23 is an illustration of a broadcast communication system between
one sender and multiple receivers (only one of which is shown) using an encoder and a
decoder as illustrated in previous figures.
Fig. 24 is an illustration of a communication system according to one
30 embodiment of the present invention where one receiver receives output symbols from
multiple, usually independent, senders.
Fig. 25 is an illustration of a communication system according to one

embodiment of the present invention where multiple, possibly independent, receivers



2 7 FFF~ 2003 n by, the recipient stops receiving data before

transm ssion ends, or the recipient intermttently stops and StartsZ%ﬂfFWZ%}
receiving data. As an exanple of data inconpl eteness) a noving satell

sender mght be transmtting data representing an input file and start the
transm ssion before a recipient is in range. Once the recipient is in 5
range, data can be received until the satellite noves out of range, at

whi ch point the recipient can redirect itld satellite dish (during which

time it is not _r.eceivi a to st cei, Vi at.a abaout the, sane
oot 1o polerfiveSuipuh el i GuBbRe iR el RnR S RePean it
range. As shofiledn 26s ihpabeiTonfyrcpBrdceiRe And/ok bil§ ofeseatérié used, data

i nconpl eteness is a special_case of data erasure, since the recipient can

treat the data 10 i ncoMpPE&hAdsa Joure codrdisting Phy RIABT2MAST FHICRENBESr obl ens)
as if the rec\;vg?@tqﬁsu\mﬁmhn range the entire tine, but the channel |ost all
the data up to the point where the recipient started receiving data. Al so,
as is well known in the communi cation s stem; desi gn detectable errors can
be the equival ent of erREXGRIETHIN OF I PERRED EMBORIVENTSocks or synbol s
that have detectable eﬁﬁm@%mﬂpﬁes'd‘es&fa@@ é}amd s SHRbRASs “halrCi PI ent
receives data generated by multiple sengers y one sender usi ng

mul tiple conneecmoomsdmgfos dmaqul. Hccdddi ks)paedphpatmndxf\ml roeeshingrand ecopsiodnt

m ght si rrultaneoufsJéX? A‘é‘ Q. .Dr € t han one sender to transmt data
concerni ng t h&"s, %‘IIS(S M A0is SESTRUP: exanpl e, in a nulticast transmission,
mul tiple multicast datavigfc¢haBiractibgbdditzgolitp@ngmbls et deferalell Gwteaghgdrent s to
connect t

nor e 20 of e . streans t tch the a ate
transm ssi)Q)n %R’éhev}l’? qfénﬁ%fi?amﬁbﬁhﬁ’uﬁ’l‘“ iW@OgFPQnﬁﬁéangﬁﬁ@g‘gPW 8B to the
sender. In alﬁoﬁb'l‘ﬁ&&%@Mlﬁl%@%&ﬂte’dsﬁt%ﬁﬁbﬁ%@tlﬁl@ﬁhe%ﬁeﬁéaﬁ@&@ tted data
is of independent use to a reciprent, i.e.,”that the nmultiple source data

i s not redundeaveraingeiput sEnials MBTCEWWOMYFW@W@%%%WW fead®s are
vastly differ G I ary
patterns of I%gﬁss ofrg%m%lpseggg%%{rlgﬁ?éurt g’?@% 55|nggggl§e¥\4ta§dgﬂ;egggﬁ?@orrlr§c\/a?r§gé at a
from a senderplacedantp padkpis end transantted to tham dedtinatomnetth ieand pahlect semtaiemgane

reci pi ent 5Ther ChratheLts g be a real-tinme channel, where the channel
noves datél fr oM URE RN o0 the recipient as the channel gets the data,
or the channel m ght bexsa:sejtlaragehe:tbmmmb"ﬁefh@dto&hpﬂasﬂ&ommmdalolneof t he

data in its transit fro gaﬂnder to the recipie 4 | e of the
latter is di sSKOBFOYEHAR éStB Fy&red 28  pajhte Qe oF mare °ﬁmtaﬂa{'5 aﬂﬁ‘ﬁﬁ e, a
program or deydcefehithdl infigd) @hdh ﬁ&ﬁtﬁsafrc%eweﬁortcbﬁw@; stéifa @&evtu’!'éGar%%ﬂder
transmtting the data to a storage device. The reci |en§ is the pr ogram or

devi ce that renmples e ey shat Fmﬁqqﬁbves@(brFalgéc@éxﬁoasnowm@zqw%Hmas% that the
sender usgs tg bhgeciitt 14 G RLagewlleyi ce
itself and theega%gte7 FgF 200%“88&1{ chanl sne t %e reca?& ent uses to
get the data frpmrwetch@uéptﬂmemue\wmee)calmeamawt@e;ilcflaamquhececﬂfamm@l | f

there is a ch gggmg r ice can | ose
data, then th %]SUPE&BLEQ?%%M gﬁ)ggé?%g(j?ezﬁ%r?ﬂ?%evg@%annel. When t he
sender and reci pi ent afleans\psionisabe fryceas ofataasmeitthgutat frdraone br mpte segders

preferable nof 1o transm.t. gn.exa opy,.of an in ut fil but i.nstead to
transnmit dataogoé'ﬁ&rgf’r&fc‘?‘?’%rﬁ'f?’ﬁoé’gﬁﬁﬁﬁ?"g%ﬁ"ilgr‘@ﬁtg g%e& ﬁl%mopﬁsﬁngﬁrl5ery of
erasur es. 2An eaesdarto iaby fmnﬂief 6HetipieHs by & PerfétD chahfcl Othe EREives 84HEH bd dmat

handl es that task. One wa viewi ng the operation of the encoder is that

t he encoder g@ﬁé‘r%&?b%f‘éﬁtnﬁﬁttﬁl%gﬁﬁﬁ%@ detagyill bp pageived eastsedy. Hpisr we assuB§uence
of input synbh HabnaRse] ok f pfelt \Jhnf. ﬁﬂﬂpl:'iscffdrln?nst {é@p@omgf%ngm% 10 woul d
t hus have a position) In the input , and a va eco is a
circuit, devi ssumerbdithedas em@d@S ﬁeg:nmm thahane seodwnwhichiis the cise formome symbol s
fromthe out p L ent coding is
not limted t Steﬁxn%%}%lﬂgaﬁ %er “ %nsuﬁvoﬂm%r ?CU fn]{“ﬁ% ype'ﬂgf i nput
synbol i s3®f t easuie mdailatadndompldnmeap(phjcham hthreafE;iras ea;tdc;al casla(ef dath wasuréor 15

t he i nput ols are sel ected from of _2M, | s for sone
poSi It| \F;g |?1¥e @Ha%f\?FwFﬂg%’ﬁc e0 Agchanng ﬁﬂ’ls IEL had é'ﬁﬁ“s 8P %%W%%%;ﬁﬁréd by a

sequence of Myhérd Srefibietitdossn’ PR rebvihg@4dd urtil ls@ne Jﬂ'tﬁ‘e yah HE Meady pssefif en
determ ned based on the uses of the application and on the channel. For
exanpl e, for a packet-based Internet channel, a packet with a payl oad of
size of 1024 bytes m ght be appropriate (a byte is 8 bits). In this




20 exanpl e, assum ng each packet contains one output synbol and 8 bytes of
auxiliary information, an input synbol size of M=(1024 - 8) . 8, or, 8l ﬁS
bits woul d be appropriate. As anot her exanple, sone satellite syste7r’r%F 84003
t he MPEG packet standard, where the payl oad of each packet conprises 188
bytes. In that exanple, assum ng each packet contains one output synbol and
4 bytes of auxiliary information, a synbgl size of 25 M=(188 - 4) . 8, or
1472 bits woul d be appropriate. In a general-purpose conmuni cati on system
usi ng chai n rteaéteirenpietdiopgreceinng dptpbefort tramsmsgen eidscorphe Baipiedt’'s, such as

t he i nput synbol siz i.e. t he number . of bits encpd by an i nput
Synbol ) yrACFNGAT S @0d B 18P RENAT A A1 0O SRR GiBbut symbol has
a val ue. In opgorRlebRss, @AnRMHpAE RO EendeMmist boGrasdniaPEHatiaeprRh oy arfiapi

out put synbol has an identifier called its "key." Preferably, the key of
each out put siliand starh heprangnissionbedere a Fecipien isgy Tange  PBS B ES§PIANbISAN | ow t he
reci pient 40 di.sd i 1 : | s.

Pr ef er abl ysf t %gﬁgg ar{g&?vfg%@qfllie%y%ghf%é%gﬁ?ﬁ%?%ﬁ%g&é@?i nct from
the keys of aktipsnhaan redinegiuts satgititecdish (dwtingovigeletime ¢ §ot rensiving datz talstard as

possible is included in the transm.ssjon.i.n order. for a recipi.gn

foter i ne ¢ helerayng fregiie B UARREER! A8 phite Psfecfly RolBr AR Bty ng
t he sequence mbvddams rimge. A6 6ismid e dpparen e resdinP dlissdegepgiontdach by an encoder
is a sequence of consecutive integers. In thjs case) .each key is called a
"sequence nuniBEIMPICERESE KA SPerial 3ok OF €414 Fatuse, SICRH G ISTRIpRICaR e e A3l ue i n

each trangm tigsmRaekRs (and R ra@ bR RGEnE SUFRESrolNaRs)R8 if (RCHdFRGht s inhendaacket .
Si nce sequence nunbers can typically fit 1nto a small nunber of bytes)

e.g., 4 byt estheeriip tisierhyt thsshanngliesi@ll thedetraip tathsrngintivibirettheregipisptistarssdnbol

value in so [ CRROM) : e ] - et
packet s of 1083 Tk meoAlef A PHEBlovrl leRbp ARG cylER A abOh Rl
sequence nunbarors canibe sheamqhiwalentsifetasuresteyr simaply dodppthgddbdatablodkser sysyteisens, it
is preferabl & tt for bﬁe%{_{?from nore than one piece of data. For exanple)
consi der a sygfl V?ﬂe PrciWies a reci pi ent receiving nore than one data
stream gerger at ed from ti®nsaidmnubdtion systemb a6tipiRat ro¢eives detagemaaesby wher e
the 15 transmtted dafa is a stream of packets, each gontai njng one output

synbol . |f albuldipiesendersedRy QRe sendpiusig i luple copmedione he* ARt el sPerd WRey s

then it is |ikedwhiédaas recipfent SEhPLiRNItantbksly ERA&H ¥emOtiRilonS ¥eHIR! © tithirhit t he
same sequence nunbers. Since output synbols with the sane key, or in this
case with t heldnipscgeigaditcamn il dls anploe e¥pmplede grmdtgast FmemiteiondRUEpSut t he
input file, tQigicLRERS a&ehﬁgﬁbéﬁ%%&éanomﬁo@@@& 15 cOifegt tB¥%nt BEmeR
recipient. Thus, in such a situation It is preferred that the key conprise
a uni que % r eafithdse stngaimsitemaigh theaggrapathtranseingiva mate with thedrandwigth efithepl e, for

ol 0"l udd et REPEeRRE Bkt sshO MG RS hlsPln Rl el RO

transmitted data is of independent use to a recipient, i.e., that the multiple source data is

not redundant among the streams, even when the transmission rates are vastly different
for the different streams, and when there are arbitrary patterns of loss.

25 In general, transmission is the act of moving data from a sender to a
recipient over a channel connecting the sender and recipient. The channel could be a
real-time channel, where the channel moves data from the sender to the recipient as the
channel gets the data, or the channel might be a storage channel that stores some or all of
the data in its transit from the sender to the recipient. An example of the latter is disk

30  storage or other storage device. In that example, a program or device that generates data
can be thought of as the sender, transmitting the data to a storage device. The recipient is
the program or device that reads the data from the storage device. The mechanisms that

the sender uses to get the data onto the storage device, the storage device itself and the



sender is using to transmt the packets. Since the IP address of the sender
and the port 25 nunber of the streamare parts of the header of eacg U%D
packet, there is no additional space required in each packet to ensure T3
these parts of the key are available to a recipient. The sender need only
insert a sequence nunber into each packet together with the corresponding
out put synbol, and the recipient can recipgate the entire key of a received
out put synmbol fromthe sequence nunber and fromthe packet header. As 30
anot her exarrph&hmﬁsms taatshwmailpieotfusbﬂotgadthé daa;fromahé(ﬂbnage thevieertotjentivelgient i fi er
of a data strgeam,co ﬂ’qg{#de ”lﬁg |ca addreﬁ}s Since the IP

mul ticast addPEsdEe a“ﬂét Teif R CRBerdhy lsfﬂsr?ﬁ GSII8E° ISKICRERR ¢ he
remar ks nade |gQMe, mb@uiaukmdBaﬁkaead&sa&alebhs&relﬁmbahﬁintevatl on as well. 2.7
E E D 2003 14 Keying by the p05|t| on of the output synbol is preferred when
it is possible. Positi X‘ﬁ‘ ARflehangHecigRtiargwsparateg by pdaiemsushpmel dytbol s
froma stara 1 (;:gﬂlp nory),
wher e the%ke&g% tefllrel%gli}to E}é{}é}gi a%gﬁf‘s&p fﬁ %Rgéﬁéiﬁ?qgg&%%. e.,
track, plus seotraed ﬁpmuhe inputeile that wxsthwnhtrmvwof grsures o) encPdsiisd on keyi ng
m ght al so wor k

AT ( Ay nchr Gt ovvsndiedhiogb idt storeB i bvERE haf P Corelp iR . 7C

transmtted wpdRtiod bahe cxicbmrrﬁgth@tamcséﬂcedemgmeraWstdmﬁuh sﬁntfdher froma finpeeyinttels, t he
reci pi ent can recreate thﬁ y of .an out put synbol %ano space . required
for explicit|Whergaieghence p ’gp‘etﬁ&nk@yalum&eﬁeah uh@ cl g smbpbqui res

that such Opos\bédld)ﬁhu!; RAVRRTRELHEH iPe M ﬂil@binﬁ adAueNA deBbded R £oirciBYdeVRe,0Y
position mght also be conbined with other keying nethods. For exanpl e,
consi der a paunkdie arcadssegmentdhat seponstmetotherinpug sianboiniwa theaipuisysbadr e t han
one out put sy ot se, the key of the output synbol m ght be
constructed frrg%?n%‘egb(kjm qul%%lﬁlse{h?eam identifier, a sequence nunber, and the
position of the output CégmmlcndrﬁcovlmEhaxrothhm@m(ﬂnetpartﬁhhcb'pdafiapwrsmboles

enerally resultf in the | Q
?ecei vesya ffﬁﬁf h‘ﬁé@?é"?.’npl ﬁ‘%%rf?oglsgg élctf’ﬁgg gt aBPlé ﬁo%aryfca%%a?ég?ﬁseokey of
an out put]ssynheinphitrsgfibbl areereted from ahiarphﬂmkiez“‘ $ynttiotsfoc unieaiosisivaineper|ue

stream i dentifi r t he sequence nunb in the acket S|t|on of
t he out put s;Mbg‘P dgh cren 2p ubsyaibat can GrWﬁ‘??F‘Pféq 6?%“6‘?“?29'{&&‘{}

preferred in S@NteSHput GBS TS vEIBOGOMiK Sk terrhied BRASE o k@B e random (or
pseudo-random number is generated, used as the key for each out put synbol

and expl i ci t|appli¢aipg mid erefie ohanpels Rer esarmplat fosg nesspt-baspiblngsress ehanpelor r andom
keying is th acl#e‘?@vltimr 2)%21'09&“01%28‘6?)’@26{[6}%% Fpgﬁ%eﬁﬁﬁom(a\’@kéﬁ sivhs). ik eliy to

be small, ev gener at ed ent ‘senders at different
physi cal 300 c atewple, @alr(uassmlnpﬁ@et mtammgeoniputwmbbltﬂné 8kwyes of gumlazrrge

Come”syst ems BEEATIEE Bt nbpaveriieel vy g EL Y R PRt bRl nea

above) chain Acaothepexa8pb, Bfnd SteliR€fyslemstaes mem@pac&e@mme@hae tten of
data erasure or_ where the_reci |ent does not begin_and end recpgﬁﬁl on 30

exact |y when R#Y1oadpksrl BIcke! oe@@m 183,bytesn d8 thatrgamplg, ASHmEngfarh

referred to hQnGim ods outP@lsfmbAGRIR bGleMeRR liary IRRSRaFANE bfrhi1 8iz6l0f not
adversely affect the conmuhi cati on process mhen chain reaction coding is

used, becuseMeE88 eKhai & or bbidthite woulddie apprdpriae. t Inatgeneral-pupdse eommynigatipml y
! ndependent S S tterrﬁalfsmo chz-!urs1 relagtgo%r rTEtnIg (me app?ca’uon Eépecﬁflc para?meter:rg‘n(ljl& as the input
symbol size (i.e., M, the number of bits encoded by an input symbol), might be variables
set by the application.
Each output symbol has a value. In one preferred embodiment, which we
30  consider below, each output symbol has an identifier called its “key.” Preferably, the key
of each output symbol can be easily determined by the recipient to allow the recipient to

distinguish one output symbol from other output symbols. Preferably, the key of an



2 7 FE ~ 203 15 collections of output synbols are independent enough to be
| argely information additive, which is the case for the chain react;P£
codi ng systens described herein) then any suitable nunber of packet 553&@3
used to recover an input file. If a hundred packets are |ost due to a burst
of noi se causing data erasure, an extra hundred packets can be picked up
after 5 the burst to replace the | oss of ighe erased packets. If thousands

of packets are | ost belSt receiver did not tune jnto a tr%nsnltter when

it began trarfSRY SR el%%%rm}e#ebwraa ofrrfs?utbrtémbolﬁ h8&e PrHeaelinss of
packets fromganydah 5'@[50598& i9fcRledlih ARSI in QP YRR EEPRMADALRBEine
transmitter. Wth chain reaction coding, a receiver is not constrained to
pi ckup any pahckmfalrre@e\ted@mppbﬁo’k@ob so it can receive sone packets from
one transmtter, 10 SWI nother. transmiter S ckt mss
t he begi nning or end ofI a Sqltp\i/)eetﬁ hr%‘r?ig’s F oIS ogt(ey? rcggggtetﬁ)\%aoﬁ&

file. The Sabldynibylstgenqrﬂbmmamdedc&&v& a&eﬁﬂeﬁé’&dﬂcﬁﬁée&mmﬁtm& In this case, each
receiver-tra mttqﬁrﬁqlcgordlnatl Ilfles t he commu

gre t |
O 00ess. g ereF By 16 e s b reéserm@v%ﬁarﬁole &8 on

coding i nvol Véash S2R&TIRdd pasket, ke Je@ﬁdﬁtmnqrer EartHeafdlhded in R phacley, ntaiat:es from an
input file, encoding those input synbols into one or nore output nbol s,

wher e each oufepufnCER RS ¢a§1§e¢@BV§t@&D%mmmere@mwgnﬂbﬁéhm Ing of all
ot her out put S re
reci pi ont o ovhy TRz ner J@RS M Ak WO vBUE 1R BBk ie BBl

i nput fill® uskangxaie, msmgéﬂIR hutmmo;hckgs pHi2d\bgtes eabedllor atipgobpesse eachr

subset of out Itf 2(?/ 0 one of nore.data str , and decodi ng the
i nput synbol spoaf: BTt es°93"r'¥3%§“’5 Gy Qnlyra sl o,vg?ge}d\pgﬁa%féﬂ put synbols. As
will be expl a| ned thehdemaobgstezﬁaﬁnme&mne ta fornPkdy fFonirhoke haoond piecewsd! ues

of one or nbols and P ihly frominformation about t he
val ues of ot B Srisemsider msystepLihal 1nglpdes A yechuen rCEVIBIPYE thapplie ¢ he

decoder can r@%em%%naag@ﬁbﬂwsmmat SlefHoR BN R deRHirs, SYHEROME | whi ch
inturn allows the decoder to decode other input synbols from t hose decoded
i nput  syniol straaﬁ@ttgfié@tamrq;am@émo&et@r egth pouteiniggensiogtpubantad Hall sudhyus
causing a " I r i I f ng
Feconstr uct d o™t i the Bbe o8l or AREKE i Blrs bR, BTPRIRC e e ipls

descri bed wi twillredeareamtput syantiotsevigthé sagu:rsequenb‘cr mpmbkrs. §1lape@mumksmlm@\am of a
conmmuni cati o she Q0 th uses chain reaction cQ

comuni cat i orr@ g%%teﬁt%dﬁt a%s?‘r‘tqglb epresefb?ﬂweglrlm%errf I npur?lde‘%drlgam 2 ~FE
c ~0~3 16 105nformationmbbutahe inputai‘he itipeHses ysdless r@eptinal doplick (. datarmuhc syrrbol

gener at or flO ener s .a s uence of one o ut s nmbol s I S(
1)) I1S(3 81’“"n‘) B £4¢0 & ‘ﬂﬂﬁ‘f’“ il e Feéthﬁbtglﬁ{‘eyvﬁ% $ i H%%H nbol
havi ng a val qge@mrgmﬁgwm,laqeq&gmg in Fig. 1 as a parent hesi zed
integer). As explained above, ‘the possi bl e val ues for input synbols, i.e.

its 5 al phabet, is typlFela?"Ia?’Plfnfan pirraperfl (PP Intaras) padkets, th§(9ntqH%1td5&t§t‘ﬁ°fnput
synbol codes J@arta MebinlcduRfindifi thePUHarkis! o?the-lelgx?deygttdjtﬁe P(grt MuhSer9eheteal |y
determ ned by the use o? comuni cat1 on system 1 a general purpose
syst em nmi ght Sepdsr iscising te yratisslit the rzzachtmp’imcq‘tbcmzrﬁdmss @fythbsﬂndgreamérlmmn 110 so
that Mc b erator
110 is p?%‘w g‘e\c{fﬂ)te%)gg%g geér)teglg P%@*"é‘%%&&%@%erag’ % ‘Jfgg% eﬁ'é‘r%%? glggl%lkey for
each out put sspadeabquired ixeeayb peckattednsuye thitehse partsarf theKey aEaecylallzitﬂg/tmas

gener ated accor.di n 0 of .t he.nmet hods described Rr &\ VI o

conpar abl e metHBE" @FSF‘}%‘W%@ atselaar%’éceﬂ“a’btﬂtm 8¢ etlié%? cbg’ rat ed

for the same thopditespoddthgueutlYntbdt anduhe kdtRier: BRYre@teRe gerwﬁatleglobx this or
anot her key generator. For exanple, key generator 120 may use a conbi nation

of the out put’e?ﬂ“’f‘é%@%Wﬁ%ﬁ%i@s%}wﬂ?ﬁﬁlﬁ@%ﬂ@e@ﬁ‘beé’r‘t?liGFh@"%dellw and/ or
the out pujp ofan@uraa&maegfdters@tﬂoftﬁ%&&aarﬁe&&qh@m&éﬂeynnﬂh@fp&tttput of key

generator 120 is provided to encoder 115. 'From each key provi ded by key
gener at or 12()5“3@11@9@@rndUdEQI@Bmeﬁmaégdémsso&mﬂhesWrmﬁéﬂlcaswdﬂh’fsals\tbaﬂeé B(I)
fromthe inp ue of
each out put g‘bnﬁ qp‘?‘lsf%aaé‘;@%‘ﬁg% %ég%g?%énﬁﬁg}ksa%@ %?&f%wg t| on of
one or nore ab thihstuahpuss welhbol s, referred to here| n as the output synbol'’
"associ ated i nput synbol s" or just its "associates". The selection of the
function (the "value function"”) and the associates is done according to a
process described in nore detail below Typically, but not always, Mis the
sanme for input synbols and output synbols, i.e., they both code for the
same nunber of bits. 25 In sone enbodi nents, the nunber K of input synbols
is used by the encoder to select the associates. If Kis not known in
advance, such as V\/nere the |nput |s a stream ng f| I e, K can be ]USt an

T T o o A AP a2 o o o, e



2 7 F ED 2003 17 assuned to be an erasure channel, but that is not a

requi rement for proper operation of communication system 100. Modul es7 Fﬁ(})mm
145 and 150 can be any suitabl e hardware conmponents) software conponents,
physi cal nedia, or any conbination thereof, so long as transmt nodul e 140
is adapted to transmt output synbols and any needed data about S their

keys to channel 145 and receive nodule 150 is adapted to receive synbols
and potentially sone data about their keyd from channel |45. The val ue of

K, if used to determ n%etq] x| sﬁo%isii;}gegft can Qte Sent. gver | Qwa}]rénetlf.s 145, or it
may be set ahead of ti me? B égrenerren? OP SHBOFE T 18P 3N ecSdér’® 155, As
e>r<]pl ai Redhabows}.iblehamiﬁdm Mﬂg@ﬁghtb&arlfiwélﬁ&#r-réddh‘g dmtrlﬁllnmﬁhbomﬁmh aasorggepat h 10

t hrough the Internet or r ast lin r television transm.tter to a
tel evi si on refVjcetth gy2 @DM@%@H@C&Bﬁhé’e@m’a‘?w%moaﬁe%%? H}f’%&%ﬁbt her,

or channel 14 ; ; h Jﬁng 1kt G Vb
site, or the ﬁ@g@@éﬁsﬁg&%@gﬁﬁfgﬁ%iégy Egg@ %ég%ll%ti 6nlug%&gt]?1eg¥}??i me
channel anfd aths sestaacgic.k; Rastien keyingmightalse workrvel for deirét baprsiragpmisger son
transmts an jnput fil o e rvice
Pr ovi der (1 SR erich of 2 AT AARRBRA0, AR file) WUAD Bl om0
server and i sdsadrs egusentiédunteraiphhtihing donstramts: éEitipthénform vEkeyting tHent@pingt .
Because channel 145 i SS d to be rasure chan canmuni cat. ons

oyet om 100 doge risteis B RRESTR Gt SFsREVEL Y SlfuaBRecoburlEly Shah b u
synbol s that @ykéy, rmgitiod Reyiid of eoutdeOrequiiehs ke s\t ppsitiorsMfdiRlation bedvagable nt 0
transmt nodule 140. In 20 fact, where channel 145 conprises a packet

net wor k, Ebnmendireliabicons system 100 m ght not even be able to assune that
the rel ative order of : e j I it
t hrough channel 145. The g%\g?g?gl?ﬁﬁggi;ﬂ%%gﬁgﬁggﬁ?‘qsﬂﬁgalgg%I%a’ggét'erm' ned
usi ng one or Fwresargple tdopsidespipacketizanemission sxstan whete atrhvpackes nontaips more

necessarily d ' e 0f: i j t t I '
receive mdul@ﬁé‘g&%t %%%?v%%&gg%ﬁetge&%}%?hoev& eug elgﬁg%q}t% cé?/%g(% g to a
decoder 155, ford aaniguelstteanridentifice a sapiahoe nufben; ewithy pesitadnmftthe tepk eyrsbaf

t hese out put synbaols i.s pgovided to a ke egenerator 160. . Key.r ner at or
160 regen #Jat ‘gﬁﬁ]gﬁée 338]% $18?° aeer?sélﬁeéig%%a@d?%ﬂtm ?Wﬁ%sglo e‘%{Hap%?‘SG?@%s t hese
keys to decodgtipikhbgenbraltptecivésafull pasket e tikeyise, Miexetigiebt dayi ridyatd thg@eer at or
160 together with the con-gspondi néqero t put .s ols, to 30 recover the input

symbol s (agai ff Agptppt syl frem thehegder of the pagke CPBIAINS A N Y STEAL

recover ed inPMhﬁ}ég})fﬁE%%@@&M% uieipla&et,eaaéaﬁrpmig&l? ehgﬁeE °“§9g0 gegnerates a

copy 170 of input 1 or 1 nput stream 105. is A Basic

Encoder Fig. w®ithigthemarketk di agram of one enbodi ment of encoder 115 shown in
Fl o 3) which s a d actaueih BkSienRebBInel tShE et B ol o ©
processi ng pekdyogndulthese syktemgnraadieom (shpasndd-randang). nuinbefis gonkrated, Ls&l dsghe
Genorate. ns SanreFHEPRE Prflind oty YapRER. P Mo BRI o

buf fer 205. Keypdrty(dfradosiadyiny isithe tedyacganefiayothatli2e sfeawne valuEisdikely th i s
LR (T e

conmponent $5  2&GumirdgthéRflg@dlbosdblé Réys i l@idg‘éren&?gﬂ?i'ﬂ]i?ﬂ#ﬂ'cﬁﬂeﬁﬁ hfa§ Bhveche

out puts fromvalue Tunctron 'sel ector 210, weight selector 215, associator
220 and the i #iyastagsqygootheyfermsin soup systaars hegpuserpf hetsyuplidigrofést put synbol
values. It shpuhdnhgdpderstood that other equival ent arrangenents to the
el ements shown in Fig. 2 mght be used, and that this is but one exanple of
an encoder accordi ng t dstekplaingd ghose shain reagéon ¢oding ig wseb avhatei there isdme K i nput

sympbol's are r gx%%.&tgt‘ra‘ocril o?'gga %xta%rggr &Ecrtia H)@%cipslgnq%gclas not begin and end reception

30 exactly when a transmission begins and ends. The latter condition is referred to herein as

“data incompleteness”. These conditions do not adversely affect the communication
process when chain reaction coding is used, because the chain reaction coding data that is

received is highly independent so that it is information additive. If most random



buffer 205. As expl ai ned above, each input synbol has a position (i.e., its
original position in the input file) and a value. The input synbol SZ fﬁﬁf
not be stored in input symbol buffer 205 in their respective order, gﬂb
as the position of stored input 20 synbols can be determ ned. Using key |
and the nunber of input synbols K, weight selector 215 determ nes the
nunmber WI) of input synbols that are to bhe "associ ates" of the output
synbol having key I. Using key |, weight \Afl) and the nunber of i nput
symbol s K, assQ@ukafons of?cﬁﬁplfii@ir%dﬁ d?@?nd%déﬂt §r§o ﬁ‘#(d Be IQJgeBIQﬂOHthYb% At aput
synbol s associated with the 25 output sy shoul"d "be under st ood t hat
W) need not \b}@cls@p%prm@foyﬂ@rch@nmapmrtqosimeaysttmmee@heﬂ hergip Hearuy suiabiecan
generate AL(I) I hea i rat ed,
W) can be easm P%ac@?%@gﬁgggéégego&{%1in thle qe&%gr(%@%ééesegca?% gtgﬁ n
AL(1). Once l)to\A(blu)st afvbisdleahsingataea d{mwnan é)dﬂ@h\dﬁidrbtﬁpzﬁkét); caf bd fiekedwbpier
synbol is 30 ¢ ulated b | cul at or as on a val ue function F(I)
One proper ty otﬁ il Feniaet U dpssof Ristess pne ?%s elﬁﬁlousfap w{naakfé% %rs@ffswf‘éaleﬁa ue
for an associ %ecéwbr/am&tdnenhsra%&s%&@rwnftrbe Q%E}Hﬁm%\(m%cem}bm@(l)
and fromthe values for the other l)-1 associates in . One preferred
val ue functi orjugiPedrup Hhospthqusgndspiipac lraéromy@meueerfqdmfﬂra@ﬁm%@meéewep 2 7
Ff. D2003 1 Ly
nverted.  ronet g Eniril, BAPGlaiiteadion CARL K ERRBHRG: ARGRRIG 0. 11
used val ue f umidtipany patiederset cEpr@cldEst s;)rltrwnescea'e\samupadkamfthmmd?t(an}mmeom key
andfro I r t.he value function,F |sth arre val ue
functl on Irﬂ(g “ptcg an.P?h %%SWQ er,\}gﬁesg?l PICke@’arPﬁ%&FL?ﬁéﬁ)'% 5% a&rweﬂlo is
not needed andrmmsibﬁhmstm%co@mbﬁpmm& lmumdtywbﬁdinbﬂnﬁlewd dgarkstisgionon F.
For exanple) the value function mght be XOR for_all_ | t he out put
symbol val ue i¥agHt mviréxaefwwommm ZReRidy smplifess thy C%wur&watw grocess.
associ ates. For each key I, weight selector 21 S determ nes a weight WI)
from| and 10 ABasioImplemonteticnt i on, wei ght selector 215 selects WI) by
using the key I to first r.an omlo kln number and then uses
this nunber to Iook up tﬁ;&? q{u? %@uW$f whreac g‘l"m%uﬁ %’ﬁ fang%hat i's
stored w tHi n fashighor aeiaemtgonptﬁ:kﬁnbo% ﬁ‘bmand@haﬁlle,eﬁhcﬁtﬁﬁg:ﬂmmmpm spinbblewts uch
a distribution table m‘%? flormsdada %lvgg g ow. Once
wei ght sel ect oOT*21 8Kt W’H'B olsypipgre eg §%§P gredbercf onAS &8 at or
220 and to calmu&paﬁdbhtl}15faa2&her68§)@csyﬂn>@rs Qﬁwﬁm&m@mke@twlsyﬁabolé\tddde o@f t he

positions of the W I nput synbol s associated with the current outfp
symbol . The as%r@.r%&lm%rﬁs P‘éefb elp Regghung (ang gecomstucting) acppy e mpiiiley 1)

and on K (if ﬂ)éﬁi%éi%?éacng?{lé‘oﬁlr%%me@%&éw QoH‘é‘Eéi‘%de‘é‘ét o@\bﬁt}:]n syﬁ"o“s)ﬁ'dn?
provided to cal cul ator 22S. Usi ngS}I I st and éither the

val ue 20 fafhctans®f FEre daty fighgsdn cooéllngu@eﬂnmf@sm?s@méhmlmand)keyaof the
presel ected vgl, &ngd%&k}_%ggls cal cul at or 225 accesses the WI) input

synbol s reference n i nput synbol buffer 205 to calculate the
value) B(l)) for the cuﬂsemﬂboaxmmnedsmntiedode#haneecamnlaamﬁut s;yn]ﬂrod)fremuhe for

cal cul ating AL i i ven _bel ow, but oth U|tale IS i ght. be
aed | nst ead Yabes oFarhey e g Bt BRGHooR0y BB op R nry
even chance ofotBé ifiRi anﬁﬂ?d tBathavk AfeadbeRs R6vardd Thas, the Gcyédt c@:uiepwersynbol
and does the selection in way that the decoder can replicate if the

decoder does rﬁmem%amb%w;@m gutp symbs, ¢vhich ip fum allows the decoder to

decode other input symbols from those decoded input symbols and previously received
output symbols, and so on, thus causing a “chain reaction” of recovery of input symbols
of a file being reconstructed at the recipient.
Aspects of the invention will now be described with reference to the
30 figures.
Fig. 1 is a block diagram of a communications system 100 that uses chain

reaction coding. In communications system 100, an input file 101, or an input stream



Encoder 115 then outputs B(l). In effect, encoder 115 perforns the action
illustrated in Fig. 3, nanely) to generate an output synbol val ue 3(7}E3§w3
sonme val ue function of selected input synbols. In the exanple sho

value function is XOR, the 30 weight WI) of the output synmbol is 3) and

t he associated i nput synbols (the associates) are at positions 0, 2, and 3
and have respective values 1S(0)) 1S(2) a6d | S(3). Thus, the output synbol

| cul at 1) .= IS 2 2003 20 f
Lhat val ue of 9P is 5 TRFLORY HERp eI CHRdPs R LbpTheh efie AT BBt e
received as deggidnBesl QY ford iR kyinbdld 18(®), myw@)thyﬁoﬁlm@mgﬁt fiber out put

synbol s m ght have been | ost or ﬁwten out of order, or were generated by
one or nore eWEEHEYih each inpyt yabahayings vabigends positivat(denseeddnFigid asgbol s
that are rec h y ;and
some. assur andl st PGaREEE AEORIED ol nEPols U Glich 261 by S b s AN A6
recei ved dut mmhabglmb@rpscally @gelph@r:t afi2t’ hymh@s,rsoclw p@bpmvdﬁ)ngbd{ey@s for M

reconstructe r t nd the val ue of
K, are the |Cl)ltso gng(k:gl er 5%@“ %@;ﬁfﬁg%"y g?qg,gﬁ ?,bglwel‘gs%cgded in an input
synmbol (i . .,contn&uﬁdaﬂa) sysemlD0drpe pelerd! pamodeltgstanmigidhdiode a shdobdize of an
out put synbol, is aI SO depeqrident 0 {)he a{)ﬁl i c tion, but m ght aIlso be
dependent on PP feHERH, SFDeEAy tcﬁ'é & Y51 djom H‘Fﬁd‘f uge; | Theoutpyt

nul tiple Wga&?ﬁ(ﬁﬁxté}xﬁ@ol éﬂé?atdrrlwﬁspfré\h@ed%%hénc@@erb'i?ke” into thousands, tens
of thousands, or hund reé t housands of i1nput synbols with each input
synbol enkbdi ng a few, Kteﬁsglerim!rlafa eensrades atkep fy gachsoudifut symid] to be Eneritagone
cases, the c val ues
and the | mput S RiogRpREaNs By REeR-IDl bichiihgh oh T kRS HEARe ] T
same nunber qireousdy, ormy@bm@muem&mmelnstansthalqiMb@taworﬂdf thmlawu s the

case, then the in tf%l)( S|ze|sI|m entpg ut snbol
val ue size i TR ebl &4, amr?‘%?s V\E ae Wléfé%er a¥m ol SISt s in
packets and aagtgemitpxutFosymcﬂle lmsgenénatorummaﬁuqaambﬁmmﬁﬁoméfthp mtpﬁcbfal ze.
ey at the © SOBRERS. § HOOURATSET 15011 hEAT B GPEH iy SBETS PR RS gh
ey a r 3 g o]
acconmbdat e ttB%rae%w@acmasy t’l"h% olphEorReP Plnett 186¥% Provifiito RASIHEE 115AS
descri bed above, although positions of the input synbols are typically
consecutive, in many i ﬁfﬂ%ﬁ@h#gﬂIﬁﬁ‘é!dﬁdt‘h’écckéy@fﬁ@rel210a¢n°P¢Q§d11éé?ﬂfké%‘m@ve
For 25 exanpl i nbol s,
nmp cﬁ?pdtg){rﬁﬂebl iRk vaflﬁé n%(l)"‘ﬁ&% uﬁ’ﬁ' %b gmU&? fgﬁabfae@{?y QQQnﬂu@gﬁﬁbo‘iy

t he positions I nput om0 to 59,999, while in
one of the wgsb@#@nt'ﬁhqwhsmmlogmwymbew(smved l@a@dprkwemagd\pn Brane

i ndepend I s m ght
be ggnera edyfggﬁﬁ?ﬁ’gous r?)mgggpt? ﬁgtr??t"t% g%lgj}r%ﬁs?%qﬁééﬁs]gsn 9‘?2‘ s?%ﬁgggged. Ag
shown herein, asdmalarcdnmcsynﬂmlsdodjus!gtséfhdsom;tesf h&h&6e1e4ion smhbdllmcﬁm (thput file
to be reconstfu fra suff|C|e | ar.ge, col | ecti,on Q, 000 + some
i ncrement A) d’f‘f: E‘H’}H?n ?%%ngs?%ﬁ%‘rlﬁl °8°Fd‘aﬁé°r%pmf‘nesf ﬂ?cﬂﬁ%ﬁﬁp %Lequence
those out put deyditseley. i1y, bt alwags, M [ the samédO8ingut sfmbBéts kigd dagpder Fi g.

4 shows one enbodj nent of decoder 155 in det a|I with many parts in common

with encoder SYEROBhiRmtheyboth @deﬁor%éé@aéwnh@ss E’(‘ﬁ"rprl ses a value function
sel ector 210, a wei ght SeleChMdidbats, BEnARGLK Hifffut $3fbol 8 uSsi tthe SYNbOI

buf fer 405, a reducer 415, a reconstructor 420 and & reconstruction buffer
425. As with anhedesircssieetthe osspaistest IFIK tY unt knewreistadyanpa, Guenes whese Gp inpat isn

out put symnbol ;gjg{ I ¢ e val ue
function is op{%llé g g(%hgﬁﬁlﬁngfes %Qtﬁs&géb{igﬁ%%% I%ﬁscgb u%%ﬂ&o%t%}@eg t he
sane for all Ijljttpalﬂocsyerstmdﬁ.foﬁ\mMEmbodmtrl es of reconstructl on buffer 425

are shown, with sone input, s ol s.reconstructed

unknown. 10 For exanpl E,%chﬁr ni-‘ir%.m%‘i“PH‘B“ES%%B@PFSE%%SE“ %@%r‘f‘déﬁﬁ

and 6 havy baﬁmmem&eampmﬂed the kéygeactsuah ehtsutaimpelsfrdn Qﬁﬂccﬁ.gcxﬁrﬁ@d 4
have yet to be recovere In operation, for each received output synbol

with key | ankOvdrasmpmoduleddp gamsmits s’ quipus sympRols gid drpenfing aelhe keyiag

provided to vakthed &éeact;alngﬂuﬁﬁhﬁemm?gwansaﬂ@wmt sk 85th Gbord IR KRPCLAES OCT at or
220. Using K and key 1, ht sel ector 215 determ nes
transmitted output sym ols, over a channel 145 to a receive module 150. Channel 145 is



15 weight WI). Using K, key | and WI), associator 220 produces the |i st

AL(l1) of WI) positions of input synbols associated with the output, synbal .
Optionally, using K and I, value function selector 210 sel ects val ué 7" FED 2003
function F(1). Then, 1, B(l), WI) and AL(1], and optionally F(1), are

stored in a row of output synmbol buffer 405. Value function selector 210)
wei ght sel ector 215 and associ ator 220 performthe sanme operation for
decoder 155 20 as described for encoder 11 S. In particular, the val ue
function F(I)assinie tadt ghtrabifrt ghaniel, Hulnehat is bt leqhijenpnofbu e ebypevatibhef
function selector 210, by wejght selector 215 and by assocjiator 220 in Fig.
5 are the san@%‘r‘“"ﬁaﬂgn %fﬁg‘ @/5‘110%556@ lfj'ﬁén%gﬂlr%g. 5 AT ﬂ’é‘@ﬁ?‘f’@@ﬁpm in
Fig. 4. If K ssfpogentd, sk ird Bethpdnkht§, phsiéal Rishial ér'aBy chhbiaaibrdBereM¥BIBhE at ed

fromthe encoder to the decoder in any conventional manner, such as
i ncludi ng it asdraasmgedule 198 isidapied to tRpswhewtpylcyshola 2wl aygiseded detgabodly nbol

buf fer 405 | oglgl ﬂ%ﬁ??%haﬂfélﬁ% ?@m%ééu% B it Q@aﬁa?ed%@?éceib@k‘ﬁnﬂéﬁé t one,

i.e., WI)=1 and sts e position of just one associate. Those
synbol s are rmftentiabylsane data abont their kaysifremscharineh 145 élhedalue of Keif usedror val ue

functions with the operties described abov out.put 0l s .of...wei.ght one
bre 30 i ¢ heokmihr BRI TR S BV AR E S ity DY B ThSe R itied

det erm ned f r4pneenivat ofentdqldt 1 SyaddecodeX1580urse) if a value function were
used that would allow input symbols to be decoged under condi ti on ot her

t han havi ng a wei ght ofASc?ﬁgl)amF%%tl"VE’c?&iéfF‘F]b%% P 8rREUTEShgl Seh &S AiPA

whet her afp oufRiHeh HETRRel & o BoddeRt FRCRNARIAAEEn rhRmittdr 8 A leYeviddie, 2 7 F
E C 2003 22 exanpl es descri bed here assune that the decodable set is those

out put synbol xciplentorgetelgphone pennection fiogt enegiobnt to abtheh @t ehaagelnidh ean bo2 ot her

val ue functio (P S fr0 ' :

descri ption. rggg%g@gér]fgsfl ?}ﬁ%ﬁ oéfb%%%%?%ggg’ﬁwgﬁg Beﬁga P@% #%%I @?t’#g%lsli% n?lﬁhtt he
decodabl e 5 s®fn bt heombihgtitn of 'y miabtims chiainelanB(@als)oragedhapiel, surdlds y chimelal ue
function F(l).is used to reconstruct the input synmbol, listed in.AL(1) and
he r econst r erBe VAT A RbRBb LS it 17 B eGP G oisfplined &
t he approp i a$e&vipeBioivlden(I§Byove@ieleplignatling thdmput fl¢ iststoeed o1tkd Wab eehveryndt
synbol had already been reconstructed, the reconstructor 420 could drop the
new y reconst¥it Sé‘éileflﬁ)bﬁ?“ 3P ATSPETNPY S dhelRE™E% i sti ng reconst ruct ed

i nput synbol, 10 or comea#ifle EHM@ndIWAS ANEsukfd WebSdh @EJ RS chiahind]l, h@inlinfda@6ns
Where the value function is an XOR of all the associates, the input synbol

val ue is si nphyternidOsaesint 2symp 8longtoepeferresRardsnat l?qme@rtﬁ%wm §yrgbols
reconstructs onut r%m%cﬁiu}eqlﬁb aﬂtﬂih)f 8&%@'&95&%19 Wat 3 fm&{r&émﬁ hédegodabl e

set. Once an out put synbo romthe e set”1Is used to reconstruct an

i nput syndbl fart, wherelghangel ldf edmprises a packsiyzetwork copumynidationssystempGf fight405.

Del eting the not even be able to assume that the relative order of any two or more packets is preserved

in transit through channel 145. Therefore, the key of the output symbols is determined

using one or more of the keying schemes described above, and not necessarily determined

by the order in which the output symbols exit receive module 150.

25 Receive module 150 provides the output symbols to a decoder 155, and
any data receive module 150 receives about the keys of these output symbols is provided
to a key regenerator 160. Key regenerator 160 regenerates the keys for the received
output symbols and provides these keys to decoder 155. Decoder 155 uses the keys
provided by key regenerator 160 together with the corresponding output symbols, to

30  recover the input symbols (again 1S(0), IS(1), IS(2), ...). Decoder 155 provides the
recovered input symbols to an input file reassembler 165, which generates a copy 170 of

input file 101 or input stream 105.



15 "used up" out put synbol al so ensures that reconstructor 420 does not
continually revisit that output synbol. Initially, reconstructor 42pD7 Wg'ﬂtzgm
until at |east one output synbol is received that is a nenber of the
decodabl e set. Once that one output synbol is used, the decodable set would
be enpty again, except for the fact that sone other output synbol 20 m ght
be a function of only that one reconstructed i nput synbol and one ot her

i nput synbol . Thus, reconstructing one idput synbol from a nember of the
decodabl e setA@aggfbngo%glse ot her output synbols to be added to the decodabl e
set. The pro ction of output synbols to add themto the

decodabl e set is perfoFigedidyblodkdiagam 41ane edboflastutefrendddsr $ tashowaun pig

synbol buffer 5 and reconsiruction huffer .42S tq find t put . synbol s t hat
ave | i st AL ihetioh AR Rl s ERed it vy OB e et oe
recovered. Wgiprig @beahg thtJodidanefuiiltanoBsome 8616 pRicessingfepBtm&lbiape W th key
I, reducer 415 obtains the value | S(R) of a recovered input synbol at

position R arf#cpdsapovainBiga2\w(1) and AL(1) as follows: 30 B(1) is reset to
B(1) XORIS(R) WI) is : ] .Sl I cl udi ng
R 27 Fr C20a3 23 Frrr.l’ t ltelltggfjg}t%i{”)gﬁqswé%%ggylrﬂtbsllss?ﬁggis(fin%é%ao)tmpﬁﬁe val ue
function was symbXORisad gatefatd. s shewn,chaKanput symhhodssare Hored int ArainpMERmbsl i t s own
inverse -- if, tha e .not the case and ano r. val.ue. function s used
or ot nal 1yt PABREUY & SdPisriaBTey B ket PeBRE 12 eV it Eie L5 n i85 e
fulncti OP V\DUHdahlEGﬁmtSiedsdfledt@'?lw,_\ﬁﬁglﬂ@ﬂéctikmS Mmmb@memﬁﬂﬁrﬁ]?ﬂbﬁiﬂpﬁlb the 5
val ues for_ nore. t . ope associate are known, t i v t of the above
equat i onslocarfyﬂg"’gj{]l?lﬁpsa_tpécﬁ' 1q%§ “h‘éﬁ% t%(e? 70%5‘?’&122?’%83 Iaﬂ)géﬁfaﬁwlﬁﬁﬁtﬁbvm
associ ate valuess (pikdasiddaie Mipots SO vhiub fundGGNeRERER Y0, weldhesdctdrans of
reducer 415 reduces the weights of output synbols in output synbol buffer

405. When an SERCIAr 230 aarbihe S1pwesygTvel huster &efuardhas gn eweulfar owpHsymbd
decodabl e congly i off ¢ &ﬁdi&fm{dg{estog& Bar o 'eﬂav%&ﬂ%%ﬁ)e}ns&ﬁ]er?iegrﬁhs%p&wt

synbol becones a nenber o ecodabl e ’se can e acted upon
by reconst r ucihdiig. 220ghtlbre usedaedd thet, thie kdmt enesnfnfiple bbart emvoddyeccopding tet theit
synbol s recei ved, ..reducer 415 and reconstructor 420 create a chain
reaction eco‘%ffsﬁﬁt,mwnflﬁn'r econstructor 420 decodi ng the decodable set to

recover nore input synbobratioadheKrinphl Symisisge tebeisel dndeshéd/iniguoveniad 15

i nput synbol uce re.out put synbol s t hey.are.added.t.o.t he
deboda! 6 setouiRAT dECHPRlE ARoVBiese R BRyByRa SRR ¢ Rl SRIRELr e are
recovered. Thsitiot @0BE iHROME) dnd aFialie. Fhé REQRFIbOIE héedinopbd stexdROmput N a
straightforward nanner) w thout nuch consideration tqQ nenory_ storage,
conmput at i on cyBbakbudfer 205iRLbAIITEIRSEIvVEOFFST, spRaE@s thEPoRiEebafstora BEY , decodi ng
tinme or tyAnSTbelsRin BOddiddmeaWhi ch constrains the nunber of output synbols
that are recerved) are limted, the decoder can be optim zed to better use

those limted resour ce¥singkkpl sndethd husiben of ilpw sriebolsKgweiBhisieleator 2l pr ef er r ed

mbodi t of ffici ' ' y » f tail .
Poro tha. va eferRicE € il R bARRRIRADAL el 18 HREAGEE Gl Gl 2| -
gpplé W 1:5 Boresrpbo_thavmg\m*'lle?éinmmyillowsig?ﬂﬁﬁ% artdhtlammmm;éot%getrs:yh#bglsﬂ@ F}g. 521

ecoder co [1LS u SLI uUcC re er ea r. erre
oo bene. 55 30 debRnhes MR AL T hERGh BHEM Gt SR ErS st Eh b fer s o
| SDS 510)25 desugslabyrebatelt shdudde 0ilibrs(obe tRAME heddaloehbd @fararlyps BRIl S),

recei ve organi zer 52?, and recovery processor 525. 30 OSDS 505 is a table
that stores iGHegfirdt SRRy R0 ser graeraey i vy thopHeryneilkakmd oftimes 05

stores i nf or ngide L (BROknetaltR, Wit) RarPbH dltly &YeHARed blahse ifis MRORIMR of A
vari able R keepse_tr(gckg%]fe at h’ewr(u}nber of yout put synbogisl ltshat have0 been
recei ved, andssaciates in AL(]).

Once 1, W(I) and AL(I) are known, the value B(]) of the output symbol is

30 calculated by calculator 225 based on a value function F(I). One property of a suitable

value function is that it would allow the value for an associate in AL(]) to be determined
from output symbol value B(I) and from the values for the other W(I)-1 associates in
AL(D). One preferred value function used in this step is the XOR value function, since it



2 7 FEQ 2003 24 initialized to zero. OSDS 505 stores the fields KEY, VALUE,
VEEI GHT and XOR PCS for each row) with the fields shown organized |r27 FFBZUU}
colums. The KEY field stores the key of the output synbol. The VALUE field
stores the output synbol value, which is updated during processing. Al

out put synmbols that are eventually used to recover an input synbol

eventual ly have their VALUE nodified to the recovered i nput synbol val ue.
The WEIGHT field stores the initial weighHf of the output synbol. The WEI GHT

be used 1o r Ry it ProRE ek f i el SR o BRI ST Che

XOR of all thaltmfsmdtmmnmghfbetltsed arstsarbl ates of the out put synbol When t he

VEEI GHT of an out put sy beco XOR PCS of .the o t synbol
becones the position o l[Sﬁ(}_; Valig ‘t”étr‘r%ﬁ Sﬁteﬁé’ 5@%& RS alv§15%f'§fg°' gbgg‘?rﬁbl e
that stores igyQri@irb@rK.ahQmt viriktidh, the/ Ve fnctioh (1P istR¥sdh et MieSfandtidh @r mat i on
about the |nput @/nbol at position P. For each row I SDS 510 i ncl udes

storage for & Aot vaagon. yajug funstemselesior ¢ 1 his mehresdedand @lgulsiprie? in
OSDS 505 of t&ﬁg@@éﬁg@ﬁam_q{wmﬁ;f{fuhagu%e%t9x DUy alddGuhdliRH i %ﬁt%@o' a

REC I ND 15 field, isinitialized to all values "no" and indicates
whet her or noXORdpnall Isierbibe suthutsembelealue écamXOR dexchisive HR)RAL the valugs oflen an
|nput synbol |ﬁts%§s%9\t{%£ed the REC IND of the input synmbol is,changed to
'yes". The R ESPUM 1S initialized to all "enpty list" values. As output
synbol s are received tlFafcahEk@Iaﬁ/cighmlecﬁ)yﬂm)dct@ﬁmﬁﬁla&&WW)eﬁonﬁ hend ow

oot 20 Wyntr 1o oregerain; o ghpleit fhselese SOy, g Mk DO SEOAIAHEs
decodabl e Setrancﬁm\’%luﬁ?'nﬁm&r‘&ﬁ@ﬂﬁnwe@%sﬁlfxnﬁep?ol%b@ﬁ(’jp\ﬁ: vhiie ol §gpdRk! e set,

and it is initialized to zero. In DSS 515, colum ROW st ores row

nunbers in OSHErBEHNdble et storsd vt weighi deledpidhy. ANnprgetailsd descrpiton of
positions in Aé&%cﬁatﬁum‘un&hﬁbremghb%mtafah%na Dakss&RR gh%n%élot@%\e@wgm I'n

one enbodi nent, decoder 500 erates as |l ows and as shown in

fl owchart of aéiegtorQlﬁxxﬁiettmme%(@sﬂwpbwdsmgvxdcdaqwsmlamr@% énd twchal@alta@d

par ent hetiscal in the description of the process. First, 1SDS 510 is
initialized as described above) and both R and S are ini tialized to zero
(605). When a new out ptssxyandy@R0 daemmmla\lmdALﬁjtﬂ)theposﬁansbhthe?ﬂ@(l}qﬁyutl and

t he out put synbol . val ue S.S ol and. is,set to
B(1) in OSDS °t56‘15§f‘ate§gvd%1 ‘K}%C‘)(Sﬁga %‘%F”’%"é’é} ‘%“ts “88|‘ﬁE‘§ead 4 % BF S¥BEs t he
recei ved out paft], aymbotlua\btw(mmd dn Ismmﬁtams) Onte Bs6¢iatobPEd Sddermied QIL(I),Thi s

i ncl udes add;ég i hf or pat.i on OSDS 505 and DSS 51 S a prlately u5|ng

i nfor mati on (111§ Proyided tacatopdptor 2255 Hetpg list AL(), Y‘—*"‘E}’LW{JSG@‘? sither the valy

f 1 owchar typf fﬁhﬁlont(t)ﬁtt&mcdﬁymue ﬂﬁxEl%ﬁéIe@t@r@M&@%rés@]%&kd L 8lu6 AlsSori e next
out put symbol to be stored t he next row of OSDS 50S. Recovery processor

525 i s then ceRlquiapri2gs ,am&sé%@e&w)pgmuwww rgfarencediey 4bddHBBPY sy@boland t o
add new out ptt# uffY SRS Qla% REOEaD G Bel §‘“'. n&@é} ﬁot'mlestﬁtﬁaeaﬁgl ng to

and del eting fromthe deco e set Stored using and
modi f yi ng porproesdgredbr damﬁn& Ml(laW(glwbﬁmﬂo@@tappihupnttaﬂepwce@se lstgd)v\hc in the

fl omchart of Fi ) b Decoder SO0 kee RS trac t he nu

of i nput syrrbo‘ﬁeglrtsﬁg‘?1 rt’trﬁ vE Eveghﬁ(xv 3‘:8% WEPYE AN HPYLS ln ouﬁhﬁﬁ‘éﬁm Cslél%cfhoes K

i.e., a:c I2|5I n)pbﬁin@éﬂl‘bﬁﬂﬁsiﬂﬁé&ﬁ)cbﬁ@forﬁgﬁ@lvetﬂtpd)syﬂﬁ@(hd@do@Qﬁe ieﬂaeﬁﬂbmﬁxtmay

successful ly e e it retur to step 610 to rece e . next output
Baing S kbevesCad

synbol , as sh r gangeplivgieg e dosedpt Gpreactalread PYpalabl it
operation of receive OEgadHer f5 R outfutSBEY nhffedfleacod%r1v!1pé‘rh>nt@fh%ra§u&p
Figs. 9-12. Wien an output symbol with value B(1) a key | arrives)

recei ve or ganiirgfatedin Figepnsmely, torgsneratie |2 aitpgt Sdfﬂé?‘&tah@rﬂﬂ) asgpwe vilpg to Fig.
7. Wi ght I f
g W Qunétﬁmcb?gaé{:ttﬁlq.}lélft gﬁtﬁolg\?ﬂ tlﬁ% éxZQ ?%;Lﬂesxtﬁldg%s%h%tlf? iszﬁgﬁb{h'eons

of associates IS conpute w t he
det ai | s 030 oneeighiig(]) of thooutpft symbol is 3, and the associated input symbols (the associates)

are at positions 0, 2, and 3 and have respective values 1S(0), IS(2) and IS(3). Thus, the

output symbol is calculated as:
B(I) = 1S(0) XOR 1S(2) XOR IS(3)



1 SWI) and Figs. 9-10 show the details of one conmputation of AL(Il).
Referring again to Fig. 7, the value of XL(1~ is conputed as the XCRyofpadi
of the positions in AL(l) (71 S). Then, for each position P on list AL(I),
if input synbol P is not recovered, i.e., if RECIND(P) _ "no" in ISDS S
10, then Ris added to list RL(P) in ISDS S 10, otherwise if input synbol P
is recovered, i.e., if RECIND(P) _ "yes"zq n 1 SDS 20 510, then WI) is
decrenent ed by, gnevandopfL(1) is reset to XL(I) XOR P {720). Then, XOR
POS(R) is set to XL(I) and WEIGHT(R) is set to WI) in OSDS SCS (72S).

WEI GHT(R) is then conpafhederasaterhentpu 3pmbols dre tien GiamsrRyted andagesiyedias one, t hen

t he out put sy 2138 d o) S i é?ﬂ” s . set to
R and I N POS( g%(all-'%édsag?\dﬁ'%]yggis %@’ﬁ%@@@i@ugﬁas e s(/‘?%@?‘%fe b s

i ncrement ed biosberggoRé&h ui 8Sprder-bnadrk generaaidinvome or gard eneodeB2dt fsebaunted, ( 740) .
A flowhari that describes one qperation of recover rocessor S25 I.s shown
T Fg. B(h), DRHPER U pU LR LA B ecs el FRR DG B PO P BO RN
processor 525of theis keyrdHAGKSe h&umBE: théir vdhees BR0 afkadebGate e A sisBovetBlg. 1, tRsd I f S
=0, and if so it imediately returns (80S, 810). If the decodable set is

not enpty, thesseiBed autpi symbalhteasthsywith teir garrespormtingdieys rasanstyoied famdheir  of

t he output sy : L i i yyeRol i's

| oaded from D@gPJ t:% %%26#9%3@ ?@eﬁd%cu{am%f% 0 élt?é% gtit?igggr?d% ]}r1§§'s al r eady
been recovered, i.e., iTheREAbENDLRY, M, chyuwled in r8A8)t symbedi{i.¢.citsize) s pr ocessor

S25 stops.,progessing this el enent.,of. the decodabl.e,set and continues on to
S ocese’t B nasERbdYoh BleapdicSRED T8 bint AERERY A Che bR RINED O LS
row nunber R a@p&icﬁﬁiﬁ&:ﬁ@ﬁght&lw&edeﬁegddneﬁmthebhirineléimpebtanﬁﬂen‘mhe g@icpﬁﬂjémi og P
in | SDS 510, this.is indicate setting R I ND(P), to "yes" and RE
o) to s ssTinlomediaue hethetied Fls ieR e pepep ayo ro-Samat s g
synbol ,  KEY( Rihouban@¢ofRlddread 8f thbssah R &pul §hols vhith¥ath inPusyHRb] driRofiRERUL €

the original wei %}tﬁ W) and the original I'ist of associates AL(l) of the
key (840, 845few,tesdipglieds ertheusands ofhyies. 8(a), the recovered val ue of the
i nput synhel at positi L %fﬁ& Req FYh Pl ¥ and
all associ gt es of the %tsg‘ﬂt é?g%%@&%?ﬁ’&%sgg“ e g%jpﬁt’ft synbodljﬂ.tp Thfl';gsm%]s
conput ed by cydluésced ithegnput symiend ivelnesryeerethe samensigd (e giepraseniablé by the Pameélot e
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passed in to initialize table WT_DI STRIB 1120. The design of W' DI STRI B
1120 is an inportant aspect of the system and is considered |ater '27 pmcz@n}
nore detail. Process WI_ CALC 1110 is invoked on each call to produceé a

wei ght W) based on a key I. As shown in the flowhart of Fig. 12) W CALC
1110 uses the key and random bits stored 10 in table WI_RBITS to generate a
random nunber R (1205). Then the val ue of fis used to select a row nunber
L intable Wf DISTRIB 1 120. As shown in F g. 11, the entries in the RANGE
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recover the original file of K input synbols before at |east K output

synbol s (assurtesat sufiret sympel. i nput and out put synbols) arrive in K packets
nbol t [T £1.Cl i I | t K
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packets arrive before beginning e decodi ng process. shows a
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and which is i.ficati of the process. use t he decoder .of Fig. 6.
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might cause other output symbols to be added to the decodable set. The process of
reduction of output symbols to add them to the decodable set is performed by reducer
415.
25 Reducer 415 scans output symbol buffer 405 and reconstruction buffer 425
to find output symbols that have lists AL(T) that list positions of input symbols that have
been recovered. When reducer 415 finds such a “reducible” output symbol with key I,
reducer 415 obtains the value IS(R) of a recovered input symbol at position R and
modifies B(I), W(I) and AL(I) as follows:
30 B(]) is reset to B(I) XOR IS(R)
W(I) is reset to W(I) - 1
AL(J) is reset to AL(I) excluding R



10 batch of output synbols is received, the output synbols are processed as
before, using receive organizer 520 (1340) to process out put Synb°|SZ7FrBZM3
intermngled with using recovery processor 525 ( 1350) to process the
decodabl e set and recover input synbols from output synbols of reduced

wei ght one. If recovery of all K input synbols is not achieved using the
first batch of K+ A output synbols, then additional batches of G out put
symbol s are 15 received and processed unt3l all input synbols are

recovered. It,is advantageous.to m e e .starage re r £ or the
decoder s auxt e i 3086 fin draied s i onios sl s o UK iy
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menory requir devetdreamabe spinlizaazo béter pyeabess Simitgd resourcesenent s. 15 As shown in
Fig. 15, slightly nore than K output synbols (denoted by K + A out put
symbol s i n thg Nib@WridiedTReatlet OWed to arrive before any processing begins
(1515). Here, we assume one output symnmbol per packet, the sane size input
and out put synbol s andﬁ@ﬁrﬁbwsémﬁfﬁmcmw m@ltuoﬁpmoref@fﬁéxenq!mpﬂqwtayonthe
decoder si npl i e the
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i ncreasi ng wei wn in ste 5.1 of Fig, i s the nunber
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| i st ROW LI STglekece3hi NS aI | received out put synbol s of weight W' _VAL(L),
where 1=WI' VAL(1) < W VAL < W VAL(3) < ... < W VAL(T) and WI VAL(T)
is the maRPrmum wei ght d¥S 5d§|9$ﬁbie that et infreation mhent outppt smbokewbgser at | on
of the decode c oger
shown in 30 FFOQQ%IBSQ%CS%S?{O{% If%o%rﬁath & ORI nﬁklh{% °%§>Wﬁ%g°€gg%g h?cﬁﬂggdg‘r of
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in step 1520 . 27 FEDIOD3 32 Normally, K+ A output synbols wll
suffice to recover all input synbols. However, sone sets of K+ Ap kﬁﬁfm
m ght not suffice to recover all input synmbols. In such cases, batc @
addi tional packets are received and then processed until all input synbols
are recovered. A good setting for Gis [err] K5 Figs. 16-19 shows a
snapshot of an exanple run of the processp4described in Fig. 15. In this

exanpl e, six output, synmbols (16030, 16035 10040 16045 16050,. 16055 have
been recei ved“‘%lagj ed 18 26e; 102 6t9005 the s EY A BUE BBAGH T 98 R
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symbols with values A D, B (th operatio

an XOR oper at ¢fghy outpes smbvleéféaﬁVé‘diﬁhﬁbléstoreeﬁlelomtp@s@@@d)ﬁalas vahindvig updatedi g.
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this point in the process, the first five output ;ﬁnbols i n order of

i ncreasi ng weRYgHoLhEReXGRPOS figld dnitally StQTPﬁéh%XQBI'P tthapostigapefthe n row 2 of
OSDS 505 has SG6S C RO ut put
synbol is | us?s@gd;o%{ to t%?:geogswggﬁglgr ecov%f{)/ %%oﬁp%ﬁ%gg&h&gng
synbol s i10r oths XDR_P,OS%ofahnjoﬁpdhaymbozeemmeﬂxd)pobemoﬁudm remaining assioithul e to

eventual ly recover inp ols .n iti.o res ctlvely
The output symbol in rﬁ&Pi*g{’) 15 adERe @8%3?{8%1“? atéoé’s%’SthP%"gsgpb fons 4
and 5 that hapsy Pl@tbrea&]wxertaub@mutmemer@d)boaﬂ@ohhwpth@*eaciafo@ ISUMofrom
positions 4 and 5 in |1SDS 510 back to row OSDS 505. . The out put synbol
in row 2 of CSPKdeTEerRgeor HRFCRIYCHN: é&mwveag@lly Rsrigmes, the rowsnumbe ins -~ The

three associ apgpsisns ¢pthe @stphi 9RBoAhatIs @RE toXelA¥ELA INpRAFMHRER rm@d as

recovered, and thus there is no Iink fromthem back to row 2 % caused
t he wei ghiS of ﬁflﬁnghlémspmtlalsﬁymll valyepgno’’ apd indisates whethertos npt mwmsm N |
trigger the rGeaYeLYreOfveld)Card QR Helg Ww&mﬁmg&ﬁomeewé& fRREL 208 5
once recovery processor 5 I's execute ociate in positiom 5 has
not been r ecovitheihputmythbbhisshanged to&gesi’y EhoRachmens Hitdlizuide dll dethptykisf’r om
p03|t|on5|nISD85I0t This al | sho nFlg
2 Thus, at YIRS anpt s Rl 3 SeekBy PRy gaminel ] o sl A o

i nput syrrbol Srdaamknﬁealmsmmwm\ﬁpmbyﬁﬂsmkwweedﬂa&mmshetsfsmwipas are in
use. This_co re favorably with the straightforward inplenentation 2 7
FED 1003 %% t Yolises a I'ink from every input synbol to every output synbol

having it as an associ g§g% 51lsiis & kthck tRat 31¥Rds SnfofnlRi0S aBER Rl dRYQNAbRRSSIAI e such
links. In generalé t he savi n S in storage space for links is dramatlcally
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factor of 10 to 15 in [?rrfk spes{cr V\%é' es nun%er of m%ﬁt?ysn;l/nbols is
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Thus, it nmakeg sense_.tp pro ess 10 the out sy s i,n order, of .
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synbol as its BPOS(Stieset ThXORCROSEY maBSS)&bS Mbdvdjye ofifl is avreneddddgtdnen of
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synbol s) for some small value of A The mninmumvalue for Ais zero

nd
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Reed- Sol ongi ¢ Wt ]geo&h@g an
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determ ne the di s Qr_ o S i
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t he out put synhot&sing this glenidne oNebeioadtlPset afd Anfihyes ol & pratdss the nekt, shoul d be
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enbodi mrent wi Il now be described. The actual weight distributions used are
based on an ideal mathematical distribution. In the ideal weight 27 FEB 2003
distribution, the weights W17 are 15 chosen according to an "i deal
probability distribution. The smallest weight is one and the |argest weight
is K where Kis the nunber of input synbols. In the ideal distribution, a
wei ght equal to a value of i is chosen 2ith the follow ng probability p:
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above shasyé; it ; S expected,
exact Isy K é%?tp%l}??%ﬁoél%ﬁ%%lhgt %?Zﬁ?%f%gf B?ﬁg@gtg%g%gﬂigﬁﬁar ecoeer 25 all
i nput synbol s. Thi sRefxpagtstdl toEigad(@r theaecavhredivdbiglof thesinpitrymbohai s shown
in Fig. 20 by the solid.line. r, Jbecause.of the rando at ur e of
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wei ghty 3Q..di i ' oS PTeE At r i Nk E ~
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distribution is an effective option. In.this sinple variation, the ideal
wei ght  di'ESPVeRh Yadie {Oéﬁ}?dHP‘ftisé’g“Lgll W&W}t?n&y‘SiSWé%‘&&%m Trobability of
out put _syyikels(RECHROZEE) PRAKABR: Of Y Wpteic@h! output symbols, to reduce
t he chance of the decodabl e set enptying before the K + A output synbols

are processed. The éAweragiguyfphypotessshgivn inhig. 8() puthovwpribdlig &k rBwsss t he
chan t recess wil |l 0 i Q out.put s s .(1.e.,
oty bR RRERR Mosieap 2o ¥as Uy 43 sRABPHIBIL B Ri' oF ¢ e

recovery pbcdsku, thepratues wROEL P ddiebextbied is uppkacutdn fihghulegbglaterout put
synbol s increases_the chance that, near the end of the recaovery ?rocess,
for each Byetesting &3 erarxamplroidstasind exgetiongrogesting rshpwade Figd(Qut put

synbol t oL | j t g t i : | { i.at e.
oL Rty Sy 1 ARG B Sapit o,
for i=2, .inFig.(6Ks R®odified) by inisializing/BR®, zero jnkstepp60snBhe deferred processing of the

b S s SRSl S B MONE: il
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and Sanplrgco\caelra%?es. Iﬁl%gmgjéagers],d esggcia Eyew Qr%"%ﬂe lngut symbols are large, the execution of
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25 In either variation, 1.e., in either Fig. 8(a) or Fig. 8(b), at step 855 the output
symbols that still have input symbol P as an associate are modified to reflect that the input
symbol has been recovered. The row numbers of these output symbols in OSDS 505 are
stored in RL(P). For each row number R" in R1(P), WEIGHT(R") is decremented by one
and P is XORed into XOR_POS(R") to reflect the removal of the input symbol in position

30 P asan associate of the output symbol in row R" of OSDS 505. If this modification causes
the output symbol in row R" of OSDS 505 to become weight one, i.e., WEIGHT(R") = 1,
then this output symbol is added to the decodable set by setting OUT_ROW(S) to R",

IN _POS(S) to XOR_POS(R"), and incrementing S by one. Finally,



detail in Appendix A There, the C++ synbols nStartRi ppl eSi ze,

nRi ppl eTarget Si ze and nSegnents correspond with Rl, R2 and K, respeo}i(gzgyzﬂm
in the above equations. This nodified distributionis simlar to the I
mat hemati cal wei ght 20 25 30 distribution, with nore output synbols of

wei ght 1 and of higher weight and the distribution reseal ed accordingly. As
shown in the nodified distribution, Rl debern‘i nes the initial fraction of
wei ght one out put synbols as well as detefmning the nultiple of the

i ncreased pr okslsphdetugedfor wwerighiowaignbsis ol ohtputantibile of dkteRINPH 8xetufired bofigdar y
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used to reconstruct _inp synbqls. .I.n st of  the exanpl es descri bed above,
the i nput Znd IR ALOBY M P SRore Ve R A ARG el SHEFEBach
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sone enbodi meAbey it Weadvynaaein resplryptingassociatn lists eaghime BPTdey o KaYe SRS packet
contai ns sevepgl iPMLRYLISHINR!Sh bel 1iZ8vQE n@deput put synbol value is then
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a weight W(I). The output is a list AL(I) of the W(I) positions of associates of the output

symbol with key I. As shown in Fig. 9, the associator comprises a table ASSOC_RBITS



5 size. For sinplicity, the designer would likely set the input synmbol size
equal to the output symbol size, but if the input data makes a diffr7efgp 7003
i nput synbol size nore convenient, it can be used. Another factor in
determ ning the input synbol size is to choose the input synbol size so
that the nunber of input synmbols, K) is |arge enough to keep the reception
10 overhead mnimal. For exanple, K=10,004 |eads to an average reception
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synbol's. 1n practd £8&mpRitodhp ?rcsaﬂ@édbtrﬁﬁm?éﬁndﬁfx ¢ N8 163 arddl 104d OPmAYTHRUL
symbol s woul d be generat ed and trans it is anear certai nty that

an input 40 e MSS%PME@QQ%@SWWW“@PD@éf@ss@nﬁfsl of fEAYiCY PUbFYRU ISFEES bl e
out put synbol g tan excel lent probability that the input file can be
recovered with slightly nore than K output synbols (assum ng that the input
synbol size is the sarreOasadVIaaazﬂﬂfﬁmabsmptoaQt eeplculatngrAb(Thisdhaddle nunber
of arithnetic ratlon UII’ d d
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As shown above ap effi |ent dec n process exjsts that uses onl
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communi cations applications. Wth Reed- Sol onon codes, the input file is
split into K immtghsgﬂ*aﬂbﬂmpmmmdm chain reaction codi ng, but the K input
synbol s i n Reed- Sol ono des ar ncoded. i nto ere N
is typically fixed befgfeptf ﬁfg‘“ﬁ%’c&é‘%ﬂ% léaétfﬁ&négt i t h
the presemnp lmvmw@ﬂofwagﬁtbaﬁddomxswuuan dré\E'&ﬂé?ﬂlaih BALE. THEBSdrat@fnap Ut put
symbol s. One advantage of having an indeterm nate nunber of output synbols
is that if a raRsclsicEMeigh ssiesdomase disested belowy fblared bhadessnpiann@yme t her due
to a poor channel 25 or due to the recipient beginning after sone output
synbol s have al ready passed it by, the recipient can just listen for a
little longer and pick up nore output synbols. Another advantage is that
since the recipient may be gathering output synmbols produced frommultiple
encoders, each encoder may have to provide only a small fraction of K

out put synbols and the nunber of synbols from one encoder nay depend on how
many 30 encoders are supplying the recipient with output synbols.

Reed- Sol onon codes al so require substantially nore tine than chain reaction
codes) for both encodlng and decodlng For exanple the nunber of

o o o,



K =28 and N = 32. For CD-ROVs, one standard code uses K = 24 and N = 26

and anot her standard code uses K = 43 and N = 45. Standard Reed-SoIq?zg 003
codes used for satellite transm ssion of MPEG files (MPEGis a file ﬁgg
for video and audio streanms) 10 use K = 188 and N = 204; generally these

| arge val ues require specialized hardware. Faster inplenentations of

Reed- Sol onon codes are knomn to exist whixgh aIIOM/encoding intime cKlog K

and decoding in tine ¢' K (log K)2, but ¢ and c' are prohibitively |arge

const ant s t hampegk wwﬁ%élsm‘vptlmﬁhablpmagmwﬁx& hhandothe 8wl ffentl 2t | ons
of Reed- Sol onppn cadesq; toL ﬁleLeJT%Hée yery large values of K, i.e., the 15

ef ficiency crossover poi int 1y forrval ues of >r. in the thousands or tens of
t housands. Thus, for vA$shesmah Fig. bigtieweddhe selécoaomprisgaowopjoctdaes ot her

i npl ement at i -S n.cod are faster, A th t he faster

i mpl enent at i g&i ﬁ%ﬁﬁﬁg?ﬁw@m?&%rwq 'I%MI' gﬁgp%lf‘“dval ues of K
above the L£r oROPESTI® NR0. PRResk FBF SNIT MYs SNBVSIRH 0RRSNRE ¥heh BWEHst &by shose
val ues of K than chain reaction codes, by orders of "nagnitude. 20 Because

of the speed masmdtl@tq lamhzmtply“émlﬂw @8 &he designcd! W hrIISgRER A 420 iy an
feasible for | 3, iles
Fequi res. t hat TELH AR i RESERD, SIS EALANE o BhEn HER Al iR |
separately coWé“dCAS@cHIde llnt/dzkedgn d@brcelhwqxoctduea wfefght:W(Ibéxawsm@fkewieAsodes

to protect ag i nst. 2

Reed- Sol ormon 3’8%“ ﬁ’ggf Parg?@: ‘kq& ﬁ&égdﬁgﬁi"sgﬁf‘% «gqﬁgtgﬁdby t he
reci pi entld o igesdewT IRBITSmJgen'érladea raridomi urdeoR §1206). tTlﬁsh tEdvd]n&acﬁ‘tR ¥ ueed put
synbols are requjred to ut file, and hence

Reed- Sol onon R?ga]é%taarP‘éf Frglal“tg}ﬂ Wbﬁ%ﬂr&& nce Kis also the maxi num
nunber of output synbols sﬂé’\@ﬁﬁphlgmdﬁ%ﬁﬁestlﬂ%ém&}ﬁdohﬁm Sheirnpraaabi on
coding, in contrast, generally réequires K+ A 30 packets, where Ais snall
conpared to alQiareds ipcressingsaquence of ppsitiveriategers Rnch!pﬂjlllllthfaﬁJWAé%%% bed
previously) t symgol s is
greatly over sﬂﬂc}cg&ﬁ%gé{ﬁtg kgggspfglf%%g@%m é%rgg 5&?%1%’ a %gg'% seanl essly
handl e | atfgerddsuhlﬂsproperw i¥ ﬂ}atRwecﬁﬂQGhM:ny tVzbclaau vztbmnsmcblﬁcrtah@ﬁa)sss;blc

Contruni cat i on st tso ng to the
pr esent invenYalv?%erﬁ' ?m%gg%ﬁ%ng S ERARTE ysﬁ \r/l]lém%e mscr |elbmcr1I1 A g%/ngtls?l detail .

The el enents find n@saummms1)m<mmmdm0)t COr&é\aﬁmixagﬁmw,ahey use
nore than one channel %ﬁg%z 23 .show syst ens t wo_conput e

i ncor por at i ngvaé“echMhiséétttP yad @mlgtbeﬁeta@eé Wﬁ’tgh%ﬂ%% IP%O)FJIQF iggl1 fPl‘ie
first exanpl f |l e
2510 Lo a r oLt SRRty iR RS s EDLRAT0 o AR PN
(Fig. 23)2hasseatosWdtBr= &onput er 2300 broadcasting an input file 2310 to

reci pient conputers 23 Ve ONEr] A q;il;[]ﬂ
2330. Instead of netmr%ahé%%%{mg@hg@ﬁéggwas\%%l s@le%f%d;%g%céagosrqm I
such as the wganesitiog I pseeddratdemiyednd gmhegehingb’é(I)JmeldAL(debmsﬁromﬂaMShOlQQSO

m ght beavmrelessr anne ager. li a.sa

i nfrared Ilnk GIPPERRD Wj(p Eﬁg&?g‘?ﬁegagl”‘gﬁ%‘r’i‘gm I?Cﬁt‘%é} tg%eqma %%t al so be
used With Wi reshier ofiebdiae irpdly. Wekguldbeeapp gestefont ﬂm&fb@d-ipﬁ@nﬂmmaﬁjdt file
to many remmgnts ﬁgthe remgient is obtaining the 15 input file from
many send® s, OBF MiRAds o Bsneratng Wi(Byelvesare eqtivalenhiorhe tusedssHRAC SYSIPB 19 r om

many senders. g Agraghioddt 8 W) dARANAR the BORbEIRANHeRBd dyewaDpYErdascr i ption, the
chain reactlon codi ng scheme described above can bé used to send a flle

over a | ossy % 2@sn155|§ H&dlun] such as a conputer network, the Internet,
a nobile wr L or a satellite network, as a streanlof
packetized data with daspohaddmgliofieclésutssit skdied Beielbarde ol seilhaiRest y 1S
that, once a gecodln agent receiyves any set of sufficiently mny packets
fromthe stré ﬁsare%e%faﬁaw%mr? eideicpthelhet thgipplpmentptons descs %boafa.

Chai n reag) | Ofkabpl, 143 reRivdt REhHEEhE etildicht IritAukRRE pUielsGndBRY B He are

i nvol ved, such as when one transmtting agent 1Is sendlng the fi to

mul tiple recelicoovsty mdpamcea gwuaOfmﬁcwwsvedzSrfmmmlﬁeaﬁ:@asqdus@tqomgtanmlrﬁé chai n
reaction codi I

transmtting gggﬁﬁgﬁgﬁghls &éﬁﬁHﬁﬁéaggﬁgm?&%HQOhg i°ﬂ%%%?@#§8 agents.
This allows for inproved robustness agai nst Iocallzed fallure of the
network infrastructure, allows receiving agents to seanl essly change from
recei ving packets fromone 30 transmtting agent to another, and all ows
recei ving agents to speed up their downl oad by receiving fromnore than one
transmtting agent at the sane tinme. In one aspect, the chain reaction
codi ng process described above perforns the digital equivalent of a
holographlc |nage mhere each part of a transn155|on contalns 27 ;rJsO ~3

L T T N . 1 [T L




15 be used to triple the bandwi dth available to the receiver or to deal
wth transmtters not being available | ong enough to obtain an enti ?j fEd ﬁJUJ
fromany one transmitter. As indicated, each transmtter 2404 sends

stream of values) S(). Each SO val ue represents an output synbol B(l) and a
key |, the use of which is explained above. For exanple, the value S(A nA)
is the "nA"-th output synbol and "n,,"-thgokey in a sequence of output 20
synbol s generated at, transmtter 2402&@). The sequence of keys from one
transmitter i%nFXEREiAEIgy lypaticulas:since dha dopedes sanahhape & rerenes theosiginehleot her

transmtters, : ?é-f!i; 1 tqt r i g his is
illustrated in fnéh 1%3’} b%f???gaca%ﬂ?hgtp é‘tts egglté&%gﬁ%}:%&g%é)ﬁ#ﬁga&? @n@ﬁ%n of

t he transm t t mboldtmive rak peelatgassunmeors shbdal oparset),new bendichdtosyntinmidoni zed
or coordinated,25 4n order.not _to duplicate efforts. In fact, wthout

coor di nat i on,ﬂé%?ﬁ??%ﬁgmvtegjffofﬁgbelgir%&gaﬁ? ‘gecf.’) D§ WO5%gi fferent location in
its sequerce (i.e., nAFig nBshows)diffébmaetetibdroldedingehieh impludef thK canodpteut put
synbol s, maybe with a few bunches of G extra output sypbqols, can be used to

recover an i npfessed|aBove 4d Whirhds e mefdiicatipniof ik recsss wae bythe dsepdier ohkagitst ead
of duplicativ WSferd R RARE AL at théml at N in
Fig. 25. Ther’g},Ie %g%%ggﬁ{)e%éngéng&?ﬁé&}t fi ﬁgét%%déésttgﬁtemf)?g@il)gégﬁgbpgep ursal ity
of transm tt eowpREPubgls incbatshesphd shhwairelHiovdhe Fipe offthe firstbated) is sTitakstAt t er s

2504 i ndependent L % .t ransi t ol-s nera fr e contents of
Cput 1116 2o58ure s = SRAT ks B b -BORR e ER BTG (B AR OBAETLS
2?03 43 tr(anistpdicﬂfmormgsyn@ouiisteb%mdd{ metogtpﬁtd dg'ﬁmhfawprsmmltaﬁgem&g giiitag)ni ht he
streans are |ike 0 .be ent and additive (i..e., a o the
it or mat Lon bt eatnivs sPRORER Fiesd Say Rty Fubhiere MR et ety o
Each transnmi tjmleesdr 525 el 35000 prooeds the debédabRaek dnd r@dl et ibgia8fEibdls frdmbufhhl 2

out put synbols hefore the receiver's decoder is able to recover the 5

entire input Prhels afiseduged Wrshteeei L ecevernaf Al puhsigphols ig pat achiseed using
amount of i nf QL mRE Ak bR & A Selp¥yRb 18 Hin\RkitibiM] batéResQf as
four times the information a@g}jl aglﬁe o’vernaoné1 crlla?\tnel Z%tﬁﬁ}ﬁgﬁ%ﬂ%ﬁ!ﬁt of

i nf or mat i bn nieggivedmad ipeassssehenti! flbinput symbolstaberesivargde channel i nf or mati on
if, for exanple, the transk r t . 0 th
receivers. In that casel?@?%oéamg%ﬁ%{% Igﬁﬂlﬁl%?%‘rersr{a&ﬁgg%@frg(?‘%eogé%ev%r%gdtf?’?t 2510 is
at | east doubdwailanddad stewntunasraemucl asgassbles Ak elséady desariped; btarage lfor tidot e t hat ,

even if the transmtters broadcast . only one.signal, bu receivers are
in view ax di%sfoecr‘%]?fthsf foﬁﬁ%, of’ﬁ)gtrsé'mibgﬂéﬁma 0% t%@ce? atg%ocﬁi\ ?2@" e?eeusfi h one
recei ver |i st@nckigcdlaulgatiosd lisans iedded.r Andtherlstafage®ed s €araitotig, foRkdch4p10

per forns #he functions simlar Lo the functiagn recei ver 150, decoder 15

155, key tbge¥flPieeRYerdanpihymiep the Py numbesia 0%45 of ghe AtIhAYMbPIENGt 1. 1 n

some enbodi MeHyE thel iyt Syrhbd] §s Ardddociate, BB CRE §ohcB TR MR IHAABMh RIHERY! GRuki@Vi Ng
two encoders so that the conputing device can provide one output for one

Cransm ttor dRdaieSDR 0ndfimb. Abarear dperibad in sap&hd oEE. 8, ontese of RS at | ons
of these exa . 7 . i i i OIt
O L oChe one aRofR: RO AR GBROTIENin R bWl SO bl it en B Bverd 1

may al so be uspd symbaltihecorsturtedilbdess ans doreeéiidianiy, thestomge ragoired fomtesd t o
conmuni catd ons_, net ks such he.lnternet. For, exanpl conpact di sk
Cochnol gt al by iode b probiticbad T he Bl PLgbl Rl apR T Ty PR TSRS

probl em of screedvehsitithdingphssyatbdiswoul d benefit fromthe use of chain reaction
codes in storing information thereon. As 25 anot her exanple, satellite
systens nay ug@régﬁﬁg@c&gges in order to trade off power requirenments for
transm ssion, purposetullTy allowng for nore errors by reduci ng power and
chai n reaction codi ng Wombu prefertedembbdinment dfdbe dgopder ¢satovodescribedxefapmzs ur e

codes have begen. d - d .0 |D (red nt arrays,of ,i ndependent

i sks) ayst end Fg 9 P Pigo 3 6 R4 R f TGS s athaer URRE R

i Bvent i onsm:laysahieas eHose shop'h(iWEiguSea‘cﬁg %ﬂhﬁ@ddg}idﬁwfﬁ&ﬂﬂé W?Gmrsofmcpmsas_ t |hF
above exanpl es re . used to handle the probl ens of potentially
| ossy or erroaﬁédhmgfggggﬁ?ﬁL&;njeﬁéPé‘fdéPﬁ’é’&c B ERsAPRReReduledpamegras
instructions degérite@fid War &h). MRLRWERIHT SORTGORRH Y &t bRBhiP¢&S aesbaescr | bed
above are provided to two or nore 2 7 F CD QO03 44 nmufti - purpose
conmput i ng machi nes that comruni cate over a possibly | ossy conmuni cations
medi um The nunber of nmachines may range from one sender and one reci pient
to any nunber of nachines sending and/or receiving. The comuni cations
medi um connecting the machines may be wred, optical, wireless, or the

| i ke. The above-descri bed comuni cations systens have many uses, which
shoul d be apparent fromthis description. 2 7 F~J Q03 45



APPENDI X A. SOURCE CCDE LI STINGS 1. DFSolitonDi stribution.cyp 5 //
DFSol i tonDi stribution.cpp: // inplenentation of the CDFSolitonDi str @ GuRi)dng3
class. // /] The probability distribution of the weights of output synbols
is // computed in the constructor and then is referred to by the Key 10 //
Decoder when it deci des what wei ght and pool are associated with // a key.
FEEETTEEEE bbb bbby rrrr bbb rrrrrry

#i ncl ude "DFSolitonDi stribution.h"” 15 #include <math. h> ;
[ITT1TT111111DEPESPS pf eutpyt symbols gs/they arg received soried myqrdgr/of inckgasing meight./ | |/

Construction/ t, O . . .

TITTIT T TR WS AL by s psca 1o store yeighis, 20 hp ROW JIST columm s pssdtp /o
CDFSol i t onDi sstorielsom hmmber%ﬁbdttmﬂﬂl&hr@ﬂﬂﬂ 5@ (In gerterah Segroentisnbarnsf all

NnRi ppl eTarget Si ze, int art Ri 25 mn nts

Unl ess the va?‘ﬁ%‘é‘sgf’gﬁsﬁ’r‘f g&ngH S{Z\a%ﬁaéaswtfé Sﬁﬁgygégg n&gg e ’isom
DFSol i t onDy stuye@w;braebsbm%aﬂah bh@zﬁ@gm%@@nm@&dmarem@% Woight, ad $hdivhhin r oot
and the square root of nber of segnents. m nRi eTar et Size =

nRi ppl eTar get ¥z E520/0f F}gr 1%1 Ww%hmwéﬁyrgboé%arp &csmmpplfaé@éeme&nsﬁm e it
as 35 // the lfxsta%féa?\re?qﬁlmt ggmoﬂM?[s 1fjE1 r\,gs‘ﬁﬂ?m rw@% @ﬁ Tmbapc&ﬁe

offset and a multiplier m nRi ppl eTarget Si rget Si ze = 4~
i nt (knRAdd + #oitidet mpsﬁofﬁqrﬂaés;)quatee mlh&@mem s}cqx)eredm_mlshwm Rivepl eSi ze =

nStartRi ppl eSi @S«‘mmﬁl '@xcrhsntk%{c}rasg)e %Eacg %l!hz ooy bal b3 Q}palcg Bodby redovered

I nt (kdSFact or m nse

TITTTTTTTLG ] inpbt Iinzké [ahd bhthty shymbbls tHat dre béing procésséd will/Haké few ascdcidfermmu e
par anmet ers of the{ﬁ% liton distribution: 50 // // This is the nodified
Robust di stri¥6YH¥with tapered // density at weights NR 2NR ....N

LELEETTTTT T T /P'rédeésﬂ%] utut §yritold lh/bét/cﬁés/o@épé;!réﬁx{a/td ditesHpo@erdibdul us =

0x1 <c knPrecision ; For the previous variation of the Robust
di stri buti on, incregsing ‘gel@hqjowgggme@qpmory requirements as well as the processing

requirements.

15 As shown in Fig. 15, slightly more than K output symbols (denoted by
K + A output symbols in the figure) are allowed to arrive before any processing begins
(1515). Here, we assume one output symbol per packet, the same size input and output
symbols and K input symbols in the input file. Initially, the decoder simply waits for
receipt of the K + A output symbols, since the decoder should not expect to be able to

20  recover the input file from less than K + A output symbols anyway, and cannot possibly
recover an arbitrary input file from less than K output symbols. In practice, 5.VK was
found to be a good value for A.

The row numbers in OSDS 505 of received output symbols are stored in

table WEIGHT SORT 1405 of Fig. 14 in order of increasing weight, as shown in step

25 1515 of Fig. 15. If T is the number of possible output symbol weights then for values of
L between 1 and T, list ROW_LIST(L) contains all received output symbols of weight
WT_VAL(L), where 1=WT_VAL(1) < WT_VAL(2) < WT_VAL(3) <... <WT_VAI(T)
and WT_VAL(T) is the maximum weight of any output symbol. Then, the rest of the
operation of the decoder shown in Fig. 15 is exactly the same as for the decoder shown in

30  Fig. 13, except that output symbols are processed in order of increasing weight, as shown
in step 1520 .



[l sinply use -1 as the val ue m nRobustKi nds=

m nSegnent s/ m nRi ppl eTargetSize - 2; if (mnRobustKinds < 1) m nRobﬁgflﬁi},]ry%
= 1; if (m.nRobustKinds > m‘nSegnments) m nRobust Ki nds = m nSegnents; /
In the the previous variation of the Robust distribution, // mnTail Ki nds
is O mnTailKinds = 1; for (int d ~ mnRippleTargetSize; d > 1; d /= 2) 10
m nTai | Ki nds++; // becones |og 2(Ri pplelargetSize) + 1 mnKinds = m

nRobust Kinds + mnTai l Kinds; if (mnKinds > mnsegnents) 15 mnTail Kinds =
m nSegnents - m nRAbusRKy,KS;A puipki syasbeds wilh Sgfaeint resover aHKnpud\aginghis. = new

i nt Ki.pds] ;20 Ki.pd | at i it Y= int[m nKinds];, //

ik i TR PO RE GhRnioR i AL GBS PHGET BrrccBor LIbRy FiRFack i on =
new doublse¢iea3d, Be&hes A5 AddiNHal PhckbtsOit Pakivel AROen pAssk dRAT kil onh®] =
doubl e(m nSt art Ri ppl eSi ze) / doubl e(m n5egnments); m anKi ndWeight[0) =1 ; //

Densi t i esymbelsratt regoteved. hve gpobsestingsfolr G srVidi st ri bution: 30 for (int i=1; i
< m nRobust Ki nds; i#+ Ki ndFractionf[i). = adKindFraction[i-1] +.

1.0/ (Youbl e(i) dou 1%% ilg%‘) SEO‘(’&?_@“*‘PSEC_E}LSJS|%G(WH&W H&&’ﬁﬁr‘gﬁeé? b%stch%de) _
/'doubl e( i PELYFEM 9 dxampie, gy%ﬁmagyiﬁb&@t(%@gggwos@020_4@t 1 66R0WeDse; 1, i nt

j; 40 for (1" =0; I < mnTallKinds; i++) -1/ nRPower ‘i s next
power of 18035)rhanKRbeql reTaveeyiSh assodiateDEHEI00; B0PpI6QlRel 4GPel €020, 46025t t he

d of the,.di ibutiqgn:.// Th igh f
Factor of HUELH Pove et prafi IR e B, LR RIHRT I e ¢ o
the wei git,.D,/A®BEDPS, (E,VEQFEndJRGB’gHBP@%beJa%n Béiﬁ%‘pﬂm% Klafigg) ark=2; 1 <
m nKi nds; i ++, |j*=2) 50 adKi ndrFraction[i] = adKindFraction[i-1) +

kd TRt oreceivtdubi elondBovRsT)S 803t ovrindediie fihs)rowmuartier rIGSDShIQS 5 _ (j *m
nSeament s BEEoNy ST AL YOt 5l RIS % KBl
nModul us shadiKimElg! a8.t ThO§upitsy B8 s fWeightdhe fein@®®d, in row 1, and in row 3
of OSDS 505. Thus, ROW_LIST(0), which corresponds to output symbols of weight
WT_VAL(0) =1, contains row numbers 0, 1 and 3, as shown in Fig. 18. Similarly,
15 ROW_LIST(1) contains 4 and 5 and ROW_LIST(3) contains 2.
At this point in the process, the first five output symbols in order of
increasing weight have been processed, the sixth output symbol in row 2 of OSDS 505
has been processed by receive organizer 520 and this sixth output symbol is just about to
be processed by recovery processor 525. Output symbols in rows 0, 1, 3 and 5 have
20  already been added to the schedule to eventually recover input symbols in positions 0, 3,
2 and 1, respectively. The output symbol in row 4 of OSDS 505 has two associates at
positions 4 and 5 that have not as yet been recovered, and thus there are links from
positions 4 and 5 in ISDS 510 back to row 4 in OSDS 505. The output symbol in row 2
of OSDS 505 has four associates in positions 0, 1, 3, and 5. The three associates in
25  positions 0, 1 and 3 have already been marked as recovered, and thus there is no link from
them back to row 2 (they caused the weight of this output symbol to be reduced from 4 to
1, which will trigger the recovery of the remaining input symbols in positions 4 and 5
once recovery processor 525 is executed). The associate in position 5 has not been
recovered, and thus the receive organizer 520 added a link from position 5 in ISDS 510 to
30 row 2 in OSDS 505. This is all shown in Fig. 17. Thus, at this point in the process, a total
of only three links from input symbols back to output symbols which have them as

associates are in use. This compares favorably with the straightforward implementation



47 del ete adKi ndFraction; // Cal cul ate maxi num and average wei ght m

nMaxWei ght = 0; 5 for (i=o; i < mnxinds; i++) if (m.anKi ndWight[i]2% FfD 2003
nMaxWei ght) m nMaxWei ght = m anKi ndWei ght[i]; ConputeAverageWight(); 10 }
CDFSol i tonDi stribution::-CDFSolitonDi stribution() if (m anKi ndWei ght)

del ete[] m anKi ndWei ght; 15 if (m anKi ndCurruI ativeDensity) delete[) m

anKi ndCunul ati veDensity; 20 void

CDFSolltonD|str|but|Q Conput eAver ageVei ght i nt float f.Te ; fTe
fl oat (m an KIS SFEL B9 SFers inpErYER] ‘ﬁ&gim(ﬁ%”&?ﬁ WE@@EE%VP}%‘O?&) aswsiaor

(i=1; i <m "Mt ndrd i Mok ALVl oht 1 ])

roat(m_anKl n mul'ati veDensi ty[i]" m anKindCunul ativeDensity[i-1]) ;

m_nAver age\Wei ght = i nt (It EFemd/the wmwrw)rage spjce; fordlink is dram?thﬁllFredu%S 49

t ypedef unsi gp I I ong, i nt

nSegrrent s, int %%Hi‘ b&pq tﬁeerémc %[gi%gggw ”65:1 nt n%ti.§ ?D%%épérég‘%lgg%&%e) T qBrt ual
. CDFSol i t §n Eb 81, tHelarihgarig )spacé fsltypieatly ratf?]duﬁc\oefrl ageMtindink (spack whet themumber of

nAverageV‘él ght I,Nn Max We return m ;15

T helint Sppatmip kg SO0 BF et bisteali G ks ShNe werahd fubyih

nPar amet er S() symBof{ 4 fofB Iikelyab fréabwa lnﬁﬁt %@nbo}Saat &{e bzgaﬁmag @ba]lalpkdc@% then at

di stribution conprises an array o wher e each ki nd corresponds to
a wei ght for ﬁxqtep@;tanétxmwrsvemhtjmépuzeymboltmmutslym@mld@bbtplrmoyyr Qumibei at ed

with that wei %bolé Alehd bfhe B%c&q Hieh af tnb ﬁEé‘iﬁrﬁnéﬂ ﬂ’iﬂs,’\ﬁ’ firakés sefde'ty &togess25 I nt

m nAver ageV\ei
10  the output symbols in order of increasing weight. A further advantage of the process

described in Figs. 14 and 15 over Fig, 13 is that the decoding is typically 30% to 40%
faster. This is because the smaller weight output symbols are more likely to be used to
recover input symbols than the heavier weight output symbols (since the smaller weight
output symbols are considered first), and the cost of recovering a particular input symbol

15  directly depends on the weight of the output symbol used to recover it.

Selecting a Weight Distribution
An important optimization is to design the coding process so that an input

file can be fully reconstructed with as few output symbols as possible. This optimization
is helpful where the transmission time and bandwidth is costly or limited, or where an

20  input file must be decoded quickly, without waiting for additional output symbols.
Typically, the sufficient number of output symbols needed to reconstruct an input file is
slightly larger than the number of input symbols in the original input file (assuming the
same size input and output symbols). It can be shown that an arbitrary input file cannot
be recovered when fewer bits have been received than are in the input file. Therefore, a

25  perfect coding scheme will allow recovery of an input file from any set of output symbols
encoding the same number of bits as the input file, and one measure of coding efficiency
is how few extra bits are needed under expected conditions.

In the decoder shown in Fig. 5, the maximum efficiency is obtained when

recovery processor 525 recovers the last unknown input symbol after the decoder has

30 received exactly K output symbols. If more than K output symbols have been received by
the decoder by the time all the input symbols can be recovered, then output symbols

would have been received that were not needed or used for recovery of the input file.
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conpri ses 14 stoagabﬁrstzanéaerr&aams@merﬁlgow&heut)thmewm Precas® BhusaidBpscradiehavar. or
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20  distribution random fluctuations almost always empty the decodable set before all input
symbols are recovered, and this is the reason that a more robust distribution is needed as
described below.

Efficiency is improved by limiting the number of times a decodable set
member, which has but one associated input symbol in the case of an XOR value

25  function, has an already reconstructed input symbol as its associate. This can be
accomplished by suitable selection of the function for generating W(I).

Thus, while it is possible to completely recover an input file with any
desired degree of certainty, by receiving enough output symbols, it is preferable to design
a chain reaction coding communications system such that there is a high probability of

30 recovering the K input symbols comprising a complete input file with as few as K + A

output symbols (assume the same size for input symbols and output symbols) for some

small value of A. The minimum value for A is zero, and can be achieved in some coding



6 repeating the step of calculating a list entry for list AL(l) until WI)
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ideal mathematical distribution. In the ideal weight distribution, the weights W(I) are

15  chosen according to an “ideal” probability distribution. The smallest weight is one and
the largest weight is K, where K is the number of input symbols. In the ideal distribution,
a weight equal to a value of i is chosen with the following probability p:

for i=1: p=1/K; and
fori=2,...,K: p=1/(i(i-1)).

Once a weight W(I) chosen, a list AL(I) of W(I) associated input symbols are chosen
independently and uniformly at random (or pseudorandomly, if needed), making sure that

20  all chosen associates are distinct. Thus, the first associate is randomly selected among the
K input symbols, each having a probability of 1/K of being selected. The second
associate (if W>1) is then randomly selected among the remaining K-1 symbols. The
weight probability distribution shown above has the property that if the system behaved
exactly as expected, exactly K output symbols would be sufficient to decode and recover

25  all input symbols. This expected behavior for the ideal distribution is shown in Fig. 20 by
the solid line. However, because of the random nature of selection of the weights and the
associates, and because an arbitrary set of output symbols are used in the decoding
process, the process will not always behave that way. An example of an actual behavior
for the ideal distribution is shown in Fig. 20 by the dotted line. Hence, the ideal weight

30 distribution must be modified somewhat in practice.



52 3 generating key I for each of the output synbols to be generated; and 4
out putting each of the generated output synbols as an output sequence to be
5 transmtted through a data erasure channel. 1 16, The net hod of cllal bt L EI3
wherein each key | is selected independently of other 2 selected keys. 1

17. The method of claim1l, wherein the step of calculating AL(l) conprises
the steps 2 of 3 identifying the nunber of input synbols in the input
file, at |least approximately 4 and a weight WI); 5 determ ning the

smal | est pri rre nunber KGegerahy, e}ﬁettebmramm&quah ghven Kettifig tdn He fosndgryeat er t han

K, at |east caII addl the in fi.le with I,n ut 7

synbol s; 8 ge‘f‘? Pé‘fﬁirﬁé“g AOPy WFYFtr’eagsé'B varigion o the ‘fealé"%%q" d’ﬁg'gﬁg H58Bcond
i nteger Y sucdchivd opfioR <In"thid'sirdfle $§'¥a§1bﬂi‘ghetlh€hl 'l'el t@i%‘bﬂtxér{hs'ﬁio@iﬁedtsﬁgl(t(y\/ +
(J-1) ~ X) nod P) for each J from1l V\% The net hod of claim 17,
wherei n the skeipcrgpsingthe pigahilie of D‘ﬂthmémn ols Pﬁwﬂgbq onefaggd obhighy weight QWpHr i ses
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met hod of tra data froma saqurce to a destin aon _over,., a packet 2
comuni cat i on® %%th%tqge%%?ﬁ%ﬂvgf oPhgwsefgg’bgne ‘?mpugs}g?bog?pgng Ry Phe data to
be transm tte@bca@abmegrudﬁrmdrese&erp;ﬁrotdawtneﬁde&fﬂ&a@bbvénwtmhp@l from an

i nput al phabet and having a position {n the d 5 b)

generatin
plurality of YWYl T%lyr%tbq%lpplwéhlgg&e@@t@aptftmﬁb%lﬂﬂmaﬁaﬁhfaq Heat, negr
wherein eggh jﬁ.mgg? erated
by the 7 E?ep@ggﬁdjéftﬁﬁmggde)%? {:Jr%? f&lédaﬁ*ééhﬁrnge habets a (Igleefl ?ﬁk%fa@t he
out put synbol letst ongougpn symba dhat wxlizhaWclmat-mputMBla}l@)und;@t:e&manmmg a wei ght,
W), as a fup g&{,aqg of I, wherein weights Ware positive 10 integers that
vary between a east two val ues and over the key al phabet and 11 are
greater than one for atMéregskifzolhy tHeeyslified wdight ldesyritattiph st tiollabés: 3)
selecting WI) of the input syn ol s accordln functlon of I, thus

formng 13 a list AL(l) of IIln a‘g h the out put
synbol ; and 14 4) cal cul ati lI)) TV d?% )’s ol froma
predeterm ned val ue 15 functf{™dn assoB—’é i nput synbol; 16 c)
packetizing at |east one of the pI u ity of out put s nbol s |nto each of a

plurality 17 of packet $¥heredK ipth ?PWWH‘PHQWH@S&M e Bmablacket s over
the packefs CoppnLERLAPR;sCARRR zatidralldr ﬁs€@§5 %{me Blalhestt suPigRnef the

plurality of packets at the destination; decodi ng the data from
the plurality of recei Védcgaitsnof HW(i) and sample values for R1 and R2 are shown in

detail in Appendix A. There, the C++ symbols nStartRippleSize, nRippleTargetSize and
nSegments correspond with R1, R2 and K, respectively, in the above equations.
This modified distribution is similar to the ideal mathematical weight

20  distribution, with more output symbols of weight 1 and of higher weight and the
distribution rescaled accordingly. As shown in the modified distribution, R1 determines
the initial fraction of weight one output symbols as well as determiining the multiple of
the increased probability of weight one symbols and R2 determines the boundary between
the “higher” weights and the “not so high” weights.

25 Good choices for R1 and R2 generally depend on K and can be determined
empirically. For example, having R1 equal to 1.4 times the square root of K and R2 equal
to two plus twice the fourth root of K works well in practice. Thus, for K=4000, setting
R1=89 and R2=18 works well; when K is 64000, setting R1=354 and R2=34 works well.
More detailed calculations of R1 and R2 are shown in Appendix A. Fig. 21 shows that

30  the expected behavior of this distribution leaves the decodable set moderately large



1 20. The nmethod of claim 19, wherein the step of decoding the data
conprises the 2 steps of: 3 1 ) processing each received out put synbgb P%¥mm
the steps of: 4 a) determning the key | for the output synbol; 5 b) Lo
determ ning the weight WI) for the output synbol; and 6 c) determ ning the
W) associated i nput synbols for the output synmbol; 7 2) determining if
enough information is received to decode §9y i nput synbols; and 8 3)
decodi ng i nput synbols that can be decoded'fromthe information received. 1
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received, it populates the decodable set and, by the chain reaction effect, might cause
20  reduction of previously received output symbols down to weight one so that they can, in
turn, be used to reconstruct input symbols.
In most of the examples described above, the input and output symbols
encode for the same number of bits and each output symbol is placed in one packet (a
packet being a unit of transport that is either received in its entirety or lost in its entirety).
25 Insome embodiments, the communications system is modified so that each packet
contains several output symbols. The size of an output symbol value is then set to a size
determined by the size of the input symbol values in the initial splitting of the file into
input symbols, based on a number of factors. The decoding process would remain
essentially unchanged, except that output symbols would arrive in bunches as each packet
30  wasreceived.
The setting of input symbol and output symbol sizes is usually dictated by

the size of the file and the communication system over which the output symbols are to be
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into K equal-sized input symbols and each output symbol value is the same length as an
25  input symbol value, then the file can be recovered from K + A output symbols on
average, where A is small compared to K. For example, A might be 500 for K=10,000.
Since the particular output symbols are generated in a random or pseudorandom order,
and the loss of particular output symbols in transit is arbitrary, some small variance exists
in the actual number of output symbols needed to recover the input file. In some cases,
30  where a particular collection of K + A packets are not enough to decode the entire input
file, the input file is still recoverable if the receiver can gather more packets from one or

more sources of output packets.



6 i ndependent source entirely duplicating the information output of another
i ndependent 7 source. 1 32. The nethod of claim30, further conprising a
step of distributing the plurality of 2 output synbols over a plural iZt & o 2003
channel s such that the information content provided by 3 one channel is not
entirely duplicative of the information content of another channel. 1 33.
The nmethod of claim 30, wherein the step g§ determ ning conprises: 2
selecting, froma key al phabet, a key | for the output synbol being
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Reed-Solomon codes also require substantially more time than chain

reaction codes, for both encoding and decoding. For example, the number of arithmetic

operations required to produce each output symbol with Reed-Solomon is proportional to
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an input file 2310 to recipient computers 2320 (only one is shown) over a wireless
channel 2330. Instead of network 2330, any other physical communications medium,
such as the wires of the Internet, might be used. Wireless channel 2330 might be a
wireless radio channel, a pager link, a satellite link, an infrared link or the like. The
configuration shown in Fig. 23 might also be used with wired or unwired media when one
sender is sending an input file to many recipients, when the recipient is obtaining the
input file from many senders, or when many recipients are obtaining the input file from
many senders.

As should be apparent upon reading the above description, the chain
reaction coding scheme described above can be used to send a file over a lossy
transmission medium, such as a computer network, the Internet, a mobile wireless
network or a satellite network, as a stream of packetized data with desirable properties.
One such desirable property is that, once a decoding agent receives any set of sufficiently
many packets from the stream, it can reconstruct the original file extremely quickly.
Chain reaction coding is also useful in situations where many agents are involved, such as
when one transmitting agent is sending the file to multiple receiving agents in a multicast
or broadcast setting.

The chain reaction coding scheme is also useful in situations where
multiple transmitting agents are sending the same file to multiple receiving agents. This
allows for improved robustness against localized f;lilure of the network infrastructure,
allows receiving agents to seamlessly change from receiving packets from one
transmitting agent to another, and allows receiving agents to speed up their download by
receiving from more than one transmitting agent at the same time.

In one aspect, the chain reaction coding process described above performs

the digital equivalent of a holographic image, where each part of a transmission contains

FLD (zﬂJS
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video of interest and captures enough data to reconstruct the original video, without

10 having to figure out when the transmission started or how to get copies of lost portions of
the broadcast.

These concepts are illustrated in Figs. 24-25. Fig. 24 illustrates an
arrangement wherein one receiver 2402 receives data from three transmitters 2404
(individually denoted “A”, “B” and “C”’) over three channels 2406. This arrangement can

15  beused to triple the bandwidth available to the receiver or to deal with transmitters not
being available long enough to obtain an entire file from any one transmitter. As
indicated, each transmitter 2404 sends a stream of values, S(). Each S() value represents
an output symbol B(I) and a key I, the use of which is explained above. For example, the
value S(A, na) is the “n,”’-th output symbol and “n,”-th key in a sequence of output

20  symbols generated at transmitter 2402(A). The sequence of keys from one transmitter is
preferably distinct from the sequence of keys from the other transmitters, so that the
transmitters are not duplicating efforts. This is illustrated in Fig. 24 by the fact that the
sequence S() is a function of the transmitter.

Note that transmitters 2402 do not need to be synchronized or coordinated

25  in order not to duplicate efforts. In fact, without coordination, each transmitter is likely to
be in a different location in its sequence (i.e., na # ng # nc). Since a random selection of
K + A output symbols, maybe with a few bunches of G extra output symbols, can be used
to recover an input file, the uncoordinated transmissions are additive instead of
duplicative.

30 This “information additivity” is illustrated again in Fig. 25. There, copies
of one input file 2502 are provided to a plurality of transmitters 2504 (two of which are
shown in the figure). Transmitters 2504 independently transmit output symbols generated
from the contents of input file 2502 over channels 2506 to receivers 2508. If each
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[ 9YNC recelved b a receiver unit 2510 can be as much as four times the information available
10THIHI" 109 () -S& N 0%& - S& N8I " 109%&' ()-S& Xl " 10%&' ( L S&1 0% 151) T 109@
& ()-j ! 4noooo®£r oyeichanrs, 6( )he agount of information might be less than four times the

single channel information if, for example, the transmitters broadcast the same data to

10  bothreceivers. In that case, the amount of information at receiver unit 2510 is at least
double and often more, if data is lost in any channel. Note that, even if the transmitters
broadcast only one signal, but the receivers are in view at different times, there is an
advantage to having more than one receiver listening to each transmitter. In Fig. 25,
receiver unit 2510 performs the functions similar to the functions of receiver 150, decoder

15 155, key regenerator 160 and input file reassembler 165 shown in Fig. 1.

In some embodiments, input file 2502 is encoded 1n one computing device
having two encoders so that the computing device can provide one output for one
transmitter and another output for the other transmitter. Other variations of these
examples should be apparent upon review of this disclosure.

20 It is to be understood that the coding apparatus and methods described
herein may also be used in other communication situations and are not limited to
communications networks such as the Internet. For example, compact disk technology
also uses erasure and error-correcting codes to handle the problem of scratched disks and
would benefit from the use of chain reaction codes in storing information thereon. As

25  another example, satellite systems may use erasure codes in order to trade off power
requirements for transmission, purposefully allowing for more errors by reducing power
and chain reaction coding would be useful in that application. Also, erasure codes have
been used to develop RAID (redundant arrays of independent disks) systems for
reliability of information storage. The current invention may therefore prove useful in

30  other applications such as the above examples, where codes are used to handle the
problems of potentially lossy or erroneous data.

In some preferred embodiments, sets of instructions (or software) to

perform the communication processes described above are provided to two or more



10 1011."109%& ()-!1."10%& ()-1"10%@B& ()-S& I 1" 10%: () - S&oopepppr dEAPL

"10% - 10%@ ()-3@0%@ ()- @O%a& ()-10%a ()-10%@& ()-s10%a& ()-r 27 FED 2008
s] sxss}ttaB Pl

"1010%@& () -! 1Y3" 10%@8% () - SLO%G () - YI0%@&' () - 10%G& () - 3s! 10%G () -t #uu) v
2w dEAPL ' 10, / 10%GE' () - 2- | 10%G&' () -9' 10%@& () - % 10%& () - "

L0%@& ()-y! | LO%@ () - xxxDyyyyyydYNC ' 10, 10@ 10@ 10@810%: () - 61 10%@& () -5
"10%@& () - S3S10% () - S210%@ () - yzz~ 23} {| dEYNC ' 10

1099&' () nhBE %P8 (:dmi;utirﬂgox‘}@-&ﬁm(s)that communicate over a possibly lossy

1078 () -91094& ()" 1094 ()| 8}}}}! ~t ~~dEVNC " 10

109& () 99@%@'1((8;109811@%\1&111() }@Jm%t&'r pf mfachipesn@ay yange fOUT &g JendeRaB\iNE

égr\léow%cgﬁlerﬁl tb Jagy@;f%nggzr ogf’lma/q;meg sen mgt Lril' g/rd_rl_é&elgf%xg Th%(c):oo/g_ﬁ&nu(r&ca){lodflocyd-&l ()-R

' 10" 610%@i&d(ym b&lri?ail; thé nachinb @AY Wiked, %g? a&\(n)reléss b#ﬁﬁf&e()l‘hélooﬂ& ()-
al } §§> 1 @10%u -1P S10% 5- &(g@

10Ts 9 1098 ¢ Jesoriphgmpuied Bnesy st 9 havegh - GSBS,O%IQI&SI(o)uld be apparent

10% u& ( L10% u& ()-10% u& ()-cbXdB @' 1! D 4

10%/q & TI)%?@SE%&%%%{O?) y/?LO% u& ()-Zl-

"10% u& ()-' 10% u& () -, &10% u& ()- XcxmbC ' 1! & 109%& () -



10-u 10-u 10-uF: 10% u& ()-810% u& ()-37810% u& ()- 4 "10% u& ()-f2]zY7nbC

| FZ"10% & ()-F FZ"10%& ()-F

| #Y@" 10%CC&' () - 9! TY@" 109%&' () - 9! #Y@" 109%&' ()-9 10%&' ()-]~wX9nbC 27 FED 2003
1 3610%&' () -4MLOY&' ()-!13)!110%& ()-F I NJ3)!10%& ()-F !;FZ"10%& ()-F

| 6FZ" 109&' ()-F uSl ! #K3"10%c& ()-s!3"10%rY& ()-s&10%&& ()- ' @0%@ ()- 10

10 10! as710%& ()-yRzX9uS1 ! #KS&3y10%@& () 45! !10%& ()-!D 110% | & ()-! DX

1 1098 ()-3"10%@&&' ()-s! 3" 109 & ()S-SLM\IO"au81

| #=, 7" 109PP& () -: ! (, Z" 10FBRIEX A SOURIRCOPE LIS BRIGR: ()- 10vv 10vv

10vv! 64! 10%v& ()-rwJdusSl !'!; ! nf 10%wuhu& ()-& ;

I ' 109 uhug& () - & @ nt 10%unu& ()-& D] ! nt 109guqué&’ ()-& 1, 2" 109! A& ()-: 1, Z"
10% u- u&' () - : HxPESolitonDigEulion.Pp1 0%@R' () -y' 10%@&' () - 109%@ ()- ', 10%@& () -

10huhu 10huhu 10huhuHOdEXY: !'!; 10%@& ()-1 10%@& () - 10%&&' () - SY
1096 () - 10%@ A bFﬁ)litonDistribution.cpp:
// implementation of the CDFSclitonDistribution class.
!/

// The probability distribution of the weights of output symbols is
// computed in the constructor and then is referred to by the Key
10 // Decoder when it decides what weight and pool are associated with
// a key.
II10ET7000 707000000 000007070707770700707017070777070107777777171777177177

#include "DFSclitonDistribution.h"
15 #include <math.h>
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// Construction/Destruction

20 I17701077170777707007070000007277707777772707707777707707770777¢4177077177
CDFSolitonDistribution::CDFSolitonDistribution (
int nSegments,
int nRippleTargetSize,
int nStartRippleSize)
25

m_nSegments = nSegments;

// Unless the values of R and S are specified, use the constants
// from DFSolitonDistribution.h with the formulas based on the
30 // fourth root and the square root of the number of segments.

m_nRippleTargetSize = nRippleTargetSize;

// 1f a ripple target size is not preset, calculate it as
35 // the fourth root of the number of segments, adjusted by an
// offset and a multiplier.

if (I!m_nRippleTargetSize)
m_nRippleTargetSize =
40 int (knRAdd + kdRFactor * sqgrt(sqrt(m _nSegments)));

m_nStartRippleSize = nStartRippleSize;
if (im_nStartRippleSize)
m_nStartRippleSize =
45 int (kdSFactor * sqrt(m_nSegments)) ;

LLLTIP10010007700010007007077770771101771071107771717777177717

// Compute parameters of the Soliton distribution:

50 //
// This is the modified Robust distribution with tapered
// density at weights N/R, 2N/R,....N

[1111777777707777707200707077077717777077270010770777707717777477
55 m_nModulus = 0x1 << knPrecision ;

// For the previous variation of the Robust distribution,
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m_anKindWeight = new int[m_nKinds};

20 m_anKindCumulativeDensity = new int[m_nKinds];

// adKindFraction is the un-normalized distribution
double* adKindFraction = new double [m_nKinds];

25 // Weight 1 output symbols:
adKindFraction{0] = double(m_nStartRippleSize)/double (m_nSegments) ;
m_anKindWeight [0] = 1 ;

// Densities according to the robust soliton distribution:
30 for (int i=1; i < m_nRobustKinds; i++)
{
adKindFraction[i] = adKindFraction(i-1] + 1.0/ (double (i)} *
double (i+1) * (1.0 - double((i+l1)*m_nRippleTargetSize)
/double (m_nSegments))};

35 m_anKindWeight [i] = i+1 ;
}
int nRPower = 1;
int j;
40 for (i = 0; i < m_nTailKinds; i++)

nRPower *= 2; // nRPower is next power of 2 > m _nRippleTargetSize

// Densities for the tapered tail at the end of the distribution:
// The weights go down from m_nSegments by a factor of 2 each time
45 // and the density is inversely proportional to the weight.

// j runs from 2 up to nRPower
for (i=m_nRobustKinds, j=2; i < m_nKinds; i++, j*=2)
{
50 adKindFraction[i] = adKindFraction([i-1)
+ kdTFactor * double (nRPower) /double (j*m_nSegments) ;
m_anKindWeight [i] = (j*m_nSegments)/nRPower;

}

55 // Normalize to m_nModulus
for (i=0; i < m_nKinds; i++)
m_anKindCumulativeDensity[i] = int(adKindFraction{i] *
double (m_nModulus) /adKindFraction [m_nKinds-1]);
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void CDFSolitonDistribution::ComputeAverageWeight ()
20 {
int i ;
float fTemp ;
fTemp = float (m_anKindWeight [0]) *
float (m_anKindCumulativeDensity[0]) ;
25 for (i=1; i < m_nKinds; i++)
fTemp += float(m_anKindWeight[i]) =+
float (m_anKindCumulativeDensity[i] -
m_anKindCumulativeDensity [i-1]) ;
0 m_nAverageWeight = int((fTemp/m_nModulus) + 1) ;
30}
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// The arithmetic precision of the distribution in bits.
// The density of the distribution is scaled to 2power this value.
const int knPrecision = 20;
25
// Constants relating to the calculation of R, the "ripple target size".
// This value is the expected ripple size in the "Robust Soliton
// Distribution". R gets the value kdRFactor * 4th root N + knRadd
// where N is the number of input symbols (segments).
30 const double kdRFactor = 2.0;
const int knRAdd = 2;

// S is the expected size of the ripple at the start of decoding,

// weaning the expected number of weight 1 output symbols when N symbols
35 // are received.

// S = kdSPactor * sqrt(N)

const double kdSFactor = 1.4;

// The tail of the distribution is given higher density at weights N,
40 // N/2,... down to N/R. The distribution density is inversely
// proportional to the symbol weight with kdTFactor as a constant of
// proportionality. The resulting distribution is still scaled according
// to the precision above.
45 const double kdTFactor = 1.6;

class CDFSolitonDistribution

{

friend class CDFDominoKeyDecoder;

50
public:

LIITELTIT007707770700700077077770770077707777717777711771777171717717777
// Output Symbol Key and Input Symbol Position
55 /!
// This claes defines the types TKey and TPos standing for Input
// Symbol Position. Other classes that need these types should
// refer to these below.

TITTIITEEII I 0000170000000 77700070007000077070071711117111117
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void ComputeAverageWeight () ;

30 int m_nRippleTargetSize;
int m_nStartRippleSize;

// m _nKinds is the size of the array that holds the probability

// distribution. It is the number of different weights of output
35 // symbols that are possible.

int m_nKinds;

// The following are the number of kinds from the truncated robust
// soliton dist. and the number of kinds due to the tapered tail

40 // distribution.

int m_nRobustKinds;

int m_nTailKinds;

int m_nModulus; // 2 to the precision
45

int* m_anKindWeight; // the weight corresponding to a kind
int* m_anKindCumulativeDensity; // probability density of a kind

int m_nSegments;
50 int m_nMaxWeight ;

}i
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2 from an output alphabet and the output symbol is such that an input file, comprising an

3 ordered plurality of input symbols each selected from an input alphabet, is recoverable
4 from a set of such output symbols, the method comprising the steps of:
5 obtaining a key I for the output symbol, wherein the key is selected from a key
6 alphabet and the number of possible keys in the key alphabet is much larger than
7 the number of input symbols in the input file;
8 calculating, according to a predetermined function of I, a list AL(I), wherein AL(T) is
9 an indication of W(I) associated input symbols associated with the output
10 symbol, and wherein weights W are positive integers that vary between at least
11 two values and are greater than one for at least one value of I; and
12 generating an ouiput symbol value B(I) from a predetermined function of the
13 associated input symbols indicated by AL(I).
1 2. The method of claim 1, wherein the step of obtaining key I comprises a step of

2 calculating key I according to a random function or pseudorandom function.

| 3. The method of claim 1, wherein the step of calculating comprises a step of

2 calculating W(I) according to a random function or pseudorandom function of 1.

1 4. The method of claim 1, wherein the step of calculating comprises a step of

2 calculating AL(I) according to a random function or pseudorandom function of 1.

5. The method of claim 1, wherein the step of calculating comprises the steps of:

calculating, according to a predetermined function of I and a probability distribution,
a weight W(I), wherein the probability distribution is over at least two positive
integers, at least one of which is greater than one;

calculating a list entry for list AL(I); and

repeating the step of calculating a list entry for list AL(I) until W(I) list entries are

N e Y Y

calculated.
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distribution.

8. The method of claim 6, wherein the predetermined distribution is a bell curve

distribution.

9. The method of claim 6, wherein the predetermined distribution is such that W=1
has a probability of 1/K, where K is the number of input symbols in the input file, and
=i has a probability of 1/i(i-1) for i=2,...K.

10. The method of claim 6, wherein the predetermined distribution is such that,
given tunable parameters R1 and R2 and K being the number of input symbols in the
input file, weight W=1 has a probability proportional to R1/K, weights in a low-weight
class ranging from weight W=2 to weight W=K/R2 - 1 have a probability proportional to
1/(W(W-1)(1-W - R2/K)) and weights in a high-weight class ranging from weight
W=K/R2 to weight W=K have a selected probability distribution.

11. The method of claim 1, wherein the predetermined function of the associated
input symbols indicated by AL(I) is an exclusive OR (XOR) of the input symbols
indicated by AL(I).

12. The method of claim 1, wherein the input alphabet and the output alphabet are
the same alphabet.

13. The method of claim 1, wherein the input alphabet comprises 2" symbols and
each input symbol encodes Mi bits and wherein the output alphabet comprises 2°

symbols and each output symbol encodes Mo bits.

14. The method of claim 1, wherein each subsequent key I is one greater than the

preceding key.

15. A method of encoding a plurality of output symbols, each according to claim 1,

the method further comprising steps of:
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2  of:
3 identifying the number K of input symbols in the input file, at least approximately
4 and a weight W(I);
5 determining the smallest prime number P greater than or equal to K;
6 if P is greater than K, at least logically padding the input file with P-K padding input
7 symbols;
8 generating a first integer X such that 1 <X <P and a second integer Y such that
9 0<Y<P;
10 setting the J-th entry in AL(I) to ((Y + (J-1) - X) mod P) for each J from 1 to W(I).
1 18. The method of claim 17, wherein the step of setting the J-th entry in AL(I) for
2 each J comprises the steps of:
3 setting the first entry V[J=0] in an array Vto Y;
4 setting the J-th entry V[J] in the array V to (V[J-1] + X) mod P) for each J from 1 to
5 W(I) minus one; and
6 using the array V as the list AL(I).
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19. A method of transmitting data from a source to a destination over a packet
communication channel, comprising the steps of:
a) arranging the data to be transmitted as an ordered set of input symbols, each
selected from an input alphabet and having a position in the data;
b) generating a plurality of output symbols, each selected from an output alphabet,
wherein each output symbol of the plurality of output symbols is generated by the
steps of:

0 NN N W B W N

1) selecting, from a key alphabet, a key I for the output symbol being generated,
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YNC 11 are greater than one for at least some keys in the key alphabet;
12 3) selecting W(I) of the input symbols according to a function of I, thus forming
13 a list AL(I) of W(I) input symbols associated with the output symbol; and
14 4) calculating a value B(]I) of the output symbol from a predetermined value
15 function of the associated W(I) input symbols;
16 c) packetizing at least one of the plurality of output symbols into each of a plurality
17 of packets;
18 d) transmitting the plurality of packets over the packet communication channel;
19 e) receiving at least some of the plurality of packets at the destination; and
20 f) decoding the data from the plurality of received packets.
1 20. The method of claim 19, wherein the step of decoding the data comprises the
2 steps of:
3 1) processing each received output symbol by the steps of:
4 a) determining the key I for the output symbol;
5 b) determining the weight W(I) for the output symbol; and
6 c) determining the W(I) associated input symbols for the output symbol,
7 2) determining if enough information is received to decode any input symbols; and
8 3) decoding input symbols that can be decoded from the information received.
1 21. The method of claim 20, wherein the step of determining the key I comprises a

2 step of at least partially determining the key I from data supplied in packets received over

3 the packet communication channel.

22. The method of claim 20, wherein the step of decoding comprises the steps of:
sorting received output symbols by weight; and

processing output symbols by weight, with lower weight symbols being processed

B S

before higher weight symbols.

1 23. The method of claim 19, wherein the step of decoding the data comprises the
steps:

1) processing each received output symbol by the steps of:

W N

a) determining the weight W(I) for the output symbol;
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12 used-up output symbol, performing the steps of:

13 a) calculating an input symbol for an input symbol position corresponding to
14 OS1;

15 b) identifying connected output symbols in the output symbol table, wherein a
16 connected output symbol is an output symbol that is a function of the input
17 symbol processed in step 3)a);

18 c) recalculating the connected output symbols to be independent of the input
19 symbol processed in step 3)a);

20 d) decrementing by one the weights of the output symbols recalculated in step
21 3)c); and

22 e) denoting OS1 as a used-up output symbol; and

23 4) repeating steps 1) through 3) above until the ordered set of input symbols is

24 recovered at the destination.

—

24. The method of claim 23, wherein the step of denoting is a step of assigning a

2 weight of zero to the used up output symbol.

1 25. The method of claim 23, wherein the step of denoting comprises a step of

2 removing the used-up output symbol from the output symbol table.

26. The method of claim 19, wherein the step of packetizing is a step of packetizing
a plurality of output symbols into each packet, the method further comprising a step of

using an output symbol’s position within a packet as a part of the key for the output

LV S

symbol.
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4  from a set of such output symbols, the method comprising the steps of:

5 determining, for a given output symbol, a list AL that indicates W associated input

6 symbols to be associated with the output symbol, where W is a positive integer,

7 where at least two output symbols have different values for W associated

8 therewith, where W is greater than one for at least one output symbol, and where

9 the number of possible output symbols is much larger than the number of input
10 symbols in the input file; and
11 generating an output symbol value from a predetermined function of the W associated
12 input symbols indicated by AL.

1 28. The method of claim 27, further comprising the steps of:

2 calculating W from a key I associated with the given output symbol; and

3 calculating AL from key 1.

1 29. The method of claim 28, wherein the steps of calculating use a probability

2 distribution.

1 30. A method of transmitting the information content of an input file, where the input

2  fileis an ordered plurality of input symbols each selected from an input alphabet and the

3 input file is recoverable from a set of output symbols each selected from an output

4  alphabet, the method comprising the steps of:

5 generating a plurality of output symbols, wherein an output symbol of the plurality of

6 output symbols is generated by the steps of:

7 a) determining a list AL that indicates W associated input symbols to be

8 associated with the output symbol, where W is a positive integer, at

9 least two output symbols have different values for W associated
10 therewith, W is greater than one for at least one output symbol, and the
11 number of possible output symbols is much larger than the number of
12 input symbols in the input file; and
13 b) generating an output symbol value from a predetermined function of the
14 W associated input symbols indicated by AL; and
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4  plurality of sources determines its lists of associated input symbols without requiring
reference to lists generated by other sources of the plurality of sources without one

5
6 independent source entirely duplicating the information output of another independent
7  source.

32. The method of claim 30, further comprising a step of distributing the plurality of

2 output symbols over a plurality of channels such that the information content provided by

o

one channel is not entirely duplicative of the information content of another channel.

33. The method of claim 30, wherein the step of determining comprises:

selecting, from a key alphabet, a key I for the output symbol being generated, wherein
the key alphabet contains many more members than the number of input symbols
in the ordered set of input symbols;

determining a weight, W(J), as a function of I;

selecting W(I) of the input symbols according to a function of I, thus forming a list
AL(I) of W(I) input symbols associated with the output symbol; and

calculating a value B(I) of the output symbol from a predetermined value function of

O 60 1 O Ui b W N —

the associated W(I) input symbols.

34. The method of claim 33, wherein the step of generating a plurality of output
symbols is a step of generating independent pluralities of output symbols at each of a
plurality of sources, wherein the pluralities are independent in that each source of the
plurality of sources selects its keys without requiring reference to keys generated by other

sources of the plurality of sources without one independent source entirely duplicating the

AN W AW

information output of another independent source.

1 35. The method of claim 33, further comprising a step of distributing the plurality of
output symbols over a plurality of channels such that the information content provided by

3 one channel is not entirely duplicative of the information content of another channel.
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36. A method of transmitting data from a source through a plurality of channels,
comprising the steps of:
a) arranging the data to be transmitted as an ordered set of input symbols;
b) generating a plurality of output symbols for each of the plurality of channels,
wherein each output symbol is generated by the steps of:

1) selecting, from a key alphabet, a key I for the output symbol being
generated, wherein the key alphabet contains many more members than
the number of input symbols in the ordered set of input symbols;

2) determining a weight, W(I), as a function of I, wherein weights W are
positive integers that vary between at least two values and are greater than
one for at least some keys in the key alphabet;

3) selecting W(I) of the input symbols according to a function of I, thus
forming a list AL(I) of W(I) input symbols associated with the output
symbol; and

4) calculating a value B(I) of the output symbol from a predetermined value
function of the associated W(I) input symbols;

c) packetizing at least one of the plurality of output symbols into each of a plurality of

packets; and

d) transmitting the plurality of packets over the plurality of channels, wherein at least
two of the plurality of channels carry packets containing output symbols

generated with distinct values for key 1.

37. The method of claim 36, wherein the source comprises a single source that
generates values for key I for the single source and distributes resulting output packets
over the plurality of channels such that the information content received from any two of

the plurality of channels is not entirely duplicative.

38. The method of claim 36, wherein the values for key I are selected independently
for each of the plurality of channels such that the information content received from any

two of the plurality of channels is not entirely duplicative.--



