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Claims 

1. A 	computer 	implemented 	method 	fek.contro ing 	access 	to 	and 

interaction with user resources, the method comprising: 	\ 

associating, in a storage device, a single, unique p 	• ic identifier with a user, 

the 	single, 	unique 	public 	identifier 	usable 	to 	receive 	a 	plurality 	of 	types 	of 

interactions; 

receiving a first interaction addressed to the • ngle, unique public identifier 

from a sender, the first interaction comprising an acce ss code; 

a processor determining, based on at least 	e access code, whether the first 

interaction should be provided to one or more 	er resources associated with the 

single, unique public identifier; 

if the first interaction should be provide..  

selecting at least a first user re-• urce; and 

providing the first interaction tq at least the first user resource; 

receiving an indication from the us r that the sender is trusted; and 

providing additional interactions 	om the sender to at least one of the one or 

more user resources without evaluatin?, access codes. 

2. The computer implemented method of claim 1, wherein selecting at 

least the first user resource comprises selecting at least the first user resource from 

among the one or more user re ources associated with the single, unique public 

identifier, and 

wherein 	providing 	the first 	interaction 	to at least the first user resource 

comprises routing at least o e of the first interaction, a notice of the first interaction, 

	

and a payload associated 	ith the first interaction to at least the first user resource. 

3. The 	comp 	er 	implemented 	method 	of claim 	2, 	wherein 	routing 

comprises routing the fist interaction without disclosing an address associated with 

the first user resource o the sender of the first interaction. 

4. The co 	puter implemented method of claim 1, wherein selecting at 

least the first user fesource comprises selecting at least one user resource from the 

group consisting of a phone, a voice mailbox, an instant messaging client, an email 

client, a short m -ssage service (SMS) client, a multimedia messaging service (MMS) 

client, a soci. 	media account, an application, a device designated by a device 

identifier, a oevice designated by an internet protocol (IP) address, a processing 
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module, a sensor, a file system, a database, a web server, a w -b service, a service --,_ 
bus, a store-and-forward device, and a location desiinated by : postal address. 

5. The computer implemented method of claiiii 	, wherein selecting at 

least the first user resource comprises selecting the first user resource based on 

interaction rules received from the user. 

6. The computer implemented method of 	laim 5, further comprising 

converting the first interaction from a first type to at le. t a second type based on the 

interaction 	rules 	prior to 	providing 	the first 	intera tion 	to at least the first user 

resource. 

7. The computer implemented metho• of claim 1, wherein selecting at 

least the first user resource comprises evaluating interaction rules, and wherein 

evaluating the interaction rules includes exa f in ing at least one of a location of the 

user, the access code, an identity of the s: der, an address of the sender, a trust 

level of the sender, a location of the s- der, a user resource requested by the 

sender, a type of the first interaction, 	an indication of urgency, an indication of 

importance, a parental control, a zone, , current date, and a current time. 

8. The computer impleme 	ed method of claim 7, wherein providing the 

first interaction comprises repeated 	routing at least one of the first interaction, a 

notice of the first interaction, and a •ayload associated with the first interaction. 

9. The computer impl mented method of claim 7, wherein providing the 

first interaction comprises routir g to a plurality of user resources at least one of the 

first interaction, a notice of t e first interaction, and a payload associated with the 

first interaction. 

10. The computr r implemented method of claim 	1, further comprising 

receiving an acknowledg ment of the first interaction from the user. 

11. The computer implemented method of claim 10, further comprising 

making the acknowlee•ement available to the sender of the first interaction. 

12. The computer implemented method of claim 10, further comprising 

ending an escalaticn process in response to receiving the acknowledgement. 

13. Th: computer implemented method of claim 1, further comprising 

confirming that ielivery of the first interaction to the user was achieved. 

14. ' he computer implemented method of claim 13, further comprising 

making a no ice of delivery available to the sender of the first interaction. 
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15. The computer implemented 	method 	of claim 	, wherein the first 

interaction comprises a request for information, and Wherein d: ermining whether the 

first 	interaction 	should 	be 	provided 	comprises determih 	g 	how 	much 	of the 

requested information to make available to the sender. 

16. The computer implemented method of clai 	1, wherein the plurality of 

types of interactions are selected from the group consi 	ing of an email message, a 

short message service (SMS) message, a multime• a messaging service (MMS) 

message, an instant message, an application me:sage, a device notification, a 

social media message, a voice message, a phont call, a video message, a video 

call, multimedia data, a request for user data, an ntegrated public alert and warning 

system (IPAWS) alert, a chat message, a verifi..tion code, an authorization code, a 

wireless application protocol (WAP) message, :nd postal mail. 

17. The computer implemented me 	od of claim 1, further comprising, prior 

to receiving the indication from the user that the sender is trusted, receiving a 

second interaction comprising the access code; and providing the second interaction 

to the first user resource. 

18. A system for controlling access to and interaction with user resources, 

the system comprising: 

a registration module config red to associate a single, unique public identifier 

with a user, the single, unique put is identifier usable to receive a plurality of types of 

interactions; 

an access module configured to: 

receive 	a 	firs 	interaction 	addressed 	to 	the 	single, 	unique 	public 

identifier from a sender, the first interaction comprising an access code, and 

determine, 	eased on 	at least the access code, whether the first 

interaction shoult be provided to one or more user resources associated with 

the single, uniq ,e public identifier; and 

a fulfillment 	fodule configured to, in response to a determination the first 

interaction should .... provided: 

sele t at least a first user resource, and 

pry /vide the first interaction to at least the first user resource, 

herein 	the 	access 	module 	is 	further 	configured 	to 	receive 	an 

indica ion from the user that the sender is trusted, and wherein the fulfillment 

mod le is further configured to provide additional interactions from the sender 
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to at least one of the one or more user resource witho ,t evaluating access 

codes in response to receiving the indication fh8t.the set der is trusted. 

19. The system of claim 18, wherein the fulfillment 	odule is configured to 

select at least the first user resource by selecting at least t - first user resource from 

among the one or more user resources associated wit 	the single, unique public 

identifier, and 

wherein the fulfillment module is configured to p ovide the first interaction to at 

least the first user resource by routing at least one o the first interaction, a notice of 

the first interaction, and a payload associated with 	he first interaction to at least the 

first user resource. 

20. The system of claim 19, wherein t' e fulfillment module is configured to 

route the first interaction without disclosing an address associated with the first user 

resource to the sender of the first interaction. 

21. The system of claim 18, wher- in the fulfillment module is configured to 

select at least the first user resource by s •lecting at least one user resource from the 

group consisting of a phone, a voice mailbox, an instant messaging client, an email 

client, a short message service (SMS) client, a multimedia messaging service (MMS) 

client, a social media account, an application, a device designated by a device 

identifier, a device designated by an internet protocol (IP) address, a processing 

module, a sensor, a file system, 	database, a web server, a web service, a service 

bus, a store-and-forward device, and a location designated by a postal address. 

22. The system of c :im 18, wherein the fulfillment module is configured to 

select at least the first user resource based on interaction rules received from the 

user. 

23. The syste 	of claim 22, wherein the fulfillment module is further 

configured to convert t e first interaction from a first type to at least a second type 

based on the interaction rules prior to providing the first interaction to at least the first 

resource. 

24. The • stem of claim 18, wherein the fulfillment module is configured to 

select at least the first user resource by evaluating interaction rules, and wherein the 

fulfillment mod 	e is configured to evaluate the interaction rules by examining at least 

one of a locat in of the user, the access code, an identity of the sender, an address 

of the send: , a trust level of the sender, a location of the sender, a user resource 

requested ay the sender, a type of the first interaction, an indication of urgency, an 
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indication of importance, a parental control, a zone, a curren 	date, and a current 
__. 

time. 	 --,, 

25. The system of claim 24, wherein the fulfillment 	odule is configured to 

provide the first interaction by repeatedly routing at least o 	- of the first interaction, a 

notice of the first interaction, and a payload associated wi 	the first interaction. 

26. The system of claim 24, wherein the fulfill 	ent module is configured to 

provide the first interaction by routing to a plurality of 	ser resources at least one of 

the first interaction, a notice of the first interaction, a d a payload associated with the 

first interaction. 

27. The system of claim 	18, wherei 	the fulfillment module is further 

configured to receive an acknowledgement of th • first interaction from the user. 

28. The 	system of claim 	27, 	wherein the 	access 	module 	is further 

configured to make the acknowledgemen,  available to the sender of the first 

interaction. 

29. The system of claim 18, wf erein the plurality of types of interactions 

are selected from the group consisti .: of an email message, a short message 

service (SMS) message, a multimecia messaging service (MMS) message, an 

instant message, an application m •ssage, a device notification, a social media 

message, a voice message, a pho e call, a video message, a video call, multimedia 

data, a request for user data, an i• tegrated public alert and warning system (IPAWS) 

alert, 	a 	chat 	message, 	a 	ver ication 	code, 	an 	authorization 	code, 	a wireless 

application protocol (WAP) message, and postal mail. 

30. A computer readable storage medium comprising program code for 

performing a method of co 	rolling access to and interaction with user resources, the 

method comprising: 

associating, in a .torage device, a single, unique public identifier with a user, 

the 	single, 	unique 	• 	blic 	identifier 	usable 	to 	receive 	a 	plurality 	of 	types 	of 

interactions; 

receiving a 	rst interaction addressed to the single, unique public identifier 

from a sender, the first interaction comprising an access code; 

determini g, based on at least the access code, whether the first interaction 

should be prov ded to one or more user resources associated with the single, unique 

public identifi -r; 

if tha first interaction should be provided: 
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selecting at least a first user resource; and 
— 

providing the first interaction to at least the first u er resource; 

receiving an indication from the user that the senderis trusted; and 

providing additional interactions from the sender to 	t least one of the one or 

more user resources without evaluating access codes. 
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Claims 

1. A computer implemented method for controlling access to and interaction 

with user resources, the method comprising: 

associating, in a storage device, a single, unique public identifier with a user, the 

single, unique public identifier usable to receive a plurality of types of interactions; 

receiving a first interaction addressed to the single, unique public identifier from a 

sender, the first interaction comprising an access code; 

a processor determining, based on at least the access code, whether the first 

interaction should be provided to one or more user resources associated with the single, 

unique public identifier; 

if the first interaction should be provided: 

selecting at least a first user resource; and 

providing the first interaction to at least the first user resource; 

receiving an indication from the user that the sender is trusted; and 

providing additional interactions from the sender to at least one of the one or 

more user resources without evaluating access codes. 

2. The computer implemented method of claim 1, wherein selecting at least 

the first user resource comprises selecting at least the first user resource from among 

the one or more user resources associated with the single, unique public identifier, and 

wherein providing the first interaction to at least the first user resource comprises 

routing at least one of the first interaction, a notice of the first interaction, and a payload 

associated with the first interaction to at least the first user resource. 

3. The computer implemented method of claim 2, wherein routing comprises 

routing the first interaction without disclosing an address associated with the first user 

resource to the sender of the first interaction. 

4. The computer implemented method of claim 1, wherein selecting at least 

the first user resource comprises selecting at least one user resource from the group 

consisting of a phone, a voice mailbox, an instant messaging client, an email client, a 
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short message service (SMS) client, a multimedia messaging service (MMS) client, a 

social media account, an application, a device designated by a device identifier, a 

device designated by an internet protocol (IP) address, a processing module, a sensor, 

a file system, a database, a web server, a web service, a service bus, a store-and-

forward device, and a location designated by a postal address. 

5. The computer implemented method of claim 1, wherein selecting at least 

the first user resource comprises selecting the first user resource based on interaction 

rules received from the user. 

6. The computer implemented method of claim 5, further comprising 

converting the first interaction from a first type to at least a second type based on the 

interaction rules prior to providing the first interaction to at least the first user resource. 

7. The computer implemented method of claim 1, wherein selecting at least 

the first user resource comprises evaluating interaction rules, and wherein evaluating 

the interaction rules includes examining at least one of a location of the user, the access 

code, an identity of the sender, an address of the sender, a trust level of the sender, a 

location of the sender, a user resource requested by the sender, a type of the first 

interaction, an indication of urgency, an indication of importance, a parental control, a 

zone, a current date, and a current time. 

8. The computer implemented method of claim 7, wherein providing the first 

interaction comprises repeatedly routing at least one of the first interaction, a notice of 

the first interaction, and a payload associated with the first interaction. 

9. The computer implemented method of claim 7, wherein providing the first 

interaction comprises routing to a plurality of user resources at least one of the first 

interaction, a notice of the first interaction, and a payload associated with the first 

interaction. 
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10. The computer implemented method of claim 1, further comprising 

receiving an acknowledgement of the first interaction from the user. 

11. The computer implemented method of claim 10, further comprising making 

the acknowledgement available to the sender of the first interaction. 

12. The computer implemented method of claim 10, further comprising ending 

an escalation process in response to receiving the acknowledgement. 

13. The computer implemented method of claim 1, further comprising 

confirming that delivery of the first interaction to the user was achieved. 

14. The computer implemented method of claim 13, further comprising making 

a notice of delivery available to the sender of the first interaction. 

15. The computer implemented method of claim 1, wherein the first interaction 

comprises a request for information, and wherein determining whether the first 

interaction should be provided comprises determining how much of the requested 

information to make available to the sender. 

16. The computer implemented method of claim 1, wherein the plurality of 

types of interactions are selected from the group consisting of an email message, a 

short message service (SMS) message, a multimedia messaging service (MMS) 

message, an instant message, an application message, a device notification, a social 

media message, a voice message, a phone call, a video message, a video call, 

multimedia data, a request for user data, an integrated public alert and warning system 

(IPAWS) alert, a chat message, a verification code, an authorization code, a wireless 

application protocol (WAP) message, and postal mail. 
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17. The computer implemented method of claim 1, further comprising, prior to 

receiving the indication from the user that the sender is trusted, receiving a second 

interaction comprising the access code; and providing the second interaction to the first 

user resource. 

18. A system for controlling access to and interaction with user resources, the 

system comprising: 

one or more processors; and 

a memory in communication with the one or more processors, the memory 

comprising: 

a registration module configured to associate a single, unique public 

identifier with a user, the single, unique public identifier usable to receive a 

plurality of types of interactions; 

an access module configured to: 

receive a first interaction addressed to the single, unique public 

identifier from a sender, the first interaction comprising an access code, 

and 

determine, based on at least the access code, whether the first 

interaction should be provided to one or more user resources associated 

with the single, unique public identifier; and 

a fulfillment module configured to, in response to a determination the first 

interaction should be provided: 

select at least a first user resource, and 

provide the first interaction to at least the first user resource, 

wherein the access module is further configured to receive an indication 

from the user that the sender is trusted, and wherein the fulfillment module is 

further configured to provide additional interactions from the sender to at least 

one of the one or more user resource without evaluating access codes in 

response to receiving the indication that the sender is trusted. 
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19. The system of claim 18, wherein the fulfillment module is configured to 

select at least the first user resource by selecting at least the first user resource from 

among the one or more user resources associated with the single, unique public 

identifier, and 

wherein the fulfillment module is configured to provide the first interaction to at 

least the first user resource by routing at least one of the first interaction, a notice of the 

first interaction, and a payload associated with the first interaction to at least the first 

user resource. 

20. The system of claim 19, wherein the fulfillment module is configured to 

route the first interaction without disclosing an address associated with the first user 

resource to the sender of the first interaction. 

21. The system of claim 18, wherein the fulfillment module is configured to 

select at least the first user resource by selecting at least one user resource from the 

group consisting of a phone, a voice mailbox, an instant messaging client, an email 

client, a short message service (SMS) client, a multimedia messaging service (MMS) 

client, a social media account, an application, a device designated by a device identifier, 

a device designated by an internet protocol (IP) address, a processing module, a 

sensor, a file system, a database, a web server, a web service, a service bus, a store-

and-forward device, and a location designated by a postal address. 

22. The system of claim 18, wherein the fulfillment module is configured to 

select at least the first user resource based on interaction rules received from the user. 

23. The system of claim 22, wherein the fulfillment module is further 

configured to convert the first interaction from a first type to at least a second type 

based on the interaction rules prior to providing the first interaction to at least the first 

resource. 
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24. The system of claim 18, wherein the fulfillment module is configured to 

select at least the first user resource by evaluating interaction rules, and wherein the 

fulfillment module is configured to evaluate the interaction rules by examining at least 

one of a location of the user, the access code, an identity of the sender, an address of 

the sender, a trust level of the sender, a location of the sender, a user resource 

requested by the sender, a type of the first interaction, an indication of urgency, an 

indication of importance, a parental control, a zone, a current date, and a current time. 

25. The system of claim 24, wherein the fulfillment module is configured to 

provide the first interaction by repeatedly routing at least one of the first interaction, a 

notice of the first interaction, and a payload associated with the first interaction. 

26. The system of claim 24, wherein the fulfillment module is configured to 

provide the first interaction by routing to a plurality of user resources at least one of the 

first interaction, a notice of the first interaction, and a payload associated with the first 

interaction. 

27. The system of claim 18, wherein the fulfillment module is further 

configured to receive an acknowledgement of the first interaction from the user. 

28. The system of claim 27, wherein the access module is further configured 

to make the acknowledgement available to the sender of the first interaction. 

29. The system of claim 18, wherein the plurality of types of interactions are 

selected from the group consisting of an email message, a short message service 

(SMS) message, a multimedia messaging service (MMS) message, an instant 

message, an application message, a device notification, a social media message, a 

voice message, a phone call, a video message, a video call, multimedia data, a request 

for user data, an integrated public alert and warning system (IPAWS) alert, a chat 

message, a verification code, an authorization code, a wireless application protocol 

(WAP) message, and postal mail. 
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30. 	A non-transitory computer readable storage medium comprising program 

code for performing a method of controlling access to and interaction with user 

resources, the method comprising: 

associating, in a storage device, a single, unique public identifier with a user, the 

single, unique public identifier usable to receive a plurality of types of interactions; 

receiving a first interaction addressed to the single, unique public identifier from a 

sender, the first interaction comprising an access code; 

determining, based on at least the access code, whether the first interaction 

should be provided to one or more user resources associated with the single, unique 

public identifier; 

if the first interaction should be provided: 

selecting at least a first user resource; and 

providing the first interaction to at least the first user resource; 

receiving an indication from the user that the sender is trusted; and 

providing additional interactions from the sender to at least one of the one or 

more user resources without evaluating access codes. 
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