METHODS AND SYSTEMS FOR HFN HANDLI NG AT | NTER- BASE STATI ON HANDOVER

I N MOBI LE COMMUNI CATI ON NETWORKS RELATED APPLI CATI ONS [ 0001] The
present Pay@nboosdebi cation clainms priority to Provisi onpglr/ 3308041630
Application No. 60/983,838, titled "HFN Handling at Inter-base
Station Handover," filed Cctober 30, 2007, which is assigned to the
assignee hereof and filed by the inventors hereof and which is

i ncorporated by reference herein. FIELD [0002] This disclosure rel ates
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handof f between base stations in no e systens.
[ 0003] Wrel ess communi cation systens are w dely depl oyed to provide
various types of conmuni cati onREQATER ABRCICAKHOWS ce, data, and so

on. These s he i pl e-;access .syst.ens capabl e
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such nul ti pléie@access systens i nclude code division nultiple access
(CDMR) syst Eifs, Ogiohes 30 004 wolmsiapsigied taibe assieney bamgt sy ey, the

f requency dﬁﬁueﬁﬂome%mdomc%qs&%p&rﬁ@&/@% r %S & MRreip PP Long Term
Evol ution (LTE) systens, and orthogonal trequency division nmultiple
access (OFDMVA) systenms. [0004] Generally, a wireless nultiple-access
comuni cati on system can si nul t aneousIfEEQpport conmuni cation for

multiple we S £ m. S. h term.nal co nicates.wth one or
nore base sgﬁoggnsh\%@lﬁi%ﬁgenﬁ%%ig gﬁ%eraghq? ﬁ%"?ﬁ&%‘ﬁﬁ% 8fV’é(\7g§Sse
| i nks. The tofumanidatidngkandatore paibulidy) torffper-Gaihe NubeC@IFN)RtlaRH hawiling
link fromt e.ba]%se s%%tions to the t.ern\'ﬂals and the reverse |ink
(or upl i nk) dFEtEhadetf betgen bishaiahiensit BILHT #RteMSom the terminals to
the base stations. This conmunication |ink may be established via a
single-in-single-out, multiple-in-signal -out or a
mul tiple-innultiple-out (MM) sysB&RKGRODEBPA M MO syst em enpl oys
mul tiple ( ansgy [ : | t
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for data transm ssi on. A chann me ransm
NR recei ve &meenicesnmunjcabion datarpashed voitt,alais andwbeme fibkesn sy stdmama) (s,

which are alm%ﬁ’tiplenaccess systems capable of supporting communication with multiple users by

sharing the available system resources (e.g., bandwidth and transmit power). Examples
of such multiple-access systems include code division multiple access (CDMA)
systems, time division multiple access (TDMA) systerns, frequency division multiple
access (FDMA) systems, 3GPP Long Term Evolution (LTE) systems, and orthogonal
frequency division multiple access (OFDMA) systems.

[0004] Generally, a wireless multiple-access communication system can
simultaneously support communication for multiple wireless terminals. Each terminal
communicates with one or more base stations via transmissions on the forward and
reverse links. The forward link (or downlink) refers to the communication link from the
base stations to the terminals, and the reverse link (or uplink) refers to the
communication link from the terminals to the base stations. This communication link
may be established via a single-in-single-out, multiple-in-signal-out or a multiple-in-
multiple-out (MIMO) system.

{0005] A MIMO system employs multiple (N7) transmit antennas and multiple (Nz)
receive antennas for data transmission. A MIMO channel formed by the Ny transmit and

Np receive antennas may be decomposed into Ns independent channels, which are also



2 referred to as spatial channels, where Ns M{NT, NR} . Each of the
Ns i ndependent channels corresponds to a di mension. The M MO system

can provi dgohipiserd performance (e.g., higher throughpetanmkesisss
greater reliability) if the additional dinensionalities created by

the multiple transnit and receive antendas are utilized. [0006] A M MO
system supports a tinme division duplex (TDD) and frequency division
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conprising: ;transferri n%f(at | east, H‘gt est ci.phering HFN. and packet

data conver JEAEEFSHPYPLESKIFBERYMI 1%"& fEdng gRvheR the dpyvaghlink wheagpultiple

deci pheri ngaibiMagne SRR SR UEREAs poirPer from a source base station
to a target base station; and transferring a next PDCP sequence

nunber to use fromthe source base station to the target base
station, wherein the transferred informati on enabl es the target base
station to provide substantial contiSUNMARY the HFN and PDCP

sequence nu S) b |n hand d off f he source
base stati oiu%%?](l nf]glrgll%aets?%ﬁlsg}rosmelw fl| HjslB &‘8%%’58’@“?’%&
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station is not recgl ved. by the_ target base station. [0009]1n one of

various asp&SfCngpdveretign %‘P@g ire, the method disclosed above is

provi ded, fwdobﬁ GRBRS bfSlafBuLRER dﬂtﬁkgd@cl&%:nﬁ Iﬂ@ehm%@@ﬁﬁ%ﬁéﬁﬁﬁne
upon at | east the latest ci phering HFN and PDCP and | at est
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rel at ed syn&hstaditesicipbarinetiiNend basket dtatanpergerda piaioroh MO fsequrnee
number (SN) and fatest deciphering HFN and PDCP sequence number from a source
base station to a target base station; and transferring a next PDCP sequence number to
use from the source base station to the target base station, wherein the transferred
information enables the target base station to provide substantial continuity of the HFN
and PDCP sequence number(s) for a terminal being handed off from the source base
station if information of a later HFN and PDCP sequence number of the last HFN and
PDCP sequence number sent by the source base station is not reccived by the target base
station,
[0009] In one of various aspects of the disclosure, the method disclosed above is
provided, further comprising performing a count maintenance based upon at least the
latest ciphering HFN and PDCP and latest deciphering HFN and PDCP by using a
backward offset from a count value used by the target base station.
[0010]  Inone of various aspects of the disclosure, an apparatus for Hyper-frame

Number (HFN) related synchronization between base stations during handoff in a
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[0016] I n one of various aspects of the disclosure, the conputer
program product descri bed above is provided, further conprising code

for perforwbngoas®ent nai ntenance based upon at | east plchRish@bBisso
ci phering HFN and PDCP and | at est deci phering HFN and PDCP by using a

backward offset froma count val ue used4by the target base staltlonI
BRI EF DESCRI PTI ON OF THE DRAW NG [0017]Fig. 1 illustrates mul t1 ple
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[0023]Fig. 7 i flow ch Il Lustrating an exenpl ary_ process.

DETAl LED DESER ?g%f source dse station to a target%dbe stdtlon means for trdnbferrmg a next
PDCP SN to use from the source base station to the target base station, wherein the
transferred information enables the target base station to provide substantial continuity
of the HFN and PDCP sequence number(s) for a terminal being handed off from the
source base station if information of a later HFN and PDCP sequence number of the last
HFN and PDCP sequence number sent by the source base station is not received by the
target base station.

[0015] In one of various aspects of the disclosure, a computer program product is
provided comprising: a computer-readable medium comprising: code for transferring at
least a latest ciphering Hyper-Frame Number (HFN) and packet data convergence
protocol (PDCP) sequence number and latest deciphering HFN and PDCP sequence
number from a source base station to a target base station; and code for transferring a
next PDCP SN to use from the source base station to the target base station, wherein the
transferred information enables the target base station to provide substantial continuity
of the HFN and PDCP sequence number(s) for a terminal being handed off from the
source base station if information of a later HFN and PDCP sequence number of the last
HFN and PDCP sequence number sent by the source base station is not received by the
target base station.

[0016] In one of various aspects of the disclosure, the computer program product
described above is provided, further comprising code for performing a count
maintenance based upon at least the latest ciphering HFN and PDCP and latest
deciphering HFN and PDCP by using a backward offset from a count value used by the

target base station.

BRIEF DESCRIPTION OF THE DRAWING

[0017] Fig. 1 illustrates a multiple access wireless communication system according

to one embodiment.

[0018] Fig. 2 a block diagram of a communication system.,



[ 0024] Vari ous enbodi nents are now described with reference to the
drawi ngs, wherein like reference nunerals are used to refer to |like
el enent S twoosmhewsts | n thga fol | owi ng descri ption, for PRYFRY8 931850
expl anati on, numerous specific details are set forth in order to
provi de a thorough understandi ng of oneSor nore enbodi nents. It may
be evident, however, that such enbodi nent(s) may be practiced w thout
these speci {989 et diie-s3 1§  Wackedagramst efnresncrypsion -dud sgarystion sehemesfonad
devi ces are ghawn,td, bl ock diagramformin order to facilitate
descri bing one or’ nore enbodi ments. [0025] As used in this
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firmare, a?%dggl)i neﬁ%'osr%s% i u‘g‘%% éh%{ﬁaﬁlﬁ%mﬁg?se]?‘%@%%%reg}asor

is_of t wa(rj e i n[#eerut ik, 6A® areXianphtons af 6P ILeRts HANFBEPDOPEN Gnitet
imted to , a.pr,acess runni on a processor, a processor, an
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execution a co I | . u nd/ or
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onent W . . :
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I nternet W {&aitd he bRy Rb@A%s e MR sthiBGres 80 8dices 5@%@\1&&{&9&{ or e,
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terminal . AdagEaesym ineieriafacliatc desroibivg onabr mdreembpdineants. subscri ber
unit, subscg statiqn; ' ' nhj el stati.on,
U0 GSVDSCIOMEST LRt 00 SRR e OBy SRS, ARl and
communi cat i the ldtewiedstiendrsigr refgent competer-caiédomtity, Wilher hardware, firmware, a
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a personal digital assistant (PDA), a handhel d device having wrel ess
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device, user terminal, terminal, wireless communication device, user agent, user device,
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UMIS t hat Wa8sofsaddifRA- UTRA, E-UTRA, GSM UMIS and LTE A %S?&%g]hg)ed
i n docunents from an organi zati on naned "3rd Generation Partnership

Project” (3GPP) cdma2000 is described im docunents from an
organi zati on naned "3rd Generation Partnership Project 2" (3GPP2).
These vari o¥suseadqwpnent HB). oy esesricnina nanboks calukar iehaphond, a coldesar t .
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randomly through its coverage cauSes less interference to access

termnals i ﬁmgﬁé%xfﬂ%) peVPEksdanherersciasisvopol’ and tsystrmsi are pfign used

through a s lirﬂ@ﬂcﬁan%@éb‘?ﬁ N& ASMA! et i nfa§ %ﬁl%m%ﬁ‘tr 40043 lte%hnology such as
Universal Terrestrial Radio Access (UTRA), cdma2000, etc. UTRA includes
Wideband-CDMA (W-CDMA) and Low Chip Rate (LCR). Cdma2000 covers 1S-2000,
IS-95 and IS-856 standards. A TDMA network may implement a radio technology such
as Global System for Mobile Communications (GSM). An OFDMA network may
implement a radio technology such as Evolved UTRA (E-UTRA), IEEE 802.11, IEEE

802.16, IEEE 802.20, Flash-OFDM®, etc. UTRA, E-UTRA, and GSM are¢ part of




[ 0033] An access point nay be a fixed station used for comunicating
with the termnals and may al so be referred to as an access point, a

Node B, onygonBeber term nol ogy. An access term nal FFE¥/U§50%9/0§1§39
call ed an access termnal, user equipnment (UE), a wreless

conmmuni cati on device, term nal, access ferm nal or sone other
t er m nol ogy. [OOS&FI G 2 is a block diagramof an enbodi nent of a
transmtt er UsysrsehMpbide TelteommumdsationSystére (GMJES Lo Tern Evothtian (LTE) is
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recei ves an oce S a respective.synbol streamto provide one or
nore anal ogﬂ’g%]nal ,e?%{ﬁag f‘ﬁ?‘ghlera “@gfr‘iagf‘?ctﬁ??sm(%‘?sé.C?m%‘ﬁ'lc?tfqne%'§tem
filters, angcupE¥ent shbddiBeANAQG 80N SctQ peﬁl@\rboi?m%} RAuERLe

signal suitable for transm ssion over the M MO channel. 'NT nodul at ed
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250, the transmtted nmodul ated 'signals are recel
two antennas are shown for each antenna group, however, more or fewer antennas may

be utilized for each antenna group. Access terminal 116 (AT), also referred to as user
equipment (UE), is in communication with antennas 112 and 114, where antennas 112
and 114 transmit information to access terminal 116 over forward link 120 and receive
information from access terminal 116 over reverse link 118. Access terminal 122 is in
communication with antennas 106 and 108, where antennas 106 and 108 transmit
information to access terminal 122 over forward link 126 and receive information from
access terminal 122 over reverse link 124. In a FDD system, communication links 118,
120, 124 and 126 may use different frequency for communication. For example,
forward link 120 may use a different frequency then that used by reverse link 118.
[0031] Each group of antennas and/or the area in which they are designed to

communicate is often referred to as a sector of the access point. In the embodiment,



NR ant ennas 252a through 252r and the received signal from each
antenna 252a-r is provided to a respective receiver (RCVR) 254a
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classified
symbols. The data rate codlng, and modulation for cach data stream may be

determined by instructions performed by processor 230. Memory 232 may be coupled
to the processor 230.

[0037] The modulation symbols for all data streams are then provided to a TX
MIMO processor 220, which may further process the modulation symbols (¢.g., for
OFDM). TX MIMO processor 220 then provides Ny modulation symbol streams to Ny



Transport Channel s conprises a Broadcast Channel (BCH), Downlink
Shared Data Channel (DL-SDCH) and a Pagi ng Channel (PCH), the PCH for

support ofywhEwexes; saving (DRX cycle is indicated by&%},&%&%&&;o
the UE), broadcasted over entire cell and mapped to PHY resources

whi ch can be used for other control/trabfic channels. The UL
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transmission over the MIMO channel. N7 modulated signals from transmitters 222a
through 222t are then transmitted from Ny antennas 224a through 224t, respectively.
[0039] At receiver system 250, the transmitted modulated signals are received by
Nz antennas 252a through 252r and the received signal from each antenna 252a-r is
provided to a respective receiver (RCVR) 254a through 254r. Each receiver 254a-r
conditions (e.g., filters, amplifies, and downconverts) a respective received signal,
digitizes the conditioned signal to provide samples, and further processes the samples to
provide a corresponding “received” symbol stream.

[0040} An RX data processor 260 then receives and processes the Ny received
symbol streams from N receivers 254a-r based on a particular receiver processing
technique to provide Ny “detected” symbol streams. The RX data processor 260 then
demodulates, deinterleaves, and decodes each detected symbol stream to recover the
traffic data for the data stream. The processing by RX data processor 260 is
complementary to that performed by TX MIMO processor 220 and TX data processor
214 at transmitter system 210.

[0041] A processor 270 periodically determines which pre-coding matrix to use
(discussed below). Processor 270 formulates a reverse link message comprising a
matrix index portion and a rank value portion. Memory 272 maybe coupled to the
processor 270,

[0042] The reverse link message may comprise various types of information
regarding the communication link and/or the received data stream. The reverse link
message is then processed by a TX data processor 238, which also receives traffic data
for a number of data streams from a data source 236, modulated by a modulator 280,
conditioned by transmitters 254a through 254r, and transmitted back to transmitter
system 210,

[0043] At transmitter system 210, the modulated signals from receiver system 250
are received by antennas 224a-t, conditioned by receivers 222a-t, demodulated by a

demodulator 240, and processed by a RX data processor 242 to extract the reserve link



The UL PRY Channel s conprises : Physical Random Access Channel
(PRACH) Channel Quality Indicator Channel (CQ CH) Acknow edgenent

Channel ( A¢bGhboéRbenna Subset | ndi cator Channel (ASI %T}%é?d@m
Request Channel (SREQCH) UL Physical Shared Data Channel (UL-

Broadband Pilot Channel (BPICH) [0047]110 an aspect, a channel
structure is provided that Ereserves | ow PAR (at any given tine, the
channel is &aeERylMEIEd Lirine Beatveyr sspamdd0i RrokessoniBAdlyon deteopaes iwbshof

document, ¢ R e e b e e LOMIBATRS Sl SRS s o
ANMDAcknow edyfessteiiboissd@at a ARQAUt omat i ¢ Repeat Request BCCHBr oadcast
Control C'_lar[mﬁlci] In an aspect, logical channels are classified into Control Channels and
Traffic Channels. Logical Control Channcls compriscs Broadcast Control Channel
(BCCH) which is DL channel for broadcasting system control information. Paging
Control Channel (PCCH) which is DL channel that transfers paging information.
Multicast Control Channel (MCCH) which is Point-to-multipoint DL channel used for
transmitting Multimedia Broadcast and Multicast Service (MBMS) scheduling and
control information for one or several MTCHs. Generally, after establishing RRC
connection this channel is only used by UEs that receive MBMS (Note: old
MCCH+MSCH). Dedicated Control Channel (DCCH) is Point-to-point bi-directional
channel that transmits dedicated control information and used by UEs having an RRC
connection. In an aspect, Logical Traffic Channels comprise a Dedicated Traffic
Channel (DTCH) which is Point-to-point bi-directional channel, dedicated to one UE,
for the transfer of user information. Also, a Multicast Traffic Channel (MTCH) for
Point-to-multipoint DL channel for transmitting traffic data.
[0045] In an aspect, Transport Channels are classified into DL and UL. DL
Transport Channels comprises a Broadcast Channel (BCH), Downlink Shared Data
Channel (DL-SDCH) and a Paging Channel (PCH), the PCH for support of UE power
saving (DRX cycle is indicated by the network to the UE), broadcasted over entire cell
and mapped to PHY resources which can be used for other control/traffic channels. The
UL Transport Channels comprises a Random Access Channel (RACH), a Request
Channel (REQCH), a Uplink Shared Data Channel (UL-SDCH) and pluarlity of PHY
channels. The PHY channels comprises a set of DL channels and UL channels.
[0046] The DL PHY channels comprises:

Common Pilot Channel (CPICH)

Synchronization Channel (SCH)

Common Control Channel (CCCH)

Shared DL Control Channel (SDCCH)

Multicast Control Channel (MCCH)

Shared UL Assignment Channel (SUACH)

Acknowledgement Channel (ACKCH)

DL Physical Shared Data Channel (DL-PSDCH)



BCHBr oadcast CHannel C-Control- CCCH Common Control CHannel
CCHCont rol CHannel CCTrCH Coded Conposite Transport Channel CPCyclic
Prefix CRC\:,%CI I ¢_Redundancy Check CTCHCommon Traffic CHarinel DCCH
Dedi cat ed W3PS Hannel DCHDedi cat ed CHannel DLDownLFhik/US8EE081639
Downl i nk Shared CHannel DTCH Dedicated flyaffic CHannel FACH Forward
| i nk Access CHannel WD 2009/ 058903PCT/ US2008/ 081639 12 FDDFrequency

Di vi si on Dupl ex UL Power Control Channel (UPCCH)
Paging Indicator Channel (PICH)
Load Indicator Channel (LICH)
The UL PHY Channels comprises :
Physical Random Access Channel (PRACH)
Channel Quality Indicator Channel (CQICH)
Acknowledgement Channel (ACKCH)
Antenna Subset Indicator Channel (ASICH)
Shared Request Channel (SREQCH)
UL Physical Shared Data Channel (UL-PSDCH})
Broadband Pilot Channel (BPICH)
[0047] In an aspect, a channel structure is provided that preserves low PAR (at any
given time, the channel is contiguous or uniformly spaced in frequency) properties of a
single carrier waveform,
[0048] For the purposes of the present document, the following abbreviations
apply:
AM Acknowledged Mode
AMD Acknowledged Mode Data
ARQ Automatic Repeat Request
BCCH  Broadcast Control CHannel
BCH Broadcast CHannel
C- Control-
CCCH  Common Control CHannel
CCH Control CHannel
CCTrCH Coded Composite Transport Channel
CP Cyclic Prefix
CRC Cyclic Redundancy Check
CTCH  Common Traffic CHannel
DCCH  Dedicated Control CHannel
DCH Dedicated CHannel
DL DownLink
DSCH  Downlink Shared CHannel
DTCH  Dedicated Traffic CHannel
FACH  Forward link Access CHannel



Li Layer 1 (physical layer) L2Layer 2 (data link |layer) L3Layer 3
(network layer) LlLength Indicator LSBLeast Significant Bit MACMedi um

Access Co Mul ti medi a Broadcast Milticast Seryi VS
poi nt -t o- %{)%OBW Control CHannel NMRW Move Recei vi ng‘ﬁ%ﬁr‘&%@bst
Significant Bit MSCH MBMS poi nt-to-mnultijpoint Schedul i ng CHannel MICH
MBMS poi nt-to-nultipoint Traffic CHannel PCCHPagi ng Control CHannel
PCHPagi ng CHannel MBDWPr ot daeduehiat Rividiirt DYIdYPHYsi cal | ayer
CPQ%J[CIr—IEPym cal Cl-lanrleil S m%yg_ap&%}%i&??a%gg CHannel RLCRadi o Link

L2 Layer 2 (data link layer)
L3 Layer 3 (network layer)
LI Length Indicator

L.SB Least Significant Bit

MAC Medium Access Control

MBMS  Multimedia Broadcast Multicast Service
MCCH  MBMS point-to-multipoint Control CHannel
MRW Move Receiving Window

MSB Most Significant Bit

MSCH  MBMS point-to-multipoint Scheduling CHannel
MTCH  MBMS point-to-multipoint Traffic CHannel
PCCH Paging Control CHannel

PCH Paging CHannel

PDU Protocol Data Unit

PHY PHYsical layer

PhyCH  Physical CHannels

RACH  Random Access CHannel

RLC Radio Link Control

RRC Radio Resource Control

SAP Service Access Point

SbU Service Data Unit

SHCCH SHared channel Control CHannel

SN Sequence Number

SUFI SUper Fleld

TCH Traffic CHannel

TDD Time Division Duplex

TFIL Transport Format Indicator
™ Transparent Mode

™™D Transparent Mode Data
TTI Transmission Time Interval
U- User-

UE User Equipment



RRCRadi 0 Resource Control SAPService Access Point SDUService Data
Unit SHCCH SHared channel Control CHannel SNSequence Nunber SUFI Super

[ ndi cat or WHAREE ont wode TWDTr anspar ent Nbds Data TALFCEREMED: on
Tinme Interval U User- UEUser Equipnent 1313

UL UpLink

UM Unacknowledged Mode

UMD Unacknowledged Mode Data

UMTS  Universal Mobile Telecommunications System

UTRA  UMTS Terrestrial Radio Access

UTRAN UMTS Terrestrial Radio Access Network

MBSFN  multicast broadcast single frequency network

MCE MBMS coordinating entity

MCH multicast channel

DL-SCH downlink shared channel

MSCH  MBMS control channel

PDCCH physical downlink control channel

PDSCH  physical downlink shared channel

eNB Base station or base transceiver station

PDCP Packet Data Convergence Protocol

HEN Hyper Frame Number
j0049] Fig. 3 is a block diagram 300 illustrating an encryption and decryption
scheme suitable for use in a mobile system. The upper diagram illustrates the general
tenets of the encryption procedure at the eNB. Here, data 310 is combined with a
cryptosync expression containing HFN 320 and packet data convergence protocol
(PDCP) layer sequence number (SN) 330, and coded with cipher key 340 using the
encryption algorithm 350, to generate the encrypted data 360 which is forwarded to the
UE.
[0050] The lower diagram illustrates the general decryption procedure at the UE.
Here, the received encrypted data 360 is combined with the PDCP SN 330 and HFN
320 (which may be acquired or generated at the UE at initialization/setup), and decoded
using the cipher key 340 (sometimes called the integrity key) and the decryption
algorithm 370 to recreate the original data 310. Fig. 3 is understood to provide a
general summary of the use of the HFN 320 and PDCP SN 330 for
encryption/decryption. Additional factors or elements regarding encryption/decryption
are not further elaborated as they are not relevant for the purposes of understanding the
various embodiments disclosed herein,
{0051] It is understood in cryptology that an increased level of security can be

arrived by combining the data with a large set to increase the number of possible
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decryption value of the PDCP SN. This incrementing provides an order or sequencing for the
HFN/PDCP SN values to ensure that the cryptosync will change for each set of
encrypted/decrypted packets. Because the cryptosync can represent a large value, and
because this value is changing (via PDCP SN sequencing), a certain degree of
randomness is introduced resulting in a more robust encryption scheme. However, this
robustness presumes that the same HFN/PDCP SN sequence will not be used more than
once for a given key. This 1§ because encryption methods using repetitive “coding
elements” are known to be more susceptible to being cracked.
[0052] Fig. 4 is an illustration 400 showing the HFN to PDCP SN relationship. The
PDCP SN is a fixed bit counter, shown in Fig. 4 as a 12 bit counter. It should be noted,
that in various implementations, the PDCP SN may be a 5, 7, or 12 bit counter or other-
sized counter and therefore the PDCP SN is not limited to the 12 bit implementation
shown here. The PDCP SN operates as a circular counter that “resets” itself and rolls
over to its previous starting value. For example, the PDCP SN (using 12 bits) has a
decimal range of 1 to 4096 (or from 0 to 4095). Using the range 0 to 4093, the value
4096 is equivalent to 0, with the value 4097 being equivalent to 1, 4098 being
equivalent to 2, and so forth. Accordingly, PDCP SN values of 1 are equivalent to
rollover values of 4097, 8193, 12,289, etc. To keep track of the number of “rollovers”
of the PDCP SN, the HFN can be used as a counter. Thus, if the PDCP SN has rolled
over 4 times, the HFN will show a value of 4 in the right hand side (the HFN may, in
some nstances, reserve the upper bits for other information).  As is apparent, there can
be an exceedingly large number of values that can be obtained by the HFN/PDCP SN
combination.
[0053] As shown in Fig. 3, the decryption algorithm 370 requires that the PDCP SN
and HFN values are the same values used in the encryption algorithm 360. Therefore, it
15 important that the decrypting entity (receiving terminal) correctly obtains the same
PDCP SN and HFN value(s) used in the encrypting entity (transmitting station). During
handoff between two transmitting stations, there is the possibility that the target
transmitting station may not receive the correct sequence PDCP SN/HFN values from
the source transmitting station. To avoid this, it has been proposed that the HFN used
by the target transmitter is reset to zero at handover, with the PDCP sequence preserved,

requiring a key change at handover. However, this approach introduces the possibility
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sequence nunber (SN) 330, and coded w t{s ci pher key 340 using the
encryption al gorithm 350, to generate the encrypted data 360 which is
f onvar ded t ehat the HPEN v{l0R50HyThee ptomvseurelg’ sgetarMhid ib,ubd fuditreigzetolihegamer al
decryption rocedure t .t the received en pt ed da

560" 15" ConbHa bt 061 BBk bl Bhinh Mo $515 4 HeCEE: Wby Sl
acqui red or dgRadixaheda tc;” tdyBtobac @bnthiBhfidnab kel hHRAAS Slebithm. aNEacdRRRAed
usi ng the cipher key 340 (sonetines called the |nte r|t Rl%agﬁsand t he

decryption &f gesieblemogidbadoschens bat wilizpea rgegranss off Y. vaBick s
under st ood t,0 BIOi 08 I%ﬁwhcwm&t@%@@p pse of the HFN 320 and

PDCP SN 330 for encrypti ecryption tional factors or elenents
regar di ng er[ﬁﬁ%btl o dee my plustonion 580 nbhanflofif plremeetsdisorat édo aNBs hey

I i
erbod ment s S0 Sy e B P GRe e I T B LR R AhyBl) gmgpe
that an i ncesasdithehieshe!HFRN d&e@urndeyt(s:mem(@ﬂﬁhﬁt&dreb;he&eﬁmdalnaghévbeo

data with a i ncrease the nunber of possible
2009/ 058903 P@%}%%%g@%‘,ﬁ@‘g%@ oA IEer Th Pf‘éld%t?P‘Fﬁépted data via

conmuni ty, {ihk 514 A1d98c &EivérS20 €S rs%emg%a@@fftheargézmhgﬁm@ﬁsswhm% Py ext
having the HFN and PDCP SN, can be sequential |y order

i ncr ement | nDCRSN i we” w1d thy ollppar %Nraffﬁfﬁf@dlﬁf%ﬂ@mﬁfﬁﬁr@%ﬁ&iodb% an
order or Se%?ﬁ@%ﬁ\lﬁgjﬁ%a&% %lgpﬁegyéy@bues to ensure that the

cryptosync w ange for each set ypt ed/ decrypt ed packets.
Because t he cryp#odindatesh AFNeqmd @EEIR SM6 ublrfgeciyladrine in dndolrecaNB 610 hi s

val ue i s changin ia P SN encin rtain degree of
randommess i s i n? &ﬁﬁ@%ﬁﬁ%ﬂéﬁ)&% ﬁﬁ %P"eger"ﬁ’gﬁ%‘ﬁg iarls SPHEGE GRB 510
scheme. Ho 5} t IHos DIL hﬂgﬁ‘t&e @fg@tsmssd Hﬁ{: péREMS IR HRENCBPGH: SN

sequence W not be used nore than once for given key. This is

because enc Wﬁﬁ‘?%ﬂceﬁé{ ﬁé@F‘sﬂnﬁé??Wé opdhe$N of the P[KBWIRQ f‘éb‘éﬁﬁﬁmsﬁed@ﬂé the

known to be; Hgﬁb

illustrati onrg&g%re?g%\g\nﬁ%}%ﬁﬁ %Wgﬁlg %{tglggﬁl P. méi}iﬁeépﬁ% SN
is a fixed Bictaggwgait of the EHdumd HDER §N A"haﬁ)lhwdl& hiotvs e emenle fok DL
shoul d be n t hat varilous, i SN may be
R R S RS RN R e A

PDCP SN | s [lm56] I mSpete EDBtI16 iddsiky IEIFNIWIu@ﬁEBN@H PDOPShOwI el @3 fdhe
PDCP SN oper a s_.a circular_counter .that resets |tself and rolls
over to its® ‘[Bﬁi g"r%g%ﬂdf’l"?fg Thsg tb“F‘B?n g sy B Poliacd e X RIgs LT hg

12 bits) hagogs, dﬁﬁldﬁﬁlan&@@ﬂ%e@%uﬁbe%HB@@@raﬁﬁErsftH%@nttmgﬂﬁé xlel%u ng

the range 0 to 4095, the value 4096 is equivalent to O, wt

val ue 4097 HEiHycEFRGRSYEvalue 4093 (12098 48%3)ﬁgtk@q@rg9ta41\@1$30t@d2ran%f¢fa so

forth. A . PR, N f
val uos of 4087 BB T3 Spg” Wred Heypeth® B SEIETNE Rl o Rt

"rol |l overs' PEICPtHWPmPSBN%QméOH:&L b@rthtbergstserdBééOa counter. Thus,

4 in the ri B hand SE%ee HE el NS0 BOGRL" ot Uroed heTall G

upper bits #094, at|Heos, |(m#a>} IMBU{COUNT rAdnibsunappaiestincrthel of BEN) e +an||
exceedi ngly I% nusﬁéer of values that can be obtained by the
HFN/ PDCP SN it ! [ 0053] As shown in Fig. 3, the decryption

al gori t hm 37fhsBequiHLmgtrB@ivel kfl?é SR ﬁbb? R_ely VAN vadodesd ?ffcenckhq)@lagﬁ

val ues used in the encryption al or| hm 360. Therefore,

i mpor t ant tﬁh‘ﬂbeﬁ?eﬁ@!@éhWTcﬁgN 0 gvep IR SN 4@#@@1181)531’@@} 74093 y
bt ai th P
obtalns theys PR dy lﬁﬁ%fﬁ@}‘r@?l}%‘%&%ﬁ degﬁgjbdépl\f;t%getfe\;\'&? YR AEd st

entity (transmttl ng statio
know when to increment HFN since it knows the last PDCP SN reported by the source

¢NB 510 was 4093. Accordingly, as seen in link 535, the target eNB 530 can forward
the correct sequence of ciphering/deciphering HFN/PDCP SN values to the UE 520.



that the HFN val ues may be "prematurel y" reset. That is, the full
range of the HFN values may not be fully utilized before being reset

to zero ath@F(gﬂ)%z{gosthus essentially defeating the "I arpgﬁéis%%ﬁt osync

contribution e ci phering algorithm Wat would be

woul d be a schenme that utilizes a |argefgrange of the HFN PDCP SN

val ues and avoids anbiguities fromthe rollover of the PDCP SN
100541Fi g. 30059] an THelafat)tat hawd t500cof reband ok Hmasmmire e Sietwreatt wo

eNBs accordin an exenpl.ar. proach where t HFN i s al so kept at
the nobil | tﬁ?lg‘io:ﬁfo %ffif%g@rmwg%‘?i%ﬁﬁﬁ thoRUIGR RAG)gERet Eﬁ?s BB 94 B 8Y1eaNEne
(and t her ef @icchanBd¥e, k@ Ve SRS S OFuliRY eyt this Rehctldan gR e Afan AASHIRY BEN-

When a source transmtter 510 is sending encrypted data via |link 515
and the recénd/eyPBGR SNUEjucs garis widizethndof f to target transmitter 530,
the "next PREROPN tisUB&y thBAbbicRRs QL MG AL Gpitei Sl ng\f
source eNB @?LHO% fo thg_tar getheNgﬁ%cg% IJ\)/Ilp’a %&ﬁ?%%??%\O%H@gW@B?@E ;
The | at est HFENpgdly PREPaSNoprsétackonmoilgsives.i Siged thistihwitBiouhcpureB of hfic

e sLeLest e, AR el st ek P RS 5 0
COUNT mai nt eaeinaily tdundentpher i ng based on the SN of the PDCP SDU to be
The. t or m COUMP hay TiEpPageHE FTEeaygobMts GF et HER BRGP SRchne. 1
Zgg fol I owi RaBRRWY @&nﬂﬁﬁdﬁﬁ-ﬁ%wﬁtﬁ% blle s€itiBh %6 angn%g&%%if Afhe! BePfl is
nplary enmbodinent as illusirated in Fig. 5: 56] Source eNB 510

i s using HFRo$Hl¢datthg HENIDEDEN cgribingtiomay Ufcpele.cThstés: theg bef or e
handover. Thj i i : | Z&SuR !

4093. Duri nlgahﬁgoﬁ ove??etfétrﬂég tggﬂsrogg Ie%%gggl% trang? glrlago?%g&g%ﬁé ge)[%itéti—{fﬁ?'
val ue = x afl thahe peiculentmpRDER BN wely Hercd @ 9Se{(tb zero, Tr abdid4088) tho t he

arget <N EaREE AAH R ol RO Lol AT Bl Sy
4094, 40095, thd ke id chahfed winh B UNNBeRBE. or R6dodd tAt THRBISNEID. Thixeschrkiget

eNB 530 then sends to _the UE 520 the follow ng: x 4094, x 4095, (x
+1) 11 0 (C&Jﬁﬁﬁ%ﬁdﬁ’t‘g%ﬁée requires increment of HFN), (x +1) Il 1,

and (x +1) 110621 [ 0GRAIaY b st@saitves b@@xeﬂp@d&%ﬁ%cﬁ%ﬁé&i&é’ﬁ’éeﬁ%ﬁ_

O
4093 and the next PDCP SN to use = 2 fromthe source eNB 510, even if
PDCP SN = 409RESHDIEpurEceNsdess ggdenienes woassune HENGS Hentat infereNR2 ( 540)

ncr ement ERIE Reer T L RS AP RERL AN et S ek Y T e e
eNB 510 was ci§g8on pftho kel hifyltime. aRhisiedacause the IKBX8H s dhivegeti at pect-cbINB
520, Sant O MBS SR eSO NSRS P SR gabRee R e
[ 0059] Ther ef@D68] t iRég. BBaUudtatd ah egengplirgapproadh Habel diFtht @t aescRRGH. SN
val ues at Presuming a first key or new key has been generated either at initialization or first
handoff , the COUNT value can continue with the next or next-provided sequence
{according to the embodiment(s) described above) and increment past the COUNT = 0
value and continue thereon. At some triggering value before the handoff value,
designated by a backwards OFFSET from the handoff point (or forward OFFSET,
depending on implementation preference) the key will expire and a new key will be
generated. The OFFSET maybe dependent on some network parameter, if desired.
[0064) It is understood that the network may apply a backwards offset from the
initial COUNT value as shown in Fig. 6B. It should be noted that the above key life
time handling is necessary per radio bearer using RLC-AM in the network, and may

find applicability in E-UTRAN. The exemplary handling of COUNT does not require

standardization and can be completely transparent to the UE. The UE specification



handof f due to the possibility that the source and target cNBs may be
out of sync during the handoff, can be obviated. Further, by this

schene, a nge of the HFN and/or PDCP SN val ug
utilized. ‘?%8@8?@%3& on the above description, the UL gem p0§'§8|1639

procedure woul d fol |l ow anal ogously, wi tfy appropri ate acconmodati ons.
Since this is within the purview of one of ordinary skill in the art,
the det ai | sslafuld dipwlhe prapedod ef COUNI vableabuotrtht UE dass e hag: tgeaewadeloy
redundant. [,0061].Fi il rati.o schene

PN Poce SNRRoRT B L0 itplefisd dhisp Hedmit A i ik gy aoton
station for (i&. teoltinpid &@berab atdidthe rbledf COUNT ROsSTbHR shidkest. MEhis
HFN PDCP SN conbi nati.on ené{lrun full cycle. That is, the cryptosync

(or ref err e@PRIBAPrERs th ‘a‘ﬁ@é@d‘é?élta@EiJNT) may overflow and start at

zero. O that a pan et to zero.
To avoi d reusi ngpt rlrjde%%Ja}Eqdé va:'?dgg%?%ﬁ%%ﬁl&‘%%t% gﬁatvrl&g THRESHOLD

val ue can be use+d @ﬁmvemﬂue(ahstgnelhkgy i s changed when COUNT reaches or
exceeds the THRES This scenario is illustrated |n Fi g,

[0062] Hovvever X B@amﬁgﬁasmceswﬁﬁsfaws rfﬁ( “the
need for a EHGrthﬁmgﬁ%teu%a& ﬁﬁs’sso%‘!doq%&y rOqER f@m*ovﬁﬁg SdTRe ﬁ'@f%ﬂks
kept at |nter eNB handover. Speci |calg)é t he w aparound of COUNT

does not ne@é@"garaprlgnsméawdtfwehwpwa@| werer{theex@egplqry msthoflsend sypess
i s because NT
Val oot ar t S e gD U F o bed B R SRR A e hAS Y
exenpl ary appnplaciy. based on the above description. Presum ng a first
key or new as be t her at itializ on _or. first
handof f W‘S?:wrﬁ% Jdi 880%s "?q ““ti‘ilié d&rei‘?{nlfqﬁ% PRERDS a'}é)P according an
next - prov i dembsémurudenis arsclgmlet n/gﬁérdnﬂnb@onerl oot ﬁﬁéd il peesey ﬁ)b%gms
above) and ingrenent . ast val ue and co t her eon

At some tri &@T@FP% HO %l\%wdgﬁ%?ff” |&°é10r (‘PQF@P OB a
backwar ds Ol schaoim: kéa]albhamb@fJndaekrﬁoéroSan%\aa&% GERREL stadlgPeRgi ng

on i nplenmentation preference) the key will expire and a new key w ||
be gener at edhe frgst dpmEhavieg isecitehién deneptinte wimatien iwksiovpratoaieladr

f d d. d t
backwar ds of Fanrpp biph&ghAPSAPSubyio. e REANE oo BORY dhodtog 100
shoul d be notagdptidratly irhaatabbsydwaeds dffsétdo ther@OUNATLD agpordngedbs sar y
diob i C.AMLIin.th
Bopl | cabi | 1 o ERTER RS oo iaea SRR AT s ForAeliRie 525 die

require stanﬂk&ﬁ;ﬁlargr@tdoegstamdnazmﬂoe conpletely transparent to the UE.
The UE speci |%g C()%;N\QQ 200 /05 903PCJ/ US2008/ 081639, 17 shoul d al | ow
t he wraparo gisione thapthe spagafiq qreerps Bieratey of sires ighprrogifgsse

of the possigabBsdd/M bl fre%bﬁﬁlaryl etppﬁfa&lel@ersurbdwoﬂ B&ihe¥RrcKeds it is

take appropriate action (i.e. re-keying) in order to avoid the reuse
of COUNT vampéerstond thpehessneeifireyder phhigraggbp obstens ipihswirerssses meybel | owi ng

advant ages: ;. 1085 MMHie:E0hiE whit @0 SRH L7 Bk hRRed ist RGu B efpvor K

behavi our
accompanying method claims present elements of the various steps in a sampie order,

and are not meant to be limited to the specific order or hierarchy presented.

[0068] Those of skill would further appreciate that the various illustrative logical
blocks, modules, circuits, and algorithm steps described in connection with the
embodiments disclosed herein may be implemented as electronic hardware, computer
software, including a computer program in the form of a computer-readable medium, or
combinations of both. To clearly illustrate this interchangeability of hardware and
software, various illustrative components, blocks, modules, circuits, and steps have been
described above generally in terms of their functionality. Whether such functionality is

implemented as hardware or software depends upon the particular application and



No over the air signalling Key life time maintenance is conpletely
transparent to the UE [0065]1t should be noted that this solution may
require f i onme network internal actions or nodif] i

t her et o. %ﬁ%@%ﬁ%e exenpl ary net hods and systens di ?g#@%@(gf&ﬁ%??@l n
denonstrate advantages that believed tojgustify altering the network
conplexity. [0066]Fig. 7 is a flow chart illustrating an exenpl ary
process 700datgorodiirgniaimmstdeh e oterelf syshing Slilal B8ianemapih@bment the

initiation 710, t exenpl ar rocess_. 700 begins with so

ot 1 £ oatt o SRty i YePnBmeaiay caebartn abﬁprﬁlaatwggﬁwﬁ?h t he
source st at iflchenason d€istosIsHos d Rt bEMNtheted X batiaeR dePhrRdREMIhd O
the target station 730. The target station, having received the

appr opr i at eS§oRe 6F atresentdgkesByer control of deci phering/ ci phering
for the UE g P A0 .AELEN of i r - : )Ry
optionally |In0i%?]|eat eﬁ%vgaé‘las\%a}lgd%%ﬂgﬂogg? f?gcgﬁgg%k%ld%%ﬁgi%gg%ggg? to
t he schene( sdnndetgurwibedic embedigients distlosnd hevapney bo mpémsttedorpétfooned
optional step, 750, the exenpl ar rocess term nat 60. 067]1t is
nder ot 00d THie EoperISuREF PRe Sk PR Terk Cp B TDSPE Ry ot
processes diselifedrdgiatd aircdx@RICE adiel dpogmmaiallcanf ae NEBGA Basgitrupon
desi gn preferences, ilt ] s, understood that the l%l%eci_fi c order or

hi erar chy oPrograpyaabls, Og'r‘?éie}ﬁlfc%@é%gcé%g%? Hasisian &n@éﬁewl[dé"a}feenai ni ng
wi thin the seapsmest, drhgy Bérﬁﬁﬁ&lon%e&@df%&lgﬁ'ed td BEFSHHCAERARNb R SR
clains present elenents of the various steps in a sanple order, and
are not neaR§rei AEEIRTahPYTRRBCIEOACHE! BBE BF f ictopI9esssyy biliiinthg ritrpative, the

present ed. E&Q%&Jﬁ%&oﬁkgﬁe&g}% f g%o(é%%% Fé}ﬁ{on@ﬁl}ﬁ&%oﬁrﬁllérh&l dbe

various illUstrative : es, circurts, and algorithm
st eps descr imgeling. nA poreassot ingnalee bhintienendiodiarmembmatioscf osedtiler ei n

may be 1 npl gnented as el.ectroni.c rdwar e, conmputer sof e,

"ol Udi ng. a EBmLTEr s BrRgTAlR o E R T AR P R P B abi o

medi um or enirbpioadska@nnebr MotehmicloPprarkgarsliy codjhnesibi 84t@ alllBPScore, or any

i nter changea&iel ity of hardware and software, various illustrative
conponent s, “BFoTK CONHEUFAtQR: i rcuits, and steps have been described
above gener fdd'r)fg' .“v&?it 1B I%E%E&%ﬁ ed 44068 112NAN etx¥?q WSk ey SHED
functionality IS inplenentéd as hardwar e or so r € depends” upon the
particul ar amppbdicatts.oh igofcou¥d, 20 PeLMNI8ROBRCTH: ISR @8AR8Hh6BLoh8inde&i gn
constraints jnposed on th eral] system . Skilled artisans y

ol enont & AESHBREFY L B PR TERAPT SO DR R Elorarer Bt
particul ar appbdifehtsdut ofldf oSddly skl iR RME3hd0RcAR G, $ha@ Rany ARMEL not

be interpreted as. causing a departure fromthe scope of the present
di scl osur e. aDRBYjonp and/permytaions af yaripustampedinsgiscis paspiblek Accerdinglye the

and circuit aes‘éﬁﬁ&féngﬁ‘a%ﬂléglt%@ RRGLULAR éci;ﬁﬁr&[e}]ah%uﬂ{m&g}tilgﬁﬁ%dﬁgcgﬁ&ﬁ%ﬁﬁl

herein may be inplenmented or perforned w a general purpo

processor, #atAtighs it il guthin the spakadscqRoPihe apnersipg tiaas iforthepecd, té ¢
i ntegrated gjrcui " i.el.d progra I te.array (F . or
othor pr ogr S EnPAR: o Belisft SR8 SRR, S IR UL br e g™
di scret e hasubhaeren i dnfpraieé id I8 incusiadin acoivienginilonto tieeeo feodesisaaesks t o

performthe,functiops .describped herein.. A general purpose processor
may be a m cYOBFETEs ?d?t?rpﬁﬂ?deﬁe“t ef??—ﬁ%@fefiéi? ﬁgiaﬁ}té?na{ %@dd? Sélé’ggor may be
any conventional processaqr, controller, mcrocontroller, or state
machi ne. A plldtkssothemag i asdlssap@tiohpl Greisclatrdsmbydissmisiingoyigad trenable
conputing deyy 6&sm sRilBd in Ac 6ARPIARL 4l A pResBRRURDIR. FafERPT 0Cessor,
a plurality of mcroprocessors, one or nore ncroprocessors in
conj unct i onmadifisatiorPsPthessrambodimentsywidh isaeadsly ehpasenta (roseaskillsd in the art,
and the generic principles defined herein may be applied to other embodiments without
departing from the spirit or scope of the disclosure. Thus, the present disclosure is not
intended to be limited to the embodiments shown herein but is to be accorded the widest

scope consistent with the principles and novel features disclosed herein.



10070] What has been descri bed above includes exanpl es of one or nore
enbodi nents. It is, of course, not pos®ible to describe every
concei vabl e conbi nati on of conponents or nethodol ogi es for purposes
of describing the aforenentioned enbodi nents, but one of ordinary
skill ChAAMME art may recognize that many further conbinations and
pernut ati ons of various enbodi nents are possible. Accordingly, the
descri bed enbodi nents are intended to enbrace all such alterations,
modi fi cati ods and Methedfor srehrenization bgtweasbase statiphredusipg hando vk ke germof
the appendesh ¢'rej arﬁdeﬂsmﬁﬁlwoﬁ systehh, et diufpat the term
"includes" is used in either the detailed description or the clainms,
such termi generpting g wgssegs ipdudinged pluialie of peqnentialmenits aidm nearpackst ddie term
" CoNpr ;g enc%%rot&ﬁp@ﬁjc?f’? E@uedc@ nirMe ﬂ)?&ﬁﬁnM%o t9ye§g1 (.%%ntq?cluc%nv an

transitional word in a claim previ ous escrlptlon 0

di scl ogwe@mﬁa|1%hk1§per-§rwdinrld>§d(}&g\l)én@w@caﬁpl person skilled in the
art to nmake Qi 3 thd lﬁégsag%@ﬁ%%u@e Bk Q8o a Ydet P2 stiRgll i cations to

t hese enbodi nen be readily apparent to those skilled in the
art, and the generic prlnC|pIes defined herein may be applied to

ot her enbodpnent Srhmnwﬂeyacc&%ﬂg% b1k {, W@RReinfe SRk bid 19 etso%gbos%atfaﬁs &be

di scl osure. Thus, the present “disclosure is not |nten§

|inite@By the embodi ments shown herein but is to be accorded the

wi dest scope consistent with the principles and novel features

di scl osed herein. 19 CLAIMS: |.A nethod for synchronization between
base statioRs dufhngehadherserlingto eaimoh further inelming parfosming B FEgnt m@m@h@@s
ComMuNiyeRk h19d?1 a%;eggt @mlat&é@ BipA& b RGN 436 peipRgd a latest deIBAGHH a riRPIg9e

including a plurality of sequential counts and pac et at a

conver g@ﬁ&@bq&‘kwé@gﬁet rPoarEpu aglye ared bi thetvsect bSKstation. tiedackowmed offset
cont i nHktEIY (ﬁmﬁe P raﬁd}mf{a%cﬂﬂty@@y QG5 208 #h Qfleadt oh@%ﬁﬁé mglys Gk HERNAHE

Nunber N; d“sendi ng the nessage from o rce
base st méd&nﬂamg@HFHagéPEEBﬁan 2. The nethod according
to claim1, wherein the source and target base stations are eNBs.

3. The method according to claim1, further including performng a
count mai nt énanc&hpmsad agserwingtio Flaimst, whersin the HEN aed HINGY Valeps renobreguired
PDCP angharedetihi@stdc@eci phering HFN and PDCP by using a backward of f set
froma count value used by the target base station, the backward

of fset extending a tinme for expiration of a security key associ at ed

with at |east OnQ‘hQTne{hB@a&bﬁh%rté Agint SN naRE: RPN RARd desihphef ng

| TFN and PDCP S e nethod according to claim 3, erein
the HFN and PDCP val ues are not required to be reset at handoff.

5. The nethéd acdée dictgd aowingitpelgim upvdesinpver thesir Kenplling igoneneiraddt at
handof fandoft, 6. The nethod according to claim3, wherein over the
au signalling is not required at handoff.

7. The method according to claim 3, wherein key life time maintenance is transparent to

the terminal.

8. The method of claim 1 in which the PDCP sequence numbers in the plurality of

sequential counts are based on a value of a PDCP layer counter at the source base station.

9. The method of claim 8 in which the Hyper-Frame Numbers in the plurality of

sequential counts are based on a state of the PDCP layer counter.

10. The method of claim 1 further including:
encrypting data based on the aggregate of the latest HFN and PIDCP SN; and

transmitting the encrypted data to a user equipment.



7. The nmethod according to claim3, wherein key life tinme maintenance
is transparent to the termnal. S The2method of claim1 in which the
PDCP sequence nunbers in the plurality of sequential counts are based
on a value of a PDCP | ayer counter at the source base station.

9. The nethod of claim@8 in which the Hyper-Frame Nunbers in the

plurality ofys eqmﬁ@ﬁlbtﬁ&d &&M% lﬁﬁ;ﬁlcpaé%ﬂumy & Dhdl Sre Q(Enffgt?x%d RPGELRY er
count er. . The met hod claiml further includin

encryp?@ﬁ@@%&ﬁﬂ@qﬁﬁgé@t@ﬁﬂﬁﬁ@mﬁﬁﬁﬁ@gate of the |atest HFN and PDCP SN;
and transmtting the encrypted data to a user equi pnent. 20

11. The method of claim1 in mhich_thepflurallt of counts are
configured {3 fadhtmethedolchimil iyphigh B piwdityionnts inpleds wleiyetHibhand

stati OPpCP SN used HReiplldi@y LR Rbag!salifr. 1 i n which the plurality of
counts include a IaPest HFN and PDCP SN used for ciphering in the

source base station. 13. The method of claim1l in which the
plurality ofi3couthSmiied 4deid 1liakeRh HpNrARdoMR CQQRS ﬁNuH@@ﬂte@tq{FN and

deci phering in the source base station. . An apparatus for
synchr SREZ &t wer e frebpringss eiespyes bwestgioni ng handoff in a Long Term
Evol ution (LTE) wirel ess communi cati on system the apparatus

including: g |easgt &a@aﬁu%@%@ﬁ&ﬁzaﬁ@@ﬁéﬁg%%gse stations dutife RRAGT A8 Re
plurality of sequential counts an&ga next packet

message i ncl udin
dat a cOPREEGER %HWQW@@&“%@qmwﬁﬁﬁﬁﬁﬂﬁﬁééhﬁﬂW@éws@SNﬁmEor handover

continuity, aﬁéﬁhxﬁgﬁﬂkﬁhﬂghﬂgﬁag an aggregate of a |atest Hyper-Frane
Number (HFN) and a PDCP SN, and to send the nessage froma

source base st at lasneraic s mesygenclydissa glogingH scaupriishoavairend/a restipricked data
the process@nvergence protocol (PDCP) sequence number (SN) for handover continuity, each count

including an aggregate of a latest Hyper-Frame Number (HFN) and a PDCP SN, and
to send the message from a source base station to a target base station; and

a memory coupled to the processor.

15. The apparatus according to claim 14, wherein the source and target base stations are
eNBs.

16. The apparatus according to claim 14, wherein a count maintenance is performed based
upon at least the latest ciphering HFN and PDCP and a latest deciphering HFN and PDCP by using a
backward offset from a count value used by the target base station, the backward offset extending a
time for expiration of a security key associated with at least one of the ciphering HFN and PDCP SN
and deciphering HFN and PDCP SN,

17. The apparatus according to claim 14, wherein the HFN and PDCP values are not

required to be reset at handoff.

18. The apparatus according to claim 16, wherein a new key is generated at handoff.

19. The apparatus according to claim 16, wherein over the air signalling is not required at
handoff.

20. The apparatus according to claim 16, wherein key life time maintenance is transparent

to the terminal.



15. The apparatus according to claim214, wherein the source and

target base stations are eNBs. 2116. The apparatus according to
claim 14, wherein a count naintenance is performed based upon at
| east the Iatest C|pher|ng BFEN a PDCP and a | at est deci phering HEN

and PDCP byZlsi ndh %ap@aréwﬁa%m@flﬁswhw BPREoattenseabers e pyrafiyef

t ar get sRasRiaSdodhts &R badel 6n PARkMG ot 8RE cfXlee @tdh@&uﬁeﬁoas@%taﬁa{
expiration of a security key associated with at | east one of the

ci phering HEN and PDCP SN and deci pheri ng HFN and PDCP SN. 17.
The appar at ys acgpd gjgagtu&@faélﬁlzplé&hlcmh@r@pa ﬁrmﬁe NE%@%@Q R HnaN@lodes

are not req U|red to be reset at handof . The appar at us
accordﬁwaeltﬁé “(PP%FFﬁﬁei?ﬁsed%éﬁté‘ieﬁfﬁwﬁ@\ﬁl’l%@?f‘F%‘ﬂ‘ﬁénerat ed at handoff.
19. The apparatus according to claim 16, mhereln over the air
signalling is not required at handoff. 21. The apparat us

of clai m142%n whhepremis P’ﬁyépmsléqwh@bth?@hmﬁt gne poqeper i9 Ifgthar gonfigwged:

sequential  gQURLS cﬁfa%a%%ﬁ%e%ggﬁ NAbURe 18fest MFRPYAR cheREP SIQUALEr at the
source base staftion % he apparatus of claim21 in which

t he Hyper - FRAFABSTNG S 6R8yRt datido prtsr sqUiRYendf sequential counts are
based on a state of the PDCP | ayer counter. 23. The apparatus of
claim14 in which the at | east one grocessor is further configured:

to encrypt data Bhsuwpaghs ehdaimgdrinyaich yralisHd cpyieat coufirprahie fialitatepop

SN, angodiiguity SN bhge @RET B4R &fiodat a to a user equi pment.
24. The apparatus of claim14 in which plurality of counts are

configured to facilitate continuity of the HFN at the target base

station. 25.  2Be aphHBn@PPALIA 1USn %lcﬁ LRl g’[ﬁrﬂlﬂy bitoWtk GbubidSiaRbsaY hddy

of counts include a | atest HFN and N for ciphering in the
sourcepgggébg@éﬂp@ﬁﬁglnﬂw50m32émm?ﬁﬁmhpparatus of claim14 in which
the plurality of counts include a Iatest HFN and PDCP SN f or

deci phering in the source base statio An appar at us_used

for synchroffzat 'Bhanpeiee ehclyjasé g mch Breiuglity ﬁ@owaﬁalélﬂfie 3 latest HiMhgpd

Ter m EpplCetsnogr &ée-EEéﬂn‘Q'n'i B 885t gat | on system the apparatus
i ncl udi ng: nmeans for generating a nessage including a plurality

of sequential counts and a next packet data convergence protocol

(PDCP) sequence nuEBShathsANd oPlynBRPHLNBH b&RBLN YA dNionEBER ﬁ&ﬂdﬂff m a Long
i ncl udi ng an aggrfﬂste of a | at'est Hyper-Frane Nunber (H and

PDCP SHiermahtplyed isTiotiredsnenmigpriqidonsisngae mmerua igbidinge base st at i on
to a target \RARTSLeAdrhiRiY-a message including a plurality of sequential counts and a next packet

data convergence protocol (PDCP) sequence number (SN) for handover continuity, each count
including an aggregate of a latest Hyper-Frame Number (HFIN) and a PDCP SN; and

means for sending the message from a source base station to a target base station.

28. A computer program preduct including;
a computer-readable medium including:

code to cause a computer to perform the method of any one of claims 1 to 13.

29. A method for synchronization between base stations during handoff in a Long Term
Evolution (LTE) wireless communication system, the method including:

receiving a first message from a source base station, the message including a first plurality of
sequential counts and a next packet data convergence protocol (PDCP) sequence number (SN) for

handover continuity, each count including an aggregate of a latest Hyper-Frame Number (HFN) and a
PDCP SN;



28. A conputer program product including: a conputer-readabl e nedi um
i ncluding: code to cause a conputer t22 performthe nethod of any one
of clains 1 to 13. 29. A method for synchroni zati on between
base stations durlng handof f in a Long Term Evolution (LTE) w rel ess
communi cat i BHEPRESFPUR S InABRIS Y PPRIYIDET Prgkward offset joqnsiof tha gecaived plurelity
NMessager feh@imia co@iH, R bRASBrdrRtd RRndihPLHAB &3 @ﬂﬁrallé}péﬂé@béﬁgitﬂ(egr lafsStiated
pIuralltX of sequentlal counts and a next packet data convergence
protocBF temepy! Begtdrdewilihalscpsnyal comtnardover continuity, each
count inclu Qénﬂﬂg @@e&égcﬂﬁl@sgﬁ’ée%’roﬁ‘f a RrdePba8S{tatfMREK adeF &ﬁﬁm@ﬁmﬁ secohd Mbss&dad
a PDCP. SN, erformng a count naintenance by applying a
backwaidlugig §é?°°fl‘é)lﬂaﬁgty(9ﬁ° S%ﬁ@lﬂﬁb@émﬁ Bapehpithg Feunymaintea®§eient i al

counts, the backward offset extending a time for expiration of a
security key associated with the one of the received plurality of
sequential counts; and sendi ng a second nessage from a target
base station to a user equi pnent, the second nessage including a
second plurality of sequential counts based on the count maintenance.



