SYSTEM AND METHOD FOR REMOTELY ATTENDED DELI VERY FI ELD
OF THE I NVENTI ON The present invention relates to
W@ e@anpg2y7 nonitoring and in particular to a syBCEISENTU004538
method that allows deliveries to be nade at any tine
wi t hout the need for business personnel at the
delivery site. BACKGROUND OF THE | NVENTI ON Del i very
and pi ck-up of goods when the receiving business is
CcRVSAEMr ANDMEEHOD FOR REMOIEE¥ATIENDBDIDEEIYERY -
representative to be in attendance during the process.
However, deliveriFEIINOPTIKE INVENTEONuUri ng busi ness
hours can be disruptive to the business and adversely
i MuBled prebent fiventiof rdlaes fd scarigumdnitdringarsi ingmsticuldrso a system
busi ness hour deliveries for carriers are expensive
and mé&thé® that AW BelbRAige &3 bomade duasile Withetythe mked fartapiness
because the nunber of possible deliveries in a shift
personhél deerbigatery §ited del i very/ pi ck-up cannot be nade,
either the recipient, the sender or the carrier has to
bear the cost of a redelivery/ pick-up attenpt. Wile
of f-hours delivery can aid delivery effjiciency, the
hi j acki ng of BASGROUND QN THE INYE,
conger.n because it jeopardi zes the, safety of.the .
a1 DElvemgad Ps-what GERP vi it et id Birnohis ilfsed fpe expensive
solution to off-hours deliveries is o have a,second
due to s nesH] 1053 BHSIRSSs TeRTERHAYG 10 0P JR 2HPdaRES ST E Riocess.
busi ness, at_the delivery |ocatjion. Oten, deliver
Howevesnglivietiss ardbpickirs magds rdglrlps buginesshayrscads ﬁw@g‘g to the

t hereby further increasing deliv&x&ﬁﬂé%@t'& In th

e -
busineas ard ardversedy, ingpact therflayy offraffisare sipgast (felgQ, business hour

hours, and the problenms noted above . .
deliveries for carriers are expensive since traffic congestion reduces delivery efficiency

because the number of possible deliveries in a shift is reduced. If a delivery/pick-up cannot
be made, either the recipient, the sender or the carrier has to bear the cost of a re-

delivery/pick-up attempt.

While off-hours delivery can aid delivery efficiency, the hijacking of cargo at the
delivery point is also of concern because it jeopardizes the safety of the driver and also the
delivery of the goods. A current solution to off-hours deliveries is to have a second person,
such as a representative of the receiving business, at the delivery location. Often, delivery
companies use two drivers for off-hours deliveries, thereby further increasing delivery costs.
In the alternative, deliveries are made during business hours, and the problems noted above

are present.

Another solution that has been tried for off-hours unattended delivery is the use of

a "lock-box" for which the delivery person and the recipient have a password/key. However,



are present. Another solution that has been tried for
of f-hours unattended delivery is the use of a
wO b@chot2ox" for which the delivery person and PEEUS2007/004538
reci pi ent have a password/ key. However,if the delivery
person and the recipient do not have correct
passwor d/ key, the delivery attenpt will fail or the
. reci pient may not be able to access the delivery.
if the d¢lipsre parsqn eapd thearecipisak dp et haysmomsetpaspwpiddeeys Fre delivery
coordi nati on of keys/passwords, providing an
attempfcsidh fgilairghe reginientanayratpelable totageess thagi¢liveyy.t Broblems with the
the box to the prem ses and secure access to the
“lock bexT approadhoipghideithe groodinatioryof lefysipgesvairi s pratididgen adequately
poi nt of delivery, safety of driver and preventing
sized féljvack borg, thé imability t¢ secturepthie dox tto thobepremévey ahd sédige haels to the
box. It is desirable to have a system and net hod t hat
delivenylthcatios, providirpheftgedainy it tiedpdinobf @ven)) dafely SVdrivehand
delivery of goods in a safe and secure manner w thout
preveiithey RRHide0sf dabo REEHENGE defivéry ke Bicasenbati ve of the
busi ness or other personnel. It is also desirable to
have a system and nethod that allows the abi]ity to i
gondriaFBSFARIR 4 B FaeB A vmelber SRt adghessas dherghqvpatoperibed
and et her or not the detailed delivery requirenents
problefps @%{wa dshuery of epedadnta Bie anfbiyesyesaganes without the need for
deficiencies of the art in respect to allow ng
the prefeneg ef 3 mpresgnintivagl thedngingsverotheraresspnngl. vit isaisq desireble to have
need to have personnel at the point of delivery. It is
a systerp apd mathied tap allownthe abHity degenerge irenvstsrhaskesd drethei detailsef the
_ exenplary and explanatory only and are not restrictive
delivegy anhwheihgear netrthsdnnidedyddivenHreqhieERTls ONrd et.pr esent
i nvention advant ageously provi des a nethod and system
for . tLOrd ' jses.. T f .
ThE ggés@hymmlﬁéﬁlgidgg%sgs%é Uéfitigicies gﬁthggﬁtgg ??slgggt 1o allowing

renpte noni t or IFveries 1 ncludes
deliveRES 1o/BY mBke nd goods picked-up without the need to have personnel at the point of

delivery. It is to be understood that the descriptions made herein are exemplary and

explanatory only and are not restrictive of the invention.



delivery at an access point and notifying a nonitoring
center of the arrival of the delivery at the access
w@eins2The net hod i ncl udes verifying at | eastPONES2007/004538

verification detail, which correlates to the delivery,

sendi ng a configuration signal fromthe nonitoring

center to the access point, which has instructions for

controlling an entrance at the access point, and

sendi ng an indication signal fromthe nonitoring

center to the access point, which has instructions for

controlling an_lﬂﬂﬂbagdi_jﬁTfﬂ&ihH@EBHH(Hﬁ|nt The

met hod can further include sending a second

c o T poesant ioventiqad vantagpousheptonities 8method apd systemp fenyamotely

access point, which has instructions for controlling
monitoing delivemiegse at t he access point upon conpletion of the

deIivery In accordance with anot her aspect, the

ﬁﬁl? th%a/ g&é-'ergxgte?? g}’cin?t%ﬁngd e it detidtdetink Gh amval ofa

I ng omer pren1ses equi pnent

that includes a ont ai
dehverﬁﬁm.rt %‘i‘;ﬁfgpqd}}tp‘fl}c{;m ctq %Wg a 1%8% rbngsceth of ‘r&é C%rpaalsoﬂhe delivery at
del i yery data nd a, noni, r|n naL
the accg At (e TERTAR EIFLSIES RN ToR e SBF eicdiipg detai, which
dat abase,. the
correlaien s BiieHVER SIS B SOREITBERTENA| AR PR pRioring Sehter o the
moni toring server receives a notlflcatlon of an
access apmt,mlclaga%mamwsforawngﬁ ipscansentignen pt e aprfss point, and
custonmer prem ses equi pnent, and verifies at |east one
sending en irfdicasioh siengd fran) thelpenitosne SERIERL the aperss geintywhigh h
In accordance with still another aspect, the present
instructioneefior contrqiting iad éndigatoy aftthendcsss PaRbt E‘Il%/mﬁﬁ’mdtcéfl ifpggher include
deliveries, the systemincludes custoner prem ses
sending g Bequmdm)nﬁgmtaubaygnhﬁomhe ownitorhg serierin thh aecess point, which
includes a notification input device and a
has insfattidrisdat ¢@rnrdllidg amentrance hetheacesss pointtupoh cexnplation of the
controls access to at | east one door entrance of the
deliver§Ust oner prem ses

In accordance with another aspect, the present invention provides a monitoring
center for monitoring and controlling customer premises equipment that includes a
monitoring server that contains a monitoring application, a database for recording delivery
data, and a monitoring terminal in communication with the monitoring server, the database,
the at least one commpnication network and the customer premises equipment, in which the
monitoring server receives a notification of an arrival of a delivery at an access point of the
customer premises equipment, and verifies at least one verification detail that correlates to the

delivery.

In accordance with still another aspect, the present invention provides a system for

remotely monitoring deliveries, the system includes customer premises equipment that has an



equi pnent, and a nonitoring center for nonitoring and
controlling the custoner prem ses equi pnment that
WO p@b70982$7 a noni tori ng server containing a nmonPCDUBIVG7/004538
application, a database for recording delivery data,
and a nonitoring termnal in conmunication with the
nmoni toring server, the database and the at | east one
comuni cation network, in which the nonitoring
accesst eanbrohsytstane theit wedudes motatificatien mputdevige andr a yetifigtion indicator, the
delivery at the at |east one door entrance of the
accessotomtrolreystgni eontsels aedpss pnarieast amsldaerenfrane: aff the eastbmenpremises
verification detail that correlates to the
equipiélent] %al ¥ nBRitEinPESER! 3T ntdNitoking bixd DRAWINGES tHd\@ustomer premises
acconpanyi ng drawi ngs, which are incorporated in and
equipeMsthatliHéladed mofftofifg SerS@sdntdisiag ia@RonitdringSdppiitMion, a database
enbodi nents of the invention and together with the
for reRSRE dRIH{QY daBC ANE a forfteRPingitéintiha iR chAStudi@Sionfwit e monitoring
, i nvention. The enbodi nents illustrated herein are
server?ﬂig?ﬁ%.tblaye AEhE Lt Rst dde BRRIRhiLARARELOR, il @WRY&he monitoring

he invention is not limted to the precise

termi@? @@%@?‘g [ﬁgﬁg?zggﬁ | araH'H@glt a &eiligﬁxgt%g At 104 HRE gbor entrance of

gramof a re 'y monitore

s it By S RBP4 A BB BRER ey o o

the degxi g‘ﬂ".r am of an exenplary installation of custoner
V8 ses equi pnment constructed in accordance with the

principles of the present invention; FIG 3 is a block
di agram of anot her exenplary installation of customer
prem ses equi pnent constructed in accordance with the
principles of the present invention; and FIG 4 is a
flowhart of a renptely nonitored delivery process in
accordance with the principles of the present
i nvent i on. DETAI LED DESCRI PTI ON OF THE | NVENTI ON




As an initial matter, the terns "delivery" and
"deliveries" as used herein also includes pick-up of
w@owdssaand products and is used generally to reEBUS1007/004538

access to a designated goods exchange | ocation. The
present invention advantageously provides a nethod and
systemthat allows renotely attended deliveries and

provi des reports based on the details of the delivery

and whet her or not the detailed delivery requirenents
were net. The present invention advantageously all ows

the deliver pRARFDBSERIPHION OF ThE: PRIGWIRGN havi ng

a business Tepresentative 1IN a resent

| NV @Rk hBEbrASERTIIY drafaizs! Which 86 Hcbridpied ﬂhaﬂd‘&)ﬂéﬁﬁxté’{)aﬂ of this
a renmote video and/ or audi o nonitoring systemin

specxfﬁ:ﬁfib rlﬂ §tPlte WnbDdRRAESSE 16 m\feﬂhoﬁj %Yd th@f]gmﬂgﬂ% ﬁescn tion, serve

f eedb. at the recelving area e t he

to expldin %%c%%& ?{1{1@ éx[ﬂ\fe?x'tlgh.n Gk I%ﬁib%ﬁﬁxggr#tg Mlugiratgggm etl% azierpéesently

ocat 1'on |very person errrng n
a e .ref er ence i
prote g U RPAS T B LRI BRI i
arranceds quﬁoosconst cteg in aﬁcordance with the
%S éQ‘SF“?H 5?@ WP WAVEHY i on. The three
el ements of the system 100 of the present invention
i ncFi@el tsusblonkediagramis e seraotelypmnitortd AeliVeEPEygtemaconstructed in
conmuni cati ons network 104, such as the Internet 104A
accorcandé osthtthe pfinkibles oPdie srosht ileaibigne Net wor k 104B
("PSTN"), and a nonitoring center 106. O note, while

the ni ca ns net rk 10 can be | Pv4. based, it
gggrggu 68 Phan &% inptaliafion R QRSamer gpemises

n be an | Pv6 based S emas nm used in future

eqmp‘Pﬁ‘FecPﬁé'f“ﬁt?ng ?;féti‘ t@%meg s egﬂﬁmﬁeahgwegm

as ceIIuIar-based broadband dat a connections, can al so

be FBEM &% bIBEk 6B of AdtRESexBipIRY knstdhitioH D @IRbmer premises
prem ses equi pnent 102 includes three subsystens,

equipriédfBJoYistAeREB /M accordance with the principles of the present invention; and

F1G. 4 is a flowchart of a remotely monitored delivery process in accordance with

the principles of the present invention.



control 108, nedia 110, and network conmuni cation 112.
Cust oner prem ses equi pnent 102 can al so include a
waledo7wes2y7 acknowl edgenment subsystem 114, a burPBCHIS2007/004538

al arm subsystem 116 and a supply chain subsystem 118.

In one enbodi nent, the access control subsystem 108

i ncl udes pushbutton sw tches 120, bionetric input

devi ce 121, door sensors 122, notion sensors 124,

i ndicator lights 126, electronic door |ocks 128,

access card readers 130 and an access control unit

132. The access control unit 132 can be of the type

known i n DEd 3SG ' el ay

i nputs as mell as _provide relax outputs Clh

St hgian IRk ERero S s Kieliypra s and CFlieIS L ysed Borein also

include serial and parallel interfaces such as may be
includgscpielktup of goedsandproduste ank issised genesally thislartto acensp taoh

120 used in accordance with the present invention is
designatei igabds/exvbangelogatiaf. cbhespmsant invention givantddepusly provides a

installed on the exterior of a building. Bionetric
method apdisy st itleea: allddvs mapoiehycatteded délivegies pnd ptovigealraporfsathased on the

surface vein, hand geonetry or iris scanner, an input
detailspddhd dslivergamd whetheeor dotehd deaileddddbpRey eeqhivembns ivadre met. The

recognition and a m crophone for voice recognition.
presenPRVEnBAN SV Bitabddusipallbws thraldlivutidscberclihwithaitehe expense of

activated by the presence of a magnet installed on the

havingdOBisinehd eipirb @nedtive in B8EHdaf&d) STHS dprbaéht Gaenti6n GEdRhEhEOthis
access control unit 132 either directly or by a door

result WQH@ Qbe 8f AFdMtBivideoat/or RANB)moriRRinERyk R Mﬁﬁfétlon with
24 can be infrared and/ or mcrowave units capable o

access @@B@Glt deVieeiRhl Qﬁdiorfe&cnﬁck SE B HERGNiAL 8Rad0 tndr k@the?&ellvery of
d further provide a relay-driven output sighal to a

goods %’ﬂ& rn"i‘.':lm me slé@iutlt To¥the -BQQU%I{‘Q*(P@EQE]A/&J: ?so;126 ar €
ts t re actlvated e relay output of the
ontrol un|t 132. Slnllarly, the el ectronic door |ocks
128R@@nrir@gi roneto Bie drawing figireein which hike sefkregee designators refer to
magneti c | ock.
like elements there is shown in FIG. 1 a system 100 constructed in accordance with the

principles of the present invention. The three elements of the system 100 of the present
invention include customer premises equipment 102 (“CPE™), a communications network
104, such as the Internet 104 A and/or the Public Switched Telephone Network 104B
(“PSTN™), and a monitoring center 106. Of note, while the communications network 104 can
be IPv4 based, it is contemplated that the communications network 104 can be an IPv6 based
system as may be used in future Internet implementations. Wireless connections, such as
cellular-based broadband data connections, can also be used as the communications network

104.



I n one enbodi ment, the access card reader 130 is a
short range reader that uses radio frequencies ("RF")
W o00gf0e82¢7 ze a proximty card when the card i sPEI/ES®A7/004538
within the RFfield of the reader, which causes the
card to then emt a radio signal containing the ID
nunber of the card. This technique is also known as
RFID. Instead of a pushbutton switch 120 used to
not Cugtontee prasnisepequipmenht(2rindlodesthree sihbkystems, namely access
attenpt, it is contenplated that notification can be
contrdd d8, rhedim1 Beamdiehdtwerlycagmnhicaiomyln Girstones premises equipment
communi cation |ink. For exanple, a wreless
102 cdrr dgsinchidera dediveryeabkinpwidigethentvstibsysaem 14 4)a bede®aHlatm subsystem
linked to receivers at the delivery |location 200. The

116 atPh bijply clge Bibs3@tent DER BN dnéenbodirBesit) thetRbbss@oMirol subsystem
| ocati on 200 and w thout | eaving the truck notify the

108 iddRidet phidHbaItt6R BIWvechdOB 0, BRimdifc inpuPBeibd €21 /?loloﬁgéhsors 122, motion
strobe or other visual and/or audio indication can be

sensoR'1241 fhaftag 1ihed 13d) @1dRbhiHo¥r RERN T 2K RS AL reﬁﬁ@s 130 and an
monitoring center 106 is aware of his presence.

accesé"éddtro@hﬁﬁ"i\@ﬁ h§nd %l:ééé? Ebfntﬁg it 188 cﬁff ik offgfe t?fs 8\5&/){ u#he art that

vehicle and verif - way audi o an eo t

1smﬂ@ég%éqﬁ%h&%hﬂ%ﬁ%ﬁﬂ%&%%?g@ﬁfggﬁiaS ngéy € appropr%a gard

i R A e
h

found e Sagr i % ion s t q%’ Oné s?uslﬁ pu%cfnn “"vﬁ“sié%g‘#sc? gA ! 3“%058%5 with the

Crimnation. o

Presefﬁé'avegﬂgw ngg HERPRECoTed Bnipk s AL fetillechon the exteror of a
buxldlggrg# é&:gﬁérﬂgé Id%glg ngl t?‘ltéq%’:]lgflltu CX:| 1ng§ﬁpr1%?% reltojalm surgce vein,

anal og-t Q- di gital videog encoder not shown) can be

hand grometey pr 31iy, SEanper. eRANPYHAGE RN Enabyr VeRBRRER™s &jcamerafor facial
t.he nonitaring center 106 instead of the DVR 136 if

recogpigjen pnd %%F@Pﬁ@n%fortwvﬁa%@lﬁl@ N3PorL HERTe dd2 caw be rged|switches

anot her alternative, digital
that are activated by the presence of a magnet installed on the door. Additionally, door

sensors 122 can be coupled to access control unit 132 either directly or by a door
management alarm unit (not shown). The motion sensors 124 can be infrared and/or
microwave units capable of detecting motion in the receiving area 202 (FIG. 2) and further
provide a relay-driven output signal to a central control unit 132. The indicator lights 126 are
lights that are activated by the relay output of the control unit 132. Similarly, the electronic

door locks 128 can either be a controlled latch lock or a magnetic lock.

In one embodiment, the access card reader 130 is a short range reader that uses

radio frequencies (“RF”) to energize a proximity card when the card is placed within the RF



canmeras with appropriate resolutions can be used. Use
of digital caneras allows the direct transm ssion of
WO pmgmestat a to the nonitoring center 106 wher ePCT/USZNT/004538
be stored and/or further processed. It is also noted
that, in either the digital or anal og case,
bI ack/white caneras can be used to reduce
npl ement ati on cost_ and bandw dth requirenents. Use of
field qfélPﬂ repfien; whish caapRsithe catdifo shengynit psadie signel eqipiningghe ID number
receive nore details about the delivery. Mdia
of the gaigosThis teshnigoe fralsa kieews oy REFRNi vi ng of video and
audl 0 Iocal ly via DVR 136 or a voice recorder.
Dat #3858 of 4 huRhdaRvild 128 S04 Y3 AGind hRSRARY cBHEH fos of a

r enot y at t e nonitoring center

delive%ﬁ ??éfﬁé‘teﬂ]l%%(éﬂ%rﬁ {a’g%%lé?xa{ Ipoogzeca{éorvgﬂgt?e? s%_e?l %%jth:e odc::hvery agent using
iSO ) S SR e oo

ur,s IS conte at ot r Ki ng
be witb it dinked tosedPset fuirgn oy %r@%@my paeat g2 then
| i ne caonpecti on, S netvvork har dwar e,
drive ‘Esém theglivek ﬁmﬂea&&ﬁélﬁﬁ %H@gy?@wﬂ%ﬁpﬂ&ma& thg monitoring
etwork printer 144 to print delivery confirmation
centerrl@ééhﬁt@ it RBFIENS lamPs ERkF Perthesyivahandiptaugdie ndindien can be
once a delivery has been verified. One enbodi nent uses
provided $pthas the delivery agrat kpeyp that Sie mpritering gsapsrl 06 awarepf his
a network interface such as an Ethernet interface. =
preserpgi 4 hisovbleallony theadeliverysagent @i exildhe delivery wehigle andeverify avith 2-
fromthe nonitoring application via the comunication
way andipwodier Yoleo that hexe bpingmyporfitoredht i s st andard ASCI |
data sent in the sequence to be printed. Burglar alarm

subgys Bﬁﬁia]ﬁ%sﬂfﬁ%qq%%ag iRto8 bRbuAbSY MnferB134, 48 In%ay be

146,
appropriate for the mounting location, and a digital video recorder 136 (“DVR™). The

cameras 134 can be analog color cameras that are able to capture VGA-like resolutions (480
lines) or otherwise provide enough detail to allow for the discrimination of the necessary
image details. The DVR 136 is used to capture, digitize and store the image captured by the
analog cameras 134. Alternatively, an analog-to-digital video encoder (not shown) can be
used to digitize the image data for transmission to the monitoring center 106 instead of the
DVR 136 if local recording of the video is not required. As still another alternative, digital
cameras with appropriate resolutions can be used. Use of digital cameras allows the direct
transmission of image data to the monitoring center 106 where it can be stored and/or further
processed. It is also noted that, in either the digital or analog case, black/white cameras can
be used to reduce implementation cost and bandwidth requirements. Use of Pan/Tilt/Zoom

cameras can allow the remote agent to receive more details about the delivery. Media



sensors 148, notion sensors 150, an audio alarm 152, a
m cr ophone 154, a speaker 156, speaker anplifiers 158,
wor@rogzone anplifiers 160, and a keypad 162. A¢EUS2007/004538
speakers 156 and speaker anplifiers 158 are known
parts of a sound system appropriate for use in
carrying voice nessages. The m crophone 160 is an
omi - di rectional mcrophone capable of capturin
subsysteni tES poyidedSor archiving efcdiiea anyl audia lazelly vie Ve lgﬁm@th%voice
anplifier 158 controllable by the renote agent can be
recorders ddhtatmse 84 iprovadaidor artivimy ef vidto andlawlis esraotelwattthe monitoring
It is contenplated that the audi o comuni cati ons can
center D@6.bi -directional to all ow comuni cati on between the
delivery agent and the nonitoring agent. Both
ctional ectional a

.- di . bj_di di _
comEmYa raateeshl il 55t RO Ve g ntpifgeo e customer
ocatioR LA ) o BRTBPAERIoERCmgTk 409 suchs aytgiark i L0 with o

video link can_also be il enented to all W%B&t )
firewallgnd e standgrdigehimedsm itz Bs FPWERIt i Fontemplatgd that pther networking

each other. Door sensors 148 and nption sensors 150
technolggiessiapi eaised sughnissecablerofen, lepteddincccopnesiipns yiireless network

subsystem 108. These sensors detect when an intrusion
bardwirgsetoccurred and the burglar alarmunit 146 activates

the audio alarm 152 on prem ses if the proper code is

hot D@H%eﬁ? g?%@%l%@genlf&% E@gsg%%a‘x M4 Dlcfhdls ? BeforR %fli-l;I/]Qg 19% 10 print

tine. al ar m subs m 116 nay al so noti

delive g&%h%a{{gﬁ] {'ch{ph%&ﬁé@%tdlfgg%}g%m?) ctaH ?aﬂe%w fﬂeﬁ{] oﬂéeaa &elivery has

nnectiron to at appropriate action

been vgﬁge& €oh8 léﬁ{%toﬁ}eén%ﬂ rag%y 4 ﬁgkgyﬁrﬁ@%ﬁﬁ%p{i{)@s &pthﬂ'ﬂnﬁlre‘;ﬁtetethat has a

odi rrent’, rglar uses
I, nt t 1Q4A th di.gi t t k), knst .
neowol SPEREk sAB8 4CEBRE iR PR B AEb st PSRy o e
. | lcatj t. t.h i t.ori { 106. Wh
print L S B o R 80 RS ivn B . An

- audi o . .
exemp?ar\}llqgrmatqs standard ASCII data sent in the sequence to be printed.

Burglar alarm subsystem 116 includes a burglar alarm (“BA”) unit 146, door
sensors 148, motion sensors 150, an audio alarm 152, a microphone 154, a speaker 156,
speaker amplifiers 158, microphone amplifiers 160, and a keypad 162. The speakers 156 and
speaker amplifiers 158 are known parts of a sound system appropriate for use in carrying
voice messages. The microphone 160 is an omni-directional microphone capable of
capturing voices/sounds in the receiving area 202. A microphone amplifier 158 controllable
by the remote agent can be used to obtain a Aesired level of audio sensitivity. Itis
contemplated that the audio communications can be bi-directional to allow communication
between the delivery agent and the monitoring agent. Both omni-directional and bi-

directional audio communications can be recorded and played locally at the customer

9



function can be inplenmented using an audio
encoder/ decoder to convert the audio signhals to and
wo e@mopd2e7 di gi tal signals required for transpoPCT/US2007/004538
bet ween the customer prem ses, i.e., the delivery
| ocation and the nonitoring center 106. Simlarly,
bi -directional digital or digitized anal og video can
.be inplenented using digital video cameras or i
premisgh egHRMENHHed remotely of theanenitpringirepter dR6.1 OF contseaibis
an inventory control unit 166 and an RFID reader 168.
directigpppd yidpodink eanaalshbg/enplemanted (ryeliowithehmgnit@ingageay pedthe delivery
are in range of reader 168, the tag I D nunber and any
agent torpbeervatacdnotbenr ed on the tag is transferred to the
inventory control unit 166. The data can then be sent
to {h [ tQri r compar i wi th,th
ex 20 g S A Bt g 156 afe IR Py s Wime aceess
arcode r.ead can be used to identify the goods, be
contro s {aifTaf U8y {heSg ponsiis RISt Wheh BUANTyslon e pyere and thd burelar
be sure  that

tr, ing.th t ual | d ds.
alarm B 44 e BF atfBinalebim h YR Jbedrons <l oy ntered on
the ke 2 ORUA n AePOBPEF Y O oo BTG PR § AR cbBsserm | ey also motify a

customer location 200. Interconnections between the
central JRERIETHIE AL 04 BhiHE MRISOTLYia ifenRerdion i the, PR FNJO4B so that
equi pnent 102 use technol ogi es appropriate for the
approprigiseaciongag s takendiigmopierdng egeay, Ineanyalteragg emblodigagsitethe
for anal og video, and Cat5e Ethernet cable or wreless
burglagalarmpnid@dbcwss therlnigme 1048 (emother digitak nepwork)iinstéasisaf the PSTN
technol ogy, such as comrercially avail able wrel ess
104B tdeeingaunicate mgthothe pnéndtosing applictiondé the monitdrepscenter 106.
signaling technol ogi es, can be used to reduce the need

s VHeh S bikaf aldiE, fbtionk 116 WA R DR By S04 B Ao

functio%rc%éxﬁalgl;i%{pg%r%%ne%é) P\é\lnﬁé %n afllis E:(I)&E%/d%ggcgér qg E:g&vefrtotlime audio signals to

and from the digital signals required for transport between the customer premises, i.e., the
delivery location and the monitoring center 106. Similarly, bi-directional digital or digitized

analog video can be implemented using digital video cameras or encoders/decoders.

Supply chain subsystem 118 includes an inventory control unit 166 and an RFID
reader 168. When goods that have been tagged with an RFID device are in range of reader
168, the tag ID number and any information stored on the tag is transferred to the inventory
control unit 166. The data can then be sent to the monitoring center 106 for comparison with
the expected goods to be delivered. Alternatively, a barcode reader can be used to identify
the goods being delivered. This arrangement allows the ability of tracking the actual

delivered goods to be sure that what was expected was actually delivered. In addition, this
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Continuing to refer to FIG 1, nonitoring center 106
i ncl udes a network subsystem 170, a nonitoring
waamspst2em 172, and, where burgl ar al arm noni t BECT/D§200%004538
i ncluded as an aspect of the system a burglar alarm
recei ver subsystem 174. The network subsystem 170 has
t hose conponents needed to interconnect the nonitoring
center 106 to the comruni cati on network 104 such as
arrangp@epk Rpeidss fordhe pecuriin Rhother gands shat mgyphoisrthe receiving area 202 of
support an Internet connection such as a channe
the cugiemer losatign 20Qat a service unit 176 ("CSU/ DSU'), a
router with firewall 178, and network swi tches 180.

MO QEL AL CRURSY %&}égﬁ ﬁ?@aﬂoﬂ&-‘d%‘ﬁ% gﬁﬁ&bﬁ@ﬁtg ng{%‘%%gt%[ner

182 contal ning t noni toring app

premls]eggqul(}))ﬁaeate k@2 déent%clgneché%?g prqég ?até 'Eo%tth%; }%lgt'f) : bgl}? eelé%/ %?d

erm na

om0 O SR PP 80 Fk BagPEbFatiEpl Vieless

nput a ort Vi " Server ne enhodi nent of
commtlwgamggmat oA e el e Shiiafs Commercally
%ers runni ng a Uni x- based &ggratlng systen1 The
a"a‘lahlﬁ AYIFD7SS g VicEs HPRGIPLOPIFARTY oR SBRIFE IR psSovsnalipe sgphnologies, can
ersonal conputers running a web -browser client
be use&ﬁg reduge thsneed £pr &’Hﬁﬁﬂh?‘b’&’ﬁ’é&lawft h(t)HféloﬁbHWRheF%’@ such as the
application on the nonitoring server 182. |n sone
pushbaltgrowvithigs 420 gnd camews d8fi vhich e difieHhigl wirg.cue prime candidates
| ocated at nonitoring center 106 and at renote
for wirelgsa counestionsh as ot her nmonitoring centers or the
| ocation of the customer premnises equi pnment 102. Each

o anH(iﬁlﬂH% E@feﬂ%ﬂ%l Fléﬁ4 ROANS cefn‘t-:gr 1%%&15@5@§H&Y85k subsystem

rennote non torlng of custoner rem ses GQUIpﬁEH

170, a%mrﬁ;gegﬁ%g&% §78! tdh%hgiérﬂ&n@%} %{Per e n lg'%kldeﬁ as an

a naéter

[ e t hi
aspect o?%é sﬁ}ﬂ ?\ﬂ n‘gla%er 1 on uB che 1%9 ﬁ{é‘? netv%or{( SFl?sHatem 170
has th(t)s%rcrglmrf)%nes:nts neecﬁe%dtoc at%rc%n%gc%tt}?e n%hl grutlge cr:entera‘JO% to the
communication network 104 such as hardware as may be known in the art appropriate to

support an Internet connection such as a channel service unit/data service unit 176

(“CSU/DSU™), a router with firewall 178, and network switches 180.

Monitoring subsystem 172 includes a monitoring server 182 containing the
monitoring application, a database 184 for recording delivery data that includes received
audio and video, a monitoring terminal 164 to operate, monitor, and administer the system, an
email server 186 to send reports and a web server 188 for data input and report viewing.
Servers of one embodiment of the present invention use one or more personal computers
running a Unix-based operating system. The monitoring terminals 164 can be desktop or

laptop personal computers running a web browser client application that communicates with
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can nonitor or issue conmmands to the customer prem ses
equi pnent 102. For exanple, a user at naster
woe7oes2ing term nal 164 can bunp anot her userPEr/USIVE7/004538
of the multiple nonitoring termnals 164 in nonitoring
center 106 to control a nonitoring session wth
cust oner prem ses equi pnment 102. Monitoring subsystem
172 can al so, issue trouble signals for system
the mopiforing appHeationmysy the yngpitasing servsnil $Br Ingpmeembedimentg multiple
_loses its nonitoring connection W th custoner prem ses
moniteRg tsraials bt e lecaledpionenitasing cester 486 grd at xentote sations such as
its video feed to the nonitoring center 106. In
other mapiteEng esnierp oe thertoedtionrafithe custeyper ramises egsipment 102. Each
troubl e signals when the burglar alarm subsystem 116
moniterng teonirad 16t pravidesdor sigard tapebus iremsteanomitdringnel @@dtdniatpremises
nonitoring subsystem 172 can issue trouble signals for
equipraemalO2eédyymolktipheadidernof the nsoritoring Stibyyetenpl N BE&sHme embodiments, a
equi pnent 102 and/or nonitoring center 106, and the
mastesinonRougEphitl 264 iy®afigutd sach €108 WY oMt y/agntlal Mis terminal
no way neant to be limting. Burglar alarmreceiver

has m&sitesairoNdvief 4hd SbEHEIORIr AL IRBIMHIP] d4/arlV@in! BOLE Bhidh Brminals
recei ver 186 that connects to the PSTN 104B via a

Biiitot @r §ssBE BBARUE PR udBhet pREA: s
. rnsilgnal sssf romthe CPE burugl are gl ar Fnsuﬁﬁ?b@%%a@%ur%%g%%ple’a

user aBhAdER MBARIIEY tePHRRY 364 H&rillzlf'm% LAGRG ﬁs%r] %ﬂt?%eax%fﬁé%ultiple

signals via the networking subsystem

monitm tre%hﬁgs mhirﬁ&ai%éz}gxﬁugﬁ{er i1 6? Th Q&tﬁﬁ’ agﬁ?xgipﬁ'ionrg s&ssi?th \efvith

moni tori ng server n exenplary 1 nst

mmunﬁaéﬁaﬂggsp‘ﬁﬂﬁég§uﬁguipnent 102 of the present
in

ention at” a custoner location 200 is shown in FIG

2. Custoner location 200 has a receiving area 202

s ephtoniterifig sphsybieny Efd¢ancdso isfua thautbeisigdals dor2G4tent malfunctions.

this enbodi nent, a dividing wall 206 functions to
For expmpld, dendritoringderseipalr k4 lopesdfs menieiritigngnasaion?@th tugdmer

t he
premises equipment 102 or a video camera 134 ceases to transmit its video feed to the
monitoring center 106. In another example, monitoring subsystem 172 issues trouble signals
when the burglar alarm subsystem 116 can not be unarmed or rearmed. It should be noted
that monitoring subsystem 172 can issue trouble signals for a variety of malfunctions of

customer premises equipment 102 and/or monitoring center 106, and the above examples are

meant to be exemplary only and in no way meant to be limiting.

Burglar alarm receiver subsystem 174 includes a commercially available alarm
receiver 186 that connects to the PSTN 104B via a private branch exchanée 186 (“PBX”) and
accepts alarm signals from the CPE burglar alarm unit 146. Burglar alarm receiver
subsystem 174 transmits the alarm signals via the networking subsystem 170 to the

monitoring application that is running on the monitoring server 182.
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remai nder of the building 204. Receiving area 202
i ncl udes a | oadi ng dock entrance 208 and a door
weniorassee’ 210. Anot her door entrance 212 ser vEBCEHESH07/004538
physi cal access point to the rem nder of the building
204. A door sensor 122 is placed at each of the door
entrances 208, 210 and 212 to sense the position of
t hese doors and provide door status information to
ac coBsxemplary instglation 9f thefstomaeg papmiseaeqhipmert H2ef the present
El ectronic | ocks 128 can be installed at the door
inventiog at grrastonpy docatiep 280 ds shppvt in TG 3w Qustasdrtlogation 20§ dws a
to renotely unl ock/ open the doors for the delivery
receivipgrasem203 seporade Batodie memaindervf thohiilding 204.afyethis embodiment, a
renotely disarma door alarm provide an indication of
dividinghwald 266 funatigpns to plowideefbr thersgparatiow of seodivitny ek 20 &om the
the door by using a notorized door. CQutside of the
remaircies bHiherbuildery 20ls Réeivisewnen 202 dndlhdyseribading @scloéntrance 208 and
access and nonitoring devices can be used, such as
a doorsmitrinde A0 Ancther dovakdtrimedR staks afh GhOfBAIRRcdB$oint to the
speaker 156, caneras 134 and lights 126. These devices

remindeld O€ thebuiREn €264 ARAr 8hBYL12 {shlaRiief estbtofitRe 8682 entrances 208,
In this enbodi nent, the access control unit 132, DVR

210 anl362 tBeEMs the ?&3&1&6& oft #se &5drs ARG Efﬁvlcfezd&ﬂqwtﬁh\ﬁﬁmrﬁ{a?ﬁon to access
control unit 146 are placed in the remai nder of the

contropﬂllult U3 P In @ bE&1AUarm S P46 EMIcERSnik 18K 1198 a8 b8 %?SQamegﬁq the door

above with reference to FIG 1. O course, sone or

entran@s Z0RE5 €0 BEd 995 K alfRih 'h%nll%ﬁgg gg@ﬁtgg zér??teg};%ﬁlécﬁéﬂeMe doors

distributed in the recei ving

for the/'}i%ﬁt\/@? epe?mq{rﬁé eh%%i%%rﬁt %8{1‘(09?1? %Q&tt ?}a{ﬁ'émot tly disarm a

prem equl pnent e presen nvention a

toor SR AR S AR BHRE Y puFPAIN 6t Wl grdod i antocopen

aoor RS AekBBEA Bt S c% o 6Bt 300 S e
nalnder 204. Se eralco

| d ly
types O FEPTASE e Sy SOERES B BEATS SED 19D Guie beidaeader
130, nﬁ&%}:ﬂgﬂeogﬂ gpea&'cglg Hé? cameras 134 and lights 126. These devices function as

described above with reference to FIG. 1. In this embodiment, the access control unit 132,
DVR 136, network switch 138, DSL modem 142 and inventory control unit 146 are placed in
the remainder of the building area 204. These devices function as described above with
reference to FIG. 1. Of course, some or all of these network, control and monitoring units

can be distributed in the receiving area 202 if desired.

Another exemplary installation of the customer premises equipment 102 of the
present invention at a customer location 200 is shown in FIG. 3. In this embodiment,
customer location 200 is a store space having a logical receiving area 304 that is logically

partitioned off from the store front area 302 and the remainder of building area 204. Several
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such as by generating optical signals by a | aser
devi ce, or using one or nore passive infra-red ("PIR")
wa@ledgor2ts to create one or nore | ogical wal | SPGDES100Z004538
defined the | ogical receiving area 304. During
delivery, the delivery person is forced to restrict
hi s novenents to the | ogical receiving area 304 while
t he other. areas of custoner |ocation 200, e.g., the
commegeiallyvatlpbledegiction spiema pabbawsedda @revide femmrtitinning function
bui | di ng area 204, can remain secured. In another
such ag iy @eneraHng optiea signelssnm lasendeniceopr using:opRe0l mereypassive infra-red
vehi cl e driven by the delivery person includes some of
(“PIRY)deterterante kesdte areourmers logicalhwallsiibdhat defineditiselogical receiving
equi pnent 102, nanely m crophones 154 and caneras 134
area 3f6#.u ﬁ)médgidnlivdng, therdptivenygersonds forcédi® reatbicohistrhevements to the
transportation vehicle. The delivery vehicle can
logical reckiviley @8a G0 adiild the ohet &ead bBdustomtdrldEfioR00, e.g., the rest of the
el ectronic version of the freight manifest and/or an

store Mgt Ated B0 &d/the @erdlaind 656 RR! areL 204, hh @&Hain WBEwBd.Can
be provided to nonitoring center 106 when the

tra rtation vehicle arrives and communications wth
{ he bt % ‘quéwgfe‘%,fetea BreseRtARventionythe dglivenysichicie driven by the
poi nt 200 n this _enbodi nent, the conmmunication of
delivepperaqi INFLIdFS oM Of e ARCHOTSA ToROUHiSAOF B GH§taresHREP MBS
is sent fromthe delivery vehicle u5|ng a W reless
equipReRnh R Bamelymicrephoney} 5% shgAneerapl 3¢ mepated in the cargo area and/or
transmtter that is integrated into the onboard
the cap gffh¢tteanspentatinn vahidle.c Ib¢ deliveny wehigls qandedlyds an enbaakdkcomputer
delivery location. The operation of an enbodi ment of
that inchides aprpleetronigoiersion efithd dieight manifestt and/crG® dvent history, e.g., cargo
di scussed with respect to the flowhart of FIG 4. At
door astivgsic®4Owhichivan deprovtedfo mouigdringsreptdrd O etlent thel tratspantation
exchange point, e.g., the |oading dock door 208 of a
vehicle agivesand sopmaumisa®n Mdth the eudeiner preatisasfequipenett at thalcustomer
of a delivery can be acconplished by having the
accessyalint/200y Ipehis@mbodiment, the communication of the delivery vehicle data to the

monitoring center 106 is sent from the delivery vehicle using a wireless communication link.
For example, a wireless transmitter that is integrated into the onboard computer can be

wirelessly linked to receivers at the delivery location.

The operation of an embodiment of the remotely monitored delivery system 100 is
discussed with respect to the flowchart of FIG. 4. At step S402, the arrival of a delivery is
detected at an exchange point, e.g., the loading dock door 208 of a customer’s premises 200.
The detection of the arrival of a delivery can be accomplished by having the delivery person
press a button 120 next to the door 208. At step S404, the arrival of the delivery is signaled
to the remote monitoring center 106. For example, access control unit 132 can detect the

button 120 push event and send a signal to the remote monitoring center 106 via the
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press a button 120 next to the door 208. At step S404,
the arrival of the delivery is signaled to the renote
woe7oes2ing center 106. For exanpl e, access coPCT/052007/004538

unit 132 can detect the button 120 push event and send

a signal to the renote nonitoring center 106 via

t hecommuni cati on network 104 indicating that the

button 120 has been pushed along with an al phanuneric
commuHeatigmnetwark, | Mpindisalng that thy bugien| 126 has Saerppushgd along with an

access/delivery point. At step S406, the identity of
alphanpmerig ehargetey stpiag ddentifyingdhe locatipn ofithe Areesedplivirpoaint. a

noni toring application running on the nonitoring

ser : i ' | ri . .

; hex ‘f‘}?‘%%gw %gec' bc%egﬁtf &tht H@l?&ﬁééf géltsblq % vepifgatdr olgglélggglbodlment, a

n 12 si gnal ation, an
B R R
sing 005 AT BSPERRE A SHIER 5k b5 Rl B o
the dahisd 5 aqE S e STER Y O KE PP Dot Senels oppafihe
monitqiag R aR B R 00 RETL e CBmet Freiest 2P

enbodi nent, the identity of the, delivery person can be

camergsganalsgdeiped & ﬁ%‘“‘éﬁeé‘&‘é &guspy vifleg ntospiation te thegnonitoring center
reader 1301§as descri bed above) instead of a o

106 rafhge Hhgnusing Y Bs tQpartHradde gitizg it {98 rensmispienite thefmonitoring
identifying the delivery person as well as detecting

center {4@ Ky aofkgr egrbogdiment, therigentity ef {hp delivprarpeasson ¢am hecvsaified by

~card can also be transmtted along with the signa

using gy asgessisardandeacsessorard edadgni 30 (e described @bavjiingeadchef a pushbutton
center 106. The card ID can be used to | ook up the

120, wiiighi weuld hpee theradidad bemeftt af ideatifying thet deditveryoperson axcivelties
the nane for confirmati on purposes. The database 184

detectipg thexdrsival ofcl dedivery. pTle UIP sumbert dfahe eccesncdrdrean also be transmitted
conpari-son with the delivery person. After the

along with itheosigred fiamp thecaticessrcontrol imis 1 3Maaiie mesititoeidg Rentes 1061€The card
video fromthe

ID can be used to look up the delivery person in the database 184 that would include the

name for confirmation purposes. The database 184 can also include a picture of the person

for comparison with the delivery person.

After the monitoring application in this embodiment connects the video from the
DVR 110 to the selected monitoring terminal 164, the human agent operating the monitoring
terminal 164 can verify the identity of the delivery person. Once the delivery person has
been verified, the human agent uses the monitoring application to send signals to disarm the
alarm system 116 associated with the delivery location door 206 so that the door sensors 122
do not trigger an alarm (step S408). Of note, during the delivery, motion and/or door sensors

not in the receiving area 202 can remain activated to ensure that the delivery person restricts
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DVR 110 to the selected nonitoring termnal 164, the
human agent operating the nonitoring termnal 164 can
waQ es7ys2the identity of the delivery person. QPCEUB19@7/004538
delivery person has been verified, the human agent
uses the nonitoring application to send signals to
disarmthe alarm system 116 associated with the
. delivery location door 206 so that the door sensors
his mopgmeghoy o the igerivingrired. aFhe mepispriguaglicatidn alse surns on an
during the delivery, notion and/or door sensors not in
indicatosd 26 at tieviehgerarleeatizpo detrthe detiveny petsow bnes tha thedonrdas been
that the delivery person restrictshis novenent only to
disarmteddstep 841 Q). it siereS4 12T Hipe dwori 206rdan e ayppicked tither lat#ly by the
turns on an indicator 126 at the delivery location to
delivetyepersdreordemiowdy by s hinark agant.t Wiild the sghten iHdkahe&]) the remote
di sarned (step S410). At step S412, the door 206 can
agent & ussltheiadio ahd bR¥eo lsigals ptotided e tistedquiishnt HsOdklRery location
renotely by the human agent. Wile the systemis
to morflici A Prdgrdsh 6f fHerdelifeyuf Ahd GRAMnUIRe fd8ivalbtirea 208 (3té518914).
signals provided by the equipnent at the delivery

| ocation to nonitor the progress of the delivery at
andOaFotTdelivery g E%WPF“%P é}?eedﬁlzvslz RegQaplogis) the dogp g6 (step S418)
the delivery is completed, the delivery person |ocks

and the franefg geentoiey Yieapomioringe applicating qndhe MROniGERE seever 18 to send
moni toring application on the nonitoring server 182 to

anotheg siggrabthat arms thgarmsieannedied testhe deorsland meotiamrsensars dstep S416).
to the doors and notion sensors (step S416). Shoul d

Shoulq He deliveryaeysopaeguire sanegityipe of oersint s thyf delbeey pias ttade, the
the delivery was nade, the renote nonitoring center

remotedenijetingeentérd Odatansaskhpnetwosk plidter 444 btihe reéving agea 202 to
area 202 to print a receipt. Using the nonitoring

print agpediptc dfsingthetrhenigiragsapplication, ded steperiy tisr delivesy ptoeeg along with
with a tinme stanp are recorded in the database 184 at

a time staenman irta@rdetpindbe tisabd@a 84 2¢ khenaoyitdigddnserd06h as
schedul es, manifests, carrier, driver, etc. can be

I d i he d 184 f
02 550 o PSR, B 58, kb wponac

to a web page and into the database 184 for later comparison of a delivery and can also serve
as verification details. Verification details include personnel identifiers such as PIN codes,
ID cards, RFID tokens and the like, biometric identifiers such as facial features, fingerprints,
iris prints, palm prints, hand geometry, palm surface vein prints and the like, and vehicle or
goods identifiers such as barcodes, RFID tags, license plates, and the like. Reports regarding
deliveries can be generated and organized by: delivery location, time, type of delivery,
supplier, carrier, etc., and any combination thereof. These reports can be made available via
email or at a web site. The reports can include links to video clips of the deliveries,

especially if deviations from normal procedures are observed.
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as verification details. Verification details include
personnel identifiers such as PIN codes, |ID cards,
wWeRRD0eR2tENSs and the |ike, bionetric identifiePCI/E8N7/004538
as facial features, fingerprints, iris prints, palm
prints, hand geonetry, palmsurface vein prints and
the like, and vehicle or goods identifiers such as
barcodes, RFID tags, |icense plates, and the [|iKke.
Repd e Presgpbinyeripnadvayiageslyceravisies gsnepmiand mgthod that obviates
organi zed by: delivery |ocation, time, type of
the negd for\adpysiness pppresentative tq bepresent@nd obmidtesrihe nsendofonaulgple drivers
thereof. These reports can be nade avail abl e via enai
or deliyerysageatsob asingle datiusry.eBolivagies zan basthedelediat ksy time that fits the
video clips of the deliveries, especially if
operatifeyschedaers The delinery padceps of thd presentihecmtbmadane@. atkieely monitored,
present invention advantageously provides a system and
ensuring tieochféthr aif tobdélvepspdrien aebgbdde beingldesiveRas Similar to having a
representative to be present and obviates the need for

busind¥¥ kdpredetailive \pe¢seng bngl pob¥edhiy/ thaf8dthi chPbe dealt With @mmediately, such
delivery. Deliveries can be scheduled at any tine that

as a meHicE] Hra8leP6F dhbREpARASE sihtioh N Thd VhdesahdniRsrBpeSpe@iof the
the present invention can be actively nonitored,

preserf ifuntiBA ald@IRMse énBle pdisorf'®l h¥fitor REERNvaM i MSme period

bei ng delivered. Simlar to having a business

of timg B SRR ﬁﬁ&é’@eeﬁfsﬁ@rﬁ:ﬂy’ a Ri3Yndds %lr@s@ﬁ’ghbélt of 918%; aftidly g[he

ealt wth imedi ately, such as"a nedical probfemo

presexﬁ’ ?A\Q:HBGH Wa@%s&iﬂeﬁ%ﬂp{éspég? fo H%‘%?g?/\s Hag}e}')g,ﬁ%{%g:og%g%ted that the

of the present 1 nvention also
' | Vel ' riod of tine

preserf o BAfIbh Bén ARO Betd HEUBorh WG pRcHEe BRF

representative. O note, although the present

i nvé&he possenidsveidmardabdd realtzed e bpestard, sofivakeagea combination of

delivery; it is contenplated that the present
hardware\eadtsofinvatanAalispldneentisizo offthe areieet dndsysietofhe kagent

pi ck-up. The present invention can be realized in
inventivar citvelfeerealéaeddt inarcentralized fashitn EdneOdbnutérasyeteat, ®r ang distributed

software. An inplenmentation of the nmethod and system
fashion fwHehediffee& Rlements are spread across several interconnected computer systems.

Any kind of computer system, or other apparatus adapted for carrying out the methods

described herein, is suited to perform the functions described herein.

A typical combination of hardware and software could be a general purpose
computer system with a computer program that, when being loaded and executed, controls
the computer system such that it carries out the methods described herein. The present
invention can also be embedded in a computer program product, which comprises all the
features enabling the implementation of the methods described herein, and which, when

loaded in a computer system is able to carry out these methods.
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i nvention can be realized in a centralized fashion in
one conputer system or in a distributed fashion where
waledo7meeent el enents are spread across several PCT/US2007/004538
i nt erconnected conmputer systens. Any kind of conputer
system or other apparatus adapted for carrying out
t he nmet hods described herein, is suited to performthe
functions described herein. A typical conbination of
har doripeten nepesantonappliessighdn B prespah eeniexiynegsswy expression, in
conmputer systemw th a conputer programthat, when
any lafmiage dodadedotatidneodacsst eflinstrustions listendesl tooapset @system having an
system such that it carries out the nethods described
informhatior proceSsimg papabdity to perdorin @ partianlaalfigwtioe eithixedickedyion after
a comput er program product, which conprises all the
either detadth b€ thecfolibivimga) doavenjonaoanbdiber angodge, beda@t iastion; b)
descri bed herein, and which, when | oaded in a computer
reprodGVtidiEim 4 difRbir® midtergform.out t hese met hods. Conput er
programor application in the present context neans
any_expression, ip any |an e, code or notation, of .
a sk lﬂfbeiaﬁgfqﬁt?é‘f‘il B Qg‘isﬂ‘?”‘eﬁ%g"gi ‘P&ﬁ% aﬁéléatég"sy@ﬁﬁ’é}hmvemm 15 not
. . having an_informatjon processing capability to_perform
limitedhtoyxhatihag bgen parHeriRH) sg?w énd desceibed hersin gliqver 1apddifipn, unless
_or both of the follow ng _a) conversion to another .
mentiqngyigfmade akaygdo dhe eteary.dhshopld benpted that pwiithe accompanying
_different material form It wll be appreciated b
drawings aseones telkf4leed Yariethef modifications and yariations aliemfoessigledn light of
is not limted to what has been particularly shown and
the abefestcadhiegs Witheutdeniting fraomtheddppe and spirit eSthe mvention, which is
was nmade above to the contrary, it should be noted
limited by bylthe édllavieg &bamspanyi ng drawi ngs are not to
scale. A variety of nodifications and variations are
possible in light of the above teachi ngs w thout
departing fromthe scope and spirit of the invention,
which is limted only by the follow ng clains. Wat is
claimed is:
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1. Anethod for renotely nonitoring deliveries, the
nmet hod conprising: detecting an arrival of a delivery
wa@rooangeress point; notifying a nonitoring cePCEUSINTI004538
the arrival of the delivery at the access point;
verifying at | east one verification detail, the at
| east one verification detail correlating to the
delivery; and sending a configuration signal fromthe
What sslaimediisiy center to the access point, the
configuration signal having instructions for
cént r o4 mathodforremeiplyamenitaring detiveries, fui method cofipeising:
nmet hod of Claim1 further including sending a second
c deteeting ant droivakefpmdglivierypah anhascessipoindr i ng center to the
access point, the second configuration signal having
| netifying a mositbong center of the agivahef thetdelinas arthd fikess point;
access point upon conpletion of the delivery. 3. The
metdifythgodt 1€saone erifidutionidataflo thefay dagt Gnd i ficatib detail correlating
center of the arrival of the delivery includes using
to thedekvedl; () a notification device integrated at the
access point and (b) a notification device provided

Weérdling @ et du¥@ioh sidnal Hion tRIHes e ngdettetd the RRERIPdint, the

notifying a nonitoring center of the arrival of the

configh@ition®ighal R&ViHE SSstietifgk B oRtolliAd aft eﬁ@m@&”h? gl)?e[ %&st point.

network integrated at the access point an
conmuni cati on network provided with the delivery. 5.
The nmethod of Caim1l, wherein the at | east one

verifigat g&g?&g&ﬂadanjnsl,??éﬁe?ﬂ&%c{l{xg %&c{i}?g S8 conﬁ%?r,ation

consi stin el ivery ation, ay, shipp

signalfffo%in thFﬁB gﬁ‘}'eﬁt rltgltl?aggc%éw dgggr}t?%?s%c({rgg:éo?ﬁﬁgﬁﬂ)%’signal having

bronmetric i ers, barco

instru%t.iooﬁl'ls ?greco%%r%}hensg'stgé eg gnc:?gﬁtt %g%c%%s&%o?r%}énﬁ]égﬁ%pg%%o% cgiqﬁe delivery.

gurationssignal i
di sarm ng a burglar al arm subsystem at the access
poi nt .

3. The method of Claim 1, wherein notifying a monitoring center of the arrival of
the delivery includes using one of (a) a notification device integrated at the access point and

(b) a notification device provided with the delivery.

4. The method of Claim 1, wherein notifying a monitoring center of the arrival of
the delivery includes using one of (a) a communication network integrated at the access point

and (b) a communication network provided with the delivery.

5. The method of Claim 1, wherein the at least one verification detail is selected
from the group consisting of delivery location, time of day, shipper, freight manifest, PIN

codes, ID cards, RFID tokens, biometric identifiers, barcodes, RFID tags, and license plates.
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7. The nmethod of Claim1l, wherein the configuration
signal includes instructions for unlocking a door of
w0 b@7ep21ance at the access point. 8. The net hpdr/v$2007/004538
Caim1, further including renotely nonitoring the
delivery at the access point. 9. The nmethod of C aim
8, wherein renpotely nonitoring the delivery at the
access_poi nt_includes using_one of (a) video )
n®ni t ofihggredbef eiflagmd whetsip therqonfiguration sigmahinchiggs ifstructions
.Caim8, wherein renptely nonitoring the delivery at
for disarpaingaclurglap slapm subgysime 8t thsianeesapdmt-a col | ecti on
systemto physically track itens of the delivery. 11.
The method of Caim 10, further including printing a
receipt of all itens tracked as delivered. 12. The
nét hod Tae nEthodwflClaimrlt verdim teudnfiguradon signgl includes figtructions
a delivery confirmation notice. 13. The nethod of
for unldcRing aldddifoff iy eritragbei g thg ageRepaint.ng a delivery
report.14. The nmethod of C aim 13, wherein generating
a delivery report includes transmtting the delivery
report by one of (a) uploading the generated report to
agwebpane ndikbd &) CRid 8, Firfir Eﬁlﬁgcﬁﬁ? RIAGEN theRMring the delivery at
The method of G aim1l, further including sending an
the acédddip@iti on signal fromthe nonitoring center to the
access point, the indication signal having
instructions for controlling an indicator at the
access point. 16. The nmethod of Caim1l, further

it oC | udirpg n‘?e?ﬁ?&%i* ERIMNS, ARG FhoBR ThbRLd Y BE 81idry at the

e delivery locatlon.

access point includes using one of (a) video monitoring and (b) audio monitoring.

10. The method of Claim 8, wherein remotely monitoring the delivery at the

access point includes using a data collection system to physically track items of the delivery.

11. The method of Claim 10, further including printing a receipt of all items

tracked as delivered.

12, The method of Claim 1, further including remotely printing a delivery

confirmation notice.

13. The method of Claim 1, further including generating a delivery report.
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17. The method of Claim1 further including nonitoring
the delivery at the access point by nultiple users.
wado7pe1met hod of C aim 17, wherein the mnultipCEUSHET/E04538
si mul taneously nonitor the delivery at the access
point. 19. The nmethod of Claim1, further including
i ssuing trouble signals for system nmal functions. 20.
The nethod of Claim 19, wherein the system nal function
il4. t heThossthod of Glaim 1 Hrwvhegein@enenating a dalivérytreort includes
custoner prem ses equi pnent. 21. A nonitoring center
transmitting thenddliveryngpartdyome tof ¢a)l uphepdings thergeneratedrep@s to a webpage and
equi pnent, the nonitoring center conprising:a
(b) e-niHilivig thiei gegermbidepodavi ng a nonitoring application, a
dat abase, the database recording delivery data; and a
monitoring termnal in communication with the
nonitoring server, the database, at |east one

CIOITU M@t fHb AUTOMRIK 1 fekhb PR c RIdS OS8R RInR! R ThaREtion signal from
equi pnment, the nonitoring server receiving a

the moBftbihd g?rﬁtitelﬁfg tRE alRsEpdihY He RlbiALHLE SiNET Ravitlg 'aﬁ@tr@&%§ Yor

poi nt custoner prem ses equl pnent, an

comml\é@ iaﬁﬁh@gaﬂa{ﬁﬁ&ﬁpﬁo?ﬁﬁ” fication detail that

relates to very. 22. The nonitoring center
of daim2 1, wherein the at | east one comruni cation
network is a wireless network. 23. The nonitoring

o5 o TR me BB Ctai Sy SRR Ly i PG pptorine

ni [ i i on.
area at The Idéhovrelr{'] %Ak 1|1_| cation

17. The method of Claim 1, further including monitoring the delivery at the access

point by multiple users.

18. The method of Claim 17, wherein the multiple users simultaneously monitor

the delivery at the access point.

19. The method of Claim 1, further including issuing trouble signals for system

malfunctions.

20. The method of Claim 19, wherein the system malfunction is the loss of a

monitoring connection with the customer premises equipment.

21. A monitoring center for monitoring and controlling customer premises

equipment, the monitoring center comprising:
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24. The nmonitoring center of Claim21, further
conprising an el ectronic publishing systemfor
w@eeengf2ing reports and notifications to aut horCwE82007/004538

parties. 25. The nonitoring center of Caim?21,
further conprising an email server. 26. The nonitoring
center of Claim?2l1, further conprising an alarm
recei ver for receiving alarmsignals fromthe custoner
pr edrmpaorng spvehhavipg a mupitonpa appli¢atigncent er of O aim
21, further conprising a web server. 28. A systemfor
r endtetabasepihietdatabase thebiding dedivery data;sanst em
conpri si ng: custoner prem ses equi pnent, the custoner
pr emimeaitodngg itgmend! in compdinigtionwiticthe ssomitmingskernvey,shedatabase,
having a notification input device and a notification

at least omli comhrnnichtien aetwask and rierauktonys peshisenNéquipBems CeSS
to at | east one door entrance of the custonmer prem ses
equitheBidhitoffg sérvePrickivigngndstEivation bOan BRNEl 6F h Belivirdat an
controlling the custonmer prem ses equi pnent, the

access/PoitloPihd\@staRéBpreides léqmF;gienﬁ,t aABREHBNF Gt 1884t\6RE vERBdation detail
contains a nonitoring application, a database for

that corREESHoNHe delivergr Y data; and a nonitoring termnal in
conmuni cation wth the nonitoring server, the

dat abase, at | east one communi cati on network and the
custoner prem ses equi pnent, the nonitoring term nal

regei virpg ﬂﬁ)élglg%'lhg 'rc]:gﬁ‘lfg} SPcRima1, %Qe?r?%l'ﬁoaft 1&s06kd dBiMunication

at the at oor entrance o e custoner

neMoHJi@Ei\ﬁ?ées%%ﬁ t and verifying at |east one

verification detail that correlates to the delivery.
29. The systemof C aim 28, wherein the custoner
prem ses equi pnent includes a

23. The monitoring center of Claim 21, further comprising an electronic portal to

provide access for authorized parties to the monitoring application.

24. The monitoring center of Claim 21, further comprising an electronic

publishing system for generating reports and notifications to authorized parties.
25. The monitoring center of Claim 21, further comprising an email server.

26. The monitoring center of Claim 21, further comprising an alarm receiver for

receiving alarm signals from the customer premises equipment.
27. The monitoring center of Claim 21, further comprising a web server.

28. A system for remotely monitoring deliveries, the system comprising:
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medi a systemin conmuni cation with the access contro
system the nedia system nmanages voi ce and vi deo data
wo eoo7op1TUSt orer prem ses equi prent. 30. The BYBHUSIM0T04538
Cl aim 28, wherein the custoner prem ses equi pnent
i ncludes a burglar alarmsystem 31. The system of
Claim 28, wherein the custonmer prem ses equi pnment
includes an inventory nmanagenent system 32. The system
of O afHfiUBer RIBRYES §anipaneal sho prstorperapradses eguipmashincluding:
includes a printer. 33. The system of C aim 28,
wher ei n 8haceesse@HEN spytem aemsamitifiretion inmit ddeice and a
card reader. 34. The systemof C aim 28, wherein the
notificetien indigatqyy theiaseessequirphsysten emitwpdeaccasstiogtitast ond dymurentrance
device. 35. The system of C aim 28, wherein the
of the custoarepremiesiegepneopt gmdent i ncl udes a notori zed
entrance door. 36. The system of C aim 30, wherein a

del i ves yndnixetihp @Bnten fdrufi@sitoing @@t ¢ahtroliding \th Yust®a€premises
the burglar alarmsystemnonitoring the | ogical

equipraéit] the yorS(paigg ceteridodvdiagtt hori zed del iveries w thin
the logical delivery space and trigger an alarmif

unaut hor h zeshifeihk \sbtvér it 861taint 8 thdtiosing@pbhieatdRgi cal
del i very space.
a database for recording delivery data; and -
a monitoring terminal in communication with the monitoring server, the
database, at least one communication network and the customer premises equipment, the
monitoring terminal receiving a notification of an arrival of a delivery at the at least one door

entrance of the customer premises equipment and verifying at least one verification detail that

correlates to the delivery.
29. The system of Claim 28, wherein the customer premises equipment includes a
media system in communication with the access control system, the media system manages

voice and video data for the customer premises equipment.

30. The system of Claim 28, wherein the customer premises equipment includes a

burglar alarm system.

31. The system of Claim 28, wherein the customer premises equipment includes

an inventory management system.
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32. The system of Claim 28, wherein the customer premises equipment includes a
printer.

33.  The system of Claim 28, wherein the customer premises equipment includes a
card reader.

34. The system of Claim 28, wherein the customer premises equipment includes a

biometric input device.

35. The system of Claim 28, wherein the customer premises equipment includes a

motorized entrance door.

36. The system of Claim 30, wherein a delivery location includes a logical
delivery space, the burglar alarm system monitoring the logical delivery space to allow
authorized deliveries within the logical delivery space and trigger an alarm if unauthorized

activity is detected outside the logical delivery space.
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