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MICROBLOG-BASED DOCUMENT FILE SHARING METHOD AND DEVICE

FIELD OF THE DISCLOSURE

[0001] Embodiments of the present invention relates to the filed of microblog
technologies and in particular to a microblog-based document file sharing method and

device.

BACKGROUND OF THE DISCLOSURE

[6002] A microblog is a user relationship-based information sharing, propagation and
retrieval platform. Over the microblog platform, a user can access web, WAP and
various client components and update text information of approximately 140 words and

have the information shared instantly.

[6003] In contrast to a blog for which a page layout is highlighted, the contents of a
microblog are merely consisted of several simply words and phrases, and in view of this,
there is a very low technical requirement threshold for a user, and its lingual
arrangement and organization are less restricted than the blog. Various APIs enabled for
the microblog enable a large number of users to update their own personal information
instantly through a mobile phone, over a network, etc. The microblog has a strong
grass-root nature and is widely distributed on various platforms including a desktop, a
browser, a mobile terminal, etc., and there are coexisting numerous business patterns or
multiple vertical sub-domains may come into being. User experience oriented
characteristic and essential functions are indispensable in any of the business patterns.

[0004] In existing microblog technologies, a mechanism has been available to share
picture and video files, but a mechanism to share a document file (e.g.. PPT, DOC, PDF
and other files) has been absent in the cxisting microblog. For document files in some
formats. there are some online sharing applications currently available on the Internet.
However, in these existing online sharing applications for the document file data, it may
be possible to retrieve the original document file data directly through a link, thus

incurring hidden insecurity of information for an enterprise.

[0005]  Furthermore, the existing online sharing of document file data fails to be as

rapid and popular with the audience as the microblog in socialized propagation.
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SUMMARY OF THE DISCLOSURE

[p006]  An embodiment of the invention proposes a microblog-based document file
sharing method so as to improve both the propagation of a document and the security of
document information.

[0007}]  An embodiment of the invention further proposes a microblog-based document
file sharing device so as to improve both the propagation of a document and the security

of document information,
[0008]  Particular solutions of the embodiments of the invention are as follows:
[0009] A microblog-based document file sharing method includes:

converting a document file into an SWF file;

format-confounding the SWF file; and

publishing the format-confounded SWF file over a microblog platform.

{0010] A microblog-based document file sharing device includes a format converting

unit, a format confounding unit and a file publishing unit, wherein:

the format converting unit is configured to convert a document file into an
SWF file;

the format confounding unit is configured to format-confound the SWF file;
and

the file publishing unit is configured to publish the format-confounded SWF

file over a microblog platform.

[0011} A machine readable medium includes a set of instructions stored thercon,
which enables upon being executed the machine to perform the microblog-based

document file sharing method.

[0012]  As can be seen from the foregoing technical solutions, in the embodiments of
the invention, firstly a document file is converted into a SWF file; then the SWF file is
format-confounded; and next the format-confounded SWF file is published over a
microblog platform. As can be apparent, with an application of the embodiments of the
invention, information propagation and the audience can be extended and therefore the
propagation of the document is improved through sharing with use of microblog
technology. Moreover the SWF file is format-confounded to avoid the possibility to
retrieve original document file data directly through a link and consequently also
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enhance the information security of the document.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] Fig.l is a flow chart of a microblog-based document filc sharing method
according to an embodiment of the invention,

{0014]  Fig.2 is a schematic comparative diagram of a microblog ID and a document
ID according to an embodument of the invention;

[0015] Fig.3 is a flow chart of an instant document conversion task according to an
embodiment of the invention;

[0616] Figd is a flow chart of a timed document conversion task according to an
embodiment of the invention;

[0017]  Fig.5 is a schematic diagram of the construct of a header of an SWF file
according to an embodiment of the mvention;

[0018]  Fig.6 is a schematic flow chart of allocating a key according to an embodiment
of the invention; and

[0019] Fig.7 is a schematic structural diagram of a microblog-based document file

sharing device according to an embodiment of the invention.

DETAILED DESCRIPTION

[0020f In order to make the objects, technical solutions and advantages of the
invention more apparent, the invention will be further described below in details with
reference to the drawings.

[0021] In embodiments of the invention, in view of the drawbacks in the prior art of
poor propagation of a document file, insecurity of information, etc., the document file
can be shared over the microblog social platform to thereby extend the sharing and the
audience.

[0022] Moreover in an embodiment of the invention, the document file is converted
into an SWF file, and the SWF file is format-altered. When a plaver requests for
retrieving such an SWF file, a public key is allocated to the plaver, only the player with
the public key can retrieve the SWF file, and the entire SWF file can be played only
after being reversely altered, thereby improving the information security of the

document.
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00231 Fig.l is a flow chart of a microblog-based document file sharing method

according to an embodiment of the invention.

[6024]  As illustrated in Fig.1, the method ncludes the following steps.

{0025]  The step 101 is to convert a document file into an SWF file.

[0626] Here the document file can be converted into an SWF file in numcrous ways.

{0027  Firstly the document file can be particularly a PDF file, a DOC file, a PPT file,
an XLS file, a TXT file, etc.

[0028]  Although some particular exemplary formats of the document file have been
listed above, those skilled in the art can appreciate that a format of the document file
will be neither limited to these listed particular forms nor limited to various document
file formats defined by Microsoft Corp., but will be any document format with a text
presentation or edition function.

[0029] The conversion process can be performed in various types of existing
application software. With the FLASH Paper software installed, for example, a DOC
file or another file can be dragged directly therein to generate an SWF file
automatically.

[0030]  In an embodiment of the invention, the document file can be converted directly
into an SWF file; or firstly the document file can be converted mnto a file in an
intermediate format, and then the file in the intermediate format can be converted into
an SWF file.

[0031]  For example, if the document files are a DOC file and a PPT file, then the DOC
file and the PPT file can be converted separately into SWF files directly through
corresponding format conversion facilities. Alternatively firstly the DOC file and the
PPT file can be both converted into PDF files, and then the format of the PDF files can
be converted into the SWF file format through the application software pdf2swf.

{0032] In an embodiment, a service to convert the format of the document file can be
performed through muiti-threading to decrease the waiting time. '
[0033]  For example, the document file can be converted into the SWF file through N
threads.

[0034] Where N = (X/10)>5 7 5 : (X/10), and X represents the number of pages of the
document file.

[0035]  The respective threads convert the pages of the document numbered X, Xo, ...,
X, respectively, where Xy mod N =0, X, mod N=1[, ..., X, mod N = N-1.
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[0036]  Thus the conversion speed can be improved by a factor of N due to the multiple
concurrent threads.
(0037} In a practical application, a user can firstly click document file(s) in a

microblog publishing box and select to upload the local document file(s) to a microblog
platform, and the microblog platform can convert the document file(s) into SWF file(s).

[0038]  After the user uploads the local document file(s) to the microblog platform by
publishing a microblog, a database of the microblog platform stores temporary data of
the microblog and binds a mapping relationship of the document file(s) uploaded by the

user with the temporary data of the microblog.

[0039]  Preferably the microblog platform can be an enterprise microblog platform so

that an enterprise can propagate and publish document files.

[0040] Fig.2 is a schematic comparative diagram of a microblog ID and a document
ID according to an embodiment of the invention.

[0041]  As illustrated in Fig.2, for example, the value of an Attach_id field in an entry
of a microblog data table is 456, and the Attach_id field will correspond to an entry with
an ID field valued 456 in a document data table, so that a path to a document file

(File_Path) can be located successfully.
[0042]  The step 102 is to format-confound the SWF file.

[0043] Here the original SWF file format is a dedicated format of the animation
designing software FLASH, which is an animation file format supporting vector graph
and bitmap and widely applied to the fields of webpage designing, animation production,
etc. The SWF file is also typically referred to as a FLASH file. The SWF file can be
opened by Adobe FLASH Player or a browser installed with an Adobe FLASH Player
plug-in.

[0044] A header of the SWF file is in the format as depicted in Table 1 below:

Table |
Field Type * Description
Signature 1D UI8 ID field:

“F* represents Uncompressed

“C” represented Compressed (Version 6 or later)

Signature ID UI8 This ID is typically “W™

Signature ID UI8 This ID is typically ~*S”
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Version Ul8 single-byte Version number of the file (e.g.,0x06

represents Version 6)

File length U132 The length in bytes of the entire file
Frame size RECT The size of a unit frame
Frame rate Ulle The number of frames per sccond, i which 16 bits

represented in the format 8.8

Number of frames Ull6 The total number of frames of a video

[0045] In an embodiment of the invention, the SWF file is format-confounded by
firstly performing an XOR operation on the header of the SWF file and then appending
a pseudo SWF header and a random string in front of the header of the SWF file
subjected to the XOR operation.

[0046] Fig.5 is a schematic diagram of the construct of a header of an SWF file

according to an embodiment of the invention.

[0047)  As can be apparent from Fig.3, a pseudo SWF header and a random string are
inserted to the header of the SWF file in place of the original SWF header to construct
the entire SWF file.

[0048]  The step 103 is to publish the format-confounded SWF file over a microblog

platform.

[0049]  After the step 101 and the step 102 are performed, that is, after the document
file 1s successfully format-converted and format-confounded, the microblog platform
can send out a signal indicating successful background conversion, update the temporal
microblog data to formal data and write it into a microblog database and thereafter
upload the format-confounded SWF file formally by publishing the microblog and send
the uscr a message prompting the availability of online preview.

[0050]  Furthermore in this method, the user downloads the format-confounded SWF
file over the microblog platform: and then reversely alters the SWF file through the
FLASH player in the browser and plays the reversely altered SWF file.

[0051] Moreover the user can download the format-confounded SWF file over the
microblog platform by requesting the microblog platform to allocate a public key;
recelving the public key returned from the microblog platform: sending a key generated
from a private key and the returned public key to the microblog platform jointly; and
recelving the format-confounded SWF file from the microblog platform after the key
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has been authenticated by the microblog platform.
[0052]  Specifically reversely altering the SWF file can include removing the pscudo

SWF header;, removing the random string by the length of the random string; and
performing another XOR operation to derive the original header of the SWF file.

(0053}  With such a series of processes, the FLASH player can process and play each
SWF file.

[0054] Format-conversion of the document file described in the step 101 can be
performed instantly by the microblog platform or can be timed on the microblog
platform to be performed.

[0055]  After the temporary data of the microblog is stored successfully. the microblog
platform can send a format conversion request to a conversion background server, and
the conversion background server can initiatc a process for an instant conversion service.
Of course, the conversion background server can alteratively perform a task to detect
timed conversion and convert again a document for which instant conversion has failed
to eliminate the probability of instant conversion failing due to some unpredictable
factor (e.g., the service request timing out, an instable network, code abnormality, etc).

[0056] A status code of the document file can be preset. For example, the status code 2
of the document file indicates successful format conversion; the status code 1 of the
document file indicates no format conversion; and the status code -1 of the document

file indicates format conversion failing,.

[0057]  Fig.3 is a flow chart of an instant document conversion task according to an

embodiment of the invention.

[0058]  As illustrated in Fig.3, this method includes steps 301-305.

[0059]  The step 301 is to set the conversion status of a document filc to 1.
[0060]  The step 302 is to format-convert the document file.

[0061]  The step 303 is to determine whether format conversion of the document file
has succeeded, and if succeeded, to proceed to the step 304 and terminate the flow; if

not succeeded, to proceed to the step 305 and terminate the flow:;
[0062]  The step 304 is to mark the status of the document file to 2.
[0063]  The step 305 is to mark the status of the document file to - 1.

[0064] Fig.4 is a flow chart of a timed document conversion task according to an

embodunent of the invention.
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[0065] The timed document conversion task can convert again a document for which
instant conversion has failed, to improve the probability of successful conversion.

{00661  As illustrated in Fig.4, this method includes steps 401-403.

[0067]  The step 401 is to retrieve a document for which conversion has failed. Here a
document in a status marked to -1 is retrieved.

[0068]  The step 402 is to perform a document conversion service on the document.
[0069]  The step 403 is to determine whether format conversion of the document file

has succeeded, and if succeeded, to proceed to the step 404 and terminate the flow: if

not succeeded, to proceed to the step 405 and terminate the flow;
[0070]  The step 404 is to mark the status of the document file to 2.
[0071]  The step 403 is to mark the status of the document file to -1.

[0072]  Afier the format-converted and format-confounded SWF file is uploaded to a
microblog platform, a user can download and display the document file.

[0073]  Online browsing of a document in a microblog needs to be performed through
a FLASH player, and the plaver needs to request for the SWF file, download the SWF
file and reversely alter the SWF file into the original file in order for successful parsing
and consequential online browsing.

[0074]  In order to enhance the information security of the document file, the file is
preferably downloaded and displayed in a handshaking-like protocol and by allocating a
one-time key in an embodiment of the invention.

[0075]  Fig.6 is a schematic flow chart of allocating a key according to an embodiment

of the invention.

100761  As illustrated in Fig.6, this method includes steps 601-604.

[0077] In the step 601, a player sends a document file download request to a
microblog platform to request for a document file to be downloaded and requests for a

public key to be allocated.
[0078]  In the step 602, the microblog platform returns a public key to the player.

[0079] In the step 603, the player generates a key from the public key and its own
stored private key and sends the key to the microblog platform for authentication.

{(0080] In the step 604, the microblog platform authenticates the key, sends an SWF

file to the player and invalidates the key.
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[0081]  After downloading the SWF file, the player further reversely alters the SWF
file and plays the reversely altered SWF file. A reverse alteration procedure can inchude
removing a pseudo header; removing a random string by the length of the random string;
performing another XOR operation to derive a true header of the SWF file; etc. Here a
document file in the PPT format can be further converted into the SWF format based

upon the ISPING technology to achieve the effect of animation playing.

[0082] Based upon the foregoing detailed description, an embodiment of the invention

further provides a document file sharing device.

[0083] Fig.7 is a schematic structural diagram of a microblog-based document file

sharing device according to an embodiment of the invention.

[0084]  As illustrated in Fig.7, the device includes a format converting unit 701, a
format confounding unit 702 and a file publishing unit 703.

{0085]  The format converting unit 701 is configured to convert a document file into an
SWF file;

foo86] The format contounding unit 702 is configured to format-confound the SWF
file; and

[0087] The file publishing unit 703 is configured to publish the format-confounded
SWF file over a microblog platform.

[0088] In an embodiment, the format confounding unit 702 is configured to perform
an XOR operation on a header of the SWF file and to append a pseudo SWF header and
a random string in front of the header of the SWF file subjected to the XOR operation.

[(0089]  Moreover the format converting unit 701 is configured to convert the document
file into the SWF file through N threads, where N = (X/10)>5 7 5 (X/10), and X
represents the number of pages of the document file.

{0090]  Preferably the device further includes a file downloading unit 704; and

[0091] The file downloading unit 704 is configured to download the
format-confounded SWF file over the microblog platform, to reversely alter the SWF

file and to play the reversely altered SWF file.

[0092] In an embodiment, the file downloading unit 704 is configured to request for a
public key to be allocated from the the microblog platform: to receive the public key
returned from the microblog platform; to send a key generated from a private key-and
the returned public key collectively to the microblog platform; and to receive the
format-confounded SWF file from the microblog platform after the kev has been

9
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authenticated by the microblog platform.

[0093] The document file can be particularly a PDF file, a DOC file, a PPT file, an
XLS file, a TXT file, etc.

[0094]  Although some particular exemplary formats of the document file have been
listed above, those skilled in the art can appreciate that a format of the document file
will be neither limited to these listed particular forms nor limited to various document
file formats defined by Microsoft Corp., but will be any document format with a text

presentation or edition function.

[0095] An embodiment of the invention further provides a microblog-based document
file sharing device including: a memory configured to store instructions; and a
processor coupled with the memory. The processor is configured to execute the
instructions stored in the memory and to perform the foregomng various embodiments of
the microblog-based document file sharing method. Moreover an embodiment of the
invention further provides a machine readable medium with a set of instructions stored
thereon, which enables upon being executed a machine to perform the foregoing various

embodiments of the microblog-based document file sharing method.

[0096]  As can be seen from the foregoing technical solutions, in the embodiments of
the invention, firstly a document file is converted into a SWF file; then the SWF file is
format-confounded; and next the format-confounded SWF file is published over a
microblog platform. As can be apparent, with an application of the embodiments of the
invention, information propagation and the audience can be extended and therefore the
propagation of the document is improved through sharing with use of microblog
technology. Morcover the SWF file is format-confounded to avoid the possibility to
retrieve oviginal document file data directly through a link and consequently also

enhance the information security of the document.

[0097]  The foregoing description is merely illustrative of preferred embodiments of
the invention but not intended to limit the scope of the invention. Any modifications,
cquivalent substitutions, adaptations, etc., made thereto without departing from the
spirit of the invention shall come into the scope of the invention.



CLAIMS

What is claimed is:

1. A microblog-based document file sharing method, the method comprising;
converting a document file into an SWF file;

format-confounding the SWF file; and

publishing the format-confounded SWF file over a microblog platform,
wherein format-confounding the SWF file comprises:

performing an XOR operation on a header of the SWF file; and

appending a pseudo SWF header and a random string in front of the header of
the SWF file subjected to the XOR operation.

2. The microblog-based document file sharing method according to claim I,

wherein the method further comprises:
downloading the format-confounded SWF file over the microblog platform; and
reversely altering the SWF file and playing the reversely altered SWF file.
3. The microblog-based document file sharing method according to claim I,
wherein converting a document file into an SWF file comprises:

converting the document file into the SWF file through N threads, wherein N =
(X/10y>5 75 : (X/10), and X represents the number of pages of the document file.
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4. The microblog-based document file sharing method according to claim 2,
wherein downloading the format-confounded SWF file over the microblog platform

comprises:
requesting the microblog platform to allocate a public key;
receiving the public key returned from the microblog platform;

sending a key generated from a private key and the returned public key

collectively to the microblog platform; and

receiving the format-confounded SWF file from the microblog plafform after
the key has been authenticated by the microblog platform.

5. The microblog-based document file sharing method according to any one of
claims | to 4, wherein the document file is a PDF file, a DOC file, a PPT file, an XLS

file or a TXT file.

6. A microblog-based document file sharing device, the device comprising a
format converting unit, a format confounding unit and a file publishing unit, wherein:

the format converting unit is configured to convert a document file into an SWF
file;

the format confounding unit is configured to format-confound the SWF file by
performing an XOR operation on a header of the SWF file and appending a pseudo
SWF header and a random string in front of the header of the SWF file subjected to
the XOR operation; and

the file publishing unit is configured to publish the format-confounded SWF file
over a microblog platform.
7. The microblog-based document file sharing device according to claim 6,

wherein the device further comprises a file downloading unit; and

the file downloading unit is configured to download the format-confounded
SWF file over the microblog platform, to reversely alter the SWF file and to play the
reversely altered SWF file.
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8. The microblog-based document file sharing device according to claim 6,

wherein:

the format converting unit is configured to convert the document file into the
SWEF file through N threads, wherein N = (X/10)>5 ? 5 : (X/10), and X represents the
number of pages of the document file.

9, The microblog-based document file sharing device according to claim 7,
wherein the file downloading unit is configured to request for a public key to be
allocated from the the microblog platform; to receive the public key returned from the
microblog platform; to send a key generated from a private key and the returned
public key collectively to the microblog platform; and to receive the
format-confounded SWF file from the microblog platform after the key has been
authenticated by the microblog platform.

10. The microblog-based document file sharing device according to any one of
claims 6 to 9, wherein the document file is a PDF file, a DOC file, a PPT file, an XLS
file or a TXT file.

[ 1. A machine readable storage medium, with a set of instructions stored thereon,
the set of instructions enabling upon being executed a machine to perform the
microblog-based document file sharing method according to any one of claims 1 to 4.
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