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Method 200

\'

Receiving, from an application server 108, details of a transaction including
identification data of a first transacting party of the transaction, a second party
of the transaction, and an agent 112 to fulfill the transaction

y

Generating an identification plaintext for the transaction

y

Identifying a first party keyset pre-generated for the first transacting party
based on the identification data thereof

y

Identifying an agent keyset pre-generated for the agent 112 based on the
identification data thereof

y

Generating a first party cryptogram 250 encrypted using the first party keyset,
the first party cryptogram 250 including a first party ciphertext 252 encrypted
using the agent keyset, the first party ciphertext 252 including a first party
plaintext 254 representing the transaction identification plaintext

y

Generating a first agent cryptogram 270 encrypted using the agent keyset, the
first agent cryptogram 270 including a first agent ciphertext 272 encrypted
using the first party keyset, the first agent ciphertext 272 including a first agent
plaintext 274 representing the transaction identification plaintext

I
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Method 200

\
|

Communicating, to the application server 108, the transaction identification
plaintext and the first party cryptogram 250 for the application server 108 to
communicate to a first electronic device 120 of the first transacting party, the
first party cryptogram 250 decryptable using the first party keyset to extract the
first party ciphertext 252

\ 4

Communicating, to an agent server 116, the transaction identification plaintext

and the first agent cryptogram 270 for the agent server 116 to communicate to

an agent electronic device 114 of the agent 112, the first agent cryptogram 270
decryptable using the agent keyset to extract the first agent ciphertext 272

\ 4

Receiving, from the application server 108, a first party message after the first
electronic device 120 has received the first agent ciphertext 272 from the agent
electronic device 114, the first agent ciphertext 272 decryptable using the first
party keyset to extract the first agent plaintext 274

y

Receiving, from the agent server 116, a first agent message after the agent
electronic device 114 has received the first party ciphertext 252 from the first
electronic device 120, the first party ciphertext 252 decryptable using the agent
keyset to extract the first party plaintext 254

Verifying the first transacting party and the agent 112 to facilitate fulfillment of
the transaction, wherein said verifying of the first transacting party is based on
comparison of the first party plaintext 254 extracted from the first party
ciphertexts 252 against the transaction identification plaintext communicated
with the first agent cryptograms 270, and wherein said verifying of the agent
112 is based on comparison of the first agent plaintext 274 extracted from the
first agent ciphertext 272 against the transaction identification plaintext
communicated with the first party cryptogram 250
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Encrypted and decryptable using the first party keyset

Encrypted and decryptable using the agent keyset

Transaction identification plaintext L

Encrypted and decryptable using the second party keyset

Encrypted and decryptable using the agent keyset
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Security Registration
Process 300

\

Receiving, from the application server 108, a registration request for the first
transacting party and including identification data of the first electronic device
120

y

Receiving, from the agent server 116, a registration request for the agent 112
and comprising identification data of the agent electronic device 114

y

Generating the first party keyset based on the identification data of the first
electronic device 120

Generating the agent keyset based on the identification data of the agent
electronic device 114

y

Communicating, to the application server 108, the first party keyset for the
application server 108 to communicate to the first electronic device 120

y

Communicating, to the agent server 116, the agent keyset for the agent server
116 to communicate to the agent electronic device 114
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Computer Handshake 450

Decrypting the second party
cryptogram 260 using the second
party keyset to extract the
second party ciphertext 262

y

Sending the second party
ciphertext 262 to, and receiving
the second agent ciphertext 282
from, the agent electronic device

114

A 4

Decrypting the second agent
ciphertext 282 using the second
party keyset to extract the
second party plaintext 284

y

Comparing the second party
plaintext 284 against the
transaction identification plaintext
communicated with the second
party cryptogram 260
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Computer Handshake 460

Decrypting the first party
cryptogram 250 using the first
party keyset to extract the first

party ciphertext 252

y

Sending the first party ciphertext
252 to, and receiving the first
agent ciphertext 272 from, the

agent electronic device 114

A 4

Decrypting the first agent
ciphertext 272 using the first
party keyset to extract the first
agent plaintext 274

A
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plaintext 274 against the
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Computer Handshake 550

Decrypting the first party
cryptogram 250 using the first
party keyset to extract the first

party ciphertext 252

y

Sending the first party ciphertext
252 to, and receiving the first
agent ciphertext 272 from, the

agent electronic device 114

y

Decrypting the first agent
ciphertext 272 using the first
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agent plaintext 274

Comparing the first agent
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Computer Handshake 650
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Computer Handshake 660
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