; rse3eaRbam46Th9A. 17 JUN 2004 SYSTEM AND METHOD FOR MULTI PROCESSOR

MANAGEMENT GOVERNMENT RI GHTS The invention was made with United States

- Governnent su Contract No. DAAE30-95- C- 0009 awar ded jily ke
Uu.s. Arny. ThmmwmmmmMﬁmmmrhas certain rights to this invention. BACKGROUND

GF THE | NVENTI ON Igﬁ present invention is related generally to the field of

mi cr oprocessors. 1 For e particularly) the present invention is related to

tthhe managenent of nultiprocessors and/or distributed nultiprocessor

ystems. Ml tipl e gySFEMOMUBMETHONFOR MILENPRERIECHDRINAGESE B EIY Pt s
enerally range froma multiprocessor systemw th relatively | ow bandw dth

ijnt erconnects to systens where hi gher bandw dth interconnects are desired.

Hn‘15 both environnments, and in particular where nmultiprocessor systens

provi de | ow bandwi dt h i nt er connecGOVERNMENT RIGHES| sof tware across the

qulyiple processors; there is a need for systens andl or met hods for

iint'egrating, testinghangveltiongghdGads ity URRERSeTes GRbrhshtrduppbRbinder

i:nt erdependent systens. An exanple of a multiprocessor system having

i.nt er dependenci i e Sie_ ARA I Ve Fheld Artillery

Syst em (AFA%) , d\?ﬁ?‘ut%‘%t Ms} Qg‘gglr#) %é’r?;@’?ia rhbl%?ggrt@ %%@‘ r.Jrhﬁé"@rUg‘EBgr

€l ectronics systemincludes a dozen separate nodul es, each having two or

tthr ee processomasZedain pgtits ip this inventigyy 2004 --z interconnected and nostly

dependent on each other, The 'software that runs each nodul e i's dependent on

software in nost of the other nodules. Integration (e.g.) timng

synchroni zation), naintenance. (testing and 5 debuggi ng) and operati onal

nanagement (e.g.) conmunicatigAcREROUND @ﬁ}p,ﬁéqﬂi\,ﬁﬂ;,gwgram execution) in
mulit i processor environments i5. ' 3 I he t hese

iint er dependenci es. | of the nodulés in mul t| processor systens typically
have to be synchronﬁlf‘gcf”?%ergﬁa’reag‘én 5H8\a&gﬂmr@g@ tB?%ﬁ@r?fﬁ'cmr%cﬁéFg'ﬁor or
tjechni cian may need to be able to test parts of the 10 entire

iint er dependé@nt Meret partigbiayuthetiiesentningeligpre vl dalatetb doltbs menageméhieot ed,
(le.g., ceasing operation). Another prior art systemis described in WO 94

06078 A, whi ch rHeisprdcbesors ahefr digiithadd andliisisebesBrishtenged to perform.
don-real tinme testing

Multiple interconnected and/or interdependent processor systems
generally range from a multiprocessor system with relatively low bandwidth

interconnects to systems where higher bandwidth interconnects are desired. In

15 both environments, and in particular where multiprocessor systems provide low
bandwidth interconnects with distribﬁted software across the multiple
proceséors; there is a need for systems and/or methodé for integrating, testing
and debugging ana/or managéhent of distributed, interdependent systems.

An e.x:.:\mple of a multiprocessor system having intérdependencies is the

20 U.S. Army’s Crusader Advanced Field Artillery System (AFAS), which is a self-

| propelled milifa& Honitzer. FThe Crusader eiectronics system includes a dozen

separate modules, each having two or three processor cards that are

LT
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via pre-scripted instructions of a business transaction and . tracking
system | S invol ving human interaction and testing intervention. The
current.nul tiprocessor solution for managenent) and to ensure proper
synchroni zation and operation, is to essentially break a system {ptgj it
separ at e nodul es/ conponents and test each nodul e separately. Wth current
systems and nethods, nodul es are each tested one at a tine while 20
everything else in the systemis sinulated. Current systens and net hods
general Iy handl e one processor and/or associated nodules at a time, Wat is
needed are apparatuses and net hods that enable?+eliable integration,
synchroni zati on, naintenance and managenent of conplex multiprocessor
systens without intgrendphhanedtnt hsentbpendeysberksh ofper.affhersoftwate that ink
livd 2C14 2A BRI EF SUMMARY OF THE | NVENTI ON The foll owi ng summary of the
invention is provi degchh anb@ae! ist aéger@Bnt on Software innfnesZraf| theuntterstraddesg
of sonme of the innovative features unique to the present invention) and is
not intended to be pifgbtioflessni,pttinding AyhtHrbniz@ungci mbintenaotet hgestiagi g
aspects of the invention can'be gained by taking the entire specification)
.. claims, draw ngs, dgapshampt lzaat cperalionhiolnganagemEie [l s extimronieatioronand/or
provi des a system for nmanagi ng the operati on and nai ntenance of conpl ex

nul tiprocessor syst §§f§chréﬁiz&?§x@>gﬁb%ﬁ1@ﬁewtibm IRMRUIRSBESSsoPénVifldR Mhes BNdifficult in
invention, a systemis disclosed for managing a multiprocessor system

includes a core progaRsATthé Mh&RMMEMGRhUORIM. t Al @F theersbulesen rembltprocessor
processor or process or thread or tasks running on at | east one 10 nachi ne.

A core processor | ngﬁﬂéﬁlést.yﬁlcbﬂy tHage dbSbé | YHEMBnRE® QB SEmSFatehmad gtorhmusicalal
or .external communication channel s such as nessagi ng queues, packets, bl ock

transfers or sharedpfRpeRyY ASCEHSSTRR of REhARID REPVEEET besble to test parts of the
s?/nchroni zation, |ogging, and managenment operations to the distributed
p

rocessors. An agentnfiraginfdSpiiiieas sgstemr whiout NdtRem intdreéeperaiesio chaddeks \einl
the | S core, provides operation-related data and software froma

conbi nati on of user aifedied {ag.ceeaunty cdrafiages to the core during its

i ht eraction with the distributed processors. Target agents associated with
the distributed processonsothecerive art systeranidsdéscahed He \W6r &4 DaPGRtA.aybishs
can access a library nodule for an extended command set for processor
managenent . describes a test method and system intended to perform non-reat time testing

I ’
i via pre-scripted instructions of a business transaction and tracking system

1 15 involving human interaction and testing intervention.

The current. multiprocessor solution for management, and to ensure
propér S)}nchroniz'ation and operation, is to essentially break a system into
separate modules/components and test each module separately. With
current systems and methods, modules are each tested one a‘t a time while

20 everything else in the system is simulated. Current systems and methods
generally handle one processor and/or associated modules at a time.

W.ha’tvis needeéd are apparatuses and methods that- epable reliable

integration, synchronization, maintenance and management of complex

| multiprocessor systems without interruption of the entire system’s operation.



20 I'n accordance with another aspect of the present invention, parts of a
conpl ex system can be sinulated in hardware andl or software, integrated or
~ 1 ~Uw ~c~4 standalone, in order to maintain .integration and _
ynchroni zation, while the sinulated part is being serviced {e.g, tested,
nai nt ai ned andl or debugged). In yet another aspect of the presen% S
nvention, staged testing of distributed processors bel ongi ng th HHQZML

ul tiprocessor systemallows different 5 pieces of a nultiprocessor system
0 be phased out while the nmultiprocessor system sinulates the m ssing
onponent. Furthernore, necessary nodul es of-phe-entire system can be -

i mul ated to thé nodul e undergoing testing. Testing of nodul es can proceed

ne at a tinme or in plurality begrUESBMMARY IGF THEIINVERITGONI re system can
e simulated in the test environnent. 10 The novel features of the present

nvention wi |l becone appyy @idwihg sbhasy ef the khlehtibmistdreviasd tdi@eilitate an

xam nation of the follow ng detailed description of the invention or can
e learned by practice .of the present invention. It should be understood)
however, that the detailed description of the invention and the specific
exanpl es presented, white indicating certain enmbodiments of the present 15

(7))
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invention, are provided for illustration purposes only because various
changes and nodifications within the spirit and scope of the invention wll
becone apparent to those of skill in the art fromthe detail ed description

THE DRAW NGS The acconpanying figures, in which |like reference nunerals
refer to identical or functionally-simlar elenments throughout the separate
views and which are incorporated in and formpart of the specification)
further illustrate the present 5 invention and, together with the detail ed
description of the invention, serve to explain the principles of the
present invention. Figure 1 is a block diagram of conponents of the
ipvention that ‘can interact during managenent of a mnultiprocessor system
Flgure 2 is a block diagramof a core nodule of the present invention 10
havi ng nmessage routing capabilities through internal or external
conmuni cat i ons;

gt'the invention and clains that foll ow 17 .1U d 2704 BRI EF DESCRI PTI ON




Figure 3 is a block diagramof a script interpreter nodule of the present
i'nvention; Figure 4" is a block diagram of a master target agent that can
. be used 15 with the invention in the managenent of nulti pr ocesspl s y§t em
and Figure 5 is a block diagramof a target agent nodul e of the present
i:nvention. DETAILED DESCRI PTI ON OF THE | NVENTI ON 20 The invention provides
a tinme synchroni zed, flexible, programuahl e} _system for managi ng a
plurality of processors, for integrating a plurality 17 JUd 2~~4 -. 6
.-- plural, int r sar §..a : S

can be found insbngﬁgf‘%?jw tozl%gg%}nﬁgaﬁggéﬁ%etf%%ng?"cg%agéqgﬁd%%ggg@
aévi ation, nedical and manufacturing systemtechnal ogi es. The invention is
al so useful in Byshiéemn angds nphicée thege fldFdesceptionub dul! gerregiatien of the
Ref erring to Figure 1, a schematic |ayout of nodul es operational within a
system 100 fox tagousraapendts of themvention can béd gaihedbgdakity teomsing spédiadation e
ilnportant to managenent of a nultiprocessor systemare the core 101, script
interpreter 102 ' b S 5. In a distributed

nul ti processor g?ﬁrﬁ%#bﬁ}ﬁ&s&&%%fn%ﬁ%@%} %P"S?a'i ty of target agents |03
assigned to each distributed processor 105 in the system 'An associ ated
plurality of5naster {3 Qéﬁseﬁbg‘ﬁ?gt'oﬂ p2viden ayeiehp iRy anagingihgaresiiontand1 03
at each distributed processor 105 of the nmultiprocessor system as will be
apparent to thosmistknbhesd of motpdexantultifvhseesor tsystpets. ade rdccoidhceanitio peeat e
icjn support of the target agents 103, but are not essential as wll be
escribed in no taf : kst gt | 06, S . 01
and script int e%g?‘gcﬁeéf %{%%r\%‘% rghﬁ‘ggﬁeﬁeaf g;?!i%rlgn?s r gﬁ%&;‘d&cgﬁ Pﬁdln%%n%t Fl?e

di stri buted, rrultiI r ocessor g st.r?%é 00, For exaréBI £ Sun. V\Or ksﬁat{lon (T™M
1106 woul d provi JEMRIECITRETYOHAI T TY e PP B P hE” CONTHBIRYHY™ I5PLIEBH of
tihhe system The workstation 106 is where command files and the test scripts
depl oyed wi t hi nonRdemete PREEEKBF PXEese ®r direaf firdephfetusiinghantat deastioneed.
The workstation 106 is where the basic time base is maintained for
synchroni za§ onneeshisgsS Auddre [Precekisst ntbracedwith dhe sstrisuted prodéssesaharigh
gents 103, alone or in cooperation with associated nmaster target agents

04, execute at;gagh) of &REmd %Hrhwaegtsﬁ%sﬁﬁ&gss&%a& %&&g@ygstq%he

17
S
Uu 2al104 A user would interface with e workstation 106 through a GU

G aphi cal User Interfac 108 and/ gqr conmmands from any. i nput device 109

o o Keyboar dPeCSIiah rEPE BNy e IATea T SR o o CH B YRGS 55
nterpreted and , executed at the core 101. The core 101 connects active
onponent s r unnisichsANiZABOB Y KOS naNd BRRedenen opeTatignestos dhe istesutedn be
ead fromthe system The values can be applied to an external stimuli.

i gnal i ng i s usefbdessbrestAn egeticerpine esgoas atderiptiplerastec iast ecatedvgi the
agents 103. A sinulation nodule 110 (e.g., system and/or software) provides
| osed- 1 oop5esichiy rAREEY bhdrabSni@alddtdaty 3heTorhafe fbMH 85inBMalBe vt Gsek10
an provide the nultiprocessor system 100 with hardware sinulation. The

i nul ati on nodul 10 can, i,nclude hardware that .provides variQus.si.gnal,s to
o duar e under odMREETEC T PERASSs FAEARS dNBh R R A e SRR S
eeded, for exanple, in closed-loop .testing. Signals can be provided
irectly from t tpeogdsanlsat Taraehegrte asaeriatgd it thgrdistiibelgdmrecassers rHeseiveor e
01 controls the sinulation nodules 110 interaction with target agents 103.

he core | 01 carodinsandd fumnfthersosafl Terdet agedit Garl ac@rBer Mbrans itduikt fopBA
equired in the system 100a Referring to Figure 2, the core 101 for the

nvention is illdsifRbGSMAaAREE BFpAIdessdiifanagement.

Q
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20 In accordance with another aspect of the present invention, parts of a

complex system can be simulated in hardware and/or software, integrated or



core 101 can interact wth other system conponents through nessage queues
201 . Plural queues 201 add separate nessage pipes to targets stationed with
renote processors of the nultiprocessor system A separate congrthzk&ons
channel can be provided to each of the processors in the syste \ sage
passi ng task nodul e 203 takes cafe of synchronizing and prioritizing al
message traffic depl oyed across the systenmyto the various targets. 17
JIi~~ 2ull4 -- s Referring to Figure 2, the core 101 for the invention is

illustrated in re. detail. The core, 101 can.nteract with of her system
conponents thrd a}%@%{aeoraﬁregoeﬁaéﬁtfm BIGeAtoy §y%{°@aﬁﬁ%p‘ﬁﬁi‘? ihe
message pipes to 4 targets stationed with renpte processors of the

frul ti pr ocessor siygatath paxt B baiphsavicesoiermriesiadi mamtaihehast/oc aebbgoed)ovi ded
to each of the processors in the system A nessage passing task nodul e 203

takes care of synchiprjeti sbtREd aBpeel iof ithe NBredbht RERBOE, LIRfdd Gedifi Byed
across the systemto the various to rgets. A second set of queues 202 can

comuni cate with . th cript interpreter 10 102. The plurality of eue
5011202 onabl e G iRHed FebtryRRBaghE e M Butinmeiel Sifridinredtien
testing is thereby be possible with the present system The nultiple queues
2011 202 enabl e pigaes| af ghewiliproeasage fesiemaiodoe rbatad ewt whilepther multipcedasser es
Wi thin the nultiprocessor system Activities can; for exanple) include

sof tware scri plsysiemn sigiumes she msingacdrapena®r FuaRemre eesbhryaned@bs bf S
user interfaces. Plural inputs are taken froma test environnent by the

core 101 r and . { i . C #1071 :
Cdenti Ty what (0 SorecuR i S He ARt Mol EmaciR PR TERh
sent to and nanages, plural nessage order and priorjity. Referring to Figure
3) a script in'toémdé{?%?cﬂ@ﬁr%ﬁﬁaéonﬁr%rﬁ WG e4Iin ﬁﬁt@ﬁégég"’“ﬁ? abhergag of fie
software andl or data during multiprocessor system nanagenent (e.g.,
operation and. texdite syptemcandsksimdaiegiretrer te8bdnvieneiends commands from ~ ~
guo 1d04 - g. '

i 10 The novel features of the present invention will become apparent to those

of skill in the art upon examination of the following detailed description of the
invention or can be learned by practice of the present invention. It should be
understood, however, that the detailed description of the invention and the specific
examples presented, while indicating certain embodiments of the present
15 invention, are provided for illustration purposes only because various changes and
modifications within the spirit and scope of the invention will become apparent to
those of skill in the art from the detailed description of the invention and claims that

follow.



t he user interface 109 and can read software fromscript files 305. The
interpreter 304 interprets scripting |anguage. The interpreter 304 in sone
. enbodi ments has access to libraries. A set of standard .librarliledi38: can
be included as part of the systemto enables interfacing with plural
argets) and i 5 allows for operational managenent locally with the
workstation and renotely at targets. AlL-data can reside in the databases
01- 303 or el sewhere as will be apparent to those skilled in the art. The
arget nane dat abase 301 caBRIEF DESGRIPTIONOF THESDRRWINGSpPri se the pl ural
argets are identified. The script |ogging database 302 I ogs all occurrence
uring the testing [ Qr 1 on., For. I I ents
hat occur during tgghde’i %Bcgﬁ%ﬁlﬁlé}g’ “Eer%e "?(y"ehﬁéfg? %:Z?fleé%ﬁ%f h?@%g;{??\;%feag a

r, scripts needed to evaluate test results. A periodic data nmanager 307

ol l ects data fidenticahy fHRelicpalasimipaelgeests thireoheiftitiriperalaieyisvnarserhigo 7
an be tine correlated to any frequency necessary to synchronize with and
btai n data frosetingipdratedintandifomipsare ofliheapatificdive, fuethbhitusitdle thiedregent
ogged into a data .l oggi ng database 303. A data i |oggi ng dat abase 303
iffers fromth i I 1 : -' : i

oggi ng dat abastS0sEans S8 HEr b ETEEE doReiiteh, Gk bl BLL RS
provi ded throughout the system for execution, The data in the data | ogging
dat abase 303 cafxmainithi BRRGIRIPS AT terTep@NIoMERlIMRd as a result of 20 commands
operations. The tine base between |ogs for the two databases is

synchroni zed so t hat Figanreeinigsa déockbaiagrent loé domipbhexitst af the inesntlansthat cdn

Jl ~~u 2~i~4 -10 Referring to Figure 4, a diagramof a target agent 103 is
shown. The targ ; Dok Berd-Qdi . 1 oggi ng nodul e 401
han | ogs data @Ee@g{fﬁﬁ\}%@ﬁ%@gﬂ %*g«fm@lltl gadtegrgggstﬂg%@ht 103 receives
ommands fromthe cog,e 10?_ wh'bch can be fforwar'ded b% t.fgs core 101 f{.omthe
cript interpreter 169Yea< i§ BOLCK HrAat & &9'e HRAVIEGfJRE PX Ingation
ecei ves scripting commands) interprets. them and executes) or assists the
rocessors 1 eReviogi ngessdge copwingds capabildigsi r bougtbmintetal caor i AR,

or exanple, halt the processor to regain synchronization, obtain a

peci fic subroutbmendricatiBasappl i cation, read data froman 1/Q, etc. The
eriodic data | oggi ng nodul e 401 can generate data 10 stored in the data
oggi ng dat abase 403 Mo [Fig ; F RS 1

appropriate tinme st aﬁ%ﬁlr%% o'rgr?a llz)%}lr\l/&gwﬁ é?%? %ﬁﬁoﬁg}%éfgg&gdg# %*rltg%irbg%segrt]

ext ended conmand set to the target agent. A conmand set, for exanple,

enabl es 1/ 0 car f%ENHP®r f aces andl or i communication to the OSS. The
I
t

—+

QOO0 0. Q. W

QT O

i braries nodul e 402 provides resident 15 resources associated with the
ar get agent 103 for Figwadhisce bioekwlidaismtal doeaster target agent that can be used

i 15  with the invention in the management of multiprocessor system; and
! Figure 5 is a block diagram of a target ag"e‘nt module of the present

invention.

DETAILED DESCR)PTION OF THE INVENTION

20 The invention provides a time synchronized, flexible, prograrhmable,

~ system for managing a plurality of processors, for integrating a plurality -



managed and turned into the specific OSS-type commands for the targeted
processor. A nmaster target agent 104; shown in Figure 5, can be assigned to
target agents 103. The master target - -agent 104 can include a coqrzrsmﬁlz
interpreter 20 501 for receiving/transmtting nmessages fromthe co %1
andl or workstation 105. The master target agent 104 is deployable at the
renote processor as 17 JUFV ~~WUW4 -11 needed to receive and manages

oper ational nessages and/or data for tdie_target agent 103 the naster target
agent 104 is assigned to. The master target agent i 104 is able to organize
mul tiple tasks for the target agent 103 _and nifors the target agent .
througI‘P%HI' Al YE O R HicR o PToREasorsT %{ee Hﬁéaterﬁaxtag]ipge?‘t Oéé‘é‘ﬁ‘[ S Sgeimi §g%thee gmﬁ g"
interface with applications 403, operating system services (0SS) 504 and/or
propr i enditgrysysleeomsmnidaties, 565.0rihe. O8Gei adgevietien, | pekpdwindasnaguittongwar e
| ayer that nanages the comruni cations with an operating system Messages
from cofyeemt ltbclgRNS 6. | YTh Ghwrgl@os oRMEBs susefid| Br seiddras thAnpkeesivagese oaY
not have to go through a nmaster target agent 104 as will be apparent to

t hose Ki i he art. The primary purpose of the nmaster target agent
104 |s]tﬁ%ﬂ|§lhlkég$5 géxé%éﬁth the target agent 103, nonitor its operation) and

manage i nfor ion framthe core to the target ent 103.as.it suppor t he
renote proces$ Tl?%t‘?/\ﬁigé’ﬁe"ta?@eﬁg? jﬁi’@&? Oﬁ"%@dﬂf‘igf’ﬂﬂm‘?ﬁ?&ﬁl@éﬂ ?éﬁ?@éhgto

i npl emrent nul tiprocessor 15 managenent are the core 101, script int erlpret er
102 andoath¢ presentt inyentingetillagiand Covpdppitbyhad ap ivppatanf Engranggenent of a
processors of a nultiprocessor system GCenerally speaking) the script

i nt er priatkiprd@2sirssuem aregbt cok IOdMmmaipdsSnitgretthé0Z; ane didinited prrictsset 1&e
conmuni cation with a set of target agents 103 assigned to various

process@r §. dii@usdd mfitiprabeser %&Q&m,l%ré arodlfest &epdralie of ehiges 2éntd @88 20
comands to system conponent. nmmands i nclude data transm ssion, program
and/ or : ' j . [ 0N Abr ; iJ3t ~ 7
3 e B R o O R P eE " 47| S50 b PRy st
103 so re. all rKi Lt h ] f ¢ The
argor ‘Sgeheeirsd Ul B e ke b e B o LB S RYRE Bris R 305 s

processgrs WL Lhe, SYSLemaN 2 Sreeul® SOIBanS: 9L 2hot i gkl 8

104 can operate in support of the target agents 103, but are not essential as will be described

in more detail below. A workstation 106 can house the core 101 and script interpreter 102,
which provide for centralized control of the distributed multiprocessor system 100.- For
example, a Sun Workstation (TM) 106 would provide the functionality reguired by the
coqtrol]ing portion of the system. The workstation 106 is where command files and the test
scripts deployed within the multiprocessor system are interpreted and transmitted. The
workstation 106 is where the basic time base is maintained for synchronization across
multiple distributed processors 105. The target agents 103, alone or in cooperation with
associated master target agents 104, execute at each of the distributed processors 105 in the

system.



-1 3- Cainms 1'~ Juf~E Z~i~14 | . A systemfor autononously managi ng

mul ti processors conprising at | east one workstation in comunicati ﬁ)n mtt}
at | east one nmaster target agent, said workstation further conpri si |l1d v il
core, said core incorporated in said at |east one work station, interacting
with at least one distributed processor through comm~zuni cation channel s,
said core providing test, synchronization and managenent operations to said
at | east one distributed processor ; and @ script interpreter, associated
with the core, said script interpreter fox providing real-tine

oper ati on-rel,a -Sof twar. 2. conhj ' 0 St r es,
command fi l eé‘, Efegsggglgrﬁg sa%gr?dl){\{grtﬁedg{oa é@leogl {f‘gg glg]irogglggrg uﬁlﬁ }ﬂ%?ﬁeﬁg%re' S
interaction with said at |east_one diststribut g processor. 2. The stem
of O ailwerfagmbl @3 ANYST EOBBRBILI O BByt wﬁ@ deEe eV P SaPFeE(STEm
including said at | east one distributed processor, through a sinulation
nmodul e.erBeredtue they Stpetrdeficl] 9,mnt, arphimegireied and caerueedortobt dgex ber ¢ evial
sinmulations for testing of said system including said at | east one

di stri bupiedoiceG a9t cothponfifts SutHHEbO theCdyRtem land falithhREof el 9ogvadues
nmessage passing task nodul e for managi ng at | east one communi cati on between

sai d at.Jeast..one, Mesd %ﬁaﬁnggggmﬁgk& P?%%@% Vet sk & \ﬁi.ns@ame{iei n

said nmessage passing t e priori conmuni cati on between sdl

core and at | east one distributed processor. 6. The_ systemof Claim1
r x~her e135¢48i'G" E%F?tﬁtpr?%tg%?rf)ﬁ’é?‘iﬁ‘ %B‘?ﬁ’rﬂﬁﬁ?ﬁa&geésagﬁ“?ﬁoit | east one dat abase

mul ti processor nmanagenent resource. 7. The systemof CGaiml1, fuz~. her
conpri si ng aAsEFIYRALANCREING 1d8t(alaSEsPExanssapIail A e)aRVIGES EDRPRINPD testing
operations occurring between said core and at | east one distributed
pr ocessaapabilities 1o the systeoy Thelsimulation module 110 can provide the multiprocessor system
100 with hardware simulation. The simulation module 110 can include hardware that
provides various signals to hardWare undergoing testing. The simulation module 110
simulates signals needed, for example, in closed-loop testing. Signals can be provided
directly from the simulation module 110 to the target agents 103. The core 101 controls the
simulation modules 110 interaction with target agents 103. The core 101 can also draw from
software assets 10 generate simulations required in the system 100.
Referring to Figure 2, the core 101 for the invention is illustrated in more detail. The
) core 101 can interact with other system components through message gueues 201. .Plura]
queues 201 add separate message pipes to tafgets stétioned with remote processors of the
multiprocessor system. A separate communications channel can be provided to each of the

processors in the system. A message passing task module 203 takes care of synchronizing

and prioritizing all message traffic deployed across the system to the various targets.



8. The systemof Claim1l, wherein said distributed processors further

conpri se an associ ated tal-get agent for receiving commands fromsaid core
9. The systemof Claim8, wherein said target agent further co ri.ﬁes- a
|'ibrary nodul e for providing an extended command set to the taggellu dilint
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and a correlation between queues is made. The coré 101 can identify what
target servler (target agent) a meésage or command must be sent to and
manages plural message order and priority.

‘ - Referring to Figure 3, a script interpreter 102 draws from plura‘I databases
20  301-303 for software and/or data during multiprocessor system management

(e.g., operation and testing). A task interpreter 304 receives commands from .
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I . interpreter 304 interprets scripting language. The interpreter 304 in some

embodiments has access to libraries. A set of standard libraries 306 can be

~included as part of the system to enables interfacing with plural targets, and

5 allows for operational management locally with the workstation and remotely at

targets. All data can reside in the databases 301-303 or elsewhere as will be

apparent to those skilled in the art. The target name database 301 can be

) where all entities that comprise the plural targets-are identified. The script

logging database 302 logs all occurrence during the testing and/or operation.

, 10 For example, time logging of ‘events that occur during testing simplifies the
identification of relative data or scripts needed to evaluate test results.

A periodic data manager 307 collects data from any and/or all targets.

The periodic data manager 307 can be time correlated to any frequency

necessary to synchronize with and obtain data from targets. Data is made

15 available to the GUI and/or logged into a data logging database 303. A data

) logging database 303 differs from the script logging database 302 in that data
in the script logging database 302 can be used to keep track of command

operations provided throughout the system for execution. The data in the data

logging database 303 can be information that is. obtained as a result of

20 commands operations. The time base between logs for the two databases is

synchronized so that commands can be matched with data or results.
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target agent 103 can include a periodic data logging module 401 that logs data
at variable frequencies. : The target agent 103 receives commands from the core
101, which can be forwarded by the core 101 from the script interpreter 102 (as

5 described before). The target agent 103 receives scripting commands,
interprets. them and executes, or assists' the processors in executing, the
commands if required. Cbmmands can include, for example, halt the processor
to regain synchronization, obtain a specific subroutine in the application, read

“data from an /O, etc. - The periodic data logging module 401 can generate data

10  stored in the data logging database 403 (Figure 3). Module 401 transmits data

with the appropriate time stamp information.
i : : A Library module 402 can provide an extended command set to the
‘target agent. A command set, for example, enables /O cards/interfaces and/or
communication to the OSS. The libraries module: 402 provides resident
15  resources associated with the target agent 103 for standard commands to be
managed and turned into the specific OSS-type commands for the targeted
processor.
A master target agent 104,'shown in Figure 5, can be assigned to target
agents 103. The master target agent 104 can include a command interpreter
20 501 for receiving/transmitting messages from the core 101 and/or workstation

o 106. The master target agent 104 is déeployable at the remote processor as
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104 is able to organize multiple tasks for the target agent 103 and monitors the
target agent through a target monitor 402. The masterrtarget agent 104 is able
to interface with applications 403, operating system services (OSS) 504 and/or
proprietary system services 505. The OSS is generally known as a middleware
layer that manages the communications with an operating system. Messages
from core will generally include commands and/or data. Many messages may
not have to go through a master target agent 104 as will be apparent to those
skilled in the art. The primary purpose of the master target agent 104 is to
interface with the target agent 103, monitor its operation, and manage
information from the core to the target agent 103 as it supports the remote
processor to which it is assigned.
The minimum modules required to implement multiprocessor
management are the core 101, script interpreter 102 and at least two targét
agents 103 deployed with at least two processors of a multiprocessor system.
Generally speaking, the script interpreter 102 issues a set of commands for the
core 101 to initialize communication with a set of target agents 103 assigned to
various processbrs. The script interpretef 102 can then send the series of test

commands to system component. Commands include data transmission,

- program and/or subroutine execution, and synchronization break or set points.
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working with the same time sequence/reference. The target agents 103.
facilitate the integration of associated femote processors with the system and

5  execute commands dictated by the scﬁpt interpreter exactly.
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comprising:

a core, said core incorporated in said at least one work stalion, interacting with
at Jeast one distributed processor 1mough communication channels, said core providing test, '
synchronization and management operations to said at least one distributed processor ; and

a script interpreter, associated with the core, said script interpreter for
providing real-time operation-related data and software from a combination of user
interfaces, command files, test-scripts and/or databases to said core during the core’s

) interaction with said at least one distributed processor.

2. The systemn of Claim 1 wherein said core provides closed-loop testing of said

system, including said at least one distributed processor, through a simulation module.

3. The system of Claim 1, wherein said core provides operational simulations for

testing of said system, including said at least one distributed processor.

4. © The system of Claim 1, further comprising a message passing task
module for managing at least one communication between said at Jeast one master and said

core.

5. The system of Claim 4, wherein said message passing task module prioritizes -

communication between said core and at least one distributed processor.

6. The system of Claim 1 wherein said script interpreter communicates with at

least one database multiprocessor management resource.

7. The system of Claym 1, further comprising a script logging database for
keeping track of command operations occuring between said core and at least one distributed

processor.
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module.

11. A method for autonomously managing multiprocessors, comprising the steps
of: |
providing a core interacting with at least two distributed processors through
messaging queues, said core providing test, synchronization and management operations to
said distributed processors;
providing a script interpreter, associated with the core, said script interpreter
for providing real-time operation-related data and software from a combination of user
interfaces and databases to said core during the cores interaction with said distributed
processors; and
providing target agents associated with said distributed prdcessors for
) receiving commands from the script interpreter via said core, said target agents further
comprising a library module for providing an extended command set to the target agent for

distributed processor management.



