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U.S. Army. The Government has certain rights to this invention. BACKGROUND
OF THE INVENTION The present invention is related generally to the field of
microprocessors. 10 More particularly) the present invention is related to
the management of multiprocessors and/or distributed multiprocessor
systems. Multiple interconnected andlor interdependent processor systems
generally range from a multiprocessor system with relatively low bandwidth
interconnects to systems where higher bandwidth interconnects are desired.
In 15 both environments, and in particular where multiprocessor systems
provide low bandwidth interconnects with distributed software across the
multiple processors; there is a need for systems andlor methods for
integrating, testing and debugging and/or management of distributed,
interdependent systems. An example of a multiprocessor system having
interdependencies is the 20 U.S. Army's Crusader Advanced Field Artillery
System (AFAS), which is a self propelled military Howitzer. The Crusader
electronics system includes a dozen separate modules, each having two or
three processor cards that are    17 JUN 2004 --z interconnected and mostly
dependent on each other, The software that runs each module is dependent on
software in most of the other modules. Integration (e.g.) timing
synchronization), maintenance (testing and 5 debugging) and operational
management (e.g.) communication andlor . synchronized program execution) in
multiprocessor environments is difficult in ,, light of the these
interdependencies. All of the modules in a multiprocessor systems typically
have to be synchronized to operate and communicate properly. An operator or
technician may need to be able to test parts of the 10 entire
interdependent system without other interdependent modules being affected,
(e.g., ceasing operation). Another prior art system is described in WO 94
06078 A, which describes a test method and system intended to perform
non-real time testing 



via pre-scripted instructions of a business transaction and . tracking
system IS involving human interaction and testing intervention. The
current.multiprocessor solution for management) and to ensure proper
synchronization and operation, is to essentially break a system into
separate modules/components and test each module separately. With current
systems and methods, modules are each tested one at a time while 20
everything else in the system is simulated. Current systems and methods
generally handle one processor and/or associated modules at a time, What is
needed are apparatuses and methods that enable reliable integration,
synchronization, maintenance and management of complex multiprocessor
systems without interruption of the entire system's operation.   1 ~ .IIJ
lvd 2C14 2A BRIEF SUMMARY OF THE INVENTION The following summary of the
invention is provided to facilitate an   - 3 ,, ~ .nf~ Zrrl~ understanding
of some of the innovative features unique to the present invention) and is
not intended to be a full description. A full appreciation of the various
aspects of the invention can'be gained by taking the entire specification)
. claims, drawings, and abstract as a whole.. 5 The present invention
provides a system for managing the operation and maintenance of complex
multiprocessor systems. in accordance with one aspect of the present
invention, a system is disclosed for managing a multiprocessor system
includes a core processor in communication with at least one remote
processor or process or thread or tasks running on at least one 10 machine.
A core processor interacts with the distributed processes through internal
or external communication channels such as messaging queues, packets, block
transfers or shared memory schemes. The core provides test,
synchronization, logging, and management operations to the distributed
processors. An agent engine such as a script interpreter, associated with
the I S core, provides operation-related data and software from a
combination of user interfaces and databases to the core during its
interaction with the distributed processors. Target agents associated with
the distributed processors receive . commands from the core. Target agents
can access a library module for an extended command set for processor
management. 



20 In accordance with another aspect of the present invention, parts of a
complex system can be simulated in hardware andlor software, integrated or
~ i ~Uw ~c~4  standalone, in order to maintain .integration and
synchronization, while the simulated part is being serviced {e.g, tested,
maintained andlor debugged). In yet another aspect of the present
invention, staged testing of distributed processors belonging to the
multiprocessor system allows different 5 pieces of a multiprocessor system
to be phased out while the multiprocessor system simulates the missing
component. Furthermore, necessary modules of the entire system can be
simulated to the module undergoing testing. Testing of modules can proceed
one at a time or in plurality because all or part of the entire system can
be simulated in the test environment. 10 The novel features of the present
invention will become apparent to those of skill in the art upon
examination of the following detailed description of the invention or can
be learned by practice .of the present invention. It should be understood)
however, that the detailed description of the invention and the specific
examples presented, white indicating certain embodiments of the present 15
invention, are provided for illustration purposes only because various
changes and modifications within the spirit and scope of the invention will
become apparent to those of skill in the art from the detailed description
of the invention and claims that follow.   17 .IUId 2704  BRIEF DESCRIPTION
OF THE DRAWINGS The accompanying figures, in which like reference numerals
refer to identical or functionally-similar elements throughout the separate
views and which are incorporated in and form part of the specification)
further illustrate the present 5 invention and, together with the detailed
description of the invention, serve to explain the principles of the
present invention. Figure 1 is a block diagram of components of the
invention that can interact during management of a multiprocessor system;
Figure 2 is a block diagram of a core module of the present invention 10
having message routing capabilities through internal or external
communications; 



Figure 3 is a block diagram of a script interpreter module of the present
invention; Figure 4' is a block diagram of a master target agent that can
be used 15 with the invention in the management of multiprocessor system;
and Figure 5 is a block diagram of a target agent module of the present
invention. DETAILED DESCRIPTION OF THE INVENTION 20 The invention provides
a time synchronized, flexible, programmable) system for managing a
plurality of processors, for integrating a plurality   17 JUfd 2~~4 -. 6
.-- plural, interdependent processors axe used. Examples of such systems
can be found in military, telecommunication, networking, space and
aviation, medical and manufacturing system technologies. The invention is
also useful in systems that take advantage of distributed software.
Referring to Figure 1, a schematic layout of modules operational within a
system 100 fox the present invention is illustrated. Components that are
important to management of a multiprocessor system are the core 101, script
interpreter l02, and distributed processor l05. In a distributed
multiprocessor system, there would be a plurality of target agents l03
assigned to each distributed processor 105 in the system. An associated
plurality of master target agents 7.04 can accompany the target agents 103
at each distributed processor l05 of the multiprocessor system. as will be
apparent to those skilled in the art. Master target agents 104 can operate
in support of the target agents 103, but are not essential as will be
described in more detail below. .A workstation l06 can house the core l01
and script interpreter 102, which provide for centralized control of the
distributed, multiprocessor system I00. For example, a Sun Workstation (TM)
l06 would provide the functionality required by the controlling portion of
the system. The workstation 106 is where command files and the test scripts
deployed within the multiprocessor system are interpreted and transmitted.
The workstation 106 is where the basic time base is maintained for
synchronization across multiple distributed processors l05. The target
agents 103, alone or in cooperation with associated master target agents
104, execute at each of the distributed processors 105 in the system   17
JUIu 2a104  A user would interface with the workstation 106 through a GUl
(Graphical User Interface) 108 and/or commands from any input device 109
(e.g., keyboard), Commands are entered at the input device 109, and are
interpreted and ,executed at the core 101. The core 101 connects active
components running on the system and a simulation stimulus so values can be
read from the system. The values can be applied to an external stimuli.
Signaling is used to test remote processors through associated target
agents 103. A simulation module 1l0 (e.g., system and/or software) provides
closed-loop testing capabilities to the system. The simulation module 110
can provide the multiprocessor system 100 with hardware simulation. The
simulation module 110 can include hardware that provides various signals to
hardware undergoing testing. The simulation module 110 simulates signals
needed, for example, in closed-loop .testing. Signals can be provided
directly from the simulation module 110 to the target agents 103. The core
101 controls the simulation modules 110 interaction with target agents 103.
The core l01 can also draw from software assets to generate simulations
required in the system 100a Referring to Figure 2, the core 101 for the
invention is illustrated in more detail. The 



core 101 can interact with other system components through message queues
20l. Plural queues 201 add separate message pipes to targets stationed with
remote processors of the multiprocessor system. A separate communications
channel can be provided to each of the processors in the system. A message
passing task module 203 takes cafe of synchronizing and prioritizing all
message traffic deployed across the system to the various targets.   17
Jli~~ 2u114 -- s Referring to Figure 2, the core 101 for the invention is
illustrated in more detail. The core 101 can interact with other system
components through message queues 201. Plural queues 201 add separate
message pipes to 4 targets stationed with remote processors of the
multiprocessor system. A 5 separate communications channel can be provided
to each of the processors in the system. A message passing task module 203
takes care of synchronizing and prioritizing al! message traffic deployed
across the system to the various to rgets. A second set of queues 202 can
communicate with the script interpreter 10 102. The plurality of queues
201I202 enable simultaneously processes to be managed. Multithreaded
testing is thereby be possible with the present system. The multiple queues
201I202 enable simultaneous management and execution of plural activities
within the multiprocessor system. Activities can; for example) include
software scripts or commands from various portions of the GUI andlor I S
user interfaces. Plural inputs are taken from a test environment by the
core 101 r and a correlation between queues is made. The core 101 can
identify what target server (target agent) a message or command must be
sent to and manages plural message order and priority. Referring to Figure
3) a script interpreter 102 draws from plural databases 20 301-303 for
software andlor data during multiprocessor system management (e.g.,
operation and testing). A task interpreter 304 receives commands from   ~ ~
quo 1d04 - g. 



the user interface 109 and can read software from script files 305. The
interpreter 304 interprets scripting language. The interpreter 304 in some
embodiments has access to libraries. A set of standard .libraries 306 can
be included as part of the system to enables interfacing with plural
targets) and i 5 allows for operational management locally with the
workstation and remotely at targets. AIL data can reside in the databases
301-303 or elsewhere as will be apparent to those skilled in the art. The
target name database 301 can be where all entities that comprise the plural
targets are identified. The script logging database 302 logs all occurrence
during the testing and/or operation. 10 For example, time logging of events
that occur during testing simplifies the identification of relative data
or, scripts needed to evaluate test results. A periodic data manager 307
collects data from any andlor all targets. The periodic data manager 307
can be time correlated to any frequency necessary to synchronize with and
obtain data from targets. Data is made 15 available to the GU1 andlor
logged into a data .logging database 303. A data i logging database 303
differs from the script logging database 302 in that data in the script
fogging database 302 can be used to keep track of command ' operations
provided throughout the system for execution. The data in the data logging
database 303 can be information that is obtained as a result of 20 commands
operations. The time base between logs for the two databases is
synchronized so that commands can be matched with data or results.   17
Jl~~u 2~i~4 -10 Referring to Figure 4, a diagram of a target agent 103 is
shown. The target agent 103 can include a periodic data logging module 401
than logs data at variable frequencies. :The target agent 103 receives
commands`from the core 101, which can be forwarded by the core 101 from the
script interpreter 102 (as 5 described before). The target agent 103
receives scripting commands) interprets. them and executes) or assists the
processors in executing, the commands if required: Commands can include,
for example, halt the processor to regain synchronization, obtain a
specific subroutine in the application, read data from an I/O, etc. The
periodic data logging module 401 can generate data 10 stored in the data
logging database 403 (Figure 3)) Module'401 transmits data with the
appropriate time stamp information. A Library module 402 can provide an
extended command set to the target agent. A command set, for example,
enables I/O cards/interfaces andlor i communication to the OSS. The
libraries module 402 provides resident 15 resources associated with the
target agent 103 for standard commarids to be 



managed and turned into the specific OSS-type commands for the targeted
processor. A master target agent 104; shown in Figure 5, can be assigned to
target agents 103. The master target agent 104 can include a command
interpreter 20 501 for receiving/transmitting messages from the core 101
andlor workstation 105. The master target agent 104 is deployable at the
remote processor as   17 JUfV ~~U4 -11  needed to receive and manages
operational messages and/or data for the target agent 103 the master target
agent 104 is assigned to. The master target agent i 104 is able to organize
multiple tasks for the target agent 103 and monitors the target agent
through a target monitor 402. The master target agent 104 is able 5 to
interface with applications 403, operating system services (OSS) 504 and/or
proprietary system services 505. The OSS is generally known as a middleware
layer that manages the communications with an operating system. Messages
from core will generally include commands andlor data. Many messages may
not have to go through a master target agent 104 as will be apparent to
those 10 skilled in the art. The primary purpose of the master target agent
104 is to interface with the target agent 103, monitor its operation) and
manage information from the core to the target agent 103 as it supports the
remote processor to which it is assigned. The minimum modules required to
implement multiprocessor 15 management are the core 101, script interpreter
102 and at least two target agents 103 deployed with at least two
processors of a multiprocessor system. Generally speaking) the script
interpreter 102 issues a set of commands for the core 101 to initialize
communication with a set of target agents 103 assigned to various
processors. The script interpreter 102 can then send the series of test 20
commands to system component. Commands include data transmission, program
and/or subroutine execution, and synchronization break or set points.   ~ 7
J ~l SV l~4 ---12 -- 'The core 101 synchronizes all of the target agents
103 so that they are all working with the same time sequencelreference. The
target agents 103. facilitate the integration of associated remote
processors with the system and 5 execute commands dictated by the script
interpreter exactly. 



- i 3 - Claims 1 '~ Juf~E Z~i~I4 l . A system for autonomously managing
multiprocessors comprising at least one workstation in communication with
at least one master target agent, said workstation further comprising: a
core, said core incorporated in said at least one work station, interacting
with at least one distributed processor through comn~zunication channels,
said core providing test, synchronization and management operations to said
at least one distributed processor ; and a script interpreter, associated
with the core, said script interpreter fox providing real-time
operation-related data and software from a combination of user interfaces,
command files, test scripts and/or databases to said core during the core's
interaction with said at least one diststributed processor. 2. The system
of Claim 1 wherein said core provides closed-loop testing of said system,
including said at least one distributed processor, through a simulation
module. 3. The system of Claim 1, wherein said core provides operational
simulations for testing of said system, including said at least one
distributed processor. 4. The system of Claim l, further comprising a
message passing task module for managing at least one communication between
said at Jeast one master and said core. 5. The system of CJ aim 4) wherein
said message passing task module prioritizes communication between said
core and at least one distributed processor. 6. The system of CJaim 1
rx~herein said script interpreter communicates with at least one database
multiprocessor management resource. 7. The system of Claim 1, fuz~.her
comprising a script logging database fox beeping track of command
operations occurring between said core and at least one distributed
processor.   ~~,. ~ ~ .ov 1u4 



8. The system of Claim 1, wherein said distributed processors further
comprise an associated tal-get agent for receiving commands from said core
9. The system of Claim 8, wherein said target agent further comprises a
library module for providing an extended command set to the target agent
for distributed processor management. 10. The system of Clairn 9, further
comprising a periodic logging module for logging communication with the at
least one distributed processor associated with the logging module. 11. .A
method for autonomously managing multiprocessors, comprising the steps of:
providing a core interacting with at least two distributed processors
through messaging queues, said core providing test, synchronization and
management operations to said distributed processors; providing a script
interpreter, associated with the core, said script interpreter for
providing real-time operation-related data and software from a combination
of user interfaces and databases to said core during the cores interaction
with said distributed processors; and providing target agents associated
with said distributed processors for receiving commands from the script
interpreter via said core, said target agents farther comprising a library
module for providing an extended command set to the target agent for
distributed processor management. .A,.Af;F .A&3.A@!`?.A.A5?.A9Hs.AL(
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