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A SERVER OF A PRESET MOBILE ENTERPRISE WORK PLATFORM RECEIVES AN
AUTHENTICATION REQUEST SENT BY A NETWORK DEVICE, THE AUTHENTICATION
REQUEST INCLUDING A UNIQUE DEVICE IDENTIFIER OF A USER DEVICE

104
Va

( )
THE SERVER DETERMINES AN AUTHENTICATION RESULT OF THE UNIQUE DEVICE

IDENTIFIER OF THE USER DEVICE, BASED ON A PRESET GROUP HAVING A BINDING
RELATIONSHIP WITH THE NETWORK DEVICE, A PRE-RECORDED MAPPING
RELATIONSHIP BETWEEN IDENTITY INFORMATION OF ASSOCIATED USERS OF THE
PRESET GROUP AND UNIQUE DEVICE IDENTIFIERS IN THE SERVER, AND A
RESPECTIVE NETWORK ACCESS PERMISSION CORRESPONDING TO EACH PIECE OF

IDENTITY INFORMATION
. J

106
Va

THE SERVER RETURNS THE AUTHENTICATION RESULT TO THE NETWORK DEVICE,
TO INSTRUCT THE NETWORK DEVICE TO CONTROL A NETWORK ACCESS OPERATION
OF THE USER DEVICE ACCORDING TO THE AUTHENTICATION RESULT

FIG. 1
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A NETWORK DEVICE CLIENT RUNNING ON A NETWORK DEVICE OBTAINS A UNIQUE
DEVICE IDENTIFIER OF A USER DEVICE WHEN THE NETWORK DEVICE BOUND TO A
PRESET GROUP DETECTS AN ACCESS FROM THE USER DEVICE

!

( )
THE NETWORK DEVICE CLIENT SENDS AN AUTHENTICATION REQUEST THAT
INCLUDES THE UNIQUE DEVICE IDENTIFIER OF THE USER DEVICE TO A SERVER OF A
PRESET MOBILE ENTERPRISE WORK PLATFORM, WHEREIN THE AUTHENTICATION
REQUEST IS USED FOR INSTRUCTING THE SERVER TO PERFORM AUTHENTICATION
ON THE UNIQUE DEVICE IDENTIFIER OF THE USER DEVICE BASED ON A PRE-STORED
MAPPING RELATIONSHIP BETWEEN RESPECTIVE IDENTITY INFORMATION OF
ASSOCIATED USERS OF THE PRESET GROUP AND UNIQUE DEVICE IDENTIFIERS, AND
NETWORK ACCESS PERMISSION CORRESPONDING TO EACH PIECE OF IDENTITY
INFORMATION
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( )
THE NETWORK DEVICE CLIENT RECEIVES AN AUTHENTICATION RESULT OF THE
UNIQUE DEVICE IDENTIFIER OF THE USER DEVICE RETURNED BY THE SERVER, AND
CONTROLS A NETWORK ACCESS OPERATION OF THE USER DEVICE ACCORDING TO
THE AUTHENTICATION RESULT

. J

FIG. 2
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A USER CLIENT OF A PRESET MOBILE ENTERPRISE WORK PLATFORM RUNNING ON
AN ELECTRONIC DEVICE DETERMINES IDENTITY INFORMATION OF A LOGGED-IN
USER
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4 )

THE USER CLIENT SENDS A NOTIFICATION MESSAGE TO A SERVER OF THE MOBILE
ENTERPRISE WORK PLATFORM, WHERE THE NOTIFICATION MESSAGE INCLUDES
IDENTITY INFORMATION AND A UNIQUE DEVICE IDENTIFIER OF THE ELECTRONIC
DEVICE, AND A MAPPING RELATIONSHIP BETWEEN THE IDENTITY INFORMATION

AND THE ELECTRONIC DEVICE IS TO BE RECORDED BY THE SERVER

FIG. 3
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FIG. 4
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