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Description
Title of Invention: METHOD FOR UNLOCKING VEHICLE

DOOR USING MOBILE TERMINAL
Technical Field

[1] The present invention relates to a method for unlocking a vehicle door using a mobile
key, and more particularly, to a technology for unlocking the vehicle door using a

disposable or one-time mobile key.

Background Art

[2] As various technologies using mobile devices such as smartphones have been
developed, the mobile devices can perform a function of a mobile key, in addition to a
conventional phone call function. That is, a user can unlock or release a door lock of a
vehicle or home using his or her mobile device without separately owning a car key.

[3] This mobile key function is mainly implemented using a short range communication
method such as a near field communication (NFC) provided in the smartphone. In
general, the mobile key code stored in the smartphone is delivered to the vehicle, and
the vehicle receives the key code and checks whether a key code registered in advance
matches the received key code. If the registered key code and the received key code
match, the vehicle unlocks the door.

[4] According to such a prior art, in order to transmit the mobile key code stored in the
smart phone to the vehicle, a receiver for receiving the mobile key code should be
provided at a certain position of the vehicle such as a handle of the vehicle. Therefore,
since it is required to install the receiver for each vehicle, the cost for manufacturing
the receiver and installing the receiver on the vehicle increases, and the door con-
figuration of the vehicle becomes complicated.

[5] In addition, in case of Apple's iPhone among the smartphones, the use of the mobile
key is fundamentally unavailable because Apple restricts the transmission of in-
formation such as the key code in the smartphone to any external devices through the
NFC method for security reasons.

[6] Furthermore, when a mobile key code having a fixed code value as in the prior art is
applied, it is difficult to share the key code with a third party. That is, when the key
code is transmitted to the third party such that the third party can unlock the vehicle
door, the transmitted key code is not disposable and can be used continuously. Thus, if
the third party transmits the received key code to other unauthorized third parties,
security issues related to the vehicle may occur.

Disclosure of Invention
Technical Problem
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The present invention is contemplated to solve problems in the prior art mentioned
above. Thus, an object of the present invention is to enable a mobile key to be used

without installing at a vehicle a receiving device for receiving the mobile key.
Another object of the present invention is to improve the security performance of the

mobile key and share the mobile key with a third party by generating a mobile key
value for a one-time use each time a door of a vehicle is unlocked.
Solution to Problem

To solve the above problems, the present invention provides a method for unlocking
a vehicle door using a mobile terminal, the method comprising: authenticating, by a
mobile key management server, a user and a smartphone of the user; authenticating, by
the mobile key management server, a vehicle having a door to be unlocked using the
authenticated smartphone; generating, by the mobile key management server, a mobile
key issuance algorithm corresponding to the authenticated vehicle and smartphone;
issuing, by the mobile key management server, a mobile key, using the generated
mobile key issuance algorithm, in response to a request from the smartphone;
receiving, at the mobile key management server, the issued mobile key via the
smartphone and the vehicle; confirming, by the mobile key management server,
whether the issued mobile key matches the received mobile key; and requesting, by the
mobile key management server, the vehicle to unlock the door thereof, when the issued
mobile key matches the received mobile key.

Details of examples or implementations will be described in the following with
reference to the accompanying drawings. Other features will be apparent from the de-

scription and drawings, and from the claims.

Advantageous Effects of Invention

The method according to the present invention has the technical advantages as
follows.

The present invention can effectively establish a mobile key service system by
enabling the mobile key to be used without installing a separate and additional mobile
key receiving device at the vehicle.

In addition, the present invention not only simplifies sharing of the mobile key with a
third party, but also improves security capacity of the mobile key.

Brief Description of Drawings

The present invention will become more fully understood from the detailed de-
scription given herein below and the accompanying drawings, which are given by il-
lustration only, and thus are not intended to limit the scope of the present Invention,
wherein:

FIG. 1 illustrates an embodiment showing a screen of a user's smartphone in a reg-
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istration or subscription process for using a mobile key according to the present
invention;

FIGS. 2 and 3 illustrate a first embodiment of a mobile key service registration
method according to the present invention;

FIG. 4 illustrates a second embodiment of a mobile key service registration method
according to the present invention;

FIG. 5 illustrates an embodiment of information registered in the mobile key
management server according to the present invention;

FIG. 6 illustrates an embodiment of information registered in a mobile key
transmission server according to the present invention;

FIG. 7 illustrates an embodiment showing a screen of a user's smartphone in a
process for using a mobile key according to the present invention;

FIG. 8 illustrates an embodiment of a process for using a mobile key according to the
present invention;

FIG. 9 illustrates an embodiment showing a screen of a user's smartphone in a
process of mobile key sharing according to the present invention; and

FIG. 10 illustrates an embodiment showing a process of mobile key sharing
according to the present invention.

Best Mode for Carrying out the Invention

Description will now be given in detail according to examples disclosed herein, with
reference to the accompanying drawings. For the sake of brief description with
reference to the drawings, the same or equivalent components may be provided with
the same reference numbers, and description thereof will not be repeated. In the
following, any conventional art which is well-known to one of ordinary skill in the
relevant art has generally been omitted for the sake of brevity. The accompanying
drawings are used to help easily understand various technical features and it should be
understood that the examples presented herein are not limited by the accompanying
drawings. As such, the present invention should be construed to extend to any al-
terations, equivalents and substitutes in addition to those which are particularly set out
in the accompanying drawings.

A singular representation may include a plural representation unless it represents a
definitely different meaning from the context.

Terms such as "comprise"”, "include"” or "have" are used herein and should be un-
derstood that they are intended to indicate an existence of several components,
functions or steps, disclosed in the specification, and it is also understood that greater
or fewer components, functions, or steps may likewise be utilized. Moreover, due to

the same reasons, it is also understood that the present invention includes a com-
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bination of features, numerals, steps, operations, components, parts and the like
partially omitted from the related or involved features, numerals, steps, operations,
components and parts described using the aforementioned terms unless deviating from
the intentions of the original disclosure.

FIG. 1 illustrates an embodiment showing a screen of a user's smartphone in a reg-
istration or subscription process for using a mobile key according to the present
invention.

In order for a user to use a mobile key according to the present invention, the user's
smartphone 11 should be registered with a mobile key management server 12 in
advance. The smartphone 11 is an example of a mobile terminal and any other types of
mobile terminal may replace the smartphone 11 without the modification of the
method according to the present invention as described below. Further, the mobile key
management server 12 comprises a server which is configured to store and update all
the information for a mobile key service and is also configured to communicate with
all the devices within a system for the mobile key service. Thus, the mobile key
management server 12 is able to provide any required information in response to the
requests of the devices within the mobile key service system. Such a mobile key
management server 12 may be referred to as a "management server” briefly, if
necessary.

When the user executes a mobile key application installed in the smart phone 11 to
register the user's smart phone 11 at the mobile key management server 12, an
agreement screen for subscription for a mobile key service is displayed first (FIG.
1(a)).

After the user agrees to a provision of the mobile key service, i.c., the terms and
conditions thereof, a member information screen for registering the user is displayed
(FIG. 1(b)), and when member information is entered and transmitted, an authen-
tication procedure for identity verification (i.e., identification) is performed.

For user authentication, an identification information screen is displayed on the user's
smartphone 11 (FIG. 1(c)), and when the user inputs identification information and
performs an authentication request, an authentication number is transmitted to the
user's smartphone 11. A window for inputting the authentication number is displayed
on a screen of the user's smartphone 11 (FIG. 1(d)), and the user inputs the authen-
tication number received at the smartphone 11 into the displayed window.

Meanwhile, in order to enhance the security, the user may additionally register a
personal identification number (PIN) (FIG. 1(e)), and a procedure for authenticating
the user using the registered PIN may be added for using the mobile key.

For registration of a vehicle using the mobile key, when a vehicle registration

number input screen is displayed on the user's smartphone (FIG. 1(f)), the user enters



WO 2022/005141 PCT/KR2021/008121

[34]

[35]

[36]

[37]

[38]

[39]

[40]

the registration number of his or her vehicle to which the mobile key is registered or
coupled and transmits the registration number so as to register the vehicle (FIG. 1(g)),
using the smartphone 11. The vehicle registration number is a registration identifier
that is a numeric or alphanumeric ID uniquely identifying the vehicle or vehicle owner
within the issuing region's vehicle register or agency. Such a vehicle registration
number appears on a number plate or a license plate attached on the vehicle and thus is
referred to as a license number.

After performing the smartphone and vehicle registration, the user approaches the
user's smartphone 11 to a handle of the vehicle to which a vehicle ID provider is
installed, according to a guide displayed on the smartphone 11 (FIG. 1(h)) to read
vehicle identification information. In this case, the vehicle ID provider is preferably
implemented as a near field communication (NFC) tag, but may be implemented in
various ways such as a quick response (QR) code or a barcode.

To perform vehicle authentication, the mobile key management server 12 may
receive an authentication number directly from the vehicle. Alternatively, to perform
the vehicle authentication, the authentication number may be transmitted to the vehicle
by the mobile key management server 12, and then the user may transmit the mobile
key received at the vehicle to the management server 12, using the smartphone 11.

In order for the mobile key management server 12 to receive the authentication
number directly from the vehicle, a screen which includes a confirmation button for
transmitting the mobile key is displayed on a display device in the vehicle, and a
screen that guides the user to press the confirmation button on the display device of the
vehicle is displayed on the user's smartphone 11 (FIG. 1(i-1)).

On the other hand, in order for the user to transmits the authentication number to the
mobile key management server 12 through the smartphone 11, the authentication
number transmitted from the mobile key management server 12 is displayed on the
display device of the vehicle, and then a screen for guiding the transmission of the au-
thentication number to the mobile key management server 12 is displayed on the
smartphone 11 (FIG. 1(i-2)).

When the vehicle authentication is completed, a message informing the completion
of the mobile key service registration (or subscription) is displayed on the smartphone
11 (FIG. 1(j)).

FIGS. 2 and 3 illustrate a first embodiment of a mobile key service registration
method according to the present invention.

When the user installs the smart key application on the user's smartphone 11 for the
mobile key registration and inputs the member information for the subscription for the
mobile key service (S211), the user's smartphone 11 transmits the member information

to the mobile key management server 12 (S212). The mobile key management server
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12 stores the member information received from the user's smartphone 11 (S213), and
transmits a user authentication request message to a communication service provider
server 14 (hereinafter, referred to as "service provider server 14") for the identification
of the user of the smartphone 11 (S214). The communication service provider is a
company which commercially provides any type of communication service including a
mobile communication service to a subscriber, and the service provider server 14 is a
server of such a company which contains all the information of the subscriber to
provide the communication service only to the authenticated subscriber. Thus, the
service provider server 14 is able to authenticate the subscriber, i.e., the user of the
smartphone 11, upon request. Although a process of performing the user authentication
via the service provider server 14 will be described in this embodiment, the user au-
thentication may be performed via a separate user authentication server, instead of the
service provider server 14.

The service provider server 14 transmits an identification information request
message to the user's smartphone 11 (S215). When the user enters the identification in-
formation (5216), the user's smartphone 11 transmits the identification information to
the service provider server 14 (S217). The service provider server 14 performs an iden-
tification procedure using the identification information received from the user's
smartphone 11, and generates an authentication number (S218) and transmits the au-
thentication number to the user's smartphone 11 (S219). When the user inputs into a
screen displayed on the smartphone 11 the authentication number received at the user's
smartphone 11 (S220) and transmits the authentication number to the service provider
server 14 (8221), the service provider server 14 checks whether the authentication
number (S221) received from the smartphone 11 matches the authentication number
(5218) generated by the server 14 (S222). If the service provider server 14 confirms
the matching of the received and generated authentication numbers and thus also
confirms that the identified user is using or possessing the smartphone 11, the user au-
thentication completion message is transmitted to the mobile key management server
12 (S223).

When the user authentication is completed and the mobile key management server 12
receives the user authentication completion message from the service provider server
14 (S223), the server 12 transmits a vehicle registration number request message to the
user's smartphone 11 for the vehicle registration (5S224). When the user inputs the
vehicle registration number into the smartphone 11 (S225), the smartphone 11
transmits the inputted registration number to the mobile key management server 12
(5226).

The mobile key management server 12 transmits a message including a request to

inquire vehicle information, along with the received vehicle registration number to a
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vehicle information management server 13 in which registration information of the
vehicle is stored, in order to check owner information of the vehicle (S227). The
vehicle information management server 13 contains all the information of the vehicle
which is registered to operate on a road of a certain region or country. For example, the
vehicle information management server 13 may be a server of a government agency
which is entitled to register and manage the vehicle for the proper operation.

The vehicle information management server 13 inquires into or searches for the
stored registration information (S228), and transmits various vehicle information
including the owner of the vehicle to the mobile key management server 12 (S229).
The mobile key management server 12 transmits to the user's smartphone 11 a message
including a request to confirm the vehicle information, along with the vehicle in-
formation (5229) received from the vehicle information management server 13, to
confirm the vehicle information (S230).

When the user confirms the vehicle information received from the mobile key
management server 12 via the smartphone 11, the user smartphone 11 transmits a
message including a confirmation of the vehicle information to the mobile key
management server 12 (S231).

When the mobile key management server 12 stores the received vehicle information
and the member information corresponding thereto (5232), the server 12 transmits a
message including a request to authenticate the vehicle, to obtain vehicle identification
information corresponding to the vehicle information and the member information and
also to authenticate the vehicle for which the mobile key service is applied, using the
vehicle identification information (S233).

Upon receiving the vehicle authentication request message, the user's smartphone 11
displays a message requesting that the user acquires and transmits the vehicle identi-
fication information. The user obtains the vehicle identification information from a
vehicle ID provider already installed near a door or a handle of the vehicle by using the
user's smartphone 11 (S234) and transmits the vehicle identification information to the
mobile key management server 12 (S235).

The vehicle ID provider is configured to transmit the vehicle identification in-
formation which allows the corresponding vehicle to be directly and instantly
identified or recognized within the mobile key service system and method, in response
to a predetermined manipulation on the smartphone. The vehicle ID provider may be
implemented in various ways, such as a QR code, a barcode, and a NFC tag, but it is
most preferable to implement the vehicle ID provider with the NFC tag for user con-
venience. When the vehicle ID provider is implemented as the NFC tag, the user con-
veniently acquires the vehicle identification information by simply approaching the

smartphone 11 to or contacting the smartphone 11 on the NFC tag provided at the
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vehicle, and subsequently transmits the vehicle identification information to the mobile
key management server 12.

Referring to FIG. 3, the mobile key management server 12 that has received the
vehicle identification information from the user's smartphone 11 generates an authen-
tication number corresponding to the received vehicle identification information
(5236). Then, the server 12 transmits a message including a request to transmit the au-
thentication number, along with the generated authentication number and the vehicle
identification information, to a mobile key transmission server 15 (S238). The mobile
key transmission server 15 stores various identification information for a certain
vehicle including the vehicle identification information mentioned above, and thus is
able to identify a specific vehicle using such information and the provided vehicle
identification information. Accordingly, upon receiving request, the mobile key
transmission server 15 is able to transmit any data to the identified vehicle corre-
sponding to the provided vehicle identification information. Such a mobile key
transmission server 15 may be referred to as a "transmission server" briefly, if
necessary.

The mobile key transmission server 15 uses the received vehicle identification in-
formation to confirm a target vehicle to which the received authentication number is to
be transmitted (S240), and transmits the authentication number to the vehicle corre-
sponding to the vehicle identification information (S242).

Upon receiving the authentication number, a screen indicating that the authentication
number has been received is displayed on the display device in the vehicle. When the
user inputs the confirmation of receipt or reception of the authentication number into
the vehicle by manipulating any physical interface of the vehicle or any virtual
interface provided by the display device of the vehicle (5244), the vehicle 16 transmits
a message for transmitting the authentication number, which includes the received au-
thentication number to the mobile key management server 12. In this case, it is
preferable that the various vehicle information is also included in the authentication
number transmission message.

The mobile key management server 12 checks whether the authentication number
generated by the server 12 (S236) and transmitted to the mobile key transmission
server 15 (S238) matches the authentication number received along with the authen-
tication number transmission message from the vehicle (S248). If the transmitted au-
thentication number matches the received authentication number, the vehicle 16 is au-
thenticated, and for such an authenticated vehicle, the vehicle identification in-
formation thereof is also authenticated and combined with the member information and
the vehicle information thereof for properly providing the mobile key service. At the

same time, the mobile key management server 12 generates and stores a mobile key
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issuance or generation algorithm corresponding to the authenticated vehicle (S250).
The mobile key issuance algorithm is a program or a combination of instructions that is
configured to issue or generate the mobile key, upon request. Further, the mobile key is
a code configured to authorize the vehicle to unlock the door thereof. The mobile key
may include character or numbers and thus has a virtual form unlike a conventional
physical key.

In this case, the issuance algorithm for the mobile key may be generated in various
ways. For example, the issuance algorithm may be generated based on the received au-
thentication number, based on the vehicle information, or based on the time when the
authentication number is received. For these reasons, the algorithms to different
vehicles are different from each other. That is, the mobile key issuance algorithm is
generated to be unique to each vehicle. In addition, an identifier corresponding to the
vehicle may be assigned and the issuance algorithm may be generated based on such
an identifier. Meanwhile, by assigning a unique algorithm identifier to the generated
algorithm, a mobile key algorithm assigned to each vehicle may be identified using the
algorithm identifier.

Additionally, the mobile key management server 12 may transmit the mobile key
issuance algorithm to the vehicle 16 (S252), and the vehicle 16 may store the
transmitted mobile key algorithm (S254). In this case, by sharing the mobile key
issuance algorithm between the mobile key management server 12 and the vehicle 16,
the mobile key can be verified not only in the mobile key management server 12 but
also in the vehicle 16, if necessary.

FIGS. 2 and 4 illustrate a second embodiment of a mobile key service registration
method according to the present invention.

Since the process shown in FIG. 2 is common in both of the first and second em-
bodiments, a process of FIG. 4 performed after the process shown in FIG. 2 will be
described below.

As shown in FIG. 4, the mobile key management server 12 that has received the
vehicle identification information from the user's smartphone 11 generates an authen-
tication number corresponding to the received vehicle identification information
(8237).

When the server 12 transmits a message including a request to transmit the authen-
tication number which includes the generated authentication number and the vehicle
identification information, to the mobile key transmission server 15 (S239), the mobile
key transmission server 15 confirms a target vehicle to which the received authen-
tication number is to be transmitted, by using the received vehicle identification in-
formation (S241), and transmits the authentication number to the vehicle corre-

sponding to the vehicle identification information (5243).
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Upon receiving the authentication number, the vehicle 16 displays the received au-
thentication number on the display device therein (S245), and the user enters into the
smartphone 11, the authentication number displayed on the display device of the
vehicle (S247). Upon entering the authentication number, the smartphone 11 transmits
the inputted authentication number to the mobile key management server 12 (S249).
Then, the mobile key management server 12 checks whether the authentication number
generated by the server 12 (S237) and transmitted to the mobile key transmission
server 15 matches the authentication number (5249) received from the smartphone 11
(S251). If the transmitted authentication number matches the received authentication
number, the vehicle is authenticated, and the mobile key management server 12
generates and stores a mobile key issuance or generation algorithm corresponding to
the authenticated vehicle (S253).

In this case, the issuance algorithm for the mobile key may be generated in various
ways. For example, the issuance algorithm may be generated based on the received au-
thentication number, based on the vehicle information, or based on the time when the
authentication number is received. In addition, an identifier corresponding to the
vehicle may be assigned and the issuance algorithm may be generated based on such
an identifier. Meanwhile, by assigning a unique algorithm identifier to the generated
algorithm, a mobile key algorithm assigned to each vehicle may be identified using the
algorithm identifier.

Additionally, the mobile key management server 12 may transmit the mobile key
issuance algorithm to the vehicle 16 (S255), and the vehicle 16 may store the
transmitted mobile key issuance algorithm (S257). In this case, by sharing the mobile
key issuance algorithm between the mobile key management server 12 and the vehicle
16, the mobile key can be verified not only in the mobile key management server 12
but also in the vehicle 16, if necessary.

FIG. 5 illustrates an embodiment of information registered in the mobile key
management server according to the present invention.

As shown in Fig. 5, according to the user's registration for the mobile key service, the
mobile key management server 12 stores information required for issuing and
managing the mobile key. A mobile key algorithm ID shown in FIG. 5 is an ID for
identifying the mobile key issuance algorithm assigned to each vehicle. An ID of the
vehicle ID provider in FIG. 5 means the vehicle identification information which the
user's smartphone 11 receives from the vehicle ID provider, and thus such an ID can be
described as a vehicle ID which is unique and allows the corresponding vehicle to be
distinguished from other vehicles and identified by the servers 12 and 15 for the
mobile key service. When the vehicle ID provider is implemented using the NFC
method, the vehicle ID provider may be NFC tag and the ID thereof may be the NFC
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tag ID. The vehicle identification information (i.e., the vehicle ID) provided through
the vehicle ID provider may be implanted as the QR code in addition to the NFC
method, but is preferably the NFC tag ID in view of user convenience. Further, a
plurality of vehicle ID providers and vehicle IDs thereof may exist in a single vehicle,
because the vehicle ID providers may be located in various positions at the vehicle
such as a driver's door, a passenger's door, and a trunk for user's convenience.

Among the information shown in FIG. 5, the existence of shared key indicates
whether the user has designated other users to share the mobile key. If there is a sharer
(i.e., a joint owner or a co-owner) for the mobile key, information regarding the sharer
and a valid period of mobile key sharing are stored together in the mobile key
management server 12.

FIG. 6 illustrates an embodiment of information registered in a mobile key
transmission server according to the present invention.

Since the mobile key transmission server 15 should transmit the authentication
number or the mobile key to the corresponding vehicle, the server 15 needs to identify
to which vehicle the vehicle ID (i.e., the vehicle identification information) provided
by the vehicle ID provider (i.e., the NFC tag ID of the NFC tag) actually corresponds.
Therefore, as shown in FIG. 6, the mobile key transmission server 15 includes in-
formation indicating the correspondence between a unique code for the vehicle such as
a vehicle identification number (VIN) and the NFC tag ID (i.e., the vehicle identi-
fication information). The VIN is a unique code, including a serial number, used by the
automotive industry to identify individual vehicles. The VIN is also called a chassis
number or frame number)

FIG. 7 illustrates an embodiment showing a screen of a user's smartphone in a
process for using a mobile key according to the present invention.

When the user wishes to unlock the door using the user's smartphone 11, the mobile
key application installed in the smartphone 11 is first executed (FIG. 7(k)). When a
user ID and a password are entered in the executed mobile key application, a screen to
select issuing of the mobile key or sharing of the mobile key is displayed (FIG. 7(1)).

When the user selects a button for mobile key issuance, a screen requiring the PIN,
an additional password which has been separately set up for the issuance of the mobile
key is displayed (FIG. 7(m)). When the user enters the PIN, the smartphone 11
displays a screen for guiding the user to approach the smartphone 11 to the vehicle ID
provider (i.e., the NFC tag) installed at the vehicle in order to issue the mobile key
(FIG. 7 (n)).

In this embodiment, the PIN is adopted for user authentication, but the user authen-
tication using the user's biometric information, such as fingerprint recognition and iris

recognition, may be applied.



12

WO 2022/005141 PCT/KR2021/008121

[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

When the user approaches the smartphone 11 to the vehicle ID provider, the door
lock of the vehicle is released, and a message indicating that the vehicle door has been
unlocked is displayed on the user's smartphone 11 (o).

FIG. 8 illustrates an embodiment of a process for using a mobile key according to the
present invention.

When the user inputs log-in information via the user's smartphone 11 (S801), the
inputted or entered log-in information is transmitted to the mobile key management
server 12 (S802). When the mobile key management server 12 confirms the received
log-in information (S803), the mobile key management server 12 transmits a message
including a request to transmit the PIN to the user's smartphone 11 (S804).

When the user inputs the PIN into the user's smartphone 11, the user's smartphone 11
transmits a message including a request to generate the mobile key along with the PIN
to the mobile key management server 12 (S805). The mobile key management server
12 checks whether the received PIN matches the stored PIN and generates the mobile
key using the mobile key issuance algorithm in the server 12 which has been assigned
to the user's authenticated smartphone and/or the corresponding authenticated vehicle
(S806). The mobile key issuance algorithm may issue different mobile keys each time
the smartphone 11 requests the mobile key to unlock the door. Therefore, the issued
mobile key is a disposable or one-time passcode which enhances the security of the
mobile key service.

The mobile key management server 12 transmits the generated mobile key to the
user's smartphone 11 (S807), and the user approaches the smartphone 11 to the vehicle
ID provider installed to the vehicle according to the guide displayed on the smartphone
11 (FIG. 7(n)).

The user smartphone 11 obtains the vehicle identification information (i.e., the
vehicle ID, specifically the NFC tag ID) from the vehicle ID provider (S808), and
transmits to the mobile key transmission server 15, a message including a request to
transmit the mobile key along with the obtained vehicle identification information and
the mobile key to the mobile key transmission server 15 (S809).

The mobile key transmission server 15 uses the vehicle identification information
included in the mobile key transmission request message to confirm the target vehicle
to which the mobile key is to be transmitted (S810), and transmits the mobile key to
the corresponding vehicle identified by the vehicle identification information (S811).

Upon receiving the mobile key, the vehicle 16 that has received the mobile key may
simply unlock the door of the vehicle. Alternatively, the vehicle 16 may verify the
received mobile key using the mobile key issuance algorithm which has been assigned
by the management server 12 and then stored in the vehicle 16. More specifically, the

vehicle 16 generates a mobile key using the mobile key issuance algorithm stored
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therein, and compares the generated mobile key with the received mobile key. If the
received mobile key matches the generated mobile key the vehicle 16 may unlock the
door of the vehicle 16.

Meanwhile, the validity of the mobile key may be checked by transmitting the
received mobile key to the mobile key management server 12. That is, upon receiving
the mobile key, the vehicle 16 transmits a message including a request to confirm the
mobile key, along with the received mobile key (S812), and the mobile key
management server 12 may check whether the mobile key (S806) generated by the
server 12 is the same as the mobile key (S812) received from the vehicle 16 (S813).

When the received mobile key matches the mobile key generated by the mobile key
management server 12, the mobile key management server 12 transmits a message
including a request to unlock the door to the vehicle 16 (S814), and the vehicle 16
unlocks the door upon receiving such a message (S815).

Additionally, the vehicle 16 that has unlock the door transmits a message informing
of unlocking of the door to the mobile key management server 12 (S816), and the
server 12 transmits to the user's smartphone 11, a message notifying of the unlocking
of the door (S816). Upon receiving the unlocking notification message, the user's
smartphone 11 may display a screen indicating that the door of the vehicle has been
unlocked (FIG. 7(0)).

FIG. 9 illustrates an embodiment showing a screen of a user's smartphone in a
process of mobile key sharing according to the present invention.

When the user wishes to share a mobile key for the vehicle with other persons, the
mobile key application installed in the smartphone 11 is first executed (FIG. 9(p)).
When a user ID and a password are entered in the executed mobile key application, a
screen to select issuing of the mobile key or sharing of the mobile key is displayed
(FIG. 9(q)).

When the user selects a button for mobile key sharing, a screen requiring information
of the sharer, specifically a candidate with whom the mobile is to be shared, is
displayed (FIG. 9(r)). When the user enters the required information regarding the
sharer, the smartphone 11 displays a screen for entering the PIN (FIG. (s)). When the
user enters the PIN, the smartphone 11 displays a screen for informing that the mobile
key of the user has been shared with the designated person (FIG. 9 (t)).

FIG. 10 illustrates an embodiment showing a process of mobile key sharing
according to the present invention.

When the user inputs the log-in information via the user's smartphone 11 for sharing
the mobile key (S1001), the user's smartphone 11 transmits the log-in information to
the mobile key management server 12 (S1002). When the mobile key management

server 12 confirms the log-in information (S1003), the server 12 transmits a PIN
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transmission request message to the user's smartphone 11 (S1004). Upon receiving
such a message, the user transmits to the mobile key management server 12 via the
smartphone 11, a message including a request to share the mobile key, along with the
information of the sharer and the PIN (S1005).

[87] The mobile key management server 12 confirms whether the received PIN matches
the stored PIN, and updates the information stored or registered in the server 12. That
is, the mobile key management server 12 updates and stores the existence of the shared
key, the sharer information, the period for which the shared key is valid (S1006).

[88] Referring to the stored information of the sharer, the mobile key management server
12 transmits to a smartphone 17 of the sharer a message notifying that the mobile key
has been successfully shared with the sharer (S1007). Further, the mobile key
management server 12 receives a mobile key sharing completion message from the
smart phone of the sharer 17 (S1008), and also transmits to the user's mobile terminal
11, a message notifying that the mobile key has been successfully shared with the
sharer (S1008).

[89] When the information of the sharer is registered in the mobile key management
server 12, the mobile key sharer can unlock the vehicle door using the smartphone 17
according to the method shown in FIG 8. Further, once the predetermined period for
which the shared mobile key expires, the mobile key management server 12 may
generate a new different mobile key issuance algorithm. The mobile key management
server 12 also stores the new algorithm and transmits the new algorithm to the vehicle
for verifying the issued mobile key as discussed above, to enhance the security of the
mobile key service.

[90] Although a number of examples have been described, it should be understood that
other modifications and implementations can be devised by those skilled in the art that
will fall within the spirit and scope of the principles of the present invention. More par-
ticularly, various variations and modifications in the structure or the configuration are
possible within the scope of the disclosure, the drawings and the appended claims. In
addition to variations and modifications in the configuration, alternative uses will also

be apparent to those skilled in the art.
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Claims

A method for unlocking a vehicle door using a mobile terminal, the
method comprising:

authenticating, by a mobile key management server, a user and a
smartphone of the user;

authenticating, by the mobile key management server, a vehicle having
a door to be unlocked using the authenticated smartphone;

generating, by the mobile key management server, a mobile key
issuance algorithm corresponding to the authenticated vehicle and
smartphone;

issuing, by the mobile key management server, a mobile key, using the
generated mobile key issuance algorithm, in response to a request from
the smartphone;

receiving, at the mobile key management server, the issued mobile key
via the smartphone and the vehicle;

confirming, by the mobile key management server, whether the issued
mobile key matches the received mobile key; and

requesting, by the mobile key management server, the vehicle to unlock
the door thereof, when the issued mobile key matches the received
mobile key.

The method of claim 1, wherein the mobile key comprises a virtual
code configured to authorize the vehicle to unlock the door thereof.
The method of claim 1, wherein the mobile key issuance algorithm is
generated to be unique to the vehicle, based on information related to
authentication of the vehicle.

The method of claim 1, wherein the receiving of the issued mobile key
includes:

transmitting, by the mobile key management server, the issued mobile
key to the smartphone of the user;

transmitting, via a mobile key transmission server, the mobile key
received at the smartphone to the vehicle; and

redirecting, by the vehicle, the mobile key received at the vehicle to the
mobile key management server.

The method of claim 4, wherein the transmitting of the mobile key
received at the smartphone includes:

obtaining, by the smartphone, vehicle identification information which

is unique to distinguish the vehicle from other vehicles from the
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vehicle;

transmitting, by the smartphone, the vehicle identification information
and the received mobile key to the mobile key transmission server; and
identifying, by the mobile key transmission server, the vehicle, using
the vehicle identification information and transmitting the mobile key
to the identified vehicle.

[Claim 6] The method of claim 5, wherein the obtaining of the vehicle identi-
fication information comprises obtaining the vehicle identification in-
formation from a vehicle ID provider installed at the vehicle.

[Claim 7] The method of claim 6, wherein the vehicle ID provider is configured
to transmit the vehicle identification information, in response to a pre-
determined manipulation on the smartphone.

[Claim 8] The method of claim 7, wherein the vehicle ID provider comprises a
NEC tag configured to transmit the vehicle identification information to
the smartphone when the smartphone approaches thereto.

[Claim 9] The method of claim 1, further comprising:
transmitting, by the mobile key management server, the issued mobile
key to the vehicle via the smartphone; and
unlocking by the vehicle, the door thereof, upon receiving the
transmitted mobile key.

[Claim 10] The method of claim 1, further comprising transmitting, by the mobile
key management server, the generated mobile key issuance algorithm
to the vehicle.

[Claim 11] The method of claim 10, further comprising:
transmitting, by the mobile key management server, the issued mobile
key to the vehicle via the smartphone;
verifying, by the vehicle, the transmitted mobile key using the
transmitted mobile key issuance algorithm; and
When the transmitted mobile key is verified, unlocking, by the vehicle,
the door thereof.

[Claim 12] The method of claim 11, wherein the verifying of the transmitted
mobile key includes:
generating, by the vehicle, a mobile key using the transmitted mobile
key issuance algorithm; and
confirming, by the vehicle, whether the generated mobile key matches

the transmitted mobile key.



