WO 2006/ 029513 159159* PCT/ CA2005/001392 1 SWTCHIN

OF CENTRALI SED | NFRASTRUCTURE FOR MANAGEMENT FOR

W RELESS COMMUNI CATI D OF | NVENTI ON 5

[ 0001] An enterpri seommlmmm er network may w sh

t womoasai2gra3 i t s enpl oyees w.th,—access to t he PCT/CA2005/001392
enterprise network using r'gidte wirel ess devi ces.

There are a variety of wreless network carriers
serving different geographical areas. Historically, to
provide enterprise network access by wrel ess
devSWEECHAN GINCENPRABESEDINFRASTRECTURESROR NMANAGEMENT

reqFQh| Jud %%‘M&Iﬁ\ﬁ}f 298 Next, the enterprise

cou one or nmore wreless 10 carriers which,
t oget her, provide the required geographic coverage.
TheBg@kgg{@UbﬁﬁopM@nbﬁen approach each of the
(Lé entified carriers and arrange a private

omHIMINL 2 An SPtepriseevithige Rty netark 819Y ¥ish tq Brevidrdts kpleyeshith
t h € adeds & tﬁé&ltd’i]ﬂfsé h&work eilﬁgef&n&@tvﬁmseakvtces ame.e atcQRARGY of

é) htwri(a ter, %&ss devi Ccé.f B’H

geo e e SRR P RS o o ATorcHE: provid
t he swerpiise attwek acassrty vislessalavicks,a0 elesprise haulefitsiadeermisethe
net

ottt gl NAE b BRI oMk g me wises

18nd carrigrs whicl F%F‘ihsfepfﬁ‘é@v%b?'m““e‘[ pogahicaqvestsei Bheenterprise could

dr awetedefprodtii dack bitse mlnﬁanmeﬂs sndd?.aﬁgearanm &‘)Erﬂ{uhﬁfhoh b
W W reles

hed t
ont Brprdhe HerrSs i P oG RRRT SRR PO Erole s » i
mak &hergafidr, wirkleds devices vithia thg gengraplsic svopebf e mwjrelssfriesvoeknif one of
Wi r %e@é‘\slr&@{ {ai'r% ﬁ?uﬁ%&ﬂ%{ ent rxmg%%%FlhE{hg %@g?s th(Noxa and”

E%re ess devi ce at was i's nnect e
t “M%ﬁ*ymbwt'O'zbnetSh'élP@Weqﬂa@ee"@#eesa@)wwd\enefewrweolewrk
ret 40002l dbhﬁusﬁd’iivﬁfaf,kr\lvxﬂﬁhlﬂ ﬂipmﬂkis thdtain Sme@néecmat whred to

reasibly iv?rﬁgss c&gm lca{j on Eh tpe en Fe d1e}Av'~I'ork (%ver a broad ggogrelxp Ic Sarea

carrier WO r'egl st
( cormrustynakptang, p?elnta@mf@nmgnts with panyrifferant wiseleso earnjdrs. [further, a

t he (M REfdea R a \Q@lesstd@\ﬁce%aﬁ @Ls%%ox{fn@d'té'd é@ F) off &ﬁxoﬂﬂ any ¢ of
not be confi gure

%ecgt er prrse network e,
‘ir'rgﬁ?mf%ge areps) dowd f'?eg? to hefefaingd\py P*aﬁvt@vmsg’g%vgéfs TE}Ht'ﬁ fPr the
t heyressamnthii@ vaaltnot YelkhGwiCwit whighrvaieRss2arrier tabWRERE U&ice would

Al s en i el es deVIcevleI r..oal be
sl ool B S B g Y o PR o
ent ehd wigelesnearrient Mve eeltplfpflspmewmk\mav @btcbs sonfigtnetoltigndld, or to

may lfaﬁcilé effiQEhtly NRGRESEIDMESSed \RENREead B KRERis @ommen g
%%O current address of each wireless devic

lepatic; 5% 8Ly give Mirelsss deviteyall noymeplly; Q?&stg"é%a d'gefe’“
cent (mlcnuyaa) ddfessaetien extdring €actathe differend wireless @ekwioiks.Olt Mgy fall
t 0 p nQNé eq% '?J“eq\%rll( ?ﬁ(ge rmn em%rt]l%e c%r?ern cﬁiress of%ach wnreless
ess ConhuNl ca i i'ons were negotl ated
bet vﬁ?é\qe the centralised infrastructure and many

di ffre0est v sdaleSsstRest AdlotHRY ﬁﬂcﬂtn&rﬁ&ﬁnﬂlﬁdﬁﬁfﬁy&@ﬁxre was

npr ehen lve eogr aphi ¢ coverage. Further or an
%@t e‘i'°ﬂ?‘ﬁ“’§§ gE?rﬂ'?i’l"ﬁ§°‘1"6“S€111@“B§°rﬂ°?'asF‘iv§%stf°‘h‘ﬁﬁﬂ‘§‘érrent

ser véommatupicitio@s. Connections were negotiated between the centralised infrastructure and

n

many different wireless carriers in order to provide comprehensive geographic coverage.

Further, for an enterprise subscribing to the centralised management services, the

IRV

*G00002*




Lrrrrrrerrerrerrerrrrr *@0002* WO 2006/ 029513
PCT/ CA2005/ 001392 2 centralised infrastructure wll
recei ve messages fromthe enterprise network intended
for any wreless device, whether or not the wreless
166 urrently connected. Wiere a give L[ el
gg’?lzcemlhgs% %I sconnected, the centralised inf r}q“i"(({@?%f(@mz
will store the nessage and forward it to the given
wi rel ess device whenever it next registers with one of
the 5 included wireless carri‘ers. Additionally, the
censeaealasgﬁgffgs@uc ROV Bessdle i1 e S B ROVRE rnfea for
co n?ﬁx h‘{l@mseievw% Wheslzer br notithe hmfrhsséedlcmsrcmzls capkeected 2 Where a
Mat £iGdn »Wh:ﬁtss cﬁdlgcr 8 §Rconedled A Witfafilc® ﬁlﬂ?ﬁ‘ﬁ&gﬂe Wil 18 the message

aSSIl%n to he w rel ess devi ce.

hi st rf?fae'éfldm thgEpven wigdlespdevice E‘F“é‘e‘@fr‘b Ny TealEters ith R the

Sec heuoaeagmcnemmslu.e hAd@ndﬂagme eentra.s@ iHfrds @l BB bﬂmd.{;ge
regl ster. carrlier 1S

Wi t
oy BRI Tt it sy B s nebe R erma R a oo
f r osnthtonisedwiirelgbsals wice roamattererhatuddieds @ given wirdess cathier m@yEassnkinto

SonE At g0 ViGHARE %Q%Mf“ﬂﬁw‘*‘eg%g*rw T Wi

of {Fineleen ris Spwebmﬁﬁéqgatwwy}css wipeteEiptered gl egiven wmhrss

10 entander issRekdibi ftlfeaﬁkre%(éﬁlﬁéﬁnﬂrﬂxgst b@acﬁ@"}f refdieved QroEQheFWifelibss
rel ess qQev

t he oy BhHe gt Ape) I onASE wnedechioey Stk URhaD 478
publssugd Match 21904 totGilbuly miezt khé eontests biweigahair indogpotaid\bg en
an RGOk 1R 2ehe1isth g;ﬁLsﬁrﬁcctur’g ﬂ%}ro %e:c[oﬁg??é\%tc% ‘ﬁlsmmﬁessage

i nstances, di sappear e
i nt efte E%‘(F?'Fséﬂe"éfgr eerrent s, may nmake it less difficult
- 160 [0DOSUI &Vith tRY 2aadt @&ﬂﬁuﬁ@ﬂh&t&n&wﬁwgﬁg Ve mmewbhc Innlzmet the
c o n r eenent wirel es
ﬁieﬁ %rg%a&fﬁ’ﬁg beWe%r\}\gr?en v‘\"/lrpr"é aéxd g Wérglssrs g}{%r hﬁi Mané Ilpﬁtla'bcﬁs
p u s Hlsm@amdo rftygyogecb@r withgnter-damietiigeeeténtss maynmwakedt lsy difficult to

St Okds@ a®RAd fREMRHiICioNGadiR DY @ﬁmlu@nﬂga §ng&ta ﬁ!gérrlen't Qﬁgonly

wi rel ess devi ce addressi ng @ fromt
ent Begrireless aEtendioghera e er vargess °H‘i"§‘F| m‘%‘éﬁ%ﬁ’n Rughtechnology,
20i r elighskandia diséoaficats By stomn'gtaea fobddk dingafies@gésCAdRnEH offlda@

af 0 (N?rglg% %E\l g gdr smaé gra C}Iéﬁse gom fhe enttear|§ris% g%g 5 rc eﬁf:tg suc%l high

one an unwan expense
| nv emblbtm vdrelesssarriers armehtprmaateeagrqqmsﬂqoﬂv efqtqdesbntml otpirelived

25 %@ME%:%M N\éﬁhél Anql whiRQQBdedRhferde. @ Wi rel ess device
regl [50 S W rel ess carrj.er |strat|on
pr o&@ gf 1S |“HF‘N°5§"§56 t%‘?ﬂ’°3‘°ﬁ’|“6%“§‘f‘?}'ﬁf“%§"’s erver. The
2provi si oni ng server, based on at |east one of a
devig Bﬁ?kgﬁp eEntN the wirel ess device and an
identifier o the wreless carrier, retrieves 30
dat $9P96k iAffens virlsoeevice taistarsaith alirsless caTtirsa fegibteAtipmRIGSSs is
MY iatddSAH alpYovisldRin ePér. STHR BloRBioning server, based on at least one of a
device identifier for the wireless device and an identifier of the wireless carrier, retrieves
30  database information from a database. This information may be used by the provisioning
server to decide whether to return (i) address information for a relay server which
provides centralised management services or (ii) address information for an enterprise

network.



server to decide whether to return (i) address
information for a relay server which provides
central i sed managenent services or (ii) address
information for an enterprise network. WO 2006/ 029513
PO 6046955001392 3 [0007] According to the peeegivhs001392
invention, there is provided a nethod of handling
-conmuni cations, conprising: receiving froma wreless
carrier network at |east one ¢f a wreless device
identifier and a wireless carriéer network identifier;

bas g@bocm Hecdr@ifSto 1R Pesk invé@br] IRV ;s}@waedelmew%a @frhaﬁmg

sai rel ess carrier network identifier, ErleV|n
dat SYRRRMGON i OMAETNEO O FREHOM yirelgsscagier Besg ajpasiqpg eha

in p\&téIessOléque&\Hd\tlﬂﬁh&fﬁ@ﬂldsﬂéaﬂfem@ﬂ xdellitETetJ bﬁhd'kgl at REsEone of
g;nis?lé‘ Fevnce d{?e%t‘?ﬁelr gnfg?sré 1reles§ Fa\ﬂx%' é@wg% d%(.{ ﬁe)r reud&ar rdgt\z{lgagees .
Onf dnforatatiofrdnog databaser Haged pt lpastin part ancril databasecufpmation, retumning
r ea%ﬁ@&ﬁl) alRell Hlmn’n&oﬁ k2 Q s&&e?%hgﬁgrowaés CohuGRRd AbdiBement

corrput er executable I nstructions I nstructl ons
wherferégesand € addpesninforpriian foppan f@ferpa'sbrrwr§1 éﬁpwt%qaé@}e

causediuhas A6 §6v9a6d vhRR Eahirs SonvRiter xR ciitaBN ifviaEons Wikich
descrj bed n a  further. aspect gtlﬂere is

pr o\}ns uc lonS, WE]%\/CX%CU%% Q%b;rgchs\(}r (i,fael'()ﬁﬁlroplgg f]egver géus
Wat a:trarwnma s@ya teigwlomens the desotiled msthod.ecei ve from a

Wi I gbGdef Cida wr&er a@&wma.% .sq,uovhd%@%roaaan&gse@er C%B%&Sz?

devi ce |dent| ler and a wreless carrier net
i derfPiRPase @ Prasesr @passhledp: rrosiye from A evirgless e °é lgast one of a
i dentitclesedeviddiderifieChnilvh vREIESS Barfick hétiverk ideRLifieRUssed on at least one of

identifier, . .retrieye, dat base 15 f.or sa i d
ot AB g e iadh Bl 1R S SR AR Repoigll R 2y B

15 f onfeaationfrom edididatrbaserbesed bt I¢dsdin pattimessid datm‘asmmamaoon, return
for e Sﬂﬁ)\éﬁﬁreéélf}lf&hlamnqw aQ6FerGith 5@'vid§s%@ntf5ﬁ§b@9ﬁﬂ&@ﬁ1

servi ces ag g%H% dress information for an

ent eFPIFERIAD n ‘["@66’9]“’&‘ FRFPHSE AFWPEs and

adv g00e8) esOtér fednecs any sivhritapes ofitHelinviestida il Bio@ad apparert frowthe
t he | .de kDL | . ynction with the

oy el S GRAREER Ry B by e SARRAIEE" | 20 MR [ 0610)

3% the figures which illustrate exanple enbodi ments of

t he prgemeEseRIPTINOFTHEMKAWINGS @ schematic view of a

kno t wor onfi ti-o 1 |G 2

SO noRaliL "k s R Rt et gtopdimeust o G veption

enbof0t PEG 1 Bacthematic vidw dfla&namnesdtk donﬁ@rmbmn

(001 I Yol e

ge JB0131, iy s RSN 4o B Byl Mgkl
25 agleachinghefthershbiespiaventiben of t he system of FIG 2.

DETAob#) DEfSAi PTJcmaBQVlE@@ﬂédonm bfh& gerkétk 61 KIG. 3,andn

e nt ef081}$]S € F;tg 4|'}sa as sedauence dxa%pagm sﬁgv?lﬁge op%r%lgnr (&rtlllessgsteqnett)fvlg&k

DETAILED DESCRIPTION

30 [0015] Turning to FIG. 1, an enterprise 10 has a hub and spoke enterprise network 12
with a number of communication devices 14 (such as suitably configured personal
computers — PCs) connected to a central enterprise server 16. The enterprise server 16 is

connected to the public Internet 22. A number of wireless carrier networks 24a, 24¢
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25 server and a single relay server, each could be, in
actuality, a server farm [0033] O her nodifications

will be apparent to those skilled in the art and,
therefore, the invention is defined in the clains. WO
2&8%%?)\213 PCT/ CA2005/ 001392 10 WHAT IS CLAINMED | S:

1" Bd of handling communications, conpricd{GAge0s/001392
receiving froma wireless carrier network a wirel ess
device identifier and a wrelaggs carrier network
identifier; based on said received device identifier
andigfA MY €LARIEDaE T i er network identifier,

retrieving database information froma dat abase; and
based at |east in part on said database information,
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(ii) addeessng fresh @rwiteldspearfiesmetyorie atvaretess dayiaeadentifiér.and a
2. Jheetmbhf, &k oklidingkd. Wwherei n sai d dat abase
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nor . TietrheliodwficRirf S Svhesin sakY dabbhdsGrfsfindtion COMPHLRS Eaphisility
nesggges.be ween an enterprise and wrel ess- devices

ass SEPTHRAHED {F $Hd piyele pet¥ek. or an indication of

whet her or not the wreless carrier network pushes

nes es t e. W reless devices. 4. The nethod of an
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wireless devices associated with the enterprise; or an indication of whether or not the

wireless carrier network pushes messages to the wireless devices.

4. The method of any one of claims 1 to 3 further comprising:
receiving load information indicating load on said server which provides
centralised management services; and

storing said load information as database information in said database.

5. The method of any one of claims 1 to 4 further comprising receiving device capability
information with said device identifier and wherein said step of returning address

information is based in part on said device capability information.



