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PROCESS OF STORACE OF BI OVETRI C FEATURES The invention
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features to reduce electronic storage space required

to store the bionmetric features. 10 The bionetric

features include but not limted to fingerprint, u%?

iris, retina, tissue and other features unique to hdAN 2007
i ndividual . More particularly the invention relates to

a nethod of processing bionetric features for

el ectronic storage and to facilitate rapid conparison

With a presentnll BRRUbRALEDIIROMBINIE MUShupes Of

bi onetri cs teatures as (B2 -4 ¥ B e i B

are used for identificatlon and verlflcatlon of

i iometric features are extracted from
16 o8 Bengr 1T P BERS bt i BesSihE lmunst foaturs (0 reduce

fe]emgmcpstonag@ spatd ®qilirege stoldth€ Biseic fdthss.and reti nal
i mages for retina based bionetrics identification and
aut hentication systens. 20 The extraction of bionetric

ﬂ"ﬁabmmmcffbﬂmek breludawuidat ﬁrrﬂxt%d A Cgeﬁgm@ %Nﬂ,sirﬁ gretma tissue and
&gty extractiaon al gorithm as discl osed in prio
eqihEes BP‘SH%E%“&‘“P@&P% M@%ﬁﬁ*ﬂ%‘hﬁmth‘tﬂﬂwrdmlrﬂsﬁes & a method

eh@oa&ties bRlieik Riwid ?orml&%h%'s&?ageaa\ﬂd q@tfa%lhtgt? ?fipuﬁ Comparison

used for verification. For exanpl

Pith g @rssent MOMeHES feMEtsr nati on on the 25 indivi dual
characteristics of the fingerprint inmage includes, but

is not limted to (i) core points; (||) ridge join
paiiesstypengl Yivmeyicy ifehgreed meﬁmcbrrmg poi nind 3find hee used for

taRi P CABIR SRR GL. TR SR e B4R Sdls fom

I Vi properties suc
ragndpiteesuch s figgarprint imhgs iiv bztsy oﬁﬂd c@ph@! irfs @RhEI:ES case of Iris and

Iﬁg‘ﬁ§ﬂ TLTF%IS%%%;&&E %L = 26%d$tj%ggx50/n%}lg %Etiﬁlenticatmn systems.

The extraction of biometric features from the raw data is carried out using feature

extraction algorithm as disclosed in prior art.

The biometric features contain individualistic characteristics of the biometrics raw data
that 15 used for verification. For example, in case of fingerprint the information on the
individual characteristics of the fingerprint image includes, but is not limited to

(1)  core points;

(1) ridge join points; and

(u1) ridge line ending points

The individual characteristics of the features have unique individual properties such as:
() direction; |
(if)y—angle; and

(iif) relativity and other features
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2 5 The above listed properties and the
characteristics are applicable for fingerprint. But in

characteristics include but are not limted t
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optical nerve core; (ii) ecudate density; and (i)
optical disc - eye ratio 10 As stated for the
bi onmetrics types above, the characteristics vary faﬁ'JAN 007
different types of bionetrics and the extraction and
recognition of the characterjstics are disclosed in
prior art docunents. 15 The characteristics and their
respective properties bionmetrics are referred in this
Tdeabw’eptstedrprasertldsi apdabe closscdaisics, ard hgplivhidador figeerpotat.aBut in
e..abl e ectr.o

o oeeutLhird s S8ud LR G bl P e
(mdemﬁmﬂnma&mom and verification. 20 The storage of
the bio tchs gata inits formrequires around 200
(%&t%§d%F HBBGEMC Thi s storage space requirenent will
(lﬂ?tolﬁ@a[ajl&(ll’@bﬁ-ﬁld’]t for limted nunber of bionetrics

ata. However for |arge nunmber of bionmetrics data the
200 bytes or above requirenent is a huge space
AlCeHild RRRY biokefric® ﬁ%@? b§ovk Ofhe Je@@m&@x@sti‘c@ thg‘ ¢ @ifﬁrérp gypes of
m ni mum quantity of ytes required is 20
bRG1e00D 200 Gretpytragion 25d Tfpgnitepeiibe C%%Fé@srlémrﬁ rd@ﬁ@md pgrior
aﬁbﬁB: Jfonstraint in enbedded environnent where the

ionetrics technology is intended to be used such as
snart card, and other prior art technologles as the

T%g aﬁ\é‘é}éi%?g%’% %he ?esﬁﬁ:?gs r%a %Bgﬂetncgo%xjﬁgreo«{l]%glr ﬁjl this
daﬁrchpuionaat ‘Deolunddsodite’s Theh aiomemosodmmnhgst usaedble amn bé stored
e used in i s, envi nnent are _no
LD & ARGRATE S0 TRl A 8 SR or i fgh and
vgﬁﬁﬁﬁéﬁ the header information defining the

conpressed data used during deconpression is above 200
bytes; as a result the resultant conpressed data wl |

TRE sRPRY & ARMiMNLESs data in its form requires around 200 bytes or above. This
storage space requirement will not be a constraint for limited number of biometrics data.
However for large number of biometrics data the 200 bytes or above requirement 15 a
huge space requirement. For example for 100,000 individuals the minimum gquantity of

bytes required is 200 x 100,000 = 20,000,000 bytes.

This storage space requirement is also a constraint in embedded environment where the
biometrics technology is intended to be used such as smart card, and other prior art

technologies as the space available for storage is limited. .

It should be highlighted that compression technology and other prior art technologies
that is commoniy used cannot be used in this environment, as they are not efficient with
smali@mount of data such as 200 bytes. This is because the header information defining
the compressed data used during decompression is above 200 bytes; as a result the

resultant compressed data will be above 200 bytes.
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envi ronnents such as JPEG conpressi on cannot

for storage of bionetrics data as any |oss of data
will inpact the verification and identification g4 jan 2p57
performance. One of the reasons the conpression
algorithmis not usable with bionetrics data is that

10 the conpression is designgd for generic data and

based on the di stribution of bytes within the
’léhonltﬁss Com ressmn ér cs data is cked i.nformation of

ata ot ruBhared FEAYTHY CHRonhUsTe it $TERMGH ey irenpeih such as
G aod&am&ss:ﬁm catnboobe ﬂdeg o?asn std}agelsdsf&fﬁhantmmyst AY loss of data will
distrj but [ HJQ act. 15 The packéd
lf“rl?f‘%lﬂhea‘tefl oﬂé‘f“b g“ ’O‘P%e PaEnited to information
descri bi ng the bi onetrics features and its
IS an object of the invention, to

r ties.
(g'if’ EB 2Qhe FPedﬁ"Of”?Hr esgiop jalgerithin isoipp ebld Wi timetrics data is that
thé IIRHrédsion tsctﬂ:E%necN%Wg%};B sk, taﬁ‘@ﬁasls’d@‘?fh@d%tx%ﬁ de bytes within

rocesses the ionetrics data to I ess
tae AeTEent-s Thenpmeisise [data ip packied u@ﬂoemnodatfa:laa stna:geea)ﬁsed by the

WRIRL | EficRAad e I ARERGHon ARHASE ARIEC S Sted diddribygon is

provi e a net ho at stores ar ac
ajrpaly chinp#ast ri cs data for a set of si m | ar data set
within the bionmetrics data. The gl obal

characteristics of the bionetrics data contain the

Thaf pokal idororagquiingoddsobuteisi fyt iibied 25 hRALMIRS deskiibih$ the
t her ohj.ective. of the invention to ensure the

b%/‘jr?beé 3??%”8% dBPEMCEics of the bionetrics data are

not elimnated during the conpression stages that may
npact .the _verification and identification. 30 In

It e ohicgs of e VRN, dn Avarceme i weh diffispltips detcompressing the

bRnfBt Al dabA v eBioRadhed uffer 9S8 Sfhcebdds t8AHiBleirics data to
identification and these characteristics are present

CORPIRTSHIsICRRes Bibiesylisdn gffipignt data storage of biometrics data is needed.

Another objective is to provide a method that stores global characteristics of the
biometrics data for a set of similar data set within the biometrics data. The globai
characteristics of the biometrics data contain the information required to verify the

features.
It is yet another objective of the invention to ensure the important characteristics of the
biometrics data are not eliminated during the compression stages that may impact the

verification and identification.

In most cases the global characteristics of a set of similar data is created or generated

instead of identification and these characteristics are present within the biometrics data.

Another objective of the invention is to provide for a method that verifies two

compressed data of the biometrics data to ascertain their similarities.
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PCT/ SG2004/ 000234 21 JAN 2007 4 5 The invention

di scl oses a process of recoiling bionetric featur e JNN 2007
recordabl e nedi um conprising several steps Raw

bi onetrics feature such as finger prints, palmprints,

iris 1image, retina image amd ot her bi ometrics feature

or a conbination thereof are extracted. The raw

bi qnet r.i C%Ffeature is's %Frrented. into at |least two

The dmisnton HFTieses ARIAGTS phikperties bomsticdratpiesdp recperlableagdivm

cDinPidihd SevBial bregd Wa®ShibMe®ios a®PYSRAtas FnBed HIRNL| pfalrﬁ@rmts iris
10 The anchor feature consi sts of centre point

ifupgrg B3t (M o thea PTG featurs 5F B Coppwation theff@f ﬁfﬁ-‘aema“ed
THEREE bRnelrR9 $eatRE 1d RBmbfled fntSat1dBUS0 S-ggﬁelﬁ'lﬂlﬁk fA£BBY features
features consist _of ridge join points, ridge |Iine

and e Iergstrcortharisiggdicapfpatirss wreagiuieampRtiafg ident er:dmac ul a

and vessel density in retina, and lens and iris

portion in iris image. 15 The relativity in position

ot aedoh fehgaceisstnel deatae poist innfinget ptidtoor palnt h:énta,nmhiordisc in
r%&e}\%ér%gge {)rﬁien§ QF%I\IM ?nﬁms gmggr Z[Irl]%tesig\r/l Jltc%rétlci{]gtluyeg i %9 ndge join
p@&@ﬂﬁﬂlgeslm&mnﬂngs fbh éngﬁr pring ar paich priass and mamllamad oésstihiensity in
rel a ii ty r91‘. each feature is conputed. The val ues
fE?B’taa?‘\q gfsieAd LRGP 154MaE% v) or in conbination as
feature are 20 concatenated. Feature obtained in step

vi) are stored. Ln another aspect the .invention
g@ﬁt@g@smama%% 8k sachsignaapigiepyi pindiisiips &0 theanghardfestpre is

cBFa ol d aﬁic@eﬂﬁﬁlﬁfﬂcl@d&ﬁ“% oﬁﬁgmtﬁé IFQAbvRhe:t ch?cance direction or
metrics data. Raw bionetrics feature such

sﬁgrmg@r urp‘iﬁ{ ﬁh%mupﬁlpm g}d| migmuiny yadus cp.fa@g relp@pnhaf gmgfeam is
C?ﬁg?tg%?ﬁfes‘p"‘e‘%??’gf:ag 5 ih Enﬁ%ﬁ (gﬁ’) 2e d o). e < a@ﬂﬁ@og bs feature are

cshcgwnﬁtem‘,a‘mmeevétaunedsn gee(vi) aestoiefi ed. The relativity

in position of each significant feature in relation to
the anchor features is conputed the relativity

Ih nabthetespan ehoinvemioa dfcldsbea fppddegwbgrordingt Bametic features in

recordable medium without segmentation of the biometrics data. Raw biometrics feature
such as finger prints, palm prints, iris image, retina image and other biometrics feature or
a combination thereof 1s extracted. Anchor features and other significant features are
identified. The relativity in position of each significant feature in relation to the anchor

features is computed the relativity includes one or more of the following; distance,

. direction or segments units. The minimum and maximum value of the relativity of each

feature is computed. The values obtained in steps (iii) and (iv) or in combination are

computed. Feature obtained in step (v) are stored.

The-invention will be described with reference to preferred embodiments and to the
enclosed figures in which:
Figure ! shows the biometric features of a finger print.

Figure 2 show the biometric features of an retinal image.
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direction or segnents units. The m ni mum and maxi num
value of the relativity of each feature is conputed.

wo Fdoeisagaies obtained in steps (iii) and (iV) PERAB2004/000234
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conbi nation are 30 conputed. Feature obtained in s
(v) are stored The-invention will be described with
reference to preferred enbodi nents and to the 21 JAN 2007

-encl osed figures in which: Figure | shows the

bi ometric features of a finger print. 35 Figure 2
show the bionetric features ®f an retina] inmage.
SUBSTI TUTE SHEET ( RULE 26) WD 2005/ 013186

]ECT/ 562004/0 0234 fséﬁ JAN 2007 5 5 Figure 3 is a flow
dBUE P dinlotoY AREBPLelE PRRcessfidentifieaianaH the sldhel glagtseistics
fedimhaGidddiSdsidag sed rom t he bionmetrics data set. Figure

4 is a flow diagramof the process of verification of

Rigiae f i EO%MPIR8eaLef thereress efiverfisptianrfdhe teesampressed generated

o dHebiddhbit VimiMlityh the use of fingerprint, say of a
thunb, will be described. 10 Upon successful

Wik the ayeap! fomerprat, Byoretthunls wikhe desesbedt he bi onmetrics
feature is segnented in regions as shown in Figure 4
The process requires the bionetrics data that is

Usiog meqcpiséd retgaral pbthe bigmadtsdidatien thd biemettfs feanrety kgHented

i AW odal el 3l B ‘?iref4r omthe bionetrics acquisition
device for exan‘g e, fingerprint image for fingerprint
bi onetrics type. Upon successful retrieval of the
i [ f ur.es, the bipnetrics feature is

Py R e N RS A S p—
beinguics rhy the Seahddr @Smashel Bdhefics hehMsBbACheyilet Bra0dmple
at he bltomstr cs features are separated into 4 regions.
FEEPHT MYZE PP METBGUOMEUShBRA in the figure only for

feature identification. The .
Upon successful retrieval of the biometrics features, the biometrics feature is segmented

in regions as shown in Figure 1

In Figure 1, the features as indicated in black dots and the biometrics features are

separated into 4 regions.

The fingerprint image is shown in the figure only for featire identification. The

fingerprint image is not part of the features

The four regions can be numbered as A (top-left), B (top-right), C (bottom-left), D
(bottom-right).

In region A, there are four features the center feature within this region is selected as
indicated by the black rectangle.
In region B, there are six features the center feature within this region is also selected as

indicated by black rectangle.
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25 fingerprint image is not part of the features The
four regions can be nunbered as A (top-left), B

wo 2003189t ), C (bottomleft), D (bottom ri ghtyscRfabidzas
region A there are four features the center feature
within this region is selected as indicated by the
bl ack rectangle. In region B, there are six features
the center feature within this region is also sel exfgdN 2007
as indicated by black rectangle. SUBSTI TUTE SHEET
(RULE 26) WD 2005/013186 PCT£SG2004/000234 1 JAN 2007
6 5 However in region C and D, there is only one

eat ure henc e fe tur can e the

WHIE 8 "Rk aaf? PRTE o gob R f ?Gﬁp“eé‘m%fegwaﬂ gnot be the
deher £y essed data is generat ed as foll ows: Region

A 10 A - Center Feature nunber ex: 5 B - Distance in
area between feature | and Aex: 9 C - Distance in
REErdeelneeRe ferhilACB 2C aRd DAR ¥omgresded datis @@ﬁaﬁed' a follows
area between feature 3 and A ex: 6 Region B: 15

Cent &egiPadt ure nunber, ex: 8 F - Distance in area
10 between featurg IC@[@F@mgg&m%be,G Di stance in akeq
bet ween feature 2 and - Distance in area
bet ween featur}é—@latﬁQPCAne!S@? thWGPﬂ feamyrest amtd i n el
between feat ure_antketh 6% vt thafurds FAARCE | 11,25 c2
bet ween feature A EX: n taﬁw I s exanpl e Region
Cand D are i glae{lb‘sltaﬂ'dménlaemblew@mt feaompB eskAd datex: 6 | |
be A@\%g%ﬁ@ﬂi\] (one byte per character) and based '

n

15 E-— Cenfer Feature number e ex: 8
¥ — Distance in area between feature 1 and A ex: 9
G — Distance in area between feature 2 and A ex: 6
H - Distance in area between feature 3 and A ex: 1
I - Distance in area Between feature 4 and A ex: 3
20 J — Distance in area between feature 5 and A ex: 4

In this example Region C and D are ignored.

The resuitant compressed data will be ABCDEFGHII (one byte per character) and based
on the above example values, the resuitant compressed data will be 5926896134 {every
25  digit occupies one byte and has the minimum value of 0 and maximum value of 127). For -

this example the space required 1s only 10 bytes.
Next extraction of biometric data of a retinal image will be described.

30  As specified in the previous sections, the process requires the biometrics data that is
biometrics features extracted from the biometrics raw data obtained from the biometrics

acquisition device that is retina image in this example as rettna biometrics type is used.

Upon successful retrieval of the biometrics features, the biometrics feature is segmented

35  inregions as shown in Figure 2.
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data will be 5926896134 (every 25 digit occupies one

wo bwse1aged has the m ni num val ue of 0 and naxigyg&&ﬂk%&mzﬂ
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of 127). For this exanple the space required 1S
10 bytes. Next extraction of bionetric data of a
retinal inmage will be described. 30 As specified |

the previous sections, the process requires the hq JAN 2007
bi ometrics data that is bionetrics features extracted
fromthe bionmetrics raw data?obtained fromthe

bi onetrics acgnsition device that is retina imge in
this exanple as retina bionetrics type is used. Upon
successful retrieval of the bionetrics features, the
IhiRygwet 0] €8 ahehdt MatirésSarndQgeBieSeniBOant RedtiRB RRSndSated and the
shown 1N Flgure 2. SUBSTI TUTE SHEET (RULE 26) WO

bARONT 5119 $E° BETIPEERIOACT0023T 31 JAN 2007 7 5 In

Figure 2, the anchor features and the other

significant features are indicated and the bionetrics
Theastupbigiage i shewa ngihe §epngtoplysfor Egiuemidentifivetior fliha adtinal image
it ARS8 bfiths RAWResi N the figure only for feature
identification. The retinal inmage 10 is not part of

the features The four regions can be nunbered as A

- -k lLght), ot | ef t

g i Sdohe el b LA oki Kiog 18 EVoF xeh) £ opomten), D
(badtwat-iight). of t he Anchor feature and the other

significant features within-the region is conputed.

The relativity in location includes but not limted
It ocgios Batteeretidhom Heatamt 4foe 20@hGORRFRAIPMefihd Alidhificant

The relativity in location is a_value to define the
ffgEs VOHD O regioph S rORPpEh heaclafvig 18 losatien mahdes gt mited
tN\ikBhdR ahl¥er AigtiONSnd sontBinatibn af‘lgthlp;Th-El}@Ia?ﬁ{%ﬁﬁ 16@HP & atvalue

C e

determ ned by obtaining the positions of X co-ordina
toyfrding thegoayon P wncher istiuee of gesignificent feattuerveitia thelregiony A, B,
CSdn@'D. Fiin€ 3hd eanHRGIRLAOH b P bbE R RS hAM; 42

sel ect ed basgg on the Ieaggm§¢g$g%ih%ggﬁp?ggﬁﬁﬁﬁgﬂgeaMiX
cewednsteof ofspereficictineg archnreersighifofant) eRiprea ool ddressing should
b% g%%‘?érdg%é%{ onlatélre Z%Et}t"%ﬁa%\g \Axéaauige?neenjc_ %g}garﬁc’ptleo of (s:’e?ecting a method of
expressing the location of a feature with the least storage requirement is as follows.

The location of a feature can be expressed as the distance apart of a feature from the Xp
plane to get the X value and the distance apart of a feature from the Yp plane to getthe Y

valae.

However in the above method of expressing the Jocation of a feature requires two values
and the storage requirements for the two. values is around two bytes (one for every value)
resulting in the need of twice the storage capacity. To reduce the need if an additional
storage requirements, the two values (X and Y) that define the location of a feature within
the region is reduced 1o a single value by computing the relation between the X and Y

values,
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The location of a feature can be expressed as the
di stance apart of a feature fromthe Xp 25 plane to
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e Yp plane to get the Y value. However In
above method of expressing the |location of a feature
requires two values and the storage requi |_remenlE:,>s/1 BRKI o007

“the two values is around two bytes (one for eve

value) 30 resulting in the need of twi ce the storage
capacity. To reduce the need;if an additional storage
requi renents, the two values (X and Y) that. define

the location of a feature within the region is
Onedudedethod af simmitieg \viad watiby iconpukdlp gmilhplymel the bom values to

bet ween_ the and al yes, SUBST HEET ((RUL .
S50 RS0 oty Sl S SR TTB BH T on
iJAMPOO T pditon@fehs uehonpdiltodition repbopatis Agbyt Hieectly multiplying
relatign I s by directl ltiplyi t he al ues  t
digopliss Sngies yatlaaetop st 2 anucd, e e 4P A8 RS Bes he
pbiforPBCR® kndhet Pdintintthiniy dfREHaQIT afvectiszld(drnadsgulie) Mat starts from
position of the anchor i point wthig regi orbéf\ 'és 4, .
thisystariingeRasipn 9 Fei PBSIGR Ao frrostigp §éad %ﬁ%ﬂl%, '8¢ pgjyad retina
yalye of 20 is obtained. The value 20 is this case

"detines the position of the anchor point in terns of
area of a rectangle (or a square) that starts from 10

I—E?Qv:eH%t @h%xl ngtheﬁ’ssizzfoni eDugh b Q%tafr??isfr?xglﬁ'zhueeﬁo% W{n{hilégr!md as

osition of the actua tina inmages.
abiolablear hitptiherorget hods can be used to obtain a single
value fromtwo values and as avail abl e ‘at _
http://ieee.org_ 15 Figure 3, is a flow diagram of the
FRAPE BSS 2 Gbwi digunarh folf ciat frodes0sf igtmitfiahtionhefrghatiab chesddtastics from
fram the Di trics data. Thiss{érocess .S

BB EERT 92t P 0TSS40 PBRT Y SBR & EGSY fhgycqmpress data

PRk bidgnehico ARtk GSthRdh Gce@Sthé Bioldirks MAQGESHcésh and the global
bi onetrics data is processed and the gl obal
chafagieristiey g tdeadfidr e i dent i fi ed.

This process requires the biometrics data comprising of biometrics features extracted
from the biometrics raw data obtained from the biometrics acquisition device that

includes but not limited to finger print scanners for finger print, iris and retinal scanners

for retina.

The process starts with step 101 with the retrieval of the biometrics features from the
stored database or from other processes that reproduce biometrics features from the
biometrics raw data. The method of acquisition, extraction and validation is well know in

prior.

Upon successful retrieval of the biometrics features in the step 101, the features are
segmented, that is divided into regions dependent on each biometrics such as but not

{imited to fingerprint, iris, retina, DNA in step 102
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acqui sition device that includes but not Iimt

finger print scanners for finger print, iris and

retinal scanners for retina. 25 The process star

with step 101 with the retrieval of the bionetric?SP JAN 2007

features fromthe stored database or from other

processes that reproduce biogetrics features fromthe

bi ometrics raw data. The method of acquisition,

extraction and validation is well knowin prior. 30

Vb revecesies fitam plep rPdvial staf 133 ehebinsher fepluse fsedenifies and the
S d

PR e SR Ry Rafres SRR rpd Wi oy

ens diuhe propertipy promengnt o fhie megdorp riihatprofierties inalwdel tia noDINAited to

SRR s18E o AHRIGAT 08534 5 JAN 2007 © 5 Wi

every regi on fron1step 102, in step 103, the anchor

t Ufs ??h g mona ed.and t he relat|V|Hy of all_ other
SR fo e R RO i R on et AL e i hen o
&k atdiots ye dvailablyyihe preeRfcohfiRePfroRelchbil@s. prom nent in
the region. The properties include but not limted to
di stance in length, angle and distance area. 10 In
16tsep 034 forl dvebyhRERNANR rﬁﬁ’l‘irﬁurﬁeﬁﬂ QfkimbiACvalle OGE5D erties of the
cont i nues fron1step 103 but when no nore reglong
feapaies 4t detchibe Hicotsddiity orith meber fortme &t eypratd. and mos¢aeqmated
rdQRing Y coRWRENed &G ON, the m ni.num and maxi mum val ue
of properties of the features that describe the
relativity with anchor feature is extracted and

t:he c S dat a

TH8 0GR E0R Aa A BE S 10 Gt SrbR B et me dTesgar of
fdeasyatvaster ater bsrge.he fil es part of

The process ends in the step 106.

Figure 4 i1s a flow diagram of the process of verification of two compressed data
generated for checking their similarity. This process is used for identification and

vertfication of an individual using biometrics

This process requires the biometrics data such as biometrics features extracted from the
biometrics raw data obtained from the biometrics acquisition device that includes but not
limited to finger print scanners for finger print, iris scanners for iris and retinal scanners

for retina.

The process starts with step 201 with the retrieval of the biometrics features from the
stored database or from other process that output the biometrics fearures from the
biometrics raw data. The method of acquisition, extraction and validation or known prior

art.
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file systemfor |ater usage. 20 The process ends in
the step 106. Figure 4 is a flow diagram of the

WO RbDFSES of verification of two conpr essed dag@r/sG2004/000234
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generated for checking their simlarity. This process
Is used for identification and verification of an
i ndi vi dual using bionmetrics 25 This process requires
the bionetrics data such as bionetrics features
extracted fromthe bionetrics raw data obtai ned BriosaN 2007
the bionetrics acquisition device that includes but
not limted to finger print scanners for finger
print, iris scanners for iryg and retinal scanners
for retina. 30 The process starts with step 201 with-
the retrieval of the bionetrics features fromthe

spen adcasiubbageaoel fhedrivrottier feptse d8 staphd !> sompisssediiata is
b| Qe S I r '
Ao LTS Rk ARARE o Bef DL UE S hpHof Bl i Mifed
Ksnepvhe pmcasf in Fagtire 1 848h S@B&rbwew'ﬁ@nsm@ﬁfea(tmvé theipput. - -
------- - - WD 2005/013186
PCT/ SGZOO4/ 000234 $1 JAN 2007 10 5 Upon successful
[mediép Beakomiredséibddni stored i ¢ dambasarfersthi individyr! 20metrieved. The

Faceac 1 o 5y 0 UL g g

Pl Rk, e entity icard ntheerpr ocess in Figure | with the
retrieved bionetrics features as the input. In step

202, conpressed data stored in the database for the
i@ipviod Usbon kisccéseul :iefﬂéezd .of thaeomp@ssed tign éSSq:caﬁiafoa ewirj' fegion

SHCE NIV INT I TR T

#PBivir m&nﬁﬁ&ﬁﬁ&swbred afithiveyalorgftidnhie the ipe e&‘B}ﬁdSsdditiaa (in

In ste 202, for ever
the step 28 1). Exact match ¢ eck;Xg testgthe comparison.

In the step 204, the number of successful matched, is identified and if the value Is above
the half the number of regions, then the two compressed data is similar and or else they

are not.
The process terminates in the step 205.

The significant features include the Blood Vessels, Macula point (circle) and Macula

Region. This processing of obtaining the relativity in location is carried out for regions B,

CandD

After processing the regions A, B, C anc. D, the compressed data is generated as follows:

Region A:
Al ~ Center/Anchor Feature r}umber ex: 20
A2 — Location of Macula _ ex: 15
A3 ~Location of Macula Region ex: 7
A4 ~ Location of Blood Vessels ex: 21
Region B:
B1 ~ Center/Anchor Feature number ex: 10
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in the test conpressed data fromthe database (iii
step 202), the anchor feature and the 15 relativity

wo toak@131®g i on is conpared with the informati onPJt:ﬂS&%}Emoozu
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live conpressed data (in the step 201).

checking tests the conparison. In the step 204, the
nunber of successful matched, is identified and if_L t?ﬁ
value is above the half the nunber of regions, t En' 2007
the two conpressed data is simlar and or else they

20 are not. The process termnates in the step 205.
The significant features include the Bl ood Vessels,
Macul a point (circle) and Magula 25 Region. This
processing of obtaining the relativity in location is
carried out for regions B, C and D After processing
the regi ons A, BB-I@camo-oDMattie corrpressed data &§ 10

generated as f I - Center/Anchor
Feat ur e nunber%Iexq“vx%%fm"&g%aﬁgﬁgﬁl% of Macul a €% °15

A3 - Locati on cBﬁ—l\lhnmtioaoRngoervessms 7 A4 - Locatégngof
%&QSdeerg S lOne ang% d §%§§$ B: 35 Bl - Center/Anchor
eat Ut & AGm % d | TUTE SHEET (RULE 26) WD
2005/ 013186 PCT/ SG2004/ 000234 31 AN 2007 Il 5 B2 -

108 Pl S BE Bl b A G0 G e BBy Meierhipa based

lon merabeme:xanph ealasguherbsﬂtaandm@r@gea dagnained 2018 70h9a0 10 5 16

result%?t co ressgd d]gtahvm |1 be, ABCDEFGHI J (one byt
SCEYes AR EY hiderampe B iRpee Esdrdlizonul ¢

the resul tant conpressed data wll be 20 15 7 21 10 10

?n ]:igure 4, the features as indicated in black ‘dots and the biometrics features are

separated into 4 regions.

The fingerprint image shown in the figure is only for feature identification. The

fingerprint image is not part of the features

The four regions can be number as A {(top-left), B (top-right), C (bottom-left), D (bottom-
right).

In region A, there are four features, the center feature within this region is selected as

indicated by the black rectangle.

In region B, there are six features the center feature within this region is also selected as

indicated by black rectangle,

However in regions C and D, there is respectively only one feature hence the lone feature

cannot be the center feature

After processing the regions A, B, C and D, the compressed data is generated as follows:
Region A:
A — Center Feature number

B — Distance in area between feature 1 and A
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(every nunber occupies one byte). For this exanple the
space required is only 10 bytes. In Figure 4, the

wo F082614iRS as indicated in black 'dots and thepcrsG2004/000234

10

15

bi ometrics features are 15 separated into 4 regions.

The fingerprint imge shown in the figure is only for
feature identification. The fingerprint imge is not

part of the features 20 The four regions can be nundrJAN 2007
as A (top-left), B (top-right), C (bottomleft), D

(bottom right). Inregion A there are four features,

the center feature within this region is selected as

i ndicated by the black rectangle. 25 In region B

there are six features the dénter feature within this

region is also selected as indicated by black

rectangl e. However, in regions C D.,there is
respectively oﬁzlie/é'éﬁgcef‘%gieﬁS@wﬁgﬁfg%‘“fehzeanp e feature
30 cannot be tipe. DRALE inhrabkeerfehtare Pandcessi ng t he
regions A,_B, Cand D, the conpressed data is

generBemen Bis follows: Region A: A - Center Feature

nunmber 35 B - Pi-Steans Gednile ai@Berbet ween feature I and A
SUBSTI TUTE SHEET (RULE 26) --=---c--ccz--"-"
---------- - WH-Joianes imassbedrasdesies 48060234 31 JAN

2007 12 5 C - d pi:aR&An aRta BERRePREMRE gt ure 2 and
A D - Distance in area between feature 3 and A

Regi on B: E - HemPiskangdaatse BetvsebiEntore 2284t ance in
area between featguisck irBhch Riween feature 4 and A

J - Distance in area between feature S5and A

In this example Region C and D are ignored.

The resultant compressed data will be ABCDEFGHU (one byte per character). For this

example the space required is only 10 bytes.
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30

10 G- Distance in area between feature 2 and A H -

D stance in area between feature 3 and A | - D stance
in area between feature 4 and A J - Distance in area
between feature 5 and A In this exanple Region C and
D are ignored. 15 The resultant conpressed data wl|
be ABCDEFGHI J (one byte pey; character). For this 31 JaN 2007
exanpl e the space required is only 10 bytes.

SUBSTI TUTE SHEET ( RULE Alvig31 JAN 2007 CLAIMS 1. A
process of recoding biongtric features in recordable
medi um conprising the steps of 5 (i) extracting raw

iopetric features.such as fingerprints, palmprints
Py PProfisd gUr b Richi<hy Boutng Torianle sidbs Ev heraves s
or sgpeefbi nation thereof; 10 (ii) segnenting the raw

bi onetric features into at | east two segnent units
wherei n each segment unit consists of at |east one

anchof 1 QAliithedRM pRimetli ERYMurd R IHoc SHARL ol Pl i
featu{£st mﬁ%réin t he ancﬁ%r eat ure é%nélsgg@%igﬁ?%fns
cent er pomage, setinatimhgasid oiine bamxdtlid feaynrgs@ir Atcoinbination
fingerpﬂd%s%ﬁw palm 15-prints, (b) optic discs in
retina inad%,’or (c) lens section iniris inmge, and
wherein the significant feature consist of. (a) ridge
join points, ridge line endings for fingerprints or
pal m §7i ﬁfzgpentgxg%gﬁ,raw biometric features into at least two segment units
wherein each segment unit consists of at least one anchor feature and at
least two other significant features,
wherein the anchor feature consists of:
(a) center point or at least one auxiliary point in finger prints or palm
prints, -
(b) optic discs in retina image, or
(c) lens section in iris image,
and wherein the significant feature consist of:
(a) ridge join points, ridge line endings for finger prints or palm prints,
or

(b) macula and vessel density in retina, and lens and iris portion in iris

image;

(iii) computing relativity in position of each significant feature in relation to
the anchor feature wherein the relativity includes one or more of the
following: distance, direction or segment units, and wherein the distance
includes relativity position between the anchor feature and the

significant feature;

(iv) computing the minimum and maximum value of the relativity of each

feature;




(b) macul a and vessel density in retina, and | ens and
iris portioniniris image; (iii) conputing
relativity in position of each significant feature in
relation to 25 the anchor feature wherein the
relativity includes one or nore of the follow ng:

di stance, direction or segpent units, and wherein g%%JAN 2007
di stance includes relativity position between the
anchoy .fe r nd,.t h lLgni 1 t . fe v 30 (1v)
conpor ng bl s e Sbltuod s (A By ot

rel ativi tepmbinadad bs fehtoad; viie;, JAN 2007 14 (v)

concat enati ng the val ues obtain in steps (iii) and
(iv) 5 ﬁﬁ”ﬂg 2t PRIAIngd I ich ge; and (vi) storing
of feature obtained in step (v). 5 2. A recordable
mediumas clained in claim1 wherein the nmedi um

#nat rederslablamedivan giclaisedin cleir 4 Whereiir themsdiss inghudgmbard
ot *&%i(, Qﬂr?cﬁ&,oshﬁgt‘%O%g 'oi'lgﬂy other data storage medium.



