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Bi ol ogical information on a user is digitalized into
bi onetric data which is transmtted froma termnal to
a server. In the server, the user is authenticated by
usi ng the bi onmetp)tiEsildtdal B L \Ses Merh -ERNEM t S

regi stered data on its user and simlarity information
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server transmits registered data on its user and
similarity information on the communication partner
to the terminal. The terminal generates a secret key
to be shared by the communication partner from
the user similarity information calculated from the
registered data and the similarity information on the
communication partner. By using the secret key, an
encrypted communication is performed.
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A FIRST USER TERMINAL DEVICE (USER A)

B... PKI SERVER DEVICE

C... SECOND USER TERMINAL DEVICE (USER B)

AQ1... REQUEST THE SECOND USER TERMINAL DEVICE TO START CREATION OF A COMMON SECRET KEY
A03... ACQUIRE BIOMETRICS DATA AND TRANSMIT IT TO PKI SERVER DEVICE

A13... RECEIVE REGISTERED DATA ON USER A AND SIMILARITY INFORMATION ON USER B

A14... CALCULATE USER A SIMILARITY INFORMATION

A15... GENERATE COMMON SECRET KEY

D.. END

AQ5.. RECEIVE BIOMETRIC DATA

A06... COMPARE RECEIVED DATA (CORRELATION DATA) TO BIT ARRANGEMENT OF THE REGISTERED DATA
AQ7... SAME BIT ARRANGEMENT?

AQ9.. CORRELATE RECEIVED DATA (CORRELATICN DATA) WITH REGISTERED DATA

AQ8... REGISTER REGISTERED DATA IN BIOMETRICS DATA INVALIDATION LIST

A10... CORRELATION SUCCESSFUL?

A11... CALCULATE SIMILARITY INFORMATION

A12_ TRANSMIT REGISTERED DATA AND SIMILARITY INFORMATICON TO RESPECTIVE USER TERMINAL DEVICES
AQ2... TRANSMIT REQUEST RECEPTION SIGNAL TO THE FIRST USER TERMINAL DEVICE

A04... ACQUIRE BIOMETRICS DATA AND TRANSMIT IT TO PKI SERVER DEVICE

A16... RECEIVE REGISTERED DATA ON USER B AND SIMILARITY INFORMATION ON USER A

A17_. CALCULATE SIMILARITY INFORMATION ON USER B

A18.. GENERATE A COMMON SECRET KEY
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a secret key to be shared by the communi cation partner
fromthe user simlarity information cal cul ated from
the registered data and the simlarity informt
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