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FIELD
10 [0002] An embodiment of the invention relates to data networks in general, and

more specifically to guaranteed service in a data network.

BACKGROUND
[0003] In a data network, quality of service (QoS) refers to the service provided
for network traffic. A particular type of quality of service is “guaranteed service” in
15  which the end-to-end delay for data transmission is guaranteed to be no more than a
certain delay bound or limit. Guaranteed service is particularly important in services
involving mission critical communications, including voice over Internet technology
(voice over IP or VoIP), in which an Internet connection is used to transport voice data,
and virtual private networking (VPN), in which the Internet or another bublic
20  communication medium is used for transport of private network data.
[0004] In order to guarantee an end-to-end delay bound for data traffic on a data
path, each node along the data path must guarantee a delay bound and the sum of the per

node delay bounds is limited to the end-to-end delay bound. One data traffic capacity



1 WD 03/107607 PCT/ US03/ 18308 systemthat nmay be instituted in a node of a
network is a token bucket. However, in order to utilize a traffic capacity
syst em susio @s102607 oken bucket nodel in a network and ensurreT/tSvatismsdel ay
bound is net, m ninum paraneters need to be established for the traffic
capacity system The required m ninum paraneters that will enable the
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apparatus are described for guaranteed service in a data network.
guaranteed service requirements for a particular data traffic pattern.

BRIEF DESCRIPTION OF THE DRAWINGS
10 [0005] The invention may be best understood by referring to the following
description and accompanying drawings that are used to illustrate embodiments of the
invention. In the drawings:
[0006] Figure 1 is an illustration of token bucket operation under an embodiment
of the invention;
15 [0007] Figure 2 is an illustration of traffic specification technology under an
embodiment of the invention;
[0008] Figure 3 is an illustration of an exemplary network architecture in which
an embodiment of the invention may be utilized; and
[0009] Figure 4 is a flow chart illustrating the determination of an optimal token
20  bucket size under an embodiment of the invention.
DETAILED DESCRIPTION
[0010] A method and apparatus are described for guaranteed service in a data
network.
[0011] In the following description, for the purposes of explanation, numerous

25  specific details are set forth. However, it is understood that embodiments of the invention
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[0011] In the follow ng description, for the purposes of explanation,
numerous 25 specific details are set forth. However, it is understood that
enbodi menw® @fiotdoe i nvention 2 WD 03/ 107607 PCT/ US03/ 1830 T/usuy/18808
practiced without these specific details. In other instances, well-known
circuits, structures, techniques, and devi ces have not been shown in
detail. [001 Enmbodi nent .ol At i I e I es,
whi ch wi ITohE PHERRR BER B Rt i W A R A SO ARERRCD e e
conmponents or maéaggi 5 gqr}g(?di,ed in ma%hi n -exe.CLét | e instructions, which
may be usEYCHESe q4eSg eyices Bl been 1o WdeRll nose processor or
logic circuits progranmed with the instructions to performthe processes.
Al ternativel y,[00hd pEmbedimsstsafyhdiavertiondnetade varioas peasatsehariielhwai bdar dwar e
and software. Term nology 10 [0013] Before describing an exenplary

envi r onnedescribedweioh Vi prousssesabpbe pefidrmed bythhsivwere semponentsenrtmayrberay be

i npl enrented, sone terns that will be used throughout this application wll

brief lsy hengRfddiadnachHRIdbcfishlb sRdubsR] Whichaud B vse@fo sakyhce” or " QoS

means the quality of service provided for network data traffic. 15 [0015]
As used ' i’ ] cel ¥ EmSeh hat

quar ant cal PR pupRERo e AT pRRR fiGoos AR o B Do BRUKIBARE 121 an
upper bound. [0016 ccording to apn, enmbodiment of the inventjon, dat a
LPRFTi o Aty © HorSree pisfessrs- FUnERRS L TR Rcooted Thar VoMt P Pt By & bei ng
conpri sed of data packets. According to an enbodi nent of the invention,

t he net wogornhipgtiondd hamdware pid sofevie.r ol 20 systemto control the data
traffic flow According to an enbodi nent of the invention, the network

utilizes a token bucket controller nodel in a traffic control system
According to Terminology

10 [0013] Before describing an exemplary environment in which various
embodiments of the present invention may be implemented, some terms that will be used
throughout this application will briefly be defined:

[0014] As used herein, “quality of service” or “QoS” means the quality of service
provided for network data traffic.

15 [0015] As used herein, “guaranteed service” means a quality of service that

guarantees that the end-to-end delay for a data flow does not exceed an upper bound.

[0016] According to an embodiment of the invention, a data traffic pattern is
transmitted in a network, with the network traffic being comprised of data packets.
According to an embodiment of the invention, the network includes a traffic control

20  system to control the data traffic flow. According to an embodiment of the invention, the
network utilizes a token bucket controller model in a traffic control system. According to
an embodiment of the invention, an upper bound is prescribed for delay of the data traffic
and, utilizing information regarding a traffic pattern, a parameter for the traffic control

system is determined such that no delay of a data packet exceeds the upper bound. Under
3



an enbodi rent of the invention, an upper bound is prescribed for delay of
the data traffic and, utilizing information regarding a traffic pattern, a
par anmet er wioows/whe7traf fic control systemis determ ned suwdt/tdvatisioe del ay
of a data packet exceeds the upper bound. Under 3 WO 03/107607

PCT/ US03/ 18308 a particul ar enbodi nent, the determ ned paraneter is the

size of a token bugket. cardin 0 an enbodi nent .of .fhe Ipyention, the
det er mi n@&%?@m%f@emﬁ@eﬁ?ﬁpﬂﬁﬁﬁﬁ pgm%étlse ° skg T i Pgoélcg%'er ations
conplying with the delay upper bound. [0017] Under an enbodinent  of the

i nvent i orAccarding o ancepbadinent Qfdhg wFerjion Hie|detor@ined PREARGLETAS themPpaPRy ns

froma network data flow and passes information regarding the traffic
patt er ns papameterthstsneuen bpdrased conplyfing withdaks délapuppen boWBIFS) engi ne.
According to the enbodinent, the engine converts the rawtraffic pattern

data into flowoapaci TThEdtan@afbodiitent pf teiifiemtivhie frdfiwpapeaaicbllecasi @iisctso a
QS service provider. The flow specifications are wused in the

speci f5i %{V?rﬁaefﬁé Pﬁ?etrﬁs fbRH 46?w81‘1¥3fafepﬂlow 2a é&@éﬁhf&ﬂﬁﬁfm pafihotHoRimtic of the

i nventi on, processing of traffic patterns 1s acconplished on a

real -time basis. The utilizati f reak-ti esstng A raffic
control n@%@@stﬁﬂé anaf?rs?lgﬂtévs ?E?ﬁi(g SB?%%%%@%%@& r Hlﬁm‘%c% rr(%%‘]%ythé
important in maintaining efficient network operat.ion 0019] Under .an
enbodi merembsidimpit, thewagine sanvests thadan ErfBk ertap dptadniodiow spegiilationssnd,
purposes of traffic control. Token bucket data controllers, which may be
utili zed provides thkfflosv seaifienisonsdai tQiferrvicoprowidst. Biriflowkpecifieatipps Kieng
devices, allow for limted delay for data packets. According to an

enbodi Werﬁsedﬁi?ﬂl@)éﬁébiﬁ@dti@n@ﬁﬂhﬁttﬁfﬂw@)nﬁ:nblrpor arily cached in a queue
associated with the token bucket controller. For a given traffic pattern

o0 30 DT gl praceml et g
bound. | s %gcggrrilp £héd on greta?-lff%]e b%lgﬁ!(%e %litiﬁgation of real-time processing for data
traffic control makes the efficiency of the processing algorithm extremely important in
maintaining efficient network operation.
[0019] Under an embodiment of the invention, a token bucket controller is used
15  for purposes of traffic control. Token bucket data controllers, which may be utilized in
traffic shapers, switches, routers, and other networking devices, allow for limited delay for
data packets. According to an embodiment, delayed data packets are temporarily cached
in a queue associated with the token bucket controller. For a given traffic pattern and a
prescribed delay upper bound, token bucket parameters are established to ensure that no
20  delay of a data packet exceeds the upper bound. In particular, a token bucket size
parameter is determined that is the minimum size that can guarantee that the delay upper
bound is not violated.
[0020] Figure 1 illustrates a token bucket model that may be utilized in

connection with an embodiment of the invention. In this illustration, a transmitting device

25 105 is transmitting data to a receiving device 115 over a communication path 110. The
4



paraneter is determned that is the mninum size that can guarantee that

the del ay upper bound is not violated. [0020] Figure 1 illustrates a token
bucket nod@ osthado7nmay be utilized in connection with an erdiouSosesasof the
invention. In this illustration, a transmtting device 25 105 is

transmtting data to a receiving device 115 over a communi cation path 110.

The 4 WO 03/ 107607, PCT/ LS03/ 18308 ransm.tti devjce 105 and.receiving
devi ce 11%%%@%4%/’”8&\&?@8(1 Bﬁﬁe‘gyﬁ‘i%‘ieﬁﬁ m%?’gﬂ‘b'ﬂ}ye evwgt%ysg?m Thel udi ng any
net wor k server, svvitcfh, router, client system_ or other device or system
The data FPERHEIGH PIe NCHIRGRYIISTHOESCHEE SWhERIeETST, clentsysicas, gaptier packet s
bei ng of varying sizes and arriving at various tines. The data packets
shown i n Sevi¢aerrsystemarkhealatd is snansoitted patiedorn1 0Hdasé padkets, pithdimddada r i vi ng at
time ti, a second data packet 125 of size p2 and arriving at tine t2, a
third dat padrasheingld@apfingsizes did aaiving ey variong tidest Thedath Paclemckhawhanr t h
data packet 135 of size p4 and arriving at tinme t4. [0021] As shown in

Fi gures 1, pidhes V@i AMSEddtNpddiet ﬁz'oz(safs%gm ahd bMBlind AMBnof,, 4 BRoA@EAa pRAGKet s
results incertain tinme periods with l'ittle activity and certain tine

Pl ow cont 21 Pe0ea R aiy e o BhR e d RO EpRRE PGy aR A6 BRRR e 0,

synbol i cal Iédtas a Eoken b 053% 40. In this, illustration, the token bucket
140 recei (e@idoiourt dgiamagkftdap of sizp ningd AHKLS BURS At or 145. The token
bucket controller reqgulates the flow of data, The token bucket controller

al l ows certai H0Bd} sés sbewaan Bigusub hhagariagps mdthe sigd andharivglifime of thy datse
second data packet 125, the 15 third data packet 130, and the fourth data
packet 13packetsiresultyin certairotme perjodsneith litistactihiey arsl/stiain timaiptsodsovith ar ge t he
bursts of data traffic can be. The level of data nowis regulated by the
tokeng) Felur@RCHF didd. t T A patiteR ke Soc¥d PordhBHSH cérdlfRe ufilki

) H?ﬁ k, one
token is used and renoved fromtoken bucket 140. Under a particular
embodi me ngche&)lﬂfhg counter, which may be illustrated symbolically as a token bucket 140. In this

illustration, the token bucket 140 receives tokens periodically from a token generator 145.
The token bucket controller regulates the flow of data. The token bucket controller allows
certain bursts of data, such as represented in Figure 1 by the second data packet 125, the
15  third data packet 130, and the fourth data packet 135 arriving in close sequence, but the
system limits how large the bursts of data traffic can be. The level of data flow is
regulated by the tokens. For each particular number of bytes released to the network, one
token is used and removed from token bucket 140. Under a particular embodiment, one
token is required for each byte of data that is released. A token generation rate
20  represents the number of tokens that are generated per unit of time. The token Bucket 140
can hold a certain maximum number of tokens b, the token bucket capacity.
[0022] According to the illustration shown in Figure 1, a data packet that has
arrived will be released when there are sufficient tokens in the token bucket for the

number of bytes contained in the data packet. If there are not sufficient tokens available at

25  aparticular time to release a data packet, the data packet is held, or stored in a queue 150,
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token is required for each byte of data that is rel eased. A token
generation rate r 20 represents the nunber of tokens that are generated per
unit of tweees/10h®7t oken bucket 140 can hold a certai n nmdasoausdoser of
tokens b, the token bucket capacity. [0022] According to the illustration
shown in Figure 1, a data packet that has arrived will be rel eased when
there are ficient to i ok t of bytes
cont ai nedm}%ﬁ&fkﬁa EHATE O;r)ggi%?I}e?‘rft%?@%?l%&g?lge%%? rtg%%l?l%ggtn{%ﬁ g@@évsv avai l abl e
at 25 a particular ti to re] eas dat g packet, . the data packet is held,
or stor eo‘r"ifﬁmésstﬂﬁletli“‘g’gé partigu ’@g?‘g@}?%%@ﬁ@%ﬂ]@ﬁ@ﬁl 3"1“9%1?3@{{“3?%
generator 145 generates sufficient tokens for token bucket 140 to allow
transmi ssrob), whenderis thegaken neketrraterdnd di isghsttokerHackeficae. ddirdestn 140 i ncl udes
paranmeters (r, b), where r is the token bucket rate and b is the token

bucket siasbodimesirofalne ineeituh, thenjuend 130hthat invthizddaior a tdkenueltee is150 that is
utilized for a token bucket is 5 sufficiently large to hold any backl ogged

data pac kﬁltfﬁciex%ﬁn?afage% thobfd PRtaeKIBgtdaatatd SacRBS ETHE Bhaffit PaltteIANKE: id oBREFedl N

maxi mum si ze o ata packét, whrch may be denoted as in. [0023] Under an

embodi e n\gﬂﬂ{av% Q%eft%%?&%lﬁ’lﬂm 41%((?‘3} c%?iﬁefcﬁgt%v aﬁiﬁn?;&?eea%ﬁ%at aﬁ: l;;g cket 140

COI'TpI’i se counter ncrenen cons maxi mum

count of b. T ounter is decrenented.for .each data packet that is

rel eased, wit hll,a(a?‘ﬁr ﬂ?g‘?ﬁﬂn&f&?@“{‘%@ 0%ﬁi?ﬁ?veﬁ’é‘f’ﬂ’gmk%%ﬁf’gga%ﬁbmgﬁgg?‘?}?eneach
byte that is released. If the counter is not at a sufficient. count for the
rel ease ofuckeidd0sopueice s couner thakincigrmenristat # sonpqnd rater Hidifenagoughequnt t he
counter reaches a sufficient count. However, holding a data packet in queue
150 creatfds Bhedwlnter isodectdneentkait far edch dategraekétshans wepgased, wotp tbrprasplej bed
for data delay, there is a question regarding the mninmmsize required

for tfie t@kepulbek@liredute@by@he F6t ANSHYIE tHdd iieRasydl detheeOuileER robatthi ch the
del ay upper bound I's not exceeded for any data packet. [0024] Figure 2 is

a block di2g5a0p blhtol itttk 1% &apa%a@két%e Qifataebacket is held in queue 150 until

the counter reaches a sufficient count. However, holding a data packet in queue 150
creates a delay for the data. If there is an upper bound prescribed for data delay, there is a
question regarding the minimum size required for the token bucket in order to ensure

15  guaranteed service in which the delay upper bound is not exceeded for any data packet.

[0024] Figure 2 is a block diagram illustrating the operation of a

measurement-based traffic specification system 200 under an embodiment of the
invention. The system 200 may exist for any observation point in a network. In this
illustration, data in the form of data packets is transferred from the preceding point in the

20  network, designated as Point A 205, to the next point in the network, designated as Point B
210. The data traffic will flow through traffic pattern collector 215 and QoS provider 220
on to the second point 210. The traffic pattern collector 215 collects information
regarding the traffic pattern and provides the information to a measurement-based traffic

specification (MBTS) engine 225. The information may include the number of data



measur enent - based traffic specification system 200 under an enbodi nent of
the invention. The system 200 may exist for any observation point in a
net wor k. W @3hi0%07i | | ustration, data in the form of data paakesos/18ms
transferred fromthe preceding point in the 20 network, designated as Point
A 205, to the next point in the network, designated as Point B 210. The

data traf é%geegdg%éei\feh?tﬁlgtsﬁre%?gébhtcﬁ?a{ dcgitgﬁﬁcirﬁk '?in‘fe%t lvﬂﬁél%ac{?x liéta%g’llcﬁ (?t or 215

provi der to second pol e traffic pattern-co

collects info i on.. regardi th raffic pattern and provides the

i nf or mat i WVF%aﬁhﬁﬁﬁgﬁr@%@mQ@gﬁ%ﬁiaf fic specification (MBTS) engine
225. The information may include the nunber of data 6 WO 03/107607

PCT/ US03/ 183080088k k &he X/#%'E% PREiRe 23S eonypritthefraw dpiprmation rseadivg thadaat he
time at which each data packet arrived at the traffic pattern collector
215. [ 002pitteTinte diBTRow sgéniBeRRbs.cdndarransntbiodimenivof Hfeanvemtion the 8gar di ng t he
data pattern to data flow specifications. Under an enbodi nent of the

i nvent3 onspetifigafibmwetermiped byl thaMBTS erflgihe228 aeth g fofe oMpingngtone 225 are
in the formof optimal token bucket paraneters for the data traffic

pattern. gﬁ&e{ﬁg&{é@)@rs%f &%'@a&%ﬂafﬁé’giﬂ?&@@re@% ernated R §ie MISTS @@ﬁ? o

available to t S service provider 220 through a reporting nec

230. Note at 4n this d ripki in.order.to ilitate explanation, the
Craffic 3 Perdamln s ihe M Ball@plicl At iidb A SodtRe ne hats

engi ne 225, and the 10 reporting, mechani sm 230 are _generally discussed as
i f each i&eghagisiypd. flgwetﬂil%ﬁ%rhliﬁlﬁswpu%wev I to iR o s Galed by

t hese various el enents nay be consolidated and/or distributed differently
t han as dealtgm edlgctordis.dheRoBeervinsyproviden220nthedMBBE engipk @2Branddhe on any
nunber of |ogical or physical devices or on a single |ogical or physical
devi cH [ fpafiingmahitis@ 239 ase Ponerklydiiwgssethasil cacleiseigigle Yuneea b fukit.
architecture that may 15 include an enbodi nent of the invention. Figure 3

i's i nt endggwaderdhs inRtibhé & @HREBY hesB Yhrious elements may be consolidated and/or

distributed differently than as described. For example, any function can be implemented
on any number of logical or physical devices or on a single logical or physical device.
[0026] Figure 3 is a block diagram of a exemplary network architecture that may
15  include an embodiment of the invention. Figure 3 is intended as a simplified example, but
the embodiments of the inventions may be implemented in many different environments.
In Figure 3, a network 300 is illustrated, which may include one or more servers. In this
example, the network 300 is shown to include a first server 305, a second server 310, and
a third server 315. The network may include one or more clients, shown in Figure 3 as a
20  first client 320, a second client 325, and a third client 330. In this illustration, the network
devices are connected by switches 335 and 340 and by routers 345, 350, and 355. In one
example, the first client 320 may request certain data. In this example, the data requested
may be supplied by multiple sources, including the first server 305 and the second server
310. With data traffic control under an embodiment of the invention, data traffic in the

25  network may be measured at any point in the network. According to an embodiment of
7



t he enbodi nents of the inventions may be inplenmented in nmany different
environnents. In Figure 3, a network 300 is illustrated, which may include
one or nMOW® Banwers. In this exanple, the network 300 i s piovsestigeosncl ude
a first server 305, a second server 310, and a third server 315. The
network may include one or nore clients, shown in Figure 3 as a 20 first

client 320Q,. - Cli I [ t.hi
illustrat ?lgr%ﬁvqt%ﬁéﬂ’ne l%rﬁgt%a Vi Eseegtﬂgrd %tayé!ﬁ%cg%st%ié%ﬁgél/@%q %ﬁgsst Sgrff% 3élOnSd 340
and by routers 345, 350, 355, | n one exanpl the fjrst client 320 may
request c@%f ﬁ“ﬁ@@é?n@ﬁ3ﬁ£i payt ége?ﬁ@“ﬁ%ggnﬁ@ﬁﬂégyéﬁneﬁﬁ¥ Be supplied
by multiple sources, including the first server 305 and the second server
310. W t hdefenmzined, andluding wiwether thevedwse barstserfihegh tafiie loels: Aésingibheriraiindataat a
traffic in the 25 network may be neasured at any point in the network.
Accor di ngintfametionnthe datadoddsoh the/ fildOsd3¢rBDBGA tHRGECMHDRAE 300 mdyie

i nvention, switch 335 nay sense the data traffic associated with the first

ser vers 30gdjuftddlot hifark8e 88HeceatElo, fokRxathPlePRishre Gkt @ata thdFRc AFBUIY: cRdeclir af fi C
at any time nmay be determ ned, i ncl udi ng ether there are bursts of high

traffic Igyah%6gaﬁi F%Qﬁe&%%€#5ﬂ9€%? information, the data | oads on the

first server an e second ser 310 maybe 5 adjusted or bal anced as

necessary to, X I insure.that data traff.ic does not e ed .an
Upper  bound pr 027 ARy Ginasah cfrepdien gbs ikutinh. it ittt SR S ient o
the invention, the third server 315 may be subject to a profile when

suppl yi ngSuPiachta pprofide Whemeplyinsdats i metwask) thepradile ingfuding miatinnst he
rate of data transm ssion and the "burstiness" of the data traffic fromthe
server. Aon thtGatelvs dntadtansmispionnnd tieey/ bosstinegs!’ efthetdath tatffis fiionc the3dret. 0An
determne the traffic pattern characteristics. Under an enbodi nent of the

i nvent( onebsarvadb@ p6nidag bkempentsant ERltc 340 toldefiine the traffiditefhat t he
required profile I's maintained while insuring that guarantee service is

provided shchidiRks. "On@idba chibolhaY BEHTMFentiDA™ @t E5ddlr HRY SonPR YRS

traffic to insure that the required profile is maintained while insuring that guaranteed
service is provided such that no data is delayed more than a certain upper bound.
[0028] Under an embodiment of the invention, a token bucket is utilized in a data
15  controller for a traffic flow of data packets, the token bucket having a rate that is at least
equal to the average data traffic flow. The traffic flow is comprised of n data packets.
Each data packet in the traffic flow has a particular size and arrives at a particular time.
To determine a size for a token bucket that will ensure that the delay of any data packet in
the traffic is no more than a prescribed upper bound, certain calculations are performed for
20  each data packet from 1 to #n. Under an embodiment of the invention, the calculations are
performed in real time as data packets are observed. The result of such calculations is a
size parameter for the token bucket, the size parameter being the minimum token bucket
size that will meet the delay upper bound requirement.
[0029] Under an embodiment of the invention, the size parameter for a token

25  bucket for a given delay upper bound is calculated pursuant to an algorithm that may be
8



[ 0028] Under an enbodi nent of the invention, a token bucket is utilized in
a data 15 controller for a traffic flow of data packets, the token bucket
having a wate/hatr is at | east equal to the average dat a ratafdosasiosow. The
traffic flowis conprised of n data packets. Each data packet in the
traffic flow has a particular size and arrives at a particular time. To

determ ne,a si.ze faor, a token.pucket, that, wi .ensyre at .t he | of any
dat a pac k%qno}seﬁ as e ‘Atl}yé#)fetééf L}iESx n&hﬂle ‘Y}W%Jrg 1%4}8%8‘7 § %’i( N BB%F%B@%&H
certain calculations are perfornmed for 20 each data packet. from1l to n.
Under an epinsdmeinl thf inyepiiqng thestzeparamaier forihe fokeniygketanay hradetepiasgd i n
real time as data packets are observed. The result of such calculations is
a size pamrfaltever for the token bucket, the size paraneter being the

m ni nrum t oken bucket size that will neet the delay upper bound

requi renment. [D82Rlbutkdeste ary, ambROhEBNE isOl IdabitequaMenhd Sreradeltatasiaelor
paraneter for a token 25 bucket for a given delay upper bound is

cal culsat ed pursuantylL@.@hq gorithmthat may be 8 WO 03/107607

PCT/ US03/ 18308 denoteé as the "Any-Delay TB Al gorithnt, where TB i ndicates
a token bucket _g@ger an e&@gdinent of the invention, the size paraneter
for the token Qu_c ?YH%RF% termned as follows: Token bucket rate = r,
where the rate is at | east equal to the average data rate for 5 the data
flow D = del ayb:dhped msseHtegs: veriabless Whetsi e i nteger vari abl es, where: b = a
pl acehol der for a token bucket size d = an internediate value 10 m = an

i nt er medi at e val ue b Fatpladehpldpefoo atokdndunketisitam packet size for a given
traffic pattern

d = an intermediate value
10 m = an intermediate value that will become the maximum packet size for a
given traffic pattern
[0030] A data traffic pattern comprised of data packets may be described as:
(21,1 (P2s12 ) (P1o1)
which indicates a data flow with n data packets, where the i-th data packet has a

15 size of p, bytes and arrives at a time #,. Utilizing this terminology, the

relation of the token bucket rate to the average data rate may be expressed

as follows:

> Z; P;

"= (tn _tl)

[0031] Under an embodiment of the invention, for a given traffic pattern

20  comprised of data packets, a token bucket size may be determined as follows, as expressed

in pseudo-code:

b:d’:pl—r.D
m= p,
Fork=2ton



[0030] A data traffic pattern conprised of data packets nmaybe descri bed as:
pl, t1), (p2, 01 ... I(pn, to ) which indicates a data flow with n data
packets, waoersaotdoe i -th data packet has a 15 size of p; RaTASS0angBosrri ves
at atimet,. Uilizing this term nology, the relation of the token bucket
rate to the average data rate may be expressed as follows: Inmpl r - On -
tl ) [0031] Under an enbodi nent of the invention, for a given traffic
pattern 20 conprised of data packets, a token bucket size nay be determ ned

as follows, as exprgss | seu@o-g¢ode; hbsgd =;p rmy_:my Fplk=2 to n
5ov0 05 107607 pot Desldatep 7 gos e ’%"[‘3'3: - g’f - t’i‘k)i—pl‘J)J,l S
r(tk+ D-tk-1 1/, Pk bl’:-ﬂ?lx(B,cB max(b, d) m= max(Pk, m 5} b = max(b, m
[00321 Figure 4 illustrates ‘the selection of the size paraneter for a token
bucket under an emhodimar(p,,@f) the invention. According to an enbodi ment of
the invention, a traffic pattern conprised of data packets is observed,
process bl ock ¥05. The first data

b = max(b,m)

[0032] Figure 4 illustrates the selection of the size parameter for a token bucket
under an embodiment of the invention. According to an embodiment of the invention, a
traffic pattern comprised of data packets is observed, process block 405. The first data

10  packet is evaluated, process block 410. A first variable b and a second variable d are
initially set at the size of the first data packet minus the rate of the token bucket times the
delay upper bound D, process block 415. A third variable m, which ultimately will be
equal to the maximum packet size in the traffic stream, is initially set at the size of the first
data packet, process block 420.

15 [0033] According to an embodiment of the invention, a series of calculations (or
loop) is performed for data packets 2 through #. Beginning with the second data packet,
process block 425, each such data packet is evaluated, process block 430. For each of
such data packets, the variable d is set to the maximum of three numbers, process block
435. The first number is equal to the previous value of variable d plus the size of the

20  current data packet minus the rate of the token bucket times the difference between the
time of the current data packet and the time of the preceding data packet. The second
number is equal to the size of the preceding data packet, plus the size of the current data
packet, minus the rate of the token bucket times a number equal to the time of the current

data packet plus the delay upper bound D minus the time of the last data packet. The third

10



10 packet is eval uated, process block 410. A first variable b and a second

variable d are initially set at the size of the first data packet m nus

t he rate w0 ahe7doken bucket tinmes the delay upper bound HOT/ysoeae®s bl ock

415. A third variable m which ultimtely will be equal to the maxi num

packet size in the traffic stream is initially set at the size of the

et o O3 ARRG Gl RIREESS Pl df bl iR0RE AC ORI BB oA RO TENt
a serires of calculratrons (or oop) 1's pertornmne

of the invention, or data

packets 2_through n. Beginpning with the second data packet, process bl ock
425, eacﬂhggéﬁygﬁfﬁjﬁﬁﬁgé} i s evaluated, process block 430. For each of
such data packets, the variable d is set to the maxi mum of three nunbers,
process bl ock [0833. Thevdriabla b msablerthe masigumn of eithas ghaprevioss valyapiibe of
variable d plus the size of the 20 current data packet mnus the rate of

t he t okenvdiabledt orttherewrrdrt evakic fof dreanacieblo @t \peeress block #40reTlod vartablecuiis st dat a
packet and the tinme of the preceding data packet. The second nunber is

equal 5t o hBe MiaZiem@h of Sichdd HRCERAH dTdhélatrfenp agtk @hokeP biihe diGiszRNRS oftthe
current data packet, mnus the rate of the token bucket tinmes a nunber

equal to i e @@ﬁ% -Hg&y : I bound D
m nus the‘ydt}ﬁlr)r% rgﬂﬁ)r{)’ egE P%gg lA?iga't %E 6%%%%& e%{{l I rdgﬁ%%q%3%8%{£{

PCT/ US03/ 18308. nunber is equal to the si.ze of the current et nminpus the
ate of UHELTGHS BcReYop MG s zady 3T S Aaer of B Hre00% s PRl
variable b is_set to the maxi num of either the previous value of the

vari abl e #tesplldpia pagiestehavehsenevadpatede vari abl e d, process bl ock 440. The
variable mis set 5 to the maxi numof either the size of the current data
packet or the [9033]i olfsherelarecadditionhkdaapicibis ¢o ayalpateqeeseshblock 48@,3he As in is
set to the maxi num of either the current data packet size or the previous

maxi Mom shekedatBpidllet iselioadn, bRressibieckofsst hafibihgesiesddcalciatb@iarcaf ter al |
dat a packets have been eval uat ed.

performed for each of the data packets, process block 450, the token bucket size parameter

D v wd]

b is the maximum of either the previous value of the variable b or the current value of the
variable m, process block 460. Under an embodiment of the invention, the value of b
determined expresses the minimum token bucket size that will satisfy the delay upper

15  bound condition.

[0036] Under an embodiment of the invention, the loop in the algorithm for
calculation of the token bucket size parameter operates only n - 1 times. For this reason,
the complexity of the algorithm in time is O(n), which indicates that the complexity of
computation is linearly related to the number of data packets in the traffic pattern. Under

20  an embodiment of the invention, the space réquired for computation of the token bucket
size parameter is comprised of only the three integer variables d, b, and m. Therefore, in
space the complexity of the algorithm is O(1), which indicates that the memory required
for computation is constant. The linear complexity of computation and the constant

memory requirements indicate that the computations utilized to establish the token bucket

11



[0035] If there are additional data packets to evaluate, process bl ock 450,
the 10 next data packet is chosen, process block 455. After the series of
cal cul at i woso3an®mo7per f ormed for each of the data packets, ROTogs®sAsIoB ock
450, the token bucket size paraneter b is the maxi mum of either the

previ ous value of the variable b or the current value of the variable m

et or m nev ey Roeratly Sfi Bl (ST NN MR s LNER bRl effoct B WG4 e

del ay upper 15 bound condition. [0036] Under an enbodi nent of the
i nventi onPl4%€™ oop in the algorithmfor calculation of the token bucket
Ssize paraneter operates only n - 1 times. For this reason, the conplexity
of the algorithmin tinmge is, Q_n), which_indicates that the conplexity of
conput at i on i sl003%leathsmventiandyisbgen drscribrddartersrs of severpmbodiments.t he
traffic pattern. Under 20 an enbodi nent of the invention, the space

requi r ed Howevssrtposesskiltad infthe drewilbiceogtizecthet the sivestipaisamelieited $o thenpri sed
of only the three integer variables d, b, and m Therefore, in space the
conpl exi temiidirbets de@eibed, b t:8hed Hat modkti atiohdaideshagestrh@t bd MeddwITREvt
required for conputation is constant. The l|inear conplexity of conputation

and the C&&}%ﬁ?tﬁomrbfadé? glklh'f %ﬁé&%@e bk %eﬁti%}ﬂ afpd g_}ﬁlg%.%%%%%d ons

utilized to establish the token ket 11 WO 03/10760 18308 si ze
are extre fii.cient, and l.ight..weighted, and thus. have a m ni mal i npact
on syst erﬁ[ﬁ \g%lggg{el tglﬁspﬁQ?%gg?dﬁcgaés lin\ﬁgﬁa%ltvfz S%h?{ggarb@ghm&escri bed in terns of

several enbodi nents. However, those skilled in the art will recogni ze that
the invention is not limted to the 5 enbodi nents descri bed, but rather

t hat nodifications and changes may be nmade wi thout departing fromthe
broader spirit and scope of the invention. The specification and draw ngs
are thus to be regarded as illustrative rather than limting.

12



12 WO 03/107607 PCT/US03/18308 CLAIMS What is clained is: 1. A data
controller conprising: a traffic pattern collector to observe a data
traffic patamrmjeothe data traffic being 5 conprised of a RdwsBiigapsof data
packets; a traffic service engine to receive data fromthe traffic pattern
coll ector concerning the data traffic pattern and to determ ne a data fl ow
specification for the data traffic(ﬁﬁéhﬁﬁn, the received data including
the size and arrival tinme of each 0O data packets; and 10 a quality of
service provider to receive the data flow specification, the data fl ow
speci fi cati on Whyresleeedi§' t he mi ni mum data fl ow specification that will
all ow each of the data packets to be transferred by the data controller
within a delay upper bound. 2. The data controller of claim11, further
conpri si g a réepaacomplieecormprisingtt o report 15 the data fl ow specification
to the quality of service provider. 3. The data controller of claima1,
wherei n the dafteaffopaticrh kellectored Ublesven dak anffloymkietn, thetdaen affia bbingw
specification conprising a mninmmtoken bucket size that conplies wth

the dglay upper bOQBQIrﬁeda%gbﬁgﬂﬁyggﬁwﬁgaddﬁg of claim3, wherein the token
bucket size is based at least  in 20 part on the sizes and arrival tines of

the data paCkett?agtei? serVlo8 eﬂgiél?goc%@éi’{rgbétﬁgro e Rl at%eﬁgsﬂ?écfbr 484 &rmin

control l er corfs S each ack nl'y ‘once | etermnati on of

h ken k ize. 1 . o
the token bucket s tﬁee data :f)’rafﬁc pattern and to determine a data flow specification for the

data traffic pattern, the received data including the size and arrival time of
each of the data packets; and

10 a quality of service provider to receive the data flow specification, the data flow
specification representing the minimum data flow specification that will

allow each of the data packets to be transferred by the data controller within

a delay upper bound.
2. The data controller of claim 1, further comprising a reporting mechanism to report
15 the data flow specification to the quality of service provider.
3. The data controller of claim 1, wherein the data controller includes a token bucket,

.the data flow specification comprising a minimum token bucket size that complies

with the delay upper bound.

4. The data controller of claim 3, wherein the token bucket size is based at least in
20 part on the sizes and arrival times of the data packets.
5. The data controller of claim 4, wherein data controller considers each data packet

only once in the determination of the token bucket size.

13



WO 03/107607 PCT/US03/18308 6. A nethod conprising: observing a data
traffic pattern, the data traffic pattern being conprised of a stream of
dat a packwetosg3/idatoer m ni ng i nformati on regardi ng the data tecaifsos/1gsast er n,
the information 5 including the size of each of the data packets and the
time of arrival of each of the data packets; and determning a traffic
control paraneter value based upon the information regarding the data
traffic péatte[fg thed det ermi ned paraneter val ue being the snall est

par anet er®val ve THNd WOFSE%bl e a network device to transport the data 10

traffic wi thout any data packet being delayed npre than a del upper
bound. 7. The PHSEIVEE %éatéﬁafmmﬁe%ﬁﬁd@lﬂa %%ﬁﬁpﬁ%?rﬁé’?lngéip{qpﬁl@ecggﬂar%f%ﬂ%
control paraneter of a data traffic controller associated with the network
devi ce to the det erofidatpashetanet er val ue. 15 8. The nethod of claim 6,
wherein the traffic control parameter conprises a token bucket size. 9.

The nethod of ddtaitimifg imbansion regdrdingale dets trofficcattempiheenfonmatiomken bucket
size are perforned as data packets are observed. 10. The nethod of claim

9, wheyein the complngpiding thé'sité BB of R dafl saeketh aAdfeltin@Of AEVAITenth t he
t oken bucket size is Q(n) and wherein the conplexity in space of the

cal cul ations to det ] h 0 bucket size is 0(1). 14 WD 03/107607
PCT/ US03/ 18308 11_%&%&%@%@@?5@:@&)' e medi um havi ng stored thereon data

repr ntin f . . .
epresenting Sge%éjn%ql%%g aqcrafﬁc control parameter value based upon the information regarding

the data traffic pattern, the determined parameter value being the smallest
parameter value that will enable a network device to transport the data
10 traffic without any data packet being delayed more than a delay upper

bound.

7. The method of claim 6, further comprising:
setting a traffic control parameter of a data traffic controller associated with the

network device to the determined parameter value.

15 8. The method of claim 6, wherein the traffic control parameter comprises a token

bucket size.

9. The method of claim 8, wherein calculations to determine the token bucket size are

performed as data packets are observed.

10.  The method of claim 9, wherein the complexity in time of the calculations to
20 determine the token bucket size is O(n) and wherein the complexity in space of the

calculations to determine the token bucket size is O(1).

14



instructions that, when executed by a processor, cause the processor to
perform operations conprising: observing a data traffic pattern, the data
traffic patamrmrdoei ng conpri sed of data 5 packets; deter mau/vsp3iisdosr mati on
regarding the data traffic pattern, the information including the size of
each of the data packets and the tinme of arrival of each of the data
packets; and determning a traffic control paraneter val ue based upon the

par oot erllval 8 iy erableiard B pplorit BRGE Hhe o A E R Ao,

network device to transport the data trafflc wi t hqut any data packet beln
del ayed nore tingAicsoneihal, whep xeculsd hy e Progessqt Ga4se fie RFPEFsse b apﬁﬁa 1 furt he?
conprising: 15 setting a traffic control paraneter of a data traffic
control | er assacidiopscomptisingie network device to the deterni ned paraneter
val ue. 13. The nedium of claim 11, wherein the traffic control paraneter

conprises a tokgervidpuckes wsfficeattddh, thbhiataedliv puitdm dbmigroiidrisedief daita)
calculations to determ ne the token bucket size 20 are perforned on a real
time Basis. 15. The,jg |sum of claim 14, wherein the conplexity of the

cal culations to determne the token bucket size is linear intime and is

observing b ¢ riskTt e dtalRRR febrlnR R it e RRBRRREATE. %\ T

observing a tr et conp € size and tinme of

arrival of including the size of each of the data packets and the time of arrival of each

of the data packets; and
determining a traffic control parameter value based upon the information regarding
10 the data traffic pattern, the determined parameter value being the smallest
parameter value that will enable a network device to transport the data
traffic without any data packet being delayed more than a delay upper

bound.

12.  The medium of claim 11, further comprising:
15 setting a traffic control parameter of a data traffic controller associated with the

network device to the determined parameter value.

13.  The medium of claim 11, wherein the traffic control parameter comprises a token

bucket size.

14. The medium of claim 13, wherein calculations to determine the token bucket size

20 are performed on a real time basis.

15.  The medium of claim 14, wherein the complexity of the calculations to determine

the token bucket size is linear in time and is fixed in space.

15



such data packets being (p1, t1), (p2, t2),..., (P. , t") ; and
determ ning a size of a token bucket utilized in connection with a data
traffic Swoonstwwodorer, the determ ned size being the m ni mpamUsne/1sdoat wil |
enable the data traffic controller to transfer each data packet within a
del ay upper bound. 17. The nethod of claim 16, wherein the rate of the

t oken bucket is r and the delay upper bound is D, and wherein the
determ naﬁ on of tt e, token.bucket size 10 conprises: for the first data
packet , r ei 1t OOt COMPUSNE 0\ 3| ues for variable d and a variable b as

follows: b=d =p, -r-D, and setting a valuye for a yarjable mas. fol |l ows:
15 mepl; and f o?bseEng 3 WaiieaRlra CORBIRS ’?Eﬁt?lp%fg?fﬁ’ %Séﬁ&ag&“m‘?e(&@mwﬂ oL 2
through n, performng the follow ng cal cul atii ons: =max[ d+pk -r.(tk
-tk-1), pk-1 +Pk - rduck datapatketd beifk ;,tlm(pz,bz),—,.,zw(ﬁ,;ang, and 20 m =
max(pk, m. 18. The nethod of claim 17, wherein the token bucket size is
variabl e b. cal &é{én .;%‘?.g%%'iz J}” at 1@%&1{6‘[‘&?%2(3&&&6&19&10%%@93 dﬁgllaﬁﬁosl 18308
19. A machi ne- F8adabl 8 medi Urh Ravi ng stored thereon data representing

sequences of instructions that, when executed by a processor.,. t he
processor to perf Org,ﬂntr(gﬂgrp il%q Qropined sizel eHbg_ t?xe Dinnh %7 E AR Wwitl SRAGIE e

data traffic controller to transfer each data packet within a delay upper

bound.

17.  The method of claim 16, wherein the rate of the token bucket is » and the delay
upper bound is D, and wherein the determination of the token bucket size
10 ) comprises:
for the first data packet, wherein k£ = 1:

setting values for variable d and a variable b as follows:
b=d=p, —-r-D,and
setting a value for a variable m as follows:
15 m = p,;and
for each the second through n-th data packets, wherein £ =2 through n,
performing the following calculations:
d =max|[d + p, —r-(t —te b D+ Ps —r(t, +D—1,, ) s —r-D],
b =max(p,d), and

20 m =max(pk,m).

18. The method of claim 17, wherein the token bucket size is variable b calculated as:

b = max(b,m).
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observing a traffic pattern conprising n data packets, the size and tine of
arrival of 5 such data packets being (pl,tl),(p2,t2),...,(p. ,t"); and

det er m ni wg @/197@e of a token bucket utilized in connecti acTwsob/18308lat a
traffic controller, the determ ned size being the mninumsize that wll
enable the data traffic controller to transfer each data packet within a
del ay upper bound. 10 20. The nedium of claim 19, wherein the rate of the

t oken bucket is r and t el a er bhou ' [

det er mi nat* on %WaﬁﬁgeﬁS%ghgﬂﬂ%‘ﬁ‘é?H@l Je Sg&%‘ﬂ%@@%? ?ta;} g&e%gﬁg isgtg{eﬂ%gtog
packet, wherein k = 1: setting values for variable d and a variagble b as
foll ows: 15 Wasjruetons thapwhep gxeqied By RroGess e CaUSF the RFQFSSSHI ' PRI £ ol | ows:
mepl ; and for each of the second through n-th data packets, wherein k = 2

t hrough n, pepeotivhngornpsifigil | owi ng cal cul ations: 20 d =max[d+pk -r.(tk
-tk-11, pk-1 +pk - r(tk+ D-tk-1),pk - r.DO] b = max(b,d), and in =

max(pk, m . 17 Q31D H6E pRtdih doRptidiag 0flatadack b eheside and tmeolf airinalof
wherein the token bucket size is variable b calculated as: b = max(b, nz).

22. Agcomputer netvgrk (¢QRGIH B8ng (7€), 65, KON S(SEF Yehsd
determining a size of a token bucket utilized in connection with a data traffic
controller, the determined size being the minimum size that will enable the
data traffic controller to transfer each data packet within a delay upper

bound.

10 20. The medium of claim 19, wherein the rate of the token bucket is # and the delay
upper bound is D, and wherein the determination of the token bucket size
comprises:
for the first data packet, wherein & = 1:

setting values for variable d and a variable b as follows:
15 b=d=p -r-D,and
setting a value for a variable m as follows:
m=p,;and
for each of the second through n-th data packets, wherein k£ =2 through n,
performing the following calculations:
20 d =max[d+pk _r'(tk _tk—l)’pk—l TP —r-(, +D—tk—l)?pk _”'D],
b = max(b,d), and

m = max(p,,m).
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5 a plurality of network devices, including a first network device; and a
t oken bucket data traffic controller sensing data traffic associated with
the firstwomtmwoiok device, the traffic controller conprisirgg/usastiszamsfi c
pattern collector to observe data traffic associated with the first
networ k device, the data being conprised of a plurality of data 10
packets, a traffic service engi ne to receive information fromthe traffic

Phe. “t okdil-bu cﬁ"”cﬂ % Ve B Wb ok s BN TG AT R Lo

t oken bucket 5| ze the token bucket Si ze representing the m ni num t oken
bucket size tlhatmam(b Im)al | ow each of the data packets to be transferred by
the traffic controller within a delay upper bound, and a reporting
mechanismto report the token bucket size to the quality of service

provi der.2220 28 cohPetefAcietiecomngisig:k of claim 22, wherein the token bucket
size is based at least in part on the sizes and arrlval tinmes of the data

packets. 24. The & fgetwork of claim 23, wherein the data traffic
control |l er consi é)ers eacﬁ dat a packet only once in deternining the token

bucke_t5 size. 18 V\D 8 O%%%iﬁ’ thgysgé{l@iggg%r§t%§ﬂ¥§1<% td’nﬁffl c controller

conpri'sing: a ackets in a network; a
nmeans for determnlng informatjon regardin he d ac
i nformation inekerbyket daia Gpific coREOYSTSENTHS ‘iart? W&’Ec Bro% E‘i}wbtgtﬂ?ae st ket :
and

network device, the traffic controller comprising:

a traffic pattern collector to observe data traffic associated with the first

network device, the data being comprised of a plurality of data
10 packets,

a traffic service engine to receive information from the traffic pattern
collector concerning the data traffic and to determine a size for the
token bucket,

a quality of service provider to receive the determined token bucket size,

15 the token bucket size representing the minimum token bucket size
that will allow each of the data packets to be transferred by the
traffic controller within a delay upper bound, and

a reporting mechanism to report the token bucket size to the quality of

service provider.

20 23.  The computer network of claim 22, wherein the token bucket size is based at least

in part on the sizes and arrival times of the data packets.

24.  The computer network of claim 23, wherein the data traffic controller considers

each data packet only once in determining the token bucket size.
18



5 a neans for determning a data flow specification, the data flow
specification being the m ninum specification that all ows each data packet
to be trawdf@wed? within a limt on delay. 26. The data tera@ifsos/1838trol | er
of claim 25, wherein the determ ned data flow specification conprises a

t oken bucket size. 10 27. The data traffic controller of claim26, wherein
the token bucket size is based at |east in part on the sizes and arrival
ti mes of fhe dat ackets. 28. The.data traffic controller of claim27,
whelrei n tzﬁe négﬂgtag{ﬁ‘&gﬁg?%@ ChiSTPHHE- traffic control specification

I ncludes a neans for_considering each, data packet onl once in the

det er mi nat i on.2 meansdor qbgerving astiean; of datzpackpls IR 8 neBYOrEy ai m 28, wherein the

determnation of the data flow specification is performed in real tine. 19
a means for determining information regarding the data packets, the information

including the size and time of arrival of each data packet; and
5 a means for determining a data flow specification, the data flow specification being
the minimum specification that allows each data packet to be transferred

within a limit on delay.

26. The data traffic controller of claim 25, wherein the determined data flow

specification comprises a token bucket size.

10 27. The data traffic controller of claim 26, wherein the token bucket size is based at

least in part on the sizes and arrival times of the data packets.

28.  The data traffic controller of claim 27, wherein the means for determining the
traffic control specification includes a means for considering each data packet only

once in the determination.

15 29. The data traffic controller of claim 28, wherein the determination of the data flow

specification is performed in real time.
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