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Techni cal wig ®l4d844The present invention relates in general Pca/eigysdbcati on
networks and, 25 in particular, to an IP-centric comuni cation networKk.
Still nore particularly, the present invention relates to an |P-based
communi cation network including a network access system having distributed
and separated routing, signaling, service control, filtering, policy

control and other functp R@?@RMi&ﬁLEPA&@E'?ﬁE CEBﬁO% Description of
the Related Art: The LnhesPRIBEFED ﬁ%ﬁ?@' C wor | dwi de

col l ection of heterogeneous conmuni cat1 on ne s and associ at ed

gat eways, bridges and routers that all enploy the TCP/ I P (Transport
Control Protocol/Internet Protocol) 35 suite of protocols to comunicate
dat a ackets between a source and one or nore WO 02/ 44844 PCT/ US01/ 44397 2
destinations. As is well known to those skilled in the art, the TCP/IP
suite of protocols corresponds to layers 3 and 4 (the network and
transport |ayers, respectively) of the seven-layer International

Organi zation for Standardi zati on Open Systens Interconnection (1SQO OSl)
ref erence nodel, which provides a 5 convenient framework for discussing
comuni cation protocols. The 1SO OCSI reference nodel further includes
physical and link layers (layers 1 and 2, respectively) below the network
and taansport |ayers, and session, presentation, and application |ayers
(layers 5 through 7, respectively) above the network and transport |ayers.

15
BACKGROUND OF THE INVENTION
20 -
1. Technical Field:
The present invention relates in general to communication networks and,
25 in particular, to an IP-centric communication network. Still more particularly, the
present invention relates to an IP-based communication network including a
network access system having distributed and separated routing, signaling, service
control, filtering, policy control and other functionality from IP forwarding.
30 2. Description of the Related Art:

The Internet can generally be defined as a worldwide collection of
heterogeneous communication networks and associated gateways, bridges and
routers that all employ the TCP/IP (Transport Control Protocol/Internet Protocol)

35 suite of protocols to communicate data packets between a source and one or more



10 Figure 1A illustrates a netropolitan |evel view of an Internet Service
Provider (1SP) network 10 through which custoners can access the Internet.
Starti ngwoom4sine | eft hand side, many custoner Local AreRCNesworBs ( LANS)
14 interface to ISP network 10 via avariety of netropolitan access
networks 16, is whi.ch enploy any of a nunber of network technol ogies; for
exanple, Tine Division Multiplexing (TDM, Asynchronous Transfer Mode
(ATM, -and Ethernet. Furthernore, as is typical in larger netropolitan
areas, there are. nultiple.l.evels hi erarchy in t I t.an_access

net wor ks 163SSHPEHPTSIAS ‘gl“@u l?n[oxa:sto(og%%ﬁégxll\%ﬂén élfcaﬁt’ g% s’{(gm S‘flge %fﬁ

aggr.egat i Onllar%'téc%lsa&fi're%ﬁﬂds!% Eayepvesdd 4 fmehet%ﬂaw@mpm Meyetsi es feeding a
hi gher-1evel aggregation site., Typically, there may _be only a few

aggr egat i onrespectiyeiyh of thezgyeretaer g@m@i@tﬂélr Qreppizghien fps 1755i08

metropolitan area. Figure 1A s. ' iLte 17. Al
traffic f ro@?? Sﬁ%t?%ﬁ&{eicﬂﬁfmfilg%ﬁocg§ %#argﬁggﬁgﬁgocgggg}g&gg%&é%gta i on net wor ks
to this agesResichPRambiverklior dwbessthoa@@imadtition prowotels.s The ISP/
policy-driven 25 treatnent such_as policin mar ki and adm ssi on

> . N g,
control . Agtpfergngs I@ﬁd¢1<fuﬂ}é¢f§n°1tlﬁ%srph¥élﬁﬁlean@a@ktl?‘3§ﬁ 5@’)’%# 1 ged Zpack to anot her

custonmer LAN 14.. 0o | " f ] SS| ss core 20
to sone nor’éesaffdsutvgﬁt) %8%%{[ %hgé]t%%(%k @gg&g{pgﬁga%ﬁé,taﬁg%% ﬁfe?%h&?t g({rn?desi gn to
a | arge ext gt apflichaéehytielayetsviothtougBJ, epédivelyhabeove the Retyorleadd\ because
routers are expensive and nust operate on highly aggregated traffic flows.
A princi pal trensportdayesi on in the desi gn of such networks is to mnimze

t he_nunber of routers so that the routing protocol wll WO 02/ 44844
PCTF0S01/ 44397 3 scale effectively. This nmeans that a number of functions
are concent r at ed Figurtehiels #lustrates e mestropolitan iyel yiew af\andeterdsd Servideor age, and

nerally .

e o O b Loy 80 8 by UL S St el et pgagererally
" RS POy 0 i A Ll bepecmatas g s,
t he packet - predesto iSP nbtvauk A fwia ofariety of metropolitan access networks 16,
15 _ which employ any of a number of network technologies; for example, Time
Division Multiplexing (TDM), Asynchronous Transfer Mode (ATM), and
Ethernet. Furthermore, as is typical in larger metropolitan areas, there are
multiple levels of hierarchy in metropolitan access networks 16, with multiple
rings connecting each customer to an aggregation site and multiple lowest level
20 aggregation sites feeding éhighe_r-level aggregation site. Typically, there may be
only a few aggregation sites where aggregation routers 12 are deployed in a
metropolitan area. Figure 1A shdws only one such aggregation site 17. All
traffic from a customer LAN 14 is backhauled via these aggregation networks to
this aggregation site 17, where aggregation routers 12 apply policy-driven
25 . treatment such as policing, marking, and admission control. Aggregation routers

then route the traffic either back to another customer LAN 14, or else to core

router 18 for transmission across core 20 to some more distant destination.

The state of the art in router design to a large extent dictates the network
30 design shown in Figure 1A because routers are expensive and must operate on
| highly aggregated traffic flows. A principal consideration in the design of such

networks is to minimize the number of routers so that the routing protocol will



router is generally imted by its originally installed processi ng hardware
and cannot be expanded or extended w thout replacenent of the en" r-
router. Weod@saonol ithic and proprietary design of converCT/oR@l/4480Ut er s
presewS a nunber of problens address®d by the present invention. First,
because routers traditionally have a single controller providing all
services for all nmkessage types, edge router controllers tend to be, quite
is conmplex, making it difficult and expensive to add new services or nodify
exi sting seralesifepgvelyr dais meanstlkat pimmnbepoffunkeonsfane corentraod &f theas ed

services is extended.and i.s ual |'y dependent. upop vendors responding to
servi ce prO\)::SHttg > F%'%ffgspgh‘fyo&%#ﬁs%%@mggﬁé\%@ ¥FE§§CW%i n their

proprietary router architectures. 20 Second, conventional nonolithic

router architectures are not readily scalable, which presents a ,

si gni fi cant probl dmtheprisear routeparshitensurs is gqnaraliyandmulitliciand| i ght of t he
t he processing

phenongnal gr : I rnet traffic. nsequentl y,

capabiTiti es_pgi“\ﬁ%et%& by@eg F&c}ﬁetngy’s%?fé%f’fgg P98 ASEIEPIPHARRep pace
Wi th increasicag offeafd additibm & LR pasRst\th@gs AWl thtlsdntol RIGARS ©
addi tional or replacenent rquters to neet the demands of 1ncreased

traffic. Thi refferedopy emteroreanonso doprddifion thepacket-prosésging thitomghmawéal i mi t ed 30
flexibilit t ensi b it t t ]
ecogni zes dhapt TRt rhied $0%s GHARRYnsbliSs BRERSRle HaBERE 060, 1 of

| nt er net tr afchhmngt.betexpattudamiegtindyd withnitseslAcentedn bf G lefs ~-aRd{epr Theal | ocat e
access capacit qH'O AP 02/ 44844 PCT/ US01/ 44397 4 based services. Because

acces¥ capaci®rolithin aad proprietary desigr eticomYENTANGY TaNteTs Dregels RinumbEr access

capacity is 3’5??‘* 5m§9&&re§§3@98§€f)ﬁ%ﬂtﬂﬁ’%§%ﬁ(s’ the enforcenent of

intelligent ssion contro cies and provision of differing
qualities of service is vital to the efficient utilizati-on of available s

access capacity. However, conventi onal dge royters are_not capabl e of
irst, because routers traditionally have a single controller providing

all services for all message types, edge router controllers tend to be quite
15 complex, making it difficult and expensive to add new services or modify
existing services. As a result, the time to market for new router-based services .
is extended and is usually dependent upon vendors responding to service |
.provider requests to imiﬂement new services within their proprietary router
architectures. '
20 ‘ .
Second, conventional monolithic router a:chitectﬁres are not readily
scalable, which presents a significant problem' for service providers,
particularly in light of the phenomenal growth of Internet traffic.
Consequently, the processing capabilities of deployed routers cannot easily be
25 scaled to keep pace with increasing traffic. Instead, service providers must -

purchase additional or replacement routers to meet the demands of increased
traffic.

Third, conventional monolithic router designs also have limited
30 flexibility and extensibility. For example, the present invention recognizes
that it would be desirable, in view of the rapid growth of Internet traffic, to

dynamically provision, configure, and/or reallocate access capacity to IP-

7z



classifying a wwde variety of traffic types while enforcing policy.
controls or of responding to dynam c requests for capacity, and this
functi onaV@vy44884 difficult to incorporate w thin currentpPgrasp/ayed

nonol ithic edge routers. The present 4invention accordingly recogni zes that
it would be desirable to provide the 10 above as well as additional ‘policy
control, network nonitoring, diagnostic, and security services in

comerci alized hardware, while permtting these services to be tailored to
nmeet the nee food 0l Vi : L15A; ' 'dhk? Fourt h,
because of tﬁ%“%?%pr.EtEgga%ﬁgﬁééggﬁ&?ggF§¥§§%§E§?E%?%?%§qgﬁgl services, if
a servi ce pr additienal degdsoyspaciiytiea mafjoraostontioptr of @atharks,ithe a

comruni cati on petwork, .t he_proprietary services i myl enented.by the .
different r 6’_@1{‘]’8%3%GBF’éeeikE?Drt%ﬁﬁlﬂssﬂzﬁgat]ﬁiﬁfl?sﬁggrm%‘ﬁ@%tog. yConsequent ly,
service _proifers ihRif0ir Aite QiRIAARSHicidR uiRiSioAwd apMidghies from one

1
vendor and 20 pur e service control software from another vendor.
Fur t her nor e, accesseapatite Howeverecowantiotal efiferoularsac goheapabletdfon net work as

0t 1121 n t el ARy Rg a0 Gt al e ey e e BIRT oRESoF S o
foregoi ng angd.agihy %la&nai:_hle&&q&&a@s@gﬁcdgaciman@ﬂﬁpﬁmaﬁ@nmi hedificasent

invention recognizes that it would be desirable to introduce a new network
access ar chi temkarperats aithielowesrysicpayed wanobifhis edasaOnters (EheiRsRsenbf

convent i onal .rmng%)i thic..r oy%ﬁéo%ﬁéeggﬁaggtt&gaa.beﬁgsmeot%/ zllél@éél&féCT/ US01/ 44397
rntro

5 SUMVARY OF FMSE i nventron uces a distributed

net Work accegpowey/slwell ad adiifienl pokcy ¢diglolidietoork npsrdriap dibgmstccess devi ce.
5 The progranmmabl e access device includes first d second network
i nterfaces thndsemuritnpareisepmctommergiatized hrrdWpteatole RPEH IR BEFor k, a

forwarding t %et:)rlv?celsj I;cc'> Lé é?l%récf)torn(?éétt %eox?e%ﬁg bfindividual customers and service

providers.

15 Fourth, because of the proprietary nature of router architectures and
services, if a service provider deploys routers from multiple vendors in a .
communication network, the proprietary services implemented by the different’
router vendors will not necessarily inter-operate. Consequently, service
providers are not able to purchase routers and switches from one vendor and

20 purchase service control software from another vendor. Furthermore, a
service provider cannot offer its communication network as a platform fora
wholesale provider to offer value-added data services utilizing the existing

base network capabilities.

25 In view of the foregoing and additional shortcomings in the prior art,
the present invention recognizes that it would be desirable to introduce a new
network access architecture that addresses and overcomes the limitations of

conventional monolithic router architectures.

30



communi cated between the first and second network interfaces, and a packet
header filter. The packet header filter identifies nessages received at
one of tweohr/usst4 and second network interfaces 10 on whi chCpokéics3dTased
services are to be inplenented and pa$ses identified nmessages via a
nmessage interface to an external processor for processing. In preferred
enbodi nents, the packet header filter is capable of filtering packets for
servi ce processing based UW i i ertaining to protocol

| ayers hi gher than layer 3.7 1n pre eﬂfngmﬁgﬂP?? t he progranmabl e
access device may al so include a usage nonitor that reports events, such as
session activity levels, 15 to the external processor, a policer that

pol i ces packets Bye PraPRiRGRIOn AFofHCeA ifFPREd Reouarh 3ceess YAFRAEHETEE and a
schedul er t hrtudsghadubeaatihecds amseai ssi on of out goi ng packets to support
mul tispl e quality of service classes. In addition to the programmabl e access
devi ce, the distributed network access system 20 architecture preferably

i ncl udes an ext erThaprogrosatisiseesyiictincludes B5tand seand petwork ipterfagepthreigl or dance
Wi th the presgRbackdV8OidninicReIWia N defNdi, a fiBn@ligltivicGuiliR8 ARbitepakys edge

routers are replac Wi t istributed network acce system that

al | ocat es tﬁ%‘n‘f‘&*@?&gﬁ‘ﬁTEP%qF?a‘{drs‘%f&i“frfeg’ﬁ’él? mte'ﬁ%gemrgéﬁ?cgége%gs el as

addi tional fpaskettheaderetiliet ifgntifierowrgsagds reseivadatying of thafiset eldsseondnetypriogreafaseabl e
accegs devi o wﬁgﬁpq%&-%&@ewaép&@@spﬁnplealege@aad BEGERMEQUh R gesAGOr ding to a
25 preferred enbodi nent of the lpresent i nvent|on, basic routing qQf packets
bet ween i npdRessagrdnterfge 1938 SHERA! BIOEFSOf PRPREETgs mﬁéif%$fénq°g‘mﬁﬁtf’fﬂ?fgﬁa‘dt by the
access rout eeadetfiiéEy epabld effivering ipafjets fongirvre perdsing b fipoo poondiidfomation
functions, such.as marki LGi i i ' | hg Ergﬁim LlItering,
are inpl eneﬁf’gaém‘llgﬁo ?rﬁ{éml?agaﬁﬁa&%%%ﬂ%e&%g@ge gj\c}‘lpegng?&%n "sefvice faﬂt;}%\cti ons,
such as megsw@saeyiostneny plse inglpdeciisags MGRERF thAfgePOBLRTFES FUshasSEHeR SHYIARISpol i cy
i nvogAat i ON, (§heeddiith HERMEM peied thut bdlRes@¥dkes Biatkfeieficd GRfcEimmeAtafiiet ai | ed

el udi ng § ABPBYEY AR F B TP O B R obbn ANt ages.
i nt er oper abiniltiple, quaigcefiservigs classrd. ser vi ce pro{/i si oni ng. Addi ti onal obj ect s,
features, and advantages of the present invention will becone 35 apparent

inthe following detailed witten descript.ion. . 02/ 44844 PCT/ US01/ 44397
6 BRI EF DESCRI PTllw@déP“mEeW‘RE% ik Reere ?lﬁuﬁ‘gé%”% R
char zaet €ri stardhit@furetpheferatity @eitdes m axtegalmeécessgrandaniapeess router. Thus, in

accordance with the present invention, conventional monolithic, proprietary edge routers are |

replaced with a distributed network access system that allocates the functionality of traditional
edge routers (as well as additional functionality) among three logical modules: a
programmable access device, an external processor, and an access router. According to a

25 - preferred embodiment of the present invention, basic routing of packets between input and
output ports of the access network is performed by the access router. However, forwarding
and generic traffic conditioning functions, such as marking, policing, monitoring, shgping, and
filtering, are impleniented in the programmable access device, and service functions, such as
message interpretation, sigﬁaling, admission control, and policy invocation, are implemented

30 in the external processor. As detailed infi-a, this distribution of functionality results in
numerous advantages, including improved scalability, flexibility, extensibility,

interoperability, security, and service provisioning.

Additional objects, features, and advantages of the present invention will become

35 apparent in the following detailed written description.



t he appended clains. The invention itself however, as well as a preferred
node of 5 use, further objects and advantages thereof, wll best be

under st o0 by448¢f erence to the follow ng detail ed descri pPCDUS@I44397
illustrative enbodi nent when read in 6 conjunction with the acconpanyi ng
drawi ngs, wherein: Figure lAis a netropolitan view of a prior art Internet
service provider 10 network containing aggregati on and core routers;

Figure IDis a metropaly] ' t _service provider network
in accordance with th@%@ﬁ&#@ﬁﬂ%ﬁ%ﬁ%ﬁ%&lﬁ%p. cts an
illustrative enbodi nent of a comunication network in accordance with the
present invention; Figure 3 is a nore detailed bl ock diagram of an

exenpl ary enbodi nEg neyfel featpes Yelisved bheactedsvsofdsyincent{dAAR} sétrfoRl¢er dance

wth the pregent _invention;..20.Figure, 4. .1s a nore detailed, bl ock di agram of
an exenpl gr ﬁ%ﬁ%e&’lﬁﬁ’gﬁ{wﬂf‘ ?1“5’)?8@9’?1&?31 BYYES 3P Wer 23 & o5viaE élO\ﬁPtOﬁgt he

presesnt invegk) @zﬂhefm%e&t@a&g\amn § #eRSH MBI Al uide SRR d t%}grel?&laﬂ\@ee” a
programmabl e access 25 device and an external processor during a

swi t chover tte the Blovnnmdstaided desedptionef anvilluetrative embodinaint when oéadtine pri mary
servi ce cont S epicts. exenpl ary .si gnaling between a

pr ogr ammabl e£o§idg§égnﬁ@§#§g§éa§r%pa§@é%\%§}; ‘%?%%‘ESSM during a sw tchover
froma secondary service 30 controller to a prinmary service controller
followng restoration of the primary  service controller; WO 02/44844

PCT/ US01/ 44397 Aigngeld isametuppeltinadeve pbaprior art ntenet servjed prosidset wor k

acce Syst gDk, &@yﬁg i . invention to support service
rese?qslati on utlgtlkzc‘?%g gg%;g%ﬁ%e%deﬁfc\?géfoﬁé}%r otocol (RSVP); 's Figure 7Ais

a state machine diagramillustrating the operation of an exenplary
progranmmabl e access devi';ce during a TCP session;, Figure 71 is a diagram
illustrating the OBBFalPdh2 gretgrolises vinvapan Intermet service provider network

in accordance with the present invention;

15 Figure 2 depicts an illustrative embodiment of a communication network

in accordance with the present invention;

Figure 3 is a more detailed block diagram of an exemplary embodiment of
a programmable access device (PAD) in accordance with the present invention;
20
Figure 4 is a more detailed block diagram of an exemplary embodiment of
an external processor in accordance with the present invention;

Figure 5A illustrates exemplary signaling between a programmable access
25 device and an external processor during a switchover to a secondary service

controller due to failure of the primary service controller;

Figure 5B depicts exemplary signaling between a programmable access
device and an external processor during a switchover from a secondary service
30 controller to a primary service controller following restoration of the primary

service controller;



programmabl e access device and associ ated service controller =" the event
of a 10 TCP state nenory full condition; Figure 7C depicts exenplary
si gnal i ngvO n2/au8met wor k access systemin accordance with POBURGIRRIBIT
i nvention during TCP session establishnent; Figure 71) illustrates
exenplary signaling in a network access systemin accordance wth the
present invention during disconnection of a TCP session; Figure 7E depicts
exenpl ary signalin%ﬁin a network access systemin accordance with the

[

present invention ifiguespdhsgates eacmpiat}hsigml’agimeguﬁﬁkkfawes@sys@np

sessi.on; Fi gur, [ Llustrates exenplary signaling in a network access
systemin ac‘gg?oggﬁ%g ﬁﬂa{{l}e,{;ﬁ%seaf@gg orgltﬁv“’@ IHIFriRerEsarvIEm sddgngn ti mes
out; 25 Fi gur RedéndeResdrdatePRicoy (REWPR! ing in a network access systemin
accordance with the present invention when a TCP session abruptly closes;
Figure SAillustrates exenplary signaling in a network access Systemin
accordance with they i ntign ta estahlish a UDP (User Datagram 30
Pr ot oc%l) sessi on %‘é |Iﬁe§ﬁg§f’réen an%%‘%’%?u‘g?m PSUSERG REORECHION fAoh:  Fi gur e
81. 3 depicts exenplasyr progiagnakblagoetdds derie ARide ALCPSSsRYSt €M i n WO 02/ 44844
PCT/ US01/ 44397 8 accordance with the present invention in the case where
packets in a UDP session receive best-efforts delivery rather than

enhanced QS; Figu i : < eXEM signal i in a network access
systemin 5 accorgagqce-i‘v]éltshg(?J pr%%%“ﬁ.l Q%%ﬂ?ﬁ%??”t@"ﬁ&&f’m&m a UDP

sessi on that hegrammeble aocdss dEvige ned %Oﬁmﬂ@é@i&&@ﬁ@bi@é’ry%%%{ﬂ%‘ﬂai n-a
network acces ystemin ccordance with the present invention during
Sessi df Initi i@&?ﬁ%%l S?‘F‘;uﬁ%?l | 3.0 establishnment; Figure 9B
illustrates exenplary signaling in a network access systemin accordance

with the present invention during SIP call termination; Figure 9C depicts
exenpl ary si gnal i n§igured Chdepiets kxemplesssigysing in & Retwork access system in

accordance with the present invention during TCP session establishment;

-

15 Figure 7D illustrates exemplary signaling in a network access system in

accordance with the present invention during disconnection of a TCP session;

Figure 7E depicts exemplary signaling in a network access system in
accordance with the present invention in response to an authorized request fora
20 TCP session;

- Figure 7F illustrates exemplary signaling in a network access system in
accordance with the present invention when a TCP session times out;

25 Figure 7G depicts exemplary signaling in a network access system in

accordance with the present invention when a TCP session abruptly closes:
Figure 8A illustrates exemplary signaling in a network access system in
accordance with the present invention to establish a UDP (User Datagram

30 - Protocol) session having an enhanced quality of service (QoS) path;

Figure 8B depicts exemplary signaling in a network access system in



accordance with the present invention to conclude a SIP call follow ng
detection of a tinme out by the network; Figure 9D illustrates exenplary
si gnal i ngvo n2/a48met wor K access systemin 20 accordance w POTAURE/438Esent
invention to conclude a SIP call foll®w ng detection of a tinme out by the
programmabl e access device; Figure 9E depicts exenplary signaling in a
networ k access systemin accordance with the present invention during SIP
call negotiation; 25 Figure |I.QOA depicts exenplary signaling in a network
access syst enffaerdagee iidhthe praseattinvéntiopiie fendasé whenipaoltet B AUDPNLGEL

regi stration tipast roup: 3Q Figure | illustrates exenplary
signaling.in fagcﬁ%te%%tkéfgoc%edseg ng@@?‘f%ﬁ“%ﬁ%ﬁ@l%@é with the present
invention in response to an unauthorized attenpt to register a nulticast
group; WO 02/ 44844 _PCT/ US01/ 44397 9 Figure 1 OC depicts exenpl ary
signaling in a net Rigre fCcidhistraigs examplery sigrating ame eetwiokladdass PEeEent

inventgon in i zed nmu) ticast up menpership uery; S
Fgure” 100 111 Gerar on 8 EpRibil il Michs G0 o LB s RB dem bas e | 1
accordance wi ¢l t he present invention in response to an unauthorized

mul t'i cast group menbership query; 3.0 Figure | CE depicts exenpl ary
signaling in a network access systemin accordance with the present

invention in resp r i t ks Ul ti,cast packets from

out si de the net m?ﬁgﬁﬁfg‘t}%&géplaﬁ&ﬁt a%%sahégéﬁ%&yr%?ﬁﬁﬁpﬁyﬁ@qw a network

access syst eraccerdangeswith sluecprestam treventidmh diriey Peseioa Thitiaime Pidiodd] '(Sﬂ"[) gaponse
ne

to regcei pt of t horized nulticast packets from outside the wor K;
Fi gur%oel oG deeﬁi%@ﬁgm% hplary signaling in a network access systemin

Figure 9B illustrates exemplary signaling in a network access system in
accordance with the present invention during SIP call termination;

15 Figure 9C depicts exempiary signaling in a network access system in
accordance with the present invention to conclude a SIP call following detection
of a time out by the network; ’ )

Figure 9D illustrates exemplary signaling in a network access system in
20 accordance with the present invention to conclude a SIP call following detection

of a time out by the programmable access device:

Figure 9E depicts exemplary signaling in a network access system in
accordance with the present invention during SIP call negotiation;

25
Figure 10A depicts exemplary signaling in a network access system in
accordance with the present invention to authorize registration of a multicast
group;
30 Figure 10B illustrates exemplary signaling in a network access system in

accordance with the present invention in response to an unauthorized attempt to

register a multicast group;



accordance wth the present invention in response to receipt of authorized
20 multicast packets fromthe network; and Figure IOH illustrates exenplary
si gnal i ngvO n2/au8met wor k access systemin accordance with POBURGIRRIBIT
invention to handl e unauthorized mul t$cast packets received fromthe
network. 25 WD 02/ 44844 PCT/ US01/ 44397 10 DETAI LED DESCRI PTI ON OF A
PREFERRED EMBODI MENT Di stributed Network Access System Architecture Wth
reference again to the figures and in particular with reference to s
Figure 2, there is depicted a high-level block diagramof a portion of a
conmuni cat i on net L: Lstri.buted .network,access system 31 in
accordance with t\r?gé%?eggéd:ta ¥¢1§%§%?Iig8%§y NEOAIHE {8 AIEPReFK aCEeRRSYTEBIR on
network 30 megortencecvifi the préseROiny RN in OéspBnUBheaudorict® LRARLS: (one of
which is represent eg béia custonmer router 32) by an access line 34. As in
Figure 1, acGE¥® BEPFRPIHCRRY enpl oy any of a nunber of commonly utilized
transgort network technol ogies, such as Ethernet, SONET, ATM and frane
relay, and may further include unillustrated aggregati on hardware. As with
conventional net wdiigere Wdhitlusiretas Exempletyvagnalid in Bobitsaes acdess §ARPtn NOr e

core communi cation |inks,38 (e.g., trunk lines) coupled to one or nore
core routers ag@?&%ﬁé’(}é’r the ipre E%t%f‘?’%“ﬂ% IRSBARSSIIP 2B Nafutberizad miglscastn

networks, sughudsndiBérshiplghetyated in Figure 1, customer router 32 does not
interface to comuni cation nétwork 30 via a nonolithic, propri.etary edge
router. Instead, custoner equi pnent, such as customer router 32, interfaces

20 wi,th comruni cati rk 30 via a network access system 31 t hat
di st rl}bbut es the f%"}%{]ﬁeg&?\%ﬁm & 8@@@%&1‘%@%@“’?%8?%1{ perssyesteny

addi tional  A¢oaedanos ikt the pAEBRAnTdHIeR ih REHGRAL tIRMMEL S a@nRiQQr ammabl e
access device  (PAD) 40, aﬁ ext er nal procegsor 42, %’ﬁgf%l%haccess router 44.

Accordi ng t omalticaptataskets drosnpuetgidediee nefwotkae present invention, basic
routing of 'packets . ’

Figure 10F illustrates exemplary signaling in a network access system in
15 —accordance with the present invention in response to receipt of unauthorized
multicast packets from outside the network;

h Figure 10G depicts exemplary signaling in a network access system in
accordance with the present invention in response to receipt of authorized
20 multicast packets from the nétwork; and

Figure 10H illustrates exemplary signaling in a network access system in
accordance with the present invention to handle unauthorized multicast packets
received from the network.

25



25 between input and output ports of the access network is perfornmed by
access router 44 by reference to forwarding table 50 as determ ned by

Ext eri or w@at/esay Protocol (EGP) and Interior Gateway ProPOTOB0I(44@P)
routing tables 52 and 54. However, florwardi ng and generic traffic

condi tioning functions, such as marking, policing, nonitoring, shaping,
and filtering, are inplenented 30 in PAD 40, and service functions, such as
nessage i nterpretation, signaling, admssion control, and policy

i nvocation, are i ﬁ%ﬁf i r e '

di stribution of flg%ct | o?gﬁpﬁgﬁgﬁ?%ﬁd ouwmmﬁ

PCT/ US01/ 44397 11 packets are typically communi cated between core
conmuni cati o N2 : r 32 via PAD 40, access router
44, and core ¥ a2 oh - SiRak = nal sw tching the access
networ k, such as ag/f; airSiyl v%yﬁ: I s | d.t.ering
functionality of PA5&4#%2?§§ S pactl%ﬁ?g%g% Im(lJA_V\/g1 or(!%i%lﬂ{%%é%ﬁagﬁal
servi ceés are Figyue Relerenpdeniotedadsgl-levepblopk agmm obssages of ® ext er nal

rocessor 42 for _servi.ce progessing via.a.Mssage, ., Reporting, and Control
IIont erface (MCEIDTEBICHGH 2H™, gﬁiiéa‘g’é%@g?%abh%?‘in%wm%ﬁ%séﬁtﬁg@lpﬂogr ami ng
Interface (ARikoRRnEARIHhSRSsEN 1B Aabn. PAOERERN, &ﬁ%?aiigéﬂo&%%g& 30

functional ity between access router 44, exter processor 42 in
this manner giReebe caewledtogqipmenswl danumber obsustorokrs (one of avtidheis)  t he

freedomto e ' L.SLI rvices, .create new seryices, or
add nore pr o%gggﬁﬁggggé%@témggk@% rar}% ) §§3§5‘§%63?’ hﬁf‘;&i ‘Sﬁ&ﬁgamix &P

af f ectd ng t heideBdumagienplaesdyosfmnesbe bf PABAAL .ﬁﬂd%&%ﬁ}é&!ﬂ&%@&rformnce
or functionality ?f .access router 44. is To inplenment a desired

functi onal i t yiefiBolQgaes, I%C%a@()e@?@é?’ REINED 4y Edsangy fragme refayeandbmey Gerthprovi der

(or even a cugte Eim?f L §80. define policy rules in the
pol i cy dat abase g% 0 ugfri]‘aé o?*’%ﬁ?@‘%ﬁ?cy g'ervers 48 (also referred to as a
policy decision point (PDP)). Policy server 48 then 20 makes .policy

deci sions that congrol _.the funcgd' onal i,ty and operation of_ PAD 40
s with conventional networks, communication network 30 includes

15 one or more core communication links 38 (e.g., trunk lines) coupled to one or
more core routers 36, However, in contrast to ccnvenﬁanai communication
networks, such as that illustrated in Figure 1, customer router 32 does not
interface to communication network 30 via a monolithic, proprietary edge
router. Instead, customer equipment, such as customer router 32, interfaces

20 with communication network 30 via a network access system 31 that
distributes the functions of traditional edge routers (as well as additional
functionality) among three logical modules: a programmable access device
(PAD) 40, an external processor 42, and an access router 44. Acccrdiﬁg toa
preferred embodiment of the present invention, basic routing of packets

25 between input and output ports of the access network is performed by access
router 44 by reference to forwarding table 50 as determined by Exterior
Gateway Protocol (EGP) and Interior Gateway Protocol (IGP) routing tables
52 and 54. However, forwarding and generic traffic conditioning functions,
such as marking, policing, monitoring, shaping, and filtering, are implemented

30 in PAD 40, and service functions, such as message interpretation, signaling,
admission control, and policy invocation, are implemented in external

processor 42. Given this distribution of functionality, incoming and outgoing



and external processor 42 by reference to the policy rules stored in policy
dat abase 46. Policy server 48 conmmuni cates policy decisions and associ ated
confi gur WO on44sas aneters for external processor 42 and/ or PERDSHIQ48YY
external processor 42 via a ServicelPolicy Interface (SPI) 56, which can
be accessed, 25 for exanple, via an APl on policy server 48 and external
processor 42. Communication via SPI 56 can enploy any of a nunber of
policy query protocols, including Coormon Qpen Policy Service (COPS) and

Li ght wei ght L) @Qﬁe&ﬁnﬁ DA e ely
defined by Itgi&e%eﬁ%%r%}é}n eeri nﬁﬂ%a%ggk%%orcee%ﬁeETF) %@i@g?%@iﬁtgﬁ%%l

which are i ncostpmﬁaroe@brm mPéDﬂ%wcc@sw@m@ a@(?@ﬁﬁ@}mﬁﬁ)@@ésor 42 reI ays

configuration PAD i.f an o.R

o7 aamas porPoba A ions bvisdHink it asktrs PRk o R AT oML e
system 31 al s@iBREN). tﬁo*fv@@er ﬁ%&ﬁﬁ@u@ﬁﬁbﬁﬁfﬁlwf Mmﬁaietd&tsrﬁicmr ty) to
deploy additional functionaii external processor 42 by devel oping a

servi se cont flsmsdpr W@Wma{ Wavicesarer ‘?Q?}‘F‘F&ﬁﬂ RAD #2558 aBPOPHYEt he servi ce

controll er an_external r.4 Lty can also be
I npl ement ed ix%esF],[e%q g%l%ggr%g%ﬁgrt?rgo%fm ?#%%QWW%K Managenent
gyst en”)) 7 ﬁwswf@&ﬂgs a@d Sentréiilaterfade (M(ES) 58\ W}ﬁﬁﬁcz(rﬁlﬁ{caéswhvam Support

yst e

noni tors, controls orts a for nd configures
(e.g., assi gﬁ’sp atiqn Rrggrasmamingdpiesie &Dt@ﬁ@‘%‘gr‘?@gﬁ@ Pmﬁﬁﬁs\%rk access
t 31 bi |
system 31 vig ! iR A062 ahrnddalic Moty e%n%l:éegs RAghpabhy J0Ghydas . i lling

and accountin ate costs for Services to appropriate
custgrers, f @roexamaldn this nfaasqmglsm the seres ggesddr(onevehel. s &patics)

f\

controllers i ext er nal cesso ustrated in Figure 2,
net work acce eg’?"é{“@ﬁ oqify W@té”é%ﬁe”f’ﬁ??emeﬁ%ﬁwﬁ’esrgﬁﬁ?@ Plexibility
in the place &lth @Riehal pRAEVRE K2 SiHoahidversefyor exanpl e, an
ATM or MPLS %@Eh@@%égﬁ% Labetlb Swi tghl ng) network can bgoutl lized to

coupl e one omffmhm%ﬁ&%dmggsﬁommceﬁﬂ?ﬁ&é%%dﬁ@@mmm% an ATM
or MPLS switch 60, 21 l% per m tt |9
or functionality of access router

15 ‘
To implement a desired functionality for PAD 40 and external

processor 42, the service provider (or even a customer or a third party) can
define policy rules in the policy database 46 of one or more policy servers 48
(also referred to as a policy decision point (PDP)). Policy server 48 then

20 makes policy decisions that control the functionality and operation of PAD 40
and external processor 42 by reference to the policy rules stored in policy
database 46. Policy server 48 communicates policy decisions and associated
configuration parameters for external processor 42 and/or PAD 40 to external
proceésor 42 via a Service Policy Interface (SPI) 56, which can be accessed,

25 for example, via an API on policy server 48 and external processor 42.
Communication via SPI 86 can employ any of a number of policy query
protocols, including Common Open Policy Service (COPS) and Lightweight
Directory Access Protocol (LDAP), which are respectively defined by Internet
Engineering Task Force (IETF) RFCs 2748 and 2251, which are incorporated

30 herein by reference. External processor 42 relays configuration parameters for '
PAD 40, if any, to PAD 40 via MCRI 58.



signaling and policing functional blocks 62 and 64 to be inplenented 20
separately from access router 44. 1f, however, signaling is inplenented by
access rovoer4444 switch 60 can be elimnated. Switch 60 pa@wuUsdisE@397
alternatively be interposed between d2cess router 44 and core router 36 an
aggregation switch. Furthernore, access router 44 may be inplenmented by an
external processor 42 running routing software controlling a | arge PAD 40.
25 Pro amabl e Access Device A:D Referring nowto Figure 3, there is

illustrated a highs l1AQr I onpri sing
an exenpl ary errbogslLg n@%&%@ iﬁa&%gA%@g’ %gékc%?%gﬁggé%ﬁlhﬁ %‘g‘;'ﬁitgge
i nvention. ASemhieqﬂo'aBexV(er eRAD: dird pmari3 P tadqpl @gadeitical Sinadeetisy devi ce

cont ai ni ng requ d forvvarglb giﬁ d packet | cl assgf i cation funct i ons al ong
with other offf PfCtCF%F’Pﬂ‘ ¥ GRYEPPIBR RETVISS AARITPYFTAP SHBRATT €8 t hat i npl enent

any desi red eoonat AR AsulBhk ieriQ QRiBAGH BEIhLSAILALIGR. 13

policing, nonitoring, shapifng for 1ncomng and out'gol ng packets. In a
typi cal enbodiddiiinal ﬁmmdmlitscamgilsebennpwmsteé i oetbiorkasdcess syktesn3t war e and

t I t.hat te t ide, the,f t it f
Che T ust r HHBATROME LSeRr Tk MitgPEeh: CHRbt MG Fsdepaet ey &8 0
utilized to igud tioh ARtd @}tgyﬁﬂ&&i}' oAb 7TIREHHIRSs, Lofig rabdrik ARSAKI ng,

t he functlonal nodul es of PA 40 are logicaliy arranged in incomng (e.g.,
from cust onefor @mct eoniigpyessng..casiged aylR sldgss t)eackobthe nempommltsaof 32)

B0, mr kbr | pORREK SE MY o) () PRl S TAAe PHE e A ARt hut

buf f as and sahieguh@kccB8ntiddh faciiited dhdd allpaitdlcdsts ol adrbited mipg a&ac ket
header filter 90, forwarding table 86, nonitor(s) 92, marker/shaper 94, and

out put buf f efustamerss Kiieaamale, Tpresyonse famessaseritem thy sergee eondrdlersinct i onal

nmodul es can he, . y configured or programed by an external 1S
processor 42 .h'%éﬁg%f%%%g}%i

As further illustrated in Figure 2, network access system 31 of the

15 present invention permits flexibility in the placement and implementation of
network switching, For example, an ATM or MPLS (Multi-Protocol Label
Switching) network can be utilized to couple one or more PADs 40 to port of
an access router 44 through an ATM or MPLS switch 60, thereby permitting
signaling and policing functional blocks 62 and 64 to be implemented

20 separately from access router 44, If, however, signaling is implemented by
access router 44, switch 60 can be eliminated. Switch 60 can also
alternatively be interposed between access router 44 and core router 36 an
aggregation switch. Furthermore, access router 44 may be implemented by an
external processor 42 running routing software controlling a large PAD 40.

25

Programmable Access Device (PAD) '
Referring now to Figure 3, there is illustrated a high-level block
diagram of the logical elements comprising an exemplary embodiment of a
- PAD 40 in accordance with the present invention. As noted above, PAD 40 is
30 a programmable access device containing required forwarding and packet

classification functions along with other optional traffic conditioning

functional modules that implement any desired combination of marking,



| ncom ng packets received fromcustoner router 34 at the external

I nterface of PAD 40 are first processed by packet header filter 80, which
di sti nguivehex443et ween vari ous nmessage types using any onePOT/US01c@BdIi nati on
20 of the protocol type, Source Addrd8s (SA), Destination Address (DA,
Type O Service (TOS), Diffserv Codepoint (DSCP), Source Port (SP),
Destination Port (DP), and other fields of a packet (e.g., layer 4 and

hi gher | ayer fields such as the STh, ACK, RST, and FIN TCP flags) upon
whi ch packet header filter 80 is configured to filter. Inportantly, in
addi tion to polidieg,inmeitninogayet siaping foningeming and, outgrik@padkesddn af i | ter 80
has the abiljt o jdentif Lgher.layer (i..e., layer 4=7). nessage types
or specific Wﬁqz&gmbﬂ%qe Pﬁ%%ﬁ%@é&ﬁ@&‘%ﬁ&aﬁ%‘ﬁ?ﬁm 8?(?35%133’6 ocessor
42 based on phReresdl sotitethdriwierthRabapriens proiisthe Bakednaluportd s filter
configuration and the fields of an_incon ng packet, packet eader filter

80 directs tHuspaessodsiashdn Figuam3dashedline iugeaiveds uithzedity ybcagssage
interface 100 or a.. i fi rker/policer 82. It should also be noted
el FuBgoREEH gt

that fressage®? it so inject a packet specified by external
processor 42 into either of packet header filters 80 and 90. WD 02/ 44844

PCT/ US01/ 44397 14 In response to receipt of a streamof packets from
packet header fil C@ﬂefaQB,SPW%@ep@PFM gdplss o é‘@%ﬁ%&rﬁg‘?ﬂ%ﬁgh’st ream by

appl yi ng one_or LE. [ m ne whet her
tﬁg %;cget SW%%Hggrl#cg e géD %bhts %&ﬁ?@t%ﬁa%@g@oﬁggﬁéhed by

conL r o} ilnft eé&ﬁgjzierh@éteg_as} aaffleakis, W]Eth thél’mcmiﬂgrpaidghﬂalndéagkmket f .

mar ker / pol i cer i scar onconfornin ets,, r.k .nonconf or m n
backabs. (e gheadst GHOLSBHER RACTLRBmORIoRR) Eh forimtipg b ghnd O
nonconf or m g RaCKGYS: ofleRaRUINESNDTHe bitoRRBOMAALPhollde BREINO |

required, mar I cer may set bitsinthe Differentiated Services 10
(Di fff' Serv) hddder Hijteed0, fotwmeding tade BE mbmitotés) 92 anerker/shaper Bt lshd MPLS

experinental field, . and/or .the 20Q-bij LS | a field. and/gr other fields

as ponfigu_r@HtPBS/b‘&%???% 5§ @ngﬁe&%%ggfg?n%%efblﬁfﬁ ngﬁrlmélgp acket stream

Wthin the i neoRiedQaR8é tdepBRicRtly TBARauRNbE fbErabfinétPly Agedbihpr ent :
15 — processor 42 through MCRI §8.

Cped N\
_[5ID

Incoming packets received from customer router 34 at the external
interface of PAD 40 are first processed by packet header filter 80, which
distinguishes between various message types using any one or a combination

20 of the protocol type, Source Address (SA), Destination Address (DA), Type

| Of Service (TOS), Diffserv Codepoint (DSCP), Source Port (SP), Destination

Port (DP), and other fields of a packet (e.g., layer 4 and higher layer fields
such as the SYN, ACK, RST, and FIN TCP flags) upon which packet header
filter 80 is éonﬁg;ured to filter. Importantly, in addition to filtering on layer-3

25 information, packet header filter 80 has the ability to identify higher layer (i.e.,
Jayer 4-7) message types or specific fields and forward those messages from/to
external .processor 42 based on the configured filter parameters. Thus, based
upon its filter configuration and the fields of an incoming packet, packet
header filter 80 directs the packet éither to an external processor 42 via

30 message interface 100 or to a specific marker/policer 82. It should also be
noted that message interface 100 may also inject a packet specified by external
processor 42 into either of packet header filters 80 and 90.



I's functions may optionally be included. For exanple, these nonitors 84 may
I ncl ude a usage nonitor that tracks statistics for different |ayer-2,

| ayer -3, wOayess44, and hi gher |layer traffic types (e.g., POT/UBON/440697 a
Service Level Agreenent (SLA)). Moniltors 84 may al so include a

faul t/troubl eshooti ng/ debuggi ng nonitor that verifies conformance to 20
standards and assists in, code debugging and fault diagnosis by saving and
reporting nmenory dunps and other related information to external processor
42 via reporting interface 102 and MCRI 58. To regul ate reporting nessages,
threshol ds and other criteria _can be set up to invoke a reporting event.
The reporting nbssespersedeneceins ofrisarsmiof preketssEun rackes peaasnfiter s 84 may 25

sumari ze u e i nformati . ' rr
cocurr ence. sk BRITRG s3bolibls e BRI G b U PHE P bEBRH il 1)
a |l arge vol ypRaRf busitt alloriftendto deaadrhiite whethar the packensedainy tdnfosfis a noni t or ed

flow, etc. After processing by packet header filter 80 (and optionally by
30 mar ker / p&d thedratBo pamenetish e shed by confead mtagassade s argulppbcessed” by

f di bl . 86, 3 ' i i ' h
forvar di ng. Uddicity hgiYE e s ARG BalRlohd BRcab i ER Bl O0 ) (|
attributes, piseRogonWndas 4d84d RGN/ WiBDA hibh80dr lowsr foritgh, ando8, PT, SP, DP,

the incom ng port, and the correspondj ng out%li‘;t ort . togggi h PAD 40
forwards t hEOWHARBEORIBFBIGPAERES: SEPFENHERN O%c LB ter 44.

ULi 121 NGt 0g38:cf O NAtthBled: RBl-RayeRl i€ tnd oGl AG) 58BI@S86 T or va ds

packets to ppropriate out put” ports and passes the packets to output
buf fers 5 a@DiffSdredIOSbyesin Be P packstihdades andidr helfebit MEILB8 buffer packets

L1 anum SSi oSN RRIEH Dadckeler oA LS G B Br i) o R For < and

schedul er 8 nﬁgir RBnQ) IGRAAES $64 Por A GhGicBIE patkepsrdabef erably mul tiple
buffers, isggre eg&bf} c%nfigufr'ed to suppo?t mul t?pl e QoS classes, or even

QS for each individual flow For exanple, a percentage or “a fixed anount
of buffer space qﬁ'ﬂhl%ethe incoming path, one or more monitors 84 having different

15 functions may optionally be included. For example, these monitors 84 may
include a usage monitor that tracks statistics for different layer-2, layer-3,
layer-4, and higher layer traffic types (e.g., to monitor a Service Level
Agreement (SLA)). Monitors 84 may also include a
fault/troubleshooting/debugging monitor that verifies conformance to

20 standards and assists in code debugging and fault diagnosis by saving and
reporting memory dumps and other related information to external processor
42 via reporting interface 102 and MCRI 8. To regulate reporting messages,
thresholds and other criteria can be set up to invoke a reporting event. The
reporting messages sent to external processor 42 by monitors 84 may

25 summarize usage information for a particular customer, report the occurrence
ofa high-priority traffic flow, alert external processor 42 to a large volume of

out-of-band traffic, report on inactivity of a monitored flow, etc.

After processing by packet header filter 80 (and optionally by
30 marker/policer 82 and monitors 84), incoming packets are processed by
forwarding table 86. Forwarding table 86 maintains entries for each forwarding

path, where each forwarding path is represented by packet flow attributes, such as



assigned to a queue serving a generic class of traffic or a particul ar
traffic flow classified by DA, SA TGOS, PT, SP and/or DP. The packet
schedul ewo hzmsdd appli es wei ghted round robi n and/ or ot heeT/aRgyoHBe7hs t o
the nultiple queues nultiplexing thdSdifferent traffic flows, The

conmbi nation of the buffering and scheduling nmechanisns can place a limt
on the queuing delay to transmt a packet threugh PAD 40, .thus

guar ant eei ng a bounded value for the QS jitter paranmeter for selected

traffic flows, BuifessPEEP, fhabeireomB® man aud e cappbporRnCBEPWRats- based

ing), WEQ (Wi ghted Fai i ng)., Wi ght d i th
Quewi 1) VEQ (VoML ol LAl CHaUL iRl 0 pveL Ao BRYG ALY of o her
through PAD 5“9”%4 @éfygq%mg tﬁé%etf&%valrassg Hedadd) forwdRliny eoid 86 firwhahes

i ncl usi on of apér 94 1n l1ed of marker/policer 82. As_wll be
appr eci at ed phyketstoghe sipropsateioutp ors and prasdedhe parkpisrio ontrt Setivds

nonconf orm ng_p cégi?s sends marked packets to appropriate output buffers
for tshe var iaéé§g¥f £83ser vi ng different QoS classes for individual flows
Wi thin output buffers and scheduler 96 to control the delay, jitter and

| oss of 30 an outgoi ng packet flow, or sinply counts non-conforning
packets. A PAD 4®utputhuffarsiandechailvlar 8§ buffr paeats ‘ieﬁ_ﬁéfﬂritﬁ?s’@hsﬁm@e depl oyed

at WO 02/ 44844 PCT/ US01/.44397 ; i network to

performtr aT"F’F’&CWQﬁ’gﬁé‘PR n%tﬁrgr%gj) %@y&?gﬁ?%&&%&%ﬁé&gg a PAD 40 can

be placed i ?a@k&&%@:ﬁi@e‘aﬁhﬂm@t%uﬁé&a@d sciedhler 88 x&isich cembl e nmodem
S

WAP (Wrele Access Protocol), etc.iy connectjng,cust oner equi pment to a
A

provider netomopkise aisinght beldersyy Drelgrablyanpiiple TR &PIE T ernal processors 42.
o Lot nali Ve chanBukdl AR mARir B QYR ockye Blo8 BelhOHiiEap Pol Nt of

Presence (P 1'ng W & custoner site over a private line, FR
ATM MPLS orldsl hpén@iangsie, asseromitagords a fixe@ADodgt ofibwffee spacdsaebewi t h t he

Phe pr ovi derassigmaiogy aveva-Bied bagrrs <t of safe rakmaice R B Eben "such &
distributed c?fs%%ﬁ%y%:&?é@? T, PAT WRLAS PRPKEME patkedeEiRFaler then
15 applies weighted round robin and/or other algorithms to the multiple queues
multiplexing the different traffic flows. The combination of the buffering and
scheduling mechanisms can place a limit on the queuing delay to transmit a
packet through PAD 40, thus guaranteeing a bounded value for thg QoS jitter
parameter for selected traffic flows. Buffers and scheduler 88 can also apply
20 CBQ (Class-based Queuing), WFQ (Weighted Fair Queuing), WRR
(Weighted Round Robin) or other link sharing algorithms to optimize

communication.

The outgoing path through PAD 40 is similar to the incoming path,
25 except for the inclusion of marker/shaper 94 in lieu of marker/policer 82. As
- will be appreciated by those skilled in the art, marker/shaper 94 discards
nonconforming packets, sends marked packets to appropriate output buffers
for the various queues serving different QoS classes for individual flows
within output buffers and scheduler 96 to control the delay, jitter and loss of

30 - an outgoing packet flow, or simply counts non-conforming packets.

A PAD 40 in accordance with the present invention can be deployed at



router 44 is configured in forwarding table 86 by an external processor '42
using control interface 104. External Processor 15 Wth reference now to
Figure 4wohzuas4d s il lustrated a high-level block diagrapCcOepoicisIrg t he

| ogi cal el enents conprising a preferred enbodi nent of an external
processor 42 in accordance with the present invention. External processor
42 can be inplenmented utilizing either or both of software and hardware,
whi ch hardware can include general purpose conputing hardware 20 or speci al
pur pose har d\t@ﬁﬁ:er Af Ioeations ia afnsarerken byrforptreffierhatagemsniaind ppkcer nal
processor 42 that execute on_the, hardware of a PAD 40 are possible,

external pr 6%@%@0502127{%?1&%?@?%%4]% lasedin & GuitpmsT §‘E°§§ﬁj§f‘é1"8ﬁ% har dwar e

to allowt S ' r ' f sor 42 to be
easily scap'g%’ E}é&lﬁ%ﬁﬁg@?%ﬁﬁ%@%ﬁ%%%&g%%? Z’%gﬁ); per f or mance
ext ernal 25cpueEcHsg oustbmedemnpmeBdp apatviidsr nefwarktcenmalledororgisnlly42 fr.om
the forwardin functi.on perfor by PAD 40.alsog all.o ngm c al |l ocation
of pfocessi h&%teﬁmp@é:go SEGHP ﬁgﬂg%}tgﬁ?&f’gﬁ’r%g 9_3 C%?%V%Pf%ﬁ&ﬁ%e to access
traffic pattgeps grwiaéx@y?oﬁkeefmkaﬁe@@p)‘, W Gh OGB! huSfoRRRGRe Of PAD 40.
Moreover, as shown in Figure 4, inplenmenting external processor 42

separ at el y brvem pivatslindFherhivi MBS enditbemat acgessosbsank. 42PAD 4@rvi ce

mul ti pl e PADs 40a, and 4 whi ch may be | i cal |l y distant
| ocat Pons)' Gt accordangs %&%%E’V?e‘%é?‘ﬁﬁ“@“g ‘ﬁ‘%‘? %gocgﬁ?figg‘ﬁ% %g?% res!sgr 2n42 to
service a sigif @afAR tﬂeointﬂfélgro@ﬁfa@’@iw{i S inAfcuiOnRFs4R844hEbhki§0h/ 44397 17

a single PAD 40 with nultiple external processors 42 provides enhanced

faulip t ol emdighesuchi distpbuted neteprk obBaliveld forvsrde parkietsgp geeass or 42

primarily perf.orns. ok YRGS | N0 | | Cy services,
si gnal i ng tgmg%t{%lsé:ﬁﬁhg{%g?%gm éj:%c%%ég;%ts@oér}%xé%r%n C ?%rslgr?&and
configuri ngu@mgc@ﬁu@nn@r&ssmd,at ed PADs 40. To coordinate these different

processing functions, external processor 42 contains one or nore service
controllers 120, which each ’

External Processor

15 - With reference now to Figure 4, there is illustrated a high-level block
diagram depicting the logical elements comprising a preferred embodiment of
an external processor 42 in accordance with the present invention. External
processor 42 can be implemented utilizing either or both of software and
hardware, which hardware can include general purpose computing hardware

20 or special purpose hardware. Although software-only implementations of
external processor 42 that execute on the hardware of a PAD 40 are possible,
external processor 42 is preferably implemented with stand-alone hardware to
allow the service processing performed by external processor 42 to be easily
scaled by the installation of additional and/or higher performance external

25 processor hardware. Separation of external processor 42 from the forwarding
function performed by PAD 40 also allows dynamic allocation of processing
resources within eﬁtemal processor 42 in response to access traffic patterns
without degrading the forwarding performance of PAD 40. Moreover, as
shown in Figure 4, implementing external processor 42 separately from PAD

30 40 permits an external processor 42 to service multiple PADs 40a and 40b
(which may be located at physically distant locations) or, alternatively, permits

multiple external processors 42 to service a single PAD 40. The association of



preferably controls these three functions for a respective type of service.
For 10 exanple, service controllers 120 may include any or all of a

Conf er enoeO Cal4844 Servi ce Controller (CCSC), an E- Conmer cePSEUSIICE397
Controller (ECSC), an IP Tel ephony 3&rvice Controller (IPTELSC), a
Reserved Bandw dth Service Controller (RBSC), and a Miulticast Service
Controller (MSC). Such service- specific control can be inplenented either
wi th dedicated service controllers is -or with generic controllers that
each support [ e | e I erably

mai ntains a %%ggzi\éc?r:\&?abl eé%@%%@eﬁ%&ﬁxg@ﬁ% ﬁ:ﬁ}?@% gﬁé@%&;{gﬁ% th a PAD
40. As furthieteraivewn in Figure 4, external processor 42 includes, for each
20 associ ated PAD 40, a respective PAD controller 124. Under the direction
of service controller(s) 120, each PAD controller 124 configures
forwarding table PR EIm B AS, ' licer 82,
mar ker / shaper 94,h18£rrgrni tors H§4 angﬁ E#E%&gg%sg?&b%g@%?g@ghedul ers 88
and 9% of t héreedspeciiqreetspap ingoking palicksanygceso mgnaliteg orsesprandt s under st ood

espect | ve rERSRYECERS A S AR AR ROTRObme e e et PE Roo S age
processors IP2Deagh ToCubndinae ke TERGaHFodetsian dirlctiom, bRepessage interface
100 of the associated PAD 40. Upon receipt of a nmessage froma PAD 40,

which is uskraressordecniaige opeerinvrderiensaniollesd28nwhichsacler 32, a nessage

processor 3 I e e d dnfor it he appropriate service
controller %5&%@?8?@%%%%%%%%@@”@ r%éelsgg C@gf?@gﬁsgg’%%t%ﬁ s. As

i ndi gat ed i rexahgply, 8edviceddont@ilyrsaz0emyt indede gy d All FHDSodramey g configured
to handle all service types; WO 02/44844 PCT/US01/44397 18 thus, a

particul ar Wé@%ﬂl%ﬁ%‘ich%%mﬁﬁ%ﬁ@ eongelludBESMan Pess  than
all PADs 40 TéSoAgiskalied R¥dAaNPITRI o) b ReUshiahhafviatibglig] Processor

42 may 5 fur e a reporting processor or each PAD (e.g., PAD
40a) cont aiGentpllep (RBEEAY, axird Mottt a@SeoricOComnsllar IBQ)i Such péreickace 102.

Reporting'

specific control can be implemented either with dedicated service controllers
15 —or with generic controllers that each support service-specific APIs. Each
service controller preferably maintains a session table recording all of its
active sessions with a PAD 40.

As further shown in Figure 4, external processor 42 includes, for each

20 associated PAD 40, a respective PAD controller 124. Under the direction of
service controller(s) 120, each PAD controller 124 configures forwarding table
86, packet header filters 80 and 90, marker/policer 82, marker/shaper 94,
monitors 84 and 92, and output buffers and schedulers 88 and 96 of the
associated PAD 40 by invoking commands or scripts understood by control

25 interface 104. External processor 42 also contains a respective message
processor 122 for each associated PAD 40. Message processors 122 each
communicate messages to and from the message interface 100 of the
associated PAD 40. Upon receipt ofa message from a PAD 40, which is
usually a message received from the customer router 32, a message processor

30 122 parses the message and informs the appropriate service controller (as
determined by the type of service) of its contents. As indicated in Figure 4, at

any given time not all PADs 40 may be configured to handle all service types;



processor 126 receives report nessages fromthe corresponding PAD s
reporting interface 102 and transmts appropriate report nessages to one or
nore serwaex/esmrol l ers 120. Reporting processor 126 canPal/&801¢asds gur e
the 10 reporting interface 102 of a P8D 40 to specify acceptable type(s) of
reporting mnessages, content of reporting nessages, reporting events, etc.
Upon recei pt of a report nessage fromreporting processor 126 or anot her
nessage type from a nessage processor 122, a service controller 120 is
translates ihe, APaSRART sBQRRONer T208n B U drHuRLSE 'a?eés%gg Wit AR ts the
policy query or qgerles to policy server "48 via SPI 56. “For exanple, if SP
56 enpl oys tword PADsdlvi ce controller 120 will translate RSVP and S|P
nmessages to COPS (RSVP) and COPS (SIP) nessages, respectively. A service
controller 120 may al so pass a nmessage to anot her service controller 20 120
to obtain additi QuaihdRatediessNe@lindiastaes, dddmal ﬁoé&%ﬂ{iﬁﬁa{io recei pt of
a policy decision frompolicy server 48, service controller 120 may inject
one &r nor e fyther dncdudean epariinearprassen I8 for each Ped3 fye., BAGt#8or 122,

configure a ia P ant ral | 124 or,.contr ol si,gnal i ng inside or
out si ge corrﬁgélgé]g}?gl %&rﬂgﬁ %ﬁﬁ%&aﬁr}ﬁgnéﬁ%ﬁw m&%%c?gg?'ekgpﬂ@g&gand 128b.
Si gnal i ng cprdcesiol 826 réodBes WERRT heshgtatdnol the cobleSiREMSPAR Y. . RSVP, Label

Di stribution Protocol (LDPé, Private Network- Network I nterface (PNN),
franme rel ayreRortEEMotaEice 88 w8 Kansieidy appeepriafe Pyt messagey tq ones@xt up or t ear

down a Virt gggg Lo 0% . Lahe L3 Rath (LSP) .across the
network. A r%r L E%Es)é?g%&g% %’ féﬁ%&;a ‘é ﬁ%ggggtf?é;%%eﬁlml%(dgﬂ# tI“?ﬁve a
speaiof i ed Qedportilfy BR/rAk8442 BER/PAIDA0 4Rty &&e‘%@b{&@p@(@) éfhepsyimper of
nmessages passed between éfrV|ce controllers 12 and policy server 48 via
SPl 56, ser HEESEDRCEERE 8} SPOPSIBESHAgsE SFRATHBE §VIBBKE. frequent|y used
policy rules in a respective policy cache 130. Accordingly, if policy
information for a policy query arising froman incom ng nessage is already
5 cached, a servilpenaectiptoiflaaepdr? hessge fromegposimgdiragssord2éroy to the policy
server 48

another message type from a message processor 122, a service controller 120

15 translates the message into one or more policy queries and transmits the policy
query or queries to policy server 48 via SPI 56. For example, if SPI 56 ‘
employs COPS, a service com:roiier 120 will translate RSVP and SIP
messages to COPS (RSVP) and COPS (SIP) messages, respectively. A
service controller 120 may also pass a message to another service controller

20 120 to obtain additional services via interface 121,

In response to receipt of a policy decision from policy server 48,
service controller 120 may inject one or more packets into a traffic flow via
message processor 122, configure a PAD 40 via PAD controller 124 or control

25 signaling inside or outside communication network 30 via signaling
controllers 128a and 128b. Signaling controllers 128 support signaling
-protocols (e.g., RSVP, Label Distribution Protocol (L.DP), Private Network-
Network Interface (PNNI), frame relay or ATM User Network Interface
(UNI), etc.) to setup or tear down a Virtual Connection (VC) or Label
30 Switched Path (L.SP) across the network. A VC or LSP setup by a signaling
‘ controller 128 may have a specified QoS. |



and nmake a policy decision by reference policy rules cached in its policy
cache 130. In addition, when a service controller 120 queries policy
server 48owt/iu8ad new service request, the service controPCBUSLI2Q3978Yy
request policy server 48 to dunp all9the related policy information from
policy database 46 its policy cache 3.0 130. However, there is a tradeoff
bet ween the nunber of policy is and the cache refresh frequency and the
anount of policy informati on downl oaded from policy server 48 at each
refresh. The obj edivireéudeshe gumbehe! pedsagaseessd betRes seviceaesntroBepsilZoNg

i nt ensi L ies, SIP.cal | s, ., whi i dj i | i

| ookups. for crhEr ST s YE SpSe i Eononds 128 s RRErah saenar ate

only 15 onefipgldraly ©6¢ byli¢yirilfieinra reédebivd WolichRhMR! ﬁ%‘%@?&:?%lzf gm t
presen

Interfaces As described above, the network actess system o
i nvention sBPWpOTinformativader 2 policy quest TrisdegfroBRh 5@ naing tdSRigeSSalrEatyh of

these.interf i A ' | rn infra. As su rized in Taple |

bel on® Sp - seipdrdrentis ESRMINEab Bl il e o ReBLETRE yE st Con
from the serwidcmakonpblity &&cﬁsiéﬂﬁ?r@éfe&&wﬁdlﬁiy e 62H88Yin 2 poli€y PRLECY Server
48, nanely, queries regarding policy reguirenents. Such policy 25 queries

preferably i Ad-ubcadgditqny yhepasepdere grattolier 129 qusteepeliqyrervepdBivath ser ver 48

dunp the pol | 1.0t licy..C e 130 of the
equesting . Lof shARThilst e HER Lol BiRe 100 rRE L CRTCT SRR TR o ot

| east five ndsmpgl thymbsed baﬁcsaihﬁamﬁbnﬁ%_ﬁlﬁdlﬁ?dﬁ@.'bh@y&#&*eﬁ’@sq_foi@ chéneservice
controllers iﬁé) The nmessage types_ sent via SPI 56 from.policy server 48
to séPvice cbilrrrere Bt 1s@ifadsof, eg shesunmkerios seliehi: TebRad the i ncl ude
transacti on 'j%i SRl %?@%& i £ Wi

02/ 44844 PCT/@%%EOg 42%?7&%1%‘* conftiﬁgal?igtlon p%(r:arre er??nziﬁg&lné%éggrggo

cont ai ni ng ppéliayyservet ¢B8mbtaahrefrosth eTheoagdutiste isntopathecyolivksfosIPLadvickn

addition, policy.server. 48 can send nessa 0 ternal praqcessor 42 that
i ndi cate set quﬁé?gf%ﬁnglé@é’?gw & %ﬁﬁ&ﬁgﬁi‘f@siw FYOIHgE CALIBAder st ood by
those skill egolidy lbhRutbr o@8LsdsEIBAS LA TEP 651 0s) t8¥i&enerally generate only

15 one policy query in their lifetime.

Network Access System Interfaces

As described above, the network access system of the present invention
supports at least two interfaces: SPI 56 and MCRI 58. Each of these interfaces is
20 examined in tumn infra.

' As summarized in Table I below, SPI 56 preferably supports at least one
message type that is sent from the service controllers 120 of external processor 42
o pélicy server 48, namely, queries regarding policy requirements. Such policy
25 queries preferably inélude a flag that can be set to request that policy server 48
dump the policy rules for the query into the policy cache 130 of the requesting

service controller 120,

SPI 56 also preferably supports at least five message types that are sent
30 from policy server 48 to service controllers 120. The message types sent via SPI
56 from policy server 48 to service controllers 120, which are also summarized in

Table I, include transaction approval and rejection messages, messages specifying



S paraneter is an inactivity timer that counts tine that has el apsed since
a packet has been received in an active session and, if nore than a

speci fi edavanpuusss of tine has el apsed, signal that the seBeT/@wRosIs d be
closed for lack of activity. TABLE | 28ervice Query policy requirenments with
or without Controller to request to cache policy information Policy Server
Approve transaction Policy Server Reject transaction with a cause

i ndi cation ( | I.de ' L.on. pa tecs Coniroller Dunp
the policy iér?'gg?%#%ﬁ | né éé‘"g’ofrn%&é%%%ﬁ@%&% é%@i’%#?@@@%‘f Y aneters 10
Conmuni cat i aachxel ingelicpohiley 130r esddBorn pdliexievaal8 dneeRssREsades Qver  SPI
56 can be either solici t(ra‘&igr unsolicited, In the unsolicited node

operation, SFHIRPraessyaH2iBatiadyatesaiingy i sessinn lpvel apeoeters o PASXt er nal

processor 42p H@g& : nak Sl 42 ) ce of a
policy request % ter nﬁ%i %Fﬁé%ﬂ%I%g%gb?ﬁﬁdpéga%o%gﬁgg?%gﬁmni cati on,
pol i ¢y servearatfeteeinds ipaltiviy tikerritsiteosnts dn thatbi glapsdd Difcepapaiet ers to
external prqcessor 42 in.response to a poljc request. As shown_in Figure
2, policy rglaais%reealﬁe@m% Hys 3§§FRFW= g@%?%ﬁ?ﬁ%@é@%@@@%@%ecause
SPI 56 pr ef eja3blaps A BlaNSihatHERERIRANHbEM Lt FRIRUOG Rt Y, 8 L hi 1 d
party's (e.g., a custoner's policy server). |In either case,” 20 policy
server 48 receives a policy request via SPI 56. The policy request
typically specifies a requested ser v,}&gg ggd requires a response indicating
whet her the requested service is to {j vi ded given the paraneters of
the service gese oo or-trhereguestertyp '
e

request ed, t he dpypary policit equivsmhengsiwithicovathont t h
service. In 0 recgi pt ofrequasoloi cayhefolicg qufeshatigrol i cy server 48

I Nt errogat es peldt al-abasg-4db.lo.access.the.appropriate policy gul es
gi ven the pajameters providdd in tdgprped ragagteguest . Pol i cy server {48

Policy Server Reject transaction with a cause indication
to Service Provide configuration parameters
Controller Dump the policy information into policy
caches

Set session level parameters

10
Communication between policy server 48 and external processor 42 over
SP1 56 can be either solicited or unsolicited. In the unsolicited mode operatioﬁ,
policy server 48 sends conﬁgurafion parameters for external processor 42 and :
PAD 40 to external proéessor 42 in the absence of a policy request. Alternatively,
15 in the solicited mode of communication, policy server 48 sends policy decisions
and configuration parameters to external processor 42 in response to a policy
request. As shown in Figure 2, policy requests can either be sent by external
processor 42 or, because SPI 56 preferably employs an open policy query
protocol, by a third party’s (e.g., a customer’s policy server). In either case,
| 20 policy server 48 receives a policy request via SPI56. The policy request typically
specifies a requested service and requires a response indicating whether the
requested service is to be provided given the parameters of the service (e.g.,
identity of the requestor, type and amount of service requested, etc.), and if so, the
appropriate configurations for the service. In response to receipt of a policy
25 request, policy server 48 interrogates policy database 46 to access the apbropriate'

policy rules given the parameters provided in the policy request. Policy server 48



WO 02/ 44844 PCT/ USO01/ 44397 21 then mekes policy decisions for the policy
request utilizing the accessed policy rules and usage information. For
exanpl e, wob/esgaserver 48 may track the anount of bandw BChUSEgEBwed by a
particul ar custoner,(a policy rule) &hd approve or reject a new service
request by conparing the anmount of remaining reserved S bandwi dth that is
unutilized (usage information) and the anount of bandwidth required to
provi de the requested service. Poljcy server 48 then supplies the

resul ting pdrancyakes@olirydecisiphs &7 taapolisy requsprwilizing the efeassed pading/ or

configurati Ssk r r r nal .pr ssor 42 and
PAD 40 Lo SapsfidfaRgufta Il BALRIRLE) Salch'sr L Eh Rl RART Sokest

i nterface 58f baatidthlibserbed byva pattionk cagsmer@yatiey nilynesl ddpadveasre sent by
PAD 40 to external processor 42. As indicated, these nessage types can be

conveni ent | JEIBH RS T Ege BRANCE Ry everaning thiqreonns pf rRseninige reseptask f ace 100,
reporting i ; 2, , kL er 4, ] of is
|t he Tresaag LAt kEBREAR w3 1R ok MR O
messages  cagjuireddo pyovidectheredeartd serdvidet @olcBiereardi8dBed upptiestige processor

122 of external  processor.42. The messages that are passed to nessage
processor 12@“&5\% %&cgéiseﬁs}opé,rxg@cgmn ?g%ﬂ?@‘iegg Wﬁﬁg B ROgERWFtpRCk et

fl ows based ; ,ﬁ%’ t j s such as
TCP fl ags (é’?g&?“’g@ﬂe}‘w -Igg%%ﬁ S a@?@&g{“%%?@%@%f@ﬁ -7 message
types and f ipedodssor @ via BPI 36t erf ace 104 sends control reply nessages to PAD
controller 124 25 in response to receipt of -a control command nessage. |f
t he *®mmand conpl etes successfully (e.g., a configuration of a nonitor 84
|5 successful |y qREghedhy SR inteh s 2561e 10belod), WihafizEORIRAC.

acknow edgenent to PAD controller 124. However, if a command canndt be
conpl et ed digpes that apr sepeby SRR 4 fo exiermekirbedsidridRy A indiequeidy thdse esour ces,
etc., then control_interface 104 r{{)tiiioes PAD iﬁ% contr I.Iherf 124 of the
comand f ai IFSERERYRFS L3R SR EP TSP P eORa ¢ Bt efience to which of message

interface 100, reporting interface 102, and control interface 104 is the source of

=

15 ~the messages.

As noted above, message interface 100 of PAD 40 passes messages
captured by packet header filters 80 and 90 to message processor 122 of external
processor 42. The messages that are passed to message processor 122 can be

20 ﬁltered out of the incoming or outgoing packet flows based upon SA, DA, PT, SP,
DP and/or other packets fields such as TCP flags (e.g., SYN, ACK, RST, FIN,
etc.), as well as layer 4-7 message types and fields.

Control interface 104 sends control reply messages to PAD controller 124
25 in response to receipt of a control command message. If the command completes
successfully (e.g., a configuration of a monitor 84 is successfully updated), control
interface 104 returns a command acknowledgement to PAD controller 124.
However, if a command cannot be completed due to improper syntax,
unavailability of required resources, etc., then control interface 104 notifies PAD

30 controller 124 of the command failure with a command failure indication.

Reporting interface 102 of PAD 40 sends reporting messages to reporting



Reporting interface 102 of PAD 40 sends reporting nessages to reporting WO
02/ 44844 PCT/ US01/ 44397 22 processor 126 of external processor 42. The
reporti ngvoeysmges tabulated in Table Il include nmessageBCPUSWIABITY

i nformati on about nonitored sessions22 nessages related to conmuni cation
bet ween PAD 40 and service controllers 120 of external processor 42, and
nmessages containing statistics collected by nonitors 5 84 and 92. For
certain protocols, such as TCP and SIP, PAD 40 inplenents a state nachine
for each actpréecss@siR6ast.extdmal prédssdrale Thegbportnglgleaniss tabakted inpar ti cul ar
active TCP session has had a nunber, of retransm ssions in excess of an
establ i shed Yahle HiseHidz mspsagrs Bomiing infermationpgontipenitosedsesgionsends a
nmessage noti fyi ] f r.nal hat the
TCP 10 ret raﬂﬁé%b%giroln&taﬁrgggdoig asEll;%eﬁeeglec@éggc# &ts %rﬁfscgfcﬁgﬁ(g%??%bt hat the
TCP sessi on offeateriid ipketssdrei@oad mgssapecemsaning Afatistiosidotedtyd b pwritdrodt her
session failures such as the expjration_of an inactivity tinmer on certain
| P prdtocol M%sﬁorﬁﬁgﬁ%om‘i’ %igagffﬁ_l’ ¢y SI5; HWimplements a(e. g., UDP

sessi ons) t hal. dacnal AUEn RESORSLATIAI 0P SRCALORR. HAA0RM &

reliability, reporting interface 1 S sends tivity Detected"
reporting nesshges acties TAP degsidy hashallbd mohbet of nettdnemissiens imexcesof dre

preferred enbodi.nent of the.present _ jnvention repr nted by Table 11, the
connect i on ﬁ%ﬁq’ég%gtrﬁg@?ﬁn&sﬁg@)%@%&%_IE%?%&ter%“Biégé@dS@?ﬁ?séag%di cat ed
20 by k66pa|ﬂ0\{§y‘_ m%%ﬁrbééssﬁfﬂzﬂﬁfek%eﬁ%kédésﬁmf‘ﬁﬁgﬁfé ween each PAD

40 and the associ ated ext.ernal processor- 4 The absence of a keepalive
message fr ometransBABicD tHredhotdhasdeeh exéezided;thusohdicatmatbatrtbe fliCksebsibmeen t he

PAD 40 and ext er.nal rocessor 42 [.or. t.he failure of. PAD .40 itself. Such
ceepal | ve nebSIUES: Beporgierorabry LIt SRUAY rer b S S PB BT Tt er f ace
102 and r eposith&expiFa@i6B DTN iddetiv A tim? ¥R \68ftain TP pRAod? BEsioni%ucRkST f ace is

i npl ement ed, keepalive nessaging can alternatively be provided by nessage

interface 100CP 8ed $IR eFontheniataflows pog WD sesiansthrido pobbaesor 42 are
?L.S g ' S u? Jofc lt agé%i%éﬁ?gtlﬁﬁerrﬁa&ﬁnéjs% AL e T ARG ALh Rink Pueiride 03 s PS5 Yo s

15 sends “Activity Detected” reporting messages when activity is detected in the

session.

" Inthe preferred embodiment of the present invention represented by Table
11, the connection state between a PAD 40 and external processof 42 is indicated
20 by keepalive messages that are periodically exchanged between each PAD 40 and
the associated external processor 42. The absence of a keepalive message from a
PAD 40 indicates the failure of the connection between the PAD 40 and external
processor 42 and/or the failure of PAD 40 itself. Such keepalive messages are
preferably transmitted between reporting interface 102 and reporting processor
25 126; however, if no reporting interface is implemented, keepalive messaging can

alternatively be provided by message interface 100.

Service controllers 120 within external processor 42 are also subject to
failure or dynamic reallocation to different services (e.g., for load balancing
30 reasons). In the event of a failure of an external processor 42 supporting multiple
service controllers 120 or a redistribution of service responsibility between service

controllers 120, the new service controller 120 to which responsibility for a



30 reasons). In the event of a failure of an external processor 42

supporting nultiple service controllers 120 or a redistribution of service
responsi Woont/y4shbet ween service controllers 120, the new BeTAWBS@@HaoNnt rol | er
120 to which responsibility for a WD282/ 44844 PCT/ US01/ 44397 23 session is
transferred nust receive state 'information pertaining to all of the active
sessions of the old service controller 120. Accordingly, in the event of a
so-called swtchover that assigns a PAD 40 to a preferred externa

processor 42, sefbh fOrarRfefc mbdtitetedrnitits idfbansiontRrihiy wali 61}2.8@ QLHAct i ve
p

sessions to reporting processor 5 126 of external processor In a state
synchroni zat i s(ﬁﬁSl‘hﬁ,%@fgtb‘é oldvegrying crmirpller 429.e gemdinglye in the prentiode seasdliedn

state infor j . e j ol ler, 120 in thi

S o or Mot DR BARSS S DB SRS BRE
responsi bi | i tprefefabiy RpdEQNhe sAQ BRSO fr ab®k seWibiElo rSpRAESRRER0r -
i ntensi ve process, that degrades service controller performance Ong nornal

10 ope¥ at i on. 12ffsxiespal aroesssqmie0da gisipte smshonizstiommessage| MakingPAD hA. ;

.-dware, sof ' lLd finally lists.two
exenpl ary rep%dr,\%glﬁogns né%%d;g‘t@weﬁeésgéﬂ% ge%t%glglfof%%%nerr[gr% T ﬁedw%cg r"f’Bﬁﬂ]&f by
opti onal noni128ria thié nemcheP2dvantagsbusly edievés segritedontbHee 1208 ad@220mn provi de

general usage, st tistics_qg a%é)er-custoner basis. Service controllers 120
in external prYBdREEPonsikility off sypchronizngsestion states. vehich israomessegen t o
measure conf OLARRGE %t@{g} t ek ' Qf-~ls . Second,
reporting int eﬁacep[i%f can s e%| iscﬁﬁegﬁpﬁgﬁl%&%ggﬁ&ggre"pg%?{)ﬁéélmessage
that a0 cust operdtonprltiedspeetiofithaflésign adhievehfiult thlemnbemnhedwarded. A
service control.ler 20,120 igtfeplgét ernal processor 42 can utilize this

i nformati on tOTRASEEY BSTRIKAFSNE: resources to the custoner's traffic
(e.g., to ensure conformance to a SLA) or can notify billing server 72
t hat an adj ustnent should be made in custonmer billing (e.g., if billing is
based upon usage) . Table Holimadky, listaittva ¢xemgllary egrortingmessegsarggeredby thd so be
defined. 25 Trrpfgnl'i%r{nlg performed by optional monitors 84 and 92. First, reporting interface
15 102 can provide general usage statistics ona per-customer basis. Service
controllers 120 in external procéssor 42 can utilize this statistical information to
measure conformance to SLAs and detect certain events of interest. Second, |
repoi'ting interface 102 can specifically indicate in a reporting message that a
customer’s predefined traffic threshold has been exceeded. A service controller
20 120 in external processor 42 can utilize this information to allocate additional
resources to the customer’s traffic (e.g., to ensure conformance to a SLA) or can
notify billing server 72 that an adjustment should be made in customer billing

(e.g., if billing is based upon usage). Of course, additional reporting messages can

also be defined.
25
TABLE II
Message Filtered messages
Control Command ac.knov.-rled.gerflent
4 Command failure indication
Reporting ' TCP retransmit threshold exceeded
TCP state memory full
Inactivity timer expired
Activity detected

Keepalive exchange




Message Filtered nmessages Control Command acknow edgenent Command failure
I ndi cation Reporting TCP retransmt threshold exceeded TCP state nenory
full Inacooviystinmer expired Activity detected Keepal PePUSKIEA9TgEe WO
02/ 44844 PCT/ US01/ 44397 24 State syrdhroni zation in event of a service
controller swtchover Traffic threshold exceeded Usage statistics
Referring nowto Table II1l, nessages types sent to PAD 40 from nessage
processor 12 : of1 ext er nal
processor 42} via MCRI 58 ;§&? qﬁ%@@%ﬁ%&??ﬁ&?ﬁ%ﬁﬁ%ﬁ?ﬁ?ﬁg%ngﬁ odi frent  shown
S in Table I}, message prpece 086 %é an_.send at |east two typesjof
messages to |nmessage interf 168 Ff%’ic,ee f ssage processor 122 hmy send
message i nteiface 100 ane rsagrﬁﬁt%nsﬁﬁ%kpfc to he injected intag eifher the

i ncom ng or outgoing packet flow Second, nessage processor 122 may send

"nterface 100t okBEe 0T 4 oadr obelike MpRTEATh Rl uf SorfiRsuls T o hoe

or to preveibcdBSSEIePAD esrdtatier 124) ahd e¢popisSprogessfed26 cfdxemadtessages to
nmessage processor 122 based upon the contents of various _ packet fields,

such as SA,propessqrr2 Bp MERI 58 pee summagigeds & the intgriregtrabediment fwvaont r of
nessages sent P PP ' 04 via MCRI
58 ihcl ude %t’l;]afll};ﬁ)olgir, 0 S%%?%&%Ogtllzgﬁgn %%’?s%g%agpﬁ%%eeénéa}{brﬁgﬁé%& controller
124 to confhgishge mipstfaet 100.e Firsl, hesiagg processok 1 2 magGndinegsageimertfase ng,
buffering, scheduling, shaping and forwarding functional nodul es 80-96 of
PAD 40 t hr oot PaRfds yrgied RG] eiARY the dpcgmming or outgoing packet

flow. Second, message processor 122 may send message interface 100 a message

indicating packet field flags in message interface 100 to be set or reset to cause
10 message interface 100 to pass or to prevent message interface 100 from passing
particular messages to message processor 122 based upon the contents of various

packet fields, such as SA, DA, PT, SP, DP,‘ etc.

As set forth in Table III, the control messages sent from PAD controller ’
15 124 to control interface 104 via MCRI 58 include a number of configuration
messages that enable a PAD controller 124 to configure any of the filtering,
marking, policing, monitoring, buffeﬁng, écheduling, shaping and forwarding
_ functional modules 80-96 of PAD 40 through control interface 104. In particular,
output buffers and schedulers 88 and 96 can be configured to allocate 2 number
20 of buffers or size of buffer per traffic class or traffic flow or to implement CBQ,
WFQ, WRR or other buffer scheduling algorithms. PAD controller 124 can also
configure marker/shaper 94 to employ static or adaptive shaping algorithms and
can configure marker/shaper 94 to implement shaping on a per traffic flow or per
traffic class basis. PAD controller 124 can further configure forwarding table 86
25 in response to a request by a service controller 120 in order to enable the service

controller 120 to associate a data flow with an ATM SVC or a MPLS LSP.

In addition to general control messages utilized to configure functional
modules 80-96, MCRI 58 also supports various control messages utilized to
30 configure particular features of the functional modules of PAD 40. For exa.mple,



out put buffers and schedulers 88 and 96 can be configured to allocate a
nunmber 20 of buffers or size of buffer per traffic class or traffic flow or
to i mpl eve@02/@B@ WFQ WRR or ot her buffer schedul i ng al poruséws397PAD
controller 124 can also configure nmafker/shaper 94 to enploy static or
adaptive shaping algorithns and can configure marker/shaper 94 to

i npl ement shaping on a per traffic flow or per traffic class basis. PAD
controller ponse to
a request bp]a %ﬁet(shggc\l/%rclﬁel{eggé? &&P? éiggeoél h oor er {rllg]lg?éeip% eétggrb\%ce

controller éh&ﬁaahﬂm@ss@mmt@ taﬁmita:ﬂdbnmsmﬂ&mam%b’l&@ flowaotMBLS LSP. In
addition to general control

Todul e 50-H VERPRSETEPGS TEDDO DTS HITBHE: dabiorrEA LRI | zed to
30_conf i gur prPac LAkl Sakunenc e &hﬁsve%am@wa&%ﬂpe@ PlerpD 40. For

exanpl e, 97 25 packet header filters 80 and 90 can
be ceonfi guremitotiedtpusing 4 sigashingenriueiler 128 Mepartingriaterface 182 dabair ce, to

admt or deny source rquting for at a ow, or to I acket s
with speci f‘iy qufiggirdoaa éggFfe@g%%mgltﬁg%d‘Eﬂnﬁﬂs)ﬁméﬁgﬁ‘bt Wféoqudé'?‘a% elg4locan updat e
f or walr di ”gaﬁeg%ﬁg%ﬁs%étgdév&@ﬂ?s ¢ BAfRS1iREtepBrthis @atggcgﬁg nirgot r ol | er

120 usi ng rgnaling controller 1287 Rep ort| ng I nter 2 can be
confi gured these evehiSeP A2 g0 can B.IQOFOIea;gsﬁglu’gmﬂaM R senird messegeslie 8etor di sabl e

Lﬁ??éégzﬁd.%ﬁsﬁy hmaugoh fptteRRs hEhdl BREF LM ARELH B, Ven
cont g ol nesganesht throold HiBusEePabsie! fi‘ﬂ@d]]ysﬁie?&l)dé@émé tegaticenof PABshol d,

inactivity timers, activity timers 10 and traffic threshol d di scussed

above. Fi nad0 nd eitputingfres sicssheddor$% 96 con bPP@ﬁg@@dabwafbuM%at%uf fers and

schedul er 8 96 gan be confi o control
nmessage se %ugemﬁ@gngﬁagg%ﬁgﬁ%cﬁgﬁ ace r%%oj u%tg& ;fnam cally allocate
resources, gHEhidd ybﬁl&wedbébm@ﬂéemﬁ,as aﬁdivﬁdmgqsajem@nﬂlpmesﬁhgm to a
cust omer |nterface a packet flow, a class, or a nulticast group 15 The

reporting némgagegoyétﬁrﬂeFMﬁﬁf?@pépﬁlﬁg 9W0%§1§§S®Pr& Pnal processor
42 to PAD 40 are generally limted to exchangi ng keepal i ve nessages

The reporting messages sent from reporting processor 126 of external
processor 42 to PAD 40 are generally limited to exchanging keepalive messages |
with reporting interface 102. The continued exchange of keepalive messages .
informs PAD 40 that the associated service controller 120 is operative. IfPAD 40
20 fails to receive keepalive messages from a service controller 120, PAD 40 initiates

'a switchover of service to a secondary service controller 120, as discussed further .

below.

TABLE III

Inject packet into ingress or egress packet flow
Set pass/no pass flag of message interface

Control Configure packet header filter

" | Configure marker

Configure policer

Configure forwarding table

Configure output buffers and scheduler
Configure shaper

Drop multicast packets from specified source
Admit/deny source routing option

Set TCP retransmission threshold

Set session inactivity timer

Message




with reporting interface 102. The continued exchange of keepalive nessages

inforns PAD 40 that the associ ated service controller
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To prevent an interruption in service in the event of a service controller

failure, each service is preferably supported by both a primary service controller

5 ~ that ordinarily provides the service and a secondary service controller that can

provide the service if the primary service controller fails or if the connection

between a PAD and the primary service controller is lost. In a preferred

embodiment of the present invention, the primary and secondary service

controllers reside on separate external processors 42 diversely connected via the

10

access network. In response to detecting failure of communication with the

primary service controller, PAD 40 performs a switchover to the secondary

service controller.

15

Referring now to Figure 5A, there is depicted a time-space diagram

showing exemplary network access system signal to switchover the provision of

service from a failed primary service controller to a secondary service controller

in accordance with the present invention. In Figure 5A, it is assumed for the

purpose of illustration that service controller 120a is the primary service controller

and service controller 120b is the secondary service controller.

20

During normal operation, a PAD 40 employs a reliable communication

protocol (e.g., TCP) to exchange information with service controllers 120a and

120b of the associated external processor 42. As noted above, a keepalive

message is periodically exchanged between external processor 42 and PAD 40 to

25

keep the TCP session active. When PAD 40 detects a timeout of the keepalive

message, meaning that the connection to primary service processor 12()a has
failed, PAD 40 attempts to set up a TCP session with secondary service conu:oller
120b, as shown in Figure SA by PAD 40 sending a synchronizing segment (SYN)



s that ordinarily provides the service and a secondary service controller
that can provide the service if the primary service controller fails or if
t he connavo noms4bet ween a PAD and the prinmary service conP€DUB@r443% | ost .
In a preferred enbodinent of the prédent invention, the primry and
secondary service controllers reside on separate external processors 42

di versely connected via the 10 access network. In response to detecting
failure of GOUEMAKEYLLAT N driolIBL 120, HPAD SPIHInS G lchfiecihbD 40
perforns a swtchover to the secondary service controller. Referring now

t o Fi gure SAyitl seeordaryg setejmecbattiodert 26b(sgaae SINAQCKNS scedhalfrowg thxenpl ary
net wor k accessné stem.si nak%{o f&i%ggﬁﬁgr the provision of service froma
failed pri mEFSPOSERAICEECTBRTVIT & UBPRACCTPIGRATEE SRt #5t [ er i n
accor dance kRS PSERAAM SLANGN ok B cukdhiy] B4V siond bndfs assumred for t he
purpose of illustration that service controller 120a 1s the primary service
cont rsol | er canunwEcaicnevitoptimetyl srvid®Gintiodlet Hasiecesbmtad.y service
controller. 20 During nornmal operation, a PAD 40 enploys a reliable

comuni cation- protocol (e.g., TCP) to exchange information with service
control lers 120a Iﬁ%lwelr&(?mm 40 BEcRSTAG &tMisked LTORlseRIACKAROT 42. As

noted above, a keepalive nmessage is periodically exchanged between
ext ernal pr ceeudary s¢viemepriiend2@hy (25, dsdndicathd by Greips of A HYNAGK e. Wen

PAD 40 det ect ti neou cepalive . nessage ani.ng that .t he
connecti on FB%%%%?@%%@: BB L efnfi%a,&%ﬁﬁgﬁﬁnﬁtenpts
to s@t up asdsshosapph@dstilctitfosRaant fr\lloEit abevecRibion doel '1[dPPPfaird Shown
in Figure 5A by PAD 40 sendjng a synchroni zing segnent (SYN) 02/ 44844 .
PCT/ US01/ 44 gimary yervisesenaderri2084e secordary servise|centralieyd 20bs Ongp 40 i s
unsuccessful__jF ect.i e YA t .er 120b (e.g.
NS SON Aok reeby e IS Mbkonfibddh BPSABARLY sGEIY EaARRTBED 1 120) , Bl 40
st ops acceptachgpwiedgslassiroASKamdssagsiPAR 40 nitibtes tHeaikehagd of keapiatieef or al |

currently active sessions-until 5 conmupication with primary service
control | er 1B%sa2ges Wi §plpry service controller 120b. Thus, service is not'interrupted

15 by the failure of a single service controller 120, and no synchronization is required

between service controllers 120a and 120b.

Communication between PAD 40 and secondary service controller 120b
may continue and not revert to primary service controller 120a if a non-reverting
20 behavior is desired. However, it is presently preférred for communication to
revert to primary service controller 120a, if possible, to maintain load balancing of

service controller processing across the distributed PADs.

Referring now to Figure 5B, there is depicted a time-space diagram
25 showing exemplary signaling between a programmable access device and an
external proéessor during a switchover from a secondary service controller to a
primary service controller following restoration of the pnmary service controller.
The reversion process begins with primary service controller 120a sending a SYN
segment to PAD 40 to reestablish a TCP session. PAD 40 responds to receipt of
30 the SYN with a SYN ACK, which primary service controller 120a confirms with
an ACK. Once a TCP session has been initiated, PAD 40 uploads the states of

active sessions to primary service controller 120a, and service controller 120a



| f, however, PAD 40 successfully established a TCP session with secondary
service controller 120b (e.g., as indicated by receipt of a SYN ACK and
return ofwan2/#@8k) , PAD 40, which naintains a state machi neCT/O801¢&897 acti ve
10 session, uploads state informatio8for all of its active sessions co..
‘led by failed primary service controller 120a to secondary service
controller 120b. Once receipt of the state information by secondary
service controller 120b j acknow ed%gg by, ACK message, PAD 40
initiates tﬁ@méﬁl’&%ﬁ’?@é’tBﬁrﬁéSﬁé‘?q Spdes %ﬁ@ewi th secondary service
controller 120b. Thus, service is not interrupted i5 by the failure of a
single service controller -120, and no synchronization is required between
servi ce control | ekfieritheaesaivg stRebhavebaeuniccessiudly rbsioned dom pEABryiErvicd

secondary servjc troller. 1 may ,conti nue and,no ert.to primary
service cpntC_PBJF?li‘?IC]%@Baﬂ 14) %0 ﬁ%ﬁfﬁsé@pmﬁe% ??@Hﬁ%roﬁq%g%ﬁté’ﬂl?ﬁ L
Howewer, it skfid @neidliby 1060 ek rdsRie CATAIRIdpaAtd ORhindoWvaV eiessdge. pri mary
service controller 120a, if possible, to maintain |load bal anci ng of

servi ce contBAID HBrthen Jeessshed CReesnien wih serosdaryservies oapellerd208rviz2 Ay now t o

Fi gure 5B, thered epi a ti [ge=Tels ﬁh@# exenpl ary

si gnal i ng. b&%@f@ @Fbﬁ’%ﬁ%@b@g g@%}g@&sﬁg%scgmgﬁ%t }ga}l:’f ex 81?%& processor
during a swidrzeyal bf PAID 40 sRE08GatondIRINIT GehictORoriginatd Hyosedondary nary
service controller followi ng restoration of the primary service_ controller.

The rever si GaTiceossmollpeidtis Aftenthe d CRepopnectioniis eloggsh S5ORAAY S4VERE sendi ng a

o

SYN | segnent e [ I RAD: s to
rec ellopsjt of CfBBﬁﬂlgéM%vée?%éSaﬁg%%@fﬁﬁ;ggﬁn ?)e:}?én%?d;thg esf&\l?lméhg t{:ag%qa%(g) | er 120a
confirns wi th pricdarPsisviconestralletGR0s e BADD thesafieersumes keapalihe PAD 40

upl oads the states of active sessions to primary service controller 120a,
and servi ce %¥6hangss Math propay iesvers contallerd@¥aUso1/ 44397 28 confirms recei pt
of the session states with an ACK. After the session states _have been
successfully restored to primary service controller 120a, PAD 40 notifies
secondary svieirgwlitanimpleimentafid®b that primary 5 service controller 120a

has peen restor il a B rence 0w to Figure 1, Feie'is dEpcttSi exemplary

metropolitan implementation of an Internet Service Provider (ISP) network

including a distributed network access system in accordance with the pfeS‘ent
invention. Figure 1B illustrates physical interconnections of components, rather
than logical (e.g., network) connections, as shown in Figure 2.
20
Starting from the left hand side, customer LANSs 14 interconnect either to a
lowest level access network (e.g., TDM, ATM, or Ethernet) among metropolitan
access networks 16’ or directly to a PAD 40. As shown, PADs 40 may also be
located at higher levels in the aggregation network hierarchy. Engineering
25 economic and/or performance considerations determine placement of PADs 40.
For example, aggregation of a minimum amount of .trafﬁc or the need to access a
low speed access link may drive placement of a PAD 40 to higher and lower

access network levels, respectively.

30 As discussed above, PADs 40 perform policyénforcement, thus relieving
the aggregation routers (i.e., access routers 44) of some workload. Policy

determination is also removed from the aggregation routers and is instead located



PAD 40 then closes the TCP session with secondary service controller 120b
via a pair of FIN (i.e., finished) and ACK handshakes, the first half of
whi ch i s wont/gismat ed by PAD 40 and the second hal f of whiROT/USOI6MBYI nat ed
by secondary service controller 120189 After the TCP connection is closed,
secondary service 10 controller 120b deletes all the state information
related to the sessions transferred to primary service controller 120a.

PAD 40 thereafter yesumes keepalive_ e nges with prinmary service

controll er 1’?65&“95%(‘?% %FHC‘FWS%@%%&#@ 3 W%qug’inéﬁéﬁo%w to

Figure 1B, t ' LGt ' i | ation of
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and | ower awrtedgs neutenn it fleg 8ngmberehiaetiansngt cigrantipaveiladeisised above,
PADs 40 perfl%{)m L Ve e@;ﬁ ement, thus relieving the aggregation routers
(i . eX% accesSOrOUTE: Eﬁ) oF Sone workload. Policy determnation is also
removed fromthe aggregation routers and is instead | ocated WD 02/ 44844
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are described below with reference to generic space-time drawings. The examples

15 _ illustrate exemplary implementations of network-level signaling, comnection-
oriented and connectionless transport protocols, application-level communication,

and policy-based multicast service management.

Network-Level Signaling Example

20 With reference now to Figure 6, there is illustrated a time-space diagram |
depicting exemplary network-level signaling utilized to obtain a service
reservation through the use of the Resource Reservation Protocol (RSVP). In the
illustrated example, a customer application initiates the reservation process by
sending a RSVP PATH message to PAD 40. For example, the customer

25 application may request a path of specified bandwidth at a particular time. As
shown in Figure 6, packet header filter 80 of PAD 40 captures the RSVP PATH
message based upon RSVP protocol typé (i.e., PT=46) and forwards it to the
appropriate service controller 120 (which in this example is referred to as a
Reserved Bandwidth Service Controller (RBSC)) 120 within external processor -

30 40.



regional basis. As a result of relieving sone of the workload of
aggregation 5 routers, access routers 44 can be scaled to handle | arger
traffic oepaviiies because they are optim zed to handl e pOwUSIIEIBEr, yet
essential, task of Internet routing. 30The capabilities of the ISP network
are al so expanded because PADs 40, external processors 42, and PDPs 46

I npl ement not only the functionality of state-of-the- art edge routers, but

| nb f.functi f | i | in, 10 lithi t
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operating scenarios are describ below with reference to generic
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nul t icast SRBSCCE0EpegHag te. redietaivnksebavetor Biig dadtormier, RBSMIZ0 2Bumét h
ref erence now to Fi ?ure 6, there_is illustrated _a time-space di agram

depi cting exBSYPaR4THemassage 10eRAP 49, yrhigh segdsithe PiArdd messagBdarmsEca®y vi ce

reseryatlontottpgggggs &ﬁt b'Ptﬁe?xfeth}E. Resource Reservation Protocol (RSVP). In
the illustratedvexa e, a custoner application initiates the reservation

process by sending a RSVP PATH nessage to PAD 40. For exanple, the
custonmer 25 application, may request pat h of specified bandw dth at a .
particul ar time. [fABe regsbiRR a4 ﬁli‘e%“g@tdé% 1e RAWRES AlPR3RAEPVESithe BFCHBUSHE PAD 40
captyres th a98Es Vﬁagg Woeahige. . PT=46)
andtl?orvvar d@e??ééf%é?ﬁ%ong%gyfop“ngite ae}ré\g?rgg@) trﬁrggég%%% (whi c%’i nthis
exanpl e i s whichrpassksttite RESY¥ mBessge tocRIBBENRAI di hesBeuseite theGRBYVol | er (RBSC))
120 within externg%Bgéolﬁﬁssor- 3 0,40.- WO 02/ 4484? PCT/ USQL/ 44397 . 30 In
response t o"FEREF énbc&‘teﬁaﬂ%tggra%l,cyl%% PRGUEY EHETH 1504 HPPr opri at e
policy querynt@e le'b%ﬂdﬁm%quﬂ%m\éh@ﬁﬁg’éiﬁ&@b&mlmvanésgug% #ase is assuned

to inplement COPS) to determine whether the Teservation service is
authorized for this customer. In response to this second query, policy server 48,

15 which tracks allocated bandwidth for each customer, determines whether the
currently allocated bandwidth plus the requested bandwidth is less than the
maximum authorized bandwidth for this customer. If so, policy server 48 notifies
RBSC 120 with a policy decision indicating approval. RBSC 120 then initiates
appropriate ATM or MPLS signaling to set up a RVC or LSP utilizing one more

20 signaling controllers 128. After RBSC 120 receives confirmation of the requested
path from fhe network, RBSC 120 configures packet header filter 80 and
forwarding table 86 of PAD 40 to transmit packets in the customer’s flow over the
established SVC or LSP. In addition, RBSC 120 returns the RESV message to
PAD 40 using message interface 100, which sends the RESV message upstream to

25 the customer application. RBSC 120 also sends a CONFIRM message
downstream to the receiver via PAD 40 to complete the handshake utilized to set

up the SVC or LSP.

Connection-Oriented Transport Examples

30 With reference now to Figures 7A-7G, there are depicted a TCP state
machine and time-space diagrams of various TCP events that together illustrate

the handling of connection-oriented transport protocols by a network access



aut hori zed for this custoner. If policy server 48 returns a policy decision
to s RBSC 120 approving the reservation service for this custoner, RBSC 120
returns veoOR8VB4PATH nessage to PAD 40, which sends the PRTHUR®IZEae
downstream to the egress point of tB3® network. If the receiver at the far
end of the network al so approves the reservation, 10 the receiver responds
by transmtting a reservation' (RESV) nessage to PAD 40, which passes the
RESV nessage to RBSC 120. In. response to the V _nmessage,,..RBSC 120 i nvokes
anot her pol i T CHUBAGCN Wity tedyrgrent Wé‘e?t@“a@?’?&gﬁﬁ“aﬂ%ﬁé"ﬁ %ea

bandwi dth r erfréﬂ‘@&ﬁoédﬁﬁ’&ﬁ iob b 8thidMatHife RESYANRPRRAT A SssiBHLRAY P AR for
this custoner. In response to this second query, policy server 48, 15 which
tracks al | oocttiedeniatedwiAdt shofray Te€RcHtate owchime A40 dwiudesiwe statdsearhisile t he

tly all d bandwi dth_pl us. t ted bandw dth.is.l than th
ot i ut 1R SRR O 3 B BEtHect o SORB e A7 200 or A4 i BHIR Tap
notifies RBEG.126h Witk FCPotdksion. dBeicpiRfioh bekERthadirRPIMM ShtaiBECP120

then initiates appropriate ATMor MPLS signaling to set up a RVC or LSP
utilizing orsessior gta@usingrfain P poorcesss, ineladinggl) gxfening sRBCSE sessony cei ves

confirmation of the requested h fr WO configures
packet headdfSHIFT &2 c%@%?%?ﬁrﬂ%&?éag%ﬂgﬁ krlggé% ?%0%(%)9 transmt
packets in tﬂa%o(ﬁyé{d)ﬁﬁﬁisﬁe& (FIW) @ye3Eagden@) chsingtl TGP eehsiod@hatthak Gihed dut
addition, RBSC 120 returns the RESV nessage to PAD 40 using .nessage
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Referring first to Figure 7A, a .

15 As illustrated, opening of a TCP session is initiated when state machine
140 is 111 idle state 142 and PAD 40 receives a SYN segment. As illustrated at
reference numeral 150, packet header filter 80 captures the initial SYN message |
received from the customer and passes it to the service controller 120 within .
external processor 42 that is designated to handle TCP services. In response to

20 receipt of SYN message, service controller 120 queries policy server 48 regarding
a TCP session for this customer. If service controller 120 receives a policy
decision indicating approval of the TCP session, service controller 120 returns the
SYN segment to PAD 40 as indicated at reference numeral 152. In response to
receipt of SYN message from service controller 120, state machine 140 changes

25 state from idle state 142 to active state 144. PAD 40 forwards the SYN segment
to the receiver specified by the destination address and receives a SYN, ACK 4
segment from the receiver, as shown at reference number 154. The sender
completes the three-way handshake required to open the TCP session by replying
with an ACK message, as depicted at reference numeral 156. PAD 40 passes the

30 ACK message representing the success of the handshake to service controller 120,
as shown at reference numeral 158. Reééipt of the ACK message notifies service

controller 120 that the TCP session is open and causes service controller 120 to



preferred enbodi nent of a state machine maintained for a TCP session on a
PAD 40 is depicted. As shown, TCP state machi ne 140 includes tw states:
an idle woar/e8i42 in which there is no active TCP sessi OPCHUSV1AR3ECtL i Ve
state 144 in which s there is an acti3e TCP session. The operation of state
machi ne 140 mai ntains TCP session state during four TCP processes,
including (1) opening a TCP session in response to a synchroni zi ng segnment

(SYN), (2) C%Pﬁk n%géTCP s?ssi on.in r.estgg{?lfe to a finished (FIN) nmessage,

(3) closing IR LN HE 2AHEE EIHRA Gt Senatr EBroleotitigen saternsessi on
In response jn@ctdvitys@ér AddTther &AL drthif TEW Rssldh it/ A BBHSALGE A3S0C! at ed
with each of these operations "are identi... t by correspondi ng I'égends
(e.qg., "I.x"thedCk rmesragsds HAID 40parslse iddicitefl af referdidR nusessli 158. cl ose in

response to FLN nmessage., etc.) .an re fyrther time-ordered by

al phabeti c d@%‘if&#%etri ‘?saars% Q%de?eg%f?“s}ﬁ“%a&ib%%%tljglﬁus@%{ andgifig rgceryeg vysthe

i1l usgrat ed, active MAMWseR$ion, aEGRoGASS rFereh& AdMidrhiatised when state machine 140
isinidle state 142 and PAD 40 receives a SYN segnent. As illustrated at

reference nuneral 150, packet header filter 80 captures the initial SYN

nessage recei vedl-(lf) FB%%ESC%S%‘;%%%%Q%%?? %ggfe?c&iﬁ{gpggo%%%ﬁ%%{rﬁ%ce ontroller

120 within external processor

services. |rPAPSIOGNEEN tressidel &6 fdspbnseito SEMpIBEHBYEN nfRaeC PAEPRS Fkiser 120
gueries pol ifé})server 48 regarding a TCP session for this custoner. If

servi ce contteP sete maghupeddl (Rillestas 148 gs shpw airefaranaenemeiah§6@pBASYal of
the T i I L YN t to PAD 40
ns i B cat oq inen B 8 FIREQ o Scd ERHONS 120% s50vnaE T oRee Sy

message - f r omuseerali 162, CotFID nessag@ Aotifidsat&idtaohiroiger 140 tEAaRgTEP25 state
fromidle state 142 to active state 144. PAD 40 forwards the SYN segnent
to the receiSPBReOBd} asHYHING FRUSERSSTYIRREINHR LeritR 0 sleletaithe I session SYN,

ACK  segnentgdh g bhee §R66H Y&le. ﬁg ,@%ﬁgﬁ%dﬁ&m%ﬂ%ﬁ%& &%gﬁﬁ;rﬂ%;%&)h €

sender conpletes the three-way e require 0 0 sessi on
by replying itswestinationACK, sitlssabe cusiometepiradeddr)aivhichiresponde witingr &CK156. PAD

40 passes the 30 Aa%??g}eﬁ\?a ere rss nting the success of the handshake to
servite contPoFH&t AR SiaﬁS\avﬁ at i e eﬂ?ﬁé?&elﬁimﬂé_%%ﬂﬁ of the
ACK nmessage vigh hf AEK §REM €466 glg}e{sgéﬂs@ bo 7egbipt Hohe I ACR nRESSEPADS OPen

and causes service contro
: 40 deletes the state machine 140 for the TCP session.

As further illustrated in Figure 7A, PAD 40 will also close an active TCP

20 ' session if the inactivity timer for the TCP session expires. In response to
expiration of the inactivity timer for an active TCP session, PAD 40 transitions
state machine 140 from active state 144 to idle state 142, as illustrated at reference
numeral 170. PAD 40 also reports a timeout error to service controller 120, as
shown at reference numeral 172. In response to receipt of the timeout error

25 message, service controller 120 deletes the TCP session from its active session
table and updates the configuration of PAD 40 to remove the inactivity timer and
other configuration information associated with the TCP session. PAD 40 then
deletes the state machine 140 for the TCP session.

30 PAD 40 also closes an active TCP session in response to receiving a reset
(RST) message from either party to a TCP connection. In response to receipt of :
the RST message, PAD 40 transitions state machine 140 from active state 144 to



WO 02/ 44844 PCT/ US01/ 44397 32 add the TCP session to its active session
table. Service controller 120 then sets an inactivity tinmer and other

par anmet eng0 0f/448 s TCP session in PAD 40 and returns thePQUKSomE3%ge t o
PAD 40, as also indicated at referend®d nuneral 158. Thereafter, data can
be transmtted between the custoner and the receiver via the s active TCP
sessi on, as shown at reference nunmeral 159. To close an active TCP sessi on,

ei t her the C. r cei v an send EI N nessage. _lL.n response
to receipt dﬁﬁ%’f%’f‘% ar?ég Wﬁn%n‘f"é%‘éf@a %9@35,[0@3@ PAssatithe R840 tOpI dle
state 142 asmefoydtoAeryisd @csrﬁfaﬁer mm%ho&@&ref’eea&%ﬁﬁrm@@ pgsses the FIN

message to service controller 120 as shown at reference numeral 162. The
FI N nessage nespanké tesreseipyotbe Rl mobdage, senvicet doatrotlencl 20GRssasdimnBSTi on i s

te act fve SBeRHenbrckop AR40R Hitherrass oo Al 8] o RS PR s sage

to ks destympsTOP s(e‘sm@n, as @loNAbwhRE rFeSh QMRImEA] 182C P AP UYD thethidbe§ esponds

with an ACK is massa%tm s a FIN message 164. The source then responds the
a

| ast FIN rresfbag@tem hoktheddSRsrssios @nd forwierdsgbe B8 Ttoessegsetophe of t he

| ast * ACK nes tes the state machine 140 for the TCP

sessi on. %E%t Iﬂilefjgggaste S&lm?n Figure 7A, PAD 40 will also close an
active TCP 20 session if the inactivity tinmer for the TCP session expires.

In response to expiration of the inactivity timer for an active TCP

sessi on, PAD 40 tlnrden togremots effigienpensrationd & ALy d%aaéﬁ¢rwe§paﬁrelle£44 to
idle_state . t 7 PAD 40 al so
repo?‘ s a t}fﬁ%%&ﬁ?g?#%ﬁ%%@%@%gﬁ%%ﬁ{;@é% ee@%%gi éb%ﬁwe“n at reference

numeral 172. AtdordiagyoRad 40 onBcerpirdothetlag A(mmnstsageg t®gerioe mmgae
service controller 120 deletes the TCP session fkﬂn its active Ssi on
tabl e and uph?dhé@% EAPTHUASE) wsien. Ioaddion, BALLAG orly paeses Shity .
timer and i essi on.
bAD 40t hen S a5y ERQEt Bt ket GeRAGARELAG 190, 1nidiS nlignep 505 0
al so cl oses ez(tem\ta m&simgses\mlded, iemern thepginthe fuuctions ef P ARY4handssevice ( RST)

nmessage fromeit arty.tqQ a TCP connection. I n response to receipt of
9 __ controller lﬁ) %1smbutel P P

In the preferred embodiment, PAD 40 needs only keep active state '
informaﬁon for TCP session for which service controller 120 configures value-
edded services. In other words, PAD 40 will not keep state information for best-

20 eﬁ'o;t TCP sessions. This greatly reduces the required memory size on PAD 40
for keeping TCP state information (e.g., state variables for packet header filters 80
and 90 and monitors 84 and 92). Also, since there may be a large number of
active TCP sessions, the delete TCP session message given in Table III allowe
service controller 120 to decide which TCP sessions will receive value-added

25 service in the event that TCP session state memory is full.

As illustrated in Figure 7B, PAD 40 sends a TCP state memory full
message 186 to service controller 120 through the reporting interface 102 in
response to detecting a TCP state memory full event 184. State memory full event

30 184 1"nay result from depletion either of storage for packet header filter state

variables or of storage for monitor state variables. In response to receipt of TCP



the RST nessage, PAD 40 transitions state nmachine 140 from active state 144
to WO 02/ 44844 PCT/ US01/ 44397 33 idle state 142, as shown at reference
nunmer al M0 02/P8I 40 al so passes the RST nessage to serviPeT/wso446971 er 120,
as shown at reference nuneral 182. 1134 response to receipt of the RST
nmessage, service controller 120 passes the RST nessage back to PAD 40 to
acknow edge recei pt of RST and successful deletion s of the TCP session, as
al so shown at referen nuner al %82. PAD 40 then deletes the state machine
140 of the e%‘?r@f%ﬁgﬁﬁﬁw derYiRe cqrrplisp i Freords thnECPstater party of
the TCP sesshofory fa@s dePATP4@pr onot e efficient operation of PAD 40 and
service controllér 10 120, it is desirable to m nimze the anount of
messagi ng there between. Accordingly, PAD 40 only forwards the | ast ACK
nmessages to servi%control | er O if required to open a TCP session. In
addition, PAD 40 O} CHIQWELTU 3 ipdiates guRtheryalueraddrsntCP sessiondy i n a:
sessiHn to [ t i i nmessaging is
avoi ded, ev?ﬁﬁ%ﬁ%ﬁgﬁmﬁgﬁsﬁﬁ%ﬁg?ﬂo@ %’%ll?)ésﬁ)mgw rsng?s\%?g??%rgﬁgom roller 120
are di stri buostrolleml 20 broueghithe messagaimelifaverif), RADoHA at ecfeenonhymb@bp acti ve
state inforygti-on for TCP sessi whi ch service control |l er 120

confi gures val Uég_resgaa%edtosrgﬁ;e‘}?tcoggﬂe ;ﬁﬁ&d{l?pg?g%?ragz,e cppiP ey ]\%ﬂlcﬁe?ﬁtmf(eep
state i nfor mEcP etatd MEmBES §taitd o€ PATY 40. TGRS 88 T (@M State tRbRoSf §ahd % fgduces the
required nenory size on PAD 40 for keeping TCP state information {e.qg.,
state vari aeBeace emtgeblek 20 fecidrsrwiisther or 50180 allawdhe ew i Risessibnits 84 and
92). so, si . F e e I nuber o active .TCP sessiaqns, the
del ejfdgI TCP soé@é?%%t}%%asg@ gé 1}g%i'a‘/ gd ﬁlﬁ.?sgﬁ%nsﬁalse P 3jARe pgeg,ngﬁaggfg Fol 1 er
120 to deci dBomdxaetpld,CBraescn@dserd 10 miLaRionteavithiite Addatse2ficsgr vice in the
event that TCP session state nenory is full. As illustrated in Figure 7B,
PAD 40 sendPrrincand allew sassiass pf higher rejatiys perityste avsredtedpwer prégrityol | er 120

th h th j i | bR, tin T t at
romory it ARy MEeREE ok addhior SRR GG UG AT Dl e ©
depl eti on einehef CBiessiar @geeforitepheTEP shasiuletiaving the lorfesd feriod of

15 inactivity.

If the new TCP session is not allowed to overwrite any existing TCP

session, service controller 120 ignores the SYN message. As a fesult, PAD 40
.does not install any state information for the new TCP session, and PAD 40

20 provides best-effort service to the new TCP session. If, however, service
controller 120 decides that the new TCP session can overwrite another TCP
session, service controller 120 sends a Delete TCP session message 192 to PAD
40 through control interface 102. PAD 40 responds by deleting an existing TCP
session from its TCP state memory, as indicated at reference numeral 194. The

25 process illustrated in Figure 7A at reference numerals 150-159 is then performed
to install the new TCP session in the state memory of PAD 40.

Given the exemplary TCP state machine depicted in Figure 7A, several
examples of TCP signaling will now be described with reference to Figures 7C-
30 7G. Referring first to Figure 7C, exémplary signaling utilized to establish a TCP
session through a network access system in accordance with the present .inventionj

is shown.



vari abl es or of storage for nonitor state variables. In response to receipt
of TCP WD 02/ 44844 PCT/ US01/ 44397 34 state nenory full nessage 186,
service ovovroisier 120 records the TCP state nenory st at BET/WR01IRAB740. \When
custonmer router 32 initiates another 3jal ue-added TCP session by s sending
a SYN nessage 188, PAD 40 passes the SYN nessage to service controller 120
t hrough the nessage interface 100, as shown at reference nuneral 190. In
response to recei pt of the SYN nessage, service controller 120 checks the
TCP state nenory status of PAD 40. Since the TCP state nenory status is

full, service C%iﬁlﬁkﬂrﬁéd %BQPQESH%%seM dgﬁﬂ%@ﬁkaﬁo% ﬁ'fls ﬁgﬁeg% new TCP

session to 10 ovérwite exXistrng val ue-a €ssi ons "based on sone
pre-instal | egepodinmaad that hoforrex drepretocslastack dleat tndppdichtéon dedGesmyomsi gn
each val ue-added service a priority and al hgw essg ons of higher relative
priority to2¢PBRSHHORAO PSRRYEr 5&4 Heriipd peremand dE addiss (e4.rehsTaACrossIng Br in

addi tid on, segy . ek tHBY;eRELIE tsn%i’\fni' ton to
overv?/ri te tﬁ‘;ee\6 e}s:gg%%ggi)hg%&ng t helgpgﬁg@etg%& %Zerci od of 1 gérfﬁﬁgcti vity. |If
t he new TCPnsamer (800iis thisexathple)entl transmisramyntleonizingsegsenn@ YIOP  sessi on,

service .control)er, 120 ignores the SYN SS As a resul.t, PAD 40 does
ot i ot | camying s e die SaEEnds tpaher, WESR B Siab e ue BV BABRD 40 20

provi des begafh it 86 i PADPAG Qetbhi§ HASM JfeR tAESched debtindMOWAP QHdreS€r Vi Ce
control l'er 120 decides that the new TCP session can overwite another TCP

sessi on, semrudpertauntheo (R ET6, Prot =3 80) thas thed] BY segromt seintindad feimdtigie a192 t o

PAD 40 through cont.rgl interfa 02.. PAD 40 .responds,. by dekefi an
exi st9% ng Tﬁgg%'gpﬁﬁﬁfef‘iﬂW?%e%gglsseP%{?% &%fl?,gfygga? HF’Ca‘teggﬁg %rgef erence
numer al - 194 paddRe % PNGeesSnt tbladst soxbraekct Bervicg ogrdlfer ECBEN e2@nEESTINEr al s
150-159 is then performed to install the new TCP session in the state

menory of PABO4espowily/ierthe §&NesegmAnh by qraping reliey seryAi o foepiagiddl in Figure
(o Figuree FRAFRADRRAME I (19 ' glre 76, “oxenplary Signaling
utilized to establish a TCP. -
15 In response to policy server 48 indicating approval of the TCP session, for
example, via an LDAP APPROVE message, ECSC 120 returns the SYN segment
to PAD 40. When PAD 40 receives the SYN segment from ECSC 120, PAD 40”
spawns a new TCP state machine and sets it to active state 144. PAD 40 then.
sends the SYN segment downstream to the server specified in the SYN segment.
20
When the SYN segment is received at the server, the server’s TCP agent
picks an initial sequence number (400 in this case) and sends a SYN segment
containing thé selected initial sequence number and an ACK to PAD 40. The
ACK message specifies that the ﬁrst data byte sent by the client should be
25 . numbered 801. It should be noted that while the SYN and ACK méssages sent by
the server are forwarded by PAD 40 to the custémer application, these meséages

need not be forwarded to ECSC 120.

When the TCP agent at the client receives the SYN/ACK message, the
30 TCP agent returns an ACK message of 401, meaning that the first data byte sent '
by the server should be numbered 401. This ACK message is passed by PAD 40
to ECSC 120 to notify ECSC 120 that the three-way handshake is successful and



session through a network access systemin accordance with the present

I nvention is shown. WO 02/44844 PCT/US01/44397 35 As illustrated, to open
a TCP seswdong48a4 client application first issues an openPCDURENI3IThat
informs the protocol stack that the a&pplication desires to open a
connection to a server at a specified port and | P address (e.g., when
accessing a s web page). The TCP agent at the client site then selects an
initial sequgagepulich 15(%2:9. IFCddi 20 8%ATBELthe GTP k%ﬁ@&ﬂt&%s%ct?&’émhrom zi ng
segnent (SYN) carrying the selected sequence nunber. Wen the SYN segnent
arrives, packstion tabbckerd ddnifigeres PeD 10 withRnidlovetl eutber bBEEH upon t he

i fied destinat.i | P add . t = t = 80), that
he_ SYN seqreRtrys AL IAPPEPIAR CRT04I0 THES: S 120 BaY *Bodthier co
TCP sessi on. mAKEPpSidA88Y to RASK Bhckkts belon'ﬁﬁ{agrtf) ik %w&ssi@@%ﬁ%htpﬁ%ﬁ@( N

segnent to an e-commerce service contro ECSC) 120. ECS 120 responds

to thee SYN JEGSed20niempsanys thy ACKisegmemrio A4S0, Wigeh ssraapheeACKuti | i zi ng an
LDAP request. is In response to policy.seryver 48 indi | approval of the
TCP sessi on,SFgFat t@%é?‘q%?%f“ag?%se nerl_tblggoﬂﬁ’ 1%&@%&@?&?@%@# Breturns
the SYN segrgyeh. Cre BAMEmMNETCPARM tnfonasinéesiehtppBidichaparahé TOPOM ECSC
120, PAD 40 spawns a new TCP state nmachine and sets it _to active state

144. PAD 40 qomgection ig epers thhelisgyand ey van hegin skehaagingslatnia the T (&
specified in SYN segnent. 20 When the ' SYN segnent i s received at the
se% 160
rver's TCP agent picks an initial sequence nunber (400 in

server, the’s
t hi sygase) and sends a SYN segnent containing the selected initial

sequence number and an ACK to PAD 40. The. ACK nessage specifies that the
first data byte s¥ithisferenss now OHigur(W-dhere lszéemﬁﬁ%gﬁl&?-%i‘? diggraghoul d be

not ed t hat "iﬂ*iﬁu&tpaﬁ SXN a%zé%ﬁ%@egﬁy&&ﬂ%ié?gn ettsaeclgsgra pare forwarded

by PAD 40 to € CusSt orer I cation, ese need not be
f orwar ded t acon@SEichAq.acY¥rdandeheiti e pagpent inw¢ntiohe Whileeither sideiofed Ghe
SYN ACK nessc%%leléct}orglecan initiate disconnection of TCP session, in the example shown in
15 Figure 7D, the server application initiates closure of the TCP session by
instructing its TCP agent to close the connection. Accordingly, the server’s TCP
agent sends a FIN segment, informing the client application that it will send no ;
more data. In response to receipt of FIN segment, PAD 40 resets the TCP state
machine for the connection to idle state 142 and passes the FIN segment to ECSC
20 120. ECSC 120 responds by deleting the TCP session from its active session table
and by configuring PAD 40 to stop marking packets for this TCP session and to
remove the session’s inactivity timer and retransmission settings. PAD 40 also
forwards FIN segment to the client, which acknowledges receipt of the FIN
segment with an ACK that is passed to the server by PAD 40. The client
25 application then commands its TCP agent to close the session. The client’s TCP
agent therefore sends a FIN message to the server’s TCP agent via PAD 40. The
server’s TCP agent responds to the client’s FIN message with an ACK that
indicates to PAD 40 that the three-way handshake to close the TCP session is
successful. PAD 40 accordingly deletes the state machine for the TCP session and

30 forwards the ACK message to the client. Meanwhile, the serve;r’s TCP agent

notifies the server application that the connection is closed.



30 TCP agent returns an ACK nessage of 401, neaning that the first data
byte sent by the server should be nunbered 401. This ACK nessage i s passed
by. PAD 4WO0p44E5C 120 to notify ECSC 120 that the three-payuk@andsivake i s
successful and WD 02/ 44844 PCT/ US01/ 44397 36 the TCP session is open. ECSC
120 then adds the .-TCP session into its active session table and configures
PAD 40 with an all owed nunber of TCP retransm ssions and appropriate

i nactivity tinerRefeiringngw oQfigui® OEMhyredk Hiusgeted artandsgacpdidgesn 82 to mark
packets bel ong| ng to this TCP, session as high priority. s ECSC 120 t hen
returns t hShATIESIFRPRATY ISPl 2485SS RFTIER SigaRkRE Ipscodpocesuifitlift to the
destinatio f n open.
Once the caifoabRveb Rt LR Rl dyiRanhbR A TCRSASIN AT (he Tep
connect i on daa bepesn byt bmnpdnsentof Fagldewwdhgnmﬂ@,etge preeEsshiafdpntigaldat a i n t he

TCP session W.t h r ce now to Figure ere . is.de |cted a
ti m space ‘H‘Péé%ea%mttalﬁ &g P k‘:ﬁ’rsﬁ’fvég“gigﬂ%ﬁ }‘%R&‘%’ d‘oﬁ?tsé%’% syst em
si gnaling t%ﬁF 956 da%ﬁgg’theop@p@sgsio%n Policf &b mEy %ﬂﬂh&h‘tﬁ%&&%ﬁt

[ nvent i on. e eitHer “side a TCP tonnection can initiat
di sconnect ifonexdmpl€Pesasseitimnetimark }aeksesxﬁqubmt rsmtsﬁmsu@oﬁ]tgmre 7D, the

server applicati itiates. cl osu the TCP.sessi.,on i nst ti it
ToP agent  UBTHSI o G s DR B e i bR g0} SRR b e USpent |
sends a FI %gﬁgespo,e-émﬁse@gwti&e Fllo®hg adpAlioFatd POP t&dton ECEd | send no

nore dat a. nse to receipt of FIN segrrent PAD 40 resets the TCP
state macHi28dsdues aréset R¥Necgment tod® AIJH8, whuheemzh@Ranas@e@t the FIN

segnent to E CSC,1 d | the TCP on from
its active ‘g’é@ g fhﬁgﬁ.@ga%% @eé’ﬁﬁ‘ﬁr 395?91%1 ﬁﬁﬁl fof@%ag?%ﬁecnéreﬁ%ﬁég packet s
for this TGXBeSHhaRN, BABE1IEMR’ s TEPRYEt hBErtSHS SeRIvnS Ii shveld bd foted tiaer and
retransm ssion settin PAD 40 also forwards FIN seament to the client,

whi ch ackndwcaug@AD égéiosf! neffreediee TN segmenhiron BGSGA2ABAP#daes passed

to the server by, PAD 4 lication then commands its TCP
agent to clno§§ %F?asgaetgsql%:n éﬁ%ﬁcg%ﬁﬁ
15

With reference now to Figure 7F, there is illustrated a time-space diagram
showing exemplary network access system signaling when excessive TCP |
retransmissions are detected. As will be appreciated, TCP sessions are normally
closed through a proper disconnect, as illustrated in Figure 7D. However, in the

20 event of a network or server failure, the TCP session will timeout in the host and a
normal disconnect will not occur. Accordingly, some mechanism must be
implemented to update ECSC 120 and PAD 40 when the TCP session

disconnects.

25 In the example shown in Figure 7F, the route between the customer and
the server is disrupted by failure of a network link or node. This failure causes the
TCP agent and the client to re-transmit the data until a threshold number of
retransmissions is reached. The client’s TCP agent then aborts the TCP
connection. Subsequéntly, the inactivity timer for the TCP session in PAD 40

30 expires. In response to expiration of the inactivity timer, PAD 40 updates state
machine 140 of the TCP session to idle state 142 and reports the TCP session
timeout error to ECSC 120. ECSC 120 responds to the report of the timeout error



agent therefore sends a FIN nessage to the server's TCP agent via PAD 40.
The server's TCP agent responds to the client's FIN nessage with an ACK
that indvear/es4to PAD 40 that the three-way handshake topPcT/ose/44bey TCP
session is successful. PAD 40 accordBngly del etes .the state nmachi ne for
the TCP session and 30 forwards the ACK nessage to the client. Meanwhil e,
the server's TCP agent notifies the server application that the connection
is closed. WO 02/ 44844 PCT/ US01/ 44397 37 Referring nowto Figure 7E, there

is illustrat ey deletingthe féTesatbiag fom its haivernsgssioreapleany iMefARHKA DUBESS
system Si gnal ﬂﬂ’éﬂ{lﬂ orda ce W'ti} %%e resent invention in response to a
request for digrses %W%@t%@éﬁobﬁg@@mfmson of
Fi gure 7E toﬁmpsgs@o twfd@fiﬁe%délété the; poi nt at
whi ch policy server 48 rnetur ns an DAPepgﬂ :}gt/& Le\(g#@?g)ﬁ%%iqbg 190 denyi ng

the TCP session.: Pol | cy server 48 rray deny the TCP session, for exanple,

becausge the networ s suffi cr ,g(guilces to . su port the request ed
TCP se3sion or bec dgl eeﬁ@cslnl‘)@"n BIE%%FI?FB@S gémegpacedisgsmd  hi gh

priority e- COlUBf£ReIREM) nEtQJdrE‘é&d&gs Rinli ECSC 10
120 issues a reset gRST) bgag)énent to PAD%O senéqa%-ﬁp %ﬁdhsegrrent

upstreamto tpﬂétlcrmtagamtsan abhupt clase tit themsesz’ﬂen chAB thshate]I% agent

recei ves thea %’ grrglg1 the cli egﬁ ) TCP t abor e sessiqgn. It
shoul d be not®H{HY A0SES SRS 4 eos(?e‘éerﬁBP 93 i S{a r‘é@g”nlr‘esﬁtbﬁrom
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Wth reference nowto Figure 7F, thereis illustrated a ti space |agram
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Accor di ngl y, 4OdReethiberir gatermashing140 fop thereprienitotidlesrinl 42 BRE®st%0 and PAD
40 when the T@RS?%EQ&Qm to ECSC 120. In response to receipt of the RST segment, ECSC

15 120 deletes the TCP session from its active session table and configures PAD 40
to stop marking packets for this TCP session. PAD 40 then deletes the TCP state
machine 140 for the session and forwards the RST segment to the client. The

client then closes the TCP session upon receipt of the RST segment.

20 Connectionless Transbort Examples Using UDP Reporting Function

With reference now to Figures 8A-8C, there are depicted three examples
of network access system signaling for connectionless transport protocols. In each

example, the Unreliable Datagram Protocol (UDP) is employed.

25 Referring first to Figure 84, there is depicted a time-space diagram of
network access system signaling in which UDP is utilized as the transport for
voice data of an IP telephony session. In the example illustrated in Figure 8A, a
customer has ordered guaranteed service for his IP telephony (IPTEL) calls, but
has a client that does not support the use of RSVP to reserve guaranteed service

30 for the IPTEL calls. Nevertheless, the customer is able to obtain guaranteed
service for an IPTEL call through the exchange of messages detailed below.



di sconnects. 25 In the exanple shown in Figure 7F, the route between the
custoner and the server is disrupted by failure of a network |ink or node.
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for the TCP session in PAD 40 :30 expires. In response to expiration of the
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Wth reference now to Figures 8A-8C, there are depicted three exanpl es

15 IPTELSC 120 accordingly configures PAD 40 with an inactivity timer for
the session and instructs PAD 40 to stop reporting the occurrence of this IPTEL
session. IPTELSC 120 also begins to set up a reserved bandwidth roufe for the
IPTEL call since the customer’s client application is incapable of doing so. To set
up the reserved bandwidth route, IPTELSC 120 sends a RSVP PATH MESSAGE

20 to PAD 40, which forwards the PATH MESSAGE downstream to the receiver.
To indicate approval of the reservation, as well as the amount of reserved
bandwidth, the receiver seﬁds a RESV message to PAD 40, which forwards the
RESV message to IPTELSC 120. A determination is then made whether a
reservation of the specified bandwidth is authorized. If IPTELSC 120 has cached

25 sufficient policy information following the previous query of policy server 48,
IPTELSC 120 need not query policy server 48 regarding the bandwidth. If,
however, insufficient policy information was cached in the policy cache 130 of
IPTELSC 120, policy server 48 is again queried whether the specified bandwidth

- can be reserved. If the specified bandwidth is available for reservation by this

30 customer, IPTELSC 120 initiates signaling via a signaling controller 128 to set up
either a SVC or LSP for the IPTEL session. For an ATM core, a bi-directional
SVCis set up. Alternatively, for an MPLS core, two unidirectional LSPs are set



of network access system signaling for connectionless transport protocols.
In each exanple, the Unreliable Datagram Protocol (UDP) is enployed. 25
Referri ngvoor/s484¢ 0 Fi gure 8A, there is depicted a tinme-sphrCPUSIIAGBEM Of
networ k access systemsignaling in widdch UDP is utilized as the transport
for voice data of an IP tel ephony session. In the exanple illustrated in
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external praeesiser PireaffefBlofis d2derpupsulfed ROUDPYasiRRY A sedSrdRina POl icy
decision via SPI 56, which in this exanple enplr s COPS. By 10 reference to
pol i cy dat abR¥SEOmEs 2Pplieaton to dhs rereiner WatherQeheaths hat customer has  order ed
guar gt eed service for his IPTEL calls and returns a policy decision to

| PTELSC 120 that instructs | PTELSC 120 to provi de guaranteed service for
this |PTEL sessiéasheagn tdeFigurd 8By inShAe el tHaT gk queHFofadiciPRervéb4g PTELSC 120

accordingly confi.gures. PAD 40 wit.h an jnactivity tjner for the session and
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deleted when the inactivity timer expires. Because no QoS path is authorized, the

voice data encapsulated by UDP packets continues to be transmitted over the
network as best-effort traffic.

20 ' With reference now to Figure 8C, a tirhe-space diagram is shown that
illustrates network access system signaling utilized to tear down a QoS path in
response to the expiration of a UDP session inactivity timer. While an UDP
session inactivity timer can expire for a number of reasons including failure of a
network link or node, in the example illustrated in Figure 8C, the timeout event is

25 caused by the customer application at the customer site concluding a call and
ceasing transmission of voice traffic. Sometime later, when the UDP session
inactivity timer expires, PAD 40 detects the timeout event and reports it to
IPTELSC 120. IPTELSC 120 responds by initiating appropriate signaling to
release the SVC or LSPs for the IPTEL call, and the release is confirmed by a

30 ~ message to IPTELSC 120. IPTELSC 120 also invokes the pathtear message to
explicitly tear down the QoS path for the IPTEL call. As this message is passed
from PAD 40 through the network, the pathtear message removes installed RSVP



To indicate approval of the reservation, as well as the anount of reserved
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sessidsgn i NVO = R SRR -Rg AaEker 82 in PAD 40 to nmodify the
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Figure 8B, in the event that the query of policy server 48 results in a
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15 request) regarding whether the requested capability is approved for the customer.

Importantly, to reduce the number of message exchanged between CCSC 120 and
‘policy server 48, CCSC 120 preferably sets a flag in the query to réquest tﬁat
policy server 48 dump thé policy lookups for the SIP request into policy cache
130 of CCSC 120. In this manner, CCSC 120 can thereafter make policy
20 decisions by reference to the cached policies and avoid unnecessary queries of

policy server 48.

Assuming that policy server 48 approves the SIP session, policy server 48
sends CCSC 120 a policy decision indicating approval of the SIP session and
25 dumps the policy rules for SIP calling into policy cache 130 of CCSC 120. In
response to receipt of approval of the SIP session, CCSC 120 returns the INVITE
message to PAD 40, which forwards the INVITE request toward the callee.

In response to receipt'of the INVITE request, the callee returns a SIP 200
30 OK message to PAD 40, thereby indicating acknowledgement of the call without
change in the specified SIP capability. Because there is no change in the SIP
capability, PAD 40 forwards the SIP 200 OK message directly to the caller and



voi ce data encapsul ated by UDP packets continues to be transmtted over the
network as best-effort traffic. 20 Wth reference nowto Figure 8C, a
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signaling utilized to tear down a Qo$32path in response to the expiration
of a UDP session inactivity timer. Wiile an UDP session inactivity tinmer
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di agrans show ng application-level SIP signaling in a network access
systemin accordance with the present i.nvention. Referring first to Figure
9A, am exanpl e. ofo SbRirbétter pstfabmhinchieistdesisabid@ninimivetiesshdd prakingt ed
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15 messages to CCSC 120 only to establish, terminate, or change the capability set of

a SIP session.

With reference now to Figure 9B, a time-space diagram is shown that-
illustrates exemplary network access system signaling for SIP call termination. In |
20 a multi-party SIP conference call, each party can only drop himself from the call,
and the call is terminated after the last party leaves the call. In contrast, in a two-
party SIP call, such as illustrated in Figure 9B, either tﬁe callee or the caller can
terminate the call. As shown in Figure 9B, the caller at the customer site initiates
call termination by sending a BYE request, which PAD 40 passes to CCSC 120.
25 CCSC 120 responds to the BYE request by deleting the SIP session from its active
~ session table and by cleaning its policy cache 130 of policy rules pertaining to the
SIP session. CCSC 120 then configures PAD 40 to prevent PAD 40 from passing
subsequent SIP messages from the SIP call to CCSC 120 and to delete the entire
configuration for the SIP call. CCSC 120 also sends the BYE request to PAD 40,
30 which forwards the BYE request to the callee. In response to receipt of the BYE ‘
request, the callee acknowledges the end of the SIP call by sending a SIP 200 OK.
message, which PAD 40 forwards to the caller withoﬁt passing to CCSC 120.



is -request) regarding whether the requested capability is approved for the
custoner. Inportantly, to reduce the nunber of nessage exchanged between
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Figure 9D illustrates a third call termination example in which neither
party to a call requests termination, but instead, both parties simply drop the SIP
session. In the absence of activity in the SIP session, the inactivity timer in PAD '

20 40 for the SIP call expires. PAD 40 then reports a timeout to CCSC 120, which
deletes the SIP session from its active session table and removes associated
policies from its policy cache 130. CCSC 120 then commands PAD 40 to delete

- the entire configuration for the4 SIP call.

25 Referring now to Figure 9E, there is depicted a time-space diagram
showing ekemplary network access system signaling during negotiation of SIP
call capability requirements between a caller and a callee. As described above
with respect to Figure 9A, a SIP cali is initiated by a customer application at the
customer site issuing a SIP INVITE request. This INVITE request is captured by

30 PAD 40 and passed to CCSC 120, which queries policy server 48. Policy server
48 responds with approval of the SIP call and a download of the policy rules for
this SIP session (as requested in the policy query). CCSC 120 then returns the



reduced through inplenentation of a SIP state machi ne at PAD 40 that passes
SIP is nessages to CCSC 120 only to establish, termnate, or change the
capabi l i twoep#48af a SIP session. Wth reference now to FPQDUSI12B397a

ti me-space diagramis shown that ill44strates exenplary network access
systemsignaling for SIP call termanation. In 20 a multi-party SIP
conference call, each party can only drop hinself fromthe call, and the
call is ter@@@f'ﬁ qffdt €5 Wmaﬁ]ﬁmﬂ%r%cis‘?%etﬁe&ﬁﬁeca” In contrast, in a
two- party ca suc as I'llustrated in Figure 9B, either the caIIee or
the caller can term nate the call. As shown in Figure 9B, the cal l er at

the custoner sitg initiates |1 term at S ndln BYE request
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f vlsgaSS| ng to CCSC 120 subsequent SIP nessages in the SIP call and
commands PAD 40 to
When the caller receives the SIP 606 NOT ACCEPTABLE response, the |

caller adjusts the call capability requirements and issues another INVITE request
specifying a 56 Kbps bandwidth, LPC audio encoding and an ExpireTimer of 120
minutes. As before, the new INVITE request is passed to CCSC 120 by PAD 40.

20 CCSC 120 then queries. its local policy cache 130 and limits the call duration to
100 minutes according to resource availability. CCSC 120 then returns the
INVITE request with an ExpireTimer of 100 minutes to PAD 40, which sends the
INVITE request to the callee.

25 In response to receipt of this second INVITE request, the callee determines
that it is able to support of all the call requirements including a call duration of
100 minutes. Accordingly, the callee responds with a SIP 200 OK message
having an ExpireTimer set to 100 minutes. In response to receipt of the SIP OK
response, PAD 40 sends the response to CCSC 120, which checks the SIP

30 capability set carried in the SIP OK response by reference to its policy cache 130
and aﬁproves it. CCSC 120 then sends the SIP OK response to PAD 40,. which
forwards the SIP OK response to the caller. When the caller receives the SIP OK



delete the entire configuration for the SIP call. CCSC 120 then issues a
BYE request to PAD 40, which forwards the BYE request to both the caller
and the wabt/em44 The caller and the call ee then acknow edperwbhe/sase of the
SIP session via a is SIP 200 OK nesgage. Figure 9D illustrates a third
call termnation exanple in which neither party to a call requests

term nation, but instead, both parties sinply drop the SIP session. In-the
absence of atasponseythercati¢trenSiifes @s FixpireTintee to hEChintitdsyandi deRfiowied 20 40

o 1E B AR AN HLS e bR e "
associ ated p@SCIAE WHEHIreveahe ﬁ}iﬂ%?%péﬁ]@w §%§§Cﬁé#ﬂ t&gg&:el?ommnds PAD

40 to delete the entire configuration for the erring now
to Figure 9Erespersee Fodowing thissappaotal RCSE 420 configpres® ABhiOwvilg agxenpl ary
network acce A m_si ing durjn tiati of . S cal |l capability
requi %ement sﬁﬁa(g@v@;eﬁm r g%fc?tb;r gsrmmggeggtp{}gcgﬁta)@sﬁlag@’cgarlloeéggg&;g alsg th
respect to Figuthe M CH Bbiagatd PAD 400iwhich BfvAYs &e%@KQH&fsaEg%qelthéa“ on at
the custoner site issuing a SIP | NV TE request. This INVITE request is
captured by SdlerAbDog regeiptndshed GRoresmase by dhe callieeHhe 8B} ¢adkispol i cy server
48. Policy s 8 ponds with approval of the SIP call and a downl oad
of the poli c%'{c\rég sglslﬁrfegga%ﬁ?]ﬁch SI P session (as requested in the policy
query). CCSC 120 then returns the WO 02/ 44844 PCT/ US01/ 44397 44 |INVITE
request to PAD 40, which forwards it to the callee. However, in contrast to
the exanpl e T Mustidasi Bghrhpledi qure 9A, the callee does not respond with a
SIP 200 K nessage confirmng the SIP call. Instead, 5 the callee responds
with a SIP 606 NOKs AR TRERA0R Ok M hlchfabat iL 1o HEGHEF LEd Cal
bandwi dth is hi gher than that which can be supported by the access |ink of
the cal | ee aPfketide topbymRISBECRlypEs, ewploys el Sopengranmitheddlef As request ed

by the INVIT .t J | espanse further indicates a set of
mﬁdi a encodi Eoéﬁsﬁ ﬁ#‘ggﬁ%&aﬁgﬁﬁ&nﬁﬁﬁﬁ%ﬁ%gE%&WPB‘Eﬁ ’ssé’u’écc‘?aé‘e?é)%‘ﬁygf‘f"grﬁ or
linear 10 preditzhstwddesstnghichREsemlisticRets2ut @6 nstHRAMb @Howithe t hat or der of

preference). In ) « ” e e . .
15 — membership of a “group” participating in a multicast session and or to belong to

the multicast group to which they are sending multicast packets. Moreover, there
is no centralized group management entity with which group members need to
register, synchronize, or negotiate, meaning that multicast group members can
join or leave a multicast group at will.

20

Although the current open group model of multicast communication does

not permit management or control of multicast communication, management and
control of multicast group membership is important to both senders and receivers.
For senders, it is important that only authorized sources are available to send

25 packets to a multicast group. For example, content providers often wish to protect
their exclusivity as the only source of data to a multicast group and desire to avoid -
denial-of-service attacks due to flooding by unauthorized sources. It is likewise
important for the set of receivers in a multicast group to be controlled to restrict
reception of packets to parties authorized by the sources. As an example, sources

30 ~ desire to restrict the receivers capable of receiving video distribution and video
conferencing multicast packets. It view of the shortcomings in the conventional -

IP Multicast open group model outlined above, the network access system



"response to receipt of the SIP 606 NOT ACCEPTABLE nessage, PAD 40 passes
the nmessage to CCSC 120, which queries its local policy cache 130 and
approves WO hz443ewv capabilities set. CCSC 120 then sends theT/S8sR/4Q8% NOT
ACCEPTABLE nessage back to PAD 40, which passes the nessage to the caller.
15 When the caller receives the SIP 606 NOT ACCEPTABLE response, the

caller adjusts the call capability requirenents and issues another |INVITE
request specifying a 56 Kbps bandw dth, LPC audi o encoding and an.

Expi reTi mer as¢hieppire af mtpé%sentoéwe%tm@plﬁm%ntﬁﬁwqymﬂsq%m%%%emse passed to

CCSC 120 by ﬁégggﬁen%gﬁg%%%eié%%gg fehoRs- its local policy cache 130

and 'imts t m nut es according to resource

avai lability. CCSC 120 then returns the |INVITE request with an ExpireTinmer
of 100 m nutes to_PAD. 40, which sends th | NVI TE request to the callee. 25
In response to re%%ﬁeﬁin%ﬁfﬁmﬁlgé‘é%m'mﬁi qageraéﬁgggqtgélpﬁ%ugagrquge det er mi nes

that [t is 3&1%%&95&6’&9& dxefpl@ e kﬁt@r{]egs %}E% 5i§ﬂﬁﬁfg$toi§fsﬂﬁa§9i ng a call

duration of m nut es. Accordingly, e respon with a SIP 200
K nessage fegistratipraof fevpimudiidasegrosps intascdrdanagiwith ths présantriaysgige A9

recei pt of the SIP_OK response, PAD 40 sends the response. to CCSC 120,
whi ch checksStoR® inFpguxs ]r,ﬂfgég? st ¢ ggwt@&?rrﬁltgdlginﬁlstar%g’ﬁ?%ﬁ@?esponse by

reference t%h&ﬁﬂ%ﬁ@ggﬁ&%@%%%&maﬁ\g@&gw sEXeBhg aR0ntbhRD Sends the

SIP K response to forwards the P"OK response to the
cal | er. \enGtdup Malticast PretoedMEeMBd o3 Brati RuponyldssagritopCTesssouend497 45

cknddi edgeotrigh Tk Fpb s srader 1B B SHPRD At i R ER IR e the ack
response to cgEBCIGR mubiaghs Bpeseviamgtifictotolngpe @R- CHFatdrild theJein-car ri ed

in the ACK response. Follow ng this approval, CCSC 120 configures PAD 40
with an 5 i nGowipRepprtMassegataia diwdeaspderies Congolley (MRG) 130imnextgrpals p cal | .

CCSC 120 alsgo _retu th - P ' ' e ACK
nmessage to t FRC“S8Y] zfiéﬁn r@g@%ﬁ?%@%é&{%@%ﬁ%@g&%@,ﬁﬁ?lﬁﬁ | ee, the
SIP call is queries policy server 48 via SPI 56, which in this case employs LDAP. Policy
15 server 48 responds to the query by searching policy database 46 to determine if
the host’s IP address belongs to the eligible membership list for the multicast

group.

As shown in Figure 10B, if policy server 48 determines that the host is not
20 eligible to join the multicast group, policy server 48 returns a policy decision to
MSC 120 rejecting the Join-Group request. MSC 120 responds to rejection of the
request by dropping the Join-Group Message that prevents the unauthorized host
from registering a new multicast group in access router 44. MSC 120 may also
write the unauthorized attempt into an event log for use in detecting fraud-

25 attempts or denial of service attacks.

Alternatively, if policy server 48 approves the host’s request to join the
specified multicast group, as shown in Figure 10A, policy server 48 sends a
policy decision indicating approval to MSC 120, which returns the J oin-Group
30 Report Message to PAD 40. PAD 40 then forwards the Join-Group Report
_message to access router 44, If the host is the first member of the multicast group

on the network, access router 44 adds the multicast group reported in the Join-



successfully established. 10 IP Multicast Exanples As inplenented in
current networks, IP nulticast, that is, the delivery of packets to two or
nore recavoersis4enpl oys an "open group” nodel of communi Pa@T/USeL/443¢7Cor di ng
to the open group nodel, sources need7only know a nmnulticast address to

whi ch to send packets, but do not need to know the i5 - nmenbership of a
"group" participating in a nulticast session and or to belong to the

mul ti cast grQu ich the sendi | ticast ckets, Moreoyer,
there is no@r@glﬂ?%8%2%%?%?%%&%7@%&’3@%%&%5{;%%? ?Wt}eﬁs | hthg IDS{}Y)OI nber s
need to reghSieEh theoehis@fhed. or negotiate, neaning that nulticast group

menbers can join or leave a nulticast group at will. 20 Although the
current open group nodel of multicast comuni cation does not permt

managenment or co . ' ' ' ﬂﬁgie t d control
of nmulticast gr o%é%e&ﬁge%ﬁ%&phﬂ@%%ggr agpéﬁfcl)érgg{%@en e@@asﬁg&r ecei vers.
For sgnder s,diagramsilistingantmphay network acdebosyiseadsigmalingakatds atilixeai foabl e t o
send 25 packets to a nulticast group. For exanple, content praoviders often
wi sh to protieeagehAg Pe@Rershio) Qs wekingdo drFTLIEs HBeBpPegiPLidy a
mul ti cast gr Siql L | B Vi depvibo

fl oodi ng by nﬁ#@ﬁ?ﬂ%@eﬁ?&%%@éﬁéﬁo%ﬂ%% Is(z@’ %/An]ggroﬁg‘%\t (S)drn the set of
recei vers i rHostMiberstsip Qreoymessagberigimating i thel netgvarle fioni adcessrroutgpt | on of

ackets to parties authorjzed by the souyr . As an exanple, squrces 30
gesi re to rE*E‘t- rl?at%etﬁj_ri’éd‘?reé‘ r%Q%PE’é?&EHSQGWF‘@E‘?@%B?‘FﬁéWﬁE%HSBPét ribution
and yj deo %ﬂ%ﬁﬁ?@b%e%&ﬂ&@ﬁe&@&ﬁﬁﬁ BQue%ytmi\!ésﬁgé tl%fMSbe PHAEkPMINgS i N

the convention I'ti cast open group nodel outlined above, the network
access syst quotSs@24244d8L 1ROTheisqQueries policy smverrdSivia 8B 86 evlith imthipr esent

i nvention inplenents policy-based L ti t .service .nmana t_.as
illustrat edr?’ﬁ%mgff‘gﬁm@yiéi’-v@%a" %ﬂ?"ﬁ ?ritﬁ%foutr%eﬂdﬁfﬁggﬁf OtoB, there
are depi ct edyiPetshiPOERFMessagdlisafiiatioricbdydcog royRP4.ary network access
system si gnal i ng to manage

15 As shown in Figure 10B, if policy server 48 determines by reference to
policy database 46 that the Host Membership Query message is from an .
unidentified or unauthorized source, policy server 48 returns a policy decision to '
MSC 120 rejebting the Host Membership Query. In response rejection of the -
Query, MSC 120 drops the Host Membership Query message and writes a

20 warning message into its event log that may indicate a denial-of-service directed -
toward the network by flooding of unauthorized Host Membership Query

messages.

If, on the othef hand, policy server 48 approves the Host Membership
25 Query and so indicates to MSC 120, as shown in Figure 10C, the Host
Membership Query is returned to PAD 40, which forwards the Host Memberéhip
Query to the hosts in the customer site. Thus, the network access system of the
prevent invention supports policy-based management of Host Membership
Queries.
30
With reference now to Figures 10E-10F, there are depicted timefspace

diagrams of exemplary network access system signaling utilized to manage



regi stration of new nulticast groups in accordance with the present

I nvention. As shown in Figure 10A, a host at the custoner site signals a
desire tov@or/msad mnulti cast group (which may be a new nul PCTaESO/4gBOUpP) by
sending an Internet G oup Milticast 4°rotocol (I GW) Joi n-Goup Report
Message to access router 44 io through PAD 40. Packet header filter 80 of
PAD 40, which is configured to capture |GV nessages by exam ni ng

pr ot ocof t ype = £ I n- 0 rt ,Message . fo.a
Tt cast” Sofviors eshrshsRb iRty By St P oRRRRE) sRREAML0eT,
response to Finmepl0D{10F, dbost-dbtitdigustena isite MRRIS 4B eulthdatt gatQets dd@ek&sl pol i cy
server 48 via SPlI 56, which in this_case errBI oys LDAP., Policy 15 server 48
responds to thePYLirisr mytcast SRR Whsn FAD dlredsives thefisbmyliicastnagket f ¢ he

host's I P ad el JFEH, | | St mul ti cast
group. As shgﬁé?%&g%§@§ glﬂ(;%afpl&lﬁfse{gg%a%&serve?&@gé g’eétléér m nggh%ﬁlgf t he. host
is nos 20 epadkiets lmving ifsomnltichet addidss habspregioasip begoteceiyed ePXBr40ihenet urns a

policy decision t C 120 rejectin Joi n- G qup request. MSC 120
responds to P%SJSE%’E‘F(%@&? fiest PP@EFG&%&SEJ;&QW@;Pﬁ%’eﬁﬁ(;?ﬁi@@@l%ssage
that prevent guis JNeHiioE] £eeiaitaiss (WRMiA Bl SLEciddloyd LISKTYY L1 cast gr oup

I n access router O my also wite the unaut’horized attenpt into
an event | ogdétermins evhiethed dteesomirsegpddress df 26 ranltieasppacker is detlioakedfo sadvi ce

attacks. Alternatively, if policy server 48 approves the host's request to
join the spg’&’iltf‘:iaéfcpar‘%‘l"t?it% Spﬁ?l\éﬁg,m e h@’\?ﬂgi n Figure 10A, policy server
48 sqpds a policy decision indicating approval-to MSC 120, which returns

the Joi n-Goup 30 Rreggor't Message to PAD 40. PAD 40 then forwards the
Joi n- Group Report Asshewnde Fignredds in respanse tetegeeipt offapolisysiecisiont he fi r st

e 01 M PR e SRR 1 SR Shatha B,
Report messagfiltidast fiekét is unRientifitd be@SutRroed), MSWMEISEnFigus PAT 40abwor K
to which the host is attached. Referring.now to Figure 10B and 10C there
are depi ct eddfdprrauligass @ackets for this combination of source and multicast address and
15 writes a warning message into the event log that may indicate a denial-of-service
attempt by a particular source flooding multicast packets onto the network.
Alternatively, if MSC 120 receives a policy decision from policy server 48
approving the multicast packet as shown in Figure 10E, MSC 120 configures
 PAD 40 to directly forward multicast packets for this combination of source aﬁd
20 multicast address to access router 44 and returns the first multicast packet to PAD
- 40. PAD 40 then forwards the first multicast packet to access router 44 and
forwards all subsequent multicast packets in the flow directly to access router 44
without passing them to MSC 120. Thus, the network access system of the

present invention utilizes policy-based decisions to permit ingress of authorized

25 multicast packets and prevent ingress of unauthorized packets.

With reference now to Figures 10G-10H, there are illustrated time-space
diagrams of exemplary network access system signaling utilized to manage the
receipt of multicast packets from the network. In the example shown in Figures

30 10G and 10H, access router 44 receives IP multicast packets from the network
and forwards them to PAD 40. In response to receipt of the first multicast packet,
packet header filter 90 of PAD 40 captures the multicast packet after chécking to



s diagramillustrating exenplary network access systemsignaling that is
utilized to nanage host nenbership queries seeking to determ ne the

menber shiwO of/44844 mul ti cast group. In the exanple shown i nPET/GRe1R4ITC, PAD
40 receives an | GW Host Menbershi p4@Query nessage originating in the
network from access router - 44. Packet header filter 80 captures this | GW
nmessage based upon its port 10 nunber and passes the Host Menbership Query
nmessage to gm’nQ: ' t ; | es policy
server 48 VF@% Pl %&gﬁiﬁﬁgﬁhtaﬁiﬁfsé%sgégl%%a%&g%o%%%f%ﬁg?ﬂ?g@%%certai n
whet her t herssivede Paclit disadeapfiilteh 80 Hstpasigk theciirstinpltiQastimackéiss MECi s an

aut hori zed- ess router 44. | hown in.Figure 10B,. if poli server 48
ot ermi nes D90 ToPergiLoeesson A WicR 30 Blse Sk alsmtveRgase i p
Query nmessagg dotrdd L1008 of W HERchdtia88resy is WRMBHART 0%8Hd SAHIGR: pRREISCY .
server 48 returns a policy decision to MSC 120 rejecting the st '
Menmbér shi p Quéheyspetified eupoeastgrogpecti on of the Query, MSC 120 drops the
Host Menbership Query nessage and wites a 20 warning nessage into its
event log that may indicate a denial-of-service directed toward the

net wor k by fl oodi gshefwvrtinaribRey 10 a1 bolsdy JYevepas sbicemfdes that régRages. | f, on
the other hand, policy server 48 approves the Host Menbership 25 Query and
so i ndi cat esnulticasbacke, is agawgheriged; for Exgople, lgarsetthe seyseg of e mydteast p Query
is returned to PAD 40 i ¢ch forwards .the. [#114)) ryq.to the
hosts in thé’a@ﬁaﬁ igyde 5.8 O*Hﬁ%ut%g?ngh%c?%H%%VSr&%%?dg% e%?g‘) ;%6 I'l%é? pr event
i nvention S@E&@foh&ej@@diﬁgkcbi@ﬁ sﬂthmﬁlﬂﬁ%egdckeﬁ‘. ThesspoMnioaeirbiign ofueri es. 30
Wth reference nowto Flgures 10E- 10F ere. are depi ctqu ti me-space -

di agrams of reserysif dheympkicaBRackRicMSE %ﬁ%@%e@ﬁ’ﬁ A te f5op Belticey nanage WO
T e R e St uast i 1

In the exa €s shown aures st at the custoner
site sends Intseagetintatht epatties thaaday dsdieate unauthorized multicast packets from

the specified source address attempting to flood the sub-network in the customer
1s . site. As aresult, subsequent multicast packets containing the same combination of

source and multicast address are dropped by PAD 40.

Alternatively, as shown in Figure 10G, if policy server 48 approves .

receipt of the multicast packet, MSC 120 configures PAD 40 to directly forward
20 subsequent packets containing the same combination of source and multicast

address directly to the customer site. MSC 120 also returns the first multicast

packet to PAD 40, which forwards the first multicast packet and subsequent

multicast packets to the customer site. As illustrated in Figure 10H, subsequent

ﬁ:mlticast packets in the flow are forwarded by PAD 40 directly to the customer A
25 site without passing them to MSC 120.

Conclusion
As has been described, the present invention introduces a distributed
network access system architecture. The distributed network access system
30 architecture of the present invention replaces a conventional monolithic edge
router with a programmable access device containing at least filtering and

forwarding functionality, an external processor having one or more service-



to a particular multicast group. Wien PAD 40 receives the first nmulticast
packet, packet header filter 80 captures the packet after checking to
determi navOhBY43¢+ s packets having its nmulticast address habupoiemdous|y
been received. PAD 40 then passes the first nulticast packet to MSC 120 in
external processor 42. MSC 120 queries policy server 48 via SPI 56 (which
in this case enploys LDAP) to determ ne whether the source address of the

mul ti cast packet is .authorized,ta send . nul.ticas ckets, t e ecified
nul ti cast SFEFGH%C SFEvIES cﬂroé]%%aﬁlﬁlp%’ﬁwgoﬁﬁfzgaﬁeh CE&%&@E: ?ébpéﬁégopt of a
policy deCi g Qfess RIubs i PeiBEnSORM RGNS, TG dihkdisdakhRadiethate. 0. ,

because the source sending the nulticast packet is unidentified or
unaut hor i zedjneiBEChadits overicguyensiongamondithie rogtegchtactirendnclpdioget s f or

t hi s conbi natiqn.of .saurce and lticast address and is.wites a warning
nmessage int Bcatlﬁ%h‘é(vgﬁzflgﬂ’g%’ #&F%’ ’i“ﬁea?%eégbgﬁ%b TSR 289 SCUST; ce  at t enpt
by agpartic }@qsi%%%ce fl ooding nmul ticast packets onto the network.
Alternatively, if C 120 receives a policy decision frompolicy server 48
approving the nulticast packet as shown in Figure 10E, MSC 120 confi gures

PAD 20 10 direct Ly Lol ARl Ao l0l LI RRSK,BAFHR! Sredddl ir Bichor QAR AT LT SOUT Ce

and 20 nul ti cast Cess .routéer and return

mul ticast pagdigdilitysRARpatid.to RéEVedbiohdleordotiehia esifiert be virtuessf thul t i cast
packet to access router 44 and forwards all subsequent nmultjcast packets

in the flowdisinlagionpfienciioseli’y amangdhres logicl mosutes AROBFINTARE2CEESHEC 120.

Thus, the ngtwa s ' i j ihdiZ
ol 18y based Hoere R sHEHRTRvdHE s iol MEM AgRseobier? B ackets
and prevent pafiighis hyodeparatng termonts patdomied by e fccessirontenfrormthw t o Fi gur es

| OG- 10H, there are_ il lustrated tinme-space . di agrans .of exenpl a net wor k
access syst dwcsiogality i]@@lemqnpngydﬁvggrqé%@@blpﬁg °5¢ g%‘@??)?n ?ﬂ%ﬁa{ iycast
ggggg;sruj?@&%gso el dhal {riFak RRd 84A18RS BarShONdied ki 8erifhdifdGnand 10H

2

receives IP multicast packets fromthe network and

f orwar ds t hatedsordad siifplylby addsmgoexsentlproessirprodyiestand progremmable | cast
packet, packet header filter 90 of PAD 40 ad%tdurets te;]% nul ifnast packet
af t 86 checkPREESE BNMSSTSFHFAELAC BET/SSBIHAEE customet cerdand.

addition, as Internet traffic patterns continue to change from locally concentrated

to globally distributed, the ability to apply service and policy control at the
network access point separately from regional routing provides a more scalable
design for forwarding traffic toward distant destinations.
20
The distributed network access system architecture of the presént invention
also provides improved flexibility. Such flexibility is a natural outgrowth of the
ability of a service provider and/or customer to implement policies that govern the
service control and programmability of functional modules of the programmable
25 " access device. For example, the packet header filters of the programmable access
| device can be configured to distinguish packet flows b?.SGd on any arbitrary
combination of SA, DA, TOS/DSCP, PT, SP, and DP, as well as higher-layer
protocol information, such as TCP, SIP, and IGMP. In addition, the monitors of
the programmable access device can be programmed by the service controllers of
30 the external processor to collect statistics for arbitrary combinations of SA, DA, '
TOS/DSCP, PT, SP, DP, or other fields and to report on events (€.g., ex;;essive B
TCP retransmissions and RTP/UDP inactivity) based upon the collected statistics.



49 determ ne whether a packet having its nulticast address had previously
been received. Packet header filter 90 then passes the first multicast
packet t owvO/B4481£0 i n external processor 42, which queri eBCpOKIcpM3I®er ver 48
to determ ne whether the source addrséss of the nulticast address is

aut horized to send nulticast packets 5 to the specified nulticast group.
As shown in Figure 10H, if policy server 48 determ nes that receipt of
mul ti cast p : HNad i SXaomtdR GatleRg sastRaypEe of the
mul ti cast S’%E’gﬁ‘éﬁ?’é uni gg%?#%i&ggéfgr%%naut hoc?}nzggs, pol1cy stgdrgver 48 sends
MSC 120 a pdiffergnt16yetds layend, laggret andigigherdayqsttradfic types ioAnsiusabat asti¥Ret . | n

response to _rejection of .receipt of the i cast pack 0
configures Bhe)s A maiagpd T‘hﬁ?‘fgt@é& e nﬁﬂ%‘?{g}-‘éﬂp@rﬁ’t‘:ﬁ%&g ecdga%f naagif%% of source
and nul ti Cagh)v?@iﬂg agﬁmﬁ{&dsm ishSorBinWaE RétRGrk TRSE8R1dxIHlO sélntosRmithe 0g t hat
may indicate unauthorized nulticast packets from the specified source

addr @ss at t enquentiiP¥Mo(Titne s visha Mubipkingrappiogch eSSt oner 15 site. As a
result, subsequent multicast packets containing the same conbi nation of
source and multicast address are dropped by PAD 40. Alternatively, as shown
in Figure | OG i frhRelivemagesieterbhiligniigyein patteeeiust of thetseevicasbgacifs t
packet, MSC 120 configures PAD 40 to directly forward 20 bsequent
packets contenmolmgovided bxtke seovins prrTobarson tRereraalpracsssir i%’ﬁ&se 4 ess
directly to the.custoner site. : L fd i cast
packet to PAPFABC CWr‘ffogﬁa?g?gvﬁgpl(%l\é%&?é%?F %Js\t%ﬂhngﬁlk%g(g%&gggﬁgﬁéﬁgyéﬁbsequent
nul tjcast pagkeichetio chieoltats thameichsupgort favick-spetfiaAPls.i h FrdjesseofTipH,
subsequent nulticast packets in the floi/)v are forwar dl%'g(}’bal PAD 40 directly
to the cust shesen implamentatign, RBYSCTAESS CAY 0F HLrelperdvrBPY Y %ion  As
has been descri bed Ak, .+ I ks ) h8ditiohWFagw net wor k
access syst éﬁﬁvécfeccﬁthéggrﬁ %(%%Q?E%ﬂﬁ ﬁ?%ﬁ%ﬁ%@%gﬁgaggg S sl}k/)gt em 30

ar chi t ect ur gegficdsldeepnarseqiird myeaiteraionrte theqmegraznuabhe agvessodrylcenatesss t hi c

edge router with a _programmabl e access device containing. a
filtering ameuter.®F QEieaSFRYIGeFABEP LS fﬁ\}s °§’FF SHEFhEP “8# 8‘%%“?%%%‘%%?\% ng one

or npre ser Vefifice upgrades. Moreover, because the service controllers are independent of the

programmable access device and access router, the development of new services
and upgrading of existing services is not dependent upon vendors of proprietary i
bardware, which greatly‘r_educes the time and cost for developing or upgrading
services.

20 ‘
The extensibility of the present invention is also attributable to the

additional monitoring functions that may be implemented in the programnﬁable
access device, for example, to verify conformance to standards, debug code, and
assist fault diagnosis by saving and reporting memory dumps and other related

25 information to the service controllers. Such capability is not integrated into
conventional switches or routers and is usually achieved only by the addition of
external network monitoring devices. The enhanced usage monitoring provided by
the present invention enables a service provider to sell network resources (i.e.,
capacity) dynamically while still confofming to SLAs. This not only improves

30° network utilization, but also automates traffic engineering, which reduces network

management expenses.



WO 02/ 44844 PCT/ USOL/ 44397 50 specific service controllers that inplenent
policy-based control of the PAD, and an access router that perforns basic
routi ng. Wbnz44dist ri buted architecture has nunerous benePCT/HSav4a897
conventional nonolithic router architsctures, including scalability,
flexibility, extensibility, interoperability, security, and service 5
provi si oning. The network access architecture of the present I nvention
achi eves superi or

| lith
routers by virt ueAaino el‘?ga IOH? stﬁ? Hﬁ%‘lﬁaa%ef%w?ﬂ%%g%g\é% r%gl?ﬁﬁfﬁne(t)“ﬁlrteel ICogl cal

nodul es: a pﬁl@@xﬁtﬁiﬂﬂibﬂf@uﬂa@@l@ﬁﬁorﬂ&c%yﬁﬁﬁnoﬁ’&t?)(iﬁn@h?@'prcﬁ%%ﬂﬁ%&racﬁéﬁw di ng
service control and an access router part I CU y Ssepar at | ng t he

routing perfdsviesd awxﬁeml REACESHT PrAVIERS FRIFiPECRRITOK @mbfm aeassi royter.npl enent ed

Yt fic and BEvoReoes et R Padi s B Eh R o P HARRREN P 0" ot o

simply by adﬂﬁtéi@p@xmlﬁt}nﬁlnopaeﬁ@sswupmdultasha&ddaw@gbﬁwmom e Cess
devi ces accor to service requirenents and custoner denan In
addition, asb ﬂlﬂgg‘FYﬁé‘?qurt&TtﬁFémﬁﬁf"F@%s continue to change fromlocally
concentrated to globally distributed, the ability to apply service and
policy control at the network access point separately fromregional
routing provi des Fhepfesemdavaition alsdasbgides athahardwecditpggainstitheft of owar d

di stant destinations, 20 The distributed network access syst m architecture
of the preseWiC?ﬁ/mfFeéW‘)fl‘ath?Gki) Fem rawp} ﬁlpé%eﬁgrqf@ ®Such
lexiBil LY bl ﬁré[aéec%&fvﬂ‘%ﬂleﬁfw ﬁ@leaahgméﬁbr@&d& ViR Jpiy i der
and/ Or custo 0 | enent policies that goVern the ervice control and
progr anmabi Ipﬁograiiﬁmﬁbla(abcesmdéwmmﬂ ess-sdcutchenvimoogeaiminatiditipb, scemdtys devi ce.

For exanple, the packet header filt of the rammbl.e access device
can be (r:rgnf i mp 2Bd/gr besdNGR @R 38 ’SY(E‘? lqt?%%dg‘ﬁggllf TR PTG v

conbi nation gl SAsioR¥Yo %ﬁf ure-h &P@ab&%c@? detge Wl IPaRidhisediedihéray er

pr ot ocol |nformat|on I P, and In addition, the nonitors
of the progﬁmmmlmhzstaml@eme@@m@ﬁ vl qgraﬂgﬂralmbowdtqwmml%@@)

contt Ol lers grfe denied by the packet header filter of the programmable access device without

being passed into the network.

The pfesent invention also has enhanced service provisioning. Since the

programmable access device intercepts network, transport and application level

20 messages, thereby enabling the identification of applications and users, the
network access system of the present invention can establish appropriate priorities
for or provide desired baridwidth to data flows of user applications. For example,
by employing RSVP and a LAN subnet bandwidth manager (SBM), a customer V
application can be provided with guaranteed bandwidth and priority end-to-end

25 across local and wide area networks. Importantly, the policies that enable
customer épplications to reserve bandwidth, perform admission control, and
prioritize traffic streams based upon available network capacity can be determined
not only by the service provider but also by customers. Thus, customer
applications can interact with service provider network resources to dynamically

30 provision services and provide applications with a guaranteed quality of service.
This network-based provisioning invoked by policy control replaces time-

consuming and error-prone OSS (Operation and Support System) provisioning,



30 the external processor to collect statistics for arbitrary conbinations
of SA, DA, TOS/DSCP, PT, SP, DP, or other fields and to report on events
(e.qg., ewesyisses TCP retransn ssions and RTP/ UDP i nacti vPCYUStiaged upon
the collected statistics. WO 02/ 448443PCT/ US01/ 44397 51 One particularly
useful application of such nonitoring is tracking statistics for different
| ayer-2, layer-3, layer-4 and hi gher | ayer traffic types to ensure that

active SLAs mai,nt.ai ned. t hr t the netvvork Thi s_policy-based
approach for tﬁ%g@o#&@%%%%%&sgﬁﬁﬁﬁﬁﬁrq the ngtwerkprowisidningfog [Pror e
f1exi bl e sol ytihga chgtgﬂleggﬁplﬁ:aﬁgﬁ{ent TDM (Tine Division Miltiplexing)
approach to SLAs. The advantage of extensibility arises in part because of

t he service-specific control provided by the service controllers in the

ext ernal processor, Su rvice | f| c cont can be inpl enent ed
either with dedi cdred ?‘ngtgﬁéb%‘ﬁ U\% uted ’gféwefk ACESH ISV BEMmer s
that each supR@ifectsf ¥f GRTHERE fn'v@ntﬁﬁlc%n m?laé Q'cs wﬁawfom&{luon

i npl enent ati on, new servi ces can be I ntrdduced si rrp di

servi ce cont Gairteatly, tbe tnendis §pir seyvisk ipsaviidays Baepushmorefjmtelhgém’i’ and fﬁhfefaﬁdl tion

of new services does. no l'eC]ﬁl ke g%@bter ati o o th%ﬁgr ogra bI e access

devi ce, acceS§&™ FRRITEIS GGt RS e‘ESﬁW des1gns. fHoweves, hisdesignyi ces

are not disr WS distbidgrs t pﬁ%h&&ﬁt%@&ﬁﬁmere%&%ﬁy@ﬂswmy@ﬁ{ea}ﬁce and
S Vi

service controllers are indépendent of the programable
access rout ePremises Bguipmepte C@ﬁaﬁdhﬁdﬁmlm@emmwmsaththtl ng

o carty redubbdt IeRrra S PR Pyt RS A R eilos. 20

The ext ensi bichitbmesf tot herchise sificientviartliRacd So 9%@@d@§érvic_@t&eﬁbéﬁ WRhéde
addi ti onal rmnl toring functions that may be inplenented in the progranmabl e

access devi c¥DdY¥PXDERSTpl e, to verify conformance to standards, debug code,
and assist fault diagnosis by saving and reporting menory dunps and ot her
related 25 information to the service controllers. Such gapability is not
integrated into dBhietiiiovmitions béeaspasticulalit shosvnaamd descritedatitty achi eved
only by the Erie: erle;ﬂ:e(z) b lgreferred embodiment, it will be understood by those skilled in the
art that various changes in form and detail may be made therein without departmg
from the spirit and scope of the invention. For example, although aspects of the |
present invention have been described with respect to a computer system executing
software that directs the functions of the present invention, it should be understood
20 that present invention may alternatively be implemented as a program product for use
with a data processing system. Programs defining the functions of the present
invention can be delivered to a data processing system via a variety of signal-bearing
media, which include, without limitation, non-rewritable storage media (e.g., CD-
ROM), rewritable storage media (e.g., a floppy diskette or hard disk drive), and
25 communication media, such as digital and analog networks. It sHould be understood,
therefore, that such signal-bearing media, when carrying or encoding computer '
~ readable instructions that direct the functions of the present invéntién, represent

alternative embodiments of the present invention.



external network nonitoring devices. The enhanced usage nonitoring provided
by the present invention enables a service provider to sell network
resour cesv@o2/ei844 capacity) dynamically while still conforaT/wgot4a3BLAS.
This not only inproves 30" network utS#lization, but also automates traffic
engi neering, which reduces network - managenment expenses. WO 02/ 44844

PCT/ US01/ 44397 52 As noted above, the distributed network access system of
the present invention distributes network access functionality anong a
progr ammabl e access device, an extgggikgﬁrocessor provi di ng service
control, and an access router. Bec ese different conponents

comuni cate via well-defined interfaces, s interoperability is not
dependent upon all the hardware or software conponents being devel oped by
the same ve is citimegrig'sent i nvention al so provi des enhanced security
agai nst theft of services and network attacks. For exanple, the external
processor nmay be to maintained in a secure environnment while | eaving the
forwar di ng {unct iaoRsgrimrhlitle apdeegdanmit Bsciacamtwak dcesishstam| &86- secur e
environment. In addition, security _software and/or hardware can easily be
i nt egr at ed ProgrRmmable,acessh dFVipe BIBBEBRAS's0 that sessions to configure the
programmabl e access device from | P addresses other than its naster

ext ef nal ‘processors (as well as -other unauthorized communjcation) is are
deni gd by the pagketnleased detwdrkinteffade ehrpuglgwhithipiatleetaaress devi ce

w t hout being passed into the network. The present invention also has
enhaficed sefURBRDKAE WithARAGOK nce the programmbl e access device
intercepts network, transport and application |evel 20 nessages, thereby
enabFing the identification of applications and users, the network access
syst em of the praeypecietihaadenfiltenambmiorwtmling tshleappempr thatferwardiogi ti es for

i de desired, bandw. dth t ta fl i ti . F
oxansl e C  birB P o Bk AR LA PR seny .
cust gmer agﬁéﬂf&%&i 10 F18eiR Qaidrfakkdl @dadt e H1dRAMM A6 RGN dE ANd

priority end-to-end 25 across l'ocal and wi de area networks. Inportantly,
t he 1pol i ci eent bfithe dsizing second network interfaces on which policy-based services

11 are to be implemented and passes identified messages via a message interface
12 to an external processor for processing.
1 2 The programniable access device of Claim 1, wherein the packet header
2 filter receives packets directly from the first network interface.
1 3. The programmable access device of Claim 2, wherein the packet header
2 filter is a first packet header filter, and wherein the programmable access
3 device further comprises a second packet header filter that receives packets
4 directly from the second network interface.
1 4. The programmable access device of Claim 1, wherein the packet header
2 filter filters packets for service processing based upon protocol information

3 pertaining to protocol layers higher than layer 3.



custoner applications to reserve bandw dth, perform adm ssion control, and
prioritize traffic streans based upon avail abl e network capacity can be

det er m nado onet84only by the service provider but al so by POBUSMEM4397 Thus,
custoner applications can interact Wwth service provider network resources
to dynamcally 30 provision services and provide applications with a
guaranteed quality of service. This network-based provisioning invoked by
policy control replaces time- consumng and error-prone OSS (Operation and
Support System) provisioning, WO 02/44844 PCT/ US01/ 44397 53 thereby
reducing the intensity and the cost of the network provisioning for |P-

centric custhmer Hpppiogedrinnakle aEven devitdiof ORiralxed ﬁﬂ&‘l@f‘étﬁﬁﬁﬁsin% he
di stributed n(?Ivvo k access system 5 architecture of the present invention

can ptovi de BPHEELAbRGlEs Perehotssiorenss i imabis paranetesnt |y, the trend is for
service providers to push nore "intelligent" and therefore nore expensive
devices to the edge of their network designs. However, this design

requires custonmers to purchase intelligent and therefore expensive CPEs
(Custonmer Prem Equi pnent). In contrast, .the distributed network access
syst em ar chi%ect u Hfggémﬁ@eﬁ‘%eé%ﬁ?“m@ﬁmg’ ‘é’gffﬁg’rtﬁﬁ PPHEfEL i vel y

| nexpensi ve qifiseyhibtik BRI Ris SUSLATRESID: BBhASRusHE batdent
intelligence to provide service delivery without undue expense. Wile the
i nvert i on hasrdgeeersparti cul arly shown and described with is _ reference to
a preferred enbodinment, it will be understood by those skilled in the art
that various changes in formand detail may be nade therein wthout
departing fromthe spirit and scope of the invention. For exanple,

al t hough aspects of the present invention have been described with respect
to a konput el systhanregesumalig acesss devaeeofi Glaim di andcfugtheteniprising atns of t he
present inv I .t l.d_.b tood 2 hat present invention my

al te%ati veﬁg&ggﬂ?a el%ﬁ%}ﬁ#e ‘é%‘%i{}’gsf%@%”&ﬁPB‘?%ﬁﬁmegr use wth a data
processi ng system Prograns defining the functions of the present

i nvention can be delivered to a data processing systemvia a variety of
signal -bearing nedia, which include, without Iimtation, non-rewitable

storage medigd (€. fhe priErammable access device of Claim 7, wherein the usage

2 monitor has an associated threshold that when exceeded generates a reporting
3 event for the usage monitor. '
1 9. The programmable access device of Claim 8, and further comprising a
2 'reporting interface that communicates the reporting event to an external

3 Pprocessor.

1 10.  The programmablé access device of Claim 9, wherein the associated

2 threshold comprises a session activity level threshold.

1 11.  The programmable access device.of Claim 7, and further comprising a

2 fault monitor.



ROM, rewitable storage nedia (e.g., a floppy diskette or hard disk
drive), and 25 conmmuni cation nedia, such as digital and anal og networks. It
shoul d bavanzletsss ood, therefore, that such signal - beari npCTviBdo124439%hen
carrying or encoding conputer readaBbe instructions that direct the
functions of the present invention, represent alternative enbodi nents of
the present invention. WO 02/44844 PCT/US01/ 44397 54 CLAIMS Wat is
claimed is: i 1. A progranmabl e access device for use in a network access

system said _2 programuabl e access device conprising: 3 4 first and
second net wolk i nil&ePaegrsmmablagisessiderive pd Elams], ané fuher comprisiagt ed with a

netwo k; 67 Bg? ter and a forwardi ng table, wherein the
forvvardl ng 8&% éFelt s‘ﬂﬁ‘?tdtfq{ﬁz‘eé% 8“*%9?%1?3'81( ckets between the first and
second network 9 interfaces, and wherein said packet header filter

identifies nmessages received at 10 one of the first and second network
i nterfaces on which policy-based services 11 are to be inplenented and

passes identified kpt erface 2.to an external

pr ocezsor fo? pr og§§?§% T\%?e #ﬁgegggdr%g%fga %ﬁﬂeﬁga%deégth&gs?legnwga aim 1,
wher ekn t he goetwler hsaciated With tHetoae of m¢ U@L‘gumﬁi'%@i thaflicheghiky Her Om t he
first network interfac 1 3. The pro | e access device of Claim 2,

wherefn the PaRRUSsigRY @yltgoglgfgaplfﬁw'l the ope or parskaptdadrs.fi | ter, and
wherein the programrabl e access 3 device further conprises a second packet
header filter that receives packets 4 directly fromthe second network
interface. 1 4. The programmabl e access device of Caim1l, wherein the

packet heade 2 lter filters packets f servi ce processing based upon
prot otol inf i)‘?“rrat{rhﬁp?gﬁ%‘?{néﬁﬁ (jeSFQeWF%P Ehum, 13y whereln Geechedules | ayer 3.

2 supports multiple quality of service classes.

1 15.  The programmable access device of Claim 1, and further comprising a
2 control interface through which said packet header filter and said forwarding

3 table are programmed.

1 - 16.  The programmable access device of Claim 15, and further comprising
2 at least a programmable monitor that monitors at least one programmed traffic
3 type. '

1 17.  The programmable access device of Claim 15, and further comprising a
2 policer that polices packets by reference to programmed traffic parameters.

1 18.  The programmable access device of Claim 15, and further comprising
2 ~ one or more output buffers for outgoing packets and an associated scheduler

3 that transmits the outgoing packets from the one or more output buffers

4 through the second network interface according to a programmed ’

5 methodology.



WO 02/ 44844 PCT/ US01/ 44397 55 i 5. The programrmabl e access device of Caim
1, and further conprising a 2 policer that polices packets by reference to
traffic peoarmeBers. 6. The programrabl e access devi ce of BURUSVIBM3wher ei n
the policer 2 conprises a marker thatS7marks packets that do not conform
with the traffic 3 paraneters. 1 7. The programuabl e access device of
Claiml. and further conprising at 2 |east a usage nonitor .that nonitors
at |east one traffic type. Z 8. The programuabl e access device of Caim?7,
wherein the usage 2 nonitor has an associ ated threshold that when exceeded
generates a reporting 3 event for the usage nonitor. 1 9. The progranmabl e
access device of Caim8, and further conprising a 2 reporting interface
that communicates the reporting event to an external 3 processor. 1 10. The

progr anmabl ejacce R &b Ci. 2 threshol d
conpr?ses a é%ssigﬁegctlwtyij g%% {%vwgﬁ?FgEﬂ gglgiﬁgmﬁggﬁﬂgﬁnable access
devi ce, of Cl miessage isenskssiontiméintiowprotocdl (RIPRmeagaul t nonitor. WO 02/ 44844
PCT/ US01/ 44397 56 1 12. The programmbl e access device of Claim1, and
further conprising 2 one or nore output buffers for outgoing packets. 1
13. The progranmabl e access device of Claim12, and further conprising a 2
schedul er associated with the one or nore output buffers that schedul es the
3 trahsni ssi?h of Thepygragmahisketssswierioe of Clmandnezhefeimﬂfeadaﬂiﬂvdt buffers. 1

14. The programrabl e ess of wher ei n-the schedul er 2
suppofts mul BFHPES 5@ aﬁ’f ré’@?&&@é“’%‘% @m?ﬁﬁégﬁrograrrrmble access

device of daiml, and further conpri si ng a 2 control interface through
whi ch sai d packet header filter and said forwarding :

1 21.  The programmable access device of Claim 1, wherein the identified

2 message is a Resource Reservation Protocol (RSVP) message.

1 22.  The programmable access device of Claim 1, and further comprising a
2 . plurality of protocol-specific state machines for a respective plurality of

3 protocol types.

1 23.  The programmable access device of Claim 1, wherein said plurality of
2 protocol-specific state machines include a transport control protocol (TCP)

3 state machine that, responsive to a control command, prov1des preferential

4 treatment to a particular TCP session.

1 24.  The programmable access device of Claim 1, and further comprising a
2 reporting interface through which the programmable access device reports

3 state information for active sessions to an external processor.

1 25. The. programmable access device of Claim 24, wherein the reporﬁng

2 interface reports the state information for an active session in response to



3 table are programmed. 1 16. The progranmmbl e access device of C ai m 15,
and further conprising 2 at |east a progranmable nonitor that nonitors at
| east onav@oogadmed traffic 3 type. 1 17. The programabCPUsecE3y devi ce
of Claim15, and further conprising & 2 policer that polices packets by
reference to programmed traffic paraneters. 1 18. The .progranmabl e access
device of Claim15, and further conprising 2 one or nore output buffers
for outgoing packets and an associ ated scheduler 3 that transmits the

out goi ng packets fromthe one or nore output buffers 4 through the second
net wos k i nt edlfczagorncfsmidicatp & aew eptengil sarwied cofiraiiet.hodol ogy. WO 02/ 44844
PCT/ US01/ 44397 57 1 19. The programmabl e access device of Caiml1l, wherein
the iHentified .2 nessage is a sessi on initiation protocol (SIP) nessage.
1 20.,The pr ranKB[H entified 2
rressage i's aéh@l nt er néettﬁo‘%'%ggﬁ&eg %t P?} %%I%a}%plyaaé\}/%gé ?r%‘;slgé;%%g 1 21. The
pr ogr amabl enﬁwoﬂs&edmdystemfsm@lmﬂhmdtcompmm nthe identified 2 nmessage is
a Resource Reservation Protocol (RSVP) nessage. 1 22. The programmabl e
acces3 device of aim1, and further conprising a 2 plurality of

prot ogol - speci fi Cﬁﬂe?dﬁs@?&@c@%g‘(@krﬁs va‘ﬁééﬁ&tdt ‘i‘%irﬁ'dé&%ﬂkt YitePfacd oPh Ot 0CO
types. 1 23. The progranmabl e access device Claiml1l, wherein said
plurakity ofprograposide atcespdevits, diltstiag hermgubs MCkmame peogramnspby t
control protocol 3,s e machine t sponsive to a control
comafid, pr o¥FCHE sc{hﬁ?cgftgﬂ%?#‘?%fn S%@?Whﬁ‘fhP Xglbaif"{l PEUIET “FCE?’% ession. 1
24. The progpgilEmehedaccess device of Claim1l, and further conprising a 2
reporting interface through which the programmabl e access device reports 3
statesinformati on for active sessions to an external processor. 1 25. The

progr arrmabl € acc egz'tsss%eg\ﬁ'de&iﬁgd r%s%!aé@s%él an @Q@H&‘l ﬁo&&gorr &P géMcg%roceésmg;

10 and
11 ‘
12 | for messages that are not identified, routing packets by reference to a
13 forwarding table in the programmable access device and outputting the routed
14 packets at a second network interface of the programmable access device.
1 27.  The method of Claim 26, and further comprising receives packets at the
2 packet header filter directly from the first network interface.
1 28.  The method of Claim 27, wherein the packet header filter is a first
2 packet header filter, said method further comprising receiving packets at a
"3 second packet header filter of the programmable access device directly from
4 the second network interface.
1 29. . The method of Claim 26, wherein filtering comprises filtering packets
2 for service processing based upon protocol information pertaining to pro_tocol

3 layers higher than layer 3.



2 interface reports the state information for an active session in response
to WO 02/ 44844 PCT/ US01/ 44397 58 3 allocation of service to a new externa
service ovobreisher. 1 1 26. A nmethod of packet handling parT/as@vagranmabl e
access device of a 2 network access 38ystem said nethod conprising: 3 .4
in response to receiving a series of packet at a first network interface of
a s programmabl e access device, filtering the series of packets at the
programmabl e 6 access device to identify nessages upon-which policy-based
services are to be 7 inplenented; 8 9 passing identified nessages to an
external processor for service processing; = 10 and 12 for nessages that are
not pdentifged, TRekidMbPSCRREE JBYaidefuethen@endridimy polidifeopavkeribyg table in

t he programmabl e access device and oqutputting the routed 14 packets at a
secord net weterenee teriraife parametess piiligna Apabies in thegres@rynable access,  The |

met hod of C,ai.m 26, and further conprising receives packets at the 2
packét headg$w?$lter directly fromthe first network interface. 1 28. The
met hod of Cl aim 27, wherein the packet header filter is a first 2 packet
header filter, said nethod further conprising receiving packets at a 3
second packet header filter of the programmabl e access device directly from
4 the second) net yge ko dflbehF 6 3b, Serein g 158§ mahiahgpadketyther ei n
flltérlng conprises Tiltering packets or service procesSsing based upon
prot @col i nfak dahbotonderh aiith the thffiqpasdmeteds. 3 | ayers hi gher than |ayer 3.
WO 02/ 44844 PCT/US01/ 44397 59 1 30. The nethod of Caim 26, and further
conprising policing packets by '

1 32.  The method of Claim 26, wherein the programmable access device

2 includes at least a usage monitor, said method further comprising monitors-at
3 least one traffic type in said series of packets.

1 33.  The method of Claim 32, wherein the usage monitor has an associated
2 threshold, said method further comprising generating a reporting event for the:
3 usage monitor when the threshold is exceeded. "

1 34.  The method of Claim 33, and further comprising communicating the
2 reporting event to an external processor via a reporting interface.

1 35.  The method of Claim 34, wherein generating a reporting event

2 comprises generating a reporting event in response to a session activity level
3 threshold.

1 36.  The method of Claim 32, and further comprising monitoring faﬂts

2 utilizing a fault monitor in said programmable access device.



2 reference to traffic paraneters utilizing a policer in the programrmabl e
access 3 device. 1 31. The nethod of C aim 30, wherein policing conprises
mar ki ng peekzi4s44 2 that do not conformwith the traffic prebwseiens?7 1 32.
The nethod of C aim 26, wherein the ppogramuabl e access device 2 includes
at | east a usage nonitor, said nmethod further conprising nonitors-at 3

| east one traffic type in said series of packets. 1 33. The nethod of C aim
32, wherein the usage nonitor has an associated 2 threshold, said nethod
further conprising generating a reporting event for the 3 usage nonitor
when the threshold is exceeded. 1 34. The nmethod of Claim 33, and further
conpt i si ng §oNMURLE g S €laird 26SRAT fukher @ngitisidgbufferimgtaguihg processor
via a reporting interface. 1 35. The met hod of C ajm 34, erein generating
a report i ngpsoketstin dne onprdrs eytpye heiers ithipid PIOGHERTANG 26SFEHECYIFPr esponse to a
session activity level 3 threshold. 1 36. The nethod of Caim32, and
further conprising nonitoring faults 2 utilizing a fault nonitor in said
programuabl e access device. WO 02/44844 PCT/ USOL/ 44397 60 1 37. The net hod

of Claim 26, and further conprising buffering oytgoing..2 packets in one or
nor e zout put 3Buf f dhs mqth@@pﬂgfw@g%mﬁh&r@%&%@%é%%g@mgﬁéa. The met hod
of Caim37, and. further. c | .5l SE I BESR &1 on of

out g&i ng payﬁﬁ%‘sw{lﬁ?ﬁuEgﬁgx{%Agﬁgerg%n%%gﬁ%ﬁdg&?ntda??épgfto 3§§upport

mul tipl e quakhior Abitees yhdRy of sasie clakse39. The nethod of O aim 26, and
further conpri'sing programm ng said 2 programuabl e access device through.a
control interface of said programmable 3 access device. 1 40. The nethod
of "Claim 39, wherein the programmabl e access device 2 further includes at

| east one progranmmable nonitor, said nethod further 3 conprising nonitoring
at | gast onegpr ogriamEtol bATldim 26/pad fitriter zomprising grogramming said

2 programmable access device through a control interface of said programmable
3 access device.

1 40.  The method of Claim 39, wherein the programmable access device

2 ' further includes at least one programmable monitor, said method further

3 comprising monitoring at least one programmed traffic type utilizing said at

4 least one programmable monitor.

1 41.  The method of Claim 39, wherein said programmable access device

2 includes a policer, said method further comprising policing packets by -

3 reference to programmed traffic parameters.

1 42.  The method of Claim 39, wherein the programmable access device

2 includes one or more output buffers for outgoing packets and an associated

3 scheduler, said method comprising transmitting the outgoing packets from the
4 one or xﬁore output buffers through the second network interface accordi'ng toa

5 programmed methodology.



4 | east one programmable nonitor. 1 41. The nethod of C aim 39, wherein
sai d progranmmabl e access device 2 includes a policer, said nethod further
conpri si MO ppk48ed ng packets by. 3 reference to programedPCT/akén/397
paranmeters. 1 42. The nmethod of C ai 139, wherein the progranmabl e access
device 2 includes one or nore output buffers for outgoing packets and an
associ ated 3 scheduler, said nethod conprising transmtting the outgoing
packets fromthe 4 one or nore output buffers through the second network
interface according to a 5 programred net hodol ogy. WO 02/ 44844

PCT/ US01/ 44397 61 1 43. The nethod of O aim 26, wherein the identified
message 1S %ﬁesstﬂé‘meﬁno‘dﬂiftdléﬁﬁ 08, WhALAGRS idemtifidd ABRASOR a sbsdidn The net hod
of Claim 26, wherein the identified nessage is an Intefnet 2 Goup

Mul tizast Priniteatioh ptdt@hd)(ShR)gsesyege.1 45. The nethod of O aim 26, wherein
the identified nessage is a Resource 2 Reservation Protocol (RSVP)
nmessage. 1 46. The nethod of O aim 26, and further conprising maintaining
in said 2 -"progranmabl e access device a plurality of protocol-specific
state machines for 3 a respective plurality of protocol_ types. 1 47. The
met hod of O 44.m 2The misthod of Gaimi 26/ wherkintthe entilfiet wewresisaailptegnet2 st ate
machi nes i ncl,ude ra ort I tocol (TCP) state machine, and 3
wher ef n the‘ﬁﬁ?ﬁﬁgh&ﬁﬁaﬁgP&f8ﬁ3¢¥@§§n§%%$?ding preferential treatnent to a
4 particular TCP session by said progranmabl e access device in response to
a 5 comuand. 1 48. The nmethod of Caim 26, and further conprising
reporting state 2 information for active sessions to an external processor

via a_reportjhg interfa f LRIMRRY b 49. The
net hod of O {}ﬁ]m 431,1‘3 Wr?g}ogi Oﬁeglgl&)r&?’i ngérg%rrprl sggéﬁer(g%gss? ?engeatv%%%g{c;et e 2

i nforgati on RederatiocdaFrbiveolS@SVPImessageesponse to al location of service to a
new . '

1 46.  The method of Claim 26, and further comprising maintaining in said

2 ~—programmable access device a plurality of protocol-specific state machines for
3 a respective plurality of protocol types.

1 47.  The method of Claim 26, wherein said plurality of protocol-specific

2 state machines include a transport control protocol (TCP) state machine, and

3 wherein the method further comprises providing preferential treatment to a
4 particular TCP session by said programmable access device in response to a

5 command. '

1 438.  The method of Claim 26, and further comprising reporting state

2 information for active sessions to an external processor via a reporting

3 interface of the programmable access device.

1 - 49.  The method of Claim 48, wherein reporting comprises reporting the state

2 information for an active session in response to allocation of service to a new



WO 02/ 44844 PCT/ US01/ 44397 62 3 external service controller.
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3 external service controller.



