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WD 2004/ 019254 PCT/ US2003/ 026414 HARDWARE- BASED
CREDENTI AL MANAGEMENT BACKGROUND El ectroni ¢ comrerce
W@ e@anmesce) and busi ness-to-busi ness (B2B) PCT/US2003/026414
transactions over the Internet or other networks have
a critical need for assurance and trust in the 5

comuni ¢ ar I ons.
when a AR AREBASELERIGREN kRl IARACERREN: nor
partner, the receiving partner wants to ensure that

the communication receBACKGBOUNRed fromthe sending
partner. For exanple, a supplier receiving an order

f or Mestionid ddona&os (HUIveEnstéE)nd basippsyto basihesqB2B) ensactions
supplier wants to nmake sure that the person sending

ovgilhtﬁe Eﬂtgﬁl@t srothdH DRk Blved érﬁlcmgj&eas% ¢ B tAROR the

e contract, not an I npostor rrent

ner chant s, ers liers auth |cat
coRBRHRHNER baNEOLE T eRn g e Botin g by Abfiiner recivge o

security credentials, such as dlgltal si gnat ures,
Commym@gpamanoﬁ@}@aﬂwrgﬁhﬁ xéceang parinenwasts ip gnsuskbakthe

Generally, this requires conplex or specialized end-

coRMurigatioh esteiet & indedibfiaend seafipk ipagthéro Fol egimpleya supplier,
client platforns Credential 15 managenent is t he

reée?\HHg?ﬁ? Pﬁf&h (ﬁaﬂé 1{)2[0931% s &t&:‘l}”&ﬁﬁrabtt ﬁpher wants to

t war e raries
nt egrated, wi th t t war
m%@isngf thikibppEpe e %3%34(‘6{ FdeaR bR V%%F%Ew Fubiet made
DESCRI PTI ON OF THE DRAW NGS Enbodi nents of the
th¢ eandract, opt aneynpestobest under st ood by readi ng the
di sclosure 20 with reference to the draw ngs,
wher@irfentll) @eiicBarks, Hnosys aadsupptiodianthehiticite commuohications such as
transaction across a network using Partner
coftiPATY B o Sy bR s fHoE@Burity credentials, such as digital signatures, cryptographic
keys, digital certificates and tokens. Generally, this requires complex or specialized end-
entity credential management application logic on client platforms. Credential
management is the foundation of the trust infrastructure. It is typically handled by
software libraries, which must be manually integrated with the software applications being
used for the actual transactions.
BRIEF DESCRIPTION OF THE DRAWINGS
Embodiments of the invention may be best understood by reading the disclosure
with reference to the drawings, wherein:
Figure 1 shows an embodiment of a partner transaction across a network using

Partner Communication Systems.

Figure 2 shows an embodiment of a transaction system.
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Figure 2 shows an enbodi nent of a transaction system
1 WO 2004/ 019254 PCT/ US2003/ 026414 Figure 3 shows a

wo bamobess of an enbodi ment of operating a crePEnUSENN3/026414
manager (CM . DETAI LED DESCRI PTI ON OF THE EMBODI MENTS
Figure 1 shows an eCommerce cormuni cation environnment

bet ween artner 5.eac r{.ner .
Compiatte SERONS /v Rt pES SrigsFueRekopRRKAE b ifdeets] gisnager
used here refers to any conmmunication system enpl oyed

(CMD- al | ow one partner to conmunicate with another. For
this exanple, assune that Partner A 10, is a

manuf act ur e DETAILERDESCREPTION OF THE EMBODEMENTS
parts for Partner A. They are relying upon

net ‘@Q%Llfr =has, Eﬁf BN feAld BBSnuniSHBR eAvirddient BEt%Je'éﬁ two partners

or ot et wor k, aIthough they could al so

nuni atln 10|n V. twor k
et P ot frylfiodt St @ R Rt rp RS e used here
| argely public Internet realmthan they are in VPNs
refgricforap comUaITREteresysinm Penloyehto allos onsarigerde cogmpaicate with
run across the far-reaching and ubi quitous Internet.
anbitee FdiahisteR@mpler assurhatiert Reding A, U9l aherarmfactdrer, and Bartner B, 18,
the current Internet as well as any successor networks

ish Qﬁ%plie{]@? eﬁrﬁkfﬁlsPérﬁr%r Bl 2 'aﬂa %B@ng oA RtwdR-Uadéd &Qnﬁlth@icatlons

se O err connunlca i ons artners A and B nm

S RS, 3 Bhec LOLRETR OB: EE Ba  ca
th(év)‘zq?h the network. The packets rra “hop' from. ane

in gevingenl privafgnetworlo (VBNY) However, S%F@Wﬁ@@l‘i%‘?%@ darthigher i the
firewall or an Internet security appliance, to the

lamgeytpubtit eemet fealm thao thegraraimr VENs pad niost e@innmemmppldaqations are
a conmuni cati on nmay nove frompartner A's 20

de%%ﬁéﬁ‘f(‘)' teAh 8BroSY b SR Rhchkth mrﬁi%htoﬂs fnanat Mot Sk Ble term

a server 14, another router

Internet as used here refers to the current Internet as well as any successor networks that
may takes its place in the future.

During the course of their communications, Partners A and B may route packets of
information, such as order requests, contracts, purchase orders, and statements of work,
through the network. The packets may ‘hop’ from one server, router, or any other
intermediary such as a firewall or an Internet security appliance, to the next between the
two partner endpoints. For example, a communication may move from partner A’s
communication system at 10 through a hop at a router 12, a server 14,another router 16

and another server 17, before reaching its destination at partner B’s communication system

18.
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and anot her server 17, before reaching its destination

at partner B's communication system 18. 2 WO
WQOM400RSP54 PCT/ US2003/ 026414 At any of t heseCTIOR®P3/026414

as well as between them a hacker or other attacker,

trying to insert thenselves into the transaction,

coul gap he i nf he

ot HETRE Hiefabeion e e birdoin iy a Boglet alStfer iR, wing o

or to m sappropriate funds, as exanples. However, for
inseritherpaalvesaniodhe trasactions eqwld caniurerihe mgommations dhe ingry may be to

or herself in 5 the transaction, he or she wl|
gaﬂreobﬁdsrln)atidﬁ abbutlone ok yongof the pmwﬁEom&ni@ﬁpﬁrb}ﬁiate funds, as

partner's identities. Security procedures allow a

errﬁ hieB e HoWeF&! ¥or RehafevErEaRNN tﬁ@&t’ta‘%ﬁeﬂ 19 P}é/ﬁfr% th X%&EQ%S ot {¥self in

onmuni cat i on receli ved was act ual

rtn rit procedur i ncl
th? BBn B e 2 TS s i BY trergégo BB aD Sty
a d| gital certlflcate or a token, In the exanple of
ldemt!glesr eSepuriy preeaiirstalley apasterecIBNg 2conuyunicatioariaVerify that
t hese procedures. The PCS of either partner may take
thocenmbinisaticer @teital was achmdlydidao theratier pafina@indt andmpystbe Security
Is shown in Figure 2. Wthin the PCS is a Transaction

prooba i@k eng %Pﬁnl?iﬁ%s‘%gés drdl hEI®) 919@ %iégyhﬁo _I%bﬁhlc key, a d1$1ta1

transactions | o and o0t fromt € processo

ol TEy b B B, Mo i &) Hymay

as 15 necessary to allow the system 20 to conmunicate
hapgle thesmpiasedyes-+ 23. The conmuni cation system 20 may
al so include a nenory 28, which may al so be part of
t he Time PGS0 fles ther partneiag Gaklerone n&sevetad ﬂdrmsn()ne tiabodiment of such
nmenory may include a protected donain' allow ng the

a soMerdls IR WIRHEFiES®e 20fWRRINTROPCS %s%“i‘%%c@i%n stéf q@?.erhis system
protected domarn is a partition of ry t can

is espéﬁsﬁ)?e A G&as a&%ns%nt%%& %lu{1 from the PCS. The processor 24, which may

also be referred to as a ‘host’ processor, calls upon the Credential Manager (CM) 26 as
necessary to allow the system 20 to communicate through the port 23.

The communication system 20 may also include a memory 28, which may also be
part of the memory used for CM 26 In one embodiment, the memory may inclucie a
‘protected domain’ allowing the CM 26 to make use of common resources of TS 20. The
protected domain is a partition of the memory that can only be accessed by certain
processes and in which CM may reside. The CM is responsible for storing valid incoming
security credentials as will be discussed later.

The CM is responsible for storing, locating and registering security credentials, as

well as validating security credentials provided as part of incoming messages. These
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20 processes and in which CMmay reside. The CMis
responsible for storing valid incomng security
w@ee@wden2sal s as will be discussed |ater. The OMT/BS2003/026414
responsi ble for storing, |locating and registering
security credentials, as well as validating security

credenti a d as nmn
OPPHECE oS SR P eSS RO ST 2 Fignge @
may be referred to here as credential transactions.
sefiate AwYiee sualnastiegeacrabpyrpesaroerssarce digifehsignal grocessor, an
gener al - pur pose processor, a digital signal processor,
applicatiaf Bp¢cifié indeprapd CirduiiC a ifiBldego giastinable gaté hrray of Exededtable code
programabl e gate array, or executable code running

rulhgn% ﬂ"%fntﬁl f BE&SHObut vAittin e Sﬂ}bt@cﬁea oRGAE 8G4E thfl BFhBssages may

e rressages may I nclu e contracts,

e or der,s, nment s tc at th ect
m‘ﬁﬂ‘iﬁ cquiragts, purclase ﬁlgly @Es &hets Puﬁfh@,{ﬁ-}] P ks part of the
security credentials. Wthin the CMis safe uard for
meshzge Wil sooinglude seeugip eedentials CWifkin &K&M is pgatepparder the
mai n processor 24 of the system?20 is operating in a
platforisiped whitidthe CNIds 6ératinge dfifhe medih provessor D4 bhthe Sidtem 20 is
allows the releasing the appropriate operationa

opEf: aﬁﬁgzﬁ}f {1 ahstedRR RSP EM Bfc rRhis i AHEERIM 0¥ sShe releasmg

t hen ows 10 the’ CM 26 an e processor 24 to use

the oper at i onal ent to interac

th S P oPePRaPr, el Fsiarnie oot el ey tlows
the systemplatform20 if it has access to the

theEdf 36 peshiie prpasawn 2 40 usedhappapianal sisdentialsde intgrmct withother
operational credential refers to operational security

pléifeeagn Thabthet pRtformshvilbdedy idtafacttvich theaytomrplatform 20 if it has
operating in a secure, or trusted, node. 15 If the

ac@%q@% e g%ti@ﬂ%rg?édgﬁtldlﬂa\%ﬁ’lﬁﬁe N&?@tfhﬁt thg?éfﬂ%per%ﬁﬁﬁcredentlal

e trus een vi ol ated, whet her

cessor not..op eratl car ctI t
refgbe e st gt Bl p R EERG ﬂ}?&zlat?%msoge%ﬂsg ina
operational cr edentl als. This effectively
secure, or trusted, mode.

If the platform 20 operates in some ‘unsafe’ manner, where the trusted mode has
been violated, whether the processor is not operating correctly, or the memory becomes
corrupted, etc., the CM will not reléase the operational credentials. This effectively
prevents the TS from functioning and therefore prevents communication between PCS A
and PCS B. Similarly, the CM 26 may provide all or part of the mechanism guarding the
protected domain.

The CM 26 also guards against invalid incoming credentials, protecting the
transaction system from interactions with other, untrusted platforms. The incoming

credential is received by the port 23 on path 27a and passed to the CM 26 on path 27b.
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prevents the TS from functioning and therefore

prevents communi cation between PCS A and PCS B.
w@itlosmby, the CM 26 nmay provide all or part PET/UR®03/026414

mechani sm guardi ng the 20 protected domain. The CM 26

al so guards against invalid incom ng credential s,

rQt ing the . transaction s frominteractio
T Y i 4Pt oP e r PPl 25 ipahP Rt A ng b6 port 23 then can
credential is received by the port 23 on path 27a and
copEEBepte Bus tgsultwn pghadabp how& crgdeptialspmd respdts San be transferred
PCT/ US2003/ 026414 The CM 26 returns a valid/invalid
to befiol prograpiteRedidiag inmicherped patR35. The port 23 then
can communicate this result on path 22b. Optionally,

cr edght SnBoditint SSHE irivefidth, *&%néaﬁgﬁ:]sfng%ﬁ ﬂ%nCIg[gaéQ Rock STt via

prograns executing In nenory on p
di ment of_.t i hvention, transact.i with.the
SO Sn el e b RGeS A ottt o
. Object Access Protocol (SOAP) provides a platform »
indepgedrah mears for arrénaroio iptgracheadrassithe Interagtawith fdk itpsonerability.
Internet with full interoperability. One aspect of
Orfs@Apedt ©f SOAPSOAR S0 APtdiditad signattitercderadesrdndlsding ao klethengreferred
an elenent referred to as the KeyElenent. This is the
" ire > gl e - . _
e R e PR hah it SRRl e o
security..cre bal .nodul.e does.not 10 require a
coB F e M AR ProudiE HEwaiEr P Sfeunity Sl matle dops not
IS designed to be conpatible with all such
requirerany aticula publicley paicrrgdential oufvastrudpre. Thisdlerigred tg bs09
is an International Tel econmuni cations Union

compatibhewvithedli such finfrasttiigtintea incheding Kf500a8,e8PKIsandyREP. of
security credential. SPKI is the Secure Public Key

| nf ;28509 ChUhRmaABHal TRIRomtnuRi@libys GRRE rgd'c;n’{rﬁ&%ﬁeation for digital

Key- based security credentials typically provi a
A g o L R
P(;Pr i%rpretty Good Privacy. Key-based security credentials typically provide a user with a
pair of keys, one public and one private. The public one is disseminated to all parties from
which the user desires to receive messages. The user then uses the private key to decrypt
messages encrypted using the public key. These are just examples of security credentials
and are not intended to limit the scope of the claims in any way.

Using the CM of Figure 2 allows the TS and the PCS to take advantage of a
hardware-based trust engine to integrate authentication, digital signature and encryption
services, such as certificate processing and revocation checking. The CM can accomplish
this without the constraints and complications associated with proprietary credential

software toolkits, such as PKI toolkits.
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25

whi ch the user desires to receive nessages. The user
then uses the private key to decrypt nessages

wepmryped using the public key. These are j usPCT/US2003/026414
exanpl es of security credentials and are not intended
tolimt the scope of the clainms in any way. Using the
CM qf:_Fi al | the IS and.the PCS to take .
v aripsd B S g RPameAres aiBAe 14 Sa e sty Grodential module
integrate authentication, digital signature and

to deferiige i mequpipg ceadential dnvalil and therefosenf dhqyantens of thg message
and revocation checking. The CM can acconplish this

cambe¢ hrusted.t Ae4@dhes sacaritytcsedentalds niined: Thisanasisodinatie thany ways;
with proprietary credential software toolkits, such

an@pprokth éspé@iﬁieitb SOAP W BOGELRISAR M FETELDIR03! R2BA Utk credential

Figure shows an enbodi nent of a nethod to operate a
[ ' I 0 ] if _an .ncon.n
paREHE ROt 1 herelER of el BB o B msRahieg
t he nessa can be trusted. At 40, the security
TERIPSSHEAOR 8 ﬁﬁesre%‘fcgr e §OAFh the teprpsadatipn faay be dasignatpd py 2
an approach specific to SOAP will be discussed in nore
unifetmardsotme edentifier ARD).t he credential 5 path is
de-referenced. De-referencing, as the termis used

her ©ncBe@sath Bas IREH 6ferrfinE&RNE SAMIB I ML Phih IsMecked at 44. Path
resource. In SOAP, the representation may be

j Lior-mr r i tifier.(UR ),
vl o IBh P By B EIP A Bl PR R kiR Tt ggme
ath is checked at 44, Path validation generally . )
SOyt Sy TAE¥aliRL Lt rplfntial fals ¥ iaiamPLRD. O thorraedsntialesetiogis valid,
is valid. If the 10 source is not valid, the
that iscttie pathdlas bedn wrifietlj thatiedential is5Ben tHeckérbtoatetmtminic ifithe
source is valid, that is the path has been verified,

crddetifl hegiesthirabokied at £ MVeHR6HKEaviaflable t@bHcBeitaf tridke&redentials,

credential has been revoked at 46. Monitoring
s e e RRYAEEEn LRI CALR Bhph OB er ARG
g

tifi St at
Prgfggoll(I)lcgﬁs Sqay dg thuig If the credential has not been revoked, the credential passes

validation and the credential is stored for further use at 48. If the credential has been
revoked, the credential fails validation at 50.

Specific implementations of the de-referencing and validation processes will
depend upon the nature of the credential. As mentioned before, the credential may be
provided as part of a Signature element of a SOAP message. The SOAP message may
appear something like this:

<ds:Signature>
<ds:Keylnfo>
<ds:KeyName>
<KEYS4YOU>

</ds:KeyName>
</ds:KeyInfo>
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Protocol (OCSP) may do this. If the credential has not
been revoked, the credential passes 15 validation and
wao b@4poresential is stored for further use at 4BCT/US2005626414
credential has been revoked, the credential fails
val idation at 50. Specific inplenentations of the
de-referengi nd _val i dation processes wll depend
upon the ﬂéﬁ-@%@g‘weﬁ he credential. As nentioned
before, the credential may be provided as part of a
Signature el ement of a SOAP nessage. The SOAP nessage
In thiy parficulapgremple dheKeyMane iskke kdyi provided witithmermomenication.
<ds: Keyl nfo> <ds: KeyNane> <KEYS4YOU> 25

</ dsThéegNBweRld théricite e Hoaie GronDwRRAA 8NdRAwas provided and
PCT/ US2003/ 026414 </ds:Signature> In this particul ar

L R N O E
e B N RS RS S s

revoked. If the credential were still valid, then the

‘ doaministugsest earlierkKeyName, possibly in the protected

domai n di scussed earlier. In one enbodiment using the
SOA br@embsditnenpadily halSIOXER framewoik, hith vdHatiohehSf iabkibe

validation. Three elenents of the SOAP signature,

refetABLHIBNEE NPree elements of the SOAP signature, SignatureMethod,
SignedInfo, and SignatureValue, may be parsed from the SOAP payload. SignedInfo is
the information that is actually being signed by the digital signature. This is typically
canonicalized, meaning transformed into a well-defined, standard format, with a method
that is shown in the element CanonicalizationMethod. The SignatureMethod element is
the method that is used to convert the canonicalized SignedInfo into the SignatureValue.

In addition to the elements provided above, the credential may include an element
called References. Each Reference element includes the digest method and resulting
digest value calculated over the identified data object. A data object is signed by
computing its digest value and a signature over that value. The signature is later checked
via reference and signature validation.

In reference validation, the following process may be performed on each reference
in the Referencé element. The Signedinfo element is CanonicalizationMethod in
SignedInfo. This allows the application to see what is signed. For instance, the

CanonicalizationMethod may have rewritten the Uniform Resource Indicators (URIs) by

absolutizing relative URIs. The signature process must be cognizant of this.
7
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10 Signedl nfo, and SignatureVal ue, nmay be parsed from
the SOAP payl oad. Signedinfo is the information that
w0 g00a01284 | y bei ng signed by the digital signaPCF/Es2003/026414
This is typically canonicalized, neaning transforned
into a well-defined, standard format, with a nethod
t hat,i s, shgwn .in the el t nonj cali,zat i onMet hod.
The eghia st Pothesriedistion Btetnrh e ffgstfed Haps (g
used to convert the canonicalized Signedlnfo into the )
DigpsgiiMesthadspegified imits Refergnen speificatipn: Hehegeapratpdgligest value against
provi ded above, the credential may include an el enent
DigediVelhe RefherSinedinfo Retherddef &f thereevert ememismanel, wdkdatiohevould
di gest nethod and resulting digest value cal cul ated

faﬂ’.yﬁrm%sjﬂge hogatndk itlﬁgisddia%gcigpjeﬁaﬁﬁple'ﬁf 43t re6ferdnde validation

signed by conputing i gest” value and a signature

gver. that v e. The si ure,is.later ch ed .via
il it vafiaGh dps P et oBi < it RS P 8 scoe of
val idation, the follow ng process may be performed on
theglelnsef erence in the Reference el ement. The
Si gnedl nfo el enent is Canonicalizati onMethod in
Si griadhis hreanndit) b Sastdr nans tohearsgp kredemtiadsnint e oheeench agstanss has
si gned. For instance, the CanonicalizationMethod may

be@ﬁ‘ﬁﬁ)v‘i@e\ﬁfvl/ﬁén%n{plaﬁdlt@ Eifrxﬂ[a?’sﬁ?é‘ﬁéjfe@ﬁné PO LRnWage [iblAiSS. In
by I's.

absol utizing relative THe Si‘gnature process

st b ognizant.of this. 7 004/ 019254
i, B iSRG RA T paohaior wi WA B @ g asseayoaost
t hen obtai ned, and di gested. using the D gest Met hod
engipedhatidegs net requireRBy spafigusatione as sicugentbHiecesFary.
gener ated di gest value against DigestValue in the
Si griBdisndlthoiRell treemicas bebr déshbazl tethis paiy apagicaiac kmbodiment for a
validation would fail. It nust be noted that this is

m@hSPREd SfarBXAEPh Bardlvafe-BIsOE 88§ eAfink F6:9F2i05 g and managing
validati'on 5 within the path validation process 44 o
sefFlh-gcl}Jl :gfeeéllgwiaqg il i3 nBhtenBSE %QF sq.lcfl gpéc'iﬁ% }efetrléll?cesc’ &8 @gns%ered as

limitations upon the scope of this invention except in-so-far as set forth in the following

claims.
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In this manner, a faster nmeans to manage credentials
in eCommerce systens has been provi ded when conpared

wo eoogiom2bar systens relying upon software | i breeT/882003/026414
addi tion, a hardware-based inplenentation wll allow
users to have access to a trust 10 engi ne that does

equi configuration, as is currently

Wﬂ&%@s@ﬁ@?ﬁ% al t hough there has been described to
this point a particular enbodi rent for a nethod and

1-aﬁp&¢(§u 8l managempridewiee.cCCoRPENgt r ust engi ne for
val i dati ng and managi ng security credentials, it is
not aprdrecidédoinbiat asdich specific references be
considered as limtations upon the scope of this
i nv %%écféﬂh@lxlﬁﬁﬁ et WitRia tl{l/%!;ro?e%teﬁ%n{aﬁ{ ik drBddnfiS1 manager to
followng 15 claims. 8 2004/ 019254
PCT/ 003/ g2643i T IS CLAIMED IS: 1. A credenti al
man AGERER Cregeial Fansaghons; si ng:  a protected domai n:
and a credential manager within the protected domai n,

2.t e eredensial managementdeviee! chimdy erain e gessdential manager further
transactions. 2. The credential managenent device of
ctanprisks omdref the Brdupeompeidansd : al geenbgearpofaprobesor, a coprocessor,
conprises one of the group conprised of a

98 H%‘itﬁi §i %@ss@f %ect gl‘i)cfatloﬂs B‘i@i‘ﬁ?e%?a%d circ@itdh gkigal

sl g ssor plication speCific Int egr at ed
Circui f eld .
it s ﬂff??é?%%ie GetB orB L Aeviestst coppein
3. The credential managenent device of claim1,

3. whhe eredentisbmenaggeent dgviaeraf el I, shsrein thﬁtcr@en%%lmnm@ons
rel easing an operational credential when a platformis
ofiethat ¢orgprise releading &t @ebrativaiel credential when a platform is operating in a

trusted mode.
4. The credential management device of claim 1, wherein the credential transactions
further comprise validating incoming credentials from other platforms.
5. The device of claim 1, wherein the credentials further comprise one of the group
comprised of: a digital signature, a certificate, a token, a public key, and a private key.
6. A transaction system, comprising:
a credential manager to manage operational credentials and to validate incoming
credentials for incoming messages; and
a memory to store valid ones of the incoming credentials.
7. The system of claim 6, wherein the system further comprises a host processor.
8. The system of claim 6, wherein the system further comprises a communications port

through which incoming messages are received.
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4. The credential managenent device of claiml,
wherein the credential transactions further conprise

wo 200ude2sg i ncomi ng credentials from ot her plBCT/O82083/026414
15 5. The device of claim1l, wherein the credentials
further conprise one of the group conprised of. a

digital signature, a certificate, a token, a publ] .
9. k8 St ol e whigelp T aystoft rceectivons & fefeted fomain in

conprising: a credential nanager to nanage operationa

cwhuthrib¢ eredendiatimianagentdsifigs.e i ncoming credentials for

i ncom ng nessages; and 20 a nenory to store valid ones

100A th&Bod BESIErathetd @EEMtibPhSnagés, thEBetByS t@fp@ding! ai m 6,
wherein the system further conprises a host processor.

8. ?Q&-i\ﬁ}{g L McBhif %’g{ﬁlitg’créﬁéﬁ{izﬁiap %}{s Q?ed%ﬁﬁ%\lﬁﬁ%r{?géﬂ her

conprisesa conmu ns port roug

i ncom ng nessages ar.e recei.ved., 9 WO 2004/ 019254
PCT/‘%%’E%@%“FB%E&?CWW CFRIPNLGIRA, of claim 6, wherein
the systemfurther conprises a protected domain in

whi clsterimining ddbnsdcatityrezedegal padsisgakd; 10. A met hod of
operating a credential nmanager, the nethod conprising:

I ecdf jhieReciity tiRdertiadgathecvlid, detemeidiRitif tle saduritir€redential has
credential manager; 5 de-referencing the security

cre ' v determning if the security
creg%%%%:d{%gt di s valid; if the security credenti al

path.js valijd, detecrmning if the securi credenti a
P 1 5B shouey el s Bt Beriseyalir Foyhe HEGEHERER: has
not been revoked, storing the credential. 10 11. The
1nEheowtheid of ickiinn 100 wheweisy te incoméng seewiityveedsatialis eye of the group
credential is one of the group
comprised of: a digital signature, a certificate, a token, a public key and a private key.
12. The method of claim 10, wherein de-referencing the security credential path further
comprises requesting a representation of an object designated by the path.
13. The method of claim 10, wherein de-referencing the security credential path further
comprises de-referencing a uniform resource indicator.
14. The method of claim 10, wherein the method further comprises failing validation if the
security credential path is invalid.
15. The method of claim 10, wherein the method further comprises failing validation if the
security credential has been revoked.
16. A method of operating a credential manager, the method comprising:

determining if a platform is operating in a trusted mode; and

if the platform is operating in a trusted mode, releasing an operational credential.
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conprised of. a digital signature, a certificate, a
token, a public key and a private key. 12. The nethod
wotooglosi2ad 10, wherein de-referencing the securPC€lUS2003/026414

credential path further conprises requesting a
representation of an object designated by the path.

1 Th hod qf cl]aim.10 rein de-referepcing the
17, e, el T afin b e trefig ot ches SEpimpsreuElmgto relase o
de-referencing a uniformresource indicator. 14. The
nereAeiabi thg ausiedupodemsrheem viotatedret hod furt her
conprises failing validation if the security
18cThelmiethiod lof phairh 16 swhereial theltrustéd mblie hasthdea Ficlited b Milure of a
10, wherein the nethod further conprises failing
VRbdt dafck@pr i f the security credential has been
revoked. 20 16. A nethod of operating a credentia

ager., [t he method, co i Si ng; efermning if.a
19 P o8 SR B PGS, Hl e D aeted bf pgreach ofa

platformis operating in a trusted node, rel easing an
opfefastadslomaier edential . 10 WO 2004/ 019254
PCT/ US2003/ 026414 17. The method of claim 16, wherein
the nethod further conprises refusing to rel ease a
credential if the trusted node has been viol ated. 18.
The nmethod of claim 16, wherein the trusted node has
been violated by a failure of a host processor. 5 19.
The nethod of claim 16, wherein the trusted node has
been violated by a breach of a protected domain. 11
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