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invention relates to the protection of data, in particular a nethod fo

guaran teeing authenticity and integrity of digitized data on the basis of
biometric features. In the COBFQEF@%;#E%?%%Q&@I obal i zation in al nost all
areas of the econony, par ticararly I I on technol ogi es are of

ever greater inportance. This primarily applies to the progressive use of

el ectroni ¢ comuni cation networks, the best known form presumably being the
| nt.er net. THbis inverasn nejaientte thrapioterdionexfotadamge peftigdans methbiod fnguees-makes

it absolutely necessary for informatio 0 be transm fjed safely. At

pr esent teeipaythendcity ahe pategnty ?é@ﬁgb?@aifiﬁﬁ%omfybﬁl%éf’%@% CRMERS- of t he
exchange of goods. This data traffic is handl ed at present in some form
over electronic comuni cation networks (e.g. electronic transactions such
as e- comer geihe iirse Bprﬂ@r@efs@g}wanfﬁwm, alAdst A1) bRGs HTIRE 8S4HRRY pazpher e,
i nvol ves the need for the parties to the transaction to be able to rely on
st at enetitslatlymesain foembation dedinaiagieome affevengeatérampodtancadl ik @riniariigact i on
both on the content and on the identity of the other party. Since such

el ect r onppligstartbaproguessivense phelectranisasmmusication metw9rkisnthsi hest ksownr ect

contact .of the parties. an he data, atre onl. resent i.n electropic form
owever FompEsuTRSY SRR B Gyt escrsns Regmanpeskchanes sl ge

ot her wi i1 . i.hid i ' ' ' f

ot hor vt s 4108 L BSTLIY hbesdin 30 R0l AR R Brshac Lo, 8
reliabl gr&BRE hO{alBte hoh&afy frindadtiGhsSMatl tiah@adxceb@PtHa BE hedxicdhah @S BECt
to the protection of electronic stored personal data. Digital signatures
ar e onegoags. @hiedatartiraffict ik dandieden present/incswing faragoveneledtratt aommminyica-
aut hori zed persons, groups or nmachines can nmake changes_on data,

Addi t i oHanmgtwarksdges clartenie FeRsastigR sy ase-spgaraele Tinds furmmehedmmuknown
oL bR e R AR S TR Bt T L0 Tt ©
e . ! e ng. ' |
Seor et S00% Cpabl i REy Bt ReRURTIR But Al IR Rl on) Sh BT ", S

each ot hahsacliondssikiont the tchatest ghd ah thé Yeatity of tHecothenpaty . Biase bich deer et
key, normally as a special signature feature. The docunent to be signed is

first ctopreiseschpns(ewlisgltraagaditons) nethally inviedve ve directneprdagiedithe patked
with the secret key according ta a,predeterm ned :2 16 Y 2002

B gor | ¢ AR 21 G0 dethelt oRabaHIda SR FuButeneven B dndalPearBived

di gi tal si 1t U . | pd ey : nd
conpar LT RS eyfice IhEAERG B el Bt W AL RAP PSRRI BF plEHIERor?
whi ch 1 eadipkstebiionl ©€ muptadtidnt dika apainst magipwldtiont Fealizanoris mcprbdiveblgex. 1n
case of a match it is certain that the sent and received texts axe the
sane, i rdiablteheckhof/dathentegnity isradso ahgicptiimpimancenwith respest tortheprotes: 1t s
al so cert aiﬂr} tlhat only the senglreéé vﬁo.ii in the zE)ossessi on_.of the iecret
key, caHORRFEIgriramG ptaged Rersengldataydigstal signaturesats ane; way 8f copying the

ot her wi A T TR a s j. O ' oul d
nave 1 anaiegfigity ahd intogfty BP ghfa 0P HTRLIIR OLRE bk APmalhiEELafi Tl 1 o
fact t hﬂialéehﬂlaﬂgés/@h@aﬁ.Q’(tﬁiiﬁbﬁalbeléngéﬁm@én Beftaiewhtihes aa¢aiteierig atio t he
current | evel of know edge even i'f the pl ai ntext, the signed text and the
affili atlehtisubl i ¢ signature key are available to the attacker. An exanple

of an asymmetric encryption nmethod is A, The RSA nmet hod was ha after
its devel op&OWIRSIEARHITE Mathodsyse %ﬁﬁ-cgﬁ%dﬁ%yr@ﬁet%mat%rr&%&e ﬂm
presented .the nmethod in 1977 (" Di gjital, .Si,.gnat,pyres and Public Key

Crypt 05_5?7@?1&%)}“5 q‘?sﬁfbbao?lgg}bor‘{/wﬁﬂpe Eﬁﬂﬁi‘iﬁéP t%éfoé _(%m’%e_ch_ni cal Menorandum
82, April 196fkad am%éa%ﬁwﬂe%i%%hpésﬁs@ém% g %Enghitéh @gﬁaﬁhpreeé and
Publ i c- Key Cryptosystens,” Comrufnl cations of t ACM=2/ 1978). RSA I's based
on nunbsedreeand a pablicdeyatvhicishaveta bataig nasthemmticliralatioaslyp toeableoshear e

difficult to factorize, i,e. resolve into prine factors. This is the
so- cal | 4@ gsneryeithadigiinl staswtumthersrndss yoerlis sesrstikendiosmadlytasiasspssiayr eat

h he. i i | be .b b f k if
the. keyS ity o i s P Flanfaf B tmeaed ol E BB e el rhus,
such an n?e?MGH‘PﬁlEirESLﬁHﬁ% ﬁwgaés@ NnRES W96 tRE rs&x{cl;ﬁk@y St Q8 8 CHPRAb LRI RA

associ ated uniquely w si gnature key. e ;assocli at’i on of a signed
docunent on or organization is still problematic, however. For

it to suN ﬁmn\m\mm\mol | owi ng conditions nust be guaranteed. Fi rsﬂmmmu‘mwu\“"‘“\m
the rightrul, owner has access to his private signature key and, .
each public I?%’y has the rightful owner of the affiliated private key*66166*
associated therewith in unique fashion. To neet the first condition there

o B L T Y ] I Y A 1 - Y b1 .




ties:-third parties who are not directly involved in the transacti %2 and
whose trustwor -3°1 6 MAY 2002 trustvorthiness can be consi der ed b MAYai2B02
The system of mutual trust and checks is fre quently called the trust

Todel Ak e R AN SRR bl s RPN 4 101 0

checkin ataintegri contracts conc tronica t he
I nter ne%ur@.rTH@%é?ﬁ{engﬂB@ InetWieE ko ERES 3! docuhtng aRd 'c@ﬂ?pafé‘sf t-hise?i%gg'ﬂm rce);
controlled access to resources (e.g. data connections or “external “nmenory

syst ens withptheatigestcontaindd dathe digitallsigaatuexpbichedsudtsty decryptihg thy sighgt i on
pl ants; personal data nanagenment (e.g. patient data managenent or in
gover nnéne veitle the senider'dpublie kepvlaraase of amatgh shis icertpin thet theageat andeg-ous

possibilities of attack with gignhature net hqgds kno t.oday. These are
br esent SEVPA tatp 461 the 39, &S BOPRABYnDSFTLREIiGF ey RV IaHENS ar FRSIEkap e

-call . f d
S A IE G PSRy YR TR TR e by sy 900

protection agal nst a . acksy;
brut e- f gaf Bad basdatdiBhAki gt Heasks BB Iphbﬁc Hta{dmﬂ@ oftferwhshott 'R, ey, 1S
stored. However, replay and fake-term nal attacks (RA) as well as attacks
on t he usdramsforenateinatoi the loyigmad i géshgoulid. lavetaleant plaee.d systens are a
security risk with respect to such attacks. Sone systens attenpt to protect

users from tREPECEHH plemefgimatignatureyetimesis besed ahthedpetibel the prtateds are
| d. Attack t t . nopdel (JIMA t i db t
o v derigraiird eReannebss Sea R Ascol i ko Helntiine el o G RV IR ™
. e h : L . . .
fS )e/:lt 3p1es SEIJF +lﬂgee)& %jgfgcs?é%e?d@ ngt Lﬁ{%hagﬁgagagjneri ZS ri vatkeégi?rglnag’tgg%@'eﬁgy and
a sanpl eheittduker oA N RRafipheofan aghhedtiicaidraption afethbdisdR AL dhe RSA

representation of the neasured bionetric feature are, Er esent in stored
form Theethod wawinagnehafterfitscdenel onans:i Renald h.. Rivest, AdeShamamandrheonasdr

bei ng. 1 AMlemERETBP eI Al BROOd 10 P74l dn IPtELSigan s Bn 0g BHOC s at o,
If th i fo i I h

a thr osharbosgrigfts  MTTARMAGH K EhBuldRa et REBh RN RcrhGreh Bt 62, P20
fected iAprf1934en an@in 3998 gt'A@M,eﬁJo%%& CHSHAR Digital SeehAhtR anddadlichRey

bionetric data ° encrypted or in plaintext -~ are transferred over networks.
The pri ayptosygeatst €okmyunisati@iseafsthd AQWE2119E8). REAts based dni nembér-by
signing the docunent digitally. The RSA nethod or another asynmetr.i

encr ypt tRAPTHEORSIderations i being aﬁﬁ}lméﬁh@uargqnu@bﬁrﬁ@a@éﬁfmyltitﬁﬁql@ﬁ%}ﬁg,ed on a
t d ther t. - St h The si -4, hard :
The. si ghec aBEaHER PHERLF ol P E byar SRt e Rtk B v P ReE
oper at i @Bnjpuitind! i ?s%@%&eﬁ?ﬁﬁ? tiRf eﬁc'??pﬁ&?ééxﬁvi%‘ﬁll&%& bENRbREEDLY B¥brufe- 6
UU2 The Security of said nmethods is based on"the private signature

key not foreawittagk i ithesiesys tare awithblyy Whosdm Ncheryptatellyelc attdcks kse pablishedn t he

private signature key itself are . ) .
Thus, such an asymmetric encryption method permits a signed document to be

associated uniquely with a signature key. The association of a signed document with a
person or organization is still problematic, however. For it to succeed, the following
conditions must be guaranteed. Firstly, only the rightful owner has access to his pri-
vate signature key and, secondly, each public key has the rightful owner of the affili-
ated private key associated therewith in unique fashion.

To meet the first condition there is the possibility of identifying the rightful
owner of the signature key by biometric features.

To meet the second condition many systems include so-called trusted third par-

ties: third parties who are not directly involved in the transaction and whose trustwor-



t.hus i npossible as long as the smart card remains in the legiti matgso r'@z
hands. An exanpl e of a nethod wherein-Both the custoner's private Si'g u?’
key and a prototype of the digital representation of the neasured bionetric
feature are present in stored formcan_be found in WD 09912| 44 Al. The

met hod BREpEEEEness oap oeomsideredeeipigy e systaa ot matyad dishord cheghsdsdra- i n

stored form.in ntral clearinghouse. The latter digitally signs in the
user's ﬂ'é‘?ﬁreﬂ}f ?alfﬁ‘fg&] itEY54 OéFe‘f t he neasured bionmetric feature fromthe

prototype i x%ﬁ%ﬁéseéf thB3Re §|f ggﬁl\%ﬁmlrﬂetﬁa é’for. d \fﬁ:%tiofl@;?lld.rﬁ% doRfspposed

in WD 0991214 has t he antage tha i nherently involves sone
securit mt@%@d@d A8Bcortrdcdd toncludied eleefronidally bf/usthel IagerheBsieindthécdathingh t he
bionetric feature is read, the clearinghouse and the public networks.

Faket er wionk] elattrawik ramsactidnsy cpassomimercd)h eontroldediagiesato respnessife.at i on of
the bionmetric feature can be read into the reader (sq-called replay attack
(RA)). Selaseangctions arcRdemal meanowyaystersy); procesrec@nqlidata whigh st ehe
tenpl ate i,s,stored KT re. al so possible.,Such attacks, are ai at

o noPPHEd AbTE Ry phedictigR g R PaisPhd P o R bRENT Y palPE R

bi omet r htnhgakhEhEor MUSE RhIRAKSg&Resd! SO be perforned online (MWA).

Thirdly, the data associated wwih thé tenplate of the digital

r epr esent at Agnwith ety seeasity sybtérinptiedre bee hieattoue poasibiléeis aftmmgkdvifisTX) . WO
09850875 describes a so-called bionetric identification_nethod using a digi
tal sigsignafuge meathods kmetvnitedast rihesarrespresenied ima daldats Figed-t enpl ate of the
digital representation of the neagured bi ometric feature from bel\)ga%
exchanged (SPRVbSSBRFT Systems ke forsxample seropiledamarteard systemsatdnyrne

tenpl ate, I 3 i i nd
i o al Py Ens M O SHRE o BgP BB Bh AR AR bk RIcE o e REF BTT,
associ af@dpwinklytidgtdcren Mﬁt@-ﬁo&@&&t’?ﬁk@g%@ﬂ%&cké"@ﬁﬁﬁs hardvite on

di sadvantage i s that thi's cannot exclude the possibility of replay attacks.
WO 98/ 5281ich thedenyi sestaedcHobeseq rdphiytaald fakeptaiminel atttdko R Aljres wiell hod
accord ing to WD 98/52317 attenpts to thwart STT apnd STX attacks by doing
wi t hout a8aeksaqpethsrusereargiglatiyely pipmaisig aei YRaft carpsytens gre & ﬁ%‘“ﬁl%r’f@i‘r ic
featuregégll\q. Iqtan icniaéticlsi za 1 6 MAY 2002 -5 initialization phase the
BMis u BPEFedrE 1& 8°Cal I ed instance, i.e. representative or specific
exanpl e of goﬁlees?@terﬁé aferRpOR) SO AR ErsSPEMLhOR of thd ﬁgnBMreE . Bo@i PRls
representation i s thus not explicitly stored, but hidden in the instance of
t he probhéioM@ritmbaidlis aps oppieredd dstaghs 0@ the eupr @odeh(TA)ae nbheveh gi t al
representation is hidden in a nass of simlar data (canouflage). The

capt ur edisicugsey; onsrost pravidars oé apthentigatioe sydemput er - ai ded processi ng presup
poses anal og-t,0-di.gi t.al conversi on, which w,.l.oft.e i.el d roundj errors
o the drgi 7 Vit olrafe ot CONTrRIOTE] o R A R bt Rasture Hi

finit e, nilBftdm 4RI b3 AEHic FRARLBSLRA Be dbloritedl BOARIH-Isforhr ETHATE siial
the user w al ways adopt exactly the sanme positions with respect to the
measur i agtuse Repand\asdagipleioe proooyprt (the sé-ealled asnplate) odpheidipdtal Myasssmaent s
of behavioral bionmetric features involve the additional problemthat the
user catinstofishe mgasureddipmetsia faatyrerasp presgntirhstordsefozm. Jﬁletf@llew.m&mver ,

e 20 Bl BEAPRBLOTELY 1 LESL U L2 LR St kL SEighth ey e
i nfor mi‘éﬁ%olg llflj‘ig!‘s)dﬂlbi Q%id]ﬁ&gﬁx%ééﬁré ?)El&glle%?fﬁ‘é‘@f‘on%m@%% aﬂ%%lfdﬁ?ew ytng

nmeasur e are to vyl a unique association IS I nperative.

98/ 5231 ¢opipayisOr svifiDa kdthplat@lf @it dibRute bethameadurbd Eedtatd fromothe oty sd
this nmethod is. It Iikew se remains unclear how great the anount of

canmouf | ag$magllemthen methiesholdigalubgethedransheti@oisidgniabledt dhisheomppaibdcemsedt t o be
read. This is a necessary cqnditjion for quantifying Qr even just estimating
t he sec[&l?mlrbfea?iﬁwe% .aquﬁgewgk@eee-;{m tﬁ@ﬁaé??ﬁtcgsq gledcrlemsﬁﬂc BRP o, STT
and STX att . i i t.ho rage qQf the-priv i key and
w t hout cLSPESL b PIFRERE; Hie ittt SR8 ohE e piRlsRe SRR FEY

Thi s i s rglepRd. ThehRef Rlehaed BiBNf bPIsERAE itke A6AIHER ABVANlY. TRARSRAE.
Bionmetric feature ABMis digitized. FromThe digital representation of the
bi onet r ntethedibuneothes asyrametdc Enatggtior my¢thod ndiisiatyaimplameeteldWt is fre-

cal cul ated. Fromindividual value |Wthe sender's, private signature key
SK(A) i Sueally imalesgentyd onpedaary sajdonpibiey raperiEs dagdwaggi §he signsg( a) .
However, it is disadvantageous that the calculation of IWis to be done by
means of function f, which has a certain fault-tolerance, since it is

uncl ear how this faulttol erance, which is of crucial inportance, is to be
determ ned for such a function. The application requires nerely that it
assign the sane individual value to two users "only wth such | ow

. N o o B Y o o o, - - -



16 MAY 2002 -6 |ikew se di sadvantageous that it is unclear which funtbiHAS £002
or classes of functions are to have thedproperties required in the
application. The description of the application instead permts the

concl usi.on that, although collision Hreedon1is required for function f,

i.e. it hemdypeedde; doguangry 15 frapsiemsdiayste nehY ks ThecryegEmhic f unct i on
value, it _is.nevertheless to _have.a certain,.fault:taolerance. Such a

functi pno%é%?%lst%]sdékemerap_ﬁgﬁkﬁ? %56_5838@188}%3{‘1%#5%@ by definition
not exist. i §&%ﬁi¢ oPbaitithéthibds IWHsciBaht B SPAAUHCK) RoORBRIBIheN Of
the sanme private key from new neasured val ues of the sane bionetric-feature
is not pmsatbhel 'vem i(nfthdfmildﬂle”ia,ttack§(MlM!Al? dacherprivatewigtatife lkanalf he

identified or authenticated with known public keys. US005832091 A descri bes
a met hodhfisimppssableiasdong anthpemardicarl femamsirt thedegitipnataowren's dands.hod
works as follows. In a.firs tep the fingerprint is.Fourier transformed.
Then the Fouénéecawﬂq pf em@%(f HErnPg L B TeRpPRYA RS B SHEAh { he
tenpl at r8¥otg goﬂl{ég&r ftal m&ar@s@ﬁtatti%‘ﬁ Jﬁﬁ@%a's%g%oﬁl%giﬁeaa%&fe' g pkRhE Hrent -
From t hé ThVerse trans r Rr%

orma’uni que value 1§ obtalne om whi ¢

si gnat urokeYfotncanebedRiuftTth e 0ddre 1a8tAipd has the fol [ ow ng

di sadvant ages, however. The nmethod works only for fingerprints, the nethod
requi res a Fbhe inethdd propbeednn WiD 008&2 14 4i Ingodales thisrthe templace isprpsatte it
cannot be determ ned how much informatjon about the tenplate it reveals.
Thus, i tinjséorgdtfoppgniameatabelsaangheoyse; Fhe dattandigijelhysigns in heutssr's sage if
attacks, ,a t he hod onl orrect rrogs ich are due tq the resolving
Sower ofthERGStRGR Bk thadnered, Figmets Feqtudrof i i ol hg s pialles gt &

resul ti : dirt or small injuries of the fingertips are also
connect %&&g}dgélg?ed met hods thus share the di sadvantage of not permtting
any quanti t abwevet, dhenrticd ppoted HEWO PO 2 1 Aftflistthedisadbanthge tigitee

attack and thus the protection fromdecryption. Thus, they are inaccessible
t o quantinheérsatlydnvolves hemgrsecenityi probleyndiFarstlyy the usar owist trast thetrbadarnntent i on

isb d t bl f providi thod f tecti d t h

5 paced pn, e pronlem ol R ot e G ted Lot RoLegld I, 2 et hes
f the i ti { i -yet RAL . i . t

O e ) B el U FoTE PO AR L PSR EREARS O e

i nventi afird Sart Be PERVINES e RAGS (@bld'a%lﬁg 3ép1_9|1_ﬂ afthél YRAY). Seeondi9f £€ddkeBnothe

encryption by bionetry in such a ne ese probl'ens are”sol ved by the
f eat ur eseastat @don thecdritysn Whachlthiztempldte 6s dore RERT) Arecdsalposgille. Sheh
application_the invention uses a signature nethod wherein the private or

secret katlacksagmaimadatidegdingghe fmplateef tetdigialirspisseripten of thmmgasisdet ri ¢

feature ;of the er @f £h rivat . Ihe encrypti WY

guar ant dgoplstin SR Suph ] ' A B petthBrRIShER RMAS BREIR, fhe date

si gnat urgs¥bihfed Wihihd té?lflllgl?aﬂeotst'hg 'E@éi%ﬁ'l%?x%‘éeﬁtﬁtibﬂ of ffd mehgurkd Gidrhericowner .
In a first step, a bionetric feature of the owner of the signature key,

pr ef er abfeptuie sahdedwchaigad (§TJ0at ure, is provided in the authentication
phase (verificati on%]. Measuring data are obtained fromthe bionmetric_
feature. | n WQOL8HBEY describhe awpsalled hiomatric identifieatioromsthadusingaudigi-ar e
digitized, for acquisjtion,and further prpocessing, thereof. In.a third step,
the si grial tiea=REs mrethod ) Banetrins riiETS P edys e trrplare BERIS/BEER on L he
basi s of i tLd It i i <tGnd
Chen rocsp o e R e e L (S PO Bt
bi onet riingfieat ake-catiad bicdetric delgficate! Thd tergplate) aphedleasaaser Hatastssbeated
recovered on the basis of a codi ngéheoaq{bmt hod fromthe bionetric feature

measur edherewitly aevabidated and shgigbssignath by atdestifydeg aythosity hhis ipgevants thekey .
The correction capacity o he error-correcting nmethod is fregly.

sel ect apf¥T dataass Wét%ﬁ’\vt}f* ﬁf’ﬁ terpplge; fromy l@rla&pxgl@d@agvﬁpw% tﬁ%ﬁvaf*&%ver ed
if the i . Qf r- i . 0 deviate too far. In

t he net h@gggscglgrt ﬁ%ﬁg{;%&te}%{gﬂgdp’)egﬁ% g’ Sllgﬁftytoﬁé%gei%gg%%k%torage at any point

of se cret dwt@08i5217tIh@weik&aadcHRs K gRMGishttufd @eiHoge ThE @3tHHE aBddrd- Or
secret parts thereof, so that it is inpossible to exchange or steal the

pr ot ot ypagdb Whk9®i58deT aitemipématouthevarTHET eindrE] X tabasksrey Hothgawtbouli sigrage t he
applicati guards against. the fqllow_.ng possihilities of attack. . KA by
usi ng anOfg'g‘?rﬁl*Jr%‘ttﬁi TEPERERPHPR Zmémge,f thtphepragtris drause @ Yot Bitial o ce

the signature key is not stored; STT and STX attacks are |ikew se

prevented since the digital representation of the bionetric feature or the
rel evant secret part thereof, is not stored.



MVA attacks are prevented since the bignmetric feature is not transfbﬁr'ﬁﬁY 2002
over a data network: |n an advantagedds enbodi nent, RA attacks are
prevented by the bionetric feature not being read into an external reader.

ext o nab U ZAIPE PRASE s BRRR bied o freatCa ol RdnRET I BB RiRRC o
the metadidefanbletsl 2E1ads LadirBglchd wHost BBIGHORIE YSBMOTRXaLY | denti cal

digital ‘representations of the 'bionetric feature. alm 2

advant agpesieneitioads MR notf exlicithy stoedd, bat hizlileplinsiee stk dfRhE prétdemhe

aut henti cati on phase of the nethod according to the application. In one
step t h&Q 8BEZA(7 triopoetsrdesignang theeprioblers sorthiatrthe igita)irepresentation as f ur t her
step, secret data are provided. In cgase of a public-key nethod the key
gener at HgAen i agaassyofisimilap datay(caerilag®k gnat ure nmethod, i.e. the

generation a_sign key. 4 ected. 1N urt tep,:.the secret
data are coﬁ%%c?%tﬁ?‘? ?f%ﬁ)z?rgﬁﬁcyifegw?% E%r%' L Co zlil{ecfoé ?%gi;p ‘?%5%‘9% Rt 8d and
encryptsske@Rnh R -RAGIgstaPlok tasiBhOWRldH will 8REHNEId Eb@hdIng 3ARY¥Sn Bl digi-
advant ageous enbodi nent of the initialization phase. The se cret dara are
first cigeimeasired tvalwssaideythe Teslviagylavwergs abdeysfinide,iadbéiongerexacan t he
original nmessage; the redundant information serves to decode a nessage in

whi ch sbwghermareattas inrggbistic trpssusmsdhatihedisen avilliadwaye adentegastly thie basi s
of the bionetr.i.c feaihur e. g aiﬁn4 shows an adva tag‘gﬁusben‘oodj nient of the
met hod HELEPPHEARS W1HT HSRPS O Hie MCGEHE &% P eSOk S&gﬁ‘é‘r &Y OIRMES 1EAWSS dat a
bei ng Cinli , oo : N e .

oft1 0 ohe GEPHEE MchSuRnRaRELEboldofll bidmleml Tty nROLEIRERSE @Y, | 1 5
shows appéldrathatathe tler tatirdot Bk iezptdied tdBRE&Rly EplicsRUiSbehAtiar (WRESHEBR) are
not changed by the coding. Instead, separate correction data are created.
Sai d datwergthesminbef t$ieg bparvetraf featuressprecidel yvibeid sbsdiutslnudi gleoassocin-

advant ageous enbodi mnent of the. authentication phase._ The encrypted code
wor d i stien path ypersppt(&d- dmeeHIIE atstidaggtcyh d hpyedprss migprmatipn aoutthe nec-

Tl oo SR TRt of RSy ¥y PR king Bl OGS kd REERIEH RIS "0
the bi .téé%cféitibn_q%‘%gﬁfa\fm@%/ﬁm) ro% s Ro/in A Rtich ﬁw&tm%gv g@a{ ffat  of

the initialization ase. Separate correction data are create n

dependefaudt-taiterahee bf thieindthod eaftlileewict a¢rmmihsamelenr howagreatithecdmbinet of
aut henti cation phase. Separate correction data are first created in_ .
dependesgBogtlaging ipfasmationanpstdeifos thewsqlution to e problsm mieé thbe fead: This

is a necessary condition for quantifying or even just estimating the security of the
method.

DE 4243908 A1 attempts to prevent PKT, TA, STT and STX attacks by doing
without storage of the private signature key and without storage of the digital represen-
tation of the biometric feature. This is done in the following way. Biometric feature
ABM is measured. Biometric feature ABM is digitized. From the digital representation
of the biometric feature a so-called fixed-length individual value IW is calculated.
From individual value IW the sender’s private signature key SK(A) is calculated. The
message is encrypted by means of said key SK(A).

However, it is disadvantageous that the calculation of IW is to be done by means
of function f, which has a certain fault-tolerance, since it is unclear how this fault-
tolerance, which is of crucial importance, is to be determined for such a function. The
application requires merely that it assign the same individual value to two users "only

with such low probability as is compatible with the security of the system." It is like-



16 MAY 2002 -9 feature neasured in the initialization phase is reéoﬁuﬂ%d.znuz
This is done on the-basis of said corréction data, i.e. the correction data
created in the initialization phase and the bionetric feature neasured in
the authentijcation phase. In a further he secret data are decrypted

) tep, th
on the BhewisceRsadianiagesiHad 1o RelcaT Wik @nfuncionanCleres o4 BingHonsats
variant,  of t nmet hod described in claim7. - Jhe correcti dat a. ar.e created
by cal ol B aroRaT aher b hf abafidliof The Sebgimtch of idhtietiBadro n.
on the BRad pefthies b dttidsiol MHAMNRRC MR HeRlohl RTL4RCd FUCRRLYE £ S
smal l er thah or equal to n are mapped onto the true val ue, I'1'e values
whose deviiathauldite ipatdie thfind twahigpurapbes foptiee sameafigiutionddlge, i€lsai m 10
shows a variant of the method described in claim8. The authentication
cor r ect heverthelessdo dave eatestdin failt-tolerancanducba tmstion bewingnthesadrangstri-

cal cul ation of paraneters obtained fromthe bignetric quthentication
f oat ur eCHBUOPRPSA CPRGItiTS ARy B Y- @ HOR BOHEXISL ANS Teaelpbi g 1, thag &t ni ng

val ues. RRERPHRLRHEE PR T ine PP e R eba Py oAb Ruht IR
embodi Mefthe BGHENT? felfurt 3 FEOSASIbITTBRE dbibUTE! SiBREA HhEumEhisomliabhs. t he

correction capacity to be adapted to the varirance o bionetric features
wi t hi n aotlseidenffiedradianthdnticatedi with Rnotvingpubiligikeyzed feature is additionally
br oken down into a &ubl ic and a nonpublic or secret part within the second

step for prBWOAPEZ2Q0 Ly seperibastamethagufenobtaming a wrique velue semx finget-or ce
ttack d. thus, if.th i i | i d,. a. .al
Guant 1 £ PRRL /IS Blethod hOPs Bt id 8 it s s bEEProl i oMy s nce

v th Ui . . el b . H
of gnat uriel HehngFhbrft cdRoRGR e ol i g cH BEpdRE GPuEC
Accor di pgnplateCdihe) finkerSiii Al ke resUliHibh 85 tHY ReRRifY MRtiinene o tHY eaki ng
down the digitized bionmetric feature data since they axe nost easily

per f or matveade fparesfent a vinque dalng 14 oblmdnfrddh, whichassiguatuve key can bt eetdrt y
created with the aid of a hash function fromthe digitized biqgnetric

f eat ur emaed e methad bas the dpleving dsedyamtegeschewevelod be sasthgd twerks onliat e
key or signature key. Thi,s jhas 1he vant age of reducing the featyre data
to”a’t i RrkatbRRb e TR RN a0 U L 8% Rim: ROtRy Mk R iR UGt e
af 1111 ahpokefiIARLHESINR be MRIBlnE@RoHNACIR trBARAi¥n BBSHONEREMPIAE it38- XOR
operation for exanple. 1 6 MAY 2002 -10 According to claim 15, a hash
val ue i seslsi Thuy)ieisaroapbysiblectatquntify thet eeudiydagdfinst brathfdromattacks, endm t he
digitized bionmetric feature data created in the authentication phase, said
val ue béhamgethodmeniz¢omeets aarors adick ey dur toatbh rosolving pwer elctbgimepsuring

aut hentications.. Since the,hash function is,a special form of so-called
one. way BTG FeRalelsE pbarar s reufing Bieo Fom a oo malonidion

col lisi ?“CMP I in cryptography to nean that simlar but
not ideg?lt}{:e; ex gﬁgérlgelgtgc@??g{ég' conpletely different check suns. Each bit

of the text Afusthtedihétheds ehiswhaedfiekdisadantdgesofRAPErmittingiafp| quiantchtiver ms,
that the function always yields exactly one identical output value of fixed
bi t | engtatements abeubtheicommuting efforp of a\bantgeforcerntitackpanshibus yhe praseetias t ed by
t he met hod accordin o the application, since dt .is virtually.inpossible
o obt atioT Ay PYORSBITRIGRE SR ARSI GHrR cation of e Brptedlior e

bi onetriofrheft&ature is repeatedly captured, as nentioned above. If conparison
bet ween e’current and the stored hash values therefore leads to a
positive respbbntradt] thelifivéntidn Raséd6h ¢ pbléth dfpRoPidnsd Rinhdthyd foeproa
replay attack is involved. Security can accordingly be guaranteed by

abor t i ngechmgitana thedhae mergasedrsdomtyt awnopaedto pAonad mgthotdhe bi onetric
features to_be used. forqoﬁ?gee g)\eft hod i n question_are phef er ably behavi or al

bi omet ri cs. FABSE ThisiePiobéera & 4hs Hy&nHPN R PFY18F ArmetiPt PEEMItANE AR €15i npll e
copy! ”gc%tﬁg%éf%g%i adr%%e'f{xﬁﬁh'ﬂ?e ihr&f‘t‘%éﬁ%tr%‘?éa g¢. According to claim

17, the according to e application uses € ‘handwitten signature
as the behaw ffflerky hEtheliRGEnt gasi 1KY VidkbQhelynam c
and static porti on?r g@m[ﬁfr{:?\p}% l? u‘?{}ltlineir%\%gp?gwggzaﬂkdéaigﬁm theq{%}f@rfrye@ r%ichI

f eat ur e protecticeof eticrgptdopblylhiompantia sudlcaanethnd. t o cl aim 18, the
handwritten signature is preferably broken down into a public and a secret
part such tA&ese peoblass atc splved By t%/%easurgﬁatamcbm%laanqml@péﬂlsubset of the
dynam c information, thereby making quantification possible or keeping it
possi bl e. According to claim 19, the bionetric feature in question is
nmeasured and digitized several tines in order to inprove the

fault-tol erance or determ nation of variance of the bionetric feature data
when they are digitally captured. According to claim 20, a conventional

o o o o o T



-11 -1 6 MAY 2002 According to clains 21 to 27, an apparatus is p1 8p@é‘zd2m]2

for carrying out the nethod according-7ae the application in a sinple way.
The net hod according to the application thus permts the protection of data
to an increased extent conpared to the prior art. In addition the method
accordi ng té&cedrdingpsl theapipbinatpen thetinventdomysasra sgoatypt insthast whheeis tlynat ur e
key wi thout creating new weak points for attacks on the sjgnature nethod by
st or agePTéYate 88 sesrehKew (ST PRRURKHOIS SRErYRphv Hh dataekigmed igoma bipametric
applicatipn furthermrecspermn.t fe thenticatign of persons or .groups.
The. morhagHs L EhaIP AR B RGP Red, Pk St ot adiePenf Bbaiilesoafib e
determ i | §adf ; i f : used
st he b e R R e
met hod lesydisdpactathe sightful fownmanent al |y accessible to quantification for
protection by bionetry, i.e. estimation of the effort of a brute-force
attack. UnlinkefirfistepsaHodmatieofaditurg afdhe bengppf theatigoaturekeys prefgrady hods

cannot exc¢lude ot her attacks suc S SST qr STX, i.e. ensure that brute
oot s BB Fetten g TS oo BV Mhg PeATeaTE R PhisS @ATFCAIPRk whi oh i s
at all i f1 e |: f . ionmetric prototype or the

| I?f‘é?%%ngéggéa dre %’Bkdlhgd ﬁ'}pﬂ} h}% o}ne?xtxc %]ﬁfx%

l'i ke. retportion o rometric Teature is at least as long as
the signat upe, k&bndi i@, fthe Ma8EHAE Baofl e bbABRIC febtur€ 8F A Riti R for @8- at
| east as nmuch effort as a brute-force attack on the signature key. This
per m t squisitionearichirtter precessingdhereb€ ef fort at | east necessary for guessing

the signature key with bryte-force attacks. It is thutsmfos,si ble to quantify
the securi tip athifchatepethssagnaters kavrig reeovered. ddis: sigratiesnkexnsi fast deeypted

signature t hod w,th.additi@nal encryption,of the signature ke

o1 ot 19 1 Do p bt big s e RGP L e e it alER e 25 e,

i nventi ‘d : i 1 P n
exarpl &P PREdd, & tis &F 4 QALY TeRol, AEHAINES, REPIIR LT &
t r ansacfiefsured iR tiOmigalizeioal pHas@chn GRstthesntsdvited Dhbe HAsig W Aedidigat i on
method with a digital signature; Fig. 2 shows a course of a conventional

t r ansacthicory o=itimed fHiogi thel bisingteat (ratare Regpurd] shibesiuthendigatien phase. This

conventional transaction usjn igital signatures_gnd an additjonal
aut hent {beatdesr/Res g ﬂgn@t}lrfak@ﬂaﬂﬁf CPTIRAHOREAPECH L BF BT O PRSI TREthod

aut pont Tttt ISR AR R ERAE R RichhecDhid Saheh bR, BRBysysa ity 1
5 showsigut bV Grbr-8érrédithg MetHod ddRtiR et Msifagnt i cati on phase
according to the application; Fig. 6 shows a table stating possibilities of

attack and Inhghermethodtaecoshsg tethemapplicgtioa) theregnabsterage tahanlyg patddiafisenal | y
using bionmetry, Fig..7 shows the tilg%s,f,er of the coding and de&gdi st age
of a cothchgat@hber nerignnsurekeyiae Bitized featnrestaty RE sE ChPH LT oL, so
feature oW n

excamp! o0t S PordbleOH ABpafucSt PR e FABRER THE el ment TeRb RS FREE GG ™

fore, this method according to the application guards against the following possibilities

of attack:

* KA by using an asymmetric encryption method;

» PKT attacks are impossible since the signature key is not stored,

* STT and STX attacks are likewise prevented since the digital representation of
the biometric feature, or the relevant secret part thereof, is not stored.

* MMA attacks are prevented since the biometric feature is not transferred over a
data network.

» In an advantageous embodiment, RA attacks are prevented by the biometric fea-

ture not being read into an external reader. In another advantageous embodi-



In electronic transactions it is of central inportance that the ide\nﬁi[ﬂb{{&ﬂﬂz
the parties to the transaction and the-8ntegrity of the transaction data
can be clearly ascertained. There are different nmethods in use for

identity of. the parties to_the transactio(?

et ?@%ﬂ%?(?mméﬁgepowagm?m@ar@? cs; RAofHasks Qie BYPe %féé'raaarggcr ot
i g | , oA e St BYPEISten
osobasi onC 11k PYeP aBRRHOHE mARBARNRAR A0 KcDraihl 10 Bl HiBls DY

identificati derfttcal ditdl 96sretddtsFortd Pt itk i s done by
fingerprint, CE?‘S??X& © pat t ergrlﬁ D@ﬁegr ent co%illg?tl(?gggﬁ% e\él'[sdari d net hods are

| i kewi se possible. Thus, soneone neking transactions with an ec card wll

identify itselaimbysmassesalieihthidfiscnsbdialdt BY ak Rk oo %ﬁ'@seﬁfleﬁ\{)ol— Some
aut henti cati on nmet hods cannot neet high security requirenents. Thus,

i dent i f imert) oo thy akthemlieatgm plhaseyd thoneltvebaddoeditigrgehe applisation. Wi bhé ng
down the passphrase or PIN. Furthernore, passphrase or PIN can be
det er ni riéep dreyislenaal piamaetricyfeafupmssacsoedingn digitizede buaferthern steplgcrtinger s,

t henti cat] t hod di gi tal ,si t ...Digital si t
have a fAid fe Praddiet dpeasenbs Pubhikexmahien JeRCL BRI SAIOR ReeGidy O5An: he
o1 gnat urse S ARG SARIH £ NS SRR L RLIRYEY Pl 0
Speci al fher olep! Hikaftckdridaet hrertdated etk idamtly AR Lof 4 BOYingltRcory

?

frequently protected additionally by a PIN or "biometry. Fig. 2 shows a
convent imethodtareharseypted onsthadpadisgiftthe¢ baingetaic featsre. The transacti on i ncl udes

the follow ng steps. A certifying authorijty issues certificates and keeps
direc tones &m@’ sk An 2dyagAgsQus m@imte@te the iaitaplizationnhasg. drhe sethe

i i 1.6 \4 Q2 -.13 . T | i h
SOt e 0 B b Y PR TRR T b g WRRFEI ek AP
the di r%{@h§1 Jﬁ%géagéytﬁﬁ%dﬁﬁﬂédtfiﬂfd?%a;?i%g‘éwéscyio dEBode %é&?ége ?nL»%Hl%‘BC“ on
has severa I sadvant ages. The payee is dependent on know ng the signer's

public keyne bhteaee flippedt Thately warl Yhanisassegited banhebasibef taybmictiict h a
private signature key, i.e. it is first unclear whether the rightful owner
of the Kegture. actual |y the person who signed the contract; and the custoner

and (e Py Sk 180S0 Byl oL oLl n0re PRIO o S 5E BSY
The code word is generated by the secret data being multiplied with a generating ma-
trix. This is for example an efficient method for representing the space of allowed code
words.

Claim 5 shows a variant of the initialization phase. The secret data (message) are
not changed by the coding. Instead, separate correction data are created. Said data de-
scribe the space of allowed code words.

Claim 6 shows an advantageous embodiment of the authentication phase. The
encrypted code word is first decrypted on the basis of the biometric feature. The en-
cryption method is to have the property that single flipped bits have no influence on
other bits. A suitable encryption method is the application of the bit-by-bit exclusive-
OR rule (XOR).

Claim 7 shows a further variant of the initialization phase. Separate correction
data are created in dependence on the biometric feature.

Claim 8 shows a variant of the authentication phase. Separate correction data are

first created in dependence on the biometric feature. In a further step, the biometric
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Eyi ng hinmsel f. The nethod then takes place as shown in Figs. 1 anhBSmAynzu
Fig. 1 data existing only tenporarilyf%we framed with dotted lines, and
data existing for a longer time with continuous lines. Fig. 3 shows a

convent.d gnal transacti.on. w.t.h digital signature and.authenticat.ion.

Aut hent PR BieRaRd e 1K ity mhasisRhev e Thdds adng aa s Bishl payee
is dep e : i i ' (ot 2 SESP f

feat ur ggﬂl %ﬁ%&g@%g%@ﬂ&%&i@ﬁ é?? %a'tériie%lftég gﬂl?i g?lzon obﬁ%ﬁ%eantr(rjg@gur ed

bi onet Ligmben! featurk Snddsansf @rthe dutheaticai sirpBasee IV flitheyedp, tthe ségechant

si de conpares the nmeasured bionetric feature with a stored sanple

(t enpl dgat) areldecrypted corthebhsionf the mckyerad digustidfeafuragdatd.y MVA, RA, STT,

STX. Fig. 5 _shows the signature nmethod according to the application in a
schematic Glawefshowstheanaw af the petrd deseabrd s clam: helhegarregtiondatan and

aut henti cati on, phase are shown jointly.. 1t dncludes the follown t eps.
ot e pedi B AR Bar T phEGE o¥faingldroE i Blrapfifi Ratpi e 77
measur sh fih i 0bf §8 datal aftyel SYHRE eV BfohTraih (RE RuBWARR: 8 splalfcEndipaf ur e
The bionetric feature m ght be neasured several tines. In this case,

pr ot ot ¥gaalRd 5 atkeiappedeftof the nmueexdiied whikagalueslwhake dsviation s gekaterithan

initializing the apparatus. Ideally, prototype P is then broken down into a
publ i ¢ neard mapesk attopaando®valee.account is a conplete bionetric feature,

secret parts of feature or a prototype.thereof siored., Secondly, in a
second | ni (A ARSONSA w%ﬁéﬁq metidhdescrbed anf a%@er%ﬂ?lv%@flepype P
to perm reconstr hon. Qf i AR t ey are
L0, B Tk RECAr A RN e AR o0 MG B ey o

i ni ti althgRtdroBbeife faf HRIFARGES sdth¥nti@tiondehtlir® th o h"Fhé bidthegicaphi ¢
met hod are cal culated. Fourthly, in a fourth initialization step the

pri vat destatadath dréecavepidlgy deferminieg teddidferet denddatie iresidudst dblieisfexabilpn

W th protoﬁége P or parts of P. Fifthly, in the authentication phases the
user' s the difserenee petheuradu¢sswhen the dayiaiian tsisgaallerdbemtai n. I1n the preferred
enbodi nent

1 Y 2002 - 14 enbodi t.t bi tri t i th
ool aiind I e B L b o MR o e Fisy e cope e M thOR I N el ny.
; EHA TR Py i .
o Efletitior This pd Rt hE ofRBMA bhachyToHelBbHitoM e Vifla o B Mk 116 1 1°

f eat ur enavrilchfeagréewithin adesd. ces. This i npedes theft of the bionetric

feature. Sixthly, the bionetric feature is optionally broken down into a
"cl assi fi cab¢emdingrtorclain 13, thealigiticed feapurepapdditiongly beokensdewaantoon part”

i ncl udes . onl ublicly. accessible inforpation. |f prelimpary association
of t he MU EnerBiRliconee T Ra0sRhigRe Aecaiskitep Sr RTREIding BARSEPBHYof t he
"ol assidiahlifAndaht prbR!dTrute otk ftadi AAIRAL SPiheBeent R ASL6R) en part”
i ncl udes onl'y -puBlic Ibl'e d

( _ y I'naccessi| information.” I'n e preferr

enbodi ngiied; BigeneFl qaentifiCattbéNihe sybefPwifresidct fo ?fotédtﬁ)_nslb)g BRIrHEEY.
Sevent hly, fromthe ‘verification part" or other information accessible
onl y t Sinbeohbytiheinvapebbepert offthe hensadc deathsyis ysed fot gpbing theosigaatmad ue
cal cul ated therefrom is reconstructed, being _associated with the user in
uni que??eé(smeo‘?ffoﬁcfﬂ # Brys-teres aFmains GEBHERARI on rule wi th 1 espect to

different u i eqLH = -from.thi i.0 y
addi t1 onal re e STIATS; b it ke plk By WBed (B bbb
col i sitpadigifieed Bishéteid. fedies BataR¥iRieSBey HACHO edsHly Pekformiektat peeseat.cul at e.
An exanpl e of such a function is Message Digest 5 {NDS). Thi s val ue serves
as a startikccordingetofdaindéd ca hash vedue hepreférablyecrsatgd atith thekay of a hash
Alternatively, the private signature key is determned directly from val ue
P. N ntiingtion fem Hradigiticeddigmstnin teapire|dagy opfpmsthemonpablie pprtiomhe
signatyfe k is t.hen inmmediately deleted. In,the follqw t he .
FeconstiPEreD ot ERdifE M PRvets ek o stemadive kext Toie HasaB g bifcueing. o

mor & EXAE Fature R GATAAIREN B9 sirfi Sl Q8L FBRRih: e bSding s ther
mappi ng onto value P: a) it ps legiritimate input values, for eXanple

di gi ti zdtilibtednsignatard leat, widsh chethentbeyeilypevfirtedWith an XO@Rpsesstidén case
this is prototype P, b) it does not map illegitimte input values onto

val ue beéiamﬂ)¢s scal able with respect to the all owed variance of

l egitimate val ues; d) the mapping function is discontinuous outside the
interval in which the legitimate i nput values lie. This neans that gradient
nmet hods are not applicable; e) it permts no conclusions on properties of

| egitimate i nput values. Properties a), b) and c) describe the reliability
of the method. Properties d) and e) say that analysis of the nmethod for

cal cul ating value Woffers no advantages to an attacker. This neans that
the effort of an attack on the systemequals the effort of a 16 MAY 2002
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(e) Static information of the signature is stored for cl assificatidb MAY 2002
purposes. (fJ The dynam c informati onl®f the si gnature is conpared with
statistical and psychol ogical information about signatures of the total

| ati i ¢ inf i on, whi ch be ,obt ai.ned .wi Lh k d
poul a1 ona DI LRIl WILSh,CaRLbs, SRl el ned Al Kpoyhedoe
of 1 hehééhgqaﬁ[:tibﬁ tffdrﬁ?ﬁ% Hgﬂze%ﬁbi'bﬁ?e%@tfeé' e dfia %ﬁt&?ﬂ?@%@n}(&fﬁ&ﬂ‘sﬂb' nary
representa | oONn O t he e ure 1 s arrange I N squares (0] e ge engt n, as

shown pRaski shid4aludibeimglcdgnpiredwitthodifead? sBRel Hadh vhiiRs Sif peateslifadheh ne
met hod. The greater n s, the lower the error rates corrected by the nethod

are. TheatiaisuBirmk the hash furdionak espediak tortrhaf sd-kelledvhedvaofunetivas,tihe
desired nunmber of errors. I} is selected on the basis of the variance
Ie

Eos 3»4' bl;@s thepsoperdy of cellisiom freggoms i he fegm e@llisios ?ﬂgr@éﬁ E’éﬂlefé‘iooéltiﬁer |
b1 ot OBt AgaRTy ke Bni e siies BRL 0 ph e RAE e ol Codp il il 1 ©

par ti abnd §REKSRhs, FAgh bandthe fxt st ifAheH®R the cA8dk SGAT This hbadd)en | ast
square cannot be filled conpletely, a rectangle can be used. Mssing bits

are fi éihgﬂifwd terdes that tHehfunttien phwisyyieRlsrxuedy bhedilanial butpait aatheasth

colum. That neans 2n-1 independent values. (i) The parities are stored for
exanpl BxgdbitHengthparcase of atemtical mgut valube Bppprepartyors.expleitasughthehey coul d
| i kewi se be protected jn principle, they will be regarded as .publi
| nf or et Reeardipertathe APRCARR, Since ALy TtHelLy SmpeEde BbBIBERatar o.

) | it f . . i t hat
the parttase) BRI SRatBbi S enp BB o PR R R RN A8 e '
del et egapt(ifed, B9 néhtiohe ABbOe ARbhfpakidyn Betls felYrenbhhd tfe G46RRT Rdshd. (M
The secret kéy is protected with the aid of the binary representation of

t he f estlueethezefpre bgadsttomipugitiveerebilt,-this isiat stxXoR inflicatiensddthepokabilitit h t he
bi onetric feature (or the_hashed val ue there_off and del eting the secret
key. (Hptgrapiaytatiesk isvelved. Sseunbt ean gsptdiaglyobe gvamgateed byr ahartipg
commnll){ accessi ble are used to determ ne nunber N of the bits of the

f eat ur BURENUPALON t o be regarded as secret because they neither can be

guessed NOR ot &ie Edlclifinfs Gl 1 P, BOBIREUHETeatHS e iLATDF e ARELFEL T On

i nformation the er of bits td be guessed in an attack can be reduced by

2n- | pequéstionrfe préfefablp dehitiard dionkeRins. TheseCluvieaht iadnamm@gs of beibipe
resulting nunber is a neasure of the security of the net hod.@éeo Al secret
air

parts diffichl tpimitatey Semple etnying g patiemms or deatutastie dirtygdly exdt

conprising.,a puhlic d ecret key is generated. .. 16 MAY 2002 -.17

Calte b asateRuing fo Sima 7 RES Mo RlotcardRadn She ApplicatiRm fhoh ROATI G phose
a) In . i i t |t d I i | ay of

) apptGBERER S RIORG tEnichil HnlBHECAOR i ok HBRanRf Y O

stati cdpnsmitynanitatic poeidml wWiich & feh seitvedo bieat dowA the biom@aict festur@r t he

sanme device as in the initialization phase.

into secret and public parts.

According to claim 18, the handwritten signature is preferably broken down into
a public and a secret part such that the secret part of the signature is a proper subset of
the dynamic information, thereby making quantification possible or keeping it possi-
ble.

According to claim 19, the biometric feature in question is measured and digi-
tized several times in order to improve the fault-tolerance or determination of variance
of the biometric feature data when they are digitally captured.

According to claim 20, a conventional public-key method is preferably proposed

for key generation since it is widespread and works reliably.



(c) A hash value of the digitized signature is calculated. This canqilge MAY 2002
conpared in follow ng authentication 'p‘Hases with the hash val ues of new
signatures. Those digitized signatures are rejected which exactly match

[ | itt ' t This i d I ttacks. (d) Publi
i or a1 orstordit @ A 2L B 27 AP RagRE e tPRr e T PBOLES {1 he ap
t L ALEL @ . The bi tati f
Phe 1 oaler o Replfnk 5the Mp RRKSR T AS8ROR0FL [mitial 24t on phase. (1)

The pariti eBh@metihr] dddoedingnd thOhpplivatidneheapeihi®d 8@ pro®ctidnofidea K in
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paratus are fundamentally accessible to quantification for protection by biometry, i.e.
estimation of the effort of a brute-force attack. Unlike the method according to the ap-
plication, existing methods cannot exclude other attacks such as SST or STX| i.e. en-
sure that brute force is the best method of attack. Brute force is the only attack which
is at all quantifiable, unlike e.g. theft of the biometric prototype or the like. If the se-
cret portion of the biometric feature is at least as long as the signature key itself, an
attack on the biometric feature requires at least as much effort as a brute-force attack
on the signature key. This permits a numerical statement of the effort at least necessary
for guessing the signature key with brute-force attacks. It is thus possible to quantify
the security of the method according to the application, which uses a signature method
with additional encryption of the signature key by biometry for protecting data.

Further features and advantages of the invention can be found in the subclaims
and following description of an example with reference to the drawing, in which:

Fig. 1 shows a course of a transaction of a conventional smart card system using
an authentication method with a digital signature;

Fig. 2 shows a course of a conventional transaction using digital signatures;

Fig. 3 shows a course of a conventional transaction using digital signatures and
an additional authentication step;

Fig. 4 shows a schematic representation of the comparison of the correction data

from the initialization and authentication phase according to the application;
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In identification by knowledge, identification is effected by a shared secret, in
practice usually a password, passphrase or PIN. In identification by possession, identi-
fication is effected via the signature key, personal identification card, etc. In identifica-
tion by biometry it is done by fingerprint, retinal pattern.

Different combinations of said methods are likewise possible. Thus, someone
making transactions with an ec card will identify itself by possession (the card) and by
knowledge (the PIN).

Some authentication methods cannot meet high security requirements. Thus,
identification by knowledge always involves the danger of users writing down the
passphrase or PIN. Furthermore, passphrase or PIN can be determined cryptanalyti-
cally from stored data. To counteract such dangers, many new authentication methods
use digital signatures. Digital signatures have a further advantage. They simultane-
ously ensure the integrity of the signed data: signature and data are inseparably inter-
woven.

Digital signatures stored on a smart card or another portable medium are only a
special case of "identification by knowledge." Therefore, they are frequently protected
additionally by a PIN or biometry.

Fig. 2 shows a conventional transaction using digital signatures. The transaction
includes the following steps. A certifying authority issues certificates and keeps direc-

tories which assign a rightful owner to each digital signature. The signer signs a con-
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nature and authentication. Authentication can be effected by measuring a biometric

feature. The payee is dependent on knowing the signer's public key and a sample of

the feature. It must be heeded that a digital representation of the measured biometric

feature is transferred over a data network. Then the merchant side compares the meas-

ured biometric feature with a stored sample (template). In this connection attacks are

possible, namely MMA, RA, STT, STX.

Fig. 5 shows the signature method according to the application in a schematic
flowchart. The two independent methods of the initialization and authentication phase
are shown jointly. It includes the following steps. Firstly, in an initialization phase the
user's biometric feature is measured and digitized. This is referred to as prototype P of
the feature. The biometric feature might be measured several times. In this case, proto-
type P is determined from several measured values and used for initializing the appara-
tus. Ideally, prototype P is then broken down into a public and a secret part. On no
account is a complete biometric feature, secret parts of a feature or a prototype thereof
stored. Secondly, in a second initialization step correction data are calculated from
prototype P to permit the reconstruction of measured biometric features when they are
within a freely selectable tolerance interval. Thirdly, in a third initialization step the
data necessary for carrying out the cryptographic method are calculated. Fourthly, in a
fourth initialization step the private data of the cryptographic method are linked in
suitable fashion with prototype P or parts of P. Fifthly, in the authentication phases the

user's biometric feature is measured and digitized again. In the preferred embodiment
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correction data. 23. An apparatus according to any of clains 20 to 22

havi ng Yreaifscation gartvindiudgs anly publicly inaccessible information. In the preferred
embodiment this may be the dynamic characteristics of the signature. Seventhly, from
the "verification part" or other information accessible only to the legitimate owner of
the secret key, prototype P, or a value calculated therefrom, is reconstructed, being
associated with the user in unique fashion. Collision freedom of the association rule
with respect to different users is required. Eighthly, from this value - and optionally
additional files - a fixed-length value is generated by means of a collision-free
function, whose inverse function is difficult to calculate. An example of such a
function is Message Digest 5 (MDS5). This value serves as a starting value for
determining the private signature key. Alternatively, the private signature key is
determined directly from value P. Ninthly, the apparatus signs the bill or parts of the
bill. The signature key is then immediately deleted.

In the following, the reconstruction of value P in the authentication phase will be
described more exactly. An algorithm having the following properties is used for map-
ping onto value P; a) it maps legitimate input values, for example digitized biometric
features, reliably onto value W. In the present case this is prototype P; b) it does not
map illegitimate input values onto value W; c) it is scalable with respect to the allowed
variance of legitimate values; d) the mapping function is discontinuous outside the in-
terval in which the legitimate input values lie. This means that gradient methods are
not applicable; e) it permits no conclusions on properties of legitimate input values.

Properties a), b) and c) describe the reliability of the method. Properties d) and €)
say that analysis of the method for calculating value W offers no advantages to an at-

tacker. This means that the effort of an attack on the system equals the effort of a
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1. Initialization phase

(a) In an initialization phase the legitimate user signs on a display of the apparatus
several times.

(b)  The signature is digitized. Static and dynamic information is detected.

(c) A sample or prototype P of the signature is calculated.

(d)  The variance between the digitized signatures is determined.

(e)  Static information of the signature is stored for classification purposes.

(H The dynamic information of the signature is compared with statistical and psy-
chological information about signatures of the total population. Dynamic infor-
mation which cannot be obtained with knowledge about the statistical properties

of signatures and which is characteristic of the signer is classified as "secret."”
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(h)  The parity is noted from each line and each column. That means 2n-1 independ-
ent values.

(1) The parities are stored for example in the apparatus according to the applica-
tion. Although they could likewise be protected in principle, they will be re-
garded as public information in the following. This leaves (#-1)2 secret bits per
square.

()  Inthe last square the parities of several columns are combined so that the pari-
ties belong to constant column lengths.

(k)  All signatures are deleted.

) For a suitable public-key method a key pair is generated.

(m)  The secret key is protected with the aid of the binary representation of the fea-
ture, e.g. by storing the bit-by-bit XOR of the secret key with the biometric fea-
ture (or the hashed value thereof) and deleting the secret key.

(n)  Statistical data on the total population to be regarded as commonly accessible
are used to determine number N of the bits of the feature which are to be re-
garded as secret because they neither can be guessed nor are used up for error
correction. Due to the error correction information the number of bits to be
guessed in an attack can be reduced by 2n-1 per square since the attacker knows
the correction method. The resulting number is a measure of the security of the
method.

(0)  All secret parts of the prototype of the signature are deleted.

(p) A key pair comprising a public and a secret key is generated.
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(a)  Inan authentication phase the legitimate user signs on the display of an appara-
tus

(b)  The signature is digitized with a suitable input device; static and dynamic in-
formation is detected. That can be in particular the same device as in the ini-
tialization phase.

(c¢) A hash value of the digitized signature is calculated. This can be compared in
following authentication phases with the hash values of new signatures. Those
digitized signatures are rejected which exactly match previously written signa-
tures. This impedes replay attacks.

(d)  Public information of the signature is used for classification purposes if the ap-
paratus was initialized for several users.

(e)  The binary representation of the feature is entered into the squares of the
initialization phase.

63 The parities of the lines and columns are calculated.

(8) Any one-bit errors are localized by comparison with the stored parities, and cor-
rected. (See Fig. 4.)

(h)  Ifthere is more than one error in a square, correction fails. That is the case in
particular if an insufficient forgery was inputted.

(1) The corrected feature is used for recovering the secret key of the public-key
method. In the exemplary method from 1(m) the bit-by-bit XOR of the feature
(or hashed value) is calculated with the result of 1(m). This value is the secret
key.

§)) The document to be signed 1s signed by means of the newly generated private
key.

(k)  The private signature key is deleted.

) The signed document is transferred.

(m) The error correction function permits no conclusions on how far away the digi-
tized biometric feature is from the boundary of the correction interval. Gradient

methods are therefore not a suitable possibility of attack.
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S#10% & ()-(aYm providing a biometric feature;
(b) digitizing the biometric feature to create digitized biometric authentica-
tion feature data;
(c) decrypting an encrypted code word on the basis of the digitized biomet-
ric authentication feature data;
(c) recovering secret data by means of a decryption of the code word on the
basis of the digitized biometric authentication feature data and on the ba-
sis of a coding-theory method with a correction capacity, the correction
capacity being freely selectable.
2. A method according to claim 1 having an initialization phase with the following
steps:
(a) providing a biometric feature;
(b) digitizing the biometric feature to create digitized biometric feature data;
(©) providing secret data;
(d) encrypting on the basis of the digitized biometric feature data and fault-
tolerantly coding the secret data.
3. A method according to claim 2 having the consecutive steps:
(a) fault-tolerantly coding the secret data to create a code word;
(b) encrypting the code word on the basis of the digitized biometric feature
data to create an encrypted code word.
4. A method according to claim 3, wherein the code word is generated by a generat-
ing matrix.
5. A method according to claim 2 having the following step: creating initial correc-
tion data to describe the space of allowed code words.
6. A method according to claim 2 having the following step: providing initialization

correction data on the basis of the digitized biometric feature data.

7. A method according to claim | having the following steps:
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10. A method according to claims 2 to 9 having user-specific initial correction data
and/or user-specific fault-tolerant coding.

11. A method according to any of claims 2 to 101, wherein a public and a secret part
are determined or estimated from the biometric feature.

12. A method according to claim 11, wherein the separation into a public and a secret
part of the biometric feature is effected with the aid of empirical inquiries.

13. A method according to claims 1 to 11, wherein a hash value is created from the
digitized biometric feature data with the aid of a hash function.

14. A method according to any of claims 1 to 13, wherein a hash value is created
from the digitized biometric authentication feature data with the aid of a hash
function.

15. A method according to any of the above claims, wherein the biometric feature is
a behavioral biometric.

16. A method according to any of the above claims, wherein the biometric feature
consists of a handwritten signature.

17. A method according to any of the above claims, wherein the handwritten signa-
ture is broken down into a public and a secret part and the secret part is a proper
subset of the dynamic information of the signature.

18. A method according to any of the above claims, wherein the providing and/or
digitizing of the biometric feature is effected several times.

19. A method according to any of the above claims, wherein the secret data are gen-

erated with a public-key method.
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characterized by
(c) means for fault-tolerantly coding and decoding the secret data; and
(d) means for encrypting and decrypting the fault-tolerantly coded secret
data with the aid of the digitized biometric feature data.

21. An apparatus according to claim 20 having means for creating code words.

22. An apparatus according to claim 20 having means for creating initial correction
data.

23. An apparatus according to any of claims 20 to 22 having means for providing a
hash value.

24. An apparatus according to any of claims 20 to 23 having means for breaking
down the biometric feature into a public and a secret part.

25. An apparatus according to claim 24 having means for breaking down into a pub-
lic and a secret part of the biometric feature with the aid of statistical inquiries.

26. An apparatus according to claims 20 to 26 further having means for capturing a

handwritten signature as a biometric feature.
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