TOKEN SHARI NG SYSTEM AND METHOD Cross-Reference to Rel ated Application

[ 0001] This application clains the benefit of provisional application
Serial No. 60/678,214 filed May 6, 2005, the disclosure of which is hereby
incorporated inits 5 entirety by reference herein. Field of the Invention
[0002] The field of the invention is conputer security, in particular

aut hentication. 10 Background of the Invention [0003] Enterprises are known
to enpl oy strong aut H%¥ gct the confidentiality,
integrity and assure serﬁe Oﬁ?%@{@r a?&ell\hgng |n¥)or mation technol ogy.

Thi s has CxeennRafeconcplte Bhlatbddgipligativivari ety of net hods, including issuing a
15 digit reifi ch

enpl oyeea[he i St rgﬁ}seap élﬁ)c %1?1%5?%1 eoy&g%tr&rf(r%gwg%%p&licg%%;sn&l e Er}el atively
strai ght f&ﬂfﬁiﬁaﬂdmﬁied Madyeﬁrréﬂ@s bl disglesurg b mhbichsis ereby aichypomtesli inglse entity to
whi ch a copltr g% of users must authenticate thenmselves, i.e., the
enterérlsél erer%ﬁ f It can be difficult to apply strong

aut henti cati on t echni ques for consunmer 20 applications. Digital

certifi ca!t‘i'a igd EEokens can be perceived as an encunbrance to the

consumner '3 % ith other entities, such as nerchants, and can be
an expengeoo2ihat neht fied ofihenﬁi@iitiimriéborﬂ@.ﬂertsbﬁm@}t hepargiutarty is willing to
bear. Howeyer, the consunmer's wllingness to adopt certain strong

aut hent i epticaigtnni ques can be expected to grow in view of the

i ncregsi ngly sophi sticated and damagi ng threat posed 25 by hackers, such
as identity theft, phishing, man-in-the-mddle attacks and credit card
theft. T k In t uat ed by the increasing anount of comrerce and
other aqpposjties Eht%}pris@é%e Plddmo @ﬁ%loﬁ}%tr&?g?ﬁﬂiéﬁﬁéauoﬁ ReRnducs jfleed, the
unanswered threat of conprom se and resul tant accumulation of negative
events canotegidhsg ‘fonlﬁéeié’éh%’: igepaly agd pvuehseivise af thei fatg gnd ormaiiprcont i nued
mgrati Or&ea&ofe@?sm;q{as%eénl a\éb&rﬁ;@i%héd%sﬁi% ama}let@%fﬁ@mbason{aﬁmn idfgquoh
stronger authentication Is needed for the consuner, certal n known sol utions
can b dligital eertificatetojeas emmlenee, mrovidiag afighea o eash prBlojsseicefEengpr i se

clients, AuGARSKER [’or%%ﬂterpnse can be relatively straightforward to implement because

there is generally a single entity to which a controlled group of users must authenticate

themselves, i.e., the enterprise itself.
[0004] It can be difficult to apply strong authentication techniques for consumer
20 applicati.ons. Digital certificates and tokens can be perceived as an encumbrance to the
consumer’s interaction with other entities, such as merchants, and can be an expense -
that neither the consumer nor the other entity is willing to bear. However, the
consumer’s willingness to adopt certain strong authentication techniques can be
expected to grow in view of the increasingly sophisticated and damaging threat posed
25 by hackers, such as identity theft, phishing, man-in-the-middle attacks and credit card
theft. This is further accentuated by the increasing amount of commerce and other
activities that take place online each year.
[6005] Indeed, the unanswered threat of compromise and the resultant
accumulation of negative events can itself be considered a modern impediment to the
30 continued migration of consumer activities to an online environment. Although
stronger authentication is needed for the consumer, certain known solutions can be
difficult to implement. For example, unlike most enterprise clients, a consumer must
authenticate itself to a broad range of diverse entities, A consumer typically may not

want to keep track of a different authentication credentials that are associated with
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authenticate itself to a broad range of diverse entities. A consuner
typically may not want to keep track of a different authentication
credentials that are associated with different entities. For exanple, many
consuners have nultiple bank, credit card, service provider, healthcare
and governnment accounts. Each of these could benefit from strong

aut hentication by the consuner. In this case, if the consuner is issued one
aut henti i |.C & 2 ' y have a pocket
R A i e R S Ay

[ 0006] Wrsatvidepravadseddealtisazmnd goteament sacoanis. $iaclt efithem dowlébinelit frdrat can

oper ate i Iy 0 t : . r to

aut hent i csﬁﬁ fégn%lt%glpaﬁmﬁ gytéhevﬁcn%gselﬁn%\ge{?l e ?Q%flﬁgﬁgoen?%}rnl&gglss&%?% H%esi ngl e t oken
can be shathedicatoodsicmeayacsbimtde of femayt potsitinliicheve apoeket orked ying hat t he

consuner Wl | .begin.t.o carry it. und as a necessary personal tool 10
much Ekﬁgot%qucg%ﬁg%%{na%é? %ff%a%[?ﬁogfeé’aﬁm}%r ds. Brief Description of the
Drawi ngs [pOE)7] Fi §ilaeishealed Wanatheiticaddy sedmvaal ntbtiod giiat 8@y opetee | N

accordance. wi th an _enpodi nent qf the present inventian. 15 [0Q08] Figure 2
Shows o dPEE ATk AR PO oy VISR L BIIHELE BFSHT B4 V8b0di rmant o
t he presenticty Y eiibrpfises] 0QCRblckblgH tah B ShRdEcrassGhafantd, flen Wad ln@ih
architecture La g%g rdance wi tﬂ&an enbodi nent of the resenL i hvention.

[ 0010] FiBerF dxery cgnsumet WHRGRIR 1 FETCRRIRPRE FGPe6TSEY PTEgrEoBevi ce t hat
can RO ORMANRER cBMpldnB] &r kekon&edinca@cor dance with an enbodi nent of the
present invention. Detailed Description [0011] As used herein, "identity
sharing"” means sharing the ability to authenticate the personal identity
of the hopd8DREristidndi8he Dragae1d factor sharing” 25 neans sharing the
ability tmm_aﬁ’a‘s associated with a token. For exanple, a

t wo- f act dPOGlt hent Figats ofhowy § centialized vpldatign sersicpity agserdsnct @henf i cati on
Nurber  (cnfloMment H8he biekcdt ink@ighRr ) and a One-Tinme Password ("OTP, " the
"second factor.”) The PINIis a secret shared between the individual holder
of the t dRe¥land t Kiguread sawn eidistibuisd vajdatiemservicplractadange WliTR: can be one in
a sequen : F’Eﬁ% : - 30 be uniquely generated only by a given

t oken anaa%t)bgalc ecke é%%gb%gg%%o entication system Wen an authentication
system r d8@iNes anliguesr3 shows aarctmtiaf walet archigesture infagcordance with an

embodiment of the present invention.

{0016} Figure 4 shows a cell phone implementation of a single device that can

20 generate multiple tokens in accordance with an embodiment of the present invention.

Petailed Deseription

[0011] As used herein, “identity sharing” means sharing the ability to
authenticate the personal identity of the holder of a token. “Second factor sharing”

25  means shating the ability to authenticate an alias associated with a token. For example,
a two-factor authentication system can include a Personal Identification Number
(“PIN,” the “first factor’”) and a One-Time Password (“OTP,” the “second factor,”)
The PIN is a secret shared between the individual holder of the token and the
authentication system. A particular OTP can be one in a sequence of numbers that can

30 be uniquely generated only by a given token and be checked by the anthentication
system. When an authentication system receives and verifies a PIN from a user, the
system can authenticate the user as being that user who is correlated with that particular
PIN. Likewise, when an authentication system receives and verifies an OTP from a

token, it can authenticate the token as being that token that is correlated with that
2



system can aut henticate the user as being that user who is correlated with

that particular PIN Likew se, when an authentication systemreceives and

verifies an OTP froma token, it can authenticate the token as being that

token that is correlated with that 2 particular OIP. In an identity sharing
system any of several entities can authenticate the identity of the user

based upon, for exanple, the PINor the PIN and the OIP. In a second

factor. Shakne: ¥eUAL iAo aEKCLRl otk Laficcan ALDAAL cate the

token it using t entity and second factor sharing

has been th# lém@@ws%ﬂgisgi wonyfor mamtﬁ the N enthe &Y aphthd @fiPcdn as an
exanpl e, C th the
o osent " ok PP SLE BAL ARG T OB ARHERR aut BuRGEMATNGT M

chal | en g @sing ﬁpcﬁ)’i&\e Althoegledewt ity afpbseosddadtarshempsad bémahmnsssmmmgrﬁg

Centr ed T Service, Mpdel [001 ln. a odi nent of
Che. pesRT Tt ERpTBikog e it of oRRRieaR O Buths A B8 eflc ur o 1 s
enpl oyed it mcmdmmﬁﬁh@prdsenazhmﬁibe Rolh exangd; dipitaf eectifontec aeident i al , such as a
certlflca or an OTP, tor on a | emented by a hardware
Coken. | TREIBREERHoF SHGHE R O 1o CUGBT FAOE S8 be activated at any of
a vari ety of applications and/or web-sites. An application can manage t he
first facicotralized€bkeaSenviagddodeine and password, in the application's own

user 15 database. As part of token activation, the application can store a
mappi ng b¥lgken t Ha acqopdanre Vith phembodiment 8T U RFesent SWEBIM fact or t oken

i dentypf i %éntxaﬁk&lﬁol@eﬁ s&vic@‘fﬁfhsﬁ@dthx@'xs cniiGHRE o px%@i@x%ﬁ]anf@e[hd&t@'tﬂedat ion, the user
can enter a first factor, such as a useémane and password, and a second
factor, serond fistoscieimtink Byehena cotRerte grand Pk Bioksad @dioF ed on 20 the

t oken. hlfl @B@ﬁt&&ﬁ;ﬁéﬂd}d&% 1@h IRtk ch BRpIEEfing tRELCEnd fQ&@ﬂ daf b UPON
successful "validation, It can retneve% he t l%en seri al nunber that can be
associ at edivlediat ayeffivarsty of apnlisations dnd/piswebysites. it appligpsios esond f act or by
sendi ng e, e.g.,
over o npiB HERPACEEIES, xR Bof e KEIRMAR GRIKFS, 2 I
accorpl i slhtabdst.shs paurt of trken petivetéorh dwtapplipatidrecaa s T aepong eanec28hadepl oy a

val i dat i OBk b GBI SRR AR er kR PRLEEREE (2T on servi ce

in accordamber. Wi th an

[0013] For validation, the user can enter a first factor, such as a username and
password, and a second factor, such as a OTP from the token or a certificate stored on
20 the token. The application can validate the first factor locally. Upon successfut
validation, it can retrieve the token serial number that can be associated with the first
factor and then validate the second factor by sending a validation request to a
centralized validation service, e.g., over a network such as the Internet, a Virtual
Private Network, etc. To accomplish this, an enterprise hosting the application can
25  deploy a validation proxy (the “Authentication Agent,”) to the centralized validation
service.
[6014] Figure 1 shows a centralized validation service in accordance with an
embodiment of the present invention. Internet Service Provider (“ISP™) 101 and bank
102 are coupled to Centralized Validation Service 103 through network 104. ISP 101
30  includes ISP application 105, ISP authentication agent 106 and ISP user store 107. ISP
user store can be a database that correlates a first factor with the identity of a user (such
as the identity of an ISP customer, administrator, employee, etc.) for one or more first
factors and user identities. Bank 102 can include banking application 108, bank
3



enbodi nent of the present invention. Internet Service Provider ("ISP") 101
and bank 102 are coupled to Centralized Validation Service 103 through
network 104. ISP 101 30 includes ISP application 105, |SP authentication
agent 106 and | SP user store 107. ISP wuser store can be a database that
correlates a first factor wwth the identity of a user (such as the
identity of an ISP custoner, adm nistrator, enployee, etc.) for one or nore

first | QlﬁE“ k i anki ng

applicati on&&%gﬁoq%g&ﬁqgg au en%l%eggﬁolegﬂ@aﬁel%ﬁm%%gorgggi%g Quser store 110.
Bank usedatgbase élaﬂds;@retams alfmstﬁactmiau@nbhfsdemﬁmbf cuer Ghelt s bank agestntf act or with
the | deni‘; dg OL?.rﬁ(aQ[Lf 1cer, E]J{(a%ﬁﬁlg s@% a%c Oel'%]gl@fﬁg,oetéj)e Erfqlig‘alqlf officer, a

bank I'T a m s oyeé can activate a
shar ed todneatnvmhelsmréd'tekmokrm\e (13 tsltmmeﬂarad it thissexexplbetvebeISReE | SP 101 5

and b nt i cate hi f he .1 SP U 111 can

ont er o & G 12 0% ANk e B 15 ol R s 0 n s BT 5

joe(a |snseemmh,wEnfinumsrcaéehiha@annalbddﬁmsgratger; dbisp.a8 ﬁcﬁiﬂ@mdlpaaﬁmrd (e g.,
"rolf362") and an OTR from hi s token val es .t he, usernanme and
passwor 4250 UFHRe By AR 149+ FPRERs T E Bpmiup e e 107 an
exanpl e Qilidates @&Qisenime #R6asswodd Sroddéd bnelduges] 12 by SehdaBie ISRudser 10
password an ]iogpgew ce identifier. For exanp (loe@isp.com "rol f362",

275823435101 &e&ar@%%ofsaéﬁ@riBll@@iﬁ?raﬂ%gﬁué%wﬁm%ﬁmw 103 a request
t hat 19 NChatd@srdt a8 «@Hice QR EIY 6 &{aﬁfﬂc‘i lGGe@%EE:oél‘%lﬂHi”tj’?@SéﬁB}?n identifier
| Ze

retrieved fromthe user store. Cent al 1 dation Service 103 can

i ncl ude 1BkHH spaisendde Conirah Yplidasian 56‘?’%@193 arguest Grebiclydesibe @IB.  Token store

113 can he.RedAbARAS Gsel AT arRQfd Bk ﬁémifféi%'ihévg&ﬂ&hftﬁe%{s& th 15
precal cul ated OIPs and/or one or nore secrets stored in the token

associ at &anigdlized ValidatippRearics b‘&ﬁapﬂﬁmélideéﬂﬁfpdﬁhﬂlh’éﬁpﬁhﬁﬁwdéﬁrd@h needed to
verify iR biOMaTdIal Gre 11YRk] A hRlhaaPRhd SAL LRIk re the
recei vedtO'I']PSV\nfe?lh one or rr?ore {)b tal necf ?rr om%o elr‘li%?%hgrg 3 and/ or
can d&al cpiearleulaleOPPPs @ﬂ/@@n@awmgmmewts Boredén theé@@nv@dclm@wmhﬂwd upon dat a
obt ai ned %@I’ ; Servi ce 103 can
send a rg}cskggr?ﬁseé%negsgrsm;jggrgg o a%ﬁ%%é?%:‘%fﬁpﬁg;ﬁlo has or has not
been sucdebddtiohlapplicationdidf ean Cdnsmelﬂhir@awecb@&?wd@ omblemneto%r vices to end

cuccesst SPPYe SRR dend POGRERFRRABRIBIC B0 h Hpboel VI 0T, 27 '°

user nanerdceivgd OTPdasget! hpm dmmcbbtmmd fram tbkan plassMOr Centralidzd fatid@idbn whi ch can

val | 98 te Slf":rbrlec%:elOkI 3 n%nc? a response message to ISP 101 indicating that the OTP has or has

not been successfully validated. ISP 101 can provide Internet services to end vser 111 if
both the username/password and the OTP from end user 111 are successfully validated.
[0015] Similarly, end user 111 can provide a username (e.g.,

ismith@bank.com) and a password to bank 102, which can validate these using bank

25  user store 110. Bank 102 can send an OTP and token identifier received from end user
111 to Centralized Validation Service 103, which can validate these and send a
response message to bank 102. If both the username and password and OTP are
successfully validated, bank 102 can provide to end user 111 access to end user 111
account information and banking services.

30 [6016] In this example, end user 111 can initially obtain the token either from
ISP 101, bank 102 or Centralized Validation Service 103. Each application can pay a
centralized validation service and a token issuer for providing authentication services

and products to the parties to a transaction,



25 user store 110. Bank 102 can send an OIP and token identifier received
fromend user 111 to Centralized Validation Service 103, which can
val i date these and send a response nessage to bank 102. |If both the
usernane and password and OTP are successfully validated, bank 102 can
provide to end user 111 access to end user 111 account information and
banki ng services. 30 [0016] In this exanple, end user 111 can initially

obtain t%sgﬁ]ﬂé?%ﬁid%ﬁﬁsﬁsfeﬂ“ | SP 101, .bank 102 or Centralized Validation
Servi ce : ch applfrcation can pay a centralized validation service and
a token i@agpr forinprexdAicagitautdientnbadimont of @revirases ina@ntbrproduct s to the
parties

t.o transaction. 4 Distributed Validation.Sys, [0017] In accordance
Bt anot REDUHBEM HLHE NAmaeed it OHE T O Atior HERRPSPRPLRR eq
ar chi t ectmbsdiingniemiadhittal wahidataehitheurs A5P1d4 hithiaak 10Frgur e 2 shows an
embodi rent of the distributed validatjon archjtecture SP 20 nd bank 102
are SSCOG?HPé‘ﬂit?J“T‘?Sk%??WB@WMW@rW%‘@*‘?G?Wﬁ? o) PC aﬁ@?bﬂ?ff?%éﬁ‘? such as
the | nt enpptan ihetie B¢ £RO 267 Ghitd Rad BKefktsiatd BatlBeeclatdbiokn can be a dat abase
that correlates token identifiers with precal cul ated Ps and/ or one or

nore secidentfies with grocpicwlpied OJRepnd/os08p eF mpr et aloreddn s kSRi denti fi er

and/ or  otbek:. Ao B {oRdh iBEREE kR Y@L} forRafBheeldddapVaify @i This can be
i npl enented at a one tinme password validation server 205 at 10 | SP 204.

[0018] Tdieana tobesk TpisSan bs imeplonmepted gha prcimeipasTyid Yalideppn Vet & 202.  Token
Mappijpg $Ps& 202 can be a database that includes records that correlate
token serial nunbers with the network address ie. g., the |P address) of a
val i dati ¢#018kr ver P0&n Loblaw Ssance 4l icaminslugpdo ppirteaie820%r edenti al from

t hat tok . i gat | ] i j | i dati on
Node (AV‘!iIJI);thmc%)?l(';i %ng% gft'a% éeb% cglgir}? éa&%%%ﬁo%%m %%%?%@g%%&%gﬁyg%%@ri se a
net wor k eéria nshbérbubtk thoumbwalkeddoess (eg.vbe & adtpesehedppriédagpn seryedd? d st or ed

(123, 21, $B8 g 5569 il pri-aRTERSRIONES b0 fbl cafad 1
net wask additie dsithorickive Nelidation Node{AdASswothdt tokdn sseslinombsefemeral 205 and
e S Ao Bl AL 0 MSRAOR  OByoze e, 3
101 can aedas TekdmOWeppingSioercabye (IP-Address, Token Identifier), e.g.,
(123.21.3.156, 1453422207). In this example, 123.21.3.156 can be the network address
of the one time password validation server 205 and 1453422207 can be the identifier of
20  the token whose one time password is to be validated by server 203.
[0019] In the example shown in Figure 1, ISP 101 can act as a token issuer by
registering a list or range of token serial numbers with Token Lookup Service 201. The
list or range of token serial numbers can be stored in token mapping store 202, which
correlates the serial numbers to the IP address of ISP 101. Bank 102 acts as a relying
25  party. When end user 111 requests access o information and services provided by bank
102 (the bank can be a “resource” sought to be accessed by a user of the token), end
user 111 provides to bank 102 first and second authentication factors and the serial
number for end user 111 token. Bank 102 can validate a first factor (such as username
and password) using bank user store 110. This can be implemented using a resource
30  validation server at Bank 102, e.g., a server on which the authentication agent 109 is
implemented. It can store the mapping between Joe’s username and token serial
number in the local user store. It can also cache AVN information for the token locally.

Caching may be implemented as it is implemented for DNS caching.
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registering a list or range of token serial nunbers with Token Lookup
Service 201. The |list or range of token serial nunbers can be stored in

t oken mapping store 202, which <correlates the serial nunbers to the IP
address of ISP 101. Bank 102 acts as a relying 25 party. Wen end user 111
requests access to informati on and services provided by bank 102 (the bank
can be a "resource" sought to be accessed by a user of the token), end

user 111 ides & SEAQ factors and

t he seri wﬁﬁun’oer B@gﬁ#@goe%eh%%e a%gién ngﬁé‘&%%%ggénec%g:ﬂ%gate a first
factor (smmeaﬂlemﬂ@nn@mbnmabﬂ!pmsisdm@)dWIHd beksn mpppngstor 2110. Th| S can
corvap! STEIEL: HE L% A PAME R, B0 AV I IAIAN W ARANE i dbalipls 402

server e aut FCatlon agent [ enen t can store
t he nappllhgddnaés\ném lDGeTcﬂceuMcnpsmvlwl’DItc@keaﬁursehdEladdmwﬂf&efl\w\ﬂ he | ocal

I AVl I |
Cachi Rg 5% 190 FARRENEAIERT S kPl R Bhle 02 58wl IFBAER | 7™ & 0020y

Bank 102 applibaﬁdarSﬂ)SSBm H)Zrceqmes'selﬁ(a thxkaann taqukﬂup;n IS8rivi cehiglOdnt hat i ncl udes

t he t oken u rovid nd us n_nm g store 202
correl at é@]s‘f %?8 B‘Prﬁg) %«%tPF'éﬁmﬁﬂ%Te‘fﬁyfl loflﬁgp ql‘%’saaﬁgﬁo I%Stc’v‘?ﬁ%':ogh inthis
exanpl e iISp ttwecanlsEhdatlelreesiss cifihel \BRAA0DA to Teamk a02 krokesypnsemydsgge. 201 can return
the IP a ess of phe AVN | SP. 101 2. ISP 101 can include

t oken stﬂ& 1503 an ﬂf“b?&’@ﬁm\?faq bt ﬁregpﬂ%ﬂ@%{tlﬁlgﬁaﬁa%“é&%?m can then
send 1@ VESP dahg Iﬁgu§&m@)MQ%s§MAtwpa§§ﬁbrdv‘&bMt’maIﬁ& second factor
usi ng token validation_application t oken st or .[SP 101 can
send t he QBshEpH disdpkenn@ingiqtiye; ,I%%m%&hq)%pg haypyimplenapnt @‘5 éﬁﬁg’é‘t “flessage.

[0021] | RafilhioR ¥&0ied,@nd Heym1 1 Ehnﬁb@iﬁfﬁn@onlﬂl@@mﬂé@g ap%aﬂ;aatﬁﬁ@t‘@uk hgnticate to
his 10 ISP using his usernane (ioe(c isp.com ﬁgﬂé password

(" r ol f 36izigaFisppanangTEERithiphaskeot, F&WSSOS}E[F@@‘%‘W @d the bank

have |npltgér§@pﬁroﬁlqugjs$tlggugmoq;gn val i dation service, end user 111 can | og
into his online banking application at bank 102 wutilizing his usernane

(i smiBh@l89&] con) , Tekea isseraarlxing papiss gdoradrey LP@WP%Q’“)@ 28h@a0 t he OTP from
hi s | SP-15866kafQ Ee Oﬁ&[}kelxr\]:?to[e(aﬁlggther-'é@ Ifx@d%séaﬁs Tﬁfs%an P&t fAdicR & ihir&fc@nd Token

Lookup Service 1 can authenticate thénselves to each other as necessary.
Thi s can gughorizatiopand bilingtfandtionalisy fpe secord fakior Vatidetien cagbling? 1ich 55§

functi onangbéy Jsg[mﬁggond factor validation, enabling a rich set of

busi ness i )

Credential Wallei

20 [0023}] In accordance with another embodiment of the present invention, a
credential wallet model leverages next generation mobile devices such as Java cell
phones and PDAs that have storage and application capabilities and some form of
graphic interface to manage credentials. In this embodiment, a mobile device can be a
“wallet’ that can contain multiple instances of a second factor credential. For each site

25  needing strong authentication, the appropriate credential or credentials can be accessed.
[0024] Each site or application can provision, manage and validate its own
instance of the second factor credential, such as OTP tokens on the same physical
device, thereby obviating the need for users to carry multiple tokens. For example, ISP
301 can include token validation application 303 and token store 203. Likewise, bank

30 302 can include token store 305 and validation application 304.

[0025] In the example shown in Figure 3, end user 111 mobile phone (not
shown) can have different OTP credentials provisioned for different applications and/or
sites. End user 111 can log into ISP 301 by using his ISP username (e.g.,

6



Credential Wallet 20 [0023] In accordance with another enbodi nent of the
present invention, a credential wallet nodel |everages next generation
nobi | e devi ces such as Java cell phones and PDAs that have storage and
application capabilities and some formof graphic interface to manage
credentials. In this enbodinent, a nmobile device can be a “wallet' that
can contain nultiple instances of a second factor credential. For each site

25 needi ng sk oo, ?ag%%%)atggaﬁg@&a (R EPPLRA AforthRUSIY idle fof Credential s

site or applicati'on can provision, nanage and
val i dat e ISR 30loWhe sacorst fastorfoniSP 108 corborridniad nung BPealidationl | such as OTP

t okens on . i } r [ . eed for users
Lokens RS PR AR Rl A5 et PGP M AgfboBCCS |
val i dat i ealuafplISR 30l sshaasindighre 6Kkéml weorld cadroll 4 kusir48! tdthek 30 302 can

i ncl ude token.store .305 and |, i i |_§ i : In the
exarrpge §lﬂ%\9§ﬁmﬁ%wﬁl 8’1??”5 °§fﬁlee&r§%)lé Ss%%eeg%R?ﬁ%cg}l%@&ﬂg%@%gé}?inug%pﬂE %%nvm) can have
di f f er entbe @Hiied ¢ @tk AthlE Ke4, wideh @i b edlidated bytickll phea 0 pfdohcatceshd and/ or
sites. End.user 1 I into 1SP 301 by, using hig. SP usemane (e.g., 6
i 0e@ sp. é’glr‘r‘%-""",tmrt‘ Hétkﬁgg\ggﬁea@g%vagﬁ%%%F&l%sé’ﬁa?/%%?@éjf‘ regrh%[)?t‘ he appropriate OIP
val ue }‘ onoo2eHP 301Er|;dﬁkser Heecantbgba ot ks oflie bhSPicdfiht agims Ihiguseaiahﬁat ed using

| SP validati iication 303 and 1 st.qre 203. ser 111 can

obt af n ¢ hemisGpaRER SRespRie et 6rolf S S8 QTR AR B Bk e 4 End
user 1311 G@%oﬁ&ﬂ@ééen&a&ﬂ”b? fs c40Bhdre. ThesebordFavi6rTod ik 30Z e lshown on t he

di spl ay screen 402 of cel

( | | . phone 403, En ser 111 can be asked to enter a
PI N 404, vahdlagad wsing baak Yalidatiparagpliqsiion 494 a"gﬁ%??@_S@%;DSUpon successf ul
val i dati qgpaf the RliNs clehéhti@FaltdbiBodimbniD@cH baRY sxetkpo St ofnFegeen 402.
[ 0026] End user 111 can | %J,on to his online bank account using _his usernane

0
(i snmi t hnensgernd Bapr arkegteqtion infragliecdyie, here s B flapsndengy,pn ihet val ue from
hi's bank’,gime kA AiakRR pafy bASRRIRL RlerDiselHiPnd Shdre P RAME:, vaAi¥Rs Second fact or
for bank 302 can be validated using bank validation application 304 and
t okeriSst deleengtisbare] @oommon fpkempeneratiog davieca Puolias p 6¢ll BB Hithéit | each entity
can depl %ﬁ Johﬁat@ J4d St and second factor authentication infrastructure.
There is ho ependency on an external authentication/validation party
because tif8] oken FEachalf theiembadimesisatissussedaone pan opg¥ipicnd caBbe okens "share" a

common 1 qgt%élr_agg B¢ ﬁa@ﬁélﬁhge ﬁ{‘:ﬂYé daftre aﬁﬂﬁ%ﬁ‘cic@:ﬁo@ne@\%ljk. BRARE YR AE be

deployed independently as part of an evelutionary process towards a common end state,

20  which can be a trusted, flexible, economical and easy to use authentication system for
consumer applications.
[0029] Embodiments of the present invention can associate and authenticate
users of various devices and/or credentials across multiple systems using a credential
identifier. The credential identifier can be an identifier for the user (such as a name or

25  an email address), or it may be an anonymous identifier (such as a number). The
anonymous identifier can be an opaque identifier such as the result of a one-way
transform of a set of user identifiers (such as hashing a username and/or a token
identifier, credential reference, etc.)
[0030] Embodiments of the present invention can support an anonymizer

30  service to generate an opaque identifier from a real identifier. Further, Different
credential identifiers can be used for the same user by different relying parties for the
same device. A credential can be transmitted in a way that preserves privacy, e.g. by
using randomization (pure randomization, random encryption, etc.) or any suitable

process to avoid tracking of a user.



appropriate software. [0028] Each of the enbodi nents di scussed above can
coexist and can be integrated to participate in the sanme authentication
net wor k. Each enbodi nent can be deployed i ndependently as part of an

evol utionary process towards a common end state, 20 which can be a trusted,
fl exi bl e, econom cal and easy to use authentication systemfor consuner
applications. [00291 Enbodi nents of the present invention can associate and
aut hent i ¢Riag Userﬁheq{leﬂ(&rlh%t%r&ﬁyd WS cabsifiREntS sRASHLLA! mvakibRSs mul tiple
systens using a credential identifier. The credential identifier can be an
i denti fi epn ¢Q§¢flher?eseﬂ$@rf01(€§ﬁ@ﬁef§‘§ﬂ3@ Goateet v@Hdasion apdechased ondlieiok¥s) | or it may
be an an?ﬂyl@%%ok&gsﬁwu Ghick. SHE l?ok%ﬁ 1&1&;95@9@5& cm%talﬁ@%vmuﬁapg dentifier

can be an opaque 1 dent |er such as the result a one-way ftransformof a
set of usaken jdgotifiers tOéﬂlsen(\@b@ﬂﬁoasodﬁasﬁlefﬂjﬂ%Y bﬁs@pnqélm oaﬁa:rk@rxldan‘ttf@ken

| dent 1! 86reatif BRED bHon &l ERRGE 0 B 1 QPO AR RO AL e he _pr esent

i nvenfi on can support an anonym z 30 service to generate an opaque

i dent i f i eprrdat @adldatwre:ajde ifateath a‘en@ce Thyiny¢ndion c@i srfeeveerks with gainla|
identifiers cany ed | gm@ S parties for
the sanme device m 1 ceraéu e%{wat“ Ealg egt ?[a%yne ﬁgl%?gnﬁeﬁgn \E/\ogwa&ﬂ%% preserves
privacy, desktpp R@s safsvangon moldrieyiats, deli¢apadrhardvanda iy aﬁﬁmmtablandom
encryptio etc.) or any suitable process to avoid tracking of a user. 7
[0031] TR ltji%’f‘hod in accordance with enbodi nents of the present invention
can descrotse] a ser Vhegredentinttiniooyanise gnd tiee paswed] chelidngeladspamse,node based on

t he t oken ..e., a to n |, 0o ._..1he tokep | ookup service can
mai ntain aﬁd#’&gd@ﬁ%\f ?%ﬂ&ﬁ?g?r@‘@ﬁ ‘¥ E%mf IOP(?%@HHWI i dati on nodes.
There nﬁy&ﬂ@ﬁyﬂﬁs&ie?ﬁmI&&dérﬁiﬁﬁﬂaﬂddﬁﬂicb&f drdrcrddleditials coathiiggieesonal Aut hori zed
parties ca uery the token | ookup service to determine the correct

val i dat i éqlﬁnﬁgaé%lee@aﬂwe ervice. The invention can operate works wth

mul tiple oeyi ces BRGodibkith Bf @e au&;hﬁ)ﬂtmmtammdiged ici-NEdthatlchatdan be
i mpl enment ed in software on deskt.op t%oftware on nobj | evi ces,

dedi dat edHaplefpAyiae BHtigHi) SWW@P%FF%BF%S pitg s fthephe t’ﬁeg?‘jwel'he pr esent
i nventi ony,cRBeMRE ONe time password, challenge/response, and PKI (digital

certificate) based credentials and authentication algorithns.
[0034] Embodiments of the invention can be used for “token wallets * These

wallets can contain multiple credentials for different services. Each credential in the
wallet could be used by multiple services. A wallet may contain more than one shared
20  credential, unshared credentials and multiple types of credentials, such as O'TP
credéntials, digital certificates, challenge and response credentials, etc. It may contain
more than one of each type of credential, or none of any type of credential,
[0035] Embodiments of the present invention can include centralized
maintenance functions, If a credential is lost, broken, or stolen, then the token can be
25  disabled across all applications in a single operation. If a credential is revoked or
misused, an administrator can disable the credential across all or a designated subset of
applications, This can be done in a single operation.
[0036] The foregoing is meant to illustrate and not limit the scope of the present
invention, Other embodiments not explicitly described above are encompassed by the

30  claims, as will be appreciated by those of skill in the art.



Anonynous devices and credentials, and devices and credentials containing
personal identifiers can be enployed. [0033] Enbodi nents of the invention
include a centralized service that enables 15 nultiple relying parties to
send validation requests for the sanme authentication device or credential.
[ 0034] Enbodi nents of the invention can be used for "token wallets."” These
wal |l ets can contain nmultiple credentials for different services. Each

credenti [ |l et could be used by nultiple services. A wallet- may
contain mdé%t%%ﬁe%% shared 20 credential, unshared credentials and

mul ti pl e It Vpesitlohtictiedsystenakenpiingh as OTP  credentials, digital
certificates, _chall r i: t contain nore
t han one of egccf%{e'tlf/%{eggg%t‘%g%g&g%?& gl%(?h%{e%%gdr%}elh%lfr%g%% %%iluf)rg{egf %:(redenti al .

[ 0035] Enimodiapsvatrd of t he present invention can include centralized

mai nt enance functjons, 1f .a dential 1s | [ t.ol en, then the
token%can be #25° %‘P%B??F‘é‘%rdggﬁ%ai ngﬁwergﬁ%ﬁ%iu(é%?%%dn%ag &1&03?@9& etRoperati on. |If
a cr edentdnakime passevakederated by gesddp, tho vaidiation stveabaingzametworkabl e t he
credential across all or a designated subset of applications. This can be
done in &9l e operation. [0036] The foregoing is meant to illustrate and
not limt theasgep®obip tddicsonsititted ahd uemicged . coflelira ehdaddinti@nt S not
explicitly descri g«id above, are .enconpassed by the 30 clainms, as will be

appr eci at'8th BFtVerb desation ithe Yalidpfion$eveR ¢ g \What is claimed is: 1. An

aut hept i cat i 0B r&YekeMlideisiehwt Bistractddna ArenRa td witided ablegkt afirsanged to have
an identifier_ and to generate a one_  tinge pa ti me password

. arll | password; 5 a on
val i dat i Gwthsticzlen efrspieuidedhy any: %@*%W&_%‘H a{“gto\ﬁﬁ? YEEaRest ﬁ’é%‘eone tine
passwor d 1g&nek at BélokMichdastwdsd Ralidalien sedber @oth ke RIokE sehayiffig a net wor k
address; a token | ookup service constructed and arranged .to correlate a

t oken i defstfrgtems suspespiubly Melidasd rnd Wegrd Hopcdime PRESWAS vaidelighred®tler: 10 a

resour ce yald fAgiih@PaSfbMelalidnaliygt ed and arranged to validate at |east a
first authentication factor provided by a user of the token, and to send a
requekt far t fde system of claim 1, wherein the first authentication factor provided by the

user of the token includes a username.
3. The system of claim 1, wherein the first authentication factor provided by the
user of the token includes secret shared between the user of the token and the resource
validation service.
20 4, A token lookup server, including:
a processor;
a memory coupled to the processor, the processor and memory constructed and
arranged to store a network address of a.one time password validation server and a
token identifier, wherein the one time password validation server is constructed and
25  arranged to validate a one time password generated by a token that corresponds to the
token identifier,
5. The token lookup server of claim 4, wherein the processor and memory are
further constructed and adapted to receive a request for a network address for a one
time password validation server for a token, the request including a token identifier
30  corresponding to the token, determine a network address that corresponds to the
received token identifier and to send the determined network address in response to the
request.

6. A method for authentication, including:



| ocation of the one time password validation server to the token | ookup
server if the first factor is successfully validated and to send a one
time password validation request to the one tinme password validation
server. 15 2. The systemof claim1l, wherein the first authentication
factor provided by the wuser of the token includes a usernane. 3. The
systemof claiml1l, wherein the first authentication factor provided by the
user of the token. i ret. : eeRork a@he tille t oken and
t he resource K?%P? a.4%g§§%§§ﬁggﬁm%%§%ﬁgﬂgﬁéken‘Io%%ﬁﬁﬁggrver, i ncl udi ng:
a pr oces passyoal validaioy saverpthe dequost insdidinerdekenddentifide processor and nmenory
constructed a ar.ran 0 ; one tinme password
val i dati on se?%gpngﬁ%aggg?%ﬁgﬁ&g%gh ?ﬁ?%@@kﬁ%gggﬁﬁﬁﬁﬁ%%gﬁ% ti me password
val i dat i GmliGeiby sirvar andthn sdceived edtemidentif®ramd anged to val i date a one tine
assword generated b t pk t hat__corr o the token identifier. 5.
‘Fl)'he tékengl ooﬁ‘i?ﬂl%éli%%voc{gagﬁﬂgfsrwfﬁslj%ﬁ%&zfﬁér)\& eg{'pr ocessor and nenory are
further constructed and adapted to receive a request for a network address
for a one tinme password validation server for a token, the request
including a token identifier 30 corresponding to the token, determne a
networ k address that corresponds to the received token identifier and to
send the determ ned network address in response to the request. 6. A
met hod for authentication, including: 9 receiving at a token | ookup
service a request for a network address of a one tinme password validation
server, the request including a token identifier; determ ning a network
address corresponding to a once tine password validation server and the
received token identifier; and 5 sending the network address in response to
the request. 10
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