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1200 1

Recelve a first request for a first digital activity 1902
identifier, in which the first request i1s sent from a first
application associated with a first user, the first

request includes information about a first DID of the
first user and a first business DID associated with a
first consortium blockchain.

1204
Generate the first digital activity DID.

1206

application.

Provide the first digital activity DID to the first

Store information about the first DID of the first user 1208

and the first digital activity DID In a first record in a
first DID blockchain that i1s configured to store records
assoclated with a plurality of DIDs of a plurality of
users.

1210

Manage authorization of access to data that are
associlated with the first user and stored In the first

consortium blockchain using the information stored In
the first record in the first DID blockchain.

FIG. 12
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14002l

Receive multiple sets of one or more requests for digital activity

DIDs, In which each digital activity identifier is associated with a

DID of a user and also associated with a consortium blockchain,
each set of one or more requests includes information about a
comresponding DID of a user and one or more business DIDs

associated with one or more consortium blockchains, and
different sets of one or more requests include information about
different DIDs of different users.

Generate the digital activity DIDs in response to the multiple sets
of one or more requests for digital activity DIDs, in which each
digital activity DID iIs associated with a particular DID of a
particular user and also associated with a particular business
DID, different digital activity DIDs associated with the same set of
one or more requests are associated with a same DID of a user
and associated with different business DIDs, and different digital
activity DIDs associated with different sets of one or more
requests are associated with different DIDs of different users.

Store data about the digital activity DIDs and the DIDs of the
users in multiple records in a first DID blockchain, in which each
record stores data associated with one of the users. In some

embodiments, storing data includes executing a smart contract at
the DID blockchain node to store the data.

Manage authorization of access to data that are associated with
the users and stored in the consortium blockchains at least in part
based on the records stored in the first DID blockchain. In some

embodiments, managing authorization of access to the data

Includes enabling one user to authorize another user to access
data that are associated with the one user and stored in the

corresponding consortium blockchain.

F1G. 14
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1500‘(‘

/ 1502
Send a first request for a first digital activity identifier to

a DID blockchain that is configured to store records
associlated with a plurality of DIDs of a plurality of users,
IN which the first request includes a first DID of a first

user, and the first request also includes a first business
DID of a first consortium blockchain.

Recelve the first digital activity DID from the DID 1504
blockchain.

Manage authorization of access to data that are 1506
assoclated with the first user and stored in the first

consortium blockchain using the first digital activity
DID.

FIG. 15
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2000 L

Recelve a first request that includes a first
digital activity DID and a first hash value of first
digital activity data, in which the first digital

2002

activity DID is associated with a first DID of a
first user and a first business DID of a first
consortium blockchain.

Store the first digital activity DID and the first
hash value In a first record In a first DID 2004
blockchain that is configured to store records
assoclated with a plurality of DIDs of a plurality
of users.

Manage authorization of access to the first
digital activity data stored in the first consortium

blockchain using information stored in the first
record In the first DID blockchain.

FIG. 20

19/36



WO 2020/098839 PCT/CN2020/075272

2100‘({

Recelve a first hash value of first digital 2102
activity data from a DID blockchain
associlated with a first user, in which the first

digital activity data 1s stored In a first
consortium blockchain.

2104
Obtain the first digital activity data from the
first consortium blockchain.

Generate a second hash value of the first 2106
digital activity data obtained from the first
consortium blockchain.
2108

Compare the first hash value with the second
hash value.

Upon determining that the first hash value 2110
matches the second hash value, send a

message to the DID blockchain indicating that
the first hash value Is accurate.

FIG. 21
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22001

Recelve a first request to allow a second user to access first
digital activity data of a first user, in which the first request
Includes a first hash value of the first digital activity data, a

first digital activity DID associated with a first DID of the
second user and a first business DID of a first consortium
blockchain. The first request Is sent from the first consortium
blockchain and received at a DID blockchain configured to
store records associated with a plurality of DIDs of a plurality
of users. The first digital activity data are stored at the first
consortium blockchain.

2202

2204

Determine whether the first digital activity DID, the first hash
value, and the first business DID are valid.

2206

Manage authorization of access to the first digital activity data
stored In the first consortium blockchain by the second user
using the determination regarding whether the first digital
activity DID, the first hash value, and the first business DID
are valid.

F1G. 22
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2300 1‘

Recelve a first request to allow a second user to
access first digital activity data of a first user, wherein
the first digital activity data are stored in the first
consortium blockchain, the first request is sent from a
DID blockchain configured to store records associated
with a plurality of DIDs of a plurality of users, and the
first request is received at an application associated
with the first user.

Provide a user interface to show the first request to the
first user.

Recelve an Instruction from the first user regarding

whether to authorize the second user to access the

first digital activity data stored in the first consortium
blockchain.

Send a first message to the DID blockchain indicating

whether the first user authorizes the second user to
access the first digital activity data.

FIG. 23
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26001‘

2602
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Determining Module
2606
Managing Module
FIG. 26
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First Receiving Module
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Providing Module
2706
Second Receiving Module
2708
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