wo 2024/125108 A1 | AI] N0 0 KOO OO

(12) FHL MGV L A A IERS HS

9) TH AL AR AL 21 S A0 P OO O 1
ES )

el A = (10) [ElFr A=

(43) [El 2

2024 £ 6 /20 H (20.06.2024) WIPOIPCT WO 2024/125108 Al

BV FEFrEFIH RS (72) A ¥F £ (ZHENG, Min); W [E #7 7T & A1 M
GOG6F 21/56 (2013.01) GO6F 21/55 (2013.01) FE 7 X 7 (;% % 556 5 8 = B F& 801-11,

Q1) Ey % - PCT/CN2023/127177 Zhejiang 310000 (CN)o

22) EERE - 3 HRIEA: I X F B & AR~ KRR
(@2) bt - 2023 £ 10 327 H (27.10.2023) A PR 7Y & (BEIJING BESTIPR INTELLECTUAL

(25) HEIES: 3 PROPERTY LAW CORPORATION); 11 [& 4, 51 i1
(26) NMEIES Y B E X =95 5 4 K E B JE 409,

Beijing 100085 (CN),
(30) A ceying 100083 (CN)

2022116108345 20224E12 141 (14.12.2022) o GV IEEEER D GEY], BRE—MATRHIOE
{R37: AE, AG, AL, AM, AO, AT, AU, AZ, BA, BB, BG,
R SN ~ = :
7D Hﬂ“ﬁ'{\;i s () B & ARA BH. BN, BR, BW, BY, BZ, CA, CH, CL, CN, CO, CR, CU,
PR 2 Al (ALIPAY (TANGZHOU) INFORMATION CV, CZ, DE, DI, DK, DM, DO, DZ, EC, EE, EG, ES, FIL,
TECHNOLOGY CO., LTD.) [ng/ CNI; ﬂj ﬁﬁ L GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IQ,
L TP X P K B 556 5 8 )= B B IR, IS, IT, JM, JO, JP, KE, KG, KH, KN, KP, KR, KW, KZ,

801-11, Zhejiang 310000 (CN), LA, LC, LK, LR, LS, LU, LY, MA, MD, MG, MK, MN,

(54) Title: ON-DEMAND ENABLING METHOD AND APPARATUS FOR SECURITY ASPECT OF MOBILE TERMINAL
(54 KHE: Balm i e ARG R 77k Mo E

YU S R R AR VIR | A

R A 5 A4 R A B UL

200
AL 077 RRAL 5 5 v -
I T e T IO
R B T A (s it AT
PRI, LU T DT RS
PSS -

100 WHETHER THE MOBILE TERMINAL IS AT RISK OF BEING ATTACKED OR NOT
200 ACQUIRE AN ATTACKED FUNCTION IN THE SERVICE APPLICATION PROGRAM AS A POINTCUT
ACCORDING TO THE WAY THE MOBILE TERMINAL IS ATTACKED, AND INJECT AN ASPECT
PROGRAM AT THE POINTCUT BY MEANS OF AN ASPECT BASE OF THE SECURITY ASPECT OF
THE MOBILE TERMINAL, SO AS TO EXECUTE A SECURITY ASPECT SERVICE BY MEANS OF THE
INJECTED ASPECT PROGRAM
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(57) Abstract: The present invention relates to an on-demand enabling method and apparatus for a security aspect of a mobile terminal.
The method comprises: after a security aspect of a mobile terminal is enabled along with a service application program of the mobile
terminal, determining whether the mobile terminal is at risk of being attacked or not; if yes, acquiring an attacked function in the service
application program as a pointcut according to the way the mobile terminal is attacked, and injecting an aspect program at the pointcut
by means of an aspect base of the security aspect of the mobile terminal, so as to execute a security aspect service by means of the
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injected aspect program; otherwise, exiting the security aspect of the mobile terminal. According to the on-demand enabling method and
apparatus for the security aspect of the mobile terminal, whether the mobile terminal is at risk of being attacked or not is determined after
the security aspect of the mobile terminal is enabled, the security aspect of the mobile terminal is operated only after it is determined
that the mobile terminal is at risk of being attacked, and injection is carried out at the related point cut according to the attack mode;
otherwise, the security aspect of the mobile terminal exits, so that on-demand enabling of the security aspect of the mobile terminal
is realized, and unnecessary resource waste is avoided.
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