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cl ai rs prworoig23oander 35 U. S.C. 119(e) to conmonl y- ownedPCTAsopends ng U. S.
Provi sional application Serial No. 60/281,068, entitled "Renbte Access
Server," filed on April 3, 2001 (not published). 10 BACKGROUND 1. Field of
the I nvention The present invention relates to a nethod and system for
screening itenms of baggage or packages which may be used, for exanple, in

airports. 15 2. DiscussiA) f ﬁkﬁbﬁﬁ%géﬁh'lﬁ\ﬁ b*sﬁ irports, it is
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and possibly 25 additional systens at any internediary stops between the
passenger's point of origin and his/her destination. Such baggage

i nspecti b systens include X-ray i mBAGEGRBIUNDs, which may enpl oy
transmtted andlar ? attered X-ray radiation, vapor detection systens,
magneti c re&%@@—&ﬁa@t‘ﬂé@ystem, and other types of inspection systens.
The X-ray imagi ngTROpRY& GRntiHE RIAY BEn@RodanPdysehi ' Screénift AtmEPLT 9y
source and a scanning systemto scan the object to be inspected wth and
X-ray beam pbagpageor packages vduch mey bSused, fos gsarapls, insérpartsi ngl e- vi ew sour ce
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scanni ng pencil beam of X- rays to provide projection inmages. The
mul ti-view CT-t yB@rtlgg,]g{l@ AR 1S gﬂeg@gppssary or desirable to screen passenger

baggage for potential threats or contraband items. In light of recent terrorist activities,

it is becoming more important to accurately screen baggage. However, with increasing
air traffic, it is also becoming more necessary to expedite the screening procedure to

20  avoid long delays. Conventional systems for passenger baggage screening at airports
use separate departure screening, for explosives, weapons, etc., and arrival screening
for contraband items such as currency or drugs on international flights. Therefore,
conventional systems require at least two baggage screening systems - one at a
passenger’s point of origin, a second at the passenger’s destination, and possibly

25  additional systems at any intermediary stops between the passenger’s point of origin
and his/her destination.

Such baggage inspection systems include X-ray imaging systems, which may
employ transmitted and/or scattered X-ray radiation, vapor detection systems, magnetic
resonance imaging systems, and other types of inspection systems. The X-ray imaging

30  systems incorporate an X-ray single or dual energy source and a scanning system to
scan the object to be inspected with and X-ray beam produced by the source. Some
systems use a single-view source and detector arrangement, while others utilize a dual-

view or multi-view arrangement. The single-view or dual-view systems usually scan



stationary baggage and process data corresponding to absorption of X-rays
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ssengers whose data matches a “threat profile” may be separated for second-tier

customs screening at destination airports. In the API system, passenger identification
may be sent to customs authorities at a destination airport while aircraft is in flight.
The passenger identification data can be compared to computer databases containing
profiles before the passengers arrive. Although this system expedites the customs

25  procedure by second-tier screening only passengers who match the high risk profile
model, the system relies on profiling individuals, and therefore suffers from several
drawbacks. For example, much of security profiling is based on the racial or ethnic
origin of the passenger, leading to claims of racial discrimination and unlawful search
and seizure. Another problem with the system is that it does not screen all passengers,

30  but only those that match the high risk profile model, resulting in an at least partially

ineffective system which may miss some baggage that includes illegal contraband.



a processing center, analyzing the threat file according to a detection
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ge. 1nspecgon of t‘he 1ter% oef%aggage, storleng the E]nformatlon in a database, remotely

accessing the information from a location other than the first point of inspection of the
20 item of baggage, and analyzing the information to determine a screening result for the
item of baggage. In one example, the step of obtaining information about the item of
baggage may include performing an X-ray inspection of the item of baggage, and
obtaining an image file that includes data corresponding to the X-ray image of the item
of baggage and a unique item ID that uniquely identifies the item of baggage associated

25  with the image file.

BRIEF DESCRIPTION OF THE DRAWINGS
The foregoing and other features and advantages of the present invention will be
apparent from the following non-limiting discussion of various embodiments and
30  aspects thereof with reference to the accompanying drawings, in which like reference
numerals refer to like elements throughout the different figures. In the drawings,
FIG. 1 is a schematic block diagram of an exemplary baggage inspection

system,;



FIG 3 is an exenplary illustration of a display that nmay be visible on an
5 operator interface formng part of the local network of FIG 2; FIG 4a
i S an exewploaw$2372 | ustration of statistical data that mayPo@/woypi2as/ed on
the operator interface of FIG 2; FIG 4b,is an exenplary illustration of
an X-ray inmage on an item under |nspect|%n that may be di spl ayed on the
operator interface of FIG 2; 10 FIG 5 is an exenplary |og-on screen that
may be di spl ayed BiG.2reasphamatigblockdiagramef apfexpm ar)QIOCﬁiH@_tW@'kmsf a

schemat] ¢ bl gkl AR B0l Bl RSB BB B UEERT XS T dge0r di ng L0

t he present ?h on are exe rrovided on the
r enot e operah@&ntidmterface 15 of the system of FI G 6 FI G 8is a
representation of _various icons that nmay be di splayed on the operator

interface of the E¥sf éﬁﬁwxw@@weﬂuqﬂiaeongf ?élsaHYéb@émaeynebl@@na@y
illustraty ngoﬁer%%%r%gaggr%}%%&ﬂﬂé 1dEBYnBForkSIF6t gd for view, 20 FIG 10

is a schemat strating communi cat’on between elenents
of the system of FiGa4abs aréx@mpldry ilbustrafibroof stiatistjca nbaial thatshayelid digplayed on
comuni cati on between v r| 0 % oétware processes of the systemof FIG 6;
FIG 12 is a'ili‘eé’i?%rﬁ{ﬂréf?t? ‘I‘qelg i@ ntrol panel that may be di spl ayed on the

operator 25 interfRas i9in &%ﬁmqm&ﬁoﬂﬁn Rira d>F 1 ?onl ) it hidek

hi ghl i ghting control panel that fay be di spl aye he operator interface
of the syst emsprctipn thagmazhd dFSptayed_ﬂn the %)efaltmntdrfag?drﬁlﬁf 2pne exerrpl ary

enbodi ne of as mand d of renote, bagga ording to
t he invehtion. 3&@%&? E‘EB‘ %%Pwr?%&ﬂ%’%gﬁ?glsﬁ@ (f?rb G ﬁrect ed
toward a sysin@itae0ef FES.29ds for screening itens, for exanpl e, baggage or

packages, particularly froma remote | ocation. The WO 02/ 082372
PCT/ US02/ 10228  -BlG pds asehematia bloskdiagnamiot 8n exenaflarygemaleccrass sysiemi on

about itens é&gﬁi‘i PARTel= I{ek&@ll{‘feg .a first location where the scanning
occurs, to a seco Ioc Ion r?ay be renote from

FIGs. 7A-7F are exemplary displays provided on the remote operator interface
15  of the system of FIG. 6,
FIG. 8 is a representation of various icons that may be displayed on the operator
interface of the system of FIG. 6, _
FIG. 9 is an exemplary display illustrating a number of reports that may be
selected for view;
20 FIG. 10 is a schematic block diagram illustrating communication between
elements of the system of FIG. 6;
FIG. 11 is a flow diagram illustrating communication between various software
_processes of the system of FIG. 6;
FIG. 12 is an exemplary file control panel that may be displayed on the operator
25  interface of the system of FIG. 6;
FIG 13 is an text highlighting control panel that may be displayed on the
operator interface of the system of FIG 6; and
FIG. 14 is a flow diagram of one exemplary embodiment of a system and
method of remote baggage screening according to the invention.
30
DETAILED DESCRIPTION
The present invention is directed toward a system and methods for screening

items, for example, baggage or packages, particularly from a remote location. The



the first location. Operators nay access the information fromthe second

| ocation, or fromyet another |ocation, over, for exanple, a secure
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shown, but riaspertins syd@nbmcyrd@mtm the pieset inventiereniltrig fo by appoecéatedhthat t wo
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det ermi ne i nbeutetdtia@Poay) e int &fiontieAdIEB IR tddNSREGELY BE equkl§ applikdroas, for
exanpl e, whether the item under i nsgectl on 108 potentially contains
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within the i HASBRC
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obtain an X e auToRae Sy iRKsy S Ik e of 6 ray ‘}%nggqgl%teh@ﬁtgbr?‘n under

i nspect i26n 10&hine lddtand tileng! Xvo mgpectidi atacbine 406 h#tems of baggage 100 that are

not cleared by the level one inspection machine 104 may be transported to the level two

inspection machine 106 for further examination. It is to be appreciated that the system
is not limited to two levels of screening, as shown, but may include only one level of
screening, or more than two levels of screening, as desired.

25 According to one embodiment, an item under inspection 108 may be examined
by an inspection machine 104 to determine information about the item under inspection
108, such as, for example, whether the item under inspection 108 potentially contains
contraband or hazardous substances. If a region of interest is detected within the item
under inspection 108, the item may be sent for further examination by an inspection

30 machine 106. The inspection machine 106 may perform a more detailed examination
of the item under inspection 108, and in one example, may focus its examination on the
region of interest identified by inspection machine 104. According to one example, the

inspection machines 104, 106 may be X-ray inspection machines that may obtain an X-



transmtted through or scattered fromthe itemunder inspection 108. It is
to be appreciated that although throughout the follow ng discussion, the
i nspect i owomamkisnes 104, 106 will be referred to as X-rapdcrmsppci2zon
machi nes, the invention is not so 5 limted, and these nachi nes may be any
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single operator gfqfhkPReSRURIGEY, the iRBEdionIRRARCS @64,%%@%% colipleli%o f U t her

to be appreciated that while operator station 110 will scussed in
nmor e det ai | dpefatoy,stations 81 & dudsiespectavdly. Thgpepeyaterstatidng 1dAdl i2vney mhbidgeabl y

to operagtor stati.on. 112 .20 The. inspecti 0 hi nes 4 06 may. further be
coupl edal.po PrecEssag 4345 thapmay 1@%@ prr?ﬁ?/gsirﬁ.?]%%i?j%ecgwg‘%gf’g’gtée Emf‘:fé{]toﬂat stores
i nformati on,msdh@tes 64,1108, 2d @iy hiEGaRudef didpl8® pr&ERT the REBARIHANE08, 1n a
dat abase for access by, for exanple, an operator station 112. The server
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25 operation I'Scussed in nore el ow. cor o)

enbodi ment, undboiagdectien W8 KIt 65 tolb3agpgciatditeanlthcudiaid iinsGated b@bodihiegt f or

exanpl e, i nspection machi nes 104, 106, may be provided at a certain
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coupl ed to apembwtsatiaccessed erhotlt inspention asachmes.vRiis futher tolberappreciatedrthatg t he
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20 The inspection machines 104, 106 may further be coupled to a server 114. The
server may include a storage unit that stores information, such as the X-ray images of
items under inspection 108, in a database for access by, for example, an operator station
112. The server 114 may also include a processing device that may digitally process
the data received from the inspection machines 104, 106. The server 114 and its
25  operation will be discussed in more detail below.

According to one embodiment, a local network of baggage screening machines
including, for example, inspection machines 104, 106, may be provided at a certain
location, for example, an airport. The local network of inspection machines may
include a plurality of machines located at various terminals throughout the airport. The

30  plurality of inspection machines may be coupled to a remote access server, such as
server 114, thereby forming the local network. A remote operator station may be

coupled to the local network of inspection machines via the remote access server.

Neither the remote operator station nor the remote access server need be located at the



sane | ocation (e.g. the sane airport) as the |ocal network of machi nes,
because the renote access server, the renote operator station and the

| ocal netwoOrok/ogf372vachi nes may be coupl ed to one anot her WRETAFHOA1EREUr €
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i nspection rﬁﬁ’ﬁ?ﬁg@ and profaedleas Wil befliscpgie I‘nﬁ’@fﬁg‘?‘?&?gﬂeﬁ"erri ng to FIG 2,
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to the renote acce bri dge 204. Thr.ough.t he not e access 15 bridge 204,
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to each of thghdri bpetudt 1ddarAVnithOPrefiBseloh B 186 net@ddek bPbddifeEittdchthg
network 200. The renote access bridge may further include a database 208

t hat st or es mAchingsimagyeew@nd change dhrestaiug ' madhing eonnecterbtovtbe Retybrk.
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i nspecti on natdnfane20eonpleive tleceasse 2bedsbridpe20d chhroagh thededlateacessst he
subnet, i scu d above. According to.anqther exanple, an operator on a
differ enk%s_sﬂméﬁiﬁgm&%t l_lsmgatil? HB_TF‘@HHF%”%’&E 206 oy i iformEaaR et gy

data rel ating cheh bfthe idaSHEEAIH eaﬁﬁlhhm&e@:%ﬂ%mdtmiﬁi%ét@gﬂbzd@.et rk.

According to one exanple, the renote access bridge 20 ased upon a
mul ti -t hr eadisthoggsicess dridge mayifartthey mecluderaadedatasn208 thgt sidres tpenfatmatiomtlar f ace

i ssues, and 30 the, other threa nagi t he .connection to the network of
baggage scr eBHi eﬁémﬁl&ﬂ'\eﬁ%%a& ng&'to {’Tﬁ%‘%aggfhﬂv‘%ﬂ%% \E}E’r(fafﬂ%és Wéﬂ? BR%&t i on
met hods to rfaekshbiiage aag allWeichndcedamth donbR s Whidat apdfifn ofke dat abase
may be a central source of information regarding status of the | ocal

net wor k 2nd nateotkifbiatshaigak comgwagddees eammpangnidon 2xa8pi8,on FCHIR)SOO1R 28

such as the Internet, subnets are defined as all devices whose IP addresses have the
same prefix. For example, all devices with IP address that begin with 100.100.100
would be part of the same subnet. Thus, an operator connected on the same subnet as
the remote access bridge and the local network of inspection machines may have access

25  to the machines and data on the subnet, as discussed above. According to another
example, an operator on a different subnet may access, via the remote access bridge,
statistical data relating to the inspection machines connected on the local network.

According to one example, the remote access bridge 204 may be based upon a

multi-threaded application, with one thread handling all operator interface issues, and

30  the other thread managing the connection to the network of baggage screening
machines. Both threads may use various synchronization methods to read from and
write to and from a common database. The database may be a central source of

information regarding status of the local network and the individual baggage screening



-8 machi nes 202, and information received by the baggage screeni ng machi nes
about item wunder inspection (108, FIG 1). Each baggage screeni ng nachi ne
202 connewpDad/ 837t he | ocal network may include a uni que PRTAGOL/E&R3§ OF
other identifier, that allows the renntﬁgaccess bri dge 204 to know what
type of machine it is, and what the status of the 5 machine is, i.e.,
active, inactive, or in a fault condition. In one exanple, the operator

i nterface 208BachinsRetand ipfermpfeorf iceeivedsphie baggagh sensening sysekinesoaborbiddin nes,
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r epr esen t6 edconé%? 2p ngr]angfgﬁp yéflsqwg?/nﬁa%%ﬁgp Oﬁ’/ﬁréﬁ)lr pEme dhe,epergtar 1i“t?r § a&at
condi ti on may be FIgps eis@fhed ord etimple 6N% dispiRY 268 6n tHedpcPateiiRicEfacd 266, O
bl i nking. The renote access bridge may continually ugdate the display so

that the nacHiefbsnlaovnsludesmaching icanscdilrrepresatiag gactosf the baggapningesstionn

machi ne con J I i . of , ot her
Cor i nal oy anfes 202 (G BHBE bycal AUeROAEC (AR CERon BRCGRRN, plljae ' 17 G
1. I'n thesev@ksaoms10h bemamifahes 2¢O Sk dikiedgaplRpthe et acéddebildgeahay 208

to indicate to 25 which | evel each particul ar machi ne bel ongs, .and_nmay
group tHe i&ﬁaﬁ%gertéﬁmeémﬁaf thg dconggn heAisplay 205t danspding on @vanditign of the

the 1¢ RE-OT : ndi cat
screeni ng xﬁﬁsc#gf&frggéﬁgesnéﬁ %ﬁg;,ﬁgﬁfne%n ¥, IFBFLUGE 8 m%girm@ihag%déaﬂ' cating

t hat the mac at machine 1con s, ex , a level
2 i nspect i orchreectindgionAngpbalicprpseriedbypicoss havagptataire apiearancd) iforecxiampie, may
i nclude a decisjion 30 indjcator, .214 The re access bridge may alter the
appear ance deRATUSURT cPlog; Whlomachinesdbat e ’i“rﬂngg' hg ‘c‘)‘?Pdfté‘H’e‘P%%g‘f TCRTESAYPD f r om

the i g_s pect iU%led?%_ﬁE}hﬁlg, S35 Aonat w%cmﬂn%ﬂhamre in 4 ERM c%gdiftiBH matsy*b% reﬁééa’%ég 1
exanpl ¢.201 | torieorsithatiaes, forspsaticonedadthinkiog. The réncolnotoms briggeamines. an
continually update the display so that the machine icons represent a current status of
each inspection machine connected in the network. In some examples, an airport or
other terminal may employ multi-level baggage screening, as illustrated in FIG. 1. In
these examples, the remote access bridge may update the display 208 to indicate to
25  which level each particular machine belongs, and may group the icons representing the
machines according to levels of screening. For example, a machine icon may include a
number 212 indicating that the machine represented by that machine icon is, for
example, a level 2 inspection machine.
.According to another example, each machine icon may include a decision
30 indicator 214. The remote access bridge may alter the appearance decision indicator
based on information received, either from the inspection machine associated with that

icon or from the operator, regarding a clearing decision made about an item under

inspection. For example, if one of the inspection machines in the network examines an



WO 02/ 082372 PCT/ US02/10228 -9 itemunder inspection and a decision is
made to clear the item the decision indicator 214 may, for exanple, blink
green. Alwermasisvely, the decision indicator 214 may bl i nlPCTRESd2/i@e8 a
reject decision, or may display, for exar§pl e, magenta if the decision does
not occur within a predetern ned anount “of time. The display 208 may
further include 5 nmenus or radio buttons 216 to enable an operator to
access addi tifeghended gispectipprand a dgepion is mpde toataar theadtess dhe dacisipeingiggtost or e
statisti cal t L1 a . [ {. i er
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period, e.g.red fordayjectdzoisionpor yendisplhefor exaipde anggeat ibthedigeisivhydoad fet
archive X-ray imges of all itens of baggage that are inspected by the
machi nes 10 %EWHEEHIBA pﬁﬁﬁf%@ﬂ}é&@a}ouﬁb‘?ﬁwk Thghdiglay AR w3y furthsr nelideaccess
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the report Lgrthinltife p@otot.gl @Ay, aRChiB ¥E &M TROFnBIE 8lde@bridYe hdiBdIiPN. Ot her
that the menus or buttons ~216. Referring to FIG 4a, ther€ is illustrated

one exanpl e asghiwe ¥irpy irages ofiall Hemp af bagggge that at spbegtetibbhihetrhashimser at or

interface. As il trated., the displ 208 may provide for 0 ator to
sel ect gsdatcgn?eoc&e y iﬂiei'ulof ?ﬁléle{l’mrg’r‘ﬁ@tcﬁﬁ}? quraa?%ﬂgya?f(gﬁs,s e tﬂ%@/‘ﬁgqnﬁg? ‘el ect
20 whet her tThe riléiud ot Buttdr8216 htryeilo dnableeliepekatoOto ak&dss eopaiiles gdnerad he

| evel two inspection machines, or froma particul ar individual machine.

FIG 4b il dtthereaotapccrss iridge; ereqydogss andsysteensanfigratipn pfennation. revill

.d' spl ayed ORel ugs'eﬁ{i)rk ﬁ%r@@eq’ i168 w! IIt! 1%'% lgeaﬁr*)g)geciaqu %B%?&é}ﬁotg%&eg%ﬁ& e j[he
i mage corresponding to a particular item urider T nspection based ona item
identifier 2n8/oroperbtyr instfaethdy begprosiapwik hesthetriédng for a22&ssing Shd epog
buttons 224, the operator may al so select to display inmages froma
particullar files smoloss adywstenuspntiguratipn infgrmajionnother thatdhe menpsordpitors anpl e,
an authori zeggoperator may be able to programthe renote access bridge to
store data fromeach nachine in the network for a predeterm ned anount of
time, indicated ReftyungnEI@ 43, thiteds dlustratdé bee erangde 80statimivaltdatacthattrhage may

e et Bt 09 0 1 LB oy Lo LYl SOULED e, Lgcpeet o
fgg ?gﬁ' y | 0ghdfperftof 13%eRBES @t for WiREH MR iBrAffRSS disPRysy, 2he MayAoR¥REP! ary
20  whether the data is from the entire network, or for example, from the level two
inspection machines, or from a particular individual machine. FIG. 4b illustrates an X-
ray image of an item under inspection being displayed on the display 208. As
illustrated, an operator may select the image corresponding to a particular item under
inspection based on a item identifier 220, or by day and time using select buttons 222.
25  Using buttons 224, the operator may also select to display images from a particular
level of inspection.
Referring again to FIG. 3, in one example, an authorized operator may be able
to program the remote access bridge to store data from each machine in the network for
a predetermined amount of time, indicated by buttons 218. These predetermined
30  amounts of time may be different depending on, for example, the level to which the
inspection machine belongs. The remote access bridge may require an operator to

securely log on to the operator station to access the system. An exemplary log-on

screen that may be displayed on the operator interface is illustrated in FIG. 5. The



screen that may be displayed on the operator interface is illustrated in
FIG 5. The WD 02/082372 PCT/ US02/ 10228 -10 operator nay be required to
enter an wperaswr2 1 D 230 and a password 232, in order to PgaiUsOAOess to
the information stored by the renote accgqs)s bridge, and also to alter the
configuration of the inspection machine tonnected in the network. Different
| evel s of access nmay be provided to different operators. For exanple,
there may beperatds mejrhetiequiresttoentst as epestond2 230 andsa pasgward 23y indrderdo of
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baggage i nspection machi nes throughout a’particular airport, or other
screeni ng | eodtliedime Acowlickla fignlt eccarsotlhese repdrtedinaghb¢ generaedaccnmling foce al

net wor ks ,of ha e screenin chi nes, may,be coupled to renote access
server .icﬁeﬁfgtg@g_nﬁ Heé‘ﬂ@’t{ér e’%ﬁ‘ﬁ%tbéfgﬁ?%@ra. 1]& Yvy?éi{iﬁoﬁﬁ’r‘?flg’?ﬁ'ate and access
information on aThuk tHétenité dekls Kdgd Q16WE b BRBoriAY dpbratdicakBRnatiRy wWere

using the renpte access bridge descri bed above. The renote access server,

however, al linfpsmatinn asdelataaotleeted b thedaggaas inspeetian machingst anskeonfigerstion o t he
network of b a scr i ines...ln of her rds, .vi he renote
nccess  ser dbpaafe FRRRTRM IRl YRR e o8t Ao iehBect feb e
network as aecest Bidgd. "BReslldvah B8 bp&@atoRBYantEeEAST sBbnTe MditbAdR]
information gathered by the local 25 network of machi nes. The operator may
access the [corEe! atduiabibofinaggagednspestigngnachines dhropghout g particylgeaifRafboe access
server there| er@ﬂ@@riﬁgglorc%@fe baggage screening by an operator |ocated
anywhere in the worl'd? Tn addition, the renpte access server allows the
operator to vi ewAtcorlyng tomgethecahbsiiinent, bye driraorerisqat attvorksfbaggees, to
perform renote screening of ite exam ned by the macgljIC es, as wll be

di scussed i ACHTEHBE SHCHBEHMPY Be Fenleding TERRISI TS SRIVET WRICH GIVESATFBE from
the renote JpeR&RS Y AHES 18 hBAHRERIARPRAYES information on a virtual network of

20  machines, as if the operator were using the remote access bridge described above. The

remote access server, however, allows the operator to be located on a different premises
to the network of baggage screening machines. In other words, via the remote access
server, an operator not connected on the same subnet or local network as are the
inspection machines may access and manipulate information gathered by the local

25  network of machines. The operator may access the local network via, for example, the
Internet. The remote access server thereby enables remote baggage screening by an
operator located anywhere in the world. In addition, the remote access server allows
the operator to view X-ray images collected by the inspection machines, to perform
remote screening of items examined by the machines, as will be discussed in more

30  detail below.

The remote access server differs from the remote access bridge discussed above

in at least two aspects. The remote access bridge allows an operator connected on the

same subnet as the local network of inspection machines, access to the machines’



in at |least two aspects. The renote access bridge allows an operator
connected on the sane subnet as the | ocal network of inspection nachines,
access t owDle/ossschi nes' WO 02/ 082372 PCT/ US02/ 10228 -11 @®cmfusgur@es on
settings and statistical information col]ected by the nmachines. The renpte
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destination airports) baggage 30 inspectors to retrieve i nf or mat i on about
baggage 20 hagabawes whishunayeserisyasdegsairalinogtrolding gomputer for the local network 306, but

that this is not required. The remote access server may be also coupled to a storage
element 310 and a remote operator station 312. The remote access server 300 allows an
operator using the operator station 312 to independently access each baggage screening
machine 304 in each of a plurality of local networks of machines, and information

25  collected by the machine, without the need for a central controlling computer at each
local network. Through the remote access server 300, an operator may observe the
system operation, change configuration settings on any machine 304 connected to the
network, and interact with various parts of the network. The remote access server
system allows end users, such as arrival side (for example destination airports) baggage

30  inspectors to retrieve information about baggage that was acquired by departure -side
(for example, point of origin airports) screening machines. The remote access server

300 allows a remote operator to interact with a local baggage screening network from



(for exanple, point of origin airports) screening machi nes. The renote
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may be able to access X-ray images and information for
20  retrieved via the remote access server.
The X-ray data and/or other information obtained about the item under
inspection may be combined with passenger manifest information, and/or other flight or
airport information such that detection algorithms may be tailored to a specific
passenger’s point of origin or other passenger information. The unique item identifier,
25  which may be, for example, a barcode or radio frequency (RF) transponder encoded
with a unique code and attached to the item under inspection, may be used to link the
X-ray images of the item with .passenger and/or flight information stored in a database.
Such information may include a digital photograph of the passenger, possibly carrying
the item, and/or other information, for example, the passenger’s passport number. In
30  one example, an operator may be able to access X-ray images and information for
baggage associated with a particular flight, or may be able to access images and/or
information relating to an individual item of baggage using the unique item identifier.

Checked baggage may be examined separately from hand-carry baggage which may



baggage associated with a particular flight, or may be able to access

i mges and/or information relating to an individual item of baggage using
t he uni guwoickessrdentifier. Checked baggage nay be exam med/sepanas el y
from hand-carry baggage which may WO 02/&82372 PCT/ US02/ 10228 -13 al so be
i nspected using automated or conventional” net hods. Once the passenger and
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wor kst ati on. 25 According to another enbodi nent, e renote access Server
300 may f ur abessingthealispldye fappaaprnoe clidkinganthe antwdike idnSgbayoha i | | ustrate
activity at the vari 03[% i nspection machines in the network.

FIG. 8
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It is to be appreciate 8 is not Intended to show t he appearance
of an 20 statistics. By clicking on any icon, the operator may access information and statistics
regarding the machine or local network represented by that icon. FIG. 7C illustrates
information obtained by selecting the network statistics option on the menu 350 of FIG.
7B. FIGs. 7D and 7E illustrate statistical information displayed for two mainframes,
and FIG. 7F illustrates information displayed for a workstation.

25 According to another embodiment, the remote access server 300 may further
alter the appearance of icons on the display to illustrate activity at the various
inspection machines in the network. FIG. 8 illustrates a plurality of icons, representing
mainframes and workstations, that may be displayed on the remote operator interface
312. Itis to be appreciated that FIG. 8 is not intended to show the appearance of an

30  actual display screen, but to illustrate examples of the appearance of various icons to
provide information to the operator. For example, icon 360 represents an inspection

machine that is not currently inspecting an item, whereas icon 362 represents an

inspection machine that has recently examined an item. The icons may be continuously



30 actual display screen, but to illustrate exanples of the appearance of
various icons to provide information to the operator. For exanple, icon
360 reprewor2esBm i nspecti on machi ne that i S not currentlPgTiUsSpezks ng an
item whereas icon 362 represents an ﬁﬁecti on machi ne that has recently
exam ned an item The icons may be contl ously WD 02/082372 PCT/ US02/ 10228
-14 updated by the renote access server to reflect activity at each of the
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change, for lmpactpirequeﬁgaMg cereespondingdorkstatione Aqubu\enfthe figeueupdicdten3b670
represe tatlon Wi t.h f I ueue. 0 be appreci at ed that
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i nspect ed byupt eon I fepiesériton wotlstdtidatwith zﬁﬂﬁlﬂlu@h@uﬁ if ®Pe@Ppleafatddarat the
det ect ed in an item under |ns(ﬁ$ct| on, by showi ng an image 374 of the item
on the lfor EeYs indicator srintepdedigssoyisuab indistarof the statp afﬂ@rﬁluﬁ’éﬁ ¢fitBe r enot e
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i mges of passenger ba

20  currently being mspected by the workstation, or that a suspicious region has been

detected in an item under inspection, by showing an image 374 of the item on the
workstation icon.
As discussed above in relation to the remote access bridge, the remote access
server may be adapted to generate reports regarding, for example, the number of items
25  inspected, the number of faults occurring at various machines, etc. An operator may
request such a report my clicking on an icon on the display. FIG. 9 illustrates an
example of a display where an operator may select one of a plurality of reports to view.
Referring again to FIG. 6, in one embodiment, X-ray images of passenger bags
for arriving flights for an entire airport may be collected by the remote access server
30 300 from local networks 302, 306 of inspection machines 304 located at the point of
origin airports of the arriving flights. The images and information may be stored in a
central database, for example, storage element 310, and may be inspected by a

centralized team of operators, or by an automatic detection algorithm, at operator



for arriving flights for an entire airport nmay be collected by the renote
access server 30 300 fromlocal networks 302, 306 of inspection machines
304 | ocatwo oawsishe point of origin airports of the arrivireg/dsoz/gizes. The
i mges and information may be stored in gS central database, for exanple,
storage el enent 310, and may be inspected by a centralized team of
operators, or by an automatic detection algorithm at operator WO 02/ 082372
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15 physical characteristics of passenger baggage may be stored and anal yzed

for airlinethrangh HSPdobefop being elgarcdnivhegdbe ramadentificnistantared intssthaay i nspect
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perators, or autonated detection algorithns. The system provides owners,
and opeZéat orkgoofhnxmayalsorisgledd speoifieglatapseuth asithdserial mumbpdriodtheaigspeotion
machine, geometry, and operating and service history for that machine.
According to one example, image search tools may be employed to select
images from a large database of real images for training purposes. These images may
be used to established algorithm training sets from a large number of bags, perhaps
25 randomly selected over the course of many days, months or years. These training sets
may be used to train operators, or automated detection algorithms. The system
provides owners, and operators of X-ray inspection equipment with information as to
the current status of baggage information, operator workload, decision time, percentage
of bags rejected, etc. for a group of connected inspection machines. This information
30  may be useful for system maintenance and planning. It is to be appreciated that

although the above discussion focused on passage baggage screening for airlines, the

system may be used in a number of other applications. For example, the system may be



the current status of baggage information, operator workload, decision
time, percentage of bags rejected, etc. for a group of connected

i nspect i owomamBasnes. This information 30 may be useful forCcIyshzn228

mai nt enance and planning. It is to be ap%eci ated that although the above
di scussi on focused on passage baggage screening for airlines, the system
may be used in a nunber of other applications. For exanple, the system may
be WD 02/ 08287 topcreuSazo 1asterg of pagsengns hagsy Osmay &a ussk igonomdestagtive
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"conputer” as used herein refers to a COTTE;,J'[I ngbmchl ne in the generic

sense, and apytaded anysigmyorldyide, s copmespipdy ayrilablssasury andpneryniton
R . > e o b
Conracl afea ARSI S Y00 U P05 AT 958 Sompldof SERUEPY phrer'c

sense to refmwdgthdds irdlydd, ppeare hotdlanied @) seeadsolleet dayer STI)Wastoc andvirfuat ode)
that 20Q_can be ergg‘lfoo%ed t o program.one or nore processors so as to
I.

i npl enent aPpREES REPNp prodeael. Jtastorhei apnreciataddheli the tor “sAHBPYSD G ment  of
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access server itself or on a renote
20 can be employed to program one or more processors so as to implement aspects of the
present invention.
According to one embodiment of the invention, the remote access server
includes a collection of co-operating processes and services that have access to a
network of inspection machines and is able to serve web pages. Users of the remote
25  access server may access the web pages through commercially available browsers (a
commercially available internet interface program, such as Internet Explorer, or
Netscape Navigator) running either on the remote access server itself or on a remote
computer located at any site world wide. Commercially available security and
encryption methods can be used to protect sensitive data. The browser may operate on
30 the same computing machine as the remote access server or on a different one. The
remote access server software may provide delivery of web pages, delivery of real time
information, and maintenance of data on a browser, through a number of different

protocols while maintaining the same graphical user interface. Images of items under



conputer |located at any site world wde. Comrercially avail able security
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412 that mayngnof fecsisatye M theillQstiAEd &fbodiment, database 412, which may store

20  information and images obtained about items under inspection that were examined by
the local network 402 of inspection machines, is shown located at the same location as
local network 402. However, it is to be appreciated that database 412 may equally be
located on the same computing machine as the remote access server 400, or may be
located at another, remote location. Furthermore, the system may be provided with a

25  plurality of storage elements in addition to database 412 that may store system
information.

According to one embodiment, the remote access server 400 may provide a
secure log on methodology to prevent unauthorized access to the system. In one
example, a log-on screen that may be presented on the display of the operator interface

30 406 may be that illustrated in FIG. 5. In one example, the remote access server may
provide a secure method for logged on administrators to manipulate a database of
operators who may log on to the system. The remote access server may also allow

authorized operators to run diagnostic tests on the inspection machines connected to the
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and system operation information. Wien the browser and the renpte access
server 3Pe usethe common gateway interface (CGI) which is part of conventional HTTP and
HTTPS specifications. Common gateway interface programs that deliver reports to the
operator interface 406 may use open database connectivity (ODBC), a standard
database interface, to access the database 412. The database 412 may employ any
commercially available program, and may store the X-ray images and other passenger
25  and system operation information. When the browser and the remote access server are
operating on the same computing machine, there may be no need for a secure
transmission protocol. However, when the browser is operating on a remote operator
interface 406, it may be desirable to provide a secure transmission protocol to prevent
unauthorized interception of the data.
30 According to yet another embodiment, the remote access server may be adapted
to deliver real-time information to a web page displayed on the browser on the remote

operator interface 406 without reloading that page. One exemplary methodology that
may be utilized to perform this task is on a Simple Object Access Protocol (SOAP),
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20  responsive and make them available to the remote access server. Thus, the remote
access server uses SOAP to make the functionality of the remote access bridge
available to the remote operator interface. However, the functionality of the remote
access server programs is not limited to SOAP, and may use any other known or future
developed protocol.

25 According to another embodiment, the remote access server may use the
document object model standard, which is a developing world wide web standard for
dynamic modification of web page contents on a browser, to update the information
displayed on the web pages of the browser operating on the remote operator interface.
The programming language for the document object model programs may be

30  JavaScript, Visual Basic, or another language, as desired. Document object model
programs encoded using one of these languages may communicate with the SOAP
receiver, for example, using Java programs, and may modify almost any aspect of a

web page after it is loaded, without disrupting the page. Document object model
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the renmpte access server 400 may produce a "blank canvas" for the session
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server 400, "as dlscussed ove
20  client session. As soon as the blank canvas page has been sent to the operator interface
(the client), the Java and JavaScript functions may begin their initialization process and
the graphical display 408 of the operator interface may be populated with icons
representing of all objects on the remote access server 400, as discussed above. The
Java and JavaScript services are illustrated as processes 416 on the operator interface
25 406 in FIG. 10. The Java and JavaScript services wait for and handle information and
control the state of objects on the client side. They may act to transmit information
from the remote access server 400 to the client, and to transmit information from the
client to the remote access server. They may act to request data from the remote access
server, or notify the remote access server 400 of a change in status of a process. They
30  may also receive and handle messages from the server and convert them to an updated
display, for example, through the Document Object Model. The transmissions between
the server and the client browser may be made using SOAP. Once the browser receives

information from the server (via Java in a separate thread), it may make that
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Di vision by Fibonacci nunbers may be superior to division by
20  file, regardless of where it is w1th1n the file, the software may be encoded to use the
Fibonacci sequence of numbers to divide the file, rather than binary numbers as are
conventionally used. Division by Fibonacci numbers may be superior to division by
binary numbers because successive section sizes in a Fibonacci scheme differ by a
factor of 1.62 rather than a factor of 2 as in a binary scheme. Therefore, using a
25  Fibonacci scheme provides more choices of file section sizes than does a binary
scheme. Furthermore, the place at which a file is divided is not the same for two
adjacent sizes, and it is thus more often possible to locate a section of the file that
covers the area of interest because adjacent Fibonacci numbers always break the file at
a different place. For example, using binary division, if the area of interest straddles
30  the middle of the file, only viewing the entire file would show the whole area of
interest, whereas with Fibonacci division, all sizes except 2 and 8 (corresponding to
binary options) may produce a suitable section. FIG. 12 illustrates an exemplary file

section control panel that may be displayed on the operator interface. The panel 480 on
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produce a better image for viewing by an operator. IAS may process stored image files
of items, and may replicate the performance of an X-ray inspection machine screening
real items. In one example, a single processor version of the image analysis software
may be used to run a threat detection algorithm over a large set of stored bag image

25 files and record the algorithm’s decisions. IAS may be used to process large data sets
quickly, and may produce a threat file for each bag image that is analyzed. This threat
file may contain a threat polygon similar to information that is seen on the operator
interface of a baggage inspection machine. IAS may be used to analyze image files
obtained from a remote X-ray inspection system for contraband items such as currency,

30  drugs or agricultural contraband. In another example, an X-ray image of an item under
inspection may be stored in the database (412 FIG. 9), and may be associated with an
item identifier with the X-ray image that links the X-ray image to the item under

inspection. The X-ray image may be retrieved from the database by the remote access
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20 According to yet another embodiment, the remote access server may be used to
implement methods of advance baggage screening that may expedite customs screening
procedures at airports. According to the advance baggage screening (ABS) model of
the present invention, a passenger’s bag may be imaged once at the passenger’s point of
origin. The bag may be immediately screened for departure threats, such as explosives

25  or weapons, and may be associated with a unique item identifier. In one example,
screening of the item under inspection may produce an image file that may be
associated with the unique item identifier to link the image file with the item under
inspection. The image file, together with the unique item identifier, may be transmitted
to an image processing center where software may be used to analyze the image file for

30  contraband such as currency, drugs or agricultural contraband. The results of the
analysis may be transmitted to a waiting customs official at a destination airport. Based
on these results, the customs official at the destination airport may identify suspicious

bags by the item identifier, and may send these bags to a second tier screening process.
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20  origin and other information. The images and information may be stored on one or

more central databases which may be accessed remotely by any number of authorized
operators. Access to the images and information can be accomplished through the use
of a web-based interface, as described above. The images may be processed using a
number of threat detection algorithms.

25 One exemplary embodiment of a system and method of advance baggage
screening at an airport, using the remote access server described herein, is discussed in
detail below with reference to FIG. 14. It is to be appreciated that the system and
method of advance screening may follow a different procedure to that illustrated in
FIG. 14, especially if the method is applied to cargo as opposed to passenger baggage.

30 In a first step 500, a passenger may purchases an airline ticket. Step 500 may be
the point of entry for the passenger into the UN/EDIFACT system for passenger

information. Although the illustrated outline of the system operation is based on the
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20  possible to use other data to select the appropriate algorithm. The UN/EDIFACT

database 504 refers to the set of related databases that relate to passengers to their
baggage and flight. The database 504 may be any database of passenger information
that links the passenger to their baggage
In a third step 506, the passenger checks in at the airport on the departure date
25 At this point, the passenger is typically “confirmed” for the particular flight that he or
she booked a ticket on. As a matter of security, bags will not be loaded onto a plane if
the passenger has not confirmed his or her reservation on that flight. This is followed
by step 508 of confirming the UN/EDIFACT flight identifier for the passenger. When
the passenger checks in with or without baggage, additional information may be added
30 to the overall database of passenger/flight information. Next, a step 510 of tagging
checked baggage with a baggage identifier barcode may be performed.
Conventionally, this tag contains a text message indicating the passenger’s destination

and a barcode that contains the passenger identifier number. It is to be appreciated that
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20  security reasons. In one example, a passenger may be directly related to a specific
flight in a database. However, the system may operate wherever the passenger can be
related to their baggage - flight information may be helpful, but not necessarily
required. Flight information may provide a way to select the bag images and security
information of interest to the arrival-side authorities at a particular destination.

25  However, the system may operate with an identifier that links the bag to the passenger
without flight information. The arrival-side authorities may use the passenger identifier
to pull the bag image and other related information from a very large database of all
captured images. In one example, the bag image may be tied directly to the flight
manifest. Sending the bag image with the flight manifest may be one way to

30 communicate the bag image data.

In step 518 the baggage may be screened for departure-side threats and other
targets. For example, the departure side airport may screen for explosives and

contraband. At this step in the process departure-side information about the bag is
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20  software may be used by arrival-side authorities to remotely screen the images of the

bags obtained by the departure-side authorities. For example, the remote access server,
or an operator located at the remote operator interface may query a database to see if
there is a customer for the information — step 526. At a minimum, this database may
include a list of destination airports. This database may also include information about

25  what algorithms the customers may wish to use and other customizable settings. This
step may include some means of communicating from the departure-side to the arrival-
side that data of interest exists. In one example, a departure-side airport may be able to
restrict access to arrival-side authorities that it approves of. An airport authority might
wish to allow some no access, some access to the bag data only, some access to the

30 image only (e.g., a bit-map of the real X-ray data), and some access to both the
bag/image and the threat information (the results of the departure-side algorithmic
processing of the bag). Additionally, a digital signature system may be employed to
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depending on the point of origi'n of the passenger. Tf so, the
20  passenger information may also be used to select the algorithm used to reprocess the
bag. The arrival-side authority could use any standard database query (e.g., a SQL
expression) to determine which algorithm is used to reprocess a bag.
In step 532 image analysis software may be used to analyze bag images and
creates a threat file for each bag. If reprocessing is chosen, some software may be used
25  tore-analyze the bag, using the selected algorithm or another method of processing.
The output of such processing may be a threat information file, containing the
algorithm results, such as, for example, an outline of the threat found and other
information about the threat. Further processing may be included to improve the
appearance of the image for easier detection of contraband by arrival-side operators. In
30 this case, the result of this processing may include a processed image, not a threat file.
In a next step 534 the passenger may deplane at the destination. This step

represents “arrival” in its many forms. In the particular example given, the passenger

deplanes. In other situations, this step may represent a flight making a connection
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20  based on the baggage identifier. Bags on a connecting flight which have not passed
inspection can be removed individually for further inspection. Furthermore, passengers
whose luggage has not passed inspection may be individually asked to deplane. Bags
which have passed inspection may be passed along to their next connecting flight.
The remote access server facilitates customer service via the ability to cause a
25  change in state of a baggage screening machine through remote access to and operation
on a network. Customer service representatives may run remote diagnostics through
the server. The remote access server may provide a platform for developing and
deploying new service applications in the future. The remote access server may make
both the system state and system data available, and allow both states of machines to be
30  controlled and data constantly monitored without effecting the performance of a
baggage screening network.
Further, the remote access server facilitates the use of automated means of

optimizing the operation of a baggage screening system. The server allows operations
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baggage identifier. Bags on a connecti ni 'Ilght whi ch have not passed

i nspection can be renoved individually for further inspection. Furthernore,

passengers pwhgtg@l amya@enﬂoasatmrebassédmanmt S)/@th@yodghpmn@tpvifb@al |y

asked to de ‘# H have..passed Ig ect nRy, be p? fedlcal ong to

their next Séﬁeﬁ%eﬂﬁrﬁ' PWs Fperal IR PEE ORIl SEESY i bsr PS8 cust omer

service vi aféhifat Bt tdnlbe diRcpififorted iR MR aNG®et 6f SlBsR, @ita-Mmikiagoage

screeni ng machi ne through renote access to and operation on a network.

Cust omer sepPpfraonsayrassaion spftyats piagramgn renot e di agnostics through the

server. dhe reno CEE I pi ng and

depl oyi n'aé- new se?[\e/ilS goelg a%%f%ggf%ﬁg@é rsl%t't‘%}é aﬁ@p@tﬂ%d@ sg{og&c{ E{rgggﬁéa?eb%s server

may make basdfultihenay st ferest appBcaiotls sn&iremrbdhzrhaediwahé G{belcﬁ‘ic applicatidnew bot h
to be 30 controlled and data, constantly nonitored

st at es of ch| ne
wi t hout ef h@ds herein, &ior grampiedhesysiem prygshedsmay ﬁ?ﬂg}l%ﬁé@%ga@ge Furt her,
the renote é}ﬁﬁ R Y% Rest @ég'wébf&tlﬁén{ahsnasfﬁ haua agﬂraeﬁag%gé orto

optim zing the operatl on of aggage screen ng sys e se
oper ati ons YWikagésGg28y zthéf:‘iltérUSb@hgm&@ortedsﬁopmrwdnmﬂonao; eastBert Ahienf or mat i on
i stemt hr oug r enot e.access server

| at
L) e By SR g e S I alsp b SPPERY thirohlsstiiive LENRE GLETORMENST or ot

that can beqgie ﬁhﬁﬂfaétﬁﬁ@%%\%de%&@mﬁl&}’mﬂ homnaaﬂ@bm yhe 148d & dBtAhNg, or
operations automati on sofiware prograns is to be apprem ated that the

system and mmﬂ@dsmag%@ﬁ m@pqmenteamd ﬁhayomeonqm erfammqlndqu@h identfeant

applications not limte the s ations described

herein. For u%e@'} etchompone te‘“r)n%élen et geo(gtf%éi?relga}' 8’(35%186&’5

screening faﬁagég)&eﬁialgommmhy bésnplehertsdtd @@ﬁhné the @b Se, té QetérigRtiRs Vel |

as bagghg; or to packages or a% other itenms being transported from one
to

| ocati o therrempepent hagamodefgas. efnremmeteReeass s v b usel do acmmled to
d
non- dest rucfipgg, s @&%ﬁ&%@ﬁ%g})@gﬁéﬁ as JHL h%k@nﬂ%{‘&ﬁo% ErP{e'fé%gnce tBt

exanpl e, an 1 nspec e used na e of a
conponent , amggagélecre@mg:m@mbatmy include a unique identifier wused to link
the conponent to _the X-ray .inmage. An renopte operator nay exam_ne the

i mage, or an al g5MtheIRcHRYt Bk l?erﬂpé‘?%?‘%@'ai gniadiments andhaspests gbther o det ect
whet her  15;4R6i GPNRPBEBEeclRE oMby ItAH Srocdss MG Pr&ERsHrs®ltRondRY De

used to control
20  more computer systems, or a dedicated processor. Any single component or a

collection of multiple components of the computer environment that perform any of the
functions described above can generally be considered as one or more controllers that
may form part of the remote access server and the operator interface. It is further to be
appreciated that embodiments of the invention include a computer readable medium (or

25  multiple computer readable media), such as, but not limited to, a computer memory,
one or more floppy disks, compact disks, optical disks or magnetic tapes. The
computer readable medium may be encoded with one or more computer programs that
,when executed on one or more computers or other processors, performs methods that
implement the various embodiments and aspects of the invention discussed above. The

30  computer readable medium may be transportable, such that the programs stored thereon
may be loaded onto one or more computer systems, and may be distributed across a
network, to implement various aspects of the invention as discussed above.

Additionally, the one or more computer programs that when executed perform methods



information transfer in this application as was described above in
reference to the baggage screening applications. Furthernore, it is to be
appr eci atwo oz2lsa37enbodi nents and aspects of the inventiorcrasobyenzexecut ed
on any suitabl e processor, such as procegfors within one or 20 nore
conputer systens, or a dedicated processor. Any single conponent or a
collection of nmultiple conponents of the conputer environnment that perform
any of the dfithepriessns invesiion tred nabreside ean sirgiecanputenns preressaidius maydeone or

nore controll.ers th forr rt the .r : ver and the
operator i ntAelrS E%tgq%%?n}%g %fﬂsﬁ‘]&g%{“(?ng%“é‘g‘%’reggf‘% fg%%fﬁ%ﬁp@g Sc())gi ments of

the inventi gitotddsdrsilde a conputer readabl e medium (or 25 nultiple conputer
readabl e nedia), such as, but_not |limted to, a conputer nenory, _one or
nore floppy di sksﬂaﬁmﬁewnék%ywpl@émm%ngn-@m%ﬁ@ odimepisasd The
comput er st eaglpblienTRAf UM ITRYBRs SREALESiNS Wit 88SpPleTRE hioSOBPYIIPT, MEOIT ams
that ,when eXecuted dn one or nore conputers or ot her processors, performs
met hods t hatart.i Sychenatificdtioas wat altevstioashed nteadddstodbrdndsgeddh shie flist losure,

i nvention discusse bove. The. 30 conmput.er readabl e nedium m

t ransport abl ‘%l,ncé ifcfgr %M%@ Oglrllb‘a‘if%w and sxpignatipmang ot jptsnded tg#gg’@&h% nt o
one or nore |GRAPHERE MRS BThedGpdTEdthd fvdhdd dHauieut RedrRited¥ro? PrOpRf k, to
i npl enent vari ous aspects of the invention as discussed above.

Addi ti onal | yconsthustionef the apperaled clapms,emd phaigequnaldnitat when execut ed perform
met hods ﬁo 02/ 08 %.P 1U§92110228 -31 of the present invention need not
resi de &' a singl 86ﬁﬁ B9 Sr processor, but may be distributed in a
nodul ar fashi on anongst a nunber of different conputers or processors.
Havi ng thus described various illustrative, non-limting enbodi nents and 5
aspects thereof, nodifications and alterations wll be apparent to those of
skill in the art. Such nodifications and alterations are intended to be
included in this disclosure, which is for the purpose of illustration and
expl anation and not intended to define the limts of the invention. The
scope of the invention should be determ ned from proper construction of

t he appended clains, and their equivalents. 10 What is clained is: WO

02/ 082372 PCT/ US02/10228 -32 CLAIMS 1. A nethod of renote baggage
screening conprising steps of:



exam ning an itemunder inspection at a first location; 5 storing

i nformati on about an item under inspection obtained during the exam ning
step; |i mkorg/ose3ani que itemidentifier to the informati onPca/user/onees y
associate the information with the itemunder inspection; transmtting the
information to a second | ocation responsfve to a request for the 10

i nformation; analyzing the information according to a detection algorithm
to produce threat information; and detAMMPning a screening result for the
item under inspection based on the threat information. 15 2. The nethod as
claimed in claiml1, wherein the step of analyzing the information to
produce t hrieai méthed ofeinore bagghgidesecpingaioaipniging stépsefit fil e i ncl uding the
threat information, 20 3. The nethod as clained in claim1l, wherein the
step of anal yzi FEANHENG ¥ BAPISANsPECtion @ e Ip¢atieBt i nf or mati on i ncl udes

associ agi ng the n%%foi‘tﬂ&%rﬂ%%hpﬁl o nn&é}%sgb&foqlr%{lﬁg%ungllg e method as

claimed in claim erein the determning step | oviding 25 the
t hreat i nf examinimgstémr i nspecti on by an operator to deternm ne the screening

result for the_ item under .inspectlLon. 5.. The nethod.as. clained jin claim4,
Whorein the st ol EmEs BuRs I EBNHATa e ipfoPBalon @ WHGEh, R0 G e

i nformat i oL RAn&AiMERIPARStendthder inkh&tidRt hod as claimed in claimin claim4,
wherein the step of providing the threat information for access by an

oper at or i ncl udégnghisingine mefoimdtmnrtarisespnddecatiop ossgpnrive to a redueest for et
i nfor n’?hl on_@n an operator interface. WD 02/082372 PCT/US02/ 10228 -33 7.
The method "AS"8#'&™ed in claim 1, wherein the step of transmtting the

information i nchalgging eRciatirmgtion SRO6FAiRY toBdetectioh Aldokighrh B prodBdd BfeafNd
transmtting the carrier wave fromthe first location to the second
| ocati on. Snfermatips; g#d hod as clainmed in claim1, wherein the step of

exam ning the i td%{&'rﬂﬂlﬁjl%’a screening result for the item under inspection based on the threat
information.
15 .
2. The method as claimed in claim 1, wherein the step of analyzing the information to
produce threat information includes producing a threat file including the threat

information.

20 3. The method as claimed in claim 1, wherein the step of analyzing the information to
produce threat information includes associating the threat information with the

information.

4. The method as claimed in claim 1, wherein the determining step includes providing
25  the threat information for inspection by an operator to determine the screening result

for the item under inspection.

5. The method as claimed in claim 4, wherein the step of providing the threat file
includes viewing the information on a web page.

30
6. The method as claimed in claim in claim 4, wherein the step of providing the threat
information for access by an operator includes displaying information corresponding to

the threat information on an operator interface.



i nspection includes obtaining an imge file corresponding to an X-ray i nmage
of the itemunder inspection. 10 9. The nethod as clainmed in claimS8,
wher ei n tWe 030837df storing the information includes stoPCRgSthe2zsrage
file. 10. The method as clained in clai %9, wherein the step of anal yzing
the information includes analyzing thé-rnage file to identify a region of
interest in the X-ray imge of 15 the item under inspection. 11. A nethod
of advance baggage screening, the method conprising steps of: transmitting
a threat f| rr S ctlo t0.a essmg
center; 20 ana §£‘?e§% Cﬁa[”%?é%ﬁa ie’%eg%ggl?e stqu tra“&“%%“% f}’c?r%ng %?m} hm at
the processintlgdescbding b @adiet @it Withahsipf@antiog aiesatsiniftiag tlﬁé’@rhér&ﬁﬁvlénder
inspection; and transnmitting the screening result to an operator interface
for access fE‘Vné}PP fighloeatianto ﬂEESSCEQnd lpp#iofet hod as clained in claim 11,
further sconprising a step of obtaining, at a first location, the t hr eat
file corresponding to the item under inspection. 13. The net hod as cl ai ned
in claim1l8. dhenethodtidselsmepinodlaint bngherdihithegstéhef dxamixdihg theliem amizk udes
transmtting the threat file fromthe LEItrSt | ocation t he processing
center  overispsgtiomefides oftpining A HENIEEI fls comesponAmEgS D SO teyameea PSS 2/ 10228

-34 14. A meihefiRinpeMace baggage screening conprising steps of:
obtaining information about an item of baggage at a first point of

i nspection of the item of baggage; storing the information in a database;

5 tel the, informatiop f tion other than the first
poi nt o i e pBE BIBbase Saped ot Dol e o Lol ORERION or mmt | on

to determ ngcladé:scgf | thgih&ele. for the itemof baggage. 10 15. The net hod
as claimed in claim 14, wherein the step of obtaining informtion about
the item of baggage |ncI udes: perform ng an X-ray |nspect| on of the item of

baggage; a C de dlng to
the X-ray Pfré)ag\gg %*e'ﬂ{ot'agas%lht Ilngaig]f cl lglgga‘%%?%ﬂlé% Jt ni fzaﬁl% yz{ng ??rﬁjﬁg uni quel y
identifies ihtiadéstatmyainghh@@@ge file to identify a region of interest in the X -ray image of

15 the item under inspection.

11. A method of advance baggage screening, the method comprising steps of:
transmitting a threat file corresponding to an item under inspection to a
processing center;
20 analyzing the threat file according to a detection algorithm at the processing
center to determine a screening result for the item under inspection; and
transmitting the screening result to an operator interface for access by an

operator.

25  12. The method as claimed in claim 11, further comprising a step of obtaining, at a first

location, the threat file corresponding to the item under inspection.

13. The method as claimed in claim 11, wherein the step of transmitting the threat file
includes transmitting the threat file from the first location to the processing center over

30 an internet-spanned distance.



15 associated with the inmage file. 16. The nmethod as clained in claiml15,
wherein the step of analyzing the information includes processing the

i mage filwoaenosasdi ng to a detection algorithmto identifyPaT/usezjiwaes of
interest in the X-ray imge of the itemjﬁ)f baggage. 20

14. A method of advance baggage screening comprising steps of:
obtaining information about an item of baggage at a first point of inspection of
the item of baggage;
storing the information in a database;
5 remotely accessing the information from a location other than the first point of
inspection of the item of baggage; and

analyzing the information to determine a screening result for the item of

baggage.

10 15. The method as claimed in claim 14, wherein the step of obtaining information about
the item of baggage includes:
performing an X-ray inspection of the item of baggage; and
obtaining an image file that includes data corresponding to the X-ray image of
the item of baggage and a unique item ID that uniquely identifies the item of baggage

15  associated with the image file.

16. The method as claimed in claim 15, wherein the step of analyzing the information
includes processing the image file according to a detection algorithm to identify a
region of interest in the X-ray image of the item of baggage.

20



