; e3eUX Udvr \6 TX d METHOD FOR PREVENTI NG EXECUTI ON OF | LL

DUPLI CATED APPLI CATI ON PROGRAM PROGRAM THEREFOR, PFKEFMNW DEVI CE

THEREFOR, AND PROGRAM RECORDI NG MEDI UM THEREFCR 1. Fiel d ntion

The present invention relates to a nethod for preventing the«#ggcuti on of

an illicitly dupli catedﬁg&llcatlo ro'Igramsuch as a gane, _and also to a
By B b

program f or M UTFE P Hob IeiTRE PURLIGATED o4 am
and a recordi ng nedi um havi ng the program recorded therein. Descri t| on of

t he Rel at ed ARPLIGMIIONa PROGRAM g PROSRIM: FHEREFORe s PROSRAM REGOHED Ly

speci al prograns by a time-consum ng and costly process and are copyrlght
prot ect ed by DEMICETITRIRREFOR]i AMDMPROERAM RETCORDINROMEDIURY EHEREFQRD| i cat i on
prograns such as ganmes are recorded are typically provided for counter

val ue, and no problemis associated with the utilization of recording nedia
such as CD-ROVs that have been procured by paying the price therefor, as

long as they are used onl ypgsy kRS GF R AnvENTTON

The present invention relates to a method for preventing
the execution of an 1llicitly duplicated application program
such as a game, and also to a program for preventing the
execution, a recording device for the progrém, and a recording

medium having the program recorded therein.

Application programs such as games are developed with
special programs by a time-consuming and costly process and
are copyright protected by law. The recording media such as
CD-ROMs where the application programs such as games are
recorded are typically provided for counter value, and no
problem is assoclated with the utilization of recording medla
such as CD-ROMs that have been procured by paying the price
therefor, as long as they are used only as recording media.
However, in recent years, the recording media have been

111icitly used by copying the contents of the CD-ROMs on
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However, in recent years, the recording nedia have been illicitly used by
copying the contents of the CD- ROV on ~ recording nedia, such as CD-Rs
and the like, that can be recorded by users, and in malicious cases, one
CD- ROM has been copied on a | arge nunber of CD-R, thereby elimnating the
copyright protection or nmaking it nomnal. Accordingly, a technol ogy for
pr event i ngcendhngopyedica hasushenasesRrRhe@nghdthevel bhed ithatangan be
directions, and has found practical use. However, the technol ogy for

prevent i pgespdbdabgopgieng, i andaradl ymaldrdieets, ddsesv eone nERMROM oras been
neutralizing the technol ogy for preventing such a copyi ng have appeared,

maki ng i Eogibli cot at 014088! alwibedr efentDiRe itHdmsty celiimigatGngngthg an
approach, 1t is apparently possible to make the illicit copying sensel ess

and to hﬁpﬁkflbﬂ% USESBesPibhatofVeRiiald vV fithevioMinla1qui ctbliriaéhg199pyang,

if the i It copylng I's conducted, but the duplicates produced by such an
illicit copying cannot be used. The pres d ' j §higqi dea
and it i SOBHBIPES: Tor BReverbAnY SRR Tt Pett Pa R e,
preventing the execution of an illicitly duplicated applicati.on program a
progran1G§¥&19866ré@eﬂ?nguéﬁrﬁﬁtéfééutPﬁﬂ,%Esr%&&d%|é?%ﬁ5ﬁ95§'P5%'such a
program and a recordi ng nmedi um having such an application programwitten
therein, whi cHoweneri.t thepdadiialady uEer dBFPVERtdaIprBtfic et BYPYIRY e
copying. 2 A method for illicit copying that have been nost widely used
in recenhaydays i peafeethod Méreopsi ng arearppl i ot on neud@edhzdmia: t efhen a
CD-ROMonto a CO-R In this case,' the type of the recordi ng nedi um whi ch

i s the geedhnolRgydueir ipreveddiRNgVisudiereasopning chavei agpesdedm naplingat ed
by illicit copying is a CD-R Thus, the type of the recording nediumis

di fferent; ¢i n 44 1GRNY N&.PI WP 1HEh heprédért t €nel i satecitur tbeyamge,
typically when an application programwitten on a recording nmedi umsuch as

a_CD ROV0d 408 | ddCabBrBEERLT AL DY o2 UMM QYLELAIY Wh dnake the

repr oductc?%%g 2‘% céeA(f 8b§]s'uc§ A recor di r?g) medi um_yptﬁe G5 (operating system

of the coURYLSr dgLEeing Wb d ol S ahde £8CHAMAME Y MuBE¥E %o that
eventually they will quit illicit copying, if the 1llicit
copying is conducted, but the duplicates produced by such an

illicit copying cannot be used.

The present invention is based on this idea and it is an
object of the present invention to provide a method for
preventing the execution of an illicitly duplicated
application program, a program used to prevent such an
execution, a recording device for such a program, and a
recording medium having such an application program written
therein, which make it impossible to use duplicates produced

by illicit copying.




witten therein the programthat is being executed via a BIOS (basic

i nput - out put system) or a driver controlling the reproduction device for
the recording medium Therefore, with the conputer running, it is possible
to receive information on the type of recording nmediumin-use in the

conmputer by sending a request to the OGS via an APl (ap Ilcatlon pro am
interface) or2 h@‘ﬁ]qge £ert dlhhalti sopydngy jehak haxer %‘ﬁ?—
having witten therein the application programthat is bel ng execut ed. Wth
the foregsiedg im wveeentt heaws mik rednebthogpef whophing tdve appbloftion
recording nmediumthat was nornmally witten into an application program is

i ntroducegdgitam twiei egyn | 6at izDNCPLRAMaidntict ha t ke -Rer nirssthiisofcddes ethet y
having authority to duplicate the application program Thus, the 3 nor mal

medi um t yRed $vind &b Jrdil '?ﬁ}grﬁéﬁid?@ WidHcls ther gap@ine Wesdahde conmaut er
runs the recording mediumw th the application programwitten therein, the

i n-use ma;gjew yp newgagl K. e U 02 YR8 ngf nhQ§16ﬁC°dn£j¢]ihﬂzé‘@é’d ugyﬂamgm

witten rerd t e app T on progra bei'ng execut I's received

by the conputer b the escribhed devi se degi sion .

whet her @Y &r ﬁ@a? g’Ha"‘t fg"eoeif%eu?ﬁ%?‘?d H%CQ%%HW%emér%auct
can be made by checkl n V\/net her the received in-use _nediumtype and the

nor mal medififianeRte iy ithee genince PaREUCEadneh YhcodridhCirte G “@éﬁﬁ"é&l The
present invention is based on this approach. The nethod for preventing the
execution of d&mnthermiodey dupyptadklly appihiesati an prapplamatiaiccopgagEamyi t h
the present invention is described .belowin greater detail. Thus, the
present iwndertienD ronp red \theitesrdal e trveadli dno rsynste vaesnt & nQD ¢ ReM eamd uthenlbkeans
illicitly duplicated application program wherein the application program

IS compossRited MY M ARSI AR NSrev &Y | Wwiish P4 Ogepioesetubrdapyvioe Fort he
mai n program a conputer, with the previous program detects the in-use

medi um Uiffon W0l Chedard ity mﬁiﬁht Nens e i Bp Rt g Nayh Ben )V idd eRhe

therein the appl ication ogram I's bel ng presently executed, and al so

igggfdlt Ee qrﬁl@)é‘}q?ﬁﬁ \Tﬁdl u@t%gprSWI%éﬁ%él%rogﬁré;%q:lrs Z#Cﬁrhr% mteﬁlalqyw&aten and
the inf Orwnz.P:I:[tltoer}l Ct?t?é]%inr?dttllg é?ggggrgl Itl(':lgg:l ?.g elq{gargxecuted via a BIOS
(basic input-output éystem) or a driver controlling the
reproduction device for the recording medium. Therefore, with
the computer running, it is possible to receive information on
the type of recording medium in-use in the computer by sending
a request to the OS via an API (application program interface)
or the like as to what is the type of the recording medium
having written therein the application program that is being
executed.
With the foregoing in view, the normal medium type, which
is the type of the recording medium that was normally written
into an application program, is introduced into the

application program with the permission of the entity having

authority to duplicate the application program. Thus, the



conducts normal execution of the main program when the read-out nornal

medi um type and the in-use nediumtype that was detected are identical, and
conducts the execution of a non-identity processing programcontained in

t he previous program when they are not identical. The nethod for preventing
the execution of an illicitly duplicated application programin accordance
wi th t hengrmaknt meddumt i swpes dsnetwioktten peBvetheng aemlideec RFUHISE - an
illicit duplicate which is obtained by illicit copying on a recording

medi um ttisérésponf f ehent thomcoheutecordims rvhei ureodbrdieg geedinm prbtiuct
where the application programis witten. The portion of the flow chart in
FIG 1 wahgh dppiiuhtiaded phygeah dwtifeéni |tnstdnd os thiee mathed fmedium
preventing the 'execution of an illicitly duplicated application programin

accor dancgpth Linibe BECRAA! cyBLCB e bibddier g Uiéa s ond 65 SRepe 40!

S indica he Step nu t has the sanme neani ng anywhere in the

pr esent eci fication). The lication prqQgr I e I ng

pr ogram Elgef)? Ui 3{5%3 p%’BBI&ﬁ]a?ﬁgp i REAE t%g‘a?ﬂ %? ftgé?ﬁq; %éﬂ@;‘fugreggr aJr'nS and
nor mal nmedi um tépe information. As shown in FIG % if,thg recqrdi ng_nedi um
wher e t hESEPHVERabiYont Be o GOARYEE T PY ¢ &6 saREGTIRECTHPEd c SV dSE pPRYI ded
with a device for reproducing such a recordi ng nmedium _the previous program
i s executhd degishennest tsperhethnr jthe nﬁ?@ﬁﬁ%ﬂ-@&. meidiam that chhpbedrg
conducts 5 the detection of the in-use nediumtype, which is the type of
t he nmedi utilhaedi sideithe ergdmydace ( $hodulien carhe beor madenetdyunchgpkinaat
is witten in the application programis read out ( S2 ) . Then, a decision
is mude @RetRewhehbenrddea vidat ei-atkd Medtumedyps tapde tie | merma Xl ahedbunhe
normal nmediumtype (S3). If they are identical (S4), normal execution of
the mai ntgf,ggrmﬁ&rpoaﬁu%ﬁé GPpricddd bheyrame 04 ldemitiicall .(Sthe the
execution Oof a non-identity processing programis conducted (S6). Thus, if
t he recordi i i NY| pr.qd in-sse nedi um type and

nor mal ntFgngsgéygbgiP e%?igggggnég Fﬁgfekgﬁngggfnal execution of the
mai n program | s conducted. However, if t recordi medi.um i s blicit
dupl i cate obt g?‘ﬁe(‘f‘ o(gop’;/?ﬂgpﬁﬁvﬁﬁgipgc% nﬁxﬁ%'d?g?r{’dlgfff ergrden%f?lr'%#?'ﬁe
genui ne product, the in-use nediumtype and the normal nediumtype are, not
identicaﬁuaﬁacﬁﬁédeﬁQQkﬁQ§¥¥ﬂne??RﬁF@HehPiF§°BF8€€§§rﬁ}éh(iﬁ%ﬂgngent
conducted. Wth the above-descri bed nethod for preventing the execution of
an illicinvengdpni dst d¢sgppbedabedavwpibgoaepteyr ded@dilbed above, if the
type of the recording mediumthat is being used is the sane as the nornal
medi um t ype t Fausyas tlue t tmresent heimpehttani oprovigiesm & hemedheddi AGr
mediumthat is being used is a genuine product and the normal execution of
the mai nppeQ@heings CeRduct edectiewerer , oifn caae ofilillicitiy dupghpraceted

obt ai ned by copying on the recording mediumdifferent fromthe genuine
product, abRe 18%848hi OHrYgrldie, NOFERSEA Y tREOC R INGAYRY arpisgeandusised.
Therefore, It the 6 “contents of the non-identity processing program

prohi bi t ecuti qn .t h AP a t {+dnt Ci gcat e
obt ai ned%l?blggg%?}l n%% 0% t gellrrle grg?l ng rrg‘gl&u% d???grggﬁtg fﬂrlgonqﬂiéﬁﬁe Sse(ﬁgiuﬁga
product can betgrgﬁgntegplTh%g&%ggranlused in the above-descri bed net hod
for prevEmtiPhg tne Ex8&dt 8F Hillicitly duplicated application program
w Il be described below. This programis a previous program executed prior
to a main profr SAPESSRLi FHtEs ThE RESVIORS AFIFSE am t oget her with the
main program and is used for inplenmenting in a conputer: a detection
function by wdiediectise thenpin eiselcpediynt h¥Pen- ¥od chediuntts peYPe whf cAhes
the type of the recording nediumhaving witten therein the application
progr am teaforiddnigei medires enhayingecurddtea r cdbxrin f ublbei oappy}igaitdient he
normal nediumtype, which is the information on the type of recording

medi um Wagiogyrahte thpRl iieatbiedhgd pa@santly rdaaitied wdrd erlsnd t he
information contained in the application program is read out; and a

deci si on f unctyesbnehinfdintdie e @h eyss Ut wRichf 15hehsri AfpiAELaABN $n
conduct ed when the read-out normal nediumtype and the in-use nmediumtype

that was ,qaf e@fed St eréQSP&%ﬁ?' me@3tm R CtHd OBpPiicatPon ! geBhhi is
processi ng program contal ne n the previous programis conducted when they
are not identical. 7 FIG 2 illustrates the configuration of the
application program In FIG 2, the application programl1l, as -described
above, is conposed of a main program 2 and a previous program 3 executed
prior to the main program The previous program3 is conposed of a
detection function inplenmentation progrﬁ'm 4, a read-out function

i npl ementation program5, a decision function inplenentation , program 6,
and -a non-identity processing program 8. Furthernore, a normal mediumtype

o Y 2 o - FrU



conducted (S5) and if they are not identical (S4), the execution of a
non-identity processing programis -conducted (S6). Thus, with the

above-descri bed programfor preventing the execution of an illicitly
duplicated application program the above-described nethod for preventing
the execution of an illicitly duplicated application pr ogr am_can be

i npl emennedmaRdym twelttemdpandt &hepr sbrfermatien | coptaingfer iy t KB t he
above-descri bed programfor preventing the execution of an illicitly

dupl i cat epppdpglatdzn @rogragr.am be a programin which the aforesaid
detection function is inplenented by providing a function by which the
conput er out pWohduct@Mmetmd Dr egbtaitiong ¢f vaheetmyairf gabgraml atiery thet he
recordi ng medi um from which reading is conducted to an in-use nedi um

read- out GO IRt URbImPI Obdedm Ryt SRAPULRY BRdusoONMeatiung tygesli Bpatr om
the recording nmediumhaving witten therein the application programthat is
PeINg P GRENT dt SYPCH" 8deANh A IRAI S Olng e Rlldifkes? HhE Eielda® 16RIJiN hyDe

i s made based on e conte of response fromthe in-use nmedi um read- out

control unit to this command. Wth such_a programfar ev in

execut | oM e Y PRPCESSIDGat BEFOIFHM ¢ SOIERBPSgr ggrﬁ gﬂ%ongrﬁ%ggf) oF
obtaining a variety of data relating to the recording nmediumis output to
an i n- us@negnamwhery ey & et d-%etnté-ﬁdﬂa decision relating to the
in-use nediumtype is nmade based on the contents of response fromthe

i n-use medi umTeadwetihod forommeslentring tthe hexecuirdand ofThaR efldidCigly
nmet hod for preventing the execution of an illicitly duplicated application
progr am chipliecdtgl eampl behtitomhprbgtrae rediasnoandgaanden wiseh chhebpresent
accurately detected. Furthernore, it is recommended that in the
abovedesciiRat rPgHaaM AormeFy@ntficly blreventduyi othef exedutientlof an
duplicated application program the detection function be provided with a
function of Chi p ce; Of U e1ite Igbrieqy oo eRn
provi ded J?'I'nlt e@n%g?giéﬁgﬁ g@i%%Rel%[fé\INhEg\%gbsR@ DVD- RAM DVI R?/\]@ror DVD+RW
as a specific t ho rt etect | C di T. ;
above- des%qqcb%cgfrbq o‘g?én%‘l ogﬁsgevlesntfhlggf?%%ﬁgxga% o*%leongﬁof{iFﬁ%i ﬂef/l um
duplicated application programis a programfor inmpl.enenting _a detecti.gn
functi on P ovilfed %Q‘H‘%f&?ﬁﬁ“&r’ﬁ 0 é?%ect' g r?é’gléw ¢ s PEBIR D
DVD-R, DVDRAM DVD-RW or DVD+RW by detecting the ATIP provided ip the

nedi a. AWEEEESR hedhgb RRE LI ReLard oSt oUf t‘é‘?’ta{féec}naspp%\gr egor‘&t?'{r:%hrrérﬁ um
for conducting illicit copying. Since the CDR reproduction is conducted
quite si mndi¢ated bhasobid Chimensilinstrptesatilecperbpihies Peyenting

di stingui shed. For this purpose, it is recommended that the detection
functi on flossexecatfionctdfonamf iddtiedtilyg AR adtad | sppiésahionnipragramD- R
and is not present in CD-ROM ATIP, as described above, is Absolute Tinme In
Pregroovei@ndctbéraafabawithr a3t ppgséhie Gacending.pasi ttioe fGsgdreherthe
postscipt is added to CD-R as a tine. It 10 is recorded by wobbling the

side val | 0fe Ao REEIEORNEL CHt 1hR1ERTRs ItheCldt e GhurSe 0 ROMaag N hieh & dnieke,

such a pregroove Is absent. Therefore, the ATIP is al so absent. The ATIP

can be def ect & gnot@%ﬁ.@ thg, _(:D,{ghedri Sapductd g 18 Widip .and the

reproducti on of~ CD also in e récent CD drives used only for

r epr oducti on. of ROMs or CD.Rs. The ATIPds_p . d only . ,
but al so ?W%%—’??%%ﬁﬁﬁgrﬂ}'DiﬁAﬂomﬁ\‘?ﬂeﬁNo‘%an% %%R&?o%érrnéf S gfélvﬁ%llg
recomrended that the detection function Eoss%ss a function of dea;ecti ng, t he
ATI P as nRBASra®rthatetfi 8%CPHERLOPTIAT h8s&NFedRd™ &5 I RAN IS hes
not have the ATIP, simlarly to CD-ROM and what_was_said with respect to
CD- ROM al medtenatypet dnPopmROVPNVY Bi§ tSROWSY okt T Br eVendfndhendesexdindn
of an illicitly duplicated application program CD R CD RW DVD R

DVD- RAM  m¥@i &/ wher&VERB\\Appdli EBEREOM panglvemadsuwatiditendilst iexpaudiest By
detecting the ATIP which is present only in CO-R, CD-RW DVD R, DVD RAM
DVD-RW o5 RdaimWend provideddr ®3ent an dedrikeéM fbre sapeodsctinge fsuch a
DVD-ROM It is preferred that in the above-described program preventing the

executi on-@fo281hy! intddiun JURhEC AL AR | pRLIGRANPT DT ¥Re GBI 2GREE Ehe
function be added when the decision on the identity of the normal nedi um

type and jncys ;{(F’ICH ty ?r!Bi dep-kh  t hghdegbrpaRerUnsdd it s
Thus, thehg gvgo- escéril nedggrg'g a(rﬁmé}gzvée?r%fti ng thé executi o% of an illicitly
duplicated application programserves as a programfor inplenmenting a

deci sion function 11 s



provided with a function of conducting the normal execution of the main
program when the in-use nediumtype cannot be accurately detected by the
detection function. Such a program preventing the execution of an illicitly
duplicated application programwas designed to resolve the follow ng
program In order to detect the in-use nediumtype, the detection function
of the altoyededtsctibrdofr theadnpuseemadigin heypsecwhich a5 &he Uyne t9f)
duplicated application programuses a detection function of nmeans for

det ect i nghd henddiuns e thadi uly f sein®n exfpIidiedredisim.r ephedyct tha deomneel
provided in the conputer executing the application program For exanple, in

case of &%\ﬁrﬁ%pé hen&P- Mﬁik?égng&%\gt%%a @ﬁ%ﬁ@ﬂﬁﬁtﬂ%%ﬁ fi Gl 0.

The CD Ive can read not on but also a CD-R However, in
recent years st .pf CDRg\/Idri.ves re vided V\%%tthféq__ Vey toped
functi on® kfﬁg?rtTBSQSi B1 &6 " d&tect trﬁgégthe recor Ing mediumthat 1s
bei ng reproduced is a CD-R , However, s]c_)rrg Oght he C@fﬁo\/l r.il\{‘ei are Q?S
provi dedt B £9e SHetlum s tyRe i bH. 1R ELER L chRetP et ART R*&%/aa o, 5YRSnhBE ) -
detect a CD-R when the recording nediumthat is being reproduced is a CD-R
Accor di nEfy, they n@rehahgestacali nt$dducaPIiHk SXRGREIRY Oh tIPe Bt be
accurately detected with the detection function, a decision as to whether a
CD- ROM opragfimRis scpndsehedc§Bhdl, badndde thew aneadralf ckdentierki 65bh. on
the identity of the normal mediumtype and in use nediumtype cannot be
made accurat elekeWutthonhe ¢feci ai omok2identity processing program is

conducted (S6). Thus, if the recording medium is a genuine

product, the in-use medium type and normal medium type are

identical and, therefore, normal execution of the main program

is conducted. However, if the recording medium is an 1illicit

duplicate obtained by copying on the recording medium

different from the genuiine product, the in-use medium type and

the normal medium type are not identical and the execution of

a non-identity processing program is conducted.

With the above-described method for preventing the
execution of an illicitly duplicated application program, as
described above, if the type of the recording medium that is
being used 1is the same as the normal medium type that was
written in the application program, the recording medium that
is being used is a genuine product and the normal execution of
the main program is conducted. However, in case of illicit
duplicate obtained by copying on the recording medium

different from the genuine product, the execution of the non-

identity processing program 1is conducted. Therefore, 1if the

6



function. As a result, for exanple, even when the recording nediumthat is
being used is a CD-ROMthat is a genuine product, normal execution of the
mai n program cannot be conducted. As a result, conplaints are made by
users, but because such a situation is unavoidable, nornmal execution of the
mai n programis conducted when the CD-ROM drive is not provided wth the
functi onconpepte Of ddecqanmidentilthPFecessing REQOTAM RIehidbigs Jfe
reproduced is a CD-R, that is, when the in-use nmediumtype cannot be

accur at ebyedetionedf Sheh maipr qtegnam sousageesiwithie fediieidt  Himkicaipes.
In FIG 1, the (a) portion is the portion for inplementing this function.
Thus, S7obsalifisar bgdcbpiyiagnobl taed réZorddng medinim ekctfidrent ofrdmetimi n
programis conducted (S5) when the in-use nediumtype cannot be accurately

detectedgg§%ineV$&Bdhee BAROBENHPEGYRBEANY the execution of an illicitly
dupl i cat application program when the in-use nediumtype cannot be

accurately defggte robP&m"° ly eX8CUtdan Qfp e JEdHIHADT aR isodonglist ed
et u

%ﬁgargless of er e medirumin usé 1s a genul ne product or not.
erefore, conplaints fromthe users that cannot . rog en
the genuPREVEPGATEL iEL?n-u§§383 18R prebent3d. I#ffﬁéfg%gve-%€€%¥¥%g%&h
program preventing the execution
application program will be described below.
This program is a previous program executed prior to a

main program, constitutes an application program together with

the main program, and is used for implementing in a computer:

a detection function by which the computer detects the
in-use medium type, which is the type of the recording medium
having written therein the application program that 1is being
presently executed;

a read-out function by which the normal medium type,
which is the information on the type of recording medium where
the application program 1s normally written and the
information contained in the application program, is read out;
and

a decision function by which the normal execution of the
main program i1s conducted when the read-out normal medium type
and the in-use medium type that was detected are identical,
and the execution of a non-identity processing program
contained in the previous program is conducted when they are

not identical.



of an illicitly duplicated application program the non identity processing
program may be al so a program for inplenenting a function of displaying
that the mediumin use 13 i s not a genuine product and prohibiting the
normal execution of the main program FIG 3 is a flow chart of such a

program In FIG 3, upon displaying that the nediumin use is n a, genui ne
product (S11) FIfhe Jr bttugrEatese Qﬁﬁﬁkﬁﬁr?ﬁ%OﬂoPﬁﬁFaE%eEBPigﬁaﬁgoPhe
main program As a result , the user can be informed that the mediumin use
i s not apgegwame pibdHEE.arkd dehenepplicadiep iPTegFamcdpyidy @eSEELREIt he
illicit duplicate thus produced. In the above-described program preventing
the execuabiote ,ofisarcdnigdssd |of daphatat pttogmali Catargh @rpyewhpus hpragnam
identity processing programmay be also a programfor inplenmenting a

functi onzofefisleyi peidPatot e 1N hAoysaml S The! prajeiviseppograat 3and
conducting the normal execution of the main program FIG 4 is a flow chart

! gl /AR £ phealioB el g Lislattn e piotes 1
(S13). A% arreea%u-loht’ tfﬂrelc't]i%rn ¢ r%p?.%m'em:grtq%% t%%togg%ﬁl m%‘!i um i HBecision
function implementation program 6, al}_d "a non-identity
processing program 8. Fufthermore, a normal medium type 7 is
written as information in the application program 1. Among
them, the above—describéd method for preventing the execution
of illicitly duplicated application program is implemented by
executing the previous program. Thus, if, as shown 1in FIG. 1,
the recording medium with the application program 1 written
therein is executed in a computer provided with a device for
reproducing such a recording medium, first, the computer, by
executing the detection function implementation program 4,
conducts the detection of the in-use medium type, which is the
type of the recording medium having written therein the
application program 1 that is being presently executed (sl),
and, by executing the read-out function implementation program
5, reads out the normal medium type that was written in the
application program 1 (S2). Then, by executing the decision
function implementation program 6, the computer decides as to
whether the in-use medium type that was detected and the read-
out normal medium type are identical (S3), and 1f they are

identical (S4), the normal execution of the main program is



use is not a genuine product, made to feel guilty that the illicitly copied
product is used by conducting the normal execution of the main program and
finally be demanded to stop illicit copying or using the illicit duplicate
t hus produced. In the above-described program preventing the execution of

an illicitly duplic a icatiq rogram a et e id b
whi ch, \Aﬁ@ﬂg'tlﬁggﬂor ﬁ%ﬁjm&%‘%m petr}h%ﬁ %ﬁe 14%°t; nfﬁé:r?afﬁréehdfuﬁ%b :’?rggno%/
i dentical, though the normal execution of the main program,is.conducted for
a fixed pEPFBELPROME nd NAN-iidendity ,BFPERSSHREe Rffﬁf’s‘gaﬁ'ér H8d uPLeed  he
normal execution of the main programis stopped. Thus, the non-identity
processi G§6programis a program for inplenenting a function of conducting
the execution of the nmain programonly within a fixed period fromthe day

of initial exehubiowieh the appkecaeseripedgpaognah tfven mieEmrying that
the nmediumin use is not a genuine product and stopping the execution of

the mai NeREEAREBHh S4CIaA £ POEAMPr ey Eafedhappilacattion Yroyrdn, i thely
duplicated application programwas designed to resolve the foll ow ng

probl em a§8@§-8888kﬁbaae 18641 N Z%verdﬂlqlgantmpl b&aLL@AORr 08FanaRy
pr

pur chasi ng a nornal 'y produced genui n oduct Tand then illicitly copying
't ona Eiii%?%?% Hﬁ%iggh é5f8£893q3£93h program can be implemented.

From the standpoint of practicai use, it is preferred
that the above-described program for preventing the execution
of an illicitly duplicafed application program be a program in
which the aforesaid detection function 1is implemented by
providing a function by which the computer outputs a command
for obtaining a variety of ‘data relating to the recording
medium from which reading is conducted to an in-use medium
read-out control unit provided in the computer and conducting
reading from the recording medium having written therein the
application program that is being presently executed and a
decision relating to the in-use medium type 1is made based on
the contents of response from the in-use medium read-out
control unit to this command.

With such a program for preventing the execution of an
111icitly duplicated application program, a command for
obtaining a variety of data relating to the recording medium
is output to an in-use medium read-out control unit and a
decision relating to the in-use medium type is made based on

the contents of response from the in-use medium read-out



t he genui ne product, thereby producing an illicit duplicate. Upon

confirmation that the illicit duplicate can run nornmally, they sell the
genui ne product. This should be prevented because the copyright protection
becomes nom nal. The program preventing the execution of anillicitly

duplicated application programwas designed to resolve this problem FIG 4
is a flowookael otnddch te prigykam commang. 4Theredorsi.on & s MR ‘gs for
whet her the application programexecution date is within a fixed_ period
from t heptteyeotingi t i §heexeewerohios14) ofif an i sidlifihlYhe ArRE4CPEROd
15 (S15), the normal execution of the main programis conducted ( S16 )
and if nappliSh%ipn, phegrani wan nbeseinsl ahapted ednt owlbkchotthe geadine
product (S17), and the procedure is ended w thout the normal execution of

the mai “tgbggﬁaﬁhséscanr peubbcupAte1yhaeteftdms di sposed of the normally
produced genui ne product, the utilization of the duplicate obtained by

illicit copyi%%rg§%%%§§einpqﬁ§i £, ?ngﬁegppﬁar'Q%%tbGJineﬂhé chppee-to

reconsi der the pr i ot of duplicate Icit copying and utilization
t hereof and can he dermanded. to stop illicit, copyin using the ilLiclt
dupl i cat Qeﬁﬁﬁs‘tb&doaf@&famrgfé’rr é’crc?r‘gﬁfhtg”}%d‘f‘h %%?%E;%%c%% e ?Eé?te’uhlﬁign
application program conprising the above-described program reve ting,the
execut i ofupligated iéPPﬂQCGG&PPcaﬁéﬂgﬁﬁﬂhiC§Pﬁon%ﬁﬁﬁ %gﬁpca%uBg SPBduggd by
using a device for recording on the recordin%.nediun1mhere the application
progr am paovidese whthald yEwnctien, of t dethetprenitdis oRTEFCRRE éﬁﬁo i fyf LP
havi ng authority to duplicate the application program For exanple, when
t he nor nglavsediute thime Vi drdgrddve Y quoodded nkali the whedéansuahl agr CDi-ng
has to be conducted is a _

R, CD-RW, DVD-R, DVD-RAM, DVD-RW, or DVD+RW as a specific

method for the detection of such media.

Thus, the above-described program for preventing the
execution of an illicitly duplicated application program is a
program for implementiﬁg a detection function provided with a
function of detecting media such as CD-R, CD-RW, DVD-R, DVD-
RAM, DVD-RW, or DVD+RW by detecting the ATIP provided in the
medila.

As described above, CD-Rs are most often used as a
recording medium for conducting illicit copying. Since the CD-
R reproduction is conducted quite similarly to that of CD-ROMs,
the CD-R and CD-ROM have to be distinguished. For this purpose,
it 1is recommended that the detection function possess a
function of detecting ATIP that is present only in CD-R and is
not present in CD-ROM. ATIP, as described above, is Absolute
Time In Pregroove and is a data representing the recording

position used when a postscipt i1s added to CD-R as a time. It

10



CD-ROM this device is a disk fabrication device for a typical CD
production, such as using a master press die for pressing a disk. Wth such
a device for recording the program preventing the execution of an illicitly
duplicated application program in which the programis recorded on a
recording nmedium a 16 recordi ng nmedi um can be nanufactured havin

recor deda heeeprdede byr swpthhingvEre | fddendabdecdf i 8n RFCHPYS | F‘&F'?Ii;?

duplicated application program in which the programis recorded on a

r ecor di rap+fedi Inn CHair et nas eCD +R@Ms cand dthe hdlEunsHER Ag PrESFOO¥E thfer ei n
t he application program conprising the above-descri bed program preventing

t he exewpdeét of TRBrefbie6|t khedumtiralied aApp | albsemn. pThgr AXFEANcAB be
produced by the above-described device for recording the program preventing

the execidiQoedd ABti bhigi thy tddpldrat eg fPds | 68h3ABLRHGYIraForWin tdi
recording nediumw th the program preventing the execution of an illicitly
dupl i cated

Leatlon: pradkam that rkse h%p&}@-s'- anms
preventi%%p]?(ﬁcg&ééﬁjg%%tﬁgnbgf hgh Hi‘]ﬁ:l cﬁ% %ﬁpl%lhtgat?re appllégata:i%?%%r (%S(r%m
even when a programrecorded on t rec | ng nedi j S il city) opi ed
fromt hi%nhéco’ér)‘g’r‘ ngr‘?%‘b‘?‘{}’rﬁtlt%t qr}: (ﬁ)r'g{ﬂq{%e OFeCC)dPHoTIJidr?g' ne'ﬂd?eum%%lvlfngse
recorded therein the program preventing the execution of an ill] ifﬂ‘
dupl i catREPELEed cBOT 0ANBY 0dPafP-Ro PUlecdtIR nd nkBr By oPVERE %‘é)' I%f'erent
fromthat of the aforesaid recording nedium the utilization of the
illicit|QVRoRWed amst oP¥PrBWredTheretere waslt hds | recemmepdedpi Eiatartise
prevented. FD, CD-ROM CD-R, CD-RW DVD-ROM DVD- R, DVD-RAM DVD RW

DVD+RW d@étedbioniDEunstehonoposiséos aefandihgnnedi detectimngs dhte ATHdS as
virtually configured in a conputer can be used as the recording nediumwth

the proghagme’ eventddt@dhionexafdtiddn ©h thosedmddid ctbdby OWDI-ROM efllso
application programthat conprises the above-descri bed prograns preventing

the execy é%?n?& Alvb! 't'ggi mpsﬂue&ims%i?amal CPRROM) RNQOKAEt Wda daid a

fl ow char e nethod for preventing The execution of an illicitly

the. i 111 ErERyPaBRRYEatec aopif chlrSrEgISERE T s b BB P BCPT ea'a o
Configurationwg%htgﬁeagggg%g&iggeventing the execution of an illicitly
duplicated application'program, CD-R, CD-RW, DVD-R, DVD-RAM,
DVD-RW, or DVD+RW and CD-ROM can be accurately distinguished
by detecting the ATIP which is present only in CD-R, CD-RW,
DVD-R, DVD-RAM, DVD-RW, or DVD+RW and is not present in CD-ROM.
The same 1s true for DVD-ROM.

It 1s preferred that in the above-described program
preventing the execution of an illicitly duplicated
application program, a management function be added when the
decision on the identity of the normal medium type and in-use
medium type cannot be made with the decision function.

Thus, the above-described program preventing the

execution of an 1illicitly duplicated application program

serves as a program for implementing a decision function

11



program conprising the programfor preventing the execution of an illicitly
duplicated application programin accordance with the present invention;
FIG 3 is a flowchart (1) of the non-identity processing program of the
program for preventing the execution of an illicitly duplicated application
programin accordance with the present invention; FIG 4 is a flow chart

(2) of tpeowbdeddehthts Fupetienngfpregduptdngt rhepmegmah ferePrehrtqing
the execution of an illicitly duplicated application programin accordance
Wit h thetlpe eseaini nyeogram, wheéh Sthe ainiwse chwediy®) type hecarormt ddmity
processi ng programof the programfor preventing the execution of an

i 11icit]yceuphtenyedetoptéqabyother @gtastionacanctdaone with the present
i nvention; 18 G 6 is an explanatory diagramillustrating the concept

I

ol Soerby e Rl Grofoht g biabasonloguent sap ohLimay

8 ill UStégéffc}ipgdr eelzpa;;]i.iocnasthiioon b%trvo\%%%.n{[ hv%a§0fcié@:i§néac{]d t%D' B@/Eg{réveﬁhe
following program.

In order to detect thg in-use medium_typ‘e, the detection
function of the above-described program preventing the
execution of an illicitly duplicated application program uses
a detection function of— means for detecting the in-use medium
function of the medium reproduction device provided in the
computer executing the application program. For example, in
case of a CD-ROM, the CD-ROM drive provides a CD-ROM detection
function. The CD-ROM drive can read not only a CD-ROM, but
also a CD-R. However, in recent years, most of CD-ROM drives
are provided with the above-mentioned function making it
possible to detect that the recording medium that is being
reproduced is a CD-R. However, some of the CD-ROM drives are
not provided with such a function. In such cases, the CD-ROM
drive cannot detect a CD-R when the recording medium that is
being reproduced is a CD-R. Accordingly, if no changes are
introduced, the in-use medium type cannot be accurately
detected with the detection function, a decision as to whether
a CD-ROM or a CD-R is present cannot be made, and, therefore,
a decision on the identity of the normal medium type and in-

use medium type cannot be made accurately with the decision

12



FIG 9is aflowchart ( 1 ) representing the operation of the present
enbodi nent; and FIG 10 is a flow chart (2) representing the operation of
t he present enbodi nent. An enbodi mnent of the present invention will be
descri bed below with reference to the appended draw ngs. The present

i nventio escrj be bo [ sed t i

met hod t qpé%é?red%%tg qﬁegﬁn§Se %%J%ﬂ?ﬁ e?ﬁn Wi tﬁétﬁb§8¥?ﬂ%g
copying an ap I|c t|o ramwitten, on a on R which is a
recor di nd® yﬁg 81 el ey olft e gﬁhgﬁﬁ% 5b85uc¥I>f$egﬁﬁ&&5%

i nvention nakes |t |np055|ble to use a recordi ng nedi um duplicated by

i1 licit EAMAURE evEPTRIRdN erecatdiorcation theogfamn s PROgTEm | faéé‘&tedbﬁrom
t he recordi ng medi um of the genuine product, by witing the nmediumtype of
t he genuicwnduaithét Aat mame@p@Jﬁ.cacbmplpingSarﬂmd magiengbyheudeies . t hatt t he
type of the I 19 recordi ng nmedi um that was duplicated by copying is

di ff er entbdduBd hsutlypa afi et ilcdrcoisli ngavedidamief, triwermgenuerecptibdoctof | n
the present enbodinment , a case in considered in which the genuine product

is a CD-RQM apdihh r%cildnpaiéo%o?fcﬂﬂ:rt%@ V‘((rhéﬁe'%h‘é” EHEREW- RNVes id! it |y
duplicate y I||ICIt copying on a CO-R FIG 6 is an explanatory di agram

1] ustr ating t0e CQIGEP! cng! kpscmﬁen& QU090 BT bl (LT AGAN A 2

appl i cati*on progran1co Fevi ouS program execut €

mai n program and the ma, di,umt format LQn RaT €ph&C rded
on a CD HATAHAY e f'eh%h@ DS PgadEproRte et ch GBr B nEiegy Le-
directly |II|C|tIy copyi ng the appllcatlon programin its entiret

CD-R is afPen| ithet | inuift | 8e0dymcoi e ACaiin PR AYSUTREeLY H?é—y eréci:vu
which is a genuine product is run by a conmputer, the in-use nmediumtype is
det ect ed Such a mrqhlen dlspragkses with medimef QHRET ntYRRS medi um type is
a CD-ROM and the normal nediumtype is also a CO-ROM Therefore, the in-use
medi um type antht hergor mal, nethem t(yw)e grertidemti dal arle t hpormtiionpr digram
is executed. However, if the illicitly duplicated CD-Ris run by a

conput er ,uﬁ;hﬁeméhtt&ﬁg medi ¥ MenHe 16t eCrRdsW tdy the AmR\draiesd pbegwasni s
CD-R and is different fromthe CD-ROM which is the normal nedi umtype.

Ther ef or 6,54 N8y | NaHgenBRALY MebobRR ARG 18 1Y rmalﬂegkagkampasar&mcted
identical and the main programis not executed. 20 shows the

har dwar e FQ@;'@H&@Ifﬁ@ f%-ﬁgg ﬁgaBﬂﬁeEype cannot be accurately detected

(s7).

With the program preventing the execution of an illicitly
duplicated application program, when the in-use medium type
cannot be accurately detected, the normal execution of the
main program is conducted regardless of whether the medium in
use 1is a genuine product or not. Therefore, complaints from
the users that cannot use the program even when the genuine
product is in-use can be prevented.

In the above-described program preventing the execution
of an 1illicitly duplicated application program, the non-
identity processing program may be also a program for

implementing a function of displaying that the medium in use
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for executing the application programwitten on the CO-ROM which is the
genui ne product, or the illicitly duplicated CO-R in the present

enbodi ment. The hardware conprises a CD-ROM drive 11 provided with a
firmvare for control, an 1/0 control unit 12 , a CPU 13 ( a nmenory 14 ( an
I nput device 15 such as a keyboard or a nopuse, and, .a display 16. Wen-the
appl i cat 18nnetod GeNEine geredugt sped; Rropdpdting, ithe i%orgﬁﬂ-%t?%%uﬁg%.
Those structural conponents are connected with various signal |ines shown
in the fofjuthe Mhdénl pOogoamtol unit 12 and CD-ROM drive 11 are connected
with an IDE (I ntegrated Device Electronics) interface. Furthernore, when a
CD-R is | oadegigs 3 Hecer diley midintmofl udiD-RQtalyrane. 11n i BIGr o¥j depomi t h
har dwar e detecting the presence of an ATIP provided in the CD R

Furt her ngigp1blengOMnd€r tABMMSd ikt | EnPrutid ded width an deauameOSpeoatcel | ed
cal endar cl ock necessary for conputer operation, or with an ATAPI

(Atachmpgh fackel ISHAIARS (L1 YFheh Ol ABALNGIAN il L GIGRNgE and

respons via an IDE interface. F
illustra ﬁ% the rel ationship between the software and CD-ROM drive 11 in
the pres B 8dPHEIE 2™ The CD- ROM drive 11 conprises a CD-ROM dri ve

hardware 31 for control_and firmvare 32. Furthernore, tq§ bove- genti oned
OS 34 and ATABS & iRRSULD the puser deanoker HeLarmsd, tha Ata*& 9P ifcD-R
wi th an application program 21 recorded therein.is |oaded in the CD-ROM
drive llusBurisemedr ea tdenwigy | papdestprangd ageppnded to stop illicit

copying or using the illicit duplicate thus produced.

In the above-descfibed program preventing the execution
of an illicitly duplicated application program, the non-
identity processing program may be also a program for
implementing a function of displaying that the medium in use
is not a genuine prodﬁct and conducting the normal execution
of the main program.

FIG. 4 1s a flow chart of such a program. In FIG. 4, upon
displaying that the medium in use 1s not a genuine product
(S12), the execution of the main program is conducted (S13).

As a result, the user can be informed that the medium in
use 1s not a genuine product, made to feel guilty that the
1l1licitly copied product is wused by conducting the normal
execution of the main program, and finally be demanded to stop
illicit copying or using the illicit duplicate thus produced.

In the above-described program preventing the execution
of an illicitly duplicated application program, a method can

be considered by which, when the normal medium type and the
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21 as descri bed above, is conposed of a main program 22, a previous
program 23 executed prior to the main program and a normal medi umtype
(CD-ROM information 24. Those progranms or information are read out, when
necesza(rjy, fr(r)]mthe CD-ROM or CD-R | oaded in the CD-ROM drive 11 and
ext ended on the neno Conmands and responses shown_in the ure are
transnltiéduﬁétmﬁéﬂiP%e EWRPondRe s %%anfgﬁnF$€? 8. thowgh C%p AL 11,
as descri bed above , both the CD ROM and the CD-R can be read. In both
‘cases, tR¥epypdonf ofhdheeamaridi mpoawpmunidecenfugterd €& @ HFpdrPeEied is
a CD. Only when neans for detecting the ATIP of the CD-Ris present in the
CD- ROM dffirem Ithe t heipiesemdtd ldfzatienCD- éhce ddtisbl pehédd beldgsesti nghehe
ATIP only in the CO-R In other words, in case of a CD, the presence of a
CD- ROM i poemhabkikebadibh 86 AhkPmasndptegiran. iHowevepedt.here are cases when
no means for detecting the ATIP in the CDR I's provided in the CD-ROM
drive. In sucqﬁﬁgseqﬂu;tnbﬁ RAbn¢liegr 3 ?%aﬁgoggﬁmﬁﬁ1g det gebyeami S
cause

present, but the ATIP is not detected e recording nediumthat is

bei ng us or, %E h T cd L Sget eis
\r/]\ﬁ rreans%f)gr nCEI:?nghe %tj'?%e(r%gf\oérde%d | ﬂ?{sg [ rrp%sém%?lg&t?%&ldgcf:l gﬁé
et her %a D RpOé/Ioggam 2 y rh%_snent eah £fgc5er%xtohn?t t'hse ahl §ren £

initial execution of the application program and then
displaying that the medium in use is not a genuine product and
stopping the execution éf the main program.

Such a program preventing the execution of an illicitly
duplicated application program was designed to resolve the
following problem.

Some people use a tactic of acquiring an application
program by purchasing a normally produced genuine product and
then 1llicitly copying it on a recording medium different from
the genuine product, thereby producing an illicit duplicate.
Upon confirmation that the illicit duplicate can run normally,
they sell the genuine product. This should be prevented
because the copyright protection becomes nomilnal. The program
preventing the execution of an illicitly duplicated
application program was designed to resolve this problem.

FIG. 4 is a flow chart of such a program. In FIG. 4, a
decision is made as to whether the application program
execution date 1s within a fixed period from the day of

initial execution (S14), 1f it 1is within the fixed period
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thereby is that the execution of the application problem becones inpossible
despite the utilization of a genuine product. This problem can be resol ved
for the tine being by enploying a processing procedure by which, first, the
22 detection of a CD type is conducted and then the CD-ROM drive is

checked f b| I | t o _dete and c ]
possi bl e(gllﬁg ?:Jgrﬁf‘ﬁﬁuﬁiaf’u%%t RC&R |'§'a é'ogr |hlssa|g ?ﬁ%
either a CD-ROM or a CD-R, and if such a detectlon is oss ble, the
recor di n§SA&di-u@nch ekt |f5°%ef$1]g5hseﬁhﬁsm8€f‘r§f“dérnedllsteo itfe %%LRN% 1 oBfict |

wi t hout di stinguishing between the genuine product and illicit copy. Thus,
by doi ngnet i & i gepuiseblproduet i ikl k. t lend nddey e Proseduse béaneDﬂaﬁle
to execute an application programdespite the utilization of a genuine
product ifithibetCRhBOKoamale execndiopr ofi dde¢ wiatin pragsaimor detecting the
ATIP of CD-R and al so to prevent conplaints based on that inconveniency. In

this case, thesapplreéaiien Bhesr aeCaisd¥ BXeCdAiegosean dff tihe hbrimally
duplicate is used. However, in recent years the share of CD-ROM drives

ﬁ‘&l i nuRBer S ogh BREGL L DARANS, | el GELLIGL BN U thePafplachie
above. neHEAER Ceahpl SEALEL THOPEONR gUratieh sPPRETATE oRr Bl RERF | .

based on such _a consi derati on. Further rmre the 0 erghr on coadugt ed wh%n a
CD- ROM 0F38DRYUSs (B i (IRARES ROW dr FEEORSIEPE { hEPR onBHPERCEAED ng
conput er executes the application program 21 recorded in the CO-ROM or CD-R
wlll be depddidedeshdiowlbbbett ogopytsg ando utdljilzatdiony cHheref  Akd pFélent
enbodinent. FIGS. 9 and 10 are the flow charts illustrating this operation.
23 |If &e ademaatiedn tonrstab f ddltlied tappbpydngonopr otging 2thes ddpdchitom
the i nput device shown in FIG 7 to the OS 341 the previous program 23 of
the appl igRplivaty afuwmprbdaddedd.en on the CD-ROM or CD-R is read out, as
shown in FIG 8, and stored in nmenory 14. The conputer conducts

communi cat i on qy h E:tleoS?@:tRQVl dhbdeuhl D¥aseRgi NGrecra@mnd treridia CSaar by
receiving the response fromthe OGS by virtue-of the previous program23. In

FIG 9, f] rgfe cd %nmg Bnd %%Fn?)%]i%éﬁgwttﬂém abb? Q%@e&&btatae g%setarnon

ofthern i um hertherrerumrs a CD Or not

(S21). If it ot a t he pr gessin s ended a

possi bi | i ted1 gect tg:)CD RHESY H‘&’:’ked%fSZZ)an | f it]'hucd‘etlé'(s:tl ggBliéLEg%ed

i npossi bl e:, the main ram 22 is executed (S28). If the d(iec.tlonfls
possi bl e 2R Gatinne 89 Al yoRA | DechBEREHCES (Y WSS Rt $VHCDRY
not (S23). If it is not a CDO-R the in-use_nmediumtype is considered to be
a CD- ROMUes®rdinghd 98 ithe s recpr&nghemediv@e WhEFEm the APPddf&tdored
to be a CD-R (S31). Then, the normal nediumtype 24 is read fromthe

appl i cat iparoguramyrkes 2do (t825)oamilw decitten, i wlkhdthespesmissinar ofhdhe

i n-use nediumtype and normal nediumtype 24 are identical (S26). If they
are i dentdrgilty tHeeritey raythagriagy 2 iduEiasatedte St licat for myogram not
identical, a programallow ng a fixed-period execution, which is a

non- i dent i ty pFcesshi@lBl OGiEh CeAbal AEna D tnealnmthpp@ RhaghaniL3 thies
executed (S32). Thus) the normal nmediumtype 24 is a CD-ROM and when the

| -Use 240 JRE AN PR S Wb AR T §E¥EIng| habStd 6B BolauBherehare in

thi s case, in-use nediumtype and nornal Trediumtype 24 are identical
and t he [ 22 1S _execu pe
is an ill cﬁ&é’ug'frr%({:%at%e‘u?er%gaécg?%bﬁﬁérgétjgﬁgﬂr ﬁgtgﬁ.bg gggege |ctr?Eiuse
medi um tyé)e

production such as using a master press die for pressing a
disk.

With such a device for recording the program preventing
the execution of an illicitly duplicated application program,

in which the program is recorded on a recording medium, a
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normal nmediumtype 24 are not identical and the programallow ng a

fi xed-period execution is executed. The program allow ng a fixed-period
execution is primarily designed to prevent the execution of nain program 22
when the in-use nediumtype is a CO-R, that is, an illicit duplicate, but

it allows the_main program 22 to be executed onl or a_fix penl d
ends t her"é%’é%jt‘?%nmgflgﬁﬂe G nPHr BgPY ured; &ég‘f{fé? antC ﬁ(;a%fll %é{oe%geei??od
has el apsed fromthe day of initial execution. In order to use the program
al | owi ngthef i PE@IFER oPEKERREIRG, &Rear cXeGRtLARer My a2 xeblikst

al | oned execution date of the application program 21l is secured in the
menory lduplicétedongppkicakibont | pygoghamapplincawhdshpr ddveammogram  is
Furthernore, the all owed execution period, for exanple, three days, in

whi ch t heegsegedi O &frédordingihediighi cate is allowed is naintained as
information in the previous program?23. FIG 10 is a flow chart

representing pRetRPEhGEs ONtRE FB80PE2HG MR LAWHAY i d IPEbRId Otherein
execution. In FIG 10, first, the presence of an entry in the fixed-period

al | oned Ccutj.or a a i L ar. aat ;
conput er § gbh%%%ggi§ﬁ ?gg8ﬁé%k§§hP§§%?BB|?5%b%§§ﬁ%5%ms 5g§zi?§%§%aThe
date til1ll which ,the execution is allowed.is initi redgl i

ar ea (M@f?v??pf‘ﬂ% ent?S ha¥HELH Mde {isa2)3n Mﬂ%y%ﬁgiagsedd%%f?%gé&
procedure goes to a next step. Thus, the allowed execution period is read
from t heappt¥Fationr RFAGRIFS cend)bet RrUiiced oP¥eshBRdi FPTS 9142CEReEnt
execution date is read fromthe cal endar clock provided in the- conputer
(S45), adedvbasedomn newording- peei progiriapwmresetiindnthat €xamntion f e
corresponding to the current execution date, the presence of the date
correspoadi nylieithe duplecatedeapplboathdr propramthe al |l owed execution
period is checked (S46). If it is within the allowed execution period

(S47), the nmayntAr egearetdraxagUnediuRSlithanthd fpidgriam notevettimg t tiee
al | oned execution period (S47), the conputer display 16 displays that the

medi Um i g USE+iSnNQE Arde i 181 £ PJEGEh1{ S48 a2RPplR a1 P St ctRiaE

W t hout conducting the main program execution.
comprises the above-described programs preventing the

execution of an illicifly duplicated application program, even
when a program recorded on the recording medium is illicitly
copled from this recording medium, that is, from the recording
medium having recorded therein the program preventing the
execution of an illicitly duplicated application program, to a
recording medium of the type different from that of the
aforesaid recording medium, the utilization of the illicitly
copied recording medium that was thus illicitly copied can be
prevented.

FD, CD-ROM, CD-R, CD-RW, DVD-ROM, DVD-R, DVD-RAM, DVD-RW,
DVD+RW, MO, MD, HDD, semiconductor recording media, or those.
devices virtually configured in a computer can be used as the

recording medium with the program preventing the execution of
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Sone people, as was nentioned above, use a tactic of acquiring an
application program by purchasing a CO-ROMwhich is a normally produced
genui ne product and then illicitly copying it on a CO-R that is different
fromthe CD-ROM which is the genuine product, thereby producing an illicit

duplicate, t confirm that the jJ]licit dupli e [ I and
sel ling t&fk #&iﬁkﬁﬂéﬁé¥i§%ﬁﬁggﬁﬁR#*ﬁF?#%%d%ﬁ?g |st§%guF§mggg%ggvgﬁFed
because the copyright protection beconmes nom nal. Using the above-gescribed
progr am ARG L SETbEd pRTIF e cUPFERECREERE | thSos TP PR esBt ve2Phi s
problem 26 Wth such a program once the user has disposed of the

nor mal |y pkloideicdely gwmliimateddannlicatedan ifiogddn of the duplicate
obtained by illicit copying becones inpossible, and the user can be given a
chance to reconsider the production of duplicates by illicit copying and
utilization thereof and can be demanded to stop illicit copying or using
the illicit duplicate tmigm 428 r ainey oRdgsNdded enbodi nent, the
program al l owi ng a fixed-period execution is executed as a non-identity
processing programif the identity of the in-use nediumtype and nornma
medium type 24 is evaluated and the types are found to be not identical.
Alternatively, in this_case.a progra i di t r

di splay 16 thaEt‘h?hePnéﬁi l?mefilho"ﬁs(gﬁ?ggnn\é\? ?ﬂgerﬁﬁqr@%rggucpggﬁgggﬁég ttft11éa
procedure, w thout executing_the nain_program._nm e executed _as_the,
processi iF§FSFA °fn %Ihclir?-&lé’&§é¥ i‘?‘%t’%gc?%% 8¥’pﬁﬂé’ai Ofs PTRERMI gt
medi um which is witten in the application program is identical to the
normal neaRteordanee witlen thet hBreppntcaln¥anpiodr adrdt hdheecdrdilivd thedi um
that is being in-use is a genuine product and the normal execution of the
mai n progiwplicated application program;

FIG. 2 illustrates a configuration of the application
program comprising the program for preventing the execution of
an illicitly duplicated application program in accordance with
the present invention;

FIG. 3 is a flow chart (1) of the non-identity processing
program of the program for preventing the execution of an
illicitly duplicated application program in accordance with
the present invention;

FIG. 4 is a flow chart (2) of the non-identity processing
program of the program for preventing the execution of an
illicitly duplicated application program in accordance with
the present 1nvention;

FIG. 5 is a flow chart (3) of the non-lidentity processing
program of the program for preventing the execution of an
illicitly duplicated application program in accordance with

the present invention;
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I s conducted. However, if it is anillicit duplicate obtained by copying on
the recording nediumdifferent fromthe genui ne product, the nornal
execution of the main programis not conducted. Therefore, the utilization
of the illicit duplicate 27 obtained by illicit copying on the recording

medium di fferent fromthe genui ne t can ve ternatively,
a progran1mhi%ﬁ di ptyeno gXPHQnEG ﬁté&a§F§ﬂlgﬁ;ﬂgiﬁé%iqqu§qﬁuﬁ?Rﬁ?%fuse
is not a genuine product and then conducts the execution of the main

progr am @hythe eresemptdemkodifeenbn-i dentity processing program In such a
case, the user can be inforned that the nmediumin use is not a genuine

product, madeFIG.f ezl Isildy hddware iddnftiguyatbph edoHr othet ¢IMREERX by
conducting the normal execution of the main program and finally be

demandedek@ctt 0figi the Capp TPyt Ign Oprograg ihethel presedtpbmbatitmehtis
produced. The contents of the non-identity processing programis not

limted to thﬁ(riéb%e ﬂq%%rtlﬂa%sprmeedﬂéfétfaﬁsﬁhﬁ PRl WHd SOWtwansent s
may be enpl oye provi ded that the user is demanded to stop illicit copying

or using el [ | icate thus produced. Furthernore, in the
above- deséalggdkgﬁb%dgﬁght a net hod

FIG. 9 is a flow chart (1) representing the operation of
the present embodiment; and
FIG. 10 is a flow chart (2) representing the operation of

the present embodiment.

An embodiment of the present invention will be described
below with reference to the appended drawings. The present
invention, as described hereinabove, is focused on the illicit
copying methad that has recently been' used most widely, that
is, a method of copying an application program written on a
CD-ROM onto a CD-R, which is a recording medium of type
different from the genuine product. The present invention
makes it imﬁossible to use a recording medium duplicated by
illicit copying even when the application program is illicitly
copied from the recording medium of the genuine product, by
writing the medium type of the genuine product 1into an

application program and using the fact that the type of the
|
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for detecting the ATIP present in CD-Rs and not present in CD ROV was used

as a nethod for detecting a CD-R when the CD-R utilized was an illicit
duplicate obtained by illicit copying fromthe CD-ROM as a genui ne product.
However, such a nmethod can be also used when the illicit duplicate is not a

Er}ueR agu%%%%%%mgé%uﬁhe N% ggé‘w\%(gguc IS%%%&E%GV% e‘i—%ﬂ?

in order to verifg t he type of the nedlun1£hat % ﬁ used, asdsh wn in
FIG 8, fremtthen YB?leo e pFegPEiing Bmed af %ng PRLPEPE98Ehas a
command to obtain information on the nediun1|oaded in a CD-ROMdrive to
firmware 32 oInCbhROPreseddcemhpdimentol & opaseadnngonsddexedr day ivghich
recorded on the nmedium that is being used, via the OS 34 and ATAPI driver
33. Thenthe nrenuwithe sprofpioyedsbya whbeROMhandesplons appldeatienf i pragram 32
I's received via the ATAPI driver 33 and OS 34 and the in-use nmediumtype is

eval uat egrbagefl Obnt hend epUKEM CARt Rl 341 cPRL Sacplasadedapeei tylLhieh t he
| i ke, or the operation state of conponents of the CD-ROM drive, or an error

in case EB? §ﬁ§p0@§3té)t@§ ﬁong?qg |sdrn§§3|ghe AP 1R& AVIS ded felyBesm

exanpl es 0 response. In Fl S|nce a CD-ROM or CD-R are presented

ieed. - PotbyarCERhEor ¥pd,c SPhshile, b HhY, BEPIHAST b qtuiche i R ey ©

variety of recordin ng media. Wth iuch a nethod a co nd t o_obtain varlous
program an an application program 'compose of "a previous

program executed prior to the main program and the normal
medium type (CD-ROM) iﬁformation are recorded on a CD-ROM 11
which is the genuine product. The product obtained by directly
illicitly copying the application program in its entirety on a
CD-R 1is an illicitly duplicated CD-R.

As shown in FIG.'6, if the CD-ROM which is a genuine
product is run by a computer, the in-use medium type is
detected with the previous program. In this case, the in-use
medium type is a CD-ROM and the normal medium type 1is also a
CD-ROM. Therefore, the 1n-use medium type and the normal
medium type are identical and the main program is executed.
However, if the illicitly duplicated CD-R is run by a computer,
the in-use medium type detected with the previous program is a
CD-R and 1is different from the CD-ROM which 1s the normal
medium type. Therefore, the in-use medium type and the normal
medium type are not identical and the main program i1s not

executed.
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information relating to a recording nediumis output and the type of the
medium that is being used is eval uated based on the contents of the
response to this command. Therefore, the mediumthat is being used can be
accurately detected. Furthernore, in the above-described enbodi nent, a case

was ponsidered I n which the genU|ne product was a CD- ROM and the I||ICIt
dupl i cate wasF&B-R7 reher theg @§§@WQ¥QMWQPF¥$EF§E%%?n@fpﬂﬁﬁhc?o?EuEeED-R
and the illicit duplicate is a CD 29 ROM can be al so consi dered. For

exanpl e, foestexamyriag that appdipathgnd@raaam BEEt EefeOindd e e€BrleY: and
distributed on CD-Rs, and even when such CD-Rs are brought overseas and CD
ROV arewh&bhcﬁslyh@ugbmuaMedphpdmm¢syon;th@kﬁlhiGimhyn@pric@teésCakB,
the execution of the illicitly duplicated CD-ROVs can be prevented by the

same reas_ﬁnlﬂge 8 regehite ahvyeifese! i ek enhedwaest . compiheeabeyecderROMi bed
enbodi nent, and CD-R were considered as the recording medium The

SR B A Vi L o S 8, Sl
oL oS RFELT i . AR R TRRE, A Y et (e
keyboard or a mouse, and a display 16. W_hen the application
program is a game, a special 1nput device is sometimes used.
Those structural components are connected with various signal
lines shown in the figu;e. The I/0 control unit 12 and CD-ROM
drive 11 are connected with an IDE (Integrated Device
Electronics) interface. Furthermore, when a CD-R 1s loaded as
a recording medium, the CD-ROM drive 11 is provided with
hardware detecting the'presence of.an ATIP provided in the CD-
R. Furthermore, the computer memory 14 is provided with an OS
or OS-controlled calendar clock necessary for computer
operation, or with an ATAPI (Attachment Packet Interface)
driver for sending and receiving commands and responses to and
from the CD-ROM 11 via an IDE interface.

FIG. 8 1llustrates the relationship between the software
and CD-ROM drive 11 in the present embodiment. The CD-ROM
drive 11 comprises a CD-ROM drive hardware 31 for control and
firmware 32. Furthermore, the above-mentioned OS 34 and ATAPI
driver 33 are provided on the memory 14. A CD-ROM or a CD-R

with an application program 21 recorded therein 1is loaded in

the CD-ROM drive 11. Furthermore, the application program 21,
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the recording mediumthat is being used is identical to the normal nmedi um
type witten into the application program the recording nediumthat is
bei ng used is a genuine product and normal execution of the main programis
conducted. However, if it is an illicit duplicate obtained by copying on
the recording mediumdifferent fromthe genuine product, the nonig ntity
processi 8§ pgegeaiﬂm@ BRQNR ed 1sThepapesed Q€ (A i M3Adt | BFOFE e §r| it
duplicate obtained by illicit copying on the recording nmedi umdifferent
from t hepgerions proguam &h dxeqriadpretobytentheymadn pragfan.deand t1§
processing programw th the contents prohibiting the execution of the main
pr ogr am nd@mal\Wddaifdie typeentCorRrRolescinbedmanichazd.2 Thdse matdghnsoror
preventing the execution of an illicitly duplicated application program
descri bednirdrfiadiiPnl £ ASad "BLENEMRG: Mddsddiey | nFeshi ahed e doTL N
claim3, a command to obtain a variety of data relating to the recording

el um | gooul Byl o A Lk R WRSRAT P Uind OBHEGkadl on P8l Andfist ! On

relating To the 1 n-use neéﬁun1type I's ma based on the contents o

f
response fromthe in-use nmedi umread-out, control_unif t hi
Ther ef or SOMRARESH oFDE o FSFIPANSHS nﬁﬁ?ﬁg e’%cﬁbf’onf%qu%% i%IIIIel c?f%@gﬁﬁgﬁ?gat ed
application programcan be inplenented in _which the nediumin use can be
accur at ebptweescitde campPRneRss) §hewni dR ddScrBbed in claim 4, CD-R CD- RW
DVD-R, DVD-RAM DVD-RW ~ or DVD+RW and CD- ROM can be accurately
di sti ngui shed Iy the c@R1RQM t Geiver| bl pr asefiesicr ibBaR akgyerwPTD- Fhe fr RAM
DVD- RW or DVD+RW and not present in CD-ROM The sane is true for the case
of DVD RBdM Wrd the ChvRnthan bedesmdadedIinnbothi parSeswhdre HeyrepdHytlde
medi um type detection cannot be accurate, the normal execution of the main

progr am iredoaivy eftdidinh adRittd®e 1 dinen ¢o-ROM disive gkhuiseapcbduohland
when it is not. Therefore, conplaints fromthe users that the utilization

I's inposghplie RYels WRBR 1428 IR eLHM OflweD IoF Usiedl epoRrba P revésdre. 1MV th
e

the invention described in claim® , the user can be infornmed that the

ooyt BPES AR BRI OB Sde iRTRIE L2, pbeAriukh

descr ! ggd,mr: Eggtg{ag}]%g £hae HFEL G30yP4d MEREMRD -1 1A "B LHRY URAdk Mo En' S
case of a CD, the preéence of a CD-ROM is established if no
ATIP is detected. However, there are cases when no means for
detecting the ATIP in the CD-R is provided in the CD-ROM drive.
In such cases, it is not c¢lear whether means for ATIP
detection is present, but the ATIP is not detected because the
recording medium that is being used is not a CD-R, or that the
ATIP is not detected because there 1s no means for detecting
the ATIP. Therefore, it is impossible to decide whether a CD-
ROM or a CD-R is present, and the problem that is arisen
thereby 1is that the execution of the application problem
becomes impossible despite the wutilization of a genuine

product. This problem can be resolved for the time being by

employing a processing procedure by which, first, the
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to feel guilty that the illicitly copied product is used by conducting the
normal execution of the main program and finally be demanded to ,stop
illicit copying or using the illicit duplicate thus produced. Wth the
i nvention described in claim8, once the user has di sposed of the normally

pr oduced nui ne_praedyct.. the utjli | L b e
iIIicingggﬁﬁﬁéggegg sqqn%ig?b*%,éghgaeﬁgauég?'ggﬁhte d?vgﬁ g¢%hgﬁ?zeto
reconsi der the praqduction of l.i cat es i1lici ing and_ut il i i on
t her eof éﬁdCE‘&FrP(SQ ﬁeﬁaﬁdé‘d‘ng i49 i%lﬁe%%ﬁ/i%g‘gf yﬁ’%&nanﬁﬁe“ﬁ Lr‘f‘g. t
duplicate thus produced. Wth the invention described in claim9, a
recordi ng Medieghieay iy Deswitiel t Hee eEHPEheTpTSGORAI N Pedldh FRgt 48
execution of an illicitly duplicated application programcan be produced.
Wth thebedngniised desciddredfiied|as neithervan Ch&®Ma qit oyr@PrRecandedfon
the recording mediumis illicitly copied fromthe recording mediumin

accor dangach td ddeePfESeNLsi MPiigsdbld hathé Sretoaminige metiomdi tigatredisum
havi ng recorded therein the program preventing the execution of an

11 ool GRLEC PPELeRIBeReBt covams L, meseord) npmlu aphec v
of the ih&%%h%b%i%ﬂ&h@“ﬁé%kééﬁ”%ﬂ&ﬁ%éﬂ%?d&“produc; and illicit copy.
Thus, by doing so it  is possible to eliminate the
inconveniency of being unable to execute an application
program despite the utilization of a genuilne product if the
CD-ROM drive is nor provided with means for detecting the ATIP
of CD-R and also to prevent complaints based on that
inconveniency. In this case, the application program can be
executed even if the illicit duplicate is used. However, in
recent years the share of CD-ROM drives which are not equipped
with means for detecting the ATIP of CD-R in the total number
of CD-ROMs has decreased and the above-described procedure can
be considered as an appropriate countermeasure, taking into
account the above-mentioned complaints. The configuration of
the present embodiment is based on such a consideration.
Furthermore, the operation conducted when a CD-ROM or CD-
R 1s loaded in the CD-ROM drive 11 of the computer and the
computer executes the application program 21 recorded in the
CD-ROM or CD-R will be described below based on FIGS. 7 to 10

in reference to the present embodiment. FIGS. 9 and 10 are the

flow charts illustrating this operation.
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that was thus illicitly copied can be prevented. 33 1. A nethod for
preventing the execution of an illicitly duplicated application program
wherein the application programis conposed of a main programand a

previ ous program executed prior to the main program and wherein said

previ ous program causes a conputer to_detect,  the in-use, nedi umtype, ich
is the type offtR@ r@oh P ﬂ?ﬂﬂ?ﬂgv'ﬁ§\ﬁq?taﬂp}ﬁng}ﬂnnggigﬁﬁi%gtion
programthat is being presently executed and also_to read the norpnal di um
type, whish sent fromfbheradnontt Kievice I ndl FiGail tpptheaddbr
program and regardi ng the type of recordi ng nedium where said application
progr am thenprentilopswpndagaam @11, of f thaeappadceiionoPRIINARi Aim ¥t emd
said in-use nediumtype that was detected are identical, to conduct nornal
execut i 0BnOftisai CDMROM PELOJITMWR apsl, riehdy arte, nas isthenin chl , FI6.c@duandt he
execution of a non-identity processing programcontained in said previous

program sgor/édpriqlgrn?éméﬁ Df EVERLI BEmblieeeX@ehdudt Ofcaiinididatdry with
duplicated application program which is a previous program executed prior

to a mai npgr Og & MC(&'ﬁ.Ugt ;J%fsibigl EQR&%E tion.BhAgdham tLIehBerodM bR sgyd

mai n pro§ m ~and 1 s uSe enenting 1n a conputer: a detection
function of detecti an i n-use diumty which is the type of
recor di n§eﬁ’€aiv&ﬁmghar\r;\gengr%‘?‘?rf%‘?l g§°‘.“ Eh&r gfsn Ry, Higﬁp-BFi (?(%t i%ﬁe pé)%%‘tr'ggnﬁl? hat
is being presently executed by the conputer; a read-out function of reading
out the B&FOFEA™MESi-um type, which is the information that is contained’in
the application program and regardi ng the type of recordi ng nmedi um where
the applicati dm FEy afhi £imstval the wprevdgusaRiregRe | 3o HshAGh B9
whi ch the normal execution of said main programis conducted when the
nor mal Mmedindudty pehé¢ hde teead onut ofindheai iin + s el s @edddinuntypee andat chagks
detected are identical, and the execution of a non-identity processing
whether the medium is a CD or not (S21). If it is not a CD;
the processing is ended. If it i1s a CD, the possibility to
detect a CD-R is checked (S22). If the detection is impossible,
the main program 22 is executed (s28). If the detection is
possible, the in-use medium type is checked as to whether it
is a CD-R or not (S23). If it is not a CD-R, the in-use medlum
type 1s considered to be a CD-ROM (S24), and 1f it is a CD-R;
the in-use medium type is considered to be a CD-R (S31). Then,
the normal medium type 24 is read from the application program
21 (S25) and a decision is made as to whether the in-use
medium type and normal medium type 24 are identical (s26). If
they are identical, the main program 22 is executed (S28). If
they are not identical, a program allowing a fixed-period
execution, which 1is a non-identity processing program

contained in the previous program 23, is executed (S32). Thus,

the normal medium type 24 is a CD-ROM and when the in-use
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program contai ned in said previous programis conducted when they are not

i dentical. 3. The program for preventing the execution of an illicitly
duplicated application programaccording to claim 2, wherein said detection
function is provided with a function of outputting a command to obtain a

variety of _data relating to recordi ng _nedi um hayin | tf thereip said
appl i catPeRLPRoG¥RA thfat2 | geBRING PFgggﬁFPy'%&e¥ﬁtgdw%yﬁggﬂd ?ﬁﬁ#éﬁ?'to
an in-use nediumread-out control unit provided in said conputer and
conduct i hy thidi agses ofheails -neeomeddgmnedingmanth RaFmae A HYN skyRe | 24 use
medi um type, based on contents of the response from said in-use nmedi um

r ead- out agentirdein tiiatl tand hithec awadandprdgram4d.2ZThis preogpcarhefdor oweeeri ng
the execution of an illicitly duplicated application program according to

claim2 ghefil #h@ 3.n-Wey anéd farh dtgpeeals e fUDTicDt dappiodided i tis aa
function of detecting recording nedia such as CO-R, CO-RW DVD- R DVD RAM

DVD- RW  gf,_ VD fa'fcﬁfé,eCFihngtﬁ*ﬂg RIA R Pr evedednifssaigkdAGOT divhe NBdaa.

5. The programfor preventing the execution of an illicitly duplicated

appl i cat ing]'}mg.rl.o%g&qurﬁccp};;% ”gzi O3Y APt identical and the program

allowing a fixed-period exeqution is execuged.'

The program allowing a fixed—period execution is
primarily designed to prevent the execution of main program 22
when the in-use medium_type 1s a CD-R, that 1s, an illicit
duplicate, but it allows the main program 22 to be executed
only for a fixed period and ends the execution of the main
program 22 at the instant the fixed period has elapsed from
the day of initial execution.

In order to use the program allowing a fixed-period
execution, an area for entering a fixed-period allowed
execution date of the application program 21 is secured in the
memory 14 of the computer executing the application program 21.
Furthermore, the allowed execution period, for example, three
days, 1n which the execution of an illicit duplicate is
allowed is maintained as information in the previous program
23.

FIG. 10 is a flow chart representing the operation of the
program allowing a fixed-period execution. In FIG. 10, first,
the presence of an entry in the fixed-period allowed execution

date area of application program 21 located in the computer
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of claims 2 to 4, wherein said decision function is provided with a
function of conducting nornmal execution of said main program when said
i n-use nediumtype cannot be accurately detected by said detection
function. 6. The program for preventing the execution of an illicitly

dupl i d i : ; f _
L2 SnaRe. 1o 2N CREERLE M S3G90 e InbO LY IOl mah! TH4Z )0 fhe

S§sing programis amtor | nplenmenting

a function of displaying that said jn-use lum.i s _hat k i ne ct
and not 8858uAHG WHE Al SRREEEETonL S SLAPHSntS Uy L, SHRered
program for preventing the execution of an illicitly duplicated application
progr am inteothifgareaadgidie 3£ the entry hes %ﬁé’yé‘?qgesaﬁ%“nbnﬁ‘g%nf?ty

processing programis a programfor inplenmenting a function of displaying
36 thabypasdededindn itheusprocedute a ggesui he i odedt aFieRond@bEsi.ngthde
execution of said main program 8. The programfor preventing the execution
of an il hidblwen @xRldurdload paifilddais ofepd ogram thecgréiviguso mrogmae 23
claimse 2 to 5, wherein said non-identity processing programis a program

for inpl@eRRhingra idatel iR rdfspopRdiel itd0 e axeadrt Wratusiodl d@te is
programonly within a fixed period fromthe day of initial execution of

sai d app&gg&ifgbﬁﬂ{ﬁgaghiggdar clock provided in_the'computer (s45),

and based on the fixed-period allowed execution date and the
date corresponding to the current execution date, the presence
of the date correspondiﬁg to the current execution date within
the allowed execution period is checked (S46). If it is within
the allowed execution period (S47), the main program 1is
executed (S48), and if it is not within the allowed execution
period (S47), the compdter display 16 displays that the medium
in use is not a genuine product (S49) and the procedure is
ended without conducting the main program execution.

Some people, as was mentioned above, use a tactic of
acquiring an application program by purchasing a CD-ROM which
is a normally produced genuine product and then illicitly
copying it on a CD-R that 1s different from the CD-ROM which
is the genuine product, thereby producing an illicit duplicate,
then confirming that the illicit duplicate can run normally,
and selling the CD-ROM which is the genuine product. This
should be prevented because the copyright protection becomes
nominal. Using the above-described program allowing a fixed-

period execution makes it possible to resolve this problem.
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then displaying that said mediumin use is not a genuine product and
st oppi ng the execution of said nmain program 9. A device for recording the

program for preventing the execution of an illicitly '"duplicated

application program according to any one of clains 2 to 8. 10. A recording

Pl cat f 0 any | 8. 1
Gup | ot BithopPRER | Bn FRGHA (ST S78 ne5og A AREERRFRY 1

gt

an§h%lain1

fromclainms 2 to 8 is_recorded. 1l. The recording nmediumfor a program for
prevent i RETMAS l¥xcRTPdBeedi Fanyine ciRyQAuRin i ddteed Wddiizadiodn Bfoghim
according to claim10, wherein said recording nediumis any one of FD,

CD- ROV @0pRic@beRwbtBDeRONy DVDLR>1i DVDoR&NMngD\B@Mes RAMPERAMRG . MINd D,
HDD, seni conductor recording nedia, or those devices virtually configured
in a congHkeiisez8can be given a chance to reconsider the production of
AL AL[s. Asn™ . A& Asn. A  ALn. As[ % AL% A" H. A. A& A[ L. AL. AL9. ALN9. A&% A[ 9. AL%

ASL. AL% Blaphllt L7 A9 6140 % dpPe ik Laad 1AL 114 ek sob Ltz dhd. daf. A Y

:s:s30\

CH} wr nhepYT] 5§+§g}igal g,g!% g%ﬁ%g}acgy%?ggaal:gi,@%ﬁa}ﬂ7&€w&ﬁ@wt@@ cgleakeel cau

] ca] cMa] caU] c aJ caj ]ca

duplicate thus produced.

In the above-described embodiment, the program allowing a

fixed-period execution is executed as a non-identity
processing program if fhe identity of the in-use medium type
and normal medium type 24 is evaluated and the types are found
to be not i1dentical. Alternatively, in this case a program
which displays on the computer display 16 that the medium 1in
use 1is not a genuine broduct and ends the procedure, without
executing the main program, may be executed as the processing
program.

In such a case, if the type of the in-use recording
medium, which is written 1in the application program, is
identical to the normal medium type written in the applicatilon
program, -the recording medium that 1s being 1in-use 1s a
genuine product and the normal execution of the main program
is conducted. However, if it is an illicit duplicate obtained
by copying on the recording medium different from the genuine
product, the normal execution of the main program is not

conducted. Therefore, the utilization of the illicit duplicate
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a CD-RW, DVD-R, DVD-RAM, DVD-RW, or DVD+RW. Moreover, the same

is true as same as CD-ROM when the genuine product is a DVD-

ROM.
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information on the medium loaded in a CD-ROM drive to firmware
32 of CD-ROM conducting control for reading the
information recorded on the medium, that is being used, via
the 0S 34 and ATAPI drive; 33. Then, a mqthod is -employed by
which the response from'the firmware 32 is received via the
ATAPI driver 33 and OS 34 and the in-use medium type 1is
evaluated based on thé response contents. Data such as a
capaclty and the like, or the operation state of components of
the CD-ROM drive, or an error in case the response to the
command is impossible can be considered as examples of the
response. In FIG. 8, since a CD-ROM or CD-R are presented as
recording media, the ATAPI driver 33 or firmware 32 of CD-ROM
drive is used. However, they can be replaced with other
devices to accommodate a variety of recording media.

With such a method, a command to obtain various
information relating to a recording medium is output and the
type of the medium that is being used is evaluated based on
the contents of the response to this command. Therefore, the
medium that is being used can be accurately detected.

Furthermore, in the above-described embodiment, a case
was considered in which the genuine product was a CD-ROM and
the 1llicit duplicate was CD-R. However, a case in which the

genuine product is a CD-R and the 1illicit duplicate is a CD-
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press die, the execution of the illicitly duplicated CD-ROMs
can be prevented by the same reasoning as in the above-
described embodiment. 3
In the above-described embodiment, CD-ROM and CD-R were
considered as the recording medium. The present invention, is
however, not limited tﬁereto, and F¥D, CD-RW, DVD-ROM, DVD-R,
DVD-RAM, DVD-RW, DVD+RW, MO, MD, HDD, semiconductor recording
media, or those devices virtually configured in a computer may
also be used as the recording medium. |
With the invention described in claim 1, if the type of
the recording medium that is being used is identical to the
normal medium type written into the application program, the
recording medium that is being used is a genuine product and
normal execution of the main program is conducted. However, 1f
it is an 1llicit duplicate obtained by copying on the
recording medium different from the genuine product, the non-
identity processing program 1is executed. Therefore, the
utilization of the illicit duplicate obtained by illicit
copying on the recording medium different from the genuine
product can be prevented by employing the non-identity

processing program with the contents prohibiting the execution

of the main program.
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obtain a variety of data relating to the recording medium is
output to an in-use medium read-out control unit and a
decision relating to the‘ip-use medium type is made based on
the contents of responée from the in-use medium read-out
control wunit to this command. Therefore, a method for
preventing the execﬁfion of an 111icitly duplicated
application program can be implemented in which the medium in
use can be accurately detected.

With the invention described in claim 4, CD-R, CD-RW,
DVD-R, DVD-RAM, DVD-RWl or DVD+RW and CD-ROM can be accurately

'distinguished by detecting the ATIP present in CD-R, CD-RW,
DVD-R, DVD-RAM, DVD-RW, or DVD+RW and not present in CD-ROM.
The same is true for the case of DVD-ROM.

With the invention described in <claim 5, when the
employed medium type detection cannot be accurate, the normal
execution of the main program is conducted both when the
medium in use is a genuine product and when it 1is not.
Therefore, complaints from the users that the utilization is
impossible even when the genuine product 1is wused can be
prevented.

With the invention described in claim 6, the user can be

informed that the medium in use is not a genuine product and
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\>\?\@DA\dYNCWiP® ftdre) ginvention "des¢ribed 1n claim 7, 'the user n

informed that the medium in use is not a genuine product, made
to feel guilty that the illicitly copied product is used by
conducting the normal execution of the main program, and
finally be demanded to ‘stop illicit coPyiﬂg or using the
illicit duplicate thus_prbduced.

With the invention described in claim 8, once the user
has disposea of the nérmally produced genuine product, the
utilization of the duplicate obtained by 1llicit copying
becomes impossible, and the user can be given a chance to
reconsider the production of duplicates by illicit copying and
utilization thereof and can be demanded to stop illicit
copying or using the illicit duplicate thus produced.

With the invention described in c¢laim 9, a recording
medium having recorded therein the program for preventing the
execution of an illicitly duplicated application program can
be produced.

With the invention described in claim 10, even when a
program recorded on the recording medium is illicitly copied
from the recording medium in accordance with the present
invention, that is, from the recording medium having recorded
therein the program preventing the execution of an illicitly
duplicated application program, to a recording medium of the

type different from that of the aforesaid recording medium,
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application program is composed of a main program and a
previous program executed prior to the main program; and
wherein said previous program causes a computer to detect
the in-use medium type, which is the type of the recording
medium having written therein said application program that
is being presently executed and also to read the normal
medium type, which is the information that 1s contained in
said application program and regarding the type of recording
medium where said application program is normally written:
and, if the read-out normal medium type and said in-use
medium type that was detected are identical, to conduct
normal execution of said main program and, they are not
identical, to conduct the execution of a non-identity

processing program contained in said previous program.

2. A program for preventing the execution of an
illicitly duplicated application program, which is a previous
program executed prior to a main program, constitutes an
application program together with said main program, and is
used for implementing in a computer:

a detection function of detecting an in-use medium type,

which i1s the type of the recording medium having written
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10%/ () - Slgéﬁégogéggof&(gonducted when the normal medium type thus
read out and said in-use medium type that was detected are
identical, and the execution of a non-identity processing

program contained in said previous program is conducted when

they are not identical.

3. The program for preventing the execution of an
illicitly duplicated application program according to claim 2,
wherein saild detection function is provided with a function of
outputting a command to obtain a variety of data relating to
recording medium having written therein said application
program that is being presently executed Dby said computer, to
an 1n-use medium read-out control unit provided in said
computer and conducting reading from said recording medium,
and of deciding said in-use medium type, based on contents of
the response from sald in-use medium read-out control unit to

this command.
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1llicitly dupllcated application program, according to any one

of claims 2 to 4, wherein said decision function 1s provided
with a function of conducting normal execution of said main
program when said in-use medium type cannot be accurately

detected by said detection function.

6. The program for preventing the execution of an
1llicitly duplicated application program, according to any one
of claims 2 to 5, wherein said non-identity processing program
is a program for implementing a function of displaying that
said in-use medium is not a genuine product and not conducting

the normal execution of said main program.

7. The program for preventing the execution of an
1illicitly duplicated application program, according to any one
of claims 2 to 5, wherein said non-identity processing

program is a program for implementing a function of displaying
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product and stopping the execution of sal main program.

9. A device for recording the program for preventing
the execution of an illicitly duplicated application program,

according to any one of claims 2 to 8.

10. A recording medium for a program for preventing the
execution of an illicitly duplicated application program, on
which the program according to any claim from claims 2 to 8 is

recorded.

11. The recording medium for a program for preventing
the execution of an illicitly duplicated application program,
according to claim 10, wherein said recording medium 1is any

one of FD, CD-ROM, CD-R, CD-RW, DVD-ROM, DVD-R, DVD-RAM, DVD-
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those devices virtually configured in a computer.
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