10

15

20

25

METHOD AND APPARATUS FOR TRAINING RISK
IDENTIFICATION MODEL AND SERVER

TECHNICAL FIELD

[0001] Implementations of the present specification pertain to the field of Internet
technologies, and in particular, to a method and apparatus for training a risk

identification model and a server.

BACKGROUND

[0002] With the rapid development of the Internet, more and more services can be
implemented through the network, such as online payment, online shopping, online
transfer and other Internet services. The Internet brings risks while bringing
convenience to people's lives. One type of risk is that users use their own accounts to
conduct false transactions to take illegal interests. This risk is called false transaction
risk. The identification of false transactions is an important part and cornerstone of
capital security, but it is often difficult to obtain historical transaction labels of bad
people, so the identification of false transactions is an unsupervised machine learning
issue. How to obtain a risk identification model with high identification accuracy
against false transactions through training by using an unsupervised machine learning

algorithm is the key to risk decision.

SUMMARY

[0003] Implementations of the present specification provide a method and
apparatus for training a risk identification model and a server.

[0004] According to a first aspect, an implementation of the present specification
provides a method for training a risk identification model, including: determining a
type of a target unsupervised machine learning algorithm; extracting feature
information from input information, and extracting target feature information from the
feature information in a way of extracting feature information corresponding to the
type of the target unsupervised machine learning algorithm; and obtaining a target risk

identification model corresponding to the target unsupervised machine learning
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algorithm by training a risk identification model using the target feature information
and the target unsupervised machine learning algorithm.

[0005] According to a second aspect, an implementation of the present
specification provides a risk identification method, including: obtaining a plurality of
target risk identification models corresponding to a plurality of target unsupervised
machine learning algorithms by performing model training using the method
according to the first aspect; determining a first risk identification model having
identification accuracy meeting a predetermined threshold from the plurality of target
risk identification models; and performing risk identification on new samples based
on the first risk identification model to obtain a risk identification result.

[0006] According to a third aspect, an implementation of the present specification
provides an apparatus for training a risk identification model, including: a determining
unit, configured to determine a type of a target unsupervised machine learning
algorithm; a feature extraction unit, configured to extract feature information from
input information, and extract target feature information from the feature information
in a way of extracting feature information corresponding to the type of the target
unsupervised machine learning algorithm; and a training unit, configured to obtain a
target risk identification model corresponding to the target unsupervised machine
learning algorithm by training a risk identification model using the target feature
information and the target unsupervised machine learning algorithm.

[0007] According to a fourth aspect, an implementation of the present specification
provides a server, including a memory, a processor, and a computer program stored in
the memory and executable on the processor, where the processor implements the
steps of any above method for training a risk identification model when executing the
program.

[0008] According to a fifth aspect, an implementation of the present specification
provides a computer-readable storage medium storing a computer program, where
when the program is executed by a processor, the steps of any above method for
training a risk identification model are implemented.

[0009] The implementations of the present specification have the following
beneficial effects:

[0010] In the implementations of the present specification, because different types
of unsupervised machine learning algorithms have different requirements for features,

a type of a target unsupervised machine learning algorithm can be determined first,

2



10

15

20

25

30

then various types of feature information are extracted from input information, and
then target feature information is extracted from the feature information in a way of
extracting feature information corresponding to the type of the target unsupervised
machine learning algorithm. Because the target feature information adapted to the
target unsupervised machine learning algorithm is extracted, a target risk
identification model is trained based on the target unsupervised machine learning
algorithm by using target features as training samples, so that the target risk
identification model has higher identification accuracy and ensures the accuracy of
risk identification. In addition, in the field of risk identification, automatic model
feature processing and risk identification modeling for specific types of unsupervised
machine learning algorithms are implemented. Risk identification models can be

extensively built in an automated way to improve individual models and solutions.

BRIEF DESCRIPTION OF DRAWINGS

[0011] FIG. 1 is aschematic diagram illustrating an application scenario of training
of a risk identification model according to an implementation of the present
specification;

[0012] FIG. 2 is a flowchart illustrating a method for training a risk identification
model according to a first aspect of an implementation of the present specification;
[0013] FIG. 3 is a schematic structural diagram illustrating an apparatus for
training a risk identification model according to a second aspect of an implementation
of the present specification; and

[0014] FIG. 4 is a schematic structural diagram illustrating a server corresponding
to training of a risk identification model according to a third aspect of an
implementation of the present specification.

DESCRIPTION OF IMPLEMENTATIONS

[0015] For a better understanding of the above technical solutions, the technical
solutions of implementations of the present specification will be described in detail
below with reference to the accompanying drawings and specific implementations. It
should be understood that the implementations of the present specification and
specific features thereof are a detailed description of the technical solutions of the
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implementations of the present specification, rather than a limitation to the technical
solutions of the present specification. The implementations of the present
specification and technical features thereof can be combined with each other provided
that no conflict occurs.

[0016] FIG. 1 is a schematic diagram illustrating an application scenario of training
of a risk identification model according to an implementation of the present
specification. A terminal 100 is located on the user side and communicates with a
server 200 on the network side. A user can use the terminal 100 to obtain transaction
information generated by an APP or a website and various types of information
corresponding to a transaction. The server 200 collects the transaction information
and various types of information generated by each terminal, and implements a
method for training a risk identification model in the implementations accordingly.
The implementations can be applied to risk identification scenarios, such as an
anti-cash-out interception scenario and a false transaction identification scenario.
[0017] According to a first aspect, an implementation of the present specification
provides a method for training a risk identification model. Referring to FIG. 2, the
method includes steps S201-S203.

[0018] S201: Determine a type of a target unsupervised machine learning
algorithm.

[0019] S202: Extract feature information from input information, and extract target
feature information from the feature information in a way of extracting feature
information corresponding to the type of the target unsupervised machine learning
algorithm.

[0020] S203: Obtain a target risk identification model corresponding to the target
unsupervised machine learning algorithm by training a risk identification model using
the target feature information and the target unsupervised machine learning algorithm.
[0021] The input information includes one or more of user profile information,
historical transaction information, device medium information, geographical location
information, address book information, or external information.

[0022] Specifically, the method according to the implementations is mainly applied
to scenarios of risk identification of false transactions and anti-cash out transactions,
and the like. For example, in the field of wireless payment, one type of risk is that
users use their own accounts to conduct false transactions to take illegal interests. The

transactions are often false because they are not for the purposes of actual purchase.
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This risk is called false transaction risk. For example, a user makes a transaction for
obtaining rewards resources of a payment platform for rewarding person-to-person
spreading, and after receiving the resources, colludes with a merchant to transfer part
of the transaction amount to the user. Such a false transaction will greatly impair the
interests of the payment platform. The identification of false transactions is an
important part and cornerstone of protecting capital security. It is often difficult to
obtain historical transaction labels of bad people, so the identification of false
transactions is a matter of unsupervised machine learning.

[0023] Unsupervised machine learning has always been a difficult point in the field
of machine learning and risk control. The method according to the implementations is
described in detail by using a false transaction identification scenario as an example.
Different from the conventional unsupervised machine learning, this implementation
identifies false transactions based on an anomaly problem detection, performs module
design and construction of an automatic modeling method from the data level, feature
processing level and model selection level, and performs automatic solution matching
and model output application based on different types of specific problems and data.
[0024] Further, there are many commonly used unsupervised machine learning
algorithms. The method according to the implementations classifies the commonly
used unsupervised machine learning algorithms, and selects feature processing
methods for different types of unsupervised machine learning algorithms. First, in the
method according to the implementations, a plurality of risk identification models can
be obtained through training by using different types of unsupervised machine
learning algorithms. It is assumed that unsupervised machine learning algorithm A is
of type 1, unsupervised machine learning algorithm B is of type 2, and unsupervised
machine learning algorithm C is of type 3. The server can separately perform training
by using each above unsupervised machine learning algorithm to obtain a risk
identification model corresponding to the algorithm.

[0025] Specifically, in the training of the risk identification model, the type of the
target unsupervised machine learning algorithm is firstly determined through step
S201. For example, when unsupervised machine learning algorithm C is used for
model training, it is determined that the type of unsupervised machine learning
algorithm C is type 3.

[0026] Further, in the implementations, the server maintains transaction

information generated by each user, and can obtain, through user authorization, device
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information of each terminal generating the transaction. The server can obtain
multi-dimensional input information, mainly including various data tables and
historical information. In the implementations, the example main input information
types are listed as follows.

[0027]  Full user profile information, including basic attributes of users, such as age,
gender, occupation, and hobbies, and comprehensive evaluation indicators, such as
the user's account security level, junk registration risk score, and cheating risk score.
The profile information data is described from the basic information of users to
account risks, and comprehensive score profiles mainly come from the evaluation and
description of accounts in some risk control systems or marketing systems.

[0028] Historical transaction information, mainly referring to the transaction
behavior in the user's history. It can also be divided into two categories. One category
is the transaction details within a period of time in the user's history, including
transaction time, amount, payee, transaction devices, internet protocol address (IP),
and the like; and the other category is summary data, such as the number of
transactions in a period of time in the user's history and accumulated amount of
transactions.

[0029] Device medium information, mainly used to describe attributes and
comprehensive scores of devices, such as activation time of a certain device and the
number of login accounts of the device in history. In addition, some comprehensive
scores of the device evaluation based on risk control are further included, such as
whether a device has been stolen, and false transactions conducted through the device
in the history.

[0030] Geographical location information, mainly including various location data,
such as addresses of transactions, addresses of stores or merchants corresponding to
transactions, as well as aggregated risk data of various risks in different regions.
[0031] Address book information, including the user's mobile phone number and
mobile phone address book. Mobile phone number data is a profile of each mobile
phone number, which includes various natural person information and account risk
information when the mobile phone number is used as an account. The other part is to
describe the direct relationship, such as intimacy, between the account and other
accounts based on the address book corresponding to the mobile phone number, or

deduce the characteristics and features of a natural person behind the account based
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on the description of the account by other mobile phone numbers in their address
books.

[0032] External information, mainly referring to data that cannot be directly
obtained in a system. For example, for a financial payment platform, the external
information may include the following information of a person corresponding to the
account: account statement in a bank and loan credit, payment information at other
mobile payment terminals, which are all very important for a financial platform.
[0033] Among the above input information, input information related to user
privacy, such as address book information, device medium information, geographical
location information, and external information, can be obtained through user
authorization. During specific implementation, the input information can be set
according to the needs of an actual scenario, which does not limit the scope of the
present application.

[0034] Further, in the implementations, various types of features can be
automatically generated based on the input information in step S202. The purpose of
automatic generation of feature information is to generate a large number of features
as alternative variables into a model, so as to expand and derive feature types. In the
implementations, the types of the feature information are roughly divided into
frequency features, location features, graph features, and sequence features, which are
mainly automatically generated based on different data types at the data layer.

[0035] Frequency feature information: For example, the login times and the
number of transaction days of the user in the past period of time can be calculated
from the above input information. Such feature information is mainly based on the
combination traversal of different data subjects in different time windows and
cumulative functions. For example, frequency features mainly include three parts.
[0036] 1) Main part: It mainly refers to the dimensions of input data, including user
dimension, device dimension, environment dimension, location dimension,
communication identification dimension, and the like.

[0037] 2) Cumulative window: Usually, several different time lengths representing
short-term, medium-term and long-term are selected, such as 1 hour, 1 day, 7 days
and 30 days.

[0038] 3) Cumulative function: It mainly refers to types of operations on the data,

such as number of times, the number of days, maximum value, minimum value, and
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sum value. Therefore, a large number of feature variables can be automatically
generated based on the combinations of the above operations.

[0039] Location feature information: Based on historical transaction information
and geographical location information, the following features can be extracted:
geographical coordinates of transactions, geographic coordinates of merchants, and
locations of the transactions in urban areas.

[0040] Graph features: Specifically, based on historical transaction information in
the above input information, a transaction graph can be constructed with buyers and
sellers as nodes (vertexes) and transactions between the buyers and the sellers as
edges, and the information in the graph can be used to construct variable features,
which can be roughly divided into two categories:

[0041] 1) The information of the nodes or the edges in the graph, such as the
number of merchants in current buyer (user) transactions and the number of buyers in
seller transactions, is directly characterized.

[0042] 2) Based on some community discovery algorithms, the aggregation in the
graph is identified, and then a graph feature similar to the above is constructed for a
subgraph with aggregation. An example of a typical feature is the proportion of a
buyer's transactions in the subgraph to all transactions of the buyer, and this feature
can be used to reflect some features of a user group.

[0043] Behavior sequence feature information: It is mainly used to describe a user's
behavior features, which is mainly divided into two categories:

[0044] 1) The frequency of different behavior types is calculated. For example, the
number of clicks is calculated.

[0045] 2) Embedding of sequences based on deep learning is performed to express
each behavior sequence via a vector. For example, a behavior sequence is transformed
into an n-dimensional vector based on a long short term memory (LSTM), and the
vector corresponds to n dimensions of features.

[0046] All types of feature information generated above can be used as candidate
features of each unsupervised machine learning algorithm. In the implementations,
different types of unsupervised machine learning algorithms need to extract different
feature information, and feature selection and transformation are related to the types
of unsupervised machine learning algorithms. Therefore, the feature information

adapted to the algorithms needs to be extracted, based on different types of
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unsupervised machine learning algorithms, and from the above different types of
feature information by using step S202.

[0047]  Further, in an abnormal transaction identification scenario, an unsupervised
anomaly detection model is mainly used to identify samples different from most other
samples. For example, in the identification of false transactions, it can be considered
that most transactions are true and legitimate, and only a small number of people are
trying to conduct false transactions. In the example implementations, a tree-based type
and a distance-based type unsupervised machine learning algorithms are used for
anomaly detection, and methods for extracting feature information based on the two
types of unsupervised machine learning algorithms are described in detail below.
[0048] The first type is tree-based unsupervised machine learning. The method for
extracting feature information can be: determining a key performance indicator value
of each piece of feature information; and extracting, based on the key performance
indicator value of each piece of feature information, target feature information from
the feature information by using a policy, predetermined or dynamically determined.
[0049] Specifically, in the example implementations, using the abnormal
transaction identification scenario as an example, the target feature information needs
to be trained by using a tree-based unsupervised machine learning algorithm to obtain
an abnormal transaction identification model (namely, a target risk identification
model). This algorithm includes an isolation forest algorithm. The tree-based
unsupervised machine learning algorithm has higher requirements for the distribution
of feature information. On the one hand, features are required to have stronger
interpretability, and on the other hand, there are higher requirements for "a small
amount is abnormal”. For example, as most of normal users have conducted less than
10 transactions in a single day, only a few people conduct more than 10 transactions
in a single day, and these people are abnormal users. Therefore, when "the number of
transactions of a user in a single day" is used as a feature, users that conduct excessive
transactions (e.g., more than 10 transactions) are abnormal users.

[0050] Therefore, in the implementations, the key performance indicator (KPI)
value of each piece of feature information can be determined, and the key
performance indicator value includes one or more a kurtosis value or a dispersion
value. Based on the KPI of each piece of feature information, the target feature

information corresponding to the tree-based unsupervised machine learning type can
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be extracted from the above plurality of types of feature information by using the
determined policy.

[0051] Then, the feature information having key performance indicator value that
meets a preset relationship with a preset performance indicator value can be used as
target feature information; or based on the key performance indicator value of each
piece of feature information, the feature information is ranked in a predetermined way,
and the feature information ranked before a predetermined place is used as target
feature information.

[0052] Specifically, the kurtosis value of feature information can reflect the
concentration of the feature information, and a higher kurtosis value indicates that the
feature information is more concentrated. For the tree-based unsupervised machine
learning algorithm, centralized features need to be selected into a model for training.
Therefore, the KPI can be set as the kurtosis value, and the kurtosis of each piece of
feature information can be obtained. For feature information with n values, the

kurtosis value of the feature sample is:

1 _
my n i=1(x; — %)
gZ = m—%— 3 = 1 > j—
(H e (g — f)z)

where my is the fourth-order sample central moment, m; is the second-order central
moment (namely, the sample variance), xi is the ith value, and x is the average of n
values.

[0053] Then, feature selection is performed based on the kurtosis value of each
piece of feature information, to select target features corresponding to the tree-based
unsupervised machine learning algorithm. Some most suitable features are selected
from a large number of existing features into a model. The core of automatic feature
selection is to select appropriate target feature information based on the definition of
anomaly in the model and the kurtosis value. Therefore, all feature information is
traversed to rank the feature information in descending order of the kurtosis values of
the feature information, and the first M pieces of feature information is selected as the
target feature information into the model. During specific implementation, the value
of M can be set based on an empirical value, or can be a matching value determined
after many tests. This does not limit the scope of the present application.

[0054] Certainly, a predetermined kurtosis value can also be set, and when the
kurtosis value of the feature information is greater than the predetermined kurtosis
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value, the predetermined kurtosis value is used as the target feature. During specific
implementation, the predetermined kurtosis value can be set according to actual needs,
which does not limit the scope of the present application.

[0055] Specifically, the dispersion value of feature information can reflect the
concentration of the feature information, and a smaller dispersion value indicates that
the feature information is more concentrated. For the tree-based unsupervised
machine learning algorithm, centralized features need to be selected into a model for
training. Therefore, the KPI can be set as the dispersion value to obtain the dispersion
value of each piece of feature information.

[0056] Then, feature selection is performed based on the dispersion value of each
feature information, so as to select target features corresponding to the tree-based
unsupervised machine learning algorithm. Some of the most suitable features are
selected from a large number of existing features into a model. The core of automatic
feature selection is to select appropriate target feature information based on the
definition of anomaly in the model and the dispersion value. Therefore, all feature
information is traversed to rank the feature information in a sequence based on the
dispersion values of the feature information, e.g., from small to large, and the first K
pieces of feature information are selected as the target feature information into the
model. During specific implementation, the value of K can be set based on an
empirical value, or can be a matching value determined after many experiments,
which does not limit the scope of the present application.

[0057] Certainly, a predetermined dispersion value can also be set, and when the
dispersion value of the feature information is less than the predetermined dispersion
value, the feature information is used as the target feature. During specific
implementation, the predetermined dispersion value can be set according to actual
needs, which does not limit the scope of the present application.

[0058] The second type is distance-based unsupervised machine learning. The
method for extracting target feature information can be: performing dimensionality
reduction transformation on the feature information to obtain target feature
information.

[0059] Specifically, in the implementations, the types of distance-based
unsupervised machine learning, for example, k nearest neighbor (KNN) and
connectivity-based outlier factor (COF) do not have good effect on high-dimensional
data. For example, the similarity between users is calculated, and the similarities are

11



10

15

20

25

30

classified into one category. In distance calculation, a very important factor is the
dimension of features. Generally, it is difficult to calculate the distance accurately in
the case of high dimension (with many features). Therefore, based on the
unsupervised machine learning algorithm, dimensionality reduction transformation
needs to be performed on the feature information to obtain target feature information
after dimensionality reduction. During specific implementations, dimensionality
reduction can be performed by using various approaches, for example, simple
methods such as principal component analysis (PCA), or transformation methods
specifically for anomaly detection and identification, such as dimensionality reduction
for outlier detection (DROD). During specific implementations, the dimensionality
reduction method can be selected according to actual needs, which does not limit the
scope of the present application.

[0060] Certainly, during specific implementations, a plurality of types of
unsupervised machine learning algorithms can be used, each type of unsupervised
machine learning algorithm corresponds to a way of extracting feature information
adapted to this type of algorithm, and the target feature information that is most
suitable for this type of unsupervised machine learning algorithm is extracted.

[0061] Further, after the target feature information is extracted by using the feature
extraction approach corresponding to the target unsupervised machine learning
algorithm, step S203 is performed to train the target feature information based on the
target unsupervised machine learning algorithm to obtain a target risk identification
model corresponding to the target unsupervised machine learning algorithm.

[0062] As such, a plurality of target risk identification models corresponding to a
plurality of target unsupervised machine learning algorithms can be obtained. Finally,
a first risk identification model with identification accuracy meeting a predetermined
threshold is determined from the plurality of target risk identification models, and risk
identification is performed on new samples based on the first risk identification model
to obtain a risk identification result.

[0063] Specifically, in the implementations, suitable target feature information can
be extracted for different types of unsupervised machine learning algorithms
respectively, and then the target feature information is used as training samples for the
target unsupervised machine learning algorithm to perform model training to obtain

the final target risk identification model.
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[0064] For example, it is assumed that unsupervised machine learning algorithm A
is of type 1, unsupervised machine learning algorithm B is of type 2, and
unsupervised machine learning algorithm C is of type 3. Target feature information 1
corresponding to type 1 is extracted suitable for unsupervised machine learning
algorithm A, and target risk identification model 1 is obtained after training on target
feature information 1 using unsupervised machine learning algorithm A. Similarly,
target feature information 2 corresponding to type 2 is extracted suitable for
unsupervised machine learning algorithm B, and target risk identification model 2 is
obtained after training on target feature information 2 using unsupervised machine
learning algorithm B. Similarly, target feature information 3 corresponding to type 3
Is extracted suitable for unsupervised machine learning algorithm C, and target risk
identification model 3 is obtained after training on target feature information 3 using
unsupervised machine learning algorithm C.

[0065] The accuracy of target risk identification model 1, target risk identification
model 2, and target risk identification model 3 can be verified with samples with
known attributes to obtain identification accuracy of each target risk identification
model, and the target risk identification model with the highest identification accuracy
is selected therefrom. Assuming that target risk identification model 3 is selected, then
it is used to perform risk identification on new samples.

[0066] Further, in the implementations, the accuracy of the target risk identification
model can be verified at determined time intervals (such as 1 month or 2 months). If
the accuracy of the target risk identification model decreases more and the model
degrades significantly, the target risk identification model can be retrained to ensure
the accuracy of risk identification.

[0067] As such, in the methods according to the implementations, the types of the
target unsupervised machine learning algorithms are determined, so that the target
feature information can be extracted from the feature information in feature extraction
approaches corresponding to the types of the target unsupervised machine learning
algorithms, respectively. Because the feature information suitable for the target
unsupervised machine learning algorithm is extracted, finally the target feature
information is used to train models based on the target unsupervised machine learning
algorithm, so that the obtained target risk identification model corresponding to the
type of unsupervised machine learning algorithm has higher identification accuracy.
In addition, because target risk identification models corresponding to a plurality of

13



10

15

20

25

30

types are trained in the implementations, finally the target risk identification model
with the highest identification accuracy is selected to identify new samples, so that the
accuracy of risk identification can be further ensured, and the stability of making
relevant risk decisions based on the risk identification result is also ensured.

[0068] According to a second aspect, based on the same inventive concept,
implementation 2 of the present specification provides an apparatus for training a risk
identification model. Referring to FIG. 3, the apparatus includes: a determining unit
301, configured to determine a type of a target unsupervised machine learning
algorithm; a feature extraction unit 302, configured to extract feature information
from input information, and extract target feature information from the feature
information in a way of extracting feature information corresponding to the type of
the target unsupervised machine learning algorithm; and a training unit 303,
configured to obtain a target risk identification model corresponding to the target
unsupervised machine learning algorithm by training a risk identification model using
the target feature information and the target unsupervised machine learning algorithm.
[0069] In an alternative implementation, the feature extraction unit 302 is
specifically configured to: determine a key performance indicator value of each piece
of feature information if the type is a tree-based unsupervised machine learning type;
and extract, based on the key performance indicator value of each piece of feature
information, target feature information from the feature information based on a preset
policy.

[0070] In an alternative implementation, the feature extraction unit 302 is
specifically configured to: determine the feature information having key performance
indicator value that meets a preset relationship with a preset performance indicator
value as the target feature information; or rank, based on the key performance
indicator value of each piece of feature information, the feature information in a
predetermined way, and determine the feature information that is ranked before a
predetermined ranking place as target feature information.

[0071] In an alternative implementation, the feature extraction unit 302 is
specifically configured to: perform dimensionality reduction transformation on the
feature information to obtain target feature information if the type is a distance-based
unsupervised machine learning type.

[0072] In an alternative implementation, the input information includes one or

more of user profile information, historical transaction information, device medium
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information, geographical location information, address book information, or external
information.

[0073] According to a third aspect, based on the same inventive concept,
implementation 3 of the present specification provides a risk identification apparatus,
referring to FIG. 3, including: a risk identification unit, configured to: determine a
first risk identification model having identification accuracy meeting a predetermined
threshold from a plurality of target risk identification models that are trained by the
apparatus for training a risk identification model and correspond to a plurality of
target unsupervised machine learning algorithms, and perform risk identification on
new samples based on the first risk identification model to obtain a risk identification
result.

[0074] According to a fourth aspect, based on the same inventive concepts as the
method for training a risk identification model according to the above
implementations, the present invention further provides a server. As shown in FIG. 4,
the server includes a memory 404, a processor 402, and a computer program stored in
the memory 404 and executable on the processor 402, where the processor 402
implements the steps of any one of the method for training a risk identification model
and the risk identification method above when executing the program.

[0075] In FIG. 4, a bus architecture (represented by a bus 400) is provided. The bus
400 can include any number of interconnected buses and bridges. The bus 400 links
various circuits including one or more processors represented by the processor 402
and memories represented by the memory 404. The bus 400 can also link various
other circuits, such as peripheral devices, voltage regulators and power management
circuits, which are known in the art, and therefore are not further described herein. A
bus interface 406 provides an interface between the bus 400 and a receiver 401 and a
transmitter 403. The receiver 401 and the transmitter 403 can be the same element,
namely, a transceiver, which provides a unit for communication with various other
apparatuses on a transmission medium. The processor 402 is responsible for
management of the bus 400 and general processing, while the memory 404 can be
configured to store data used by the processor 402.

[0076] According to a fifth aspect, based on the inventive concepts of the method
for training a risk identification model and the risk identification method according to
the above implementations, the present invention further provides a

computer-readable storage medium storing a computer program, where when the
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program is executed by a processor, the steps of any one of the above methods for
training a risk identification model are implemented.

[0077] The present specification is described with reference to flowcharts and/or
block diagrams of methods, devices (systems), and computer program products
according to the implementations of the present specification. It should be understood
that each flow and/or block in the flowcharts and/or block diagrams, and
combinations of flows and/or blocks in the flowcharts and/or block diagrams can be
implemented by using computer program instructions. These computer program
instructions can be provided to a processor of a general-purpose computer, a
special-purpose computer, an embedded processor or another programmable data
processing device to produce a machine, so that the instructions executed by the
processor of the computer or another programmable data processing device produce a
device for implementing functions specified in one or more flows in the flowchart
and/or one or more blocks in the block diagram.

[0078] These computer program instructions can also be stored in a
computer-readable memory that can direct a computer or another programmable data
processing device to operate in a specific way, so that the instructions stored in the
computer-readable memory produce an article of manufacture including an instruction
device, and the instruction device implements functions specified in one or more
flows of the flowchart and/or one or more blocks of the block diagram.

[0079] These computer program instructions can also be loaded onto a computer or
another programmable data processing device, so that a series of operation steps are
executed on the computer or another programmable device to perform
computer-implemented processing, and thus the instructions executed on the
computer or another programmable device provide steps for implementing functions
specified in one or more flows of the flowchart and/or one or more blocks of the block
diagram.

[0080] Although preferred implementations of the present specification have been
described, a person skilled in the art can make additional changes and modifications
to these implementations once he/she knows basic inventive concepts. Therefore, the
appended claims are intended to be interpreted as including the preferred
implementations and all changes and modifications falling within the scope of the

present specification.
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[0081] Obviously, a person skilled in the art can make various modifications and
variations to the present specification without departing from the spirit and scope of
the present specification. As such, if these modifications and variations of the present
specification fall within the scope of the claims of the present specification and
equivalent technologies thereof, the present specification is also intended to include

these modifications and variations.
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CLAIMS

What is claimed is:

1. A method for training a risk identification model, comprising:

determining a type of a target unsupervised machine learning algorithm;

extracting feature information from input information, and extracting target
feature information from the feature information in a way of extracting feature
information corresponding to the type of the target unsupervised machine learning
algorithm; and

obtaining a target risk identification model corresponding to the target
unsupervised machine learning algorithm by training a risk identification model using

the target feature information and the target unsupervised machine learning algorithm.

2. The method according to claim 1, wherein the input information includes one
or more of user profile information, historical transaction information, device medium
information, geographical location information, address book information, or external

information.

3. The method according to claim 2, wherein the feature information includes
one or more of frequency feature information, location feature information, graph
feature information and behavior sequence feature information in the input

information.

4. The method according to claim 1, wherein the extracting the target feature
information from the feature information in the way of extracting feature information
corresponding to the type of the target unsupervised machine learning algorithm
includes:

determining a key performance indicator value of each piece of feature
information in response to that the type is a tree-based unsupervised machine learning
type; and

extracting, based on the key performance indicator value of each piece of feature

information, target feature information from the feature information based on a preset

policy.
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5. The method according to claim 4, wherein the extracting, based on the key
performance indicator value of each piece of feature information, the target feature
information from the feature information based on the preset policy includes:

determining feature information having key performance indicator value that
meets a preset relationship with a preset performance indicator value as the target
feature information; or

ranking, based on the key performance indicator value of each piece of feature
information, the feature information in a predetermined way, and determining feature
information that is ranked before a predetermined ranking place as the target feature

information.

6. The method according to claim 4, wherein the key performance indicator

value includes one or more of a kurtosis value or a dispersion value.

7. The method according to claim 1, wherein the extracting the target feature
information from the feature information in the way of extracting feature information
corresponding to the type of the target unsupervised machine learning algorithm
includes:

performing dimensionality reduction transformation on the feature information to
obtain target feature information in response to that the type is a distance-based

unsupervised machine learning type.

8. A risk identification method, comprising:

obtaining a plurality of target risk identification models corresponding to a
plurality of target unsupervised machine learning algorithms by performing model
training using a method according to any one of claims 1 to 7;

determining a first risk identification model having identification accuracy
meeting a predetermined threshold from the plurality of target risk identification
models; and

performing risk identification on new samples based on the first risk

identification model to obtain a risk identification result.

9. An apparatus for training a risk identification model, comprising:
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a determining unit, configured to determine a type of a target unsupervised
machine learning algorithm;

a feature extraction unit, configured to extract feature information from input
information, and extract target feature information from the feature information in a
way of extracting feature information corresponding to the type of the target
unsupervised machine learning algorithm; and

a training unit, configured to obtain a target risk identification model
corresponding to the target unsupervised machine learning algorithm by training a risk
identification model using the target feature information and the target unsupervised

machine learning algorithm.

10. The apparatus according to claim 9, wherein the feature extraction unit is
specifically configured to:

determine a key performance indicator value of each piece of feature information
in response to that the type is a tree-based unsupervised machine learning type; and

extract, based on the key performance indicator value of each piece of feature

information, target feature information from the feature information based on a preset

policy.

11. The apparatus according to claim 10, wherein the feature extraction unit is
specifically configured to:

determine the feature information having key performance indicator value that
meets a preset relationship with a preset performance indicator value as the target
feature information; or

rank, based on the key performance indicator value of each piece of feature
information, the feature information in a predetermined way, and determine the
feature information that is ranked before a predetermined ranking place as the target

feature information.

12. The apparatus according to claim 9, wherein the feature extraction unit is
specifically configured to:

perform dimensionality reduction transformation on the feature information to
obtain target feature information in response to that the type is a distance-based

unsupervised machine learning type.
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13. A risk identification apparatus, comprising:

a risk identification unit, configured to, by the apparatus according to any one of
claims 9 to 12, train and obtain a plurality of target risk identification models
corresponding to a plurality of target unsupervised machine learning algorithms,
determine a first risk identification model having identification accuracy meeting a
predetermined threshold from the plurality of target risk identification models, and
perform risk identification on new samples based on the first risk identification model

to obtain a risk identification result.

14. A server, comprising a memory, a processor, and a computer program stored
in the memory and executable on the processor, wherein the processor implements the
steps of the method according to any one of claims 1 to 8 when executing the

program.
15. A computer-readable storage medium storing a computer program, wherein

the steps of the method according to any one of claims 1 to 8 are implemented when

the program is executed by a processor.
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