COVMUNI CATI ONS SYSTEM AND METHOD FOR ACCESSI NG A
SERVER AND PREVENTI NG ACCESS BLOCKI NG AND M NI M ZI NG
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present invention relates to network conmmunicati ons,
and nore particularly, the present invention relates
to accessing Internet servers. Background of the
I nvention [0002] The Internet is grow ng exponentially
and tenporary network outages are conmonpl ace on the
Internet. A client, whether operating a persona
conputer at hone, in a local area network, or froma
nobil e, wreless device, often attenpts access to a
server on the Internet (e.g., a website, an e-mai
server) , but fails to connect to the server and
initiate the conmmuni cati ons session. After repeated
failures in accessing a server, a user nay wait a
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an |ntern1ttent or transient failure caused
Tnternet. A client, whether operating a personal

computer at home, in a local area network, or from a
mobile, wireless device, often attempts access to a
server on the Internet (e.g., a website, an e-mail
server), but fails to connect to the server and
initiate the communications session. After repeated
failures in accessing a server, a user may wait a
period of time and try again, perhaps making a
successful connection or failing to make a connection.
In the case of failing to connect, the server could be
actively blocking a connection request. In other
instances, however, a “failed” access attempt will be
successful if retried after a sufficient delay. It has
been found that sometimes a server may actively block
or throttle connection requests based upon the
originating IP address. At other times, the server or

the Internet connectivity to the server may encounter



by other reasons. If it were possible t o nonitor
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P Summaryr%f the Invention

[0004] The present claimed invention overcomes
problems when temporary network outages occur on the
Internet and “failed” access attempts are retried. The
present invention is also advantageous as an aid to
discern when certain servers may actively block a
connection request.

[0005] In the present invention, connection engines
can be distributed over multiple subnets and multiple
IP addresses to prevent attempts at blocking. A
database of failed attempts can be maintained and an
intelligent routing server, such as a mobile office
platform or other server system, could track the
magnitude of failures as problem magnitudes stored in a
database. Data can relate to the problem magnitude
versus time for a specific connection engine and

webpage or server. When a server has to be accessed,



[0006] In one aspect of the present invention, a proxy
engi ne, operative wth WAP or SMIP, for exanple, nakes
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POP, | MAP or HTTPmail protocol, for exanple. The
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errors not attributed to network failures. If the

- problem magnitude is below a set threshold, the next

attempt is made after a sufficient delay. If the
problem magnitude exceeds a threshold, the system will
not retry and instead waits for the problem magni tude
to decay to below the threshold before retrying. The
delay can be a function of a preset rate of decay of
the problem magnitude. A different connection engine
with a lower problem magnitude for the same server can
also be selected in one aspect of the present
invention.
[0007] In one aspect of the present invention, a
communications system includes a database for storing a
problem magnitude relating to failed attempts in
accessing a server using the connection engines. An

intelligent routing engine is operative with the



al so include a plurality of connection engines that
can be used by a client for accessing a server of a
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connection engi nes can be distributed anong a
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Description of the Drawi ngs [0010] O her objects,
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hig?obgg?l blggkygLagaggkgi gspect of the present
invention, a method of accessing a server comprises the
steps of distributing connection engines over multiple
subnets and/or multiple IP addresses and attempting
access to servers using the connection engines.
Problem magnitudes are assigned to failures in
accessing any servers. The problem magnitude versus
time as related to a particular connection engine and
server are stored within a database and a connection
engine chosen which has minimum problems when a
particular server is to be accessed. This decision can
be based on queries made to the database. The server
could, of course, be an email provider or other serwver.

Brief Description of the Drawings

[0010] Other objects, features and advantages of the
present invention will become apparent from the

detailed description of the invention which follows,



system that includes a network having a nunber of
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probl em magni tudes, and an intelligent routing engine
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shodid tﬁl& lblgucsgcnrsa{etreué{eg“;gsa&‘ﬁs%n t&‘eeg;lt%% ‘the enbodi nents
set ffoortad] her @16 . Ratherhidthdseredntiidivreritescarshowing an
provided so that this disclosure will be thorou and
oM eTBLRE diNe LTS QoY HETS EBpa T il EhE
i nv é.s%ﬁtt({r{ ;Skilled in the art. Like nunbers

o l1ke

r ef el enents throughout, and prine notation
is ULl Ilo i ndHht €3 signdmpthdenemvs gl tiekiarating a

enbodi nents .[0016] The present j.nvent]

advatitEyedisiy ove }E%Iﬂ%]sgt%é %ir%ezfglvoa&]ntdasg({é}is B G present
pri omwdsiohi ch did not acconmobdate tenporary networ

k outages with "fail ed"

[0014] FIG. 4 is a block diagram of an exemplary
hand-held mobile wireless communications device that

can be used in the present invention.

Detailed Description of the Preferred Embodiments

[0015] The present invention will now be described
more fully hereinafter with reference to the
accompanying drawings, in which preferred embodiments
of the invention are shown. This invention may,
however, be embodied in many different forms and should
not be construed as limited to the embodiments set
forth herein. Rather, these embodiments are provided
so that this disclosure will be thorough and complete,
and will fully convey the scope of the invention to
those skilled in the art. Like numbers refer to like
elements throughout, and prime notation is used to

indicate similar elements in alternative embodiments.



access attenpts, did not determ ne whether reattenpts

at accessing at a server should 30e initiated, and did
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actively blocking a connection request. [0017] In
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[0018] In one asgegt of the p resent invention,
pl sttty diddipibieht EDnm@dreore endionasrcenbeattempts

di st ry % t i pl rver. s_and/.or_ nul tipl
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probl enmagni tude, for exanple, ten (10) and adding it
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connection engine with a minimum problem magnitude for
the server of interest.

[0018] In one aspect of the p resent invention, a
plurality of different connectiomn engines can be
distributed over multiple server s and/or multiple
subnets and/or multiple IP addre sses. A proxy engine
can be operative with a Wireless Application Protocol
(WAP), Simple Mail Transfer Protocol (SMTP) or other
protocol. The server can make a service request to a
connection engine, operative, foxr example, with a Post
Office Protocol (POP), an Internet Mail Access Protocol
(IMAP), HTTPmail protocel or other similar protocol.
[0019] If various errors are received, a database
can store this failure for a particular connection

engine and server pair by assigning a problem



along with a tinme stanp. Different errors can be given
a different indicator, such as a 4XX error as a
w@ensiostsent transient failure, also known as aPCEUSZINK005900

failure. A 5XX error could include other errors
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example of a basic communications system 10 and showing
examples of the various functions and components that
could be used with the present invention. As
illustrated, a large corporate intranet 12 could
include a number of gateways 14 (although only one is
necessary in some instances) operative as servers
and/or routers and connected and operative with various
subnets 16 and associated servers 16a. The different
subnets 16 can be operative with various email clients,
systems and/or servers 16b, as non-limiting examples.
[0021] It should be understood that a subnet 16 as
used herein can correspond to a portion of a network,
such as the illustrated intranet 12 having a common
address component, but subdivided into separate parts

or segments. A single shared network address can allow



Internet with a single shared network address. It is
al so possible to have nultiple connections to the
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[0023] The intranet 12 can include one or more
gateways 14, each acting as a network point as an
entrance to the Internet 18 or to a server operative as
a mobile office platform in this non-limiting example.
The gateways could also be an entrance to other
networks and/or act as a node or host (end-point) node.
The gateways 14 could also be an Internet service
provider (ISP), and could be operative as a proxy
server and/or a firewall server, and also be associated
with a router.
[0024] FIG. 1 illustrates the mobile office platform
20 as a server that includes various functions,
including software engines operative as an intelligent
routing engine 20a and proxy agent 20b, and performing

other functions, including that of an electronic mail
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| ochoe@édn di Thermnbiagentfsypst phatiorparP of onerskive as
mor e mﬁrg%ess d

rore Haf£LssesSerLeeR. 83l LUshEat e 306 conc

In thigig¥aBRLEnet BRAMBI hatisehgagentha€ csnmAperakit¥e with

with the nobile office platform 20 acting, as ,
source mailboxes 22. The wireless deVice 24 1is
operative as a mail user agent 26 and could include
various email clients, which in this example,
correspond to an outlook mail client 28a, an outlook
express mail client 28b, and a proprietary mail client
28¢c (client X), each associated with respective source
mailboxes. The mail user agent 26 could also include
mailbox configuration data 30 for each of the email
clients 28a-c. It should be understood that the
various email clients could be located on different
agent systems as part of one or more wireless devices,
as illustrated by the second agent system 32, each
having a mail user agent.
[0027] ) In this example, the mail user agent 26 is
operative with the mobile office platform 20 acting as
an agent for the wireless device 24 to source mailboxes

22 and also as an agent to the Internet 18. The mail



an agent for the wreless device 24 to source

mai | boxes 22 and al so as an agent to the Internet 18.
wab@snogdisBuser agent 26 coul d al so be operati veP@I/Uk20841905900

of the gateways 14 of the intranet 12, dependi ng on

t he, Lonfdguatd @@l d hey gatignayse adi WS 6vfh 8y of the
gateway as an |SP. The source nuil boxes could be
| octteriay® t¥e ahtidrheint@net cb? potepending arettisy,

or both. Th .néarillostter{ea etnt coul d gl so be. operati,yve

wi tRdi T erent enai | Sys me q4h the Ilﬁ?eer%fet .nyl'r%ateway as

nokdr] erSH f i cEhepl edf a2 Bodk e tcasl@rb@dedtiated on the
perform ngC various functions, including various

uNGtiOMAT ity ViIGURE TR diitesanet houtld kL befhe
undey.si fqt t ; il

of frce AT o Ee B e Can al2s be Hovnl Gaded 1o o
a wmellkystsmendiopsratineebyea. usere msbwhemffice

i np ttti Cg:i g%cgrmati onrri nto a nmobile device or hone
COMR BT EOETTAC T | T4 AL ™t heP HObT T 12 ous
pl et frodim s | sipeltny evad idud fat @pasea Bhddrvalidator

storing problem magnitudes relating to failed attenpts
%%s%ﬁﬂg Llers sl dis3 P domneeds ot @i et g9me Hef the

at
pr tl'cﬂ”}ésergf 0{}1(? ﬁn@éﬂ%léfﬁ’ié’éﬁfm&ﬁh% een'gi t can
can be used by a client, for exa e, operative omthe
nmokEl=ey v radvesisoatbwd cleo 24, uddre sey ciosmentd crpergiines by a

are preferably distributed anpng the supnets 16 and/ or
| P U o SR T G e o Ot it ety 2 APRp Ve

subnatiscd & r Hndaiahasee 836 can store a probl em

magni tude versus time relating to a particul ar

conrRR8bon ey riel bt Batesti atlerl B ke sobfftes platform 20
at t.emi s, have, been Jrad edé@abkf‘&&? SPe Sﬁ%é’ S£§o ﬁf’ﬂ g%fcﬁoel em
I tudes hav

connect’ on engi nes and probl em nmagn een
as siagyreit: dde sanye fai dng eso i fa Bbedsst thguphe sera@ssss g
connection engi ne with m ni num probl ens can be

sel BCTETF Dy THE i TREITFigett TNy engt n'd 202 SR a
parﬂr{x%ﬂ@irorﬁeraveﬂldﬁaipcyeof connection engines can be

used by a client, for example, operative on the mobile,
wireless device 24. These connection engines are
preferably distributed among the subnets 16 and/or IP
addresses through the various gateways 14 and subnets
16. The database 36 can store a problem magnitude
versus time relating to a particular connection engine
and associated servers after attempts have been made to
access servers using the connection engines and problem
magnitudes have been assigned to any failures in
accessing the servers. A connection engine with
minimum problems can be selected by the intelligent
routing engine 20a when a particular server is to be
accessed based on stored data within the database 36.
[0029] The database 36 could also include data

relating to a current problem magnitude for a failed

10



accessed based on stored data within the dat abase 36.
[ 0029] The database 36 could al so include data

WO 200809337t 0 a current probl em magni tude for apPCT/US2004/005900
fail edaccess to a server that is added to a current

expepensiabl y desayedirAtrYsrghatgdeboaacort-ehte .
magni t ude for acceSS|ng the server. The dat abase 36
t

cogkponpetidbladaceEd EnngoralpﬁéﬁlEﬁwﬁa@ﬁPbl@mde
Pro%€§h$%§§n£8£ §8¥e§§£§§rtﬁ8ds8998$0t'@Heeagkgﬁ ased36

I tudes can assigned for an error
oncoel swi kcladéudesaorecbihéngf abl ar psobher| abgdita de
network fajlur such as an incaqrrect gassmord and/ or

poB???u?th%% %@ﬁué§¥ S§RESEneBA| FGRRECT bURi RBILRG MA1T-

20p,69ULA Ilasgﬁp@ﬁé&sveaw 3| aseﬁaﬁde%yeaaneg%g 40 eq
A service reguest could be made Using a wrel ess

appml@@tWQHKpf@LbGGES(@APPthrsiﬁpﬂerﬁﬁlPnrﬁéQEe@r'tO a

o gheroh, (ML, ALSIPLY Lg SRES53.R, PLSLaLatl or

shp@bﬂlpef@ﬁﬁeﬁst@qdebhat rhe mhtell@génﬁpﬁbhﬁﬁhgfﬂénglne
pr ot ocol is operative with nooile devices and

typ ?%a??9£?n%Fu8€§r%tﬁVﬁlWlEPoﬁs@FoﬁﬁtﬁeFEaEe§P§u§é%t20b
tQA358§%§$@yr8&u8%EeEo§§HVSé M§H89u¥fﬁ% dhg:gaiguay

could retrieve'informati on vi a m a server and
engppklchelbfiTPrdabaohi tHAPheowi sénpsesmantktupnst er

P ErBaEoheubline) Theal papt et e P ra et anSaREb R 11E be

stagde cagihgchbode avmbr ekeggTappiicptbescenyi ron_nent
to hold tools that wireless | nternet content

del@P3Pbrs usk. sheuédnPenengdgsshoafr Ehekstiesyisal ess
PfQ@gf%a%%H%%%B@Wﬁfxbgelgo SESSLPN, DELYREN B, 11

devite anc et wor ectlon oriented or
codeettésnhﬂdstypamaiéyesac&udasaatmmnlpbobwsek wil th
naintain data fflow and is operatjve with a wreles

t r GhSPor SIE?EF Belr PRYSVBYpPOvPUESSeBBF By Pa4EEr

SUBRe a§afOWAY EBulB_Cetrieve information via HTTP from a
server and encode the HTTP data with the wireles s mark-
up language (WML). The WML-encoded data is sent to the
wireless device. The wireless application protocol
stack can include a wireless application environment to
hold tools that wireless Internet content developers
use. It can include a wireless session protocol to
determine whether a session between a device and a
network will be connection oriented or connectionless.
A wireless transaction protocol maintains data £ low and
is operative with a wireless transport layer security
to provide security features such as found in the
transport layer security (TLS) portion of TCP/IP. A
wireless datagram protocol works in connection with a

network carrier layer as a bearer.

11



transport |ayer security (TLS) portion of TCP/IP. A

W rel ess datagram protocol works in connection with a
wmedodoviIssTarrier | ayer as a bearer.[0031] FI G PQI/US2084/005900

high | evel bl ock di agram showi ng an exanple of the

h@@39f theFPGesﬁnis'QVEDQhODevéisblh&Hsﬁiééﬁgm showing
connection engines are distributed over nul tlp

sub@@t%xém@l©r0ﬁuth¢pm@thFda@ﬁr@h@e@r@@ﬁ@éklnmeytlon As
A h
COLPBILOLRELY ST So) R0 AL ML Eg1 oL g L e, cOPOESTLAN ey

englines itudes arée assi
to maltiuses éhb@@tssam@gosemuetsplélDBkad@ﬁéssegheblock
probl em magni t ude, versus ting relatin particul ar

conh@t i o %ﬂ%?het%nEGEE?Q%rl%r%tg?%PgﬂémPFHPﬂ ghe
dat@&@§@c&@&§°§n&9@%s (FL6RNEGH | on ?PQbD@thXQHQtudes are

M ni mum pr obl ens” when a particular server Is to be
accesskuned bhoé@nl@asedlonas¢©$@dn@aﬁarmﬁrhlmblhek 104) .
dat q§se %g%ocﬁn108% . at tsm ss.a server
stit1e fRArYPaft ef2 ¥ ‘“e%‘ti%d"%f%%ﬁp% ?bf%c"& 118) |

anop Het i CONAECEbNe EPPbReeEginbeahosenvet she probeem
magni t ude exceeds a predetern1ned t hreshol d or any
furthgrinee enptabate atebssknhl @) serdeforBRChEOHePRFRAS

S [ n I

o i Sxoeadt The PRrEoMaPS 2 patkPeRLsT. SPbban o to
Fl Ge achonsed spechésenehaﬂpdeomhatoca@ detasetthon the
the nethod of he nt tion rox engi ne

cart TR I r 8 her 1 br ShoRBPc antErakte e SBr SpEEer

requesiit @aﬁl conpest t@%e@ﬂ@ﬁ Ngpt W€ UsEScROPL0| MARnother
or HTTPnmmi |l protocol | ock 200) The connecti on

enﬁ@@%ﬁ%@@t%ﬂgwgc@@@sbﬁh@h@%ﬁilveiﬁf(bl%ckr@e??m The
da%ﬁggéfté&8r§§cé583tXpérQ&e€é£8{né8rtﬁr@éﬂéi&“b%rany

connetti on engl ne
probhshhaagmtteﬂptébéﬂckcé@éalngla $hemeadd3nthe delayed
probl em nmag Eltu e to the, current exponentlallg gecayed

ent?@ln% T he bRt aPARRCGF LAY FRYHS t + FretRE aRpORbPBck
Zoﬁﬁagnifude exceeds the threshold {(block 112)

[0032] FIG. 3 shows a specific example that can be
used for the method of the present invention. A proxy
engine can use WAP, SMTP or other protocol and make a
service request to a connection engine, which uses POP,
IMAP or HTTPmail protocol (block 200). The connection
engine attempts to access the server (block 202). The
database stores the type of error for a particular
connection engine and server pair and assigns a problem
magnitude (block 204). It then adds the problem
magnitude to the current exponentially decayed entry in
the database along with a time stamp (block 206). If
the problem magnitude is below a predetermined
threshold (block 208), the next attempt to access the
server is made after a sufficient delay (block 210).

If the problem magnitude exceeds a predetermined
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t he probl em magni tude is bel ow a predetermn ned
threshol d (bl ock 208), the next attenpt to access the

w@ 008093585 made after a sufficient delay (bl ockRCRUSH004/005900
I f the problem magni tude exceeds a

pre £§5ﬂ3f8dt?ﬁ@sggggemtEflﬁyﬁégnkékkb BAb Eﬁ%%éa@ngaits

instead waits for the problemto return bel ow
pr eflet et né nedobhershol debeforieetevr yhagrtbhetkrraipkd,

Thi s, del ay. could be a function, of et f
decB?r%?h¥ﬁé B?gBanF ﬁﬁ%?ﬁdéb??ﬁ?eg%g?ds %gégbgelay
chogghl @speequigdiidhser di phesent revanect deragngitnese
can be chosen. [0033] It should be understood that the
sof puebtemnraprogranni nghuseloler £AB PrPesBRESN as

i nv ' an , Ak [ r - LGatkl,en ap-.he
GO 020, KIEY, 80drdLLhe! SohypeeL LAk hean sen. e
canchsegemneb services technol ogy and include different

application services_ ysed by those skilled,in th t.
veb L6833) cos” CbuPASTAL) Bie SHCEaRBORA: FBR lof 1o S0tthake and
proﬁﬁégghﬁﬂiﬁgdugéﬁafoﬂhtﬁa ph-esavai habketfivemcanwelry,

server “for web users, or the use of other web - ,
connedt edffesgramerasippréiraedcey B #EPFi-caflienmobile

seryj rovider Vi c e nsi-hl e
v o T8 BYREEbrn B, AR LR P SR e T
dat get0ibescosptnbtatgdanpf0034]luley diyfiereht application

arrangement can be used to agcess the bile offjce
pl aBEEVATSE Bﬁegtﬁ&rt58§§w§§%}lFQcP@dFH§ érgeer“@%

to- E?Qi@@%aggﬁgﬁnﬁncﬁuggn%r@bm%%h&%ﬁonobfo A¥Jgramming and
architecture an line or wirel ess communi cati ons.

Al sdatmi ddhewar e reoalvd 1Bebdsed robaa wkebr ety sgoficd web

tandardi zed and d h d [ j
ot RoChb 1 Sig A ‘LR CURLCre OGN PR Pae oS

t hepweh igervbgesandepeliiphiconnl argudge EWBBliXer. Web
D fferent web servers could be used, including the
OpefReSyares ApadReUSE RiNcrE&6NEIlenierksp language (XML)

as a standard for formatting data to be communicated.
[0034] Any type of arrangement can be used to access
the mobile office platform 20 or other gateways,
including a peer-to-peer arrangement, a central server,
or other architecture and line or wireless
communications. Also, middleware could be used. Data
formats could be standardized and data exchanged using
the extensive mark-up language (XML), which is a
foundation for the web services description language
(WSDL) . Different web servers could be used, including
the open source Apache or Microsoft's Internet
information server (IIS). Other web services could
include Novel's web server for users of its netware
operating system or the IBM family of Lotus domino
service, for example, for IMB's 0S/390 and AS/400

customers. Naturally, any web server should be able to
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information server (11S). O her web services could

i ncl ude Novel's web server for users of its netware
wWop@sarisey systemor the IBMfam |y of Lotus dpei/ng2004/005900

service, for exanple, for IMB's OS/390 and AS/ 400

CUS&Qﬂﬁiéad“?é&ﬁé££¥ féEYfT@Q §§§M§fe§hgybeoeslagk@9

t odownl oad requests or file transfer pr ot ocol
filésléa anpaepeefedredbedbadhment0035] The nnblle

off atfo 2 th t n,pha variqus
L8§3ggents§ﬁ% Ogregdegﬁéggdsp%¥§g¥$i%gegg S2he?
con@ag@wayboaaﬂahavérear@ﬂasllﬁbbeﬁtsgehasluﬂhagare
Eudora and Net scape besides the Qutl ook and Qutl ook
Exp@%%égéﬁﬁlrocrﬁ rigvascPnfiyguratéan FREanbEPINeemalil

0ff&£§e8£§tf9 818&l8%h§ﬁd8§£e&ﬁMSNéegbg énsg%gaee the

Messagl ng Ap |cat|o Programm ng Inter ace
ret®uéWeohnyndo®ﬁt@uohtE@prdaSaemamlacmmEhts asnpllant

email  cljient. NMAP rov pl ion

ot ot W EBLFit or FABGRORPLS POTLRELPLSEgRrBpE other
lnd@ﬁ@@ﬁ@?§ecé@ld”@ﬁé@ﬁdegaanﬁbb@@lh@nﬁppﬁlbayﬁbnOf
functionality could be provided between applications

at Bﬁygaﬁ@@inglﬁ@tﬁéééaeuh@Agy%téﬁsraﬁala&? asy

Cou g EOMEA Cal o TP olgh 3 WABI SUROyATER FEoukarTtent-

SerMABE provndessthhaappémﬁatmnneguegtemmanglmnSetﬁace

I d dat k.t MAPI temto a
TrprART) Pe B o R R kB Reh Gar S esErl R

resagﬁlhaa@lsﬁaflgurgbyea begeghkyiehalheyuesh1ayptem
In other exanple enbodi ments, data could reside in

naprovud@ﬁtbgb@@Eﬂu@pﬁéhﬁagypaﬁu@h snyr agderlgdse] In

egHRERgTNS BTN LlE Bhar aRe L HLLORH, RUPRES L

CrfMABIPbempmohntPﬁﬁblmtatmbﬁsnebuMHiboﬂmaﬁssaeéoth@ohgh a

(INAP%I sug§§st£mcggrﬁgPI|geggsce providers that perform
requested actions for clients and pass data back
through a MAPI system to a MAPI client. Any mailbox
configuration data could reside in a configuration
registry of the user system. In other example
embodiments, data could reside in email client specific
configuration storage.
[0036] In the user system, the Microsoft Outlook
Express mail client can access source mailboxes that
use the Post Office Protocol (POP) or Internet Mail
Access Protocol (IMAP). POP, of course, is the
Internet mail server protocol that provides incoming
message storage. The more recent protocol is POP3.
POP is operative with a Simple Mail Transfer Protocol
(SMTP). Any mail server could run both protocols if it

is to receive, store and forward messages. The SMTP

protocol exchanges messages from one mail server to
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Internet mail server protocol that provides incom ng
nmessage storage. The nore recent protocol is POP3. POP
WO 200602358t i ve with a Sinple Mail Transfer ProtPCDUS2004/005900

(SMIP) . Any mail server could run both protocols if

T 4500 £ 8GR iean §L %@s%\%geéogwﬁe MRSSROES B SMFer

prot ocol ‘exchanges nessa fromone mail server
t oahmt heer el hamaislivessagesPODd sdeverEhn edePObve a

server for an il mail box, A P S r can receive
o ASRSRAE AP HOTH 1T T L TS . PO SPGByt | &5
avadtabl &1 dhe TIMAPINEP STOhs fol S usesuide SMPsMTP
transport mechanism but it is a nore flexible

pr ot eRIbIP Dt AREIMIIN al Polst skt 7 8P %R of ke ¥Pl © oprgtocol
mai SHLY Fryd# h@i‘ioxﬁ’é’“@é@f’?'@& & b ey PESSAIES,HE P @

| oca ine. Internet mail services, of course, run
SMIER arete e 1 thieou PCRown 1 d MPhanall ¥ evet viee s p@@@as ngo a local

nmessages fro ny source, W thout identity checkin
ThuB el + cath BorRer dit i e -t oatbd QRHST eaflt SMT
Messges NERGEI SoP eyl evetly hher el ¢al i Nessasg SE9E8§es

built, an address book supported, and docunents .
| i nkeen Y heeef eat edthpdt stdeehedy ¢0e37inThe FoBF emall

off'gﬁ ﬁgagéfgg% %gg h§5w§f$§%@% Qﬁylgeggge%%%g%%% headers

confi'gurati on da j ect's” an or mat™ da

usi NgvasweX} emnse bd ecivhe &l -mapsh@mguiagee$ XM) 1t pran address
subm ssion to various XM - conpljant web services.

Thed @% VR PBRE o7 Wb cPeHEER Ehut tF ket 3nhpPRUobRERE and
accessrproyocol (SOAP) conpliant service. [0038] XM,

of course, as an extensive mark - up |language, is a
subB@@3dl t helTlse andlat He gehéiat i pkat herk op Phhghageteway

(355%&1§“deMQ égeaéégﬁﬁ$§£§tignb§aféo&ﬁﬂeéﬂ% ?HQ'%SPEQt
on servers and be Fichefr Thn presentation. stom tags
coudigl deolst eat €dus Ongdedh next bes Lol endrefudotangnh§e (XML)
Common information formats could be created and the

forFR¥ MRMHRTRORhEP W2 BhOYAeXhT @PRt 1ant web services.

The server and/or web service could be a simple object
access protocol (SOAP) compliant service.

[0038] XML, of course, as an extensive mark-up
language, 1s a subset of the standard generalized mark-
up language (SGML) and would allow data to be stored
and published on servers and be richer in presentation.
Custom tags could be created to define the content of
documents. Common information formats could be created
and the format and data shared on the Internet,
corporate Internets and/or other networks. The mark-up
symbols in XML could be unlimited and self-defining.
The channel definition format (CDF) could describe any
channel and a specific CDF file can contain data that
specifies an initial web page and how it can be

updated.
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corporate Internets and/or other networks. The mark -

up synbols in XM. could be unlimted and self -
waledos/93sgz The channel definition format (CDF)PCDUBZH04/005900

descri be any channel and a specific CDF file can

contgpdata dhas SPEGId | &% A didd atuiebhpage & xing
how 1t can be updated.[0039] "'SOAP al | ows one program

r uronfi ngpe raoimeg ksyet et opercmiungl ¢yt end tlo Eotmipd Teare in
wit.h the programi.n the same or another t :
operit [T TSP T TP SR ST of T i e e
ex e 6 n SR, costt di isheemd i hrove tehengode sOAMIdFu1d
header in an XML file, thus, allow ng one conputer to

calgPacisFadiain F o AR JHpLR el phsalialdl file,
whi | - - . |
o Péﬂrg%'&ge gl EAN S BLATN 2 HLSPAIRE:n

s advant ageous to ow data to pass through
firevatle secompste haand grasn datoat weiglesadsotdbetathbmg

thgse for known applications to a I ghat e ort .

SORP T <t A2 CDBb et T DT GEHT - ¢ HATE hake af T Rggdeous £o
t hreel Pardssa i 16 pighd N0t h£R)grant eryeh dDpesépvdes | tiead
framework for describing what is in a nessage; (b) a

setS e e AP TS fRFh @R pFeaR| Her P pf PE RO -
defé%iﬁi?ﬂ{:\oﬁé/p@?a a@@sf@a@e&gﬁgﬁﬁ"@t ' 0@02&9%8 an XML-

representi ng rendte procedure calls and responses.

[ 00 ed heroobddb e Ofdt ceapl at f beas 20tloreot part gat eway
could jn¢clude software that is jnplepented as an
ALV AT 1 of (Bb 5 CONFORERR ob) Set - Abdel * FEORYOBhator
pr oyl gler 8 f § @rpNeE ki § ofn byi h&lk g9y s0f twarg seppenestsoding
that communicate with each other. ActiveX controls
coutwlde ot oprpFeatlyd denml baaletornde Ekeedt eatdytwpes;

Loty PICYEETs Dy LLPULET 00! Bk BPRLL AL PO EOULL, Db

be ¢townd cadledréopchiéerent browsers and clients.

A ISSofOM TRLS SOBL L PoPELE 1L 2000 BhOUReL A8, 2
gateway could include software that is implemented as
an ActiveX control as a component object model (COM)
and provide a framework for building software
components that communicate with each other. ActiveX
controls could be automatically downloaded and executed
by a web browser. Distributed object applications
could be built in active web pages and ActiveX controls
could be downloaded to different browsers and clients.
ActiveX controls could be held in a web browser as a
container and distributed over an Internet or corporate
intranet. ActiveX controls could also manage and
update web content and client systems and work closely
with a user interface of a targeted operating system.
Java applets or similar component objects could also be

used instead of ActiveX controls. It should be

understood for purposes of the present invention that
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contai ner and distributed over an Internet or

corporate intranet. ActiveX controls could al so manage
wa@eesopssat e web content and client systens andP@DUE2004/005900

closely with a user interface of a targeted operating

Systemy- R et | TAdArd CONRPIANta BPjBFES of
coaaltndrgﬁj\sgg:\%e useld (‘fbnrg%reildmo% ,&jctivex conatr%gltgﬁ% I(%
shayindrbie Undér stidogh for (Purposeilsf Ghat prusentn a

i nvention thatan object. model cont r ol ! S
PO TEE Qi R TS BPar UD et & rtonent
ru%%ﬂétgimaagﬁﬂﬂgﬂgﬁﬁﬁﬁﬂhﬁﬁﬁﬂddéuiOn program using a
conmponent obj ect nodel program.nterface. [004%i An
exdffi4lly hafe -exRaRL avbi handi el b SR orfindht €2t § Dhs

devl 00 LA, Gl DS UPESh [ thd N asentsdavant tiog
is further described in the exanple below wth
r effefeanae: timerG ich . i Shiudew ceddD00ibek | irleha example

housi ng 120Q, a keyboard 14 t . i
1600 L e gt piRE G ee Shoue | o o Cpl S B0 on
is Hehedably moddsing 01200) Ca LEdyb&Aheri4gpesndfan output

output devices may alternatively be utilized. A
pr otesksiadl GV ¢ BoOUFRUE oMt &l PR ERFTHI 1S t hedhdRLT g

12010?@@9 Vgﬁb&?%e %Q@éiﬂ@@%tyef&ﬂb%%ghﬂéoﬁcgnd bPBer

di splay” 1 ocessi ng device controls the
opet@sd Hrodfottheutli sevhyed 600y abtewhdtivelheboveralized.

operation of the bi | [ 1000, .1
e R AS AR Al el (e et B et e

[ 0042) s The 1we6 N9q 1200-58y1 b8 Bbongah eehyereibakky, 1400
or may take on other sizes and shapes (including
cl amshethe hdlsphyy st 600t ur 883 PrapeskEyHodrHlfaay1800

i ncl ude nmode sel ectjon_key, a re.or
Sortons BBy ey TRAF RGTRar Shenlt St SELp o 18Y8! Callell as
t el epbopye AL T YopE0Q43bn| oraddetiobile tbeipeot888ingn

devi ce 1800,
response to actuation of keys on the keyboard 1400 by
the user.
[0042] The housing 1200 may be elongated vertically,
or may take on other sizes and shapes (including
clamshell housing structures). The keyboard may
include a mode selection key, or other hardware or
software for switching between text entry and telephony
entry.
[0043] In addition to the processing device 1800,
other parts of the mobile device 1000 are shown
schematically in FIG. 4. These include a
communications subsystem 1001; a short-range
communications subsystem 1020; the keyboard 1400 and
the display 1600, along with other input/output devices
1060, 1080, 1100 and 1120; as well as memory devices
1160, 1180 and various other device subsystems 1201.
The mobile device 1000 is preferably a two-way RF
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ot her parts of the nobile device 1000 are shown
schematically in FIG 4 . These include a

W@ o09o9Es8at i ons subsystem 1001; a short - rangBCT/US2004/005900
comuni cati ons subsystem 1020; the keyboard 1400 and
the, i spl _ ' —— . h
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de\daresirlik60;, i ol - sgrech Mairti ioaes. otTreradiivi ben s utisy stadrisl e

1201. .The [ le Vi 1Q00 i referably a tw -way
RF ! c];&qtﬂo A5 e%%ﬁag@}ﬁ%\ﬁ % gtﬁbegi%?aa]?fgl %%Y a°
COaBRald ans waalitHd 4 efomdut i 4 @dhs (e Mo | e
devi ce 1000 preferably has the capability to
cormifiddte with other conputer systens via the

I nt . [0 er at |
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pensicgteerdirsgt afeeyi cuctBE ithepfd Testnlmeyos yo A4 0in bt

may be stored in other types qf ry devices Cc

e B TRRE T T v (S i A Retrigel 160 but

el gBNtpe |t A ti P LSy St SOTd Mafdmo SPesdFibedevdiéen as
appli‘cations, or parts thereof, may be tenporarily

| oddekadhtanlay viesea iy e( R eQr stighl bar t fieo¥a@rlopdement .

access nmenmory (RAM. 118 ni L OpS . Si
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t hea JRAM daliBibn § 005 palihtes priosesst Ngnalevibe et idOratily
addition to its operatjng system functions, enables

exel QRIS BILR G (YRFE BhpI 1§ ontABOBA- 1B0ORFRIFT HRCCeSS
devidig A000uf) LRS! e Elhith SLe O APBLYSALL ORScd A by

control ‘basic device operations, such as data and
voitdee corimuld cdeviorss B0 0AL 3 dod 3008 edrayn beh ¢ n’AM| 1630 -

on vi ce,, 1000 duri ng manuf act I n. addi, t |
per J(pre]%%ei nf o lrrl'r%tf?rooncerrsasrgzi{gl;;%r ?Hﬁ u{a%%?i c%lr?i %%5%%0%30
i nstied | gsk i ing spedactuie:idme, PEMbSepretecablon of

Capsaobfltewgge Oarpggfigéggor?gdlgggggig Olgaér? ti:}tleengévisgghlggo .
A predetermined set of applications that control basic
device operations, such as data and voice
communications 1300A and 1300B, may be installed on the
device 1000 during manufacture. In addition, a
personal information manager (PIM) application may be
installed during manufacture. The PIM is preferably
capable of organizing and managing data items, such as
e-mail, calendar events, voice mails, appointments, and
task items. The PIM application is also preferably
capable of sending and receiving data items via a
wireless network 1401. Preferably, the PIM data items
are seamlessly integrated, synchronized and updated via
the wireless network 1401 with the device user's
corresponding data items stored or associated with a
host computer system. Communication functions,

including data and voice communications, are performed
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e-mai |, cal endar events, voice nmails, appointnents,

and task itens. The PIMapplication is also preferably
we apadEspf sendi ng and receiving data itens VPEI/EHS2004/005900

wirel ess network 1401. Preferably, the PIMdata itens
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perd Qﬁ:@iﬂzﬁﬂﬂh&h :IIEhZ:‘O ccuﬁwrm@tdmﬁombsymremslmO and
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Hs'{éq emITHREEdRN cets m@@ﬁﬁm%mﬁ%e&om

Vi
¢ USRI VAR, A LIS e AL, b, o g
Commgnadatpmmy@m 1m-0,a|68’031 i redaldesseillators

pr such_a i tal nal I ocessor
(ot sgE T Ttk AbSei 1| Attt ) DR e en or

Specme‘lccondﬁﬁugih@_rt%g nphiespdtiead 00 of1 4 hﬁependent upon the
conmuni cati ons subsystem 1001 i s dependent upon the

corﬁmquauwsorrﬁetwwmlﬁ thiv8H ath e i B e vd el ap P 00
tﬁﬂ:de% %o?d‘to ecg]_:%faté:or f&@aqn 2 erAJ ﬁ@%%gé”&gvlce
may 1n e

a 'cofthtini cations subsystem 1
desiaptedndw opehade av ¢dmmrel ddhi drex (dul) sy Dagra T t m)
or General Packet Radio Service RS) hobile data,
corfiRMi TR drid FRRTDr K7 Ghdt R é\éoﬁeiégﬁwed)?’%a opfer at @F

Wty AW, O p e 'P@éd/l@fSé/@d’f@e CDWW)' G ONS data
net wor ks, such as AMPS, CS, GSM etc.

O mzmwpuecsa@fomtraefam@r}m c@nqheal/\m kabe s aned sié@am%ate
and Itgh %Hgt & (ﬁ)ma al ’%sﬁoc?ﬁ xlfgicl:elz Z(,eOI’ﬂInU.gllCE:Il Ngbﬂé’gworks,

access requir erren
der@mh Ngs UROPS 1 hEDNAY pec DA € OPaRINi GSit Oéltcsyst@tm’heJFO’types
exaqg in the Mbitex and DataTAC networ ks, nobile
&5 57 ARRGTSHER REBICT Y MR Hor KeRAT HeE 222 que

perspnalrated, may also be utilized with the mobile device
1000.
[0046] Network access requirements vary depending
upon the type of communication system. For example, in
the Mobitex and DataTAC networks, mobile devices are
registered on the network using a unique personal
identification number or PIN associated with each
device. In GPRS networks, however, network access is
associated with a subscriber or user of a device. A
GPRS device therefore requires a subscriber identity
module, commonly referred to as a SIM card, in order to
operate on a GPRS network.
[0047] When required network registration or
activation procedures have been completed, the mobile
device 1000 may send and receive communications signals

over the communication network 1401. Signals received
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identification nunber or PIN associated with each

devi ce. I n GPRS networks, however, network access is
was®wsndmEsed with a subscriber or user of a devPCBUSM04/005900

GPRS device therefore requires a subscriber identity
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anpl i J1icat i iy dFeauensy @@m&@& é&'@fgnéilgffwg 'the

channel selection, etc. may al so provi de anal og
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he r.eceived nal the DSP.1 80 erf
SR by it Lot SR TS e R ke ERt e
dermidil 18t earaiwh decogh s 44 Be Stk &l FBONEfo the
signals to be transmtted to the network 1401 are
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ang,arg, 4 hayp pfé%’d dedy tord h@hér; ansgiided 4320, 8 or

di gital to anal og conversion requency up conversion,
f| Ittr@mmlgl,ttﬂmIJiSZQ:af@lordmmltal ansnasslon ¢ontdresion,
ni cati on network 1401 r net wor ks

AT STiss0. ] OB ST Sl T3 A pr b e tion and

CONgRYH daild Dinsh SEANER S, cdhuIRks 1589 @é@%ﬁ};@ﬂi@t (or
control of the receiver 1500 and the transmtter 1520.

Forn%ﬁi‘l e nshapPrierna ol ¥¥hmuni cat i ons signal s
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datraecceoi%rnllqja& Oapﬁc’d t:?argselgle{‘é/eeg 1520. For example,
gains applied to communications signals in the receiver
1500 and transmitter 1520 may be adaptively controlled
through automatic gain control algorithms implemented
in the DSP 1580.
[0049] In a data communications mode, a received
signal, such as a text message or web page download, is
processed by the communications subsystem 1001 and is
input to the processing device 1800. The received
signal is then further processed by the processing
device 1800 for an output to the display 1600, or
alternatively to some other auxiliary I/0 device 1060.
A device user may also compose data items, such as e-
mail messages, using the keyboard 1400 and/or some
other auxiliary I/O device 1060, such as a touchpad, a
rocker switch, a thumb-wheel, or some other type of

input device. The composed data items may then be
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signal, such as a text nessage or web page downl oad,
is processed by the comuni cations subsystem 1001 and

WO 20050983587 t 0 t he processi ng device 1800. The rRBCEUSB®04/005900
signal is then further processed by the processing
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nodul e to provide for conmmunication with S|n1IarIy -
ena5§§§s§§§ﬂéﬁgh@hﬁlmllar devices. For example, the

short~range communications subsystem may include an
infrared device and associated circuits and components,
or a Bluetooth™ communications module to provide for
communication with similarly-enabled systems and
devices.

[0052] Many modifications and other embodiments of
the invention will come to the mind of one skilled in
the art having the benefit of the teachings presented
in the foregoing descriptions and the associated
drawings. Therefore, it is understood that the
invention is not to be limited to the specific
embodiments disclosed, and that modifications and
embodiments are intended to be included within the

scope of the appended claims.
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teachi ngs presented in the foregoing descriptions and
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storing problem magnitudes relating to failed attenpts
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a problem magnitude . 4 . A connunj cations system
AcCORA - TG hr 498 FHERET R, S&i 00 LAY abaReTTHcr Hbees
dat@,f&ddidg to a current problem magnitude for a

failed access to a server that is added to a current
exponentd al | y2 dewayed ent i 9n$ nsy heclag apaseing to Claim 2,

wherein any delay in reattempting access to the server
is a function of a preset rate of decay of a problem
magnitude.

4. A communications system according to Claim 1,
wherein said database includes data relating to a
current problem magnitude for a failed access to a
server that is added to a current exponentially decayed
entry in the database.

5. A communications system according to Claim 1,
wherein said database includes data relating to a
problem magnitude versus time for any server and
connection engine pair.

6. A communications system according to Claim 1,
wherein a problem magnitude is assigned for an error
based on network failures.

7. A communications system according to Claim 1,
wherein a problem magnitude is assigned for an error

based on failures unrelated to a network failure.
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connection engine pair. 6 . A conmunications system
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prqbl em ni t.ude is assiagned for rror
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Copadiceat.i ons system according to Claim?7 , wherein

any failures unrelated to a network failure include an
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semprerxy Hervewcommuni cations system according to Claim
1, wherein said intelligent routin

engine is .
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of a server on an Internet Protocol (IP) network ,
cofit SiqreIheGtapsenrer #idhtd MP e e 1o I iddasil

usi %t%dééf st connection engine; assigning a problem
rmdonl ude 1T the attenpt at accessing the server has

failed; and delmytingd any farddeingatd ergutseatoQoressiTREr on

t he server when the problem nagnitude exceeds a
pr bRV TRAE { RESEROTH. (1D, T Tt Hoo GRCor g g T8 steps

C aig 11, and further conprising the step of delaying

any reattenpts at
attempting access to a server using a first

connection engine;

assigning a problem magnitude if the attempt at
accessing the server has failed; and

delaying any further attempts at accessing the
server when the problem magnitude exceeds a
predetermined threshold.

12. A method according to Claim 11, and further
comprising the step of delaying any reattempts at
accessing the server until the problem magnitude
returns to below a predetermined threshold.

13. A method according to Claim 12, wherein the
delay in reattempting access to the server is a
function of a preset rate of decay of the problem
magnitude.

14. A method according to Claim 11, and further
comprising the step of maintaining a database of failed
attempts at accessing the server.

15. A method according to Claim 14, wherein a

current problem magnitude for a failed access to a
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accessing the server until the probl em magnitude

returns to below a predeterm ned threshold. 13. A
woredokogBsaccording to C aim 12, wherein the del BT/UR2004/005900

reattenpting access to the server is a function of a

pr esetyJvatie faecay of dde ookl gmrmaniiude deckre A
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at accessi ng .t he.server, 15,. t .acGQr di t
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connect i10h edgimeehyad racdandimgrthdd sdec dridi epd durther
G aim14, .and further comprising t step _of_tracking
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A net hod according to alnmf%? and further conprising
t heccstpep sofnasdiegnd rep a0 Praodd e imagre toude feor rergrertnote
baﬁgg on failures un elatq%}to]? etwork failure . 20.
A HEThG: SECSRE T O TS S vifor i T fai | ure
unrel at e t 0 22 et kad@h ey i el gideisn an | el rfctther
password and/ or poorly formed request. ,
comprising the step of assigning a problem magnitude
for an error based on failures unrelated to a network
failure.
20. A method according to Claim 19, wherein a

failure unrelated to a network failure includes an

incorrect password and/or poorly formed request.
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