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DESCRIPTION 

TITLE 

COMMUNICATION CONTROL DEVICE AND COMMUNICATION SYSTEM 

FIELD 

Embodiments described herein relate generally to a 

communication control device and a communication system. 

BACKGROUND 

In a communication system, data to be handled and 

equipment control information require protection from a 

10 malware attack or the like. For example, equipment such as 

a monitoring camera installed as a social infrastructure 

needs to ensure the security of data to be communicated. 

However, it is difficult to frequently replace equipment 

constituting the social infrastructure such as a monitoring 

15 camera post-installation, giving rise to the problem that 

the security measures may be insufficient. 
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SUMMARY 

TECHNICAL PROBLEM 

An object of the present invention is to provide a 

communication control device and a communication system 

capable of improving the security of communication used in 

25 a social infrastructure system or the like. 

SOLUTION TO PROBLEM 

According to an embodiment, a communication control 
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control device 30 (31) is extended on the basis of an 

update request from the communication control device 30 

(31) and transmits the issued certificate to the 

communication control device 30 (31). Information 

indicating the issued certificate is received by the 5 

communication control device 30 (31) and stored in the 

certificate information storage unit 55 of the IC card 40 

of the communication control device 30 (31), so that the 

validity period of the certificate of the communication 

control device 30 (31) is extended. 10 

 The certificate management unit 65 manages 

certificates that have already been issued. For example, 

the certificate management unit 65 performs a process of 

invalidating the certificate issued to the communication 

control device 30 (31) when validity in mutual 15 

authentication has not been mutually proved due to 

falsification, theft, or the like of the IC card 40 

attached to the communication control device 30 (31). The 

certificate management unit 65 may be configured to respond 

regarding whether or not certificates issued to the 20 

communication control device 30 (31) and other 

communication devices have been issued by the certificate 

management unit 65 on the basis of an inquiry from the 

communication control device 30 (31). The certificate 

management unit 65 may be configured to periodically check 25 

whether the issued certificate is being used in the valid 

communication control device 30 (31). 
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process is performed inside the server device 20. Therefore, 

it is not necessary to hold a certificate or the like 

inside the server device 20 and it becomes clear that the 

server device 20 connected to the server-side communication 

control device 31 is under the management of the 5 

communication control management device 5. However, when 

the server device 20 already has a functional unit 

corresponding to the server-side communication control 

device 31, the server-side communication control device 31 

is not necessarily required to be physically connected 10 

between the server device 20 and the network NW. In this 

case, an authentication process is performed in 

communication with the client-side communication control 

device 30 by a functional unit corresponding to the server-

side communication control device 31 originally provided in 15 

the server device 20. 

 In the communication system 1, the control unit 51 of 

the IC card 40 causes at least one of a mutual 

authentication process and an encryption/decryption process 

to be performed. Thus, the device cost of the communication 20 

control device 30 (31) can be reduced 

 An example in which the IC card 40 attached to the 

communication control device 30 (31) performs at least one 

of a mutual authentication process and an 

encryption/decryption process in the communication system 1 25 

has been described. However, in the communication system 1, 

the configuration for performing the mutual authentication 
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management device 5 is acquired by the second communication 

device 111B of the communication control device 101, which 

is the source of the information indicating the problem 

(step S107). Accordingly, the controller 120 of the second 

communication device 111B switches the operation mode to 5 

the normal communication mode in response to the 

instruction to switch to the normal communication mode from 

the communication control management device 5 (step S108). 

 In addition, upon receipt of the information 

indicating the problem from the first communication device 10 

111A, the control unit 61 of the communication control 

management device 5 instructs the first communication 

device 111A of the communication control device 101, which 

is the transmission source of the information indicating 

the problem, to be in the non-communication state (step 15 

S109). The instruction to switch to the non-communication 

state from the communication control management device 5 is 

acquired by the first communication device 111A, which is 

the source of the information indicating the problem (step 

S110). Accordingly, the controller 120 of the first 20 

communication device 111A switches the operation mode to 

the non-communication state in response to the instruction 

to switch to the non-communication state from the 

communication control management device 5 (step S111). 

 Here, the operation modes of the first and second 25 

communication devices are switched so as not to interrupt 

communication as the communication control device 101. For 
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 If the self-diagnosis is to be executed (step S311, 

YES), the controller 320 executes the self-diagnosis (step 

S312), and transmits information indicating an execution 

result of the self-diagnosis to the communication control 

management device 5. In this case, the information 5 

indicating the execution result of the self-diagnosis is 

transmitted from the communication control device 301 and 

acquired by the communication control management device 5 

(step S313). 

 If the self-diagnosis is not to be executed (step S311, 10 

NO), the controller 320 transmits a notification indicating 

that the self-diagnosis is not executed to the 

communication control management device 5 (step S314). In 

this case, a notification indicating that the self-

diagnosis is not executed is acquired by the communication 15 

control management device 5 as a response to the request to 

execute the self-diagnosis (step S315). 

 Upon receipt of a result in reply to the request to 

execute the self-diagnosis, the control unit 61 of the 

communication control management device 5 stores the result 20 

of the self-diagnosis in the storage unit 66 (step S316). 

For example, if the self-diagnosis is executed in the 

communication control device 30, the control unit 61 stores 

information indicating the execution result of the self-

diagnosis in the storage unit 66 in association with the 25 

identification information of the communication control 

device 301 together with the execution date and time. If 
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operation example of the communication system 300 according 

to the fourth embodiment. 

 First, as in the first operation example described 

above, the controller 320 in the communication control 

device 301 analyzes information indicating the 5 

communication amount accumulated as log information in the 

data memory 324, and stores the analysis information of the 

communication amount as an analysis result in the data 

memory 324 (step S421).  

 The controller 320 of the communication control device 10 

301 selects a candidate for the transmission time at which 

the communication control device 301 transmits the log 

information based on the analysis information of the 

communication amount stored in the data memory 324 (step 

S422). The number of candidates for the transmission time 15 

may be one, two or more, or instead indicated as a time 

zone. 

 For example, the controller 320 selects, as a 

candidate for the transmission time, a time when the 

communication control device 301 can transmit the log 20 

information in a time zone in which the communication 

amount is smallest, based on the analysis information of 

the communication amount in the communication control 

device. The controller 320 may select a time (transmission 

time) when the communication control device 301 can 25 

transmit the log information from a time zone in which the 

communication amount is less than a predetermined threshold 



 -  99  - 

 

based on the analysis information of the communication 

amount in the communication control device. 

 Upon selection of the candidate for the transmission 

time of the log information, the controller 320 transmits 

the selected candidate for the transmission time of the log 5 

information to the communication control management device 

5 (step S424). Thus, the communication control management 

device 5 acquires the candidate for the transmission time 

of the log information selected by the communication 

control device 301. 10 

 The control unit 61 of the communication control 

management device 5 stores the information indicating the 

candidate for the transmission time of the log information 

received by the NW communication unit 60 in the storage 

unit 66, in association with the identification information 15 

indicating the communication control device 301 which is 

the transmission source (step S425). As a result, the 

information indicating the candidates for the transmission 

time of the log information from each communication control 

device 301 in the communication system is accumulated in 20 

the storage unit 66. 

 The control unit 61 of the communication control 

management device 5 creates a schedule (log collection 

schedule) of the time at which each communication control 

device 31 of the entire system transmits the log 25 

information, based on the candidates for the transmission 

time of the log information of each communication control 
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CLAIMS 

 

 1.  A communication system comprising:  

 a first communication control device connected between 

a first device and a network communication network; and 5 

 a second communication control device connected 

between a second device and the network communication 

network, 

 the first communication control device including: 

 a plurality of communication systems connected in 10 

parallel between the first device and the network 

communication network; and 

 a distribution controller provided between the first 

device or the network communication network and the 

communication systems, and configured to execute 15 

communication processing in a distributed manner by 

communication systems of the number corresponding to a 

processing load on data from the first device or the 

network communication network, 

 each of the communication systems comprising:  20 

a first authentication unit; and  

a first controller configured to request the first 

authentication unit to perform at least one of a mutual 

authentication process with the second communication 

control device using a secret key and a client certificate 25 

issued by a private authentication authority or an 

encryption and decryption process for encrypting 
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information transmitted from the first device to the second 

device using a common key determined by the first device 

and the second device, and decrypting information 

transmitted from the second device to the first device, and 

to execute a communication process for transmitting and 5 

receiving plain text data with the first device, and 

 the second communication control device including:  

 a second authentication unit; and 

 a second controller configured to request the second 

authentication unit to perform at least one of a mutual 10 

authentication process with the first communication control 

device using a secret key and a server certificate issued 

by the private authentication authority or an encryption 

and decryption process for encrypting information 

transmitted from the second device to the first device 15 

using a common key determined by the first device and the 

second device, and decrypting information transmitted from 

the first device to the second device, and to execute a 

communication process for transmitting and receiving plain 

text data with the second device. 20 

 

 2. The communication system according to claim 1, 

wherein when an amount of data from the first device or the 

network communication network is equal to or greater than a 

threshold value while a first communication system included 25 

in the communication systems is executing communication 

processing, the distribution controller activates a second 
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communication system different from the first communication 

system to execute the communication processing through the 

first communication system and the second communication 

system in a distributed manner. 

 5 

 3. The communication system according to claim 1, 

wherein when an amount of data from the first device or the 

network communication network is less than a threshold 

value while two communication systems included in the 

communication systems are executing communication 10 

processing, the distribution controller brings either one 

of the two communication systems to a non-communication 

state, and causes the other of the communication systems to 

continuously execute the communication processing. 

 15 

 4. The communication system according to claim 2 or 

3, wherein the first communication control device includes: 

 a memory configured to store the threshold value; and 

 an interface configured to input the threshold value 

to be stored in the memory. 20 

 

 5. A communication control device comprising: 

 a plurality of communication systems connected in 

parallel between a first device and a network communication 

network; and 25 

 a distribution controller provided between the first 

device or the network communication network and the 
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communication systems, and configured to execute 

communication processing in a distributed manner by 

communication systems of the number corresponding to a 

processing load on data from the first device or the 

network communication network, 5 

 each of the communication systems comprising:  

 an authentication unit; and 

a controller configured to request the authentication 

unit to perform at least one of a mutual authentication 

process with the second communication control device using 10 

a secret key and a client certificate issued by a private 

authentication authority or an encryption and decryption 

process for encrypting information transmitted from the 

first device to the second device using a common key 

determined by the first device and the second device, and 15 

decrypting information transmitted from the second device 

to the first device, and to execute a communication process 

for transmitting and receiving plain text data with the 

first device. 

 20 

 6. The communication control device according to 

claim 5, wherein when an amount of data from the first 

device or the network communication network is equal to or 

greater than a threshold value while a first communication 

system included in the communication systems is executing 25 

communication processing, the distribution controller 

activates a second communication system different from the 
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first communication system to execute the communication 

processing through the first communication system and the 

second communication system in a distributed manner. 

 

 7. The communication control device according to 5 

claim 5, wherein when an amount of data from the first 

device or the network communication network is less than a 

threshold value while two communication systems included in 

the communication systems are executing communication 

processing, the distribution controller brings either one 10 

of the two communication systems to a non-communication 

state, and causes the other of the communication systems to 

continuously execute the communication processing. 

 

 8. The communication control device according to 15 

claim 6 or 7 comprising: 

 a memory configured to store the threshold value; and 

 an interface configured to input the threshold value 

to be stored in the memory. 




