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BACKGROUND OF THE I NVENTION Field of the Invention This invention relates
generally to the field of secure electronic nmessaging and in particular to
managenent ROSE-RERERENCECTO HWELATED APFLICATINES Secure nessaging clients.
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This invention relates generally to the field of secure electronic messaging
and in particular to management and transfer of Certificates between secure messaging

clients.

Description of the State of the Art

‘Most known secure messaging clients, including for example e-mail
software applications operating on desktop computer systems, maintain a data store, or
at least a dedicated data storage area, for secure messaging information such as
Certificates (“Certs”). A Cert normally includes the public key of an entity as well as
identity information that is bound to the public key with one or more digital signatures.
In Secure Multipurpose Internet Mail Extension (S/MIME) messaging, for example, a
public key is used to verify a digital signature on a received secure message and to
encrypt a session key that was used to encrypt a message to be sent. In other secure

messaging schemes, public keys may be used to encrypt data or messages. If a public



t hese operations can be perforned. Normally, each nessaging client
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and managwe nusisewn  Certs and private keys independent|y Pofl/@tobeoses
messaging clients. However, when a wuser has nore than one nmessagi ng

client, oksristicigvatiatie deshd Aiesedgih@plien wieshsegaired EsrgHengtioh RiE)digiagl a
W rel ess nobile conmuni cation device, for exanple, then Certs nust

typi cal | ysigeatleadeicaivn tRaahe CRASAGSIS 16Ad&RNENtb 1Tl SadiRy tlicn®BEfRRe
Therefore, there remains a need for a nmessaging client wmth a Cert

nanagenenthesé dpbfAidRs @an L parforiddt hRbmsAIRPbhéh AfesSBGihg ERERUSTESIshasd
| oading. There renmains a related need for a Cert managenent and | oadi ng

system agdinmBhidasonsHINE Bt AoiRENSBb@in &7/ eqiREPOSE R ﬁ‘f&ﬁaéé@&%ﬁr‘i

between a first nessaging client and a sécond nessaging cliéent 1s

provi ded. cdhe aR8 HReste R s'ir{b‘ébHﬁ&er{tIK)%f %it?e‘??nééfsagiﬁgtcﬂgﬁtbsmd%v‘éPW'&at I ons

h
between the fi rs? messagl ng client "and the sec nmessagi ng client

sel ect | “guéHF%aQrmdFBrtﬁaﬁnréés @gg%%qﬁégflwt tcﬁb%reftfgb é@&d 89Iaﬂ$g

transfer to the secon I ent trans err| ng

syst om  oorster (R Snd ERRAGLAoCHS Efh okl SR, "ﬁ%ﬁ@%ﬁg‘?ﬁ‘géﬁ%f.em
and a secgg tgaéaﬁ,%éwga&éq 5 éfaﬁh%e%eagogw.&ﬁ%om% UG comrise. at

the first St Cert store
f
cont i gur ed ES aiéé’éfﬁe{%‘ie@?mei r%é?bs%%”@%?f&%%&‘i%@é@%la st ore,
d afi t, t
ystom - nonFoeietd B e BRbRS el bl A bendReT e e 1
configured to stor There remains a related need for a Cert management and loading system

and method.

SUMMARY

A method of Cert management and transfer between a first messaging
client and a second messaging client is provided. The method may include the steps of
establishing communications between the first messaging client and the second
messaging client, selecting one or more Certs stored on the first messaging client for
transfer to the second messaging client, and transferring the selected Certs from the
first messaging client to the second messaging client.

A system for Cert management and transfer between a first messaging
client and a second messaging client is also provided. The system may comprise, at
the first messaging client, a first memory comprising a first Cert store configured to

store Certs, a first Cert synchronization (sync) system configured to access the first Cert



Certs, a second Cert sync systemconfigured to access the second Cert
store, and a second communi cations interface conpatible wth the first
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Cert sync systém coupled to the Cert store and the communications .
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serial port associated with the computer system, a mobile device cradle connected to
the serial port, the mobile device crédle having an interface, and a mobile device
interface associated with the wfreless mobile communication device and compatible
with the interfabe of the mobile device cradle. Certs stored at the computer system may
be transferred to the wireless mobile communication device when a communications
link is established between‘ the computer system and the wireless mobile
communication device by placing the wireless mobile communication device in the
mobile device cradle.
A wireless mobile communication device is also provided, and may
comprise a wireless transceiver, a messaging system coupled to the wireless
transceiver, a communications interface, a Cert store configured to store Certs, and a

Cert sync system coupled to the Cert store and the communications interface. The

messaging system may be configured to store Certs received via the wireless



received via the communications interface to the Cert store. BRI EF
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and net hods according to aspects of the present invention may be
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Fig. 4 is a flow diagram illustrating a method of Cert management and
transfer between messaging clients.

Fig. 5 is a block diagram of a wireless mobile communication device as an
example of a messaging client in which systems and methods according to aspects of
the present invention may be implemented.

Fig. 6 is a block diagram showing an exarﬁple communication system.

Fig. 7 is a block diagram of an alternative example cqmmunication
system.

Fig. 8 is a block diagram of another alternative communication system.

DETAILED DESCRIPTION

A secure message is a message that has been processed by a message
sender, or possibly an intermediate system between a message sender and a message
receiver, to ensure one or more of data confidentiality, data integrity and user

authentication. Common techniques for secure messaging include signing a message
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signed and then encrypted by a nmessage sender, according to variants of
Secure Miltipurpose Internet Mail Extensions (S/M ME). A nessaging client
al l ows a wpaamssn which it operates to receive and possiPoiTyCAak®e@s68end
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The. wireless network gateway 16 is also connected to a wirel ess

comuni camumipuRteRitsmePMall ExiishsaSMIvE) ess nmobi | e comuni cation devi ce
22 ("nobile device"), is configured to operate. The conputer system 14 may

be a desktop or |al’\trﬁésd%§mgwﬂlbﬁfbllo$vs é%ﬁérﬂ%%lérﬂt 6RETREY 16 Fb&ivParid1® VAN

12, the Internet for exanple. PCs, such conputer system 14, normally
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Application Service Provider (ASP) “or the e corpo ate
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- wireless network gateway 16 and a corporate Local Area Network (LAN) 18. The
wireless network gateway 16 is also connected to a wireless communication network 20
in which a wireless mobile communication device 22 (“mobile device”); is configured to
operate.

The computer system 14 may be a desktop or laptop PC, which is
configured to communicate to the WAN 12, the Internet for example. PCs, such as
computer system 14, normally access the Internet through an Internet Service Provider
(1SP), Application Service Provider (ASP) or the like.

The corporate LAN 18 is an example of a network-based messaging
client. It is normally located behind a security firewall 24. Within the corporate LAN 30,

a message server 26, operating on a computer behind the firewall 24, acts as the
primary interface for the corporation to exchange messages both within the LAN 18,
and with other external messaging clients via the WAN 12. Two known message

ftTM

servers 26 include, for example, Microsoft' " Exchange Server and Lotus Domino™



UNI X- based Sendnmail protocols to route and deliver mail. The nmessage server
26 may also provide additional functionality, such as dynam c dat abase
storage fwp odaow®sd i ke cal endars, todo lists, task |ists, PeTraok/oesasl
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The wireless gateway 16 provides an interface to a wireless network 20,
through which messages may be exchanged with a mobile device 22. The mobile
device 22 may for example be a data communication device, a voice communication
device, a dual-mode communication device such as most modern cellular telephones
having both data and voice communications functionality, a personal digital assistant
(PDA) enabled for wireless communications, or a laptop or desktop computer system
with a wireless modem.
Such functions as addressing of the mobile device 22, encoding or
otherwise transforming messages for wireless transmission, and any other required
interface functions may be performed by the wireless gateway 16. The wireless
gateway 16 may be configured to operate with more than one wireless network 20, in

which case the wireless gateway 16 may also determine a most likely network for

locating a given mobile device user and possibly track users as they roam between



countries or networks. Any conputer systemw th access to the WAN 12 may
exchange nessages with the nobile device 22 through the wirel ess network
gat eway .W6.02/1858@r nati vely, private wirel ess network gat@aayaozedss as
wireless Virtual Private Network (VPN) routers could al so be inplenented
t 0 provi deuatrssiormetvdrké.erface to a wireless network. For exanple, a
wireless VPN inplenented in the LAN 18 nay provide a pri‘'vate interface
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t hrough the wireless network 20. Such a private interface to wreless
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message server 26. Such a message redirection system is disclosed in United States

-Patent No. 6,219,694, which is hereby incorporated into this application by reference.
In this type of system, incoming messages received by the message server 26 and
addressed to a user of a mobile device 22 are sent through the wireless network
interface, either a wireless VPN router, wireless gateway 16 or other interface for
example, to the wireless network 20 and to the user's mobile device 22. Another
alternate interface to a user’'s mailbox on a message server 26 may be a Wireless
Application Protocol (WAP) gateway. Through a WAP gateway, a list of messagesin a
user’s mailbox on the message server 26, and possibly each message or a portion of
each message, may be sent to the mobile device 22. Several example commﬁnication

~ systems are described in further detail below.
A wireless network 20 normally delivers messages to and from mobile

devices 22 via RF transmissions between base stations and mobile devices 22. The
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data-centric wireless network, (2) a voice-centric wreless network, or
(3) a duawomodelsset wor k t hat can support both voice and @®aTacA02/00868
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data-centric network include, but are not limited to: (1) the Mobitex™ Radio Network
(“Mobitex”), and (2) the DataTAC™ Radio Network (“DataTAC”). Examples of known
voice-cenfric data networks include Personal Communication Systems (PCS) networks
like CDMA, GSM, and Time Division Multiple Access (TDMA) systems that have been
available in North America and world-wide for several years.
The mobile device 22 may be a data communication device, a voice
communication device, or a multiple-mode device capable of voice, data and other
* types of communications. An exemplary mobile device 22 is described in further detail
below.
Perhaps the most common type of messaging currently in use is e-mail.
In a standard e-mail system, an e-mail message is sent by an e-mail sender, possibly
through a message server and/or a service provider system, and typically routed

through the Internet to one or more message receivers. E-mail messages are normally



-8 WD 02/ 101580 PCT/ CA02/ 00868 sent in the clear and use traditional
Sinple Mail Transfer Protocol (SMIP), RFC822 headers and M ME body parts
to defi newDhe/16s8omat of the e-mail nmessage. I n recent yeaPST/(G@®CN00888
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exchange in a nessagi ng system The systemincludes an e-nmail sender 30,
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and a wireless gateway 34, which provides an interface between the WAN 32 and a

wireless network 36. A mobile device 38 is adapted to operate within the wireless

network 36. Also shown in Fig. 2 is a computer system 31 associated with a mobile

device 38 or a user of the mobile device 38 as described in further detail below. The

computer system 31 has a communication link 33 to an interface or connector 35

through which information may be exchanged with the mobile device 38, as indicated by

the dashed line 39.

The e-mail sender 30 may be a PC, such as the system 14 in Fig. 1, or it

may be a network-connected computer, such as computer system 28. The e-mail

sender 30 may also be a mobile device on which e-mail messages may be composed

and sent. The WAN 32, wireless gateway 34, wireless network 36 and mobile device

38 are substantially the same as similarly labelled components in Fig. 1.

According to secure messaging schemes such as S/MIME and PGP, a
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or ot her ran ormati1 on operati on on est gener I gest

signature t@y&hﬂﬁuﬁﬁgnﬁh%&@ (r)rﬁ?%s%laﬁ'e?fo%éém di gest and the digest

flhgngteﬁ(rjgrl e | e~ out goi ng nessage. In addition, a Cert of
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message. This digest is then signed by the sender using the sender’s private key. The
private key may be used to perform an encryptiqn or other transformation operation on
the digest to generate the digest signature. A digital signature including the digest and
the digest signature is then appended to the outgoing message. In addition, a Cert of
the sender, which includes the sender’s public key and sender identity information that
is bound to the public key with one or more digital signatures, and possibly any chained
Certs and Certificate Revocation Lists (CRLs) associated with the sender’'s Cert and
any chained Certs may also be attached to a secure meséage.

The secure e-mail message 40 sent by the e-mail sender 30 may include
the digital signature 42, as well as the encrypted message body 44 and the encrypted
session key 46, both of which are signed. The sender’s Cert, any chained Certs and
one or more CRLs may also be included in the message 40. In the S/MIME secure

messaging technique, Certs, CRLs and digital signatures are normally placed at the
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one or nore CRLs may al so be included in the nessage 40. In the SIMME
secure nessaging technique, Certs, CRLs and digital signatures are

nor mal | y wioacadisat the -10 WO 02/101580 PCT/ CA02/ 00868 Iregicnoioggesf a
nmessage, and the nmessage body is included in a file attachnent. Messages

gener at ethdyinitd'8f aSRieNER) BRAARE MHessah6 By T8 YndMidREin'B Sha afackiAémonent s
in a different order than shown or include additional and/or different

conponent r fd8adih s | HEP akdr k
i nf or mat i'gﬁ?fa@%ﬁq as tge'jl'ol:%{' %g%g éIggﬁn " g?r%i?rggggﬂ?ggsegf and g?%eégbheader

| nf or mat | QimpdffeRts g aﬁ&@ﬁﬁoﬁeg%én GRSARDR ifude adqlbndI" drhGitfSrefR |
sender 30, It is routed through the WAN 32 to the conputer system 31,
which in ' ' ' | HB=mmid addr ess
For user TorRREETFelamOe, a SiciREneSadle ARRAL Il alblcRepd o dRond s 2

mai | box og, 4 d@j@?%ﬁ?gﬁﬁﬁ:”?eg{l IB&:e%QéQ’%ﬁBthe?Yw%é&&ir’ff%rﬁmgi?él{:kages the

secure nessage an e roni ¢ envel ope and forwards the repackaged
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nodul e.
sent through the wireless network 36 to the mobile device 38. At the mobile device 38,

the electronic envelope is then removed from the repackaged message to recover the
original secure message 40, which may then be processed on the mobile device 38.
This message repackaging may involve such operations as compression, encryption
and encoding, and will typically be performed by a software module or application
operating at the computer system 31. Where the computer system( 31 accesses
received e-mail on a messaging server however, the repackaging operations may be
performed at the messaging server or possibly another system operating in conjunction
with the messaging server. At the mobile device 38, inverse operations are similarly
performed by an unpackaging system or software module.

Although the computer system 31 is shown as receiving the secure
message 40, repackaging the message and then sending the repackag.ed message to

the mobile device 38 in the illustrative example system of Fig. 2, other implementations
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Al t hough the conputer system 31 is shown as receiving the secure nessage
40, repackaging the nessage and then sendi ng the repackaged nessage to the
nobi | e dewDae/18380 n the illustrative exanpl e system of Fi @CTR;A0000888

i mpl enentations -11 WO 02/101580 PCT/ CA02/ 00868 are al so possible. For

exanpl e, ileailsiofodsiisleFbcsxanipldlaiye MRbRS HERES 3B hayBer Riréssablertiredily, wh case
the nmessage 40 is routed to the wireless gateway 34 instead of to the

conput er gigh @as6 lhe MiRsibd 805 v Ve RitelbbS GateWal WahsAY df Q8 the ed
address translation, encoding or simlar functions, if any, and sends the

nessage tE&ypalr $ydem W1l ef Wiréléééé‘%ét%wﬁ? 34qnéh Bedriis hydRYLES dddresd

addition, the nessage nay be rout r Torwarded to the nobile device 38

thr ough - | BABtichB '
rough ofdiiation2Bfdtdirlg SEGHAY fﬁﬁ&ldﬂg?ﬂpaﬁﬁggwrggﬁhﬁ% ﬂa&ﬁ@%‘gﬁg’ghw

exanple, routing to the wrel ess networ e acco using a

W rel ess M?é\lle%QHét%rk@é%é%cﬁiﬁe‘@&ﬂe@@? e-nai | sender 30, or, in the case
d

of a nessage being received at a conputer system 31 and then forwarded to

the nobile device #addifiddidIReSB S be RYRDTIoardsR IR BbviEd 2 o

si gned nmessage, bot e conputer “system and nobi evi ce

Ty RS S IRGE R PSS ™

rrﬁssagg bod SESsS| on acti t he from
ext r act ﬁh*oﬁbraii%gwée?%sféﬁaﬁtﬁéﬁs’%;“pﬁf85 Ao TRRNEN PGl oindd Yo Bfef! 0!
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Thhe o aoaReL Rl o e b ldiC SRIBE DR R e Rmp ST e s
gﬁLLegSSegy%Eeemgq:shi ng Algorithm1l (SHA1l), although other digest algorithns

Each receiver of a signed message, both the computer system 31 and
mobile device 38 in Fig. 2, may verify the digital signature 42 by generating a digest of
the message body 44 and éncrypted session key 46, extracting the digestl from the
digital signature 42, comparing the generated digest with _the digest extracted from the
digital signature 42, and verifying the digest signature in the digital signature 42. The
digest algorithm used by a secure message receiver is the same as the algorithm used
by the message sender, and may be specified for example in a message header or
possibly in the digital signature 42. One commonly used digest algorithm is the so-
called Secure Hashing Algorithm 1 (SHA1), although other digest algorithms such as
Message-Digest Algorithm 5 (MD5) may also be used.

In order to verify the digest signature 42, a message receiver must retrieve
the sender’s public key and verify the signature on the digest in the digital signature 42

by performing a reverse transformation on the digest signature. For example, if the
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Message- Di gest Algorithm5 (MD5) may al so be used. In order to verify the
di gest signature 42, a nessage receiver nust retrieve the sender's public
key and veoiokgotsee signature on the digest in the digital peiTgsakoosss42 by
perform ng a reverse transformation on the digest signature. For exanple,

i f the -mh@ssigeOsintiel g8Rerdtel (BROAIHOSEHEhatiresIBAERCcrgBtdEIheOdigest alsety tdre

di gest signature by encrypting the digest using its private key, then a
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the sender and stored in a Key store in the recelver s oca store.
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with the PKS. A sender’'s Cert may be loaded onto a mobile device 38 from an

associated computer system 31, as described in further detail below.

A digest algorithm is preferably a non-reversible function that produces a

unique output for every unique input. Therefore, if an original message is changed or

corrupted, then the digest generated by the receiver will be different from the digest

extracted from the digital signature, and signature verification therefore fails. Because

digest algorithms are publicly known, however, it is possible that an entity may alter a

secure message, generate a new digest of the altered message, and forward the

altered message to any addressed message receivers. In this case, the digest

generated at the receiver on the basis of the altered message will match the new digest

that was added by the entity that altered the message. The digest signature check is

intended to prevent verification of a digital signature in such a situation. Even though
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secure nmessage, generate a new digest of the altered nmessage, and forward

the altered nessage to any addressed nessage receivers. In this case, the
di gest gwoaravbesdo at the receiver on the basis of the altecadAarsemge wil l
mat ch the new digest that was added by the entity that altered the

nessage. tﬁbgeﬁéﬂ%arﬁirﬁﬂﬁ(ﬂiﬁéﬁsWhl&ﬁ#tch,&‘sinderliﬁ?f@@dsigﬁstﬁé%ﬁgﬁéldigérs'ttﬁsii @tion of
a digital signature in such a situation. Even though -13 WO 02/101580

PCT/ CAO2/ {08/ privdle kB RE ah@y RN AieR\ tHé BRSEage\barinoBbRdtateSd AEW dRyegeNnder
signs the original digest using its own private key, the entity that

al tered tﬂ?na{fﬁn%stﬁgﬁcé}ﬁﬁé‘%rif%ﬂmﬂﬁh@ senbievs BiaRs key.STAEYRIAIE Caliibabh @R be
verified th the sender's private key. Therefore, although the  digests in

the al ter&geagﬁﬁﬁe%n%h%sfs%@@nﬁw, {r@d@;agieagha&%ﬁe Wbt erm%d\éﬁ{cemeed since

t he " di gest signature veri atiron w || ese mat hemati cal operations

do not prgxeqt; BYLRQ%{i]ﬁ&%ﬁWﬂ'fQW the contents of the secure nessage, but
do ensure ¥§e r@ssage as not L ]

een tanpered wth since it was signed by
e L T S L
Ce e e A E G ko, A AR B i e
O Bl e ot 12 B T R B B0 s e Bl .,
Uoes S B RS kR U B o0, soest on ey 46 and hen uses
Lher o0y reeover Ut LBl SRR e e BB B AR o o
the sessi gigitet(legggr]:act)ﬂree\?gn iczrslt(?(g:neifa\llil(g,r tﬁehgkcr\olgtséder%g%teegody 44 must then be
decrypted before it can be displayed or further processed by a receiving messaging
client, the computer system 31 and the mobile device 38 in Fig. 2. A message receiver
uses its private key to decrypt the encrypted session key 46 and then uses the
decrypted session key to decrypt the encrypted message body 44 and thereby recover
the original message.

An encrypted message that is addressed to more than one receiver would
include an encrypted version of the session key for each receiver that was encrypted
using the public key of the receiver. Each receiver would perform the same digital
signature verification operations, but would decrypt a different one of the encrypted
session keys using its own private key.

Therefore, in a secure messaging system, a sending messaging client

must have access the public key of any receiver to which an encrypted message is to

be sent. A receiving messaging client must be able to retrieve the sender’s public key,

-14 -



using the public key of the receiver. Each receiver would performthe sane
digital signature verification operations, but would decrypt a different

one of thwoenaoypied session keys using its own private PRPeY/CADDOOSSEEOre, in
a secure nessaging system a sending nessaging client nust have access the

publi c keyhiger n@wera%ma@fo 4 Medbidity arneRfdughivafoiemeaimidrs iPordeetosent . A
recei ving .nmessaging client nust be able to retrieve the sender's public
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nmessagi ng cl’i ent” through various nechani'sns, in order to verify a digital
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sending an nmessage recel Vi ng oper t1ons. eys ar connnn y
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Cert, as well as other types of Cert, both currently known types as well as others that
may be developed. The digital signature in a Cert is generated by the issuer of the
Cert, and can be checked by a message receiver substantially as described above. A
Cert sometimes includes an expiry time or validity period from which a messaging client
may determine if the Cert has expired. Verification of the validity of a Cert may also
involve tracing a certification path through a Cert chain, which includes a user’s Cert as
well as possibly other Certs to verify that the user's Cert is authentic. A Cert may also
be checked against a CRL to ensure that the Cert has not been revoked.

If the digital signature in a Cert for a particular entity is valid, the Cert has
not expired or been revoked and the issuer of either the Cert or a chained Cert is
trusted, then the public key in the Cert is assumed to be the public key of the entity for
which the Cert was issued, also referred to as the subject of the Cert.

Certs may be available to a messaging client from several sources. When
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wel | as possibly other Certs to verify that the user's Cert is authentic. A
Cert may al so be checked against a CRL to ensure that the Cert has not
been revowed2/10158¢ he digital signature in a Cert for a paPCrasoa0ossstity is
valid, the Cert has not expired or been revoked and the issuer of either

the Cert ®CerisdiRicR8Etd®fdceived nidsdade the CoRBah b6 eRtvddteE frmithé mebsgeCert i s
assuned to be the public key of the entity for which the Cert was issued,

al so ref eqfedioréd 3y tHee nfadBhGiR§ bnt heOhBRiise, CEBHS dBRY bBereduadtbdldri to a
messagi ng client from several Sources. Wien " -15 WO 02/ 101580
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ot her network w a requestor may estab comuni cat | ons.
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with the r%gsr.rs%glég %rré e!(gec}tgc? to be received, such that digital signatures may be verified

even if one of these entities does not append its Cert to a signed message.

In known systems, any Cert must be requested from a Cert source and

stored on each messaging client. Certs are not normally shared between messaging

clients, even when the messaging clients are associated with the same user. In the

system of Fig. 2 for example, if user A requires a Cert for another entity, user B, on both

the computer system 31 and the mobile device 38, then user B's Cert must be

requested and loaded twice - once for the computer system 31 and again for the mobile

device 38. Using a Cert management and transfer system, however, user B’s Cert

need be requested and loaded on only one of the computer system 31 and the mobile

device 38.

Fig. 3 is a block diagram of a mobile device and an associated computer

system implementing a Cert management and transfer system. In Fig. 3, only the
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systemof Fig. 2 for exanple, if user Arequires a Cert for another entity,
user B, on both the conputer system 31 and the nobil e device 38, then user
B's Cert wogR/101580 r equest ed and | oaded twice - once for tRETANURMSES SysStem
31 and again for the nobile device 38. Using a Cert managenent and

transf er compaientsmiRIEinvolVe®in Cors mahagemastemdinse dpsiatidngae@ sheaded on
only one of the conputer system 31 and the nobile device 38. Fig. 3 is a

bl ock di agsasnIabetagParérto dRYdeCskilfiitinane aFcRat atnesbile (B deeand SarAp@ET
i npl ementing a Cert nmanagenent and transfer system In Fig. 3, only the
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typically include further conponents. The conputer system 31 and 7a hobile
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second nessagl ng et ween e transferred: I rst and

second Wé@?é@'yk’éﬁgﬁ}ﬁ%ﬁ%gﬂ% 5@@%@45&5&% nobi | e devi ces or two

conputer s I'n evice 38 incorporating a

Cert management aﬂgshé\ﬁﬂﬁm‘cﬁégﬁ)&% e Eiﬁ%oﬂq%ﬁﬁlgcﬁml ﬁggf@ﬁgi 9

system 60, a Cert “~synchroniZation (sync) syste user ace (U)
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which messaging contact information is stored, and an application data storage area 58
which stores data associated with software applications on the mobile device 38. Data
stores 56 and 58 are illustrative examples of stores that may be implemented in a
memory 52 on mobile device 38. The memory 52 may also be used by other device
systems in addition to those shown in Fig. 3 to store other types of data.

The memory 52 is a writeable store such as a RAM into_ which other
device combonents may write data. The Cert store 54 is a storage area dedicated to
storage of Certs on the mobile device 38. Certs may be stored in the Cert store 54 in
the format in which they are received, or may alternatively be parsed or otherwise
translated into a storage format before being written to the store 54.

The messaging system 60 is connected to the wireless transceiver 66 and
is thus enabled for communications via a wireless network. The Cert sync system 62 is

connected to the interface/connector 68 to allow communication with the computer
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systens in addition to those shown in Fig. 3 to store other types of data.
The nmenory 52 is a witeable store such as a RAMinto which other device
conponentwomayomsit e data. The Cert store 54 is a storagepamgaaodeokiesat ed t o
storage of Certs on the nobile device 38. Certs may be stored in the Cert

store 54 dydtent 5 thRUGRIN c,rblogte}a‘ﬁhg iieyacRl®nhB&BH ¥and EnndBlord!sohaasi vel y be

parsed or ‘otherw se “trans ed Tnto a storage format before being witten
to the store 54. The nessagi hg system 60 is connected to the wrel ess
transceiver 66 and is thus enabled for comunications via a wreless
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conponents, the connection 33 and the Cert store 72. The Cert store 72

2
coul d posdfesnatively benptesaaidaithe comprtes sysigm 3t Likedhemehyerdavice 38, the

computer system 31 includes a Cert sync system 70, which in most implementations will
be a software application. The Cert sync system 70 interfaces with a Ul 71, which may
include one or more input and output components, the connection 33 and the Cert store
72. The Cert store 72 could possibly be any computer storage medium, including for
example a local hard disk drive or other memory unit. Certs, which are publié
information, could also be shared between computer systems within a network for
example, such that the store 72 is external but accessible to the computer system 31,
for example on a network file server. The messaging system 70 is connected to both
the Cert store 72 and the communications subsystem 76.

A messaging client implementing a Cert management and transfer system
may still preferably retrieve Certs in a conventional manner. This is represented in Fig.
3 by the connections between the messaging systems 60, 74, Cert stores 54, 72 and a

communication system, either the wireless transceiver 66 or communications
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exanple a local hard disk drive or other nenory unit. Certs, which are
public information, could also be shared between conputer systens within a
net wor k fwo o2es#spl e, such that the store 72 is external pat/Goeeessble to
the conputer system 31, for exanple on a network file server. The .
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communi cati ons subsystem 76. A nessaging client inplenenting a Cert

managenenbagid 4 ;Stﬁﬂé'i(%fo‘iﬁ%&ﬁ&ér drBYeddivdd messabe bamBaddr@gsreb%vs neBsddge i N a
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O OIS 83 188 e B2 P Bheilera el AL bt SRR ™
Shor { - 1 arRRAIRfeA BEUveSSh i EABACT, FRTSPFigEn gD o 5! The m8hasas or
connectors 68 and 35 could be any of a plurality of compatible data transfer
components, including for example optical data transfer interfaces such as Infrared
Data Association (IrDA) ports, other short-range wireless communications interfaces, or
wired interfaces such serial or Universal Serial Bus (USB) and connections. Known
short-range wireless communications interfaces include, for example, “Bluetooth”
modules and 802.11 modules aécording to the Bluetooth or 802.11 specifications,
respectively. It will be apparent to those skilled in the art that Bluetooth and 802.11
denote sets of specifications, available from the Institute of Electrical and Electronics
Engineers (IEEE), relating to wireless LANs and wireless personal area networks,
respectively.
Since communications between the computer system 31 and the mobile

device 38 need not necessarily be via a physical connection, references to connecting a

mobile device to an associated computer includes establishing communications
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wired interfaces such serial or Universal Serial Bus (USB) and connections.
Known short-range wirel ess conmunications interfaces include, for exanple,
"Bl uet ootwb 02sro¥80 es and 802. 11 nodul es according to the BCEatA®0IB6®T

802. 11 specifications, respectively. It will be apparent to those skilled

in the arﬁet\h@éﬁa&rﬁﬁﬁt@%ﬁté}ﬂﬁngg%ébhe de@bethroLighlerhar physieal dohRddtion$\sr

available fromthe Institute of Electrical and El ectronics Engineers
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operations may also be automatically executed when the mobile device 38 is connected

to the computer system 31, preferably in accordance with user-specified settings

established at the computer system 31, the mobile device 38, or both.

The Cert sync system 70 may access the Cert store 72 to determine

which Certs are stored therein. The Cert sync system 70 then preferably generates a

list of stored Certs on a Ul 71, preferably a display screen, on the computer system 31.

Certs could be listed for example in the order in which they are stored in the Cert store

72, in order of frequency of use, in alphabetical order of the name of the entity for which

the Cert was issued (i.e. the subject name) or any other default or user-configured

order. In this list, Certs are preferably identified by subject name, or if contact

information for the subject of a Cert is stored in an address book or similar contact

information store on the computer system 31, a Cert could alternatively be identified

using a portion of the contact information such as a familiar name for example.
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established at the conputer system 31, the nobile device 38, or both. The
Cert sync system 70 may access the Cert. store 72 to determne which Certs
are storewotthanessmn. The Cert sync system 70 then pref er ablpgTgesvenetces a
list of stored Certs on a Ul71, preferably a display screen, on the

conput er system 31A udithay @l ehdiel WhitlR @1 g CR¥8MNEIbRd! éh EH%Ec&hﬁﬁérl n
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be sel ectable or configurable using the Cert sync sxstem 70, the Cert sync
syst em 62be selectable or configurable using the Cert sync system 70, the Cert sync system 62,

or both.

On the mobile device 38, Certs are received by the Cert sync system 62
and processed according to the type of transfer operation selected by the user to store
transferred Certs to the Cert store 54. Transferred Certs may be added to the store in
addition to (add operation) or instead of (update operation) Certs already stored in the
Cert store 54 or after the Certs in the Cert store 54 have been deleted (replace all
operation). When Certs are transferred to a mobile device 38 in this manner, a
message sender or an intermediate system through which messages are sent to the
mobile device 38 need not send Certs along with secure messages to the mobile device
38. An intermediate system, if present, may also strip Certs and possibly other
relatively bulky information from a received secure message before it is sent to the

mobile device 38 if the Certs have already been transferred to the mobile device 38.
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or both. On the nobile device 38, Certs are received by the Cert sync
system 62 and processed according to the type of transfer operation
sel ect ed W9 oehe1seser to store transferred Certs to the Cecr/toonessds.
Transferred Certs may be added to the store in addition to (add operation)

or instead of (updgiRedRanaris2rn £robie AbViEAEY teidetEBe limittdatd Sotesst or e 54
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store 54 is or becomes full while the mobile device 38 and computer system 31 are

connected. An alert could also or instead be returned to the Cert sync system 70 when

a user attempts to add a Cert to a full Cert'store 54. In this case, the user could then be

prompted via a Ul 71 to choose whether or not a Cert in the Cert store 54 should be

replaced with the Cert to be added and if so, possibly to select a Cert that should be

replaced. Such a scheme may also allow a user to abort an add operation when a Cert

. store 54 is full.
The Cert sync system 70 on the computer system 31 may also check

each Cert in the Cert store 72 to ensure that only valid Certs are transferred to the

mobile device 38. This may involve checking one or more CRLs, an expiry time or

validity period, and possibly submitting a status inquiry to an external system (not

shown) for each Cert. Any Certs that have expired or are no longer valid may be

deleted from the Cert store 72 and are preferably not included in the Cert list generated

-22-



store 54 is or becones full while the nobile device 38 and conputer system
31 are connected. An alert could also or instead be returned to the Cert
sync systwmoZ@omBen a user attenpts to add a Certto a fulPCT@R/0688r e 54.
In this case, the user could then be pronpted via a U 71 to choose
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status checking and network latency when Cert status information must be requested

from an external source, Cert status checking on a mobile device 38 tends to be

problematic and therefore is not commonly performed. Although valid at' the time of

transfer, Certs in the Cert store 54 that expire, are revoked or become invalid after the

time of tranéfer might not always be detected on a mobile device 38.

Cert management systems and methods may alleviate this problem of

expired, revoked or invalid Certs in the Cert store 54 of the mobile device 38. The Cert

sync systems 62 and 70 can exchange Cert information between the mobile device 38

and computer system 31. The Cert sync system 62, similar to the Cert sync system 70

as described above, is preferably configured to access the Cert store 54 to generate at

least a list of Certs stored in the Cert store 54 when the mobile device 38 is connected

to the computer system 31. Depending upon the information required by the Cert sync

system 70 to check the status of a Cert, a copy of the Certs in the Cert store 54, not just
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However, due primarily to the size of CRLs, processing |oads associ ated
with Cert status checking and network | atency when Cert status information
nmust be rwouwedomso from an external source, Cert status ciR€TKiANQOERGS a

nobi |l e device 38 tends to be problematic and therefore is not commonly

per f or medy |ighlot BQHSmiRbe %aééed 38hé CBR s9hc system e rThedRt becdmpltReCy t store

54 that expire, are revoked or becone mva*id after the tinme of transfer
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62 and 7 an exchange I nformati on between the nobi | evice 38 and
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system 70 as ove, i's pref y configured to access the Cert

store 54 Jr}@gﬁﬁtgﬁ{ Jgérﬁe 1 | §8Gkedit Lé@ir%@,ftr%ec@éﬁ SyretsQEterh 7dtHeks tﬁ@%{ft@st ore 54

when t he vice I'S connecte o the conputer system
Dependi ngbflét%e Ctelﬁe information required by the Cert sync system70 to
check the status of a Cert, a copy of the Certs in the Cert store 54, not
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replaces the expired, revoked or invalid Cert with a new Cert from the computer system
31.
Either the mobile device 38 or the computer system 31 preferably
maintains a record of at least the most recent Cert check for Certs on the mobile device
38, such that the frequency of Cert checking for Certs stored on the mobile device 38 is
controllable. When the mobile device 38 is connected to the computer system 31, this
Cert check record is accessed to determine if the Certs stored in the Cert store 54
should be checked.
Coordinated operation of the Cert sync systems 62 and 70 also provides
for further Cert management functions. Since the Cert sync system 70 has access to
both its own Cert store 72 and, through the Cert sync system 62, the mobile device Cert

store 54, separate lists of Certs stored at the computer system 31 and the mobile

device 38 may be generated and displayed to a user. The user can then easily
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(via a U 71 or 64) to select whether the Cert should be deleted fromthe
Cert store 54 or a new Cert should be retrieved. The Cert sync system 62
t hen eit wo odabsses or replaces the expired, revoked or iParatAodo@sst with
a new Cert fromthe conputer system 31. Either the nobile device 38 or the

conput er deterene hith eldifsaBbve diRaby Bdem Haded obrito otheainobfé@sdevidee 38Dst
recent Cert check for Certs on the nobile device 38, such that the
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select a Cert f o mCt nse moell()a/\élls%ebe transfefrred from the mobile device 38 to the computer

system 31. As described above, both the computer system 31 and the mobile device

38 may retrieve Certs from a variety of soufces. When the computer system 31 and the

mobile device 38 are separately addressable for example, they may receive secure

messages from different senders and thus require different Certs to process the

messages. Different Certs may also be required to send secure messages to different

recipients. If a required Cert was not transferred from the computer system 31 to the

Cert store 54, then the mobile device 38 may retrieve the Cert from another source via

a wireless network for example. In this case, the mobile device Cert store 54 contains a

Cert that might not be available in the Cert store 72 of the computer system 31. Such a

Cert may be transferred from the mobile device 38 to the computer system 31

substantially as described above.

Similarly, where the mobile device Ul 64 includes a display screen and

one or more input devices such as a keyboard, thumbwheel and the like, Cert
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del etion, and can al so determ ne how many Certs are stored on the nobile
device 38 and possibly how nmuch space is remaining in the Cert store 54.
Certs maywalogootseo transferred fromthe nobile device 38 t@CrheAc/oO0Ro8It er

system 31. As descri bed above, both the conmputer system 31 and the nobile

device 3da mdtit ah8 Yransfer Bﬁen’éfiélﬁg EdUIRbe 8nitralbd B e € sYEsystdifs 620mput er
system 31 and the nobile device 38 are separately addresSabl’'e for exanple,
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client which implement a Cert management and transfer method, although as described
above in conjunction with Fig. 3, Certs may also be exchanged between mobile devices
or between multiple computer systems.
| The method begins at step 80, when a mobile device is connected to a
computer system. Step 80 involves establishing communications between the mobile
device and the computer system, for example via a physical link such as a serial or USB
connection or a wireless link such as an optical, Bluetooth,'v802.1 1 or other shont-range
communication link. At step 82, the computer system may check the status of any
Cernts stored in a Cert store on the mobile device, and possibly retrieve a new Cert for
each éxpired, revoked or invalid Cert in the mobile device Cert store, as described
above. Step 86 may be automatic or may alternatively be dependent upon a user

response to a prompt or alert generated when one or more of the Certs stored on the

mobile device are found to be expired, revoked or invalid.
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nobi |l e device 38 is connected to the conputer system31. Fig. 4 is a flow

diagramillustrating a nethod of Cert nmanagenment and transfer between
nmessagi ngwolu2antsso In Fig. 4, a nobile device and a conputPeT/GAmeses are
used as illustrative exanples of a first messaging client and a second

nessaging client whiohB of fHe Gy dn fheGedtileHR\RE QRS BkpiddrévbRES bisiavaTEt hod,
al t hough as described above in conjunction with Fig. 3, Certs may al so be
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from the mobile device to the computer system. Cert selection and transfer steps 90

and 92 may be repeated as often as necessary to perform desired Cert transfer

operations. Cert store overflow handling may be configurable, for example according to

an LRU replacement policy, or in response to a further user selection to replace a

stored Cert or abort the Cert transfer operation. |

Since a computer system normally has faster and more powerful

processing resources and access to a much higher-speed communication link to a PKS

or other Cert source than a mobile device, Cert loading from a remote source to a

computer system is a relatively fast and simple process. Therefore, most Cert transfers

at step 92 will likely be from the computer system to the mobile device be to the mobile

device. However, Cert transfers between computer systems is also possible, when

Certs are to be managed and/or shared between computer systems. Sharing of Certs

between computer systems within a corporate LAN for example would minimize
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the lists at step 90 and the selected Certs are transferred from one
nmessaging client to the other nessaging client at step 92. Steps 90 and 92
may be repeavadisBor each selected Cert. Alternatively, aPaIarAoxeyscsel ect a
plurality of Certs at step 90 and transfer each Cert at step 92 w thout

requi ri ngcéramuRrRatiGE witheX@érnbiFK P86 totér Cdrtsduseds for dyeCdrty thattHave bben  at
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voice and data communication capabilities. The mobile device 500 preferably has the

capability to communicate with other computer systems on the Internet. Depending on

the functionality provided by the mobile device, the mobile de\)ice may be referred to as

a data messaging device, é two-way pager, a cellular telephone with data messaging

capabilities, a wireless Internet appliance, or a data communication device (with or

without telephony capabilities). As mentioned above, such devices are referred to

generally herein simply as mobile devices.

The mobile device 500 includes a transceiver 511, a microprocessor 538,

a display 522, Flash memory 524, RAM 526, auxiliary input/output (I/O) devices 528, a

serial port 530, a keyboard 532, a speaker 534, a microphone 536, a short-range

wireless communications sub-system 540, and may also include other device sub-

systems 542. The transceiver 511 preferably includes transmit and receive antennas

516, 518, a receiver (Rx) 512, a transmitter (Tx) 514, one or more local oscillators (LOs)
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managenent operations than Cert transfers may also be perforned after lists
of stored Certs are generated and displayed at step 88. For exanple, Certs
may be sewearadisBor del etion or other operations than traasf@w2naeanot her
messaging client. Fig. 5 is a block diagramof a wireless nobile

conmuni cabiNrardey idigtahsighal prosesspl (DSP) B20Te Yilith Mige FldshNhembr6R4;ihd he
present invention may be inplenented. The nobile device 500 is preferably

a two- V\/aYnﬁﬁﬂ'éTUém@@SO@Bre@éﬁbﬁ%dﬂﬁiébI&Q:I@*ahﬂy%@ééftwé’r@ln@&i@é%mm4N that
conmmruni cation capabilities he nobil e device 500 preferably has the

capabi | i t ¥arl Be @REEUIEY B?Wrﬁe MidrGprotdtRbr SIETHIS the BISFTE20)incliRing™d gsiee!t -

Depending on the functionality provided by the nobile device, the nobile

devi ce ”%rﬁ uhRERSH ﬁ\%dh% B, & dafd @orﬂﬁr%ﬁﬁﬂh&%ﬂ@ﬁl’e%@aaﬁ&@ pigipeger. a

cellular t one W th ta nmessaging capabilities, a wreless [nternet

appl i anceothgg oﬁerg%r?alm S%TN' @Pcﬁ?éﬁ&@ut(é’\blhﬁh of oth rh@hﬁttgﬁ@l ephony

capabilities As mnen ove devi ces e referre generally

herein sinply as mapiel B ERVEGRS: 50¢ Rirkily deioShayp 9m Ul dBuice
BgPeRiratly SMoSay Biinililc

transceiver 511, a m croprocessor menory 524,

RAM 526, @%\éﬁé \Bi¥ d '&%ﬁté%ﬁﬂ”ﬁméét{o@ a%%ih %% %ﬁs f3r e§§r‘h %l t%o%bﬁéo a

keyboar d a sp EaK short-ra W reless
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modul e 52336 ’bagg %tatlo Isunetworlélcontrollers etc., or they may be integrated into a single
wireless network. References to the network 519 should therefore be interpreted as
encompassing both a single voice and data network and separate networks.
The communication subsystem 511 is used to communicate with the
network 519. The DSP 520 is used to send and receive communication signals to and
from the transmitter 514 and receiver 512, and may also exchange control information
with the transmitter 514 and receiver 512. If the voice and data communications occur
at a single frequency, or closely-spacéd set of frequencies, then a single LO 513 may
be used in conjunction with the. transmitter 514 and receiver 512. Alternatively, if
different frequencies are utilized for voice communications versus data
communications, then a plurality of LOs 513 can be used to generate a plurality of

frequencies corresponding to the network 519. Although two antennas 516, 518 are

depicted in Fig. 5, the mobile device 500 could be used with a single antenna structure.
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ot her operational nodul es 524N for carrying out a plurality of other
functions. The nobile device 500 is preferably a two-way conmuni cati on
devi ce hwoimgowssd ce and data commruni cati on capabilities. PTTCA02/00868
exanple, the nobile device 500 nay conmuni cate over a voice network, such

as any of |hfemativn, edichlindlidbstdth véieé bHd aatanefonRatich, isfstinriBiicated ®o and
communi cate over a data network. The voice and data networks are depicted

in Fig. 5frém freeconmiMitatcrd ifsudi®WAn vid% liRkaswdon @e BP dbaandigheor ks
may be separate comrunication networks using separate infrastructure, such

as base skpdrbmogessoebs@rk controllers, etc., or they may be integrated into
a single wreless network. References to the network 519 should therefore

be interpreted as m@cmwhagg#%hh@ cRhitlRctRhCSIRYSteRPE R NElHORK and
separate networks. The conmuni cati on subsystem 511 i s used to comuni cate

with the frlgﬁléﬁeylbaﬁ 90 5&195{5??@&%, oWELRVEIC eRENHI g%gjegﬁgéérﬂ%gon the

communi cat signals to an romthe transmitter recei ver 512,

and Y abaBmeEaRPRelBINE @ in WAICAAE oBlle ddlidd sad1E ichERIETh bb&fate? Far and

receiver ata conmuni catl ons occur at' a sing
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with the GPRS data communication network and the GSM voice communication

network. Other types of data and voice networks, both separate and integrated, may

also be utilized with the mobile device 500.

Depending upon the type of network 519, the access requirerﬁents forthe

mobile device 500 may also vary. For example, in the Mobitex and DataTAC data

networks, mobile devices are registered on the network using a unique identification

number assdciated with each device. In GPRS data networks, however, network access

is associated with a subscriber or user of the mobile device 500. A GPRS device

typically requires a subscriber identity module ("SIM"), which is required in' order to

operate the mobile device 500 on a GPRS network. Local or non-network

communication functions (if any) may be operable, without the SIM, but the mobile

device 500 will be unable to carry out any functions involving communications over the

network 519, other than any legally required operations, such as ‘911’ emergency
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The detail ed design of the conmunicati on subsystem 511, such as frequency
band, conponent sel ection, power level, etc., wll be dependent upon the
conmuni cawpDap/1esBwor Kk 519 in which the nobil e device 500 iPSTianoenesss t o
operate. For exanple, a nobile device 500 intended to operate in a North
Anerican émﬁ,{@et may include a conmunication subsystem 511 designed to
operate with the Mbitex or DataTAC nobile data comruni cati on networ ks and

al so designed to op@eps i ifra¥én bedci | i ion
net wor ks, such as ANPS,’W%%&N%&C%K/WA?*E@'S, aetc., I\ﬁgpggéégu%%yebgﬁ/i ce 500
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activati Or%oglrjlgﬁgndgrqg 2n£‘o%\i/r$g, l?oereer;@mple, by the DSP 520 and are then provided to the
transmitter 514 for digital to analog conversion, frequency up conversion,_filtering;
amplification and transmission to the commﬁnication network 519 via the antenna 518.
Although a single transceiver 511 is shown in Fig. 5 for both voice and data
communications, it is possible that the mobile device 500 may include two distinct
transceivers, a first transceiver for transmitting and receiving voice signals, and a
second transceiver for transmitting and receiving data signals.
In addition to processing the communication signals, the DSP 520 may
also provide for receiver and transmitter control. For example, the gain levels applied to
communication signals in the receiver 512 and transmitter 514 may be adaptively
controlled through automatic gain control algorithms implemented in the DSP 520.
Other transceiver control algorithms could also be implemented in the DSP 520 in order

to provide more sophisticated control of the transceiver 511.

The microprocessor 538 preferably manages and controls the overall
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conpl eted, the nobile device 500 may send and recei ve conmmunication
signals, preferably including both voice and data signals, over the

net wor k 5w®.02808@l s recei ved by the antenna 516 from t hecaraamoossat i on
network 519 are routed to the receiver 512, which provides for signal

anpl i fi cagperatior sfaawadBNe doVdt S0D) \\4rSitatas dfimiérepidtgssors bemitedconBbIReS | on,
etc., and nmay al so provide analog to digital conversion. Analog to digital

conver si ogoudd bé hSed RERY, BE GitsiaNddly,al $iAYIE DBF 520 66MH 8% USEHd EdrBAG It Ae _
functions, such as digital denodul ati on and decoding to be perforned using

the DSP Sffctidrs 6 thé midrbrocESdR §48. LovBRIbIonfiidcationtamdtiohednéiadihhat net wor k
519 are processed, including nodulation and encoding, for exanple, by the

DSP 520 ajgsi@distatdRNVAES CoRRINLbAS artelr&é?ﬁ:%ba%mﬁaﬂ_tﬁ@rosﬁ gbbah éﬁ@ anal og

conversion, frequency up conversion, filtering, anplification an

transm ssiygikcbRef 1A 1C MU HEH-1R81 REMARINIcatds Acicafmsadt 81fbice
gé%% %—dg 5 fS o] E@{%

Al t hough a single transceive I's shown in Fig. r vol ce and

data  COngifnefioaftiPapdibatioh 222 Bl 8 daftborhitin BRI Shfledtions2aBInaYe  ncl ude

two di st ranscel vers, transceiver tor transmtting and
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RO P T LA T N KT T A I
m cr opr OCSeUSC ogss eg%aﬁﬁrgés%gggst,rfﬁésl, ecgrganizer information, short text messages, eftc.,
between the mobile device 500 and a plurality of other data devices via the network
519. On the mobile device 500, a secure messaging software application, incorporating
software modules corresponding to the messaging system 60 and Cert sync system 62
in Fig. 3 for example, may operate in conjunction with the data communication module
524B in order to implement the techniques described above.
The microprocessor 538 also interacts with other device subsystems, such
as the display 522, Flash memory 524, random access memory (RAM) 526, auxiliary
input/output (I/O) subsystems 528, serial port 530, keyboard 532, speaker 534,
microphone 536, a short-range communications subsystem 540 and any other device
subsystems generally designated as 542. For example, the modules 524A-N are

executed by the microprocessor 538 and may provide a high-level interface between a

user of the mobile device and the mobile device. This interface typically includes a
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could be used here, or, alternatively, a single DSP 520 could be used to
carry out the functions of the m croprocessor 538. Low | evel communication
functi onswoimabisde ng at | east data and voi ce comruni cat i ®eg/CAanreogser f or ned
t hrough the DSP 520 in the transceiver 511. O her, high-Ievel

conmuni CagrapRicARBhIpeAEMYISvidSdhioLh the Nighla§ 522 ifauni igiitoQibubddthpdiaht on
524A, anzé agdata cg%mmnticﬁgation app icatign?524B may be s{bored ’ibn the Fl ash

menory  52¢vo{iakd tr6GdH the Buliarl I® S8 kWoaFES0 Ep&aléer 588, or MiGbphdhe 536he voi ce
comuni cgériooln rmdullgtt‘ie'.I 524}5\ rr%rg prgoﬁvaicd%% hi gh-1 %vel userori ntgﬂace oper abl e

to trans”@u}gﬁﬂﬁer’f@é‘e@ia‘f@gé&gﬁﬁe&ghhér_al?ﬁég‘@?mtimpigﬂ?.bi | e device 500 and a

plurality o ot her vol evices via the network 519. Simlarly, the data

comuni cation Modulsme A4 SIbEyREMSIABWA i¥ils péivdin didhuniBhinl difedper abl e

for sending and receiving data, such as e- nessages, s, organizer

i nf or mat !f‘i’lﬂcticﬁ@g?vhgire% totﬁ@}é@?ﬁszeémgﬁrga% %rgpﬁ%}[“ﬁegﬁ?hbgo{g}'?lbdé]\ﬁce%% s200 and

a plurality o ata the nobi [ e
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system and communication modules 524A-N, the Flash memory 524 may also include a

file system for storing data. A storage area is also preferably provided in the Flash
memory 524 to store Certs, address book entries and possibly other information
required for messaging, shown as data stores 54, 56 and 58 in Fig. 3. The operating
system, specific device applications or modules, or parts thereof, may be temporarily
loaded into a volatile store, such as RAM 526 for faster operation. Moreover, received
communication signals may also be temporarily stored to RAM 526, before permanently
writing them to a file system located in the persistent store 524.

An exemplary application module 524N that may be loaded onto the
mobile device 500 is a personal information manager (PIM) application providing PDA
functionality, such as calendar events, appointments, and task items. This module 524N
may also interact with the voice communication module 524A for managing phone calls,

voice mails, etc., and may also interact with the data communication module 524B for
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gr aphi cal conponent provided through the display 522, and an input/out put
conponent provided through the auxiliary 1/0 528, keyboard 532, speaker
534, or mvorrepbisee 536. Such interfaces are designated gensgrGlokyosas U 64
in Fig. 3. Sone of the subsystens shown in Fig. 5 perform

COMUNI CahbRAGii§bMAtoniHINEAIRIRS antofiet datadidnemissivRs Y AkGHENIVERY alPéfaé de
"resident' or on-device functions. Notably, sone subsystens, such as
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functions, such as entering a text nmessage for transm ssion over a data

conmuni Cahb&ie BSUBIHLy b@ﬂﬁg@%ﬁq&oﬁﬁéi’ﬁ#ﬁﬁod‘u@m i ons such as a cal cul ator
or task list or other” PDA type functions. Operating system software used by
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The mobile device 500 may also be manually synchronized with a host

éystem by placing the mobile device 500 in an interface cradle, which couples the serial
port 530 of the mobile device 500 to the serial port of the host system. The serial port
530 may also be used to enable a user to set preferences through an external device or
software application, to download other application modules 524N for installation, and to
manage Certs on a device as described above. This wired download path may further
be used to load an encryption key onto the device, which is a more secure method than
exchanging encryption information via the wireless network 519.

Additional application modules 524N may be loaded onto the mobile
device 500 through the network 519, through an auxiliary 1/0 subsystem 528, through
the serial port 530, through the short-range communications subsystem 540, or through
any other suitable subsystem 542, and installed by a user in the Flaéh memory 524 or

RAM 526. Such flexibility in application installation increases the functionality of the
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transm ssions. Alternatively, all of the functionality of the voice
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application preferably includes the ability to send and receive data
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entry in the Flash memory 524 if necessary. A user of mobile device 500 may also

compose data items, such as email messages, using the keyboard 532, which is

preferably a complete alphanumeric keyboard laid out in the QWERTY style, although

other styles of complete alphanumeric keyboards such as the known DVORAK style

may also be used. User input to the mobile device 500 is further enhanced with a

plurality of auxiliary /O devices 528, which may include a thumbwheel input device, a

touchpad, a variety of switches, a rocker input switch, etc. The composed data items

input by the user may then be transmitted over the communication network 519 via the

transceiver 511.

When the mobile device 500 is operating in a voice communication mode,

the overall operation of the mobile device 500 is substantially similar to the data mode,

except that received signals are preferably output to the speaker 534 and voice signals
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communi cati on rrDde’Ashor’t—range communications subsystem 540 may also be included in the

mobile device 500. For example, the subsystem 540 may include an infrared device

and associated circuits and components, or a Bluetooth or 802.11 short-range wireless

communication module to provide for communication with similarly-enabled systems

and devices. Thus, Cert management and transfer operations as described above may

be enabled on the mobile device 500 via the serial port 530 or other short-range

communications subsystem 540. More than one such interface may be used,

depending upon the type of messaging client with which mobile device Cert

management and/or transfer operations will be performed. For mobile device to

computer system operations, the serial port 530 may be used, whereas for mobile

device to mobile device operations, another short-range communications subsystem

540 could be used.

Although an example secure message transfer has been described above

in the context of a communication system as shown in Fig. 2, Cert management and
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the overal |l operation of the nobile device 500 is substantially simlar to
the data node, except that received signals are preferably output to the
speaker 580 tanassoi ce signals -35 WO 02/101580 PCT/ CA02/ ®0383\02/Ha868
transm ssion are generated by a m crophone 536. In addition, the secure
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short-range caonmuni cati ons subsystem ) )
example, be a laptop, desktop orpalmtop computer system configured for connection to

the WAN 604. Such a computer system may connect to the WAN 604 via an ISP or
ASP. Alternatively, the computer system 602 may be a network-connected computer
system that accesses the WAN 604 through a LAN or other network. Many modern
mobile devices are enabled for connection to a WAN through various infrastructure and
gateway arrangements, so that the computer system 602 may also be a mobile device.

The corporate LAN 606 is an illustrative example of a central, server-
based messaging system that has been enabled for wireless communications. The
corporate LAN 606 may be referred to as a “host system”, in that it hosts both a data
store 617 with mailboxes 619 for messages, as well as possibly further data stores (not
shown) for other data items, that may be sent to or received from mobile devices 616
and 618, and the wireless connector system 628, the wireless VPN router 632, or

possibly other components enabling communications between the corporate LAN 606
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540 coul d be used. Although an exanple secure nessage transfer has been
descri bed above in the context of a comrunication systemas shown in Fig.
2, Cert mapagaemsst and -36 WO 02/101580 PCT/ CA02/ 00868 wrarcsfoenosssy al so
be useful in other types of comunication systens. Fig. 6 is a bl ock
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“host sysér%a gjc:s’oc%art]e vr\}ﬁ}éleést cor}r?r?\tuﬁicgt?otng earllagﬁggacomponent, which will normally be a

software program, a software application, or a software component built to work with at

least one or more message server. The wireless connector system 628 is used to send

user-selected information to, and to receive information from, one or more mobile

devices 616 and 618, via one or more wireless networks 612 and 614. The wireless

connector system 628 may be a separate component of a messaging system, as shown

in Fig. 6, or may instead be partially or entirely incorporéted into other communication

system components. For example, the message server 620 may incorporate a softwére

program, application, o.r compbnent implementing the wireless conﬁector system 628,

portions thereof, or some or all of its functionality.

The message server 620, running on a computer behind the firewall 608,
acts as the main interface for the corporation to exchange messages, including for

example e-mail, calendaring data, voice mail, electronic documents, and other personal

information management (PIM) data with the WAN 604, which will typically be the
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store 617 with mail boxes 619 for nmessages, as well as possibly further data
stores (not shown) for other data itens, that nay be sent to or received
from nobiwe odavisses 616 and 618, and the w rel ess connectPGT/CAINENsE 628,
the wireless VPN router 632, or possibly other conponents enabling

comuni calritémet. PR MR8Agd RRnFR iP6fieH @sdd N cBRfanctioh/wiMinierhadOhakbuters to
PCT/ CA02/ 00868 and one or nore nobile devices 616 and 618. In nore general

ternms, a PRjé afyS4IREr mBBYages. PRE pRricBF iftcrPBRIateSferations Whil Bordputers wil
association wth which a wreless connector systemis operating. The

cor por at ep fRh&Rnt §p&ﬂﬁs§?§éciig€ sSofPRaxadyegave R r?]e@mah%ﬁis ahihefABrkd Via Whi ch

the host systemis a ser uter running w'thin a corporate network

environ ”E%icﬂgﬁélétralggg Ff?%%d@gn%f ea?i'&%@f%fcﬁ? haVe Abt Bf‘@rﬁéh% inslfig.br% | Tie

communi cat1 ons possi bl e central host syst I ncl ude

| SP, ASP ¢ 3R hifEbt ! theSSader Sl des0 Hay Bitbng baisHEP meSsddioLsHYiAd1Enges Kt 0P
m Zé %er?y g %é% maymbe% C cﬁ

conputer syste and | ace/ connéct or at ed “out si de

Fuch ot kR R M e ST ABRIC R BREE 8o AP B, SldFR, ©
connect or to%%ﬁfsgﬁq}q%ﬁﬁﬁgss-@ll ?@‘ﬁgogc'ugﬁeﬁgati ' &4 §8SribRgIHBIS AL 1 ons enabling

conponent , h oftwar e program a software

Tore message servenctRae sPRRIERH s eag nebpa Byt by dhy ol AR AL
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L L e e e

application, or conpgnent |nplenenti ng the w rel ess connect o,[ s%st em 628,
mailbox, or possibly another address associated with a user, account or mailbox©19 as

a message recipient will typically be stored in the corresponding mailbox 619. If a
message is addressed to multiple recipients or a distribution list, then copies of the
same message may be stored to more than one mailbox 619. Alternatively, the
message server 620 may store a single copy of such a message in a data store
accessible to all of the users having an account on the message server, and store a
pointer or other identifier in each recipient's mailbox 619. In typical messaging systems,
each user may then access his or her mailbox 619 and its contents using a messaging
client such as Microsoft Outlook or Lotus Notes, which normally operates on a PC, such
as the desktop computer system 622, connected in the LAN 606. Although only one
desktop computer system 622 is shown in Fig. 6, those skilled in the art will appreciate
that a LAN will typically contain many desktop, notebook and laptop computer systems.

Each messaging client normally accesses a mailbox 619 through the message server
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portions thereof, or sone or all of its functionality. The nessage server
620, running on a conputer behind the firewall 608, acts as the main

i nt erf acewbor/101380 cor porati on to exchange nessages, i ncl ugcmgAoenosegxanpl e
e-mai |, calendaring data, voice nmail, electronic docunents, and ot her

per sonal 620faithoigh inrsomenggtsmsita iesddgintptientiridy éradle/dibécb@dcessho atie wi | |
typically be the -38 WO 02/101580 PCT/ CA02/ 00868 Internet. A nessage

server i sdaths®ne 652and & mAbHXET storedwhdroon by tertdiskiBpicompatsreystein®22! out e
and deliver nessages. The particular intermedi ate operati ons and conputers

will be Maseagi@m% ARD beltwhireliel ifont theciatd stoRSEFUR AlIBLal\Rity stoRC(BNI SNB
and networks vl a I ch messages are exchanged, and therefore have not been

shown i n drdvn) ®n tH Besktopesmpinat systerdfeobhe message server 20 may extend
beyond nessage sending and receiving, providing such features as dynamc

dat abase storage f gyitiRiige |dokorsial EANEEES, thbORRelbss t8nNdASK sydtérhSeag- Mai |
and docunentation, as descri bed above. Message servers such as 620 normally

mai nt ai n @pé?bl'é&i"f{é&rﬂurﬁ&ioﬁWithWﬁ%ss&%gsein{]br%Q@. The Wirefesd bAn sttt §teﬁ+éch as

617 for each user having an account ‘on the server. The data store 617

i ncl udes %%8 f[n% *8s5idé b tﬁ@rsa%e"&ﬂ?@ﬁfterﬁégsféh‘i"& th'?gﬁeg@ﬁg%rgéwér 620k} S

recei ved nessage server 620 that 1denti a user account, a

mai | box, g%tegg%agmhgm%dﬂ&ﬁ amfkrrsﬁtscoﬂﬁfﬂffisg}sgg.%smge%ﬁree@ﬁaﬁgwg or
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messag ngmggi?et Jevices 61 6, 618. Insuch an installation, the wireless connector system 628 is
preferably configured to send information that is stored in one or more data stores
associated with the corporate LAN 606 to one or more mobile devices 616, 618,
through the corporate firewall 608 and via the WAN 604 and one of the wireless
networks 612, 614. For example, a user that has an account and associated mailbox
619 in the data store 617 may also have a mobile device, such as 616. As described
above, messages received by the message server 620 ;(hat identify a user, account or
mailbox 619 are stored to a corresponding mailbox 619 by the message server 620. If
a user has a mobile device, such as 616, messages received by the message server
620 and stored to the user's mailbox 619 are preferably detected by the wireless
connector system 628 and sent to the user's mobile device 616. This type of

functionality represents a “push” message sending technique. The wireless connector

system 628 may instead employ a “pull” technique, in which items stored in a mailbox
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each user may then access his or her mailbox 619 and its contents using a
nmessagi ng client such as Mcrosoft Qutl ook or Lotus Notes, which normally
oper at es WP 0/1PB30 such as t he desktop conputer system 62PCTanIveEtsed i n
the LAN 606. Although only one desktop conputer system 622 is shown in

Fig. 6, té&tsaresdent tocaimiobilé Beview 616)i61B responsivead & redueat opadobbk vpératidry pi cal | y
contai n many desktop, notebook and | aptop conputer systens. Each nessaging

client nomadk lugingakenmbiie devite, dpesmeldnitianion of bbth teensiqess. server -39 WO
02/ 101580 PCT/ CA02/ 00868 620, although in some systens, a nmessaging client

nmay enabl e direct IJpe@ssof dwirdless sbinactdi 6282h6rbby 8nsblés aiekSaindshatedt or ed
t hereon by the desktop conputer system 622. Messages may al so be

down| oadegclibmga hessigbaeflePs20 ik dlericd2eahat@AtR uséRY Bobiltdevictitaen) on
t he desktop conputer system 622. Wthin the corporate LAN 606, the wrel ess

connect or g fyRd<LABcBdBto sRBH méééa%ers &1 5l MBSdddRseWer B2O NRIHRR P AL BRIner  620.
The wi rel ess connector system 628 nay reside on the sanme “conputer system

th X ; i i X i ff t
as the méﬁ@%trﬁﬁ%\bf%%crﬁfe@ he?&in ™8R nof aa%frﬁﬁéea nge|¥ ﬁé?@?ﬁ”bﬁge&fbcﬁnﬂgé,é”en

conputer system Software inplenenting t ! connector system 628
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Prefe1 ) oflies 916l SoRBRSLPD Bk HS Mtk b IUOREBRE.
that i o soapanohibe SRGPUBACASIoaa R, BB WHCRML rBdletllofe BRATAMET 2T "
fireval | OOEner EEERERMIRA S SRR ot Sy Pl dedl S Bolbise o,
the data SACTEoE 98588 A Rlndbere” ToBep T i ARbio R v B3 BIeRlM o 1 be
each of these applications, including drawings and claims, is hereby incorporated into
this application by reference. This push technique uses a wireless friendly encoding,
compression and encryption technique to deliver all information to a mobile device, thus
effectively extending the company firewall 8 to include the mobile devices 616, 618.
As shown in Fig. 6, there are several paths for exchanging information
with a mobile device 616, 618 from the corporate LAN 606. One possible information
transfer path is through the physical connection 624 such as a serial port, using an
interface or connector 626. This path may be useful for example for bulk information,
“such as Certs and CRLs as described above, or updates | often performed at
initialization of a mobile device 616, 618 or periodically when a us‘er of a mobile device
616, 618 is working at a computer system in the LAN 606, such as the computer system

622. The physical connection 624 may also be used to transfer other information from

a desktop computer system 622 to a mobile device 616, 618, including private keys
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above, nessages received by the nessage server 620 that identify a user,
account or nmailbox 619 are stored to a corresponding mail box 619 by the
nmessage swWoOwenoBRO. |f a user has a nobile device, such RETEWD/00888Sages
recei ved by the nessage server 620 and stored to the user's mail box 619
are pref eswdhl 35 pevate teadryption besighattekeys assovatddowitls Yisd desiias canguteent to
the user's nobile device 616. This type of functionality represents a
"push” nesywtgr 622ndi ng techni que. The wirel ess connector system 628 may
instead enploy a "pull” technique, in which itens stored in a mailbox -40
WO 02/ 101580 PCT/ Ci0iRaA&9 @ xclekiyedlsthgseptiysical eorifieltibre62exh@ Borfhketor ©18

responsive to a request or access operation nade using the nobile device,

or sone CpEHadaieRellehs Balsbrs 8sdkbPIeRputdN§ystsie 600 afd WdAb &Rbics BRHSFt Or 628
t her eby enabl es a nessagi ng system including a nessage server 620 to be
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nmessages of the nessage server 620. Although the systens ~and net hods

descri bedy&9eie8kidp Bompliter ém;tzggnaﬁlo@n&dbﬂc@GP@érmtBa&aﬁghér Lobe, a

nore detail ed description of push-based nessaging may be found in United
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paths for exchandiNg dol 9 mBie Avices 616 and 618.

Another method for data exchange with a mobile device 616, 618 is over-

the-air, through the wireless connector system 628 and using wireless networks 612,
614. As shown in Fig. 6, this could involve a Wireless VPN router 632, if available in
the network 606, or, alternatively, a traditional WAN connection to wireless
infrastructure 610 that provides an interface to one or more wireless networks 612, 614.
The Wireless VPN router 632 provides for creation of a VPN connection directly

through a specific wireless network 612 to a wireless device 616. Such a Wireless VPN
router 632 may be used in conjunction with a static addressing scheme. Forexample, if
the wireless network 612 is an Internet Protocol (IP) based wireless network, then the
new IP Version 6 (IPV6) should provide enough IP addresses to dedicate an IP address
to every mobile device 616 configured to operate within the network 612 and thus make

it possible to push information to a mobile device 616 at any time. A primary advantage
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with a nobile device 616, 618 fromthe corporate LAN 606. One possible

i nformation transfer path is through the physical connection 624 such as a
serial powb,02usiseg an interface or connector 626. This padr/arg/obsssusef ul
for exanple for bulk information, such as Certs and CRLs as descri bed

above, or olumiteg a sirefese VANeroLtETB3a isithat it 0ould deianadti-the-shielf &/ ANDEdrhporiri ce
616, 618 or periodically when a user of a nobile device 616, 618 is

wor ki ng awhigh oesgidinet rejyiire avitelgdstifadtiStre &10s UE WFRE cdriiecaommpridyalisesy St em
622. The physical connection 624 may al so be used to transfer other

i nf or mat i DrankmMSiorCoREd tFRBtoeeInder 8P (SERIRTLADEel DaRgrak iFr6to& \dvee 1816,
618, including private keys -41 WO 02/101580 PCT/ CA02/00868 such as

private e(zummm GMNBEtion tﬁr@ﬁh\l@r@né‘ﬁﬁ@e@éﬁ&ﬂkﬁ 8Ad Wohla F¥Bil€ @s¥it®B1 Gormut er
system 62 Private key exchange using a physical connection 624 and

connector or intelfagReRISVAN ,@vxferfsszs@ﬁotsaﬁﬁ%ﬂ&qneﬁarmutt@a WXRlgyH 622 and
mobi | e device 616 or 618 to share at |east one rdentity for accessing all

encrypt edn@rmyugrmél IBRASet T la chhFhonH'SGfeoS cHRmédioR dﬁ@@ﬂ?&fﬁ&ﬁ tﬁthPr?Wt ra2 and

mobi | e device 616 or 618 can thereby a used to nmanage an nsfer

private k@%ﬁ g"lﬁé wileldas rcohh@ctglo%;stéw 35(2%0 ) (ﬁ%aﬂcﬁle TR 'ald@rqsgﬁﬁ &t ethé5 16 or

618 can proce cure nessages addresse e user account

on the Mes3gRe SHEd §f6 Eagang'&t |re§iyﬁ'l% EQQL&%%%;G dlte%' i< gﬁﬁe

messagi ng syst ens, physi'c fas een u (T aNST&r messages

616 and 10 CRQFReIUREE, OheRy hfé Faslieh %%3@%‘?{“ Kike Bt dEML & 16, 615
\INI:SI‘ g?’g;'s |h£|ﬁ gl ksh% %r%'t&% i'ﬁlfp;sﬁs%{ %?5 a%FFQSS Eg{errﬁﬁ\%t e%}%ﬁ@(e ynvggl\sg'gsp 9
Wrel ess r\/g WOFIPH‘ foc aﬁr?gza g‘ven %\égr, aﬁg tr%ck users as they roam between countries or

networks. In wireless networks such as 612 and 614, messages are normally delivered
to and from mobile devices 616, 618 via RF transmissions between base stations (not
shown) and the mobile devices 616, 618.

A plurality of connections to wireless networks 612 and 614 may be
provided, including, for example, Integrated Services Digital Network (ISDN), Frame
Relay or T1 connections using the TCP/IP protocol used throughout the Internet. The
wireless networks 612 and 614 could represent distinct, unique and unrelated networks,
or they could represent the same network in different countries, and may be any of the
different types of networks described above in conjunction with the wireless network 20
in Fig. 1.

In some implementations, more than one over-the-air information
exchange mechanism may be provided in the corporate LAN 606. In the exemplary

communication system of Fig. 6 for example, mobile devices 616, 618 associated with
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the network 606, or, alternatively, a traditional WAN connection to
wreless infrastructure 610 that provides an interface to one or nore

Wi rel ess wotoaooisgo 612, 614. The Wrel ess VPN router 632 pCoxisdesodcsr
creation of a VPN connection directly through a specific wreless network

612 to a usershavisg nheilbexes®ld asSouidted with ueéresoiitblon traunessHyR3enry 62@ used
In conjunction with a static addressing schene. For exanple, if the

wi rel ess ametosnfigured 2o bperie b titferdtit witeltise detwdrkSp1daned14v [feheaielass wor Kk,
then the new IP Version 6 (IPV6) should provide enough I P addresses to

dedi cat e métwbFk GIEHUPDBIts IRVERAGRIFSSSTRDINEA tileWirsiesSUPNGOUEr 632 Rdy be usser at e
within the network 612 and thus nmake it possible to push information to a

mobi | e dewy g Witdles canbtioBystdmPEIaRY sxkchENGNERASitT 4R/ WobMR4didS8Ds
PCT/ CA02/ 00868 .of using a wireless VPN router 632 is that it could be an

of f - t he- shedrhting MR RRARRIEss NUAVER 612 UTHe Witble5 S ABtWOrk 8Y4 RhPBSa different
I nfrastructure 610. A VPN connection may use a Transm ssion Contr ol

Protocol Qygrof! ﬁlréué@hba)orerhaﬁéver%@g @r{hé?rm@feql nétWefk, !a.:?ew ittPRAES)

a
connection to deliver nmessages directly to and from a nobi evice 616. If

2 W T €1 eSO inGdda b3 Aehattid LEPh eroHBSbEel tlpdh URRORS

nor n'ally the I'ntern IS a conmpbrly used connection mechani™s

enpl oyed \Pbefella&enWo@ﬁg?gr?gqgﬁgﬁr%{éﬁg%ﬁﬁé‘d%rﬁ ten] %ZQWé%Phﬁ%t@ﬂ%‘?ﬁéi ng of

the nobi evice b: rrequir I nterfac _ ons, wrel ess
St OB By A PRI el S el
st e S0 RS S 8510 S hel o ke M SRR
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base stat Iiegs Sorqg %cipr"éﬁf) nglins rgjoﬂt\ haen rerlgct:)c;uln a%edv irn%\'ﬁgoxa 13(?9 grl ike data store
associated with the message server 620 and a mobile device 616 or 618. However, the
e-mail message 633 is intended for illustrative purposes only. The exchange of other
types of information between the corporate LAN 606 is preferably also enabled by the
wireless connector system 628. ’
The e-mail message 633, sent from the computer system 602 via the
WAN 604, may be fully in the clear, or signed with a digital signature and/or encrypted,
depending upon the particular messaging scheme used. For example, if the computer
system 602 is enabled for secure messaging using S/MIME, then the e-mail message
633 may be signed, encrypted, or both, and processed as described above.
E-mail messages such as 633 normally use traditional Simple Mail

Transfer Protocol (SMTP), RFC822 headers and Multipurpose Internet Mail Extensions

(MIME) body parts to define the format of the e-mail message. These techniques are
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A plurality of connections to wireless networks 612 and 614 may be

provi ded, including, for exanple, Integrated Services Digital Network

(1 SDN), Rwearme/10/880 ay or T1 connections using the TCP/ | P proeraxwek/owsed

t hroughout the Internet. The wreless networks 612 and 614 coul d represent

di sti nct, allmelokreovartd onslireihatagd The evwnaikmessaye 833eyrivsdt thg mpssagereniehe sane
network in different countries, and nay be any of the different types of

net wor ks 620 avhidiedetehfivies iino aihumaiboxes 6f 8 thé Banaii ebsfie 683 sMoUld B 1 n
Fig. 1. In sone inplenentations, nore than one over-the-air information

exchange gfaiRMsdeseBledgbdvel nfteSadd sudheistng BoRal RedddeBBE mdyinéllide
exenpl ary communi cation systemof Fig. 6 for exanple, nobil e devices 616,

618 assoch gbérthamd, A usefaecdlhf) a/nidibeRRieRfifldr UM AR idkiifier thathAgbe

mai | boxes 619 associated with user accounts on the nessage server 620 are

confi gur egh R Bd e dHicblidP REsIMdt8d Aafb ?&ér f the
W rel ess ﬁg?ﬁfrk %élzcsupports O?PVSG addressi%%ﬁﬁe?ﬂéswz essez\l(}PN

router 63 i h i ; . ange
ot a i £ h g BB e BB e e P 812

The wirel ﬁkﬁ%m%" %%e%éogﬁt éhdrjltbg ?p].ﬁé]w{?oxwg_e of wirel ess network,

however, such as t Itex netwo Ich case information may

instead be exchangqﬂevwiré]e% BORector \égeﬁt%rgns%ggé\a/&rirﬂgro\‘@ G M?aeg\'i rel ess

network 614 by the wreless connecto a 'a cdnnection to the
Lo 004 o SEACE el Bl 3 eLE S o COF AL Rl o TUTIAY
e oA RETR S 15 el RN R e b Pl BERUREL T
the TESSaPSt 5ive grerrrior%%gggaer}%gaevgﬁ)t ihlas ogéag‘}/rire%'.3 A6t]r‘|898r5ng6elv%ht i'r_mlgl\(\ﬁgse, but itsrrlugt
Iimitedl to, one or more of the following: screen saver activation at a user's networked
computer system 622, disconnection of the user's mobile device 616 or 618 from the
interface 626, or receipt of a command sent from a mobile device 616 or 618 to the host
system to start sending one or more messages stored at the host system. Thus, the
wireless connector system 628 may detect triggering events associated with the
message server 620, such as receipt of 'a command, or with one or more networked
computer systems 622, including the screen saver and disconnection events described
above. When wireless access to corpofate data for a mobile device 616 or 618 has
been activated at the LAN 606, for example when the wireless connector system 628
detects the occurrence of a triggering event for a mobile -device user, data items
selected by the user are preferably sent to the user's mobile device. In the example of

the e-mail message 633, assuming that a triggering event has been detected, the arrival

of the message 633 at the meésage server 620 is detected by the wireless connector

-45-



e-mai | message 633 is intended for illustrative purposes only. The exchange
of other types of information between the corporate LAN 606 is preferably

al so enabWwed2hyisBhe wirel ess connector system 628. The ePamidAoreesssge 633,
sent fromthe conmputer system 602 via the WAN 604, may be fully in the

clear, or sgstgme628) tThisinibygbd akcamplishbd) for axdmple, OyCinppitethg odg@ayidigng upon
the particul ar nessagi ng schene used. For exanple, if the conputer system

602 i s enaklilBoxdss1BaRYtiatdiBaHtatb AbssaddSerbeMdId-or, it nicbSad- S8 dr 62BSSage
633 may be signed, encrypted, or both, and processed as descri bed above.

E- mai | WE$§@%§ro§¢f€Ex@t&nE8%eﬂléfﬁﬁéﬂ theUgirslédsasbnhb &Ry strilele M@y legisteranst er
Prot ocol (SMIP), RFC822 headers and Ml tipurpose Internet Mil EXtensions

(M ME) bodyr advids syRcs prdvitedt bg th® MiBfosBft MBSs d@ﬁh}ammgﬁ%ogrﬁhﬁﬁiﬁg _
techni ques are -44 WO 02/101580 PCT/ CA02/ 0086 all well known to One in

the art. TMerfscém\hAmg‘r@mm@oméei% nblfatidhs waﬁn W%s§%é/@rstoré3@obgwhi ch

determ nes into whic I | boxes 619 the e-nai|l nessage 6 shoul d
stored. As fgsgEided above, a nessage such as the e-nail nessage 633 may
i nclude a user nane, a user account, a mailbox identifier, or other type

of identifier that \jRynp %%m%ﬂ?&ég%@ﬂ%%ﬁﬂﬁ%éés Iﬁfé?i'énlé t8rbea%§g&; gted

mai | box 619 by the nmessage server . an e- nessage .
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method includes wrapping received messages to be sent via a wireless network 612,
614 in an electronic envelope that corresponds to the wireless network address of the
mobile device 616, 618 to which the meésage is to be sent. Alternatively, other
repackaging methods could be used, such as special-purpose TCP/IP wrapping
techniques. Such repackaging preferably also results in e-mail messages sent from a
mobile device 616 or 618 appearing to come from a corresponding host system account
or mailbox 619 even though they are composed and sent from a mobile device. A user
of a mobile device 616 or 618 may thereby effectively share a single e-mail address
between a host system account or mailbox 619 and the mobile device.
Repackaging of the e-mail message- 633 is indicated at 634 and 636.
Repackaging techniques may be similar for any available transfer paths or may be

dependent upon the particular transfer path, either the wireless infrastructure 610 or the

wireless VPN router 632. For example, the e-mail message 633 is preferably
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conput er system 622, disconnection of the user's nobile device 616 or 618
fromthe interface 626, or receipt of a command sent froma nobil e device
616 or 618O0te/101580 host systemto start sending one or nDPETIERAS/AEES St or ed
at the host system Thus, the wreless connector system 628 may det ect

triggeri ngorapressed asEOTdrfited eihbbdfb@ orzeiesbgRg EparRigdil’Al 6338 U6 theéteby ecei pt
of a command, or with one or nore networked conputer systens 622,

i ncl udi ngeffdiivelg pRRMeSRY Sdcud fakifSI08 IMEMbb NGNGB 18. EUikprebash redacys. Wen
Wi rel ess access to corporate data for a nobile device 616 or 618 has been

activat edthat baRewidfiN @dbired 0o Q3AIPIR \WikBage wHerEdse ShcRPRBA CoRuréy st em
628 detects the occurrence of a triggering event for a nobile device user,

data it engonfiieh®elityesk £ hBSsdRs or ditfer MiBHEARR! Send & Mnobile HBRCAESE(s sndrobi | e
device. In the exanple of the e-mail nmessage 633, assumng that a

triggeringi@vRBbniAS, ;ﬁ@@é&ggﬁr@ﬁ%gﬁ?%\t/igﬁ_\ﬁfhf loVifdr GSQEi&RSnIVB_éigﬂ%@g% at the

nmessage server 620 1's detécted e W rel ess connector 101580

PCT/ CAO2/ QQ8G8t emﬁ&t@m §R8e aTV#ﬁsé@)fSQ%naéﬁ%héévmﬁﬁneI N GE@EPLS2 idY

nonitoring or qu ng mall boxe assocl at e e nessage server
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When a repackaged message 634 or 636 arrives at a mobile device 616
or 618, via the wireless infrastructure 610, or via the wireless VPN router 632, the
mobile device 616 or 618 removes the outer electronic envelope from the repackaged
message 634 or 636, and performs any required decompression and decryption
operations. When the original message 633 is a secure message, further processing
may also be performed by the mobile device 616, 618. Messages sent from a mobile
device 616 or 618 and addressed to one or more recipients are preferably similarly
repackaged, and possibly compressed and encrypted, and sent to a host system such
as the LAN 606. The host system may then remove thé electronic envelope from the
repackaged message, decrypt and decompress the message if desired, and route the
message to the addressed recipients.

Another goal of using an outer envelope is to maintain at least some of the

addressing information in the original e-mail message 633. Although the outer
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met hod i ncl udes w appi ng recei ved nessages to be sent via a wirel ess
network 612, 614 in an electronic envel ope that corresponds to the

wi rel ess wetoaootssaddr ess of the nobile device 616, 618 t®CRGAON0HE
message is to be sent. Alternatively, other repackagi ng nethods could be
used, sucénweiopepesedab-rputenisendiidh tbfmobilepjevivgs 616C618 Fuatkiressedusingpa@ckagi ng
preferably also results in e-mail nessages sent froma nobile device 616

or 618 appetabtkigdiess Wfeorid @M rAoreomobbikd dedicag thesbutey Hneslops qrefetablpr
mai | box 619 even though they are conposed and sent froma nobile device. A

user of endEpbilatesth iehlireddiyindl cGh8il MegsddeesN)naliding bt akyordaddress si ngl e
e-mai | address between a host system account or nailbox 619 and the nobile

devi ce. Rudgleagiblydn @dmbRsssed BRélor BRGHREE f&AS THis Al Saridathl &to"68Homnd 636.

Repackagi ng techniques may be simlar for any avail able transfer paths or

may be dgmerdentaddiRBes BE tiRALLM&IN hdsshde B3B8 ab tF@Hﬁpla%H Redert R ¥itep! ess
I nfrastructure 610 or the wreless VPN router 632. For exanple, the e-nail

message 6gelchehis Rintdvalland théhe¥¥adeds diddiaf &ifd Mobfie 48RGES 6 &r8TB! fresed and
ged at 634, to ?ﬁe

encrypted, either before or after “bei ng repacka reby

effecti Verl)e}?a%a?mgg@sé ?&oﬁ%ﬁ%%ﬁ@éé £ bé B%Fv@?ed%@gdﬁ]sqsa Y SoiBHS; with

Conpr essi required to sen e nessage, er eas
ent (o gt oM old B BR auBiesh i BB B2 S MocBb MAbBIT Vi o
connect | oneoePoielEdineRihd oS AR RE & FopsBRéaed bt Bl s sBinihn =
Vessages AbrBTERRY i RAHERIL SR bircldoR EhhSE: SARLYBbE Ol ot el oo

connector system e consilaere nel or

2o L BRRABR OB BHER ooty U BB B BB
no less Sft6m' & mobile device to appear as though the message originated from the user's
. mailbox 619 or account at the host system rather than the mobile device.

Fig. 7 is a block diagram of an alternative exemplary communication
system, in which wireless communications are enabled by a component associated with
an operator of a wireless network. As shown in Fig. 7, the system includes a computer
system 702, WAN 704, a corporate LAN 707 located behind a security firewall 708,
network operator infrastructure 740, a wireless network 711, and mobile devices 713
and 715. The computer system 702, WAN 704, security firewall 708, message server
720, data store 717, mailboxes 719, and VPN router 735 are substantially the same as
the similarly-labelled components in Fig. 6. However, since the VPN router 735
communicates with the network operator infrastructure 740, it need not necessarily.be a

wireless VPN router in the system of Fig. 7. The network operator infrastructure 740

enables wireless information exchange between the LAN 707 and mobile devices 713,
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t han accessing mail boxes at the LAN 606 using the desktop conmputer system
622. \When a repackaged nessage 634 or 636 arrives at a nobile device 616

or 618, vwe wheissdrel ess infrastructure 610, or via the wpcal@gz/088Bl r out er
632, the nobile device 616 or 618 renoves the outer electronic envel ope

fromthe 7enasiprenbly assRERl Kiththelcomplter 8ylens 742G 762nd SstiigliRd to
deconpression and decryption operations. Wien the original nessage 633 is

a secure pEsTERORIthih Whe NiFel®SOREGRYNG 11,18 ABSIANE 0Tl puFEE) BY db&i@oprobi | e
device 616, 618. Messages sent froma nobile device 616 or 618 an

addr essedcdip@Besysteni®? 42,1760 AR Sitiwh, 8aéh RAVIHPA ?Wﬁcﬁ&éﬁde@fibﬂﬂé,%@%aged,
and possi bly conpressed and encrypted, and sent to a host system such as

the LAN 690intdrReRPebnriottdradB 8. LARitclbSSRHMERR sRER 7Ua T 54 i??ﬂﬁ'aﬁ_ from
the repackaged nmessage, decrypt and deconpress the nessage | esited, and

route thegy BPﬁl%ﬂﬁmEﬁbﬁﬂﬁh@Q&Y@&ﬁﬁﬂef%&h%ésﬁ Anot her goal of using an

outer envelope Is to naintain at | east” sone of e addressing information

in the original e mRblyilRISRARNEAGH syBldrilona 7636, 1 f1éled 91580
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above, operation of the system shown in Fig. 7 will be described below in the context of

an e-mail message 733 as an illustrative example of a data item that may be sentto a

mobile device 713, 715.

When an e-mail message 733, addressed to one or more recipients

having an account on the message server 720, is received by the message server 720,

the message, or possibly a pointer to a single copy of the message stored in a central

mailbox or data store, is stored into the mailbox 719 of each such recipient. Once the

e-mail message 733 or pointer has been stored to a mailbox 719, it may preferably be

accessed using a mobile device 713 or 715. In the example shown in Fig. 7, the e-mail

message 733 has been addressed to the mailboxes 719 associated with both desktop

computer systems 742 and 752 and thus both mobile devices 713 and 715.

As those skilled in the art will appreciate, communication network

protocols commonly used in wired networks such as the LAN 707 and/or the WAN 704

-49 -



a nobile device is renmoved by the wireless connector system 628. Using the
user's account or nailbox address fromthe nobile device 616 or 618 all ows
a nmessageweantio1sBe om a nobil e device to appear as though trloa/aressesye
originated fromthe user's mailbox 619 or account at the host system

rather thare rdbsuitatide loe compatiste withgwirdlesssnetwotocsmeiuaigaton pfoteddlalised nati ve
exenpl ary conmmuni cation system in which wireless communications are

enabl ed hyithin adirglessenétwasicosicl g i1t h Forrxampleatcdmmiinigatiin® BArRfwidtRet wor k.
As shown in Fig. 7, the systemincludes a conputer system 702, WAN 704, a

cor por at eprbtooiidyérieaeiaingtheffdik tdericyswhich ate/prirarg WBhderf SR wirelR8S WetWerioper at or
infrastructure 740, a wireless network 711, and nobil e devices 713 and

715. The dopirauhiestionss briMess Signfitbint A wire@ febiidrks,f whishadicall) havBBRs@D e
server 720, data store 717, mail boxes 719, and VPN router "735 are

SUbSt ant i ket cpoiARl speed i viteldss Mletwork DR dretbre aigtABeBliSed P a6

However, since the VPN router comuni cates wth the network operator

i nf rast r ugfs. §nri7cg_0no7rHaII HREAOInNBERS AT 1747 Bircty i T17) RfufRNeptber 1

the systemof F e network operator rastructure ena

"0 od TR B2 BBAT0E eRed EMeldng et RUEI B G AR

corrputerﬁjfstems 742 and 752 and configured to operate within the wreless
network 711. In the LAN 707, a plurality of desktop conputer systens 742,

L5 e oo SRR Tl BRPTA A BB A L
R 0 = A T R N O T
625 decry DEsbles ihg by LS GPRAENSRR TV A, 39 Hnedbh o1
data it erTyssrovides wireless communication service for mobile devices 713 and 715. In a pull-

based system, a mobile device 713, 715 may establish a communication session with

the network operator infrastructure 740 using a wireless network compatible

communication scheme, preferably a secure scheme such as Wireless Transport Layer

Security (WTLS) when information should remain confidential, and a wireless web

browser such as a Wireless Application Protocol (WAP) browser. A user may then

request (through manual selection or pre-selected defaults in the software residing in

the mobile device) any or all information, or just new information for example, stored in

a mailbox 719 in the data store 717 at the LAN 707. The network operator

infrastructure 740 then establishes a connection or session with a wireless connector

system 744, 754, using Secure Hypertext Transfer Protocol (HTTPS) for example, if no

session has already been established. As above, a session between the network

operator infrastructure 740 and a wireless connector system 744, 754 may be made via
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stored in a local or network data store, to be sent fromthe LAN 707 to one
or nore nobile devices 713, 715. In Fig. 7 however, the network operator

i nf rast r wouwea0idd4® provides an interface between the nobipce/@eeiesss 713,
715 and the LAN 707. As above, operation of the systemshown in Fig. 7

Wil be dasgicddAdadedmyection bharsughtiexVPNfroutdr7 35 ifallabTe SAR@A tihddeRiys an
Illustrative exanple of a data itemthat may be sent to a nobile device

713, 715. b¥¥enabedivingal redisst fgm d mdbil@devies 768, 13 mﬁdémemq Rquestbdi ent s
havi ng an account on the nessage server 720, is-received b he nessage

server 72{hfornidtion BREICRARe dEVicd 2feb BeYniRinAdHRY ndt@ofk o?ief&bﬁnﬁé’smﬁcﬁfret he -
nmessage stored in a central mailbox or data store, is stored into the

mai | box 73890 eingemehwireiess E:Sﬁhéﬁt@rnéystQ%974"4h<?54emﬂ?'de EERRAER {3 h& aPoi nt er
has been stored to a mailbox 719, it may preferably be accessed using a

nobi | e de¥bmmuhication cﬁr@cﬂbr’i‘rérﬂ&n@éﬁ@ﬂ?bﬁcé@&ﬂlshed Fig. 7, the e-mail

nmessage 733 has been addressed to t | boxes 719 associated with both

deskiop computer SiBieRibicAtél Y, fxedtbrliindRb Bkl yEsKTag8nd 1, and

715. As those skill cl at conmuni cat i on network
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client operating in conjunction with the computer system 742, 752, which may access a
mailbpx 719 either via the message server 720 or directly. Alternatively, a wireless
connector system 744, 754 may be configured to access mailboxes 719 itself, directly
or through the message server 720. Also, other data stores, both network data stores
similar to the data store 717 and local data stores associated with each computer
system 742, 752, may be accessible to a wireless connector system 744, 754, and thus
to a mobile device 713, 715.
If the e-mail message 733 is addressed to the message serverAaccounts
or mailboxes 719 associated with both computer systems 742 and 752 and devices 713
and 715, then the e-mail message 733 may be sent to the network operator
infrastructure 740 as shown at 760 and 762, which then sends a copy of the e-mail
message to each mobile dévice 713 and 715, as indicated at 764 and 766. Information

may be transferred between the wireless connector systems 744, 754 and the network
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707. The network operator infrastructure 740 enables a nobil e device
713,715 to establish a connection to the LAN 707 through the WAN 704, and
may, for weaepdego be operated by an operator of the wirelPeTgCARDIO8K 711
or a service provider that provides wreless comruni cation service for
mobi | e deoperater itiastocturel B0 Via eitherd ¢onneati@ttostiie VEAN 704100 thd ¥PNeagitee 713,
715 may establish a conmunication session with the network operator

i nfrast r uz3sr WhéAGhe Petvibrk opefatdrEifBasieicire K40 copmiuridtes ARANMMAEWREIBESN
schene, preferably a secure schene such as Wrel ess Transport Layer

Security ¢dNReSor eiistemisT4a] PB4 bAd tH @btk devidds'v 130 7 5 JRMdifféent Botbcalswi r el ess
web browser such as a Wrel ess Application Protocol (WAP) browser. A user

may then trérfél’étféﬁtopfeﬁ'éiroﬂQGﬁbWB@Féhoﬁfém'dh@rhe%orlkr@e%ibleiﬁ?rﬁﬁ'trd&irélwbs in the

software residing in the nobile device) any or all information, or just

new i nf or nafee\dkag%grte s@nay hi8b Bd usBd batweHn tAeXvirtleds donhB8&oieysferad 0re 717
at the LAN 707. The network operator |nfrastructure 740 then éstablishes a

connect i opyPi5588§ tméwvém evatasﬁhﬁ ?‘?@é @ind %ma%ﬁ%odééewb@' ng

Secure Hypertext Transfer Protocol for exa sessl on has

al ready b‘?ﬁqﬁg%élelthéﬂ%oﬂeﬁp %Y‘?nfra%trﬁ&ﬁ?é P4p. bet ween the network operator

infrastructure 0 and a wireless connector system 744, 754 may be nade vi a

50, V0 021101580 PRESCAR G inBrhaiBnjalbe YBht £AS BRI ee 0P the

VPN router 735 if ava eI ays ween recelving a request

froma ”DMagBegfo\ebgsedms.m& esﬂ%fhvse&ﬁ @%r&%ﬂ&?ﬁr&%gd{ Sn[%fd?%td'f%pn back to

t he device mnimzed, operat or ructure 740

and the v heliGs cpanact o %sﬁx%mtﬂo‘}éb Zﬁa‘%oﬂp%%g @rgfhgurfrge Aguipe! 2

conmuni cat | on connect pen o m of

Flg. 7, r&%}gt%} fhifdstEb0A '7%’ r_'ff\efyomeﬂns%'ndethg‘?Xfo?rﬁaﬁaén?t% a w:reless connector

system 744, 754 for storage in a mailbox 719 and delivery to any addressed recipients

by the message server 720 for example, or may aiternatively deliver the information to
the addressed recipients.

The above description of the system in Fig. 7 relates to pull-based
operations. The wireless connector systems 744, 754 and the network operator
infrastructure may instead be configured to push data items to mobile devices 713 and
715. A combined push/pull system is also possible. For example, a notification of a
new message or a list of data items currently stored in a data store at the LAN 707
could be pushed to a mobile device 713, 715, which may then be used to request
messages or data items from the LAN 707 via the network operator infrastructure 740.

If mobile devices associated with user accounts on the LAN 707 are
configured to operate within different wireless networks, then each wireless network

may have an associated wireless network infrastructure component similar to 740.
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B 715 woul d be sent to the wirel ess connector systens 744 and 754,
respectively. Upon receiving a request for information fromthe network
oper at or wofeastssucture 740, a w rel ess connector systemPC4a4;A0Z/66868
retrieves requested information froma data store. For the e-nail nessage

733, the wirel ess cAlthoaghgepsnatd, elediédted wikelessedonhestes sysiems 744E794 dressage
733 fromthe appropriate mail box 719, typically through a nessaging client

oper at i ng shows dtjeaeh coMmputidr istbMe7 420 TH2 irethe Sy steaof Fig., 7, 608 or Wdiré bf tHay
access a nmailbox 719 either via the nessage server 720 or directly.

Al ternati wilelossconBEOE S§steMBIMTES 1754 Biu§ (eferdbly bébnfigireBetoCsptratatined to
access nmil boxes 719 itself, directly or through the nessage server 720.

Al'so, ot hebnjdattbnsiitt i8re tRAN Snd\edrmBlitkr satein P4D1788, orb Bbdads aldatd Sierekit @
store 717 and | ocal data stores associated with each conputer system 742,

752, may BesiB6x&99i &sBeibfdwith Pdr8XRart ANBESIPutsy Sfstdh./ 4For iafnpl@flet hus
to a nobile device 713, 715. If the e-nmail nessage 733 is addressed to the

message sweé%rsaesm ys@hf@ﬂ%%ﬁ@@aﬁ%@ a%ééé&q'hmﬁﬁ%i}@o&& P dss605RHt er

systens 742 and 752 and devi ces 3 “and 715, then the e-mail nessage 733

may be segfintiRu i@ %ﬁﬁﬁér'&ggﬂéﬁ ?%%éende{h%;c{ofrﬁ)ﬁé#‘sg%ﬁ 740 ﬁécw%lg%%[ §§t8760 and

762, which then sends 'a co nessage to each nobi evi ce

718 and Thamedon Sier Hokile BbyidfA A8 B haY BEABLLALest bPchiAREer T o

bet ween the wirel ess connector systens
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systems user. A wireless connector system may instead be implemented in conjunction with the
mesSagé server 720 to enable wireless communications. |

Fig. 8 is a block diagram of another alternative communication system.
The system includes a computer system 802, WAN 804, a corporate LAN 809 located
behind a security firewall 808, an access gateway 880, data store 882, wireless
networks 884 and 886, and mobile devices 888 and 890. The LAN 809, the computer
system 802, WAN 804, security firewall 808, message server 820, data store 817,
mailboxes 819, desktob computer system 822, physical connection 824, interface or
connector 826 and VPN router 835 are substantially the same as the corresponding
components described above. The access gateway 880 and data store 882 provide
mobile devices 88 and 90 with access to data items stored at the LAN 809. In Fig. 8, a

wireless connector system 878 operates on or in conjunction with the message server

820, although a wireless connector system may instead operate on or in conjunction
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744, 754 and the network operator infrastructure 740, and between each
nobi |l e device 713, 715 and the network operator infrastructure 740.
Messages w0 aathessoi nforrmati on to be sent from a nobil e dewcaracA28986815 may
be processed in a simlar manner, with such information first being

t ransf er r with bneor morerdbskiep devipater systemsd irbthed AN8OJet wor k oper at or

I nfrastructure 740. The network operator infrastructure 740 may then send

the informtion toThewifeldb®Scormetioesysiem 87ssprenidéd for timéfdrat datokarge in a
mai | box 719 and delivery to any addressed recipients by the nessage server

720 for exrg & therLARBO/td @hBariniéreYmélstlel devicet l8B8] 8O Mhiek® Aatzliterhéle
addressed reci pients. The above description of the systemin Fig. 7 relates

to pul | - bpefstablg Mll@ld &A%l MERagbs SloRSSIn FRAIBBLEPE1PNIhE Bhta’ddre 8474agnd the
network operator infrastructure may instead be configured to push data

items to {Biphs sogfsw'* gﬁﬁer #tdris 8itfled inltRe dAtaCRETRIg1 ¢ br BHSIREPHEtwoRYEtEBldré al SO

possi bl e. For exanple, a notification of a new nessage or a |i1st of data

L ems cur 6eRldol) diiaseie bfla Bofilfer 8146 o a8gobAN 707 could be pushed to a

nobi | e device 713, 715, which may en be used to request nessages or data

tems from the LANALGHoskiifed ASovaChRIaiP MBS sdd i opaldeti(h WhE of Aftre |

nobi | e devi ces associ ate user accounts on the are configured

to operat fopidris Ha\ﬁril%%‘%@éyup%ﬁ ﬁlle(?ﬁe%sﬁgé %‘.@?5?826%%8@9& Eég)thg lrr?e%%aggt wor k

may have an associ at W rel ess networ rastructure conponent stTmlar to

.- . ' i 1 el
Zgﬂnecfir Y drdobiale Sisgniand o &9 TRdE sa8PRERIchy, e S oL o0
i i f e 744,
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one conp ugfnrch F&ﬁﬂe‘ar@vi&?t?ﬁe d%?gstoper 8 1t7c.) Fﬁﬁﬁr?f%?mgtio%aotr%aﬁat H612d%t data store 882

preferably is independently modifiable to the PIM information or data stored at the host
system. In this particular configuration, the independently modifiable information at the
external data store 882 may maintain synchronization of a plurality of data stores
associated with a user (i.e., data on a mobile device, data on a personal computer at
home, data at the corporate LAN, etc.). This synchronization may be accomplished, for
example, through updates sent to the data store 882 by the wireless connector system
878 at certain time intervals, each time an entry in the data store 817 is added or
changed, at certain times of day, or when initiated at the LAN 809, by the message
server 820 or a computer system 822, at the data store 882, or possibly by a mobile
device 888, 890 through the access gateway 880.

In the case of the e-mail message 833 for example, an update sent to the
data store 882 some time after the e-mail message 833 is received may indicate that

the message 833 has been stored in a certain mailbox 819 in the store 817, and a copy
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mai | box 719 associated with nore than one conputer system For exanple, the
W rel ess connector system 744 nmay be granted access to the nail boxes 719
associ at ewo oail0ts8bot h t he conputer system 742 and the conpararaozyestsem 752.
Requests for data itenms fromeither nobile device A 713 or B 715 may then

be procesggthey- n{d'l‘?né‘!s'égé QAibbe SIBRYNAE aWore¥pdrRing s8ragbitiréa HARE data sAbreOn may
be useful to enable wréless communications between the LAN 707 and the

mobi | e_deggees wien ane J-ﬁ%n%@@% sesqnasr ib@n astdRYK I A& GRAIbbREs ISt em
742, 752 to be running for each device wuser. A wreless connector
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5100 552 ORI RREE LU, o
o ot BBl MY oo BRE AR RTHE! B R B HERES 01
BT 02! O ablk o R h et RS Tl UL et i, 5
;SE g:n?d at stlnrglae Iécbey c?foagdatltg item stored In more { %Inl o%quga{tl(c:)%sin 3% ata stgpe at-l'me('a EXNd ata

809 may instead be sent to the data store 882. This copy of the data item could then

be stored either in more than one corresponding location in the data store 882, or a

single copy may be stored in the data store 882, with a pointer or other identifier of the

stored data item being stored in each corresponding location in the data store 882.

The access gateway 880 is effectively an access platform, in that it

provides mobile devices 888 and 890 with access to the data store 882. The data store

882 may be configured as a resource accessible on the WAN 804, and the access

gateway 880 may be an ISP system or WAP gateway through which mobile devices

888 and 890 may connect to the WAN 804. A WAP browser or other browser

compatible with the wireless networks 884 and 886 may then be used to access the

data store 882, which is synchronized with the data store 817, and download stored

data items either autorhatically or responsive to a request from a mobile device 888,

890. As shown at 896 and 898, copies of the e-mail message 833, which was stored in
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preferably include e-mail nmessages stored in nmail boxes 819 in the data

store 817, as well as possibly other itens stored in the data store 817 or
anot her rwpwenkissata store or a |ocal data store of a comrpmtG284888em such
as 822. As described above, an e-mail nessage 833 addressed to one or nore

reci pi ent shdaHiatGoraB12CHAY B et foltRe ARBAGEEVIEST 888 artPod Al dafRCcRbégHotby t he
nmessage server 820 may bée stored into the mail box 819 of each such

reci pi ent -shbin} B e8N? ﬁ%‘ﬁ]l@ﬁevi&é 888,390t Mgy ety syidhrnieanathdBgombrf er abl y

has a simlar Structure to, and remains ~ synchroni’zed wth, the data store

817. PIM igitarasi Engﬁ'b@{ 8RR aSddth ?ﬁhré‘b? #3h SdrpbatSBAN SUELT Chates tba

i ndependently nodifiable to the PIMinformation or data stored at the host

system 1 MndflietieiRe!dfa's e (a0 CirfitdH edBilocEPin e BRRIGERAI!g6oHpid di7ab! ©

information a external data store 2 may mal ntaln synchroni zation of

a plurality of dat an%wrbésa%@rangg@gffhggtw&hgan%@ H8&ripfion FelatdddopRfbrbdob! | €

device, data on a personal e corporate LAN,
pdat s ScPORRREBYSEY of BdFie s SEFRAAREE ont v lBRlfes IO,
o changda ozt KiayBaBeediBfilnb P, A SBh bl PR UM KECaRf o by
e R S S bl
SRR A A e o A
T s A R e i e e
the e-mai | HRBCRIEIS WAS MERSA001HSriHRRS fvse ARPIAUBS 08 OB 3igop and apfop

computer systems, networked computer workstations and other types of messaging

clients between which Cert management and transfer, to allow sharing of Certs for

example, is desired.

It is also contemplated that other Cert-related information may be

managed and transferred between messaging clients substantially as described above.

CRLs, public keys and private keys could similarly be managed and/or transferred.
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corresponding to the nobile devices 888 and 890 for exanple, one or nore
copies of the e-mail nessage, indicated at 892 and 894 in Fig. 8 wll be
sent to awodogtiorsedd in correspondi ng storage areas or nai Phox®2/00868 he dat a
store 882. As shown, updates or copies of stored information in the data
store 817 wWRATIS GLQ(IMED’A’SH%@'N\?ENTI@N?IS%Z via a connection to the WAN
804 or thé VPN router 83b. FOr exanple, the wireless connector system 878
may post updates or stored information to a resource in the data store 882
via an HTTP post request. Alternatively, a secure protocol such as HITPS or

Secure Sogkets Lﬁ'?éﬂ'foo( §Fléerfﬁc§été)‘?cﬂﬁ %an-gp&%%n{s'éhljl dgféfé} bBfveBhta Hrét!

appreciate’'tha s1 ngl e copy tem store n nore than one
Store 322'""‘%%65%;5%“0 B ook mePagifg i tog FRMER AT b Bicp e " 0
than one Correiﬁ%ﬁﬁihﬁ&&o&%ﬂ@h@&cg\gfteﬂﬁeet%a(ﬁgﬂﬁiﬁ Ssa%%ﬁqcl%h] dtﬁlaggéo%fjwpy

may be stored | store poi nte ier
the stored dat% |h being stored in each corresponding location in the
data st or &"EFIING e cess gatemay 880 is effectively an access platform

i h i 888 . 890 h he..d
Cor o bgn. TheSHactNERY s Sens Styd i sl s hdf SRERT B IS b

on the WAN 804, and the aCfess gateway 880 nmay be an ISP system or WAP
gat evay t IFEERRMRRS NG ISt @ evi ces 888 and 890 may connect to the WAN

804. A WAP browser, or ot her bIe th the rel ess networks
504 and 886 mayatTieNngIhaSelPI Gets LOM e frabieSdane Clars 1o Jp Seednd

synchroni zed with the data store 817, and downl oad stored data itens

ei ther aut®RESEORLIGI§Mor responsive to a request froma nobile device 888,
890. As shown at 896 and 898, copies of the e-mail nessage 833, which was
stored in -55 WO 02/101580 PCT/ CA02/ 00868 the data store 817, nay be sent

to the m)bl | e devices 888 and 890. A data store (not
2. The method of claim 1, wherein:

the step of establishing communications between the first messaging client and
the second messaging client compl;ises establishing communications via a
communications link; and

the communications link is selected from the group consisting of: a physical

communications link and a wireless communications link.

3. The method of claim 1, wherein the step of selecting one or more Certs stored on
the first messaging client comprises the steps of:

generating a list of Certs stored on the first messaging client;

displaying the generated list of Certs; and

selecting the one or more Certs from the displayed list.
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shown) on each nobil e device 888, 890 may thereby be synchronized with a
portion, such as a mailbox 819, of a data store 817 on a corporate LAN
809. Chamwetmssw nobil e device data store may siml arlypog/agabhessged in
the data stores 882 and 817. It will be appreciated that the above

descriptian reTgd fethdd GcRiigrd dpheré@bodi ments by way of exanple only. Many
il

variations on the invention w be obvious to those know edgeable in the

field, and sucineodiép BiSdi¥RaYiAY I RRTHrRES didpid)iny e geReRRClist éMné Mydnti on
as descri bed ang clgi%fne((jjl;gﬁa*{g?her (;r not ﬁé@é@esg? descri blséd. For Iexarrpl e,

al though #,04s5Gh§eferiid € conmuni cation device is shown in Figs. 3-5 and
descri bed as onhe of the messaging clients, the invention is al so

applicable to %h&é?rmss%?&hmg m;ﬁ@reiggiéggﬁng%nehmﬁom;e%i Ofedeskt op

and | aptop conputer systens; networ uter workstations and ot her

types of ] L : LG 0 ; transfer, to
al | ow sharml%'égﬁg? ﬂ%evr'%é u? gﬁ'ﬁteﬁ%&n’%ﬁ%d&g&g’g@%@ﬁ?g%@ﬁ g'?ﬁgont enpl at ed
that other Cert-related information may be managed and transferred between

nmessagi ng clients su_los_tanti ally as described above. CRLs, public keys and

8;2'/ XS&&E%&?@&%&/&M&%‘WW ALNED A5 THE [NVENTION 15: 1. A met hod
Cortifi : i .

client and a steonep bt ORRBYRG Rmdes IRISHE nePBRIeR aht &7 e SER0EY o7,

est abl i shin carrrruEGim?_ati ns between the first nessaging client and the

second aﬁg'ﬂ%c M selecti ng one or nmore Certs stored on the first
messaging cli e{%te étg{) gfré%rll(asgtiﬁgr; éo?n;;[ng%s sse?e%%g tﬁrgso%%gcl)rnﬁ\o% 'C,eer}tts’frgnqqhe

displayed list via a user interface associated with the second messaging client.

6. The method of claim 3, wherein the step of generating comprises the steps of:
identifying the Certs that are stored at the first messaging client;
identifying the Certs that are stored at the second messaging client; and
generating a list of the Certs that are stored only at the first messaging client and

not at the second messaging client.

7. The method of claim 1, further comprising the step of storing the selected Certs

in a data store on the second messaging client.

8. The method of claim 7, further comprising the steps, after the step of establishing
communications, of:

at the first messaging client:
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transferring the selected Certs fromthe first nmessaging client to the
second nessaging client. 2. The nethod of claim1l, wherein: the step of
est abl i shwopg@2aoerssuni cati ons between the first messagi ng clpcentAoanasest he
second nmessaging client conprises establishing conmunications via a

comuni cations | i nkgheRRidghmestaRBIBHBACHACEPSBrdd ifl thd dats StbRAb ekt s¥pirbéle gr oup
consi sting of: a physi ca? comuni cations link and a wirel ess

comruni cat i ons (dyoRKd oBinvalteCemd thqeggtacgt@,lem 1, wherein the step of
sel ecting one or nore Certs stored on the first nessaging client conprises

the steps of: ge”er@wle@ g?(";‘all kivd f| nﬁ%&é@nétcﬁérﬁda%ﬁ Bertffof ehcHBERRRAIND

client; displ ayl ng t nerate l'1st of Certs; and sel ecting the one or

nore Certs fro %ﬁm%@XPHVAI‘&%eﬂ ir thé 0\(?@ %%4&%?1580 PCT/ CA02/ 00868 4.

The met hod of C erern e step i splayi ng conpri ses dlsplaylng

the generated |ist py si&iiph 55 neVRRMARR A ERbssfi AI8Ft 460 s8kng

sel ecting conprises 43 € one or nore dIS ayed
list via a use associated with the first messaging cllent 5.
The net hod of éFgg%ﬁéééﬁqgreln the step of displaying conprises displaying
the generated list on the second nessaging client; and the step of

sel ecting conprises selecting the one or nore CErts fromthe displayed

st via 9, “Se"rhé M ooa %%Iaqr%%oFur@lte?gorr%ﬁsh]ngt e s?e%?gﬁg-tﬂggt%%%'f E'tgec?(In'g,egft '
prompting a user when an expired, revoked or invalid Cert is detected, wherein the

steps of retrieving and transferring are responsive to an input from the user.

10. The method of claim 8, wherein the step of retrieving comprises retrieving a new

Cert from a Public Key Server (PKS).

11.  The method of claim 1, further comprising the steps of:

selecting one or more Certs stored on the second messaging client for transfer to
the first messaging client; and

transferring the selected one or more Certs stored on the second messaging

client from the second messaging client to the first messaging client.

12. The method of claim 11, wherein:
the step of selecting one or more Certs stored on the first messaging client
comprises the steps of:

generating a list of Certs stored on the first messaging client;
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6. The nethod of claim 3, wherein the step of generating conprises the
steps of: identifying the Certs that are stored at the first nessagi ng
client; iwentiltbpBng the Certs that are stored at the secomdTrR®3MAeHH]

client; and generating a list of the Certs that are stored only at the

first messaging cl ia%naﬂﬁethégéne?étea hst cﬂw@dmrmé$iaésinm§ssabihﬁ@nent-7andThe
met hod of claim1, further conprising the step of storing the sel ect ed

Certs in a data stQi&ctinghdeheSGTRGrE CBrEIAM e didplfRt tistia d DsoriRéMpe Of

claim7, further conprising the steps, after the step of establishing

comuni cat i ons geQieiatéd with $hd firsBheSRRFHRPEIRAL: @hpent : - 58 WO 02/101580
PCT/ CA02/ 00868 ch:acki ‘r’1vg thelstat us of each Cert stored in the data store

to detect expi i : " . ‘_ ey
L0 (P i SN el YR BT s SR BAagig b 1 o

revoked or i@\‘i@éé‘%e@éés o1 the data store; and transferring each new Cert

fromthe fclol’ t nessaging client to the second nessaging client. 9. The

method of claim8, {uifdlify LAUTRE CSHEGELoR iifPsedBhli Hedshipg st checki ng,

of pronpting a use en~an expire or 1nva I's detected,

wherein the steps &gwéﬁ}]%hzev%)%ﬁ%gg g%{cﬁr&a‘cﬁ@itﬂg fi%t%és%?ﬁ@@?liéérﬁ;é an

i nput fromthe user- clai wherein 0

15 The et hodof *cTPding 1R oribydndig Senilon e Reybl et i A erfiitey one.
or nore Certs agggc?aqeg@itﬁ%eef?r%?r%ggsara?hsgsa N9 client for transfer to

13.  The method of claim 1, further comprising the steps of:
generating a list of Certs stored in a data store on the second messaging client;
displaying the generated list of Certs on the first messaging client;
selecting for deletion from the data store one or more Certs from the displayed
list via a user interface associated with the first messaging client; and
deleting the selected one or more Certs from the data store on the second

messaging client.

14, The method of claim 1, wherein the first messagihg client and the second
messaging client are each selected from the group consisting of: a desktop computer

system, a laptop computer system, and a wireless mobile communication device.

15. A system for Certificate (Cert) management and transfer between a first

messaging client and a second messaging client, the system comprising:
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the first nessaging client; and transferring the selected one or nore Certs
stored on the second nessaging client fromthe second nessaging client to
the firstwomedegsng client. 12. The nmethod of claim1ll, wreraiav2/oedae st ep
of selecting one or nore Certs stored on the first messaging client

conprises the §ftﬁ@$ir§frhe£§giﬂ?%ﬁérﬂ9 alist of Certs stored on the first
nmessagi ng client; -59 WO 027101580 PCT/ CA02/ 00868 di spl aying the

generated |ist of C@fﬁs%rr@nw&n?eoﬁwbﬁﬁggamﬁsi@mc@doﬁnggream@stos@baﬁs;i ng the
one or nore Certs fromthe displayed list via a user interface associated

with the first mss@ﬂ}s?@egléxgaﬁrbnﬁ%ﬁ 439n<§ts°ygte?rf coftlgBrdd 1BhceBss Bk ST e

Certs stored on the secon ssaging client”™ conprises the steps of:
generating a Ib@ks%réfg@ts stored on the second nessaging client;
di spl aying the generated list of Certs on the first nessaging client; and

sel ecting the one Oég%?&frﬁ%hfc%p(gﬁsqmetrﬂﬁe'dén?l ayed list via a user
W the f

interface associate Irst nmessaging client. 13. The net hod of

claim1l, furthg{tgg%gg&dsh‘ggs e Slhps of : generating a list of Certs stored
! S »

in a data stor e Ssec Ssaging client; displaying the generated

the data stor e one SPOVEPLTEIRILOPTEVGE tacolf Co¥ SOk effigfiEdibistds' o

interface asso iﬁ%,ed with the first nessaging client; and deleting the
sel ected one or®fBre Certs fromthe data store on the second nessaging

client. a second Cert sync system configured to access the second Cert store;

and
a second communications interface compatible with the first
communications interface,
wherein the fii’st Cert‘sync system is further configured to transfer Certs stored in the
first Cert store from the first messaging client to the second messaging client when a
communications link is established between the first messaging client and the second
messaging client via the first communications interface and the second communications

interface.

16. The system of claim 15, wherein the second Cert sync system is further
configured to store Certs transferred from the first messaging client to the second

messaging client to the second Cert store.

17.  The system of claim 16, further comprising a user interface at the first messaging

client, the user interface being configured to accept user inputs to select one or more of
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14. The method of claim1l, wherein the first nessaging client and the
second nessaging client are each selected fromthe group consisting of: a
deskt op cwopotersso system a | aptop conputer system and aPeirreNoesescsobi | e
conmuni cation device. 15. A systemfor Certificate (Cert) managenent and

transfer Rgs CRAY sforéd intthe iR E2RINAIE, WherBiltha Beleted TeahraRan#BHBF 6 ent,
the system conprising: -60 WO 02/101580 PCT/ CA02/ 00868 at the first

messagi ng ird ki ihd SlierlT o MeYscEORP Friesh idnist Cert store configured
to store Oertls; aesg?@g C?ert s;?ns(?hr oni zati%rri@((‘sync) system configured to

access the first Cert store; and a first communications interface; and at
the second nessaging client: a second nenory conprising a second Cert store

configuredd o 0" &adf dSelaith §2CMALriE the %)é@&nosb%ite%rfcg?;é't%rigciui'tﬁef"ccess

the second Cert store; and a second comuni cati ons ace conpati bl e

l“;é?e%:‘?sf#hﬁéifsﬁ G S oyl b AEFond 6t St i vl deBpndpledifer,

i%ﬁirﬁm cariforhe s “égléif@ﬁfﬁ'sﬁtiaﬁ%i% PR T BRIy Beb el "5 °
i i ' | i i | f

Secona. contBNeLReERand vighlindnd sbhd ke TNR b ¥t BRI "L e

second Ce rii\te?fggg arsig ﬁieesne]cloﬁd fcgrrntmhuenications interface.

19.  The system of claim 18, wherein the user interface at the first messaging client is
further configured to accept user inputs to select one or more of the Certs stored in the
second Cert store, wherein the selected Certs are transferred from the second

messaging client to the first messaging client.

20. The system of claim 15, wherein the first Cert sync system is further configured
to check the status of each Cert stored in the second Cert store to detect expired,

invalid or revoked Certs stored in the second Cert store.

21.  The system of claim 20, wherein the first Cert sync system is further configured
to retrieve a new Cert for each detected expired, invalid or revoked Cert in the second
Cert store and to transfer each new Cert from the first messaging client to the second

messaging client via the communications link.

22. The system of claim 15, wherein the first messaging client and the second
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configured to store Certs transferred fromthe first messaging client to
the second nessaging client to the second Cert store. 17. The system of

cl ai m 16, wbuetibusso conpri sing a user interface at the firsPCraEs®agises
client, the user interface being configured to accept user inputs to sel ect

one or ”Drnﬁ‘eé%fa?igg ehont'd Q%rﬁ@élé&?d Rer (e QR PERRIstihg B: Qf‘désﬁtoﬁtc%%tétrﬂet he

first Cert sto ereln the selected Certs are transferred from

first ”ES%gﬂgﬁgﬁﬁéétﬁgkg@%%@@%%ﬁd TRiRiss Mol cBimuniéatiohi@vig¥St em of

claim17, rt sync systemis further configured to
transfer Certs stored in the second Cert store fromthe second nessagi ng
client to the first nessaging client when a conmmunications link is

establ i shog betpeeivtemdf clblnd 75 WERSAG RisdretitndTR rhilRagfig B BRFHRIT NG

client viathe nicatirons Tntertace an

i catj i f . R i i
ot er ace SaEOTmeh G oot p wield ridfie SBpycdtiofactice YORERY A el oo

i ts t L ect { t in.. Cert
ctore aharaimottston s afte i ulbaletuaiiy A 2l i Db ABe AREEd

i lient, to the first i | i 20., Th of..cl ai m 15,
whor ern tdakPge cammiaigaion iR, e, Hotbdela MoK ga cay iREREEhe
tat f h t din th d Cert stol tect i red,
Chval o of BRIy asHIbEr Elenhone havts e sopimpriatons [ etsha. a BRBoBSIC: em of
| ai m 20, wh inth irst A t i.s furth fi t
ot Tece’ SRR EEAL et e R o e 5 o AR et
the second Cert store and to transfer each new Cert fromthe first
messagi ng COMPLHAT systemwity @ Wiless MRIeYi ng client via the conmuni cations

link. 22. The system of claim 15, wherein the first nmessaging client and
t he second

24. The system of claim 15, further comprising:
at the first messaging client:
a first messaging system; and
a first communications subsystem; and
at the second messaging client:
a second messaging system; and
a second communications subsystem,
wherein the first messaging system is configured to store Certs réceived via the first
communications subsystem to the first Cert store and the second messaging system is
configured to store Certs received via the second communications subsystem to the

second Cert store.

25. The system of claim 15, wherein the first communications interface and the
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-62 WO 02/101580 PCT/ CA02/ 00868 nessaging client are each selected from
the group consisting of: a desktop conputer system a |aptop conputer
system awo o/10is8e€l ess nobi |l e conmuni cati on device. 23. TireTayL@0860F Cl ai m
15, wherein at |east one of the first nmessaging client and the second

nmessagi ng sebc'srﬁmorﬁrﬁuﬁca@cfn@'arﬁéﬁame&tﬂisﬁ _ﬁm&b&%kBé‘mlé@ﬁitr?@fi@ﬁh@é‘sh@mgf rom

the group consisting of: a data conmuni i on device, a voice

comuni caly}igi SA8YhE Secdhd rH?@a‘ [dfefommuni cat i on device having both data
and voi ce conmuni cati ons ungtlonality, a cellular tel ephone having data

communi cations functionality, a personal digital assistant (PDA) enabl ed
for wireless communi cations, and a | aptop or desktop conputer systemwth

a Wi rel essemodem sodemTOEISHT b8 MWREref HeMirdPeorhtuhlElior O Ridath Hhd thdt the
en[tn. a m I rs

first nmessagi ng cl I'Tst’ nessagl ng syste and a

cormuni Ca%iggs &%M@E@@gg@ﬁ%ﬁaﬁaéQSleEFe%%% %@E@%Lc{&ﬁﬂ}%%@%s&ri@ @%O”d

nmessagi ng ent an nmuni cati ons' s e first

nmessagi ng _s em | i ”ﬁbt tore Certs received via the first
conmuni caﬁnﬁﬁf}@\‘?ﬁ%azgeﬂg%%o{ e)pgllrés,‘t Cert store and the second messagi ng
systemis configured to store Certs received via the second comruni cati ons

subsystemto the second Cert store. 25. The system of claim15, wherein

the first 299”“111% %%t"er%ngf c':lgitmeqE,a\?vﬁeraepndthtehﬁrst c_:oerﬁm\l/}%\)lcg iénlso% e8 acg%-l;\/d%gm St

second communications interface establish a wireless link between the first messaging

client and the second messaging client.

28.. The system of claim 25, wherein the first communications interface and the
second communications interface are selected from the group consisting of: Infrared

Data Association (IrDA) ports, Bluetooth modules and 802.11 modules.

29. A system for transferring Certificates (Certs) between a computer system and a
wireless mobile communication device, the system comprising:

a serial port associated with the computer system;

a mobile device cradle connected to the serial port, the mobile device cradle
having an interface; and

a mobile device interface associated with the wireless mobile communication
device and compatible with the interface of the mobile device cradle,
wherein Certs stored at the computer system are transferred to the wireless mobile

communication device when a communications link is established between the

-64 -



second comuni cations interface establish a physical |ink between the first
nmessaging client and the second nessaging client. 26. The systemof claim
25, wher ewp o2hei1sgo r st communi cations interface and the secommh02/00868
comuni cations interface are selected fromthe group consisting of: serial

ports angd, Pbté‘? EydbmAnb e wirtiesd hisille déﬁfrﬁ@mca%%n d@h@e By ﬁlh&ﬁb fMe viteRdsd 15,

wherein the Tirst” communi cati ons 1 nterface and second Communi cati ons

i nt erfacegﬁlg%mr@c %ﬁ%bgégg“h@l?ﬂp&@/&q{&et& kgl rst messaging client and

the second messagi ng Q' Pent e system o claim25, wherein the first
comuni cations interface and the second commrunications interface are
sel ect ed fromt he group consisting of: Infrared Data Association (IrDA)

ports, too {E‘P g ||%%n§93nlé§tlorﬁ%wc@%o |sm§“ system for transferring
S

Oertlflca vveen a conputer syste a wreless nobile

comuni cat i on femconprising: a serial port associated with
the conputer ge\%{ﬂgﬁ‘%@s"}ang 93 devi ce cradl e connected to the serial port,

e b1 vl R R S e,

conpatible with the |nt rfa&ﬁqrgcthe nobi | e device cradle, wherein Certs
stored at the @8 & transferred to the wirel ess nobile

54 V0 03 3825%%5&9%%5 GB8P SBer arPoes ICEMEAT e wi el eos mobile
o the mobi To AdvPEeYBRUBNESHGID (YRS YERES SOHRER 1o Beniram Satd GROGLE: co
conpri st n%é)mmunications interface,
wherein the messaging system is configured to store Certs received via the wireless
transceiver to the Cert store, :emd the Cert sync system is configured to store Certs

received via the communications interface to the Cert store.

31.  The wireless mobile communication device of claim 30, wherein the messaging

system is further configured to request Certs from a Public Key Server (PKS).

32. The wireless mobile communication device of claim 30, wherein the
communications interface is selected from the group consisting of: a serial port, a
Universal Serial Bus (USB) port, and Infrared Data Association (IrDA) pdrt, a Bluetooth

module and an 802.11 modulé.

33. The system of claim 30, wherein the wireless mobile communication device is

selected from the group consisting of: a data communication device, a voice
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a Wwreless transceiver; a nessaging systemcoupled to the wrel ess
transceiver; a communications interface; a Cert store configured to store
Certificawe2(@sB8is); and a Cert synchroni zation (sync) syswamoeowsted to
the Cert store and the communications interface, wherein the nmessagi ng

system i scoririlihigatictdviteSh BLR-hEdd SormMORICHRSh ddvice RRingbot @&ftg and Vg cei ver
to the Cert store, and the Cert sync systemis configured to store Certs

recei ved ddnimbmiBatidEMHINCEGNAIRY) Sa | d¥liBlal a6Rphond haviFg! Hafl ebMmubloatidhs
wi rel ess nobil e comuni cation device of claim 30, wherein the nmessagi ng

system i Sfuhgﬁ&r{aﬁfy, QPBHoHHIrcﬁ td QsSiQEHEPD AYRNhBICH O Nifel G e drimbRikatifisY €T

(PKS). 32. The wreless nobll e communi cati on device of claim 30, wherein
the co i | i f i fuli up consisting of: a
serial por { ) ggpk@(?rvde%is(a P %@ﬁ?dﬁr %ﬁ{seﬁ?\‘ﬁ%%? V%%ﬂeté,sr}g% r{I.?'nf rared Data ‘
Associ ation (IrDA) port, a Bluetooth nodule and an 802. 11 nodul e. 33. The
system of claim 30, wherein the wireless nobile communication device is
selected fromthe group consisting of: a data comruni cati on device, a voice
-65 WD 02/101580 PCT/ CA02/ 00868 communication device, a dual - node

comuni cati on device having both data and voice conmunications
functionality, a cellular tel ephone having data. comruni cations
functionality, a personal digital assistant (PDA) enabled for wreless
comuni cations, and a |aptop or desktop conputer systemw th a wireless
nodem -66
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