"Process Control System and Method" Field of the Invention The present

I nvention relates to a process control system and nethod for managi ng an
aut omat i ovoyeteemsoparti cul arly, although not excl usi velpgTiAinoosoegisng an
aut omati on system provided in an environnment such as an office or
wor kpl ace. Such a system provides for the |ogging of data, nonitoring of
the current state and autonatic control actions. Background Art The

foll owi ng discussion is intended to facilitate an understanding of the

i nvent i ¢Protiese ControliSyEton andldethipkici at ed that the discussion is not an
acknow edgenent or adm ssion that any of the material referred to was

publ i shed, known or part of the conmmon general know edge of the person

ski | | ed Figldt dfetherfventiony j urisdiction as at the priority date of the
application. Presently process control automation systens are nost often

designed as a conplete systemwith a systemw de self contained control

probl emThe beesantviedehtion heldgstiema brodesewoonlysit eystent fendc ongthetiefayst em
design is well characterised and downl Q&ﬂeg to g contro{I d)%m ce such as a
Progr amdiadiNggAR Beiameliare systare) . Pastiewary.c AHNPEON s BPL PHHRIE RSt

easi lgy %ér%yiﬁ %nfélﬁesm*ahsn%g@fwﬁ_pwaé@irﬁxﬁt@mrehn@wsgméméh bific8lgrct i on
within the system for exanple, if any of the devices that are controlled
by the syakelacar eSHelved systeohaneddes forathe laggingot dlatz,umengeringof|thgent i on

Accor di B’Eﬁt %tgégg%ht%aﬁgg%@;&sa%%né_nvent ion, there is provided a

process em provi i'nan environnment and conprising control
means and a nultiplicity of devices coupled thereto, characterised in that
t he devige royi ded in one or nore sub-environnments and have |i nked
control %acﬁﬁﬁ@hgngﬁ@ associated trigger conditions, and in that the control
nmeans i s operable to control

The following discussion is intended to facilitate an understanding of the invention.
10 However, it should be appreciated that the discussion is not an acknowledgement
or admission that any of the material referred to was published, known or part of
the common general knowledge of the person skilled in the art in any jurisdiction

as at the priority date of the application.

Presently process control automation systems are most often designed as a
15 complete system with a system-wide self contained control problem to be solved
by the system. In known systems, the complete system design is well
characterised and downloaded to a control device such as a Programmable Logic
Controller (PL.C). Such a control solution does not easily allow for flexible change
in the system or any dynamic interaction within the system, for example, if any of

20 the devices that are controlled by the system are moved or changed in any way.
Disclosure of the Invention

According to an aspect of the present invention, there is provided a process
control system provided in an environment and comprising control means and a
multiplicity of devices coupled thereto, characterised in that the devices are
25 provided in one or more sub-environments and have linked control actions with
associated trigger conditions, and in that the control means is operable to control
the devices in accordance with their linked control actions, and further

characterised in that the environments and the devices located therein are



the devices in accordance with their |inked control actions, and further
characterised in that the environnents and the devices | ocated therein

ar eor ganiweaoean2imser ar chi es and each devi ce has an assoecatadoosmiopie

hi erarchical identifier for an associated environnment, the control neans
bei ng operable to generate control actions for a device dependi ng upon the
associ ated hierarchical identifier. PreRerably, the control means is
operable to generate the hierarchical identifier for a device dependi ng

upon the eryanissihBnhickathipsadnd each idvite: HEY iapcasytdidied umM i hidrihical
envi ronnen L t he device such that, if a change in environnent is detected
then the @@ﬁ\?' o1 foreaRsagsocigied gnviopmegbnthencential MsdnscbeiRopPreaRle: 49
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associ ated control actions. Prefe t he eminc es a Vvisua

di spl ay misiengfiesher ei n t'he control neans is operable to display the

hi erarchies on the display neans. Preferably, the control neans is operable
to use the hierarchical identifier to define dependencies between nmultiple
devi ce$ aReefarablndbecoatreimeangdeoperablt ta geserate theehierarshicel ideotifierdbr

actions. Pr 1h vices.are users of a system and
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of the othe e nultiplicity of the devices. In another aspect of the
i nvent i on e{eﬁgerdéh@ hecrrried r'ae%msr%wéblerf@rg%neﬁe&@gyp@@mdr Blerapicain
provi ded jdanfifiee i réSpURB t2fHE BBIRASLENEAGe CaHR! thNGeriaf %?Féé&blg@téd’ of
devi ces provided in one or nore sub-environnents and having Tinked control
acti o9 wrenirelasgenst ed trigger conditions, characterised in that the
controller is operable to: control the devices in accordance with their

| i nked control actions; organise the environnents and the devices | ocated
t her ei n i Rrefeeatdy.cieesystem includes a visual display means, wherein the control

means is operable to display the hierarchies on the display means.

Preferably, the control means is operable to use the hierarchical identifier to
define dependencies between multiple devices and any associated trigger

15 conditions, properties, or control actions.

Preferably, one or more of the devices are users of a system and the control
means is operable to define the dependencies and/or properties between users
and other of the multiplicity of the devices and properties of the other of the

multiplicity of the devices.

20 In another aspect of the invention, there is provided a controller for a process
control system provided in an environment and arranged for coupling to a
multiplicity of devices provided in one or more sub-environments and having
linked control actions with associated trigger conditions, characterised in that the
controller is operable to: control the devices in accordance with their linked control

25 actions; organise the environments and the devices located therein in hierarchies;
associate a unique hierarchical environmental identifier for an associated
environment to a device; and generate control actions for a device depending

upon the associated hierarchical identifier.



associ ate a unique hierarchical environnmental identifier for an associated
environnent to a device; and generate control actions for a device

dependi ngwoposs/2sassoci at ed hi erarchical identifier. Prefranabispoiiihe
controller is further operable to generate the hierarchical identifier for
a devi ce dependi ng upon the environnent associated with the device and to
nmoni tor the environnment of the device-sueh that, if a change in environnent
is detected then the controller is operable to generate an updated

hi er ar chi pRifeia®8)) thé cohtrblier’ie FRRRSEopSrabld® gaiarateethechiaRgrehicaniicndfier
generate any associ ated control actions. Preferabl éqi the controller
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operabl e to use lerarc enti r to define dependenci es et ween
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dependenCd;(ﬂ'ﬁ;rcaladﬁ@ﬁs properties between users and other of the nultiplicity
of the devices and properties of the other of the nultiplicity of the
devi ces. I n another aspect of the invention, there is provided a nethod for

aut omat i aneﬂiéra@lwlthme@@tr@nmﬁm@bdéa/atvtﬁnamﬁispiasjﬂﬂeiaﬁs aph&min thenemitiollenis
arranged for cou Ilnqﬁto a multjplici f devices provided in one or nore

sub- envi er?ﬁF@Hlesljg lém%ﬁ'eﬁ“’ﬁk “‘ler(ﬁﬁp Ig¥MRANS-wi t h associ ated trigger
conditions, characterised in that the nethod includes the steps of:
controlli nlgqthe devices in accordance with their |inked control actjons;

or gani si ngraREbBANG siaRiAller &h@perbladei ises the biaratehierl idemifien tai e8fiehi es;
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associ ated environnent to a device; and gener ntrol "actions for a
devi ce depenértiag, apeenitel@cionsci at ed hi-erarchical identifier.

Preferably, one or more of the devices are users of the process control system

and the controller is operable to define the dependencies and/or properties

between users and other of the multiplicity of the devices and properties of the
15 other of the multiplicify of the devices.

In another aspect of the invention, there is provided a method for automation of a
process control system provided in an environment and arranged for coupling to a
multiplicity of devices provided in one or more sub-environments and having
linked control actions with associated trigger conditions, characterised in that the
20 method includes the steps of: controlling the devices in accordance with their
linked control actions; organising the environments and the devices located
therein in hierarchies; associating a unique hierarchical environmental identifier
for an associated environment to a device; and generating control actions for a

device depending upon the associated hierarchical identifier.

25 Preferably, the method includes the further steps of. generating the hierarchical
identifier for a device depending upon the environment associated with the device;
monitoring the environment of the device such that, if a change in environment is
detected then an updated hierarchical identifier is generated in response to the

detected change, and any associated control actions are generated.



Preferably, the nethod includes the further steps of: generating the

hi erarchical identifier for a device dependi ng upon the environnent
associ at esownddn2eise devi ce; nonitoring the environnent eCTiARoGawixe such
that, if a change in environnent is detected then an updated hierarchical
identifier is generated in response to the detected change, and any

associ ated control actions are generat-efl-- APreferably, the nmethod incl udes
the step of displaying the hierarchies on a display neans. Preferably, the

net hod i nplaigiedly, fige PictRed HcldRls thictde sl OPERBRIVME thITibrRERicBN 4 Blspllevi ces
and any associ ated trigger conditions, properties, or control actions using

t he hierdfeAN8al identifier. Preferably, one or nore of the devices are
users of the process control systemand the nmethod includes the step of
defining the dependenci es and/ or properties between users and other of the

mul ti pl i cPrefersbly, ibedeathed ingludes dhersters off defiringt depensiencies Rawean i city
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provi ded a process control stem provi in an envi and conpri si ng
controb nactimmsarsingtheuhiergthicakigenfifiatevi ces coupl ed thereto, characteri sed
in that the devices are provided in one or nore sub-environnments and the
environnents and the devices |located therein are organised in hierarchies
and each Hefeabh)amnenor azxwewmfahedevicasarduses chtheapracgestaohiret systerman

associ at ed Viro nt eregin_one_or .nore of the devices gre users of a
system an@‘fﬂ'ée E}ﬁ?ﬁ&%ﬂ“%\é\%ﬁ StER& é{ﬁﬁg"{goth&e‘?%ﬁ? hE'Ge B%R@Péﬁ d/ or
properti esetiRiene@sers SEic ofed cﬁtthérmgﬁifﬂi&lg/ ButHd Bblieks Yaref pidperiiey bf e and
properties of the other of the nultiplicity of the devices. Preferably, the

devi ce pr@iper of te mylinlieity phRideyicess, controls and features and the
control neans is operable, through the defined dependency between users and

devices to define the properties available to each of the |inked users.
In yet another aspect of the present invention, there is provided a process control

system provided in an environment and comprising control means and a
multiplicity of devices coupled thereto, characterised in that the devices are
provided in one or more sub-environments and the environments and the devices
lodated therein are organised in hierarchies and each device has an associated
15 unique hierarchical identifier for an associated environment, wherein one or more
of the devices are users of a system and the control means is operable to define
the dependencies and/or properties between users and other of the multiplicity of

the devices and properties of the other of the multiplicity of the devices.

Preferably, the device properties include permissions, controls and features and
20 the control means is operable, through the defined dependency between users

and devices to define the properties available to each of the linked users.

Preferably, the properties include rights of control and/ or access to the

associated device.

Preferably, the control means is operable to determine if a device is added or
25 removed from the system and to redefine dependencies between users and the
added or removed device by associating the relevant identifiers.

Preferably, the control means is operable to generate a communication to users in
response to a detected addition or removal of a device.



Preferably, the properties include rights of control and/ or access to the
associ ated device. Preferably, the control neans is operable to determ ne
if a deviwe 2oe/dised or renmoved fromthe system and to PeUti2065/001314
dependenci es between users and the added or renoved devi ce by associ ating
the relevant identifiers. Preferably, the control neans is operable to
generate a communi cation to users in r-egponse to a detected addition or
renoval of a device.Preferably, the control neans is operable to inport and

export  dapasébRl kR cbRrdINg 5{3&9& S;S’er‘éﬁ}éi ©EPnpdrt Qﬁ@"eﬁbbbtidaft@?elﬁﬁ’rﬁﬁ fPthdreans

i ncl udes di spl ay neans, andet e control neans is operable to display the
properti esoupted devigespl ay. | n anot her aspect of the present invention,
there is provided a controller for a process control system provided in an
environnment and having a nultiplicity of devices coupled thereto, and
provi ded Preferablyothermoatrolimeansi inclideatdisplay means, iasedthencanital means is

control ler i r I se ixonnments and the devi ces | ocat ed
therein iépé{égtéggccﬂgégyE\iﬁedsg)g%gf(':efsa?é ﬂge gfgé'r?‘&que hi erarchi cal environnental
identifier with each device for an associ ated environnent, wherein one or
nore of the i . I i le to
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each of the |inked users. Preferably, the properties include rijights of

control alhe/ deviers tanated therein i biaraichiesdand @ssoriaéingrabniguet Rierarshicabl
means 1hS ORAHMELLIGERTIRE RS dabhUARY £F dnbaddfitfeq environment, wherein

one or more of the devices are users of a system and the controller is operable to
define the dependencies and/or properties between users and other of the
multiplicity of the devices and properties of the other of the muiltiplicity of the

devices.

15 Preferably, the device properties include permissions, controls and features and
the controller is operable, through the defined dependency between users and

devices to define the properties available to each of the linked users.

Preferably, the properties include rights of control and/or access to the associated

device.

20 Preferably, the control means is operable to determine if a device is added or
removed from the system and to redefine dependencies between users and the

added or removed device by associating the relevant identifiers.

Preferably, the control means is operable to generate a communication o users in

response to a detected addition or removal of a device.

25 Preferably, the controller is operable to import and export data relating to the

coupled devices.



removed fromthe systemand to redefine dependenci es between users and the
added or renoved device by associating the relevant identifiers.

Pr ef er ablwo 206v@2¢030t r ol nmeans i s operabl e to generate apcomummsmaiiion to
users in response to a detected addition or renoval of a device.

Preferably, the controller is operable to inport and export data relating
to the coupl ed devices. Preferably, thegontroller includes display neans,
and the controller is operable to display the properties on the display. In

a final aspeshblf thdBoRTEIRe Mclld¥EaishbRiy mEBRS Sard tHY otidr & opérask {or
aut omati on of a’process control si%syhem provi ded in an environnent and

havi ng a displaypihe praperées aedhe dispEpl ed thereto, and provided in one or
nore subenvi ronnents characterised in that the nmethod includes the steps
of: organising the environments and the devices |ocated therein in

hi er ar chilesa %nal aspect afithg aresenjuiavaniiomr tareais erNidemhnennathadddert i fi er

with eac i ce far i i t: : th
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i ncl udes the step of defining roperties available to each of the

t he bl ¢ .
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the rele
other of the multiplicity of the devices.

Preferably, the method includes defining the device properties to include
permissions, controls and features and the method includes the step of defining
15 the properties available to each of the linked users, through the defined

dependency between users and devices.

Preferably, the properties include rights of control and/or access to the associated

device.

Preferably, the method includes the step of determining if a device is added or
20 removed from the system and to redefine dependencies between users and the

added or removed device by associating the relevant identifiers.

Preferably, the method includes the step of generating a communication to users

in response to a detected addition or removal of a device.

Preferably, the method includes the steps of importing and exporting data relating
25 to the coupled devices.

Preferably, the method includes the step of displaying the properties on the

display on display means.



Preferably, the nethod includes the step of generating a conmunication to
users in response to a detected addition or renoval of a device.

Pr ef er ablwo 206v2msbhod i ncl udes the steps of inporting aou/Avepaviing dat a
relating to the coupl ed devices. Preferably, the method includes the step
of displaying the properties on the display on display neans. Preferably,
the device is a person or an inani mate7devi ce. Thus, the present invention
provi des a process control system a controller and a nethod for autonation

of the pPosReshlgHREIdRlvicyisieersvhio? BiniiRafidfne edvice. be dynani ¢ and nmanaged
nore flexibly and easily than is possible with existing known nethods of

process control and automation technol ogy. Through this static and dynam c

hi er ar chitpgk, #c0gRissAt iMBnBdn bR&/idSPE §F6casE¢drmtol Systeam a tortrotieragel acan
organi se and construct a controlled, |ogged and noni Eg ed hierarchical
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trasts I he

This con W th man NOWN" process contr syste that | ook at
contrd systarmathodsfafpedcass euntmhshi @utematien terhnotagy. défoughipisistedic of

control equations that need to b I o d
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contro eir own autonation devices. e pro ed sche s.less ¢ ex
and cost |a}dt<aﬁaﬁ%@nwﬁ@mr@&@whmecqm?mﬁ_ttpe, (S%VQ%?éu‘_?ro"r?a‘ﬁ'ﬁgﬁ dse;)’é‘ieé"n?%fh ggp ,
decr eases, fiig, (ARbV, BAQHERTTLAY rérshiioURAARALANY BRdRarhkaNy.Ng_ devi ces and

data and I'nproves confmuni cation an transter of know edge between
people. Brief Description of the Drawi ngs The invention will now be

descridedrnd ¥onidste withk AfEHyERIWY pro¥idst ddkitR 89seniLttaifook at the control
system as a fixed relationshi'p between devices defining a set of control equations

that need to be solved.

[t can be seen that the proposed system allows multiple users to share the use of
devices and data in a way that increases utility and removes the necessity for
15 people to have and control their own automation devices. The proposed scheme
is less complex and costly and yet increases the utility of an automation system
and decreases the cost of programming and implementation by sharing devices
and data and improves communication and the transfer of knowledge between

people.
20 Brief Description of the Drawings

The invention will now be described, by way of example only, with reference to the

accompanying drawings of which:

Figure 1 is a schematic illustration of a process control system in accordance with

an aspect of the present invention; and

25 Figure 2 is a schematic illustration of an example of an aquaculture environment
having an automated process control system in accordance with an aspect of the

present invention with a multiplicity of devices provided therein.



acconpanyi ng drawi ngs of which: Figure 1 is a schematic illustration of a
process control systemin accordance with an aspect of the present

I nvent i orwoanab/Buagare 2 is a schematic illustration of aoTewanE/®1zfs an
aquacul ture environnent having an aut omated process control systemin
accordance with an aspect of the present invention with a nultiplicity of
devi ces provided therein. Best Mdde(s) -fsor Carrying Qut the Invention Wat
i's proposed in the present invention is an alternative nethod of nanaging a

process @égtrmbdgw)tfgpraahg}mgl(bmef|9,n,em-,|@h nore flexible change in a
manner that is nore flexible and sophisticated while being nore congruent

with the way that people think about their automation problens. Broadly,

the presayhat rsvmbbgéu et skt mvahﬁtsaﬁsswgnéfr@nvéyﬁémaumfwawbgfing A an
environment (and - where appropriate - sub-environments) that includes a
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process con system es a con or exanple a
conput®r that pdacbrdetlsmklabbhbtrmr@ﬁajmabhar@bjemsol | er - and process control
equi pnment 103. The process control equipnment 103 incl udes peri pheral

devi ces 104 such as sensors, actuators and transducers as nay be
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I s oper abdfeiiff@refiPOEVIOEs tHRRGIF&DROVAISH for SPRMAbEPOf fudictievd.ces 104 as required
to provide an automated system The devices 104 nay have trigger conditions

| i nked to them whi ch, when activated, cause the device 104 to function in

accor danqagmé h DR LR émlnpl@n@fr Q'pr@@éSsD&SntrcT heyshehi 10Ter aThderbesess 104
are coupled to the control|ler I n any suitable V\B.% for exanpl e through
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suitable programmable controller - and process control equipment 103. The
process control equipment 103 includes peripheral devices 104 such as sensors,
actuators and transducers as may be appropriate, and which operate in response
to signals from.the controller 101, and which are also operable to provide data to
15 the controller 101 as appropriate depending upon their function. In this way, the
controller 101 is operable to control, operate and respond to the devices 104 as
required fo provide an automated system. The devices 104 may have trigger
conditions linked to them which, when activated, cause the device 104 to function
in accordance with predetermined control actions. The peripheral devices 104
20 are coupled to the controller 101 in any suitable way, for example through a

known network wireless protocol, the Internet or an Ethernet network.

The use of process control for automation of processes is well known, and, as
such, need not be described in any further detail herein, except as is relevant to

the present invention.

25 The devices 104 are located in environments as required and are operable to

communicate with the controller 101 in any suitable manner.

The controller 101, will typically be coupled to user interfaces such as a keyboard
105, and a visual display 106, with, for example, a touch screen. The controller
101 will also include a processor 107, and memory 108 (including one or more



The use of process control for automation of processes is well known, and,
as such, need not be described in any further detail herein, except as is
rel evant wo 206v2posesent i nvention. The devices 104 are POTARIS001314
environments as required and are operable to conmunicate with the _
controller 101 in any suitable manner. The controller 101 , will typically
be coupled to user interfaces such as @9keyboard 105, and a visual display
106, with, for exanple, a touch screen. The controller 101 will also

i ncl ude adaptabasss 09167 s well knewarty pkdSorf ERilEHIGH fig: afe Thie dcontRMaE 2093€S

109 ' |l Kk t skilled in the art. The controller 101 is
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be descri 8&stribedBrBordedathil bEBWeW. Wthin the process control system 100
t he environments and the devices 104 provided therein, are organised in

hi erarchies to assist the nmanager to nanage and configure the devices as a

process C@HniPhhs YrbesAREnt@ SRlibverob | Rxi @r&\ﬁro%ﬂged@eidd pfée);aby@%s 104 .

functions. In practice, this is inplemented in the contro as will
be deserip@yidad thereine arelerganisekihierarehieketo assist thie nwanagey do trhanage

control ' : e Lt her vi ces apd .their
trigger g%ﬁ%?ta ﬁgﬂ.gr'@e@gﬁc{ér 6‘1%61%%96’%@9%‘39%%’3géfgi?gﬁ&‘”aSBrPc"ﬁH%r ﬂ??\(){)lleo?ﬂ%nt I n
whi ch it usefubcattea.fuetansdeh pracﬂiﬁeﬂ,hﬂh:asaisai_rﬂiblemhtéd matheic ctﬁ:ttdub'ram as t

[ therewi th which defi n e device in terns of its environnen
gﬁzogth g‘gfulittf'%ﬂﬁ%q{b?d 'Efbl*ﬁhri]%r %tﬁ'ﬁ?f@m-cal i dentifier is generated and
stored at the controller 101 , and allows control sequences to be set up
invoIvingTﬁne or nngﬁ devi ces .defining the dependenci es between devices

cofit

and t hei r 1% idgyises Mavohave HeinGeare! AGtioas fRASNGRRERD anshardared evith e i n

i ts i dentaotheptpvieas ahtlitBie triggiconlitivhs! 0B8nRECARONS rﬁ&;%!%%(‘c?egéndﬂgfdr{)r‘s to
be initiated under control of the controller 101. Along wth contr
actions, MErAMvRRDMENt dbwhichtihis legafedof devi ce and operational parameters

Each device 104 has a hierarchical identifier associated therewith which defines
the device in terms of its environment and sub-environments.. This hierarchical
identifier is generated and stored at the controller 101, and allows control
15 sequences to be set up involving one or more devices by defining the
dependencies between devices and their trigger conditions. Changes in the
environment (and therefore in its identifier) can trigger control actions and/or a
sequence of actions to be initiated under control of the controller 101. Along with
control actions, information about the type of device and operational parameters
20 and characteristics that it has can be linked to the hierarchical information and is
stored in the controller 101. Configuration data for a device can include the
location of the environment or device, a pictorial representation, calibration
parameters, control sequences, trigger levels and dependencies on other devices.
Examples of this include a picture of the device or the operational and calibration
25 parameters that it uses to be read (if a sensor) or activated (if an actuator).

Each device 104 can be a physical device such as a sensor, switch or valve, or
can be a virtual device modelled by part of a computing method and implemented
in the controller 101. Such virtual devices offer greatly increased flexibility. For
example, they can represent switches activated by a graphical picture on a touch
30 screen or they can offer delay or timing functions. They can indicate a
dependency on a logical set of conditions (either defined by device trigger



and characteristics that it has can be linked to the hierarchical

I nformation and is stored in the controller 101 . Configuration data for a
devi ce cawoizn@l/2amot he | ocati on of the environnment or deciredi2oa/opixtori al
representation, calibration paraneters, control sequences, trigger |levels
and dependenci es on ot her devices. Exanples of this include a picture of

t he device or the operational and cal i-bi0ati on paraneters that it uses to be
read (if a sensor) or activated (if an actuator). Each device 104 can be a

physi cal denditiens el dspendepRiR on DihdrCHeBEey 30VBy cOmMPLASY Fﬁ)dga_am lolgiel
device nodel |l ed by part of a _conputing net hod and I mpl.emented in the

cont r ol | epteigrienis) hefQrer eRpIptioR @ @ssessment gt the dgvice ds iniiatads | Ehgyorant y.
For exanp ' $V ' gt ure
on a1 oUGh ScaBorah), iophicaSih dpilobg 1B (A ArpasSy. SErbRLaReReet |

i ndi cat e eanl@Eenbe vrganisediintod systermanf hiéracchids eindrenvirentrieats defwitresaby
devi 095”58&% ondi ti ons and dependenci es on ot her devices, or by conputer
program | ogi cal" statenments) before operation or assessnment of the device is
initiated. They can also tenporarily replace real devices for testing

ur poses. Vil Vi can. al,so be organised. into system of
Ei elroar chi Q?d%%a C@M?%ﬁ)ﬁ%bégé@’ Wpﬁalgéﬁlan&e‘?}ﬁ%gﬁeﬁgm %@sﬁ]@o‘éf@ S:B%d be
peopl e, abéerminstroed agortihgly. oDievites-maydiddiBe todhBidehed k¢l bbeertmpahidifts
accordi ng%. Devices may al so be considered to be environnents for other

devi ces. iR SDACRP- above, the devices 104 are associated with
hi erarchically organi sed environnents. Each environnent may have stored

with it the graphical, or pictorial representations_of the environnent and
the spatiaf "g%% i PVer ﬁ?ﬁ)ﬂ%\ﬂ%%ﬂ%@@%ﬁﬁ%%'?@ﬁ Wikt higsatghigally esganisrdt i on

rel atiige bRyikdHIOHBEERMVEMMIMRNER may hiGe Biops@ iRt th\éyﬁr%ghfcai Sr bie{d%{aﬁmt ion
could be relative to the other environnents and devices 104 , it could also
be absol utepresentstions gefodhaprnrnmeerr dindattes . spatialr separasiby, topelogicali ous

hi'erar chi galdyeAtbAMe §Rodrpes 100t LIdhR! o GBI environments in the
hierarchy. While this information could be relative to the other environments and

devices 104 , it could also be absolute by using geographical coordinates.

16 Alternatively, the previous hierarchically organised devices 104 and their control
information can be defined by another more conventional means such as by the
interrogation of a separate database containing substantially - the same
information.

Further, the relationships between the hierarchies of devices 104 can be changed
20 manually or dynamically and this in itself can trigger automation actions or new
automation sequences.

The process control system 100 can also contain a ‘logged’ history of the past
state of the devices 104 and can also allow monitoring of the present state of the
system.

25 A specific example of the general features referred to above will now be described
to further illustrate the invention. In this example, illustrated in Figure 2, there is
provided a process control system 1 in an aquaculture operation (Acme Fish
Company) that contains an office building 2 and a production shed 3 at one of
their properties. The production shed 3 contains six tanks 4, 5, one — a hatching



i nformati on can be defined by another nore conventional neans such as by
the interrogation of a separate database containing substantially the sane
i nf or mat iwo.206eumbdser, the rel ati onshi ps between the hi erarchizess/oisidevi ces
104 can be changed manually or dynamically and this in itself can trigger
automati on actions or new automati on sequences. The process control system
100 can al'so contain a 'l ogged history1of the past state of the devices
104 and can also allow nonitoring of the present state of the system A

speci fi ¢ @paPl-gophatdmthgisier ahd figet-LiGrewLlitetahrsl 8 0 fabgitaving lthemowrbe
described to further illustrate the invention_ In t e, illustrated

) in i s exanp
in Fi gur eclarity; paletwe tanksy, At 8hawpripdagdre: ént Eafh é?'gli a?ﬁ?qd%adwraa%em ture
operation Fi a| f i d ding i
o oduct | oA AREEESER 5 ER S oh it BARHWHLTRCIdes 1O <chlshP ikidd the
cont ai ns pumpttanikgdicaie peration; aa dxygehi segtsanka 4empeatureasemnsarg ahi sh PHand

five - .& t 5 ; . 0g t ' :

shown P BtTe U RS 4.4t SoRbaRa et Thes o FhEbalon B a8 1Rl
oxygetnat | betwaismthewhi Kbart thel Mi%? o&eébl@:ona&ers Bran Rﬁllﬁezlatrismgﬁeﬁ(mot thwﬁ)hcat e
operatli on, an oxygen sensor, a tenperature sensor, and a FHA sensor . e
Lanks 4, $akcandREchEPaRsag8 /e 5 mdlweaﬁﬁo@ameﬂ% logrtieR, A taglcimBet ween
them Neafné @ﬁ?dlt\t%t]ibﬁtsh% $a66 iﬂahgés detited®, HittPat ’fé\ﬁ}sééd‘aﬁiﬁf sdritdbs, SBaIN)

that can det e passage of a fish and identify it and its |ocation at
t hat ti nelightseapdoskusni secwiiydcanataso Ak biidieeseloensers, qunaps: hlighis fangd

secur by SERSEISerd sl Aiwoald REKRHBCHUE NGB AT Bkl 7of, SRt

sensors, punps, S and caneras etc. consti I Ces whi ch™are all
coupl ed tanc recsive digreals Théets esdapmdpriatei e Riggreal s ohlyea atumibsr of the
appropriate.. I n_Fi e 2 |y, a . nunber of the devices 6 are illustrated
for clarif§Vicasg a(ggw%gabecf@rgﬁqty. into a front and back office 2a and 2b.
Each office 2a, 2b has

The office 2 is split into a front and back office 2a and 2b. Each office 2a, 2b has
a light and a security sensor, while the front office also includes a camera. These
15 lights, security sensors and camera are also devices 6 within the context of this

invention.

The system is described by a number of hierarchically organised environments

and devices linked to those environments:
Environment: Acme (Fish Farms)
20 Devices: All devices owned by Acme or located in its properties.
Environment: Property 1 (Sub environment to Acme)
The environmental identifier is Acme: Property 1:

Devices: 4 Security sensors, 4 Lights, 7 Cameras, 6 oxygen sensors, 6
Temperature Sensors, 5 RFID transmitters, 6 Fish valves, 6 pH Sensors, 6
25 Oxygenation Pumps, 6 Flow Sensors

Environment: Office Building (Sub environment to Property 1)



a light and a security sensor, while the front office also includes a
canera. These lights, security sensors and canera are also devices 6 within
t he cont ewD 2066/02lpis8 i nvention. The systemis described pgTAUTIWOHOI310f

hi erarchi cal ly organi sed environnents and devices |linked to those
environments: Environnent: Acnme (Fish Farns) Devices: Al devices owned by
Acnme or |located in its properties. Envil2onnent: Property 1 (Sub environnent
to Acnme) The environnental identifier is Acne: Property 1: Devices: 4

Security Fhesewionrhehtd identifiér SoAEMesPrdperyyneDffiggnsors, 6 Tenperature
Sensors, 5 RFID transmtters, 6 Fish valves, 6 pH Sensors, 6 Oxygenation

Punps, 6 Fl ow Sensors Environnent: Ofice BUI | di ng (Sub envi ronnent to

Property DpVicesenvi p@useiitypsensdesiti Capferhs2 Aigigs Property 1@ Office
Devices: 2 Security sensors, 1 Canera, 2 Lights Environment: Front Office

(Sub environnment to Ofice Building) The environnmental identifier is Acne:

Property Envidbhnsent: Fr onFréievOffices (Sedimeh@irohhidiit toBfied Bifil or \Were
each device is uniquely identified by its name and hi erarchical environnent

for exanple: Environnment: Rear Ofice (Sub environnent to O fice Building)

The envi r Shewnvrbnindatdl iddreific B AsHe: PRIpap§1:)0fice Fionge: Rear Devi ces:
Li ght, Security Sensor Environnent: (Production) Shed (Sub environnent to
Property 1) The environnental identifier is Acne: Property 1. Shed Devices:

Li ght 5, Degieks2, Se@lbl’felréyL@ﬁﬂSércuﬁfméns&eCUr'ty Sensor Rear Environment:
Hat chi ng Tank (Sub environnment to Shed)

Where each device is uniquely identified by its name and hierarchical environment
for example:

Environment: Rear Office (Sub environment to Office Building)
The environmental identifier is Acme: Property 1: Office: Rear

10 Devices: Light, Security Sensor
Environment: (Production) Shed (Sub environment to Property 1)
The environmental identifier is Acme: Property 1: Shed
Devices: Light 1, LigHt 2, Security Sensor Front, Security Sensor Rear
Environment: Hatching Tank (Sub environment to Shed)

15 The environmental identifier is Acme: Property 1: Shed: Hatching Tank

Devices: Light, Camera, Oxygen Sensor, Temperature Sensor, pH Sensor,
Oxygenation Pump, Flow Sensor, Fish Valves, camera

Environment: Grow-out Tank 1 (Sub environment to Shed)

The environmental identifier is Acme: Property 1: Shed: Grow-out Tank 1



The environmental identifier is Acne: Property 1: Shed: Hatching Tank

Devi ces: Light, Canera, Oxygen Sensor, Tenperature Sensor, pH Sensor,
Oxygenat iwo 2bwenp4088] ow Sensor, Fish Val ves, canera Envi pPemnanoos/o®zayw out
Tank.1 (Sub environment to Shed) The environnental identifier is Acne:
Property 1: Shed: G ow out Tank 1Devices: Light, Oxygen Sensor, Tenperature
Sensor, pH Sensor, Oxygenation Punp, FHBw Sensor, RFID Transmtter, canera
This | ast exanple can be repeated for the remaining four growout tanks. It

can be sepgyjcBat eaEibhﬂeVO&?géﬁ Berkee] Y TéassaraRd bSehdsr, Ny adshddire

hi erarchy of its environnent. In the case of the flow sensors they can be
| ogi cal | yOxvgenaien RemphelovaRrneatv RFYAfsARSMBSrs¢RMAra Al t er nati vel y -
because they are part of the punps - the flow sensors can be considered as
devices in a punp environnent. That is, the device of the punp is an

envi r onnehbistastexaaple craibedeprates fonthekeraainiaeyr oraw-ont Eﬁ"ﬂfése t he

envi ronnent can be defined as Acne: Property 1. Shed: G ow out Tank 1:
Oxygenati on Punp: and the device is a Flow Sensor., Such a hierarchical
schene cali ¢an He seen tthat isaghddeyiceds rwijauely ddescipedi brals yamea aagcthg i sh

wer e fbttﬁ@f%égf’fﬁsgﬁ i%r’ilﬂgnt.the” the fish can be considered as an

envi r onnent containing a device (RFID tag) with a uni que seri al
nunber. In this case the environment would be Trout: RFID Tag: with device

(#000100),, r 0 I erjal n nd if
[t 1's kol 108 Bety 8P gHE Bl Soried e e e WEHEAIN® aniafifed b i tani
Property énvifsmedent&asvehowin. Tank 1: Trout: RFID Tag: with the device as RFID
tag #000100. For convenience, if it can be assunmed that the RFID tag
represents a fish with an RFID tag so alternatively this m ght be shortened

(for convAhemateglyt-obetause they are part of the pumps — the flow sensors can be
considered as devices in a pump environment. That is, the device of the pump is

10 an environment to which other devices can be attached. In this case the
environment can be defined as Acme: Property 1: Shed: Grow-out Tank 1:

Oxygenation Pump: and the device is a Flow Sensor.
Such a hierarchical scheme can be as arbitrarily deep as required.

Additionally, if each fish were fitted with an RFID tag, then the fish can be
15 considered as an environment itself containing a device (RFID tag) with a unique

serial number. In this case the environment would be Trout: RFID Tag: with

device (#000100), where #000100 would be the serial humber of the RFID. tag.

And if it is known to be in grow-out tank 1: the environment would be Acme:

Property 1: Shed: Grow-out Tank 1: Trout: RFID Tag: with the device as RFID tag
20 #000100.

For convenience, if it can be assumed that the RFID tag represents a fish with an
RFID tag so alternatively this might be shortened (for convenience) to the
environment as Acme: Property 1: Shed: Grow-out Tank 1 with the device as
RFID tag #000100.

25 The system 1 can, on the basis of control parameters within the process control
system 1 that can be attached to each device 6 and/or each environment (or by



environment as Acne: Property 1: Shed: G owout Tank 1 with the device as
RFI D tag #000100. The system 1 can, on the basis of control paraneters

wi t hi n t wopn@oesmsocont rol system 1 that can be attache#crarressimodayi ce 6
and/ or each environnent (or byanother programed control schene) inplenent
flexi ble control of the aquaculture setup. For exanple, as the fish nove
through the tanks in response of the #ildh val ves opening in response to a
control nethod, their size and wei ght can be estinated by anal ysing

pi ctures amdther bpradrameaster asniaold sdheinie)l dapldmentdefi@ibienesbntidy Nar g | y

their environment m ght change as a | ocati on change was detected. For

exanpl e: FHURHEUIE 88UPwi t h RFI D tag #000100 were to move into grow out tank

1 and in doing so, this novenent was detected by the RFID sensor.located in

t he entraﬁce to tpe first_tank, the process control systeml1l will note that
t

the trout™PsCKAMRIGIAR WeVisb ARG thrayghs the fantiscinaespenae idbriheflish valvexe
Wi th a neyhérivg 'iﬁ)!f'g@igrns]? BN chRARSK ;@fl’ﬁ)d‘?tﬁ‘&}‘vf%véﬁd)ﬁ]/é?dgﬁ%an' RitithaRlg -

woul d act as a trigg or a speciftic control system change. For exanpl e,

di f f er 2nt by aealysigodyeiteesctakendytthe ggorasas fiod theie Iddasinn dBtermineenent of
enough fish through the valves mght reset the feed level to a | ower anount
and reset_a counter which progressively increments feed based upon duration
or a si zeDweamieally dheioenvirenmeshmightechamgieramadacatiorhclarge as aletectedt i fi er
is able tg, a .to define the relationship - that is the dependency -
bet ween devi Ces and the associated trigger conditions to enable the process
control system 1l to cause devices to operate in response to changes in

ot her devj - , ferred to above n,a gertain fish
(a i st TG rayt Blin RABRaG o8008 yor8 s bR Bt 1B 2RET Bitthas a
changed esojithismmevaraéni wasntiefdoted bt REHD sbasoisiedatey ihhBe RREGAGS to the
10 first tank, the process control system 1 will note that the trout is in a new
environment.

This dynamic association of a device with a new environment — and therefore a
new environmental identifier — would act as a trigger for a specific control system
change. For example, a different feeding cycle can be triggered for the fish. The

15 movement of enough fish through the valves might reset the feed level to a lower
amount and reset a counter which progressively increments feed based upon
duration or a size estimation of the fish.

The environmental hierarchical identifier is able to be used to define the
relationship - that is the dependency - between devices and the associated trigger

20 conditions to enable the process control system 1 to cause devices to operate in
response to changes in other devices — for example, and as referred to above,
when a certain fish (a first device) moves from one environment to another thén
the fish has a changed environmental identifier which can be used by the process
control system 1 (and in particular the controller 7) to determine that this change

25 triggers an automatic feeding device (another device of the control system 1) to
operate in accordance with a predetermined feeding cycle.

Additionally, GPS coordinates can be attached to devices and/or environments
within the hierarchy. These GPS coordinates can be static (in the case of fixed
environments or devices) or dynamic being the output from a GPS device



control system1 (and in particular the controller 7) to determ ne that
this change triggers an automatic feedi ng device (another device of the
control swyetemvayosbo operate in accordance with a predetrermuzeds/desrd ng
cycle. Additionally, GPS coordinates can be attached to devices and/or
environments within the hierarchy. These GPS coordi nates can be static (in
the case of fixed environnments or devi¢Bs) or dynam c being the output from
a CGPS devi ceconnected to the systemor within an environnent (for exanple,

a movi ng ittt tPtheadiRtdiflor thirt 8n chiRofIRSNE Y ERaBlR, Bembriggtwethidieke any
ot her device in the system 1t is easily appreciated that the proposed

met hod prefvareiben devieri bl ke @D sevise eahbedreatadtlikesany athardaving In the
superi or %%gt%rﬂe known met hods commonly applied in PLCs and ot her control
systens. Furither it can be readily appreciated that such a hierarchical
control nethod is easier for people to manage as it relates to the way

peopl e 1 Mt I BRAVGLBRKIGES tit B PIATERA Mefiiod BYOVIESs 3 ok anBbd of
ogi cal I y or ganised"envi ronnment s can be ti t o geographic
coor di hat@mntrdfin tHie examplestheh & $ypesiop te theakrsalvi nzethode comneonly appbed in

descri bed.can be, ahstractly applied-to ma ot her nvent i L, .LNn trial

control g‘?'r@:?t ?%Qﬁﬁ&?ni[QYﬁY%g% ?%‘H%?E?rﬂgga%&?& y gigy FBP@?E%%"&@%@&% es

that are HofergriHicdtdontrRevstHo®Ys aubRIEoF pBoplECt PeAEPE @s Whélated fettexanpl e

of a fish was given with an RFID tag as a device, equally a persc%gg ght be
0

an envi r of@¢ériReanle Hhinkdabpee deers o8 BNWENIMeNtShafk dYCes ARt 2 at ed
wth t he%g{)cguggg%g}ﬁée&amwm&ts%aﬂéﬁ béYedto @gﬁgﬁhﬂf S5t r ol

system can 0 contact a person so t I cation and
intervention in a control process can be effectively nanaged. In sone

procesg COMKA it ?% ehSip aP‘)Feciia"?te fRESHRS i}‘lvéﬁﬂiorPB_@rcPés%FiEgG’rcaHslﬁ‘é 2bkRabiy, abl e

to be contacted r-a‘variety of reasons. In existing devices there exist
fiel ds w appliedtthenagy vtharfconventiariahindustial contraf situaiionssusb ashrrodpelsyl e can

be cont aCﬁneeds riJ]d ra?s%u%orrel%an{/%rth&x Ség)sl %a?yarg%tlc%rrently served by automation.
For example, while the example of a fish was given with an RFID tag as a device,
equally a person might be an environment with a device such as a mobile phone

15 or computer associated with them.

In another embodiment of the invention the process control system can be used to
contact a person so that communication and intervention in a control process can
be effectively managed. In some process control systems, it is necessary for

operators or users to be able to be contacted for a variety of reasons.

20 In existing devices there exist fields within the system for putting contact
information so that people can be contacted if required, for example by mobile
phone, pager, or by email, in response to a problem, or to provide information.
For example, one or more mobile phone numbers may be stored so that a Short
Message Service (SMS) message may be sent out to a first phone number. If

25 there is no response then a second mobile phone number may be called and so

on.

A number of problems with this arise. Firstly, not all people will have all available
communication devices and sometimes the devices might be shared between
users. Secondly not all people may be near the particular devices so multiple
30 devices may need to be tried, and thirdly several people may need to be informed



phone, pager, or by email, in response to a problem or to provide

i nformati on. For exanple, one or nore nobile phone nunbers may be stored so
t hat a Shwotodarsmge Service (SM5) nessage nay be sent egi/Amo@/0iyist phone
nunber. If there is no response then a second nobil e phone nunber nay be
called and so on. A nunber of problens with this arise. Firstly, not all
people will have all avail abl e conmuni-d&t- on devi ces and sonetines the

devi ces m ght be shared between users. Secondly not all people may be near
t he parti bylthe plecesesoatrohslstepl.e Melipkesonaytneey tisobaeéd itedve angde

t hirdl ) | | , d tg be I nf dby t tral
yst e MATUIENEDOEH Sa ety BPQde il gt Bo SRR Tal PO RABES: ANGE emai |
3 peopl e MitiICherDlif thEFLIRNG dedpbnsBYUnCEstteSNEs %‘éﬁdd‘%t\ﬁtﬁ}dlﬂeﬂé&eﬂﬂat'f

there is no response in 10 mnutes (eg using a virtual” device that Is a

timer) thisrd eerbibensiantact Brogenand ael alb eentact methadsonapde arprappategor at e
f h , '
0 g o G BRrechf 10F ERERjcT EORURE AnaRly BY RodtE R in8 Ad ERsibr Wit e

per mut at i orisutasecatbhip laordeflandlinextetephanei. | Ittoant be seearthat theppeshitbdon@nt ed
situationg requires a eneral s || ut.i on. Thﬁ pro.g?sed %gjve.?tipn can easily
acconmodaf® FiANY it fof mapium Hﬁ'tb/ﬁe GONPE g PRSSRIG WENRY SYAHIONS JIRAVESRIt and
out put reapensesd seRutiedl | y) or as an environment for communication devices

that all ow comrunication with the person. 2. Treating the various
communi cation devices as hierarchical devices. 3. Dynamcally altering the

contact nEhSeoERRJdnUSHtiHERRNEASY aiReMrhb8atedftyn of individual s and
devices. To illustrate the | ast exanple, and using the process control

system 1 of the previous enbodi ment, assunme that if the aquaculture. tank

oxygenet i 1T Ra0RG th& PeRRAr &8 aldevcst (R dandRpll andbafputfespbRSES ManLNg) Many
operators in a conpl ex o )
or as an environment for communication devices that allow communication with

the person.
2. Treating the various communication devices as hierarchical devices.

3. Dynamically altering the contact method and order depending upon the location
156 of individuals and devices.

To illustrate the last example, and using the process control system 1 of the
previous embodiment, assume that if the aquaculture tank oxygenation stops, an
operator must be urgently alerted. There may be many operators in a complex
shift arrangement and if one cannot be contacted, a second or third must be.

20 They may have different means of contact (for example a pager, mobile, computer
(via email or instant message) or landline (voice or touch tone) and not all
operators may have such devices. To add complexity, they may share a pager or
mobile phone and hand this over as a shift changes.

Such information may have been conveniently already stored hierarchically in a

25 database or directory so that it can be imported into the automation system or it
might have been manually entered. For example the unique identifiers can be
defined as:

Environment:



shift arrangenent and if one cannot be contacted, a second or third nust
be. They may have different neans of contact (for exanple a pager, nobile,
conput er Woiaocrreish or instant nessage) or |andline (voipce/Aanodsmoch4t one)
and not all operators may have such devices. To add conplexity, they may
share a pager or nobile phone and hand this over as a shift changes. Such
informati on may have been convenientlyl@tready stored hierarchically in a
dat abase or directory so that it can be inported into the automati on system
or it mi ddentiiieve Asse Treshoimiary Rrapertyed: ARdrevexanpl e t he uni que identifiers
can be defined as: Environnent:ldentifier - Acne: Technician: Property 1:
Andrew. Devi ces: Mobile:sns, Mbile:voice, Mbile: touch tone, Pager,
Conput er :Dekdsasoar d Mahilgosme.akéobilkoioice, hBtobilae toudh Itenét Relger,c Sonheuter:

consi der envir nt for the SM5, voice and touch tone devices and
can be uﬁ?ec}%éﬁgd‘:&é’gg?f)%@g&by its phone nunber. Environnent: ldentifier -
Acne: Technician: Property 1. Bruce: Devices: Mbile:snms, Mbile:voice,
Mobi | e: tone r, uter ; Keyboard, loudspeaker Enyir nt:
dent | 11 1€ aaha%e B s oRRBE A gontt¥Rl RS 4 SHCRSSARE, ircther SIS,

Mobi | & Vool afdhidch:tohe delickoaed dandss unigasludeycribBawylits Skuneuh@nbest ant
nmessage, Loudspeaker In this way people are considered as environnents for
devices (in this enbodi nent comruni cati on devices). Each device woul d have
conf i gur &rivirorifiénfar ogr anmi ng responses associated with it. It can be

readi |y understood that by using previously described nethods with these
assignnents and by witing

Identifier - Acme: Technician: Property 1: Bruce:

Devices: Mobile:sms, Mobile:voice, Mobile: touch tone, Pager, Computer:
Keyboard, Loudspeaker

10 Environment:
Identifier - Acme: Manager: Property 1: Colin:

Devices: Mobile:sms, Mobile:voice, Mobile: touch tone, Pager, Computer:Email,

Computer:instant message, Loudspeaker

In this way people are considered as environments for devices (in this
156 embodiment communication devices). Each device would have configuration and
programming responses associated with it. It can be readily understood that by
using previously described methods with these assignments and by writing
appropriate ‘drivers’ for each type of device that very flexible controls and

responses can be set up in any way that a user may desire.

20 For example, A(ndrew), B(ruce) and C(olin) might be growing fish and the
oxygenation pump stops. A and B are on site for sixteen hours per day but no
one is in attendance at night. The roster may cycle through making A, B, and C
primarily responsible as the first night contact or may change weekly. During the
day however, the other two individuals are likely to be near the site and should be
25 informed of problems first. If, for example, A is paged (shared pager and all



appropriate 'drivers' for each type of device that very flexible controls
and responses can be set up in any way that a user may desire. For exanple,
A( ndr ew) ,wB(oamyosand C(olin) m ght be growi ng fish andpChauvasosgerati on
punp stops. A and B are on site for sixteen hours per day but no one is in
attendance at night. The roster may cycle through making A, B, and C
primarily responsible as the first ni'g1l’?t“ contact or may change weekly.
During the day however, the other two individuals are likely to be near the

site andPaHiss kavsatheryasneeRpasr rpces) byt dpes st respondde the algme within $0 paged
shar ed | -Ray e .. qo

Sespond to t nglggraémrﬁﬂ tI?Ieng m&&(ﬁ\&g\? he%&zgﬁ%)?r r@@%ﬁxﬁ“@%”ﬁo@@%upon
t he probbeén eteailedi ntheadlertrraethademay eyeliel thcbughhall thiree peoplehant! aky take! e

t hr ough t I nd al so take other action suc turping on a
bottlg 0 mo%?y é“g)ﬁt g&ﬁggeﬂfmf‘gs% @eﬁ?ﬁlei ?P%yge&ﬁ%rpbrgvgrg €§b9?9 [')fa'f“‘? er
tryi ng ardspomseds pamlerl aftéritAgng B threePedplslenti fiers above, the people

were associated with the Property 1 environnment neaning that their |andline
nunber woul d not be called as they are on site. Instead the | oudspeaker

devi ce nalgirketheseniqas ideritifiesd abBwesthe petiphs ek e@sodbtcr! With itMeIPfopérty hei 1
envi ronnment al associ ati on changes by manual neans (such as | oggi a change

of shift 1GITBEAEGAICAE NS HeRIr @nﬁiﬁa%umhﬂr_%%ﬂpébwau@d@@gtltag'gaﬁe RFI D
and an apArRY i fistest RROloUds ééﬁéﬁ&é&a&@rmgwb%&ée UsPAAGHION § Dffert

controller 7 is operable to_Beterm ne when thq | enti%]l er c%anges.
exanpl e themd diterrativelv astheimenvitnamental assosiatioachangesbyrmgn¢&ropansy 2)

or t h I ' . e {f Awmas.now at his residence then
t he ggvi gg‘ﬁne%pgbémgcér}g: ecgﬁ%ﬁ%%@phgmg@ngﬂ&gggaaﬁ@%{ ﬁéa'?f@% R¥s are
Mobi | e: susingMBBiS erVvRFIe,arfdlainl appiopriate tseneor Brgednsrhitted | darted THuehe t one,
Landl i ne; Voi . Th ntr.ol act,ion | d .change accordingly. Here_the
I oudspea_R%rrsoagﬁIet‘,gori('%%‘ﬁﬁﬁz7 IS OPEEHE 42 &%m“ﬂ%“ﬁ%ﬂs@ﬁ ' %tﬁ@régana%$-e50rs not
on the séxample PMIGRT £l the landline of a second Acme property (Property 2) or the

home landline number. For example if A was now at his residence then the

15 environment is Acme: Technician: Residence: Bruce: and the devices are
Mobile:sms, Mobile:voice, Mobile: touch tone, Pager, Landline: Touch tone,
Landline: Voice.

The control action would change accordingly. Here the loudspeaker device is not
appropriate as the person to be contacted is not on the site of Property 1,

20 however the landline number is the determined device that is to be controlled to
contact the appropriate person.

The proposed scheme can be simple to set up but can also have very flexible
operation as may be needed by some people’s work practices. Other less flexible
schemes may contact people at the wrong times causing inconvenience or may
25 take expensive remedial action (like turning on the oxygen bottle) before it is truly
needed leading to further inconvenience and expense. Having the right type of
convenient contact that does not false trigger can breed confidence in its use so
that any alert is taken more seriously rather than being a system that ‘cries wolf'.

Further this layer of control can be pre configured for the operator so that a
30 simpler interface can assist the user to set up common predefined behaviours



however the | andline nunber is the determ ned device that is to be
controlled to contact the appropriate person. The proposed schene can be

si npl e t oweavoaup4i3at can al so have very fl exi bl e oper at ipam/AaRoosapidie needed
by sone people's work practices. Oher less flexible schemes may cont act
peopl e at the wong tinmes causing inconvenience or nay take expensive
remedi al action (like turning on the ed@¥gen bottle) before it is truly
needed | eading to further inconveni ence and expense. Having the right type

of convenireamualtpirasy thdanpdaatomef 4 abster.t rTigy@iset aanbstkedosfiguredenes in
its use so that any alert is taken pore seriously rather than being a
systemth%‘?mp@%@%}ﬂﬂqﬁbe{mpgﬁ@ PredledinedywoiutionScont rol can be pre
configured for the operator so that a sinpler interface can assist the user

to set up, comon predefined behavioursmanually or by the inmportation of a
roster. ThelSudet @ificulit 19 |aksirct Jheeprasest c'BH%I“&U BRh BAYu PRy SANNGR:

pr edef i negaphitahess: Fbr ickafifle dhb! hsitdl bOIGHISHRRE rédift RoR & tpdryrent i on

to many other conmon circunstances. For exanple the_ cont_rol _actions coul d
resul t 5f roalking arcund the faams ef aumelisehand deing essecitiedswittadiffaseningoms

associ at e ] | £ fere r Vi M S ) t an devi ces
like Iigh bl %’nﬂ“&ai%ﬁ,d( 6&5%’2‘%5@&%85% L1 T8 e BbBa B o e

| ocati on péetsbhnwduldf lbe ¢ denicer whosatiscationl witlsinadifferele pgvifonthembs nvduie
environment. In.,a further enbodi nent of the invention a user/mnager of the
syst em mafREae %ﬁ%le’ﬁ%'f‘ﬂ 8PY the gNKreMe i es by use of the visual display

106. lcons or pictures of the devices and environnents can be di spl ayed on
t he visual] display 106, thus | owi ng, t he nanager to aphically browse the
hi er ar chi L;gaﬁyﬁla@iy epAYaA tqu%d%\f? g yﬁﬁa@%aﬁgeh@gﬁm erganages

envi r qomeghd oy &b RiRrarfeRicd! b%”@ée ef ﬁié'\ﬁé!uall%@splay AobhecatiuaH piCR[}EE bf The

user can click through the environnments displayed on the visual display 106
showi ng tthe dayices@ndegiiropmenis canvipe sligplaredal thaeviguali digplay 06, Ahusat

envi r onmegi, a8 YAk n&taddted 'graditail broWseahE mtdtdies By cicdhgR figlicon

or picture of the device and environment displayed on the visual display 106 — in
the usual manner. The user can click through the environments displayed on the
15 visual display 106 showing the current level of the environment and the devices
104 in that environment as well as their past or current states. This graphical
representation can give access to all features and operations associated with the
devices and environments including dynamic device and environmental

associations and their control actions.

20 Further, devices are tied to meaningful, auditable and findable labels and that can
be linked to geographic coordinates or locations that may change. The triggers
and control information can be associated with each unique identifier such that
different automation behaviour occurs should the device and environment
associations or ‘locations change. This adds simplicity in understanding

25 automation behaviour in human terms as people better relate to devices and
environments and their locations. By bringing simplicity, it enables at the same
time a new level of complexity and sophistication to automation.

In yet another embodiment of the invention consider the aquaculture operation of
Figure 2 that is used for aquacultural research. The research facility uses the six
30 tanks 4, 5 in the production shed 3 - one for hatching fish, and five for growing
them. Different experiments may be undertaken in the different tanks perhaps



representation can give access to all features and operations associ ated
with the devices and environnents including dynam c device and

envi r onmewoabocarsmei ati ons and their control actions. Fectrhanpostheviiees are
tied to neaningful, auditable and findable | abels and that can be linked to
geographi ¢ coordi nates or |ocations that may change. The triggers and
control information can be associ at ed-@0t-h each uni que identifier such that
di fferent automati on behavi our occurs should the device and environnent

associ at maﬂlr@rtHeOg@MtﬁQﬁ différRae spdbies GHdthh. STAB!thekd ¥, Bhmddss prafdedd
aut omati on_behavi olr in human terms as people better rel ate to devices and

envi r onmeWits lights evesiall the damkslessimuiate s dryl eiflei Fpeisyplem I desonfisldy: at t he

same tinme a new | evel of conplexity and sophistication to autonation. In
yet anot her enbodi nent of the invention consider the aquacul ture operation
of Fi gur eEnVirpament: Aemer(fishiResearchara) research. The research facility
uses the six tanks 4, 5 in the production shed 3 - one for hatching fish,
and five for growing them Different experinents may be undertaken in t he
di f f er ent De¥igRS: pleARvigss oved lgAeme ariosatad dn itaprorartes. species of fish.
The tanks 4, 5 may be provided with lights over all the tanks to sinulate a
day cycl e. The systemis described by: Environnment: Acne (Fish Researchers)
Devi ce§: EBnvirgaments Rionartn? (Ruhenyiranseentte Asma)s properties.

Envi ronnent: Property 2 (Sub environment to Acne) The environnent al
identifier is Acne: Propert 2: Devices: 1 pan, tilt and zoom canera, 1 Air
Tenper at uf e saMsenmental idgitisier & Axygenropenycts, 6 Water Tenperature
Sensors, 6 pH Sensors, 6 salinity sensors, 6 Oxygenation Punps, 6 Flow
Sensors and ot her deV| ces that m ght be on the property for security or

ot her conbe¥icepur pos&an, Eﬁﬁ%mmﬁtoammséa%ﬁ)enmﬁaratt(rsm@néﬁuﬁ bighéht6 t o

Property glygbhCs&iiers BRREATehbeMiLFd 86nbSrs" 8B SBHEBR, BYsdinity 8&Asors,

6 Oxygenation Pumps, 6 Flow Sensors and other devices that might be on the
10 property for security or other control purposes.

Environment: (Reséarch) Shed (Sub environment to Property 2)
The environmental identifier is Acme: Property 2: Shed:

Devices: 1 pan, tilt and zoom camera, 1 Air Temperature sensor, 4 Lights, 6
oxygen sensors, 6 Water Temperature Sensors, 6 pH Sensors, 6 salinity sensors,
15 6 Oxygenation Pumps, 6 Flow Sensors

Environment: Hatching Tank (Sub environment to Shed)
The environmental identifier is Acme: Property 2: Shed: Hatching Tank:

Devices: Oxygen Sensor, Temperature Sensor, pH Sensor, Oxygenation
Pump, Flow Sensor

20 Environment: Grow-out Tank 1 (Sub environment to Shed)

The environmental identifier is Acme: Property 2: Shed: Grow-out Tank 1:



Devices: 1 pan, tilt and zoomcanera, 1 Air Tenperature sensor, 4 Lights, 6
oxygen sensors, 6 Water Tenperature Sensors, 6 pH Sensors, 6 salinity
sensors, WOuysgem@mbi on Punps, 6 Fl ow Sensors EnvironnentCTHanelsimgidank
(Sub environment to Shed) The environnental identifier is Acne: Property 2:
Shed: Hatching Tank: Devices: Oxygen Sensor, Tenperature Sensor, pH Sensor,
Oxygenation Punp, Flow Sensor Environm&it= G ow out Tank 1 (Sub environnment
to Shed) The environnmental identifier is Acne: Property 2: Shed: G ow out
Tank 1: Delieviees: Li ghight, Ox@gggeiSenSensor erMgnpératireSe8sasor, PHhi$ensensor,

Oxygenatign Punp, FlLow Sepsor, RFI ransmtter, camera This | ast exanple
can be reg)é%(gﬁ th?rILWI’i‘Q’ F&%&ﬁﬂﬁ@%ﬂp Gepsrwian €3MRE 1t can be seen that
each device is uniquely described by its nane and the hierarchy of its
envi ronms%ﬁ Such a hjerarchical scheme can be as_arbitrarily dee

p as
requi red. N7 BRE S¥AIRBEFIRERE repRated; ToF e FpmaIning {Rui ravreut tanke.ndt can
envi r onmepg seancthhigadle YkeiRe iRy arc]iSQ@rVit?éd‘ b 38 e SR ﬂﬁ%ylﬂ{atag%\y of

di fferent people to access devices any data generated b

cont roP aftgeavirenmenton purposes. Control and automation pufposes include
nmonitoring i.e. determning the present state or condition, logging i.e.
determ ning past states and controlling i.e. autonatic responses to past
and pr eseBticarierareieal schems earcbe @stdrbitiasily desp as sequidd.' owned' by a
person or, if desirable, jointly by a nunber of people. An owner can confer
rights such as the right to change device characteristics, to delete the
devi ce orIn $higrembodisgant.athee bicrarohiaahergasisation iafthesemvirameneérte sarich e

cont ai 1 oaPHEeSpROvded rBBEEIT bR 5 AREF o Pieed BB e B S€TRrEm 1.
this is i(gidcasnteth géndratedbntthein) éor dontrol and automation purposes. Control
10 and automation purposes include monitoring i.e. determining the present state or
condition, logging i.e. determining past states and controlling i.e. automatic
responses o past and present conditions.

In this case the devices are each ‘owned’ by a person or, if desirable, jointly by a
number of people. An owner can confer rights such as the right to change device

15 characteristics, to delete the device or to grant read access (in the case of inputs
or devices that contain inputs) or write access (in the case of an output or devices
that contain outputs). As with other functions of the process control system 1,
this is implemented at the controller 7.

An owner could choose to ‘advertise’ to other people that the device is available
20 for use or may choose to keep the device hidden. Rights could be managed on
an individual basis or people might be grouped together for convenience or a

combination of these methods could be used.

The rights for each user are associated with each unique hierarchical device or
environment identifier as appropriate such that they may be individually listed by

25 association with the identifier and stored in the controller 7, or alternatively linked
to a separate database to manage the access of people to the devices 6.



An owner could choose to 'advertise' to other people that the device is
avail abl e for use or may choose to keep the device hidden. Rights could be
managed owoanod/mdeisyi dual basis or people m ght be groupedttaagedsiersifor
conveni ence or a conbi nation of these nmethods could be used. The rights for
each user are associated with each unique hierarchical device or
environnent identifier as appropriate-£2ch that they may be i ndividually

| i sted by association with the identifier and stored in the controller 7,
or al ternByi fodlbwing ritkisd meihad s éparmbecsatophase systemniige bperals &ss i

eople to_the devices 6. follow hi s t hod, .1he process control
gyslto em 1 PE”‘&'&%’PQB|aé‘dt°(9f\%iy°hﬂ0%ﬁ':ﬂ0§5? aé‘ﬂﬁc%]é‘ﬁ?m@?r%& ?Qﬁepgnfrﬁband
hi er ar chi gaglomd#tRm dffthe'devicasenabl e control and automati on of the devices.

Consi der nultiple people who nmay need access to the information fromthe
facility. Multiple researchers A(ndrew), B(ruce) and C(harlie) are

conduct i ngoA¥Eer i MBmbe pRoprRAWN. g%& %eﬁaééééésytdrﬁﬁégﬁforﬁ%oﬁ(ﬁ?ﬁ\ﬁj ﬁi‘? s

the facility assistant nanager an reg) Is a comerclal aquacu I st.

A, B afd ecHly ebifinveseashersowingian. di(rusednand Natharlely are mndgptmih bl e
i 6 - o . I'S
o requi r e BrenST ol FETRGHN fogMeerafd B T Y BRI Eint che

entire sysweeagesand G{req)riogrcommadrcia smuacokuralisisyst em according to a system
wi de view of the control problemto be solved. This does not suit a
research environnment well as experinentation nmeans that the control problem
changes fAgBuam Oymag eamhehdivesttici magowlrnmstanlemcthé? awﬁmdﬁmnslible for
experinents. Moreoyer the dat nd contro uncti.aons of t facilit, re
shar ed an%”%ﬁsé%*kﬁ'f Sheree %Hgazﬁye.sh%&tfksmat‘ayeg Nk fhisids gequifed

devi c¢8 Gfobutletderpervdeofgeefits in sharing some devices. For instance the
air tenperature device may be installed and owned by D, but calibrated by

E. AA Band C all my need access to the data fromthe air
In a conventional PLC system, the entire system is often programmed as a control

system according to a system wide view of the control problem to be solved. This
does not suit a research environment well as experimentation means that the
control problem changes frequently.

15 A more flexible system is needed to conduct experiments. Moreover the data and
control functions of the facility are shared and managed by different people. Not
all people will have all devices 6 but there are benefits in sharing some devices.
For instance the air temperature device may be installed and owned by D, but
calibrated by E. A, B and C all may need access to the data from the air

20 temperature sensor for their experimental data. Each of A, B and C would
typically be given ownership and control of the devices in each of their grow-out
tanks but would need at least temporary access to the devices in the hatchery
tank while their fish were hatching. They may not have the job or knowledge of
calibrating any of these devices and this may be the job of E and he may have the

25 rights to do this. A, B and C wish to use the pan, tilt and zoom camera to focus on
their tanks at intermittent intervals to monitor their fish as a part of their
experiments so this is a shared device. A and B may be running experiments that
are on the same species and may wish to share their data. C may be running a
confidential experiment and may not wish to share his data with A or B. The lights

30 may be globally controlled to simulate day and night and the times that they are
turned on and off may be useful data for A, B and C.



tenperature sensor for their experinental data. Each of A, B and C woul d
typically be given ownership and control of the devices in each of their

gr ow- out wenke/hwisswoul d need at | east tenporary accessPCo/Atheosdeviiges in
the hatchery tank while their fish were hatching. They may not have the job
or know edge of calibrating any of these devices and this nmay be the job of
E and he may have the rights to do thir£3-A, B and C wish to use the pan,
tilt and zoom canmera to focus on their tanks at intermttent intervals to
moni t or t Aesystemsof propertiesr suat as mErmissiores, i ceerttods andtfeatires ta radies ¢tk

devi ce. runnj n er.i ts that are on the sane species and
my Wi shA?)Z‘tﬂgrﬁ&P gpe%/ﬂ%ﬁl?leﬁ [.qu%ﬁtr@{/nﬁgﬁﬁﬁM??FFQ'SaDF%'HPBdéHSIi’%Ie MeRent

and may ntite defBledtrelatioasRiphetwdahahaiusbrsfaid tHd ddied isdRbJink®ethgegigbal |y
controlled to S:J(TU| ate day and night and the tinmes that they are turned on

d
and of f nB§ViERS J&PAutheiE: Bropsrties) ~ andnihec ysesyst ehhese mrepeitiesesiseudie as
per m S61 ORRrarcAietl Rlehiifgd {oAfHLRSId IR hd (HRIrYBEERIELDES ohb B! b AR

useful for multiple users is provide nthise I ment t I'ne

r el at i onstiegnpléipleedsershdliafdhis iafrdplenended et the centtdiler 7i nk bet ween t he
devices (and their properties) and the users. These properties use the

hi erarchical identifiers to link the devices, and their properties, to one
or nore ofirsthethginstefierofie sessoratan mike ihamislvesor ametiiezdisat thehewaendf ol | er

7. Firstl ' : Of . t.h | . th
Che owner i} SERedF U aigoid ightS REERrSRY 5 s RRERRBIEL 1 Sl FarTutin: o,
control iitsrsdmoes itcdinesguights tamwbe fiedividaally assigrse td ingiigusgankfiely or g

i ndi vi qual Ig assigned to individ ?,I S unj guely or in any conbination an
per rrub ti'On qyoc?'ﬁ‘gfﬂe] B2 pSFmPF? 'eﬁﬁﬁﬁh. Mrigiaicah b oM wdls £ae eevi ce
is first dovs alhefther deich &efirdesatmey 8p cﬁéﬁgéd 'B%%éu&%‘% é%?éﬂn‘i‘&gté]‘%s a

al Is granted access to

device is nore usefully reassigned or a new Tndividual
t he cont r'deaBing:tbat amlayige iseneranpelillyireassigned ona maw sedividuiabis graates i s

benefit i D ' bei ng managed by one person, probably D.
abdeds 16 HEBoh ‘Qy&i%%

However, E nmmy be the onl

From the example given, it can be seen that there is benefit in the common

15 devices being managed by one person, probably D. However, E may be the only
person trained to properly calibrate some of the devices and is best given
calibration rights over some or all of the devices. A may wish to share the logged
data with B but not the live current data - only logged data. The control system
enables the granted rights over devices via common authentication means such

20 as a password or some other kind of software or hardware key so that these rights
and functions are enabled only for the right people.

The calibration and maintenance schedule for each device is best if it is
information that is associated with each device. This information could be entered
manually when the device is added or can be automatically entered in

25 configuration data from the manufacturer. The system can warn the calibrator (for
example E) in advance of impending calibration required or if it is overdue. Users
(A, B and C) can also be flagged if a device has not had its proper calibration
schedule maintained so that they know that their data or control application may
be affected.

30 It may be beneficial to assign the rights for users based upon individual devices or

it may be more convenient and useful to assign and manage the rights based



person trained to properly calibrate sonme of the devices and is best given
calibration rights over sone or all of the devices. A may w sh to share the
| ogged dawe 20acid24B9but not the live current data - onlyprcoggrdstaizas The
control system enables the granted rights over devices via common

aut henti cati on neans such as a password or sone other kind of software or
hardware key so that these rights and-fgnctions are enabied only for the

ri ght people. The calibration and mai ntenance schedul e for each device is

best if igpdrs thaf @ivinhishtt hat the AeHEss aire dadddciuté@oRitiElg¥orC 8xarBics all
i nformati on could be entered manually when the device is added or can be

aut omat | c@@Yigeein &k 1 rorcéinay beabeosficiitie de dhist e thaireef device fae
ST ot SHE S Bkhiebas, (181 sRERBRUE, Bl aifPBEqochrl RS,

calibration requir S OVer ers (A
fl agged i &andlodenvitenmastsnioto peajectssompexparimentsi dndagrant righte dppeoprittelyai ned

so that they know. that..their a or control pl i Lon, ma e affected.
e iy Sbe AT ieHtghe oy bR, SendaRed By, MRNIERYIRET SRostolly S
devi ces ofightt toashabgerthé &rvitbMeRING tbnAgulatis & fpdraimeters Tagnb&adsigrea gt he

ri ghts basedupon the environnent that the devices are fassoc_:i ated with (for
exanpl e, | NANE dlevigest 6 dRati she proiest GRiaiRE Yether senfiguratiprymfernation, ¢ he

type of dgyiigenél 8&sigxaimbe a2 SRAIVIRIRIESY - lirkThP Wit A& Nigrdr@hical S

woul d be to group devices aﬁd%%é envi ronnment s |ntonE$OJects or experinments
and gr antidentjfiers appropriately. Hierarchical identifiers would be generated
by the controller 7 accordingly, and rights to change the environnent
configuration paraneters can be assigned with the rel evant devices 6 that

t he pil@j ethe configunation data éorchrfdeyiceacanindlude thentdcation wiltie aviseringnkd t o

a separate. indivi . | nKi Wt e hie | | tifler. e
confi gur a?ri grr%g'& t ;H&JSPQ%/ﬁ%b%ééﬁ%g%anma?'ﬁ%t@heEg{?gn‘%%géat #(grﬁp%f éécﬁ%enc-gg,
envi r onnefigger lele¥s aad depehdeneaiesrapotieeienidesn, Assddidtedt witn deaicasedret s,
control sequences,
environments are user comments. User comments present a log of the changes
and experimental notes that are marked in a laboratory notebook style. That is,
15 once notes are entered, they may not be deleted to comply with scientific audit
requirements. Notes are attributed to the authenticated operator that enters them
and can be attached to devices and environments. Notes can be viewed and

retrieved by user, device and environment just as any logged data can.

The pictorial representation can be an icon, picture or diagram of the devices or
20 environments to be displayed while users are using the controller. These can be

imported or drawn using an application native to the process control system 1.

Another feature is that different pictures can be enabled for individual users and
users that have rights to the devices. Further, the icon, picture or diagram of the
device can change to indicate the rights that are enabled for that environment or

25 device. Equally the colour or shape of the icon, picture or diagram may change
depending upon the state or trigger levels of the device.

It can also be seen that it may be useful for different users to have different
pictures or icons associated with different devices, other parameters can also be
provided on a per user basis. Consider for example the air temperature sensor
30 that can be capable of sampling air temperature every second. A may require a
reading every second for his experiment while B may require a reading every



trigger |evels and dependenci es on other devices. Associated w th devices
and environnents are user comments. User comments present a | og of the
changes awd 2eoquenispent al notes that are nmarked in a | abecataanyosmwoizbook
style. That is, once notes are entered, they nmay not be deleted to conply
with scientific audit requirenents. Notes are attributed to the

aut henti cated operator that enters themsand can be attached to devices and
envi ronnments. Notes can be viewed and retrieved by user, device and
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his research, he may wish to share the data with others live (in real tine)
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environment and experimental set ups between users and systems. For example,
if B develops a good process for growing trout, the control set up can be exported

15 directly to the aquaculturalist (G) who has a similar control system and wishes tb
grow trout. Here, it would be allowed for G to take the environments and devices
directly or to intelligently merge the setup into his environment and control setup
by substituting devices and environments. Similarly a manufacturer of a device
can provide the data to allow easy substitution for other parts and the easy

20 addition of sensors and actuators.

Such imported and exported data can be in the form of a computer file that is
transferred manually; or it may be sent by electronic communications means such
as email for manual installation or automatically sent and installed by a special
protocol that is set up between controllers in order to facilitate this. For example,

25 asimple way of doing this can be through a TCP/IP communication port.

It would be beneficial for exported data to be accompanied by a logic diagram
showing the interrelationships between devices and environments in the exported
control scheme. Such a logic diagram could be separate and viewable prior to the
importation of the control data or it can be viewable through the system controller

30 software as part of its normal operation after importation.



that he can access the past data directly fromthe | ogged data in the
control system Perm ssions would prevent G from nodifying or altering
dat a, dewvoasocangsenvi ronnents and al so not all ow hi mt eclraako@tooidie dat a
fromA or Cs experinents. A second level of utility may be achi eved by

I mporting or exporting device, environment and experinmental set ups between
users and systens. For exanple, if B défel ops a good process for grow ng
trout, the control set up can be exported directly to the aquaculturali st
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users the e{ﬂ consi derati ons when addi ng, changing or deleting
users, de&/\ll%clggs %Eﬁaétﬁ ronnents. If Dwas to renove the common air

tenperature sensor (and had perm ssion rights to do so) but A, B, and C
depend OnIftelqhgwid%f\/PcrerTigte{o%'%dftgrar;[ re1ﬁ\i/i|r'onment or system and is available for general
or restricted use, then its services can be offered to the users in order that they
15 can take advantage of the data or controls that are provided. This could be
communicated via email or another communication means or its services can be
advertised in a list of unused devices.

Further, if a person owning or using a device is removed from the system then this
needs to be managed by the system. In the first instance, the ownership and

20 rights could be added to an existing persons list of rights or assigned to a new
person. Further if the devices are unassigned ‘upon the removal of a person, then
they might be offered to existing people in the same manner as the services of a
new device described above.

Similar usage can be extrapolated for multiple users of commercial and research

25 establishments in many fields of use. The approach is generally applicable to a
wide variety of automation and control uses beyond the aquaculture example
given.

Similarly, while the example is given here of a single enterprise, the notion of
sharing of devices and permissions can be across any control network that spans
30 multiple enterprises, locations or the world.



successful experinment then experinmental integrity could be conprom sed. To
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be construed to include any process or operation in any context and should
not be limted, for exanple, to industrial or conmercial contexts. Devices
can be anyoabysrtoser person and can include, for exanpl ecTpanpisooand
animals as well as inaninmate objects. The termenvironnent is to be
construed as any aggregate of things, conditions or surrounds and can be
for exanple a person, spatial region, -@&B-object, and could be real or
virtual . Throughout the specification, unless the context requires

ot herwi se, the word "caonprise" or variations such as "conprises" or

"conpri si hge Claims Dafiningdhedpvention akgag Fallowsicl usi on of a stated integer
or group of integers but not the exclusion of any other integer or group of
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system according to claim e contr reans 1S oper
gener at e t heniguehigrarthical identifier foran ssociatbelvemdrotepentdthegcomtool hbans

envi r ganent (o]l | devi and to nmonjtor the environnment of

t he dggi ce %ﬁ@ﬁ cfp#]eg‘%slgl w QQE%%%&%PHSEHS{PQ% n? 48Y1GF HERPRYNG PR ﬂ%e
control neaassdciateqeicrhiohidad idgni§ieat e an updated hierarchical identifier in
response to the detected change, and to generate any associ ated control

actions.
2. A process control system according to claim 1, wherein the control means

is operable to generate the hierarchical identifier for a device depending upon
the environment associated with the device and to monitor the environment of
15 the device such that, if a change in environment is detected then the control
means is operable to generate an updated hierarchical identifier in response to

the detected change, and to generate any associated control actions.

3. A process control system according to any preceding claim including a
visual display means, wherein the control means is operable to display the
20 hierarchies on the display means.

4. A process control system according to any preceding claim, wherein the
control means is operable to use the hierarchical identifier to define
dependencies between multiple devices and ahy associated trigger conditions,
properties, or control actions.

25 5. A process control system according to claim 4, wherein one or more of the
devices are users of a system and the conirol means is operable to define the
dependencies and/or properties between users and other of the multiplicity of
the devices and properties of the other of the multiplicity of the devices.



3. A process control system according to any preceding claimincluding a

vi sual display neans, wherein the control nmeans is operable to display the
hi er ar chiwe 2006/29di spl ay neans. 4. A process control egstaamemonyidi ng to
any preceding claim wherein the control neans is operable to use the

hi erarchical identifier to define dependencies between nultiple devices and
any associated trigger conditions, pre@+ties, or control actions. 5. A
process control systemaccording to claim4, wherein one or nore of the

dﬁvi ges age u;sArcmrrbr(rjo/nar $orsa proeess tdretral asysterh pmdécé ii8 agpenﬁ?irﬁ?]ém ged i ne
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envi ronment and arranged for coautgl ing toanmultiplicity o evi ces~provi ded

in one or neARAIQNe FhAFasRRsRGIndRat thewaangrollenisaperablertol actions with
associ ated trigger conditions, characterised in that the controller is
operable to: control the devices in accordance with their |inked control
actions; organf¥Hralfiee davicesimeetardanee wilb theiviioked rontrolattiohsr ei n i n

hi erarchi es; associate a uni que hierarchical environnmental identifier for
an associ ated environment to a device; and generate control actions for a
devi ce dependi gaisertherpnvienaenis and thedayices tasatedither¢iniie hierarchies;
controller according to claim®6, wherein the controller is further operable
to generate the hierarchical identifier for a device dependi ng upon the
envi ronnent asa3¥WicHia® Whiave: higrarebicak eavisonroentshidentifieh éoreaniassnaiated of

t he device sucgh\;“%rmer{tfto% d:éw&geanidn environnent is detected then the
controller is operable to generate an updated hierarchical identifier in

response to the detected change, and to generate any associated control
actions. generate control actions for a device depending upon the associated
10 hierarchical identifier.

7. A controller according to claim 6, wherein the controller is further operable
to generate the hierarchical identifier for a device depending upon the
environment associated with the device and to monitor the environment of the
device such that, if a change in environment is detected then the controller is

15 operable to generate an updated hierarchical identifier in response to the

detected change, and to generate any associated control actions.

8. A controller according to claim 6 or claim 7 including a visual display
means, wherein the controller is operable to display the hierarchies on the
display means.

20 9. A controller according to any one of claims 6 to 8, wherein the controller is
operable to use the hierarchical identifier to define dependencies between

multiple devices and any associated trigger conditions, properties, or control
actions.

10. A controller according to any one of claims 6 to 9, wherein one or more of
25 the devices are users of the process control system and the controller is
operable to define the dependencies and/or properties between users and



8. A controller according to claim6 or claim?7 including a visual display
means, wherein the controller is operable to display the hierarchies on the
di spl ay meensos/R@408% control |l er according to any one of ecaiAmRIG 0318,
wherein the controller is operable to use the hierarchical identifier to
defi ne dependenci es between nmultiple gsvices and any associ ated trigger
conditions, properties, or control atfrons. 10. A controller according to
any one of clainms 6 to 9, wherein one or nore of the devices are users of

the procesdhebrfrifle sydirlisitinef the dewisesorndr piopesias: gbithet othgsrofnihe he

dependenci QREddses between users andother of the nultiplicity
of the dev‘?@g@ﬂgﬁr}g&pﬁ%pert%égé of the other of the nmultiplicity of the

devices. 11. A nethod for automation of a process control system provided

in an enyj rongeptyand car LARARdOTOCOURLIAGS t @il el ey ces
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provided in one Or nore sub-environnments and cﬁjaw ng ylglkﬁbe cont rorf| actions
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i ncludes the steps of: contr.olling the devices | ccordapce with their
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identifier for an associated environnment to a device; and generating

control acHPBROf or a devi ce depending upon the associated hierarchi cal
identifier. 12. A nethod according to claim 1l including the further steps
of : generating the hierarchical identifier for _a device dependi ng upon the

envi ronment eyB@llingGefdevicasie agsordancei theih linkedirondrl peliii®ent of t he

device such that, if a change in environnent is detected then an updated

hi erarchical identifier is. . L )
organising the environments and the devices located therein in hierarchies;

10 associating a unique hierarchical environmental identifier for an associated

environment fo a device; and

generating control actions for a device depending upon the associated
hierarchical identifier.

12. A method according to claim 11 including the further steps of: generating

15 the hierarchical identifier for a device depending upon the environment

associated with the device; monitoring the environment of the device such that,

if a change in environment is detected then an updated hierarchical identifier is

generated in response to the detected change, and any associated control
actions are generated.

20 13. A method according to claim 11 or claim 12 including the step of displaying

the hierarchies on a display means.

14. A method according to any one of claims 11 to 13, including the steps of
defining dependencies between multiple devices and any associated trigger
conditions, properties, or control actions using the hierarchical identifier.

25 15. A method according to any one of claims 11 to 14, wherein one or more of
the devices are users of the process control system and the method includes



generated in response to the detected change, and any associ ated control
actions are generated. 13. A nethod according to claim 1l or claim 12

i ncl udi ngwoheocaeoof di spl ayi ng the hierarchies on a dpsplaagorsmanas 14. A
met hod according to any one of clains 11 to 13, including the steps of
defi ni ng dependenci es between nultiplﬁwdevices and any associ ated trigger
conditions, properties, or control acti'ons using the hierarchical

i dentifier ing,to_any aone of clains 11 to 14, wherein
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17. A process control system according to claim 16, wherein the device

properties include permissions, controls and features and the control means is

15 operable, through the defined dependency between users and devices to
define the properties available to each of the linked users.

18. A process control system according to claim 17, wherein the properties
include rights of control and/or access to the associated device.

19. A process control system according to any one of claims 16 to 18, wherein

20 the control means is operable to determine if a device is added or removed

from the system and to redefine dependencies between users and the added or
removed device by associating the relevant identifiers.

20. A process control system according to claim 19, wherein the control means
is operable to generate a communication to users in response to a detected
25 addition or removal of a device.

21. A process control system according to any one of claims 16 to 20, wherein

the control means is operable to import and export data relating to the coupled
devices.



19. A process control system according to any one of clains 16 to 18,
wherein the control nmeans is operable to determne if a device is added or
renoved fwormdsdnesmyst em and to redefi ne dependenci es bereeew2usanssiand t he
added or renoved device by associating the relevant identifiers. 20. A
process control system according to Cl@ m 19, wherein the control nmeans is
operable to generate a communi cati on t Users in response to a detected
addition,gr renoval of a device. 2 1. A process control system according to
any one 82 cl i HPCess Penfi@',sx;%?%?@qeom@g & ANY enerRfiaimss1® fr2abwbetaini npor t
and export fa | RELAY i Vi p

system accor d_ibﬁnﬁ?o@gﬁﬁgéﬁlﬂu%ggﬁg%ﬁ%gﬂtgbég&T}?g\%ﬁgﬁgli @%f% ﬁgﬁ% %ﬁtg H)tﬁé nmeans
i ncl udes dixgisplayibamsopertias onghe dlisplay. neans is operable to display the
properties on the display. 23. A controller for a process control system
provided in an environnent and having a nmultiplicity of devices coupled

t her et 0, 28nd fr eantadigrifer arwoeesmooriraldystemiprovidedtin arhandictrenesiednd n t hat

the cantro [ t ani envi r onnent. nd the devices
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users. 25. prapesies dietweemacsersliargl tother af th@4muitipticiey roft the devipes t aes

i nclude ri grt?)tpsert?écs of the other of the multiplicity of the devices.

24. A controller according to claim 23, wherein the device properties include

permissions, controls and features and the controller is operable, through the

15 defined dependency between users and devices to define the properties
available to each of the linked users.

25. A controller according to claim 24, wherein the properties include rights of
control and/or access to the associated device.

26. A controller according to any one of claims 23 to 25, wherein the control

20 means is operable to determine if a device is added or removed from the

system and to redefine dependencies between users and the added or
removed device by associating the relevant identifiers.

27. A controller according to claim 26, wherein the control means is operable to
generate a communication to users in response to a detected addition or
25 removal of a device.

28. A controller according to any one of claims 23 to 27, wherein the controller
is operable to import and export data relating to the coupled devices.



control and/or access to the associ ated device. 26. A controller according
to any one of clains 23 to 25, wherein the control neans is operable to
det er m newofo@/deosbce i s added or renoved fromthe syst ecuadodsmoradefi ne
dependenci es between users and the added or renoved devi ce by associ ating
the relevant identifiers. 27. A contrgller according to claim 26, wherein
the control nmeans is operable to gené dte a communication to users in
response to a detected addition or renoval of a device. 28. A controller
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according to any one ains 23 to n the cont I ncl udes

di spl ay neamhe disglayoeansitrol ler is operable to display the properties on
the display neans. 30. A nethod for automation of a process control system
provided in an environnment and having a nmultiplicity of devices coupled
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t he met hodS®RE%des the further step of defining the dependenci es and/ or

properties between users and other of the nultiplicity of the devices and

properties of the other of the nultiplicity.of the devices, 3 1. met hod
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properties toghdclude perm ssions, controls and features and the nethod

10 associating a unigue hierarchical environmental identifier with each device

for an associated environment;

wherein one or more of the devices are users of a systerh and the method

includes the further step of defining the dependencies and/or properties

between users and other of the multiplicity of the devices and properties of
15 the other of the multiplicity of the devices.

31. A method according to claim 30, wherein the method includes defining the
device properties to include permissions, controls and features and the method
includes the step of defining the properties available to each of the linked
users, through the defined dependency between users and devices.

20 32. A method according to claim 31, wherein the properties include rights of
control and/or access to the associated device.

33. A method according to any one of claims 30 to 32, including the step of
determining if a device is added or removed from the system and to redefine
dependencies between users and the added or removed device by associating

25 the relevant identifiers.



i ncludes the step of defining the properties available to each of the

| i nked users, through the defined dependency between users and devi ces. 32.
A net hod wocosadizmget o claim 3 1, wherein the properti espcmaluzdes/might s of
control and/or access to the associated device. 33. A nethod according to
any one of clainms 30 to 32, including.,the step of determning if a device
is added or renoved fromthe system aRf"to redefine dependenci es bet ween
users and the added or renpved device by assaociating the yel evar][
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renoval of a device. according to any one of clains 3 or 34,

i ncl udi ng dévicest eps of inporting and exporting data relating to the coupl ed
devices. 36. A nethod according to any one of clainms 30 to 35, wherein the

met hod includes the step of displaying the properties on the display on
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of the acconpanying drawings. 4 1. A controller substantially as

her ei nbef ore described with reference to Figures 1 and 2 of the

acconpany7.ng Alpretagscoritbl shsterih hedordlitiptaahy ahkyofadaiher titolebadetgigscr i bed
with reference to Figures 1 and 2 of the ac_con‘ge%mi ng draw ngs.
22, wherein the device is a person or an inanimate device.

10 38. A controller according to any one of claims 6 fo 10, and 23 to 29, wherein

the device is a person or an inanimate device.

39. A method according to any one of claims 11 to 15, and 30 to 36, wherein

the device is a person or an inanimate device.

40. A process control system substantially as hereinbefore described with
15 reference to Figures 1 and 2 of the accompanying drawings.

41. A controller substantially as hereinbefore described with reference to
Figures 1 and 2 of the accompanying drawings.

42. A method substantially as hereinbefore described with reference to Figures

1 and 2 of the accompanying drawings.
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