1 Limting Access To File And Folder On A Storage Device Field of

I nvention [0001] The present invention relates to system and net hod of
limting wunauthorized access to data file and folder on a storage device
of an el ectronic device. Background [0002] Conputers, such as notebooks,
personal digital assistant (PDA) and sone nobi | e tel ephones, are now

rel atively affordable and are used w del'y; one can retrieve and send
emails while traveling; another can perform el ectronic banking or commerce
wirelessly. Coupled with the propensity of |osing one's portable electronic
devi ces, data sekimiting Access TodEile dasd Folderm®naAiSteragsmBDeaiasess t o
confidential files and folder is desired to be restricted or limted to
the owner; in other words, it is desirable to prevent unauthorized reading
or copying of confidential or sensitjive datga on one's computing or

comuni cati on devices, especially ﬂﬂddﬁg“?nﬂg@ice has relatively | arge data

storage anghood;s al SOTHECHresGlt BHIhIGS SeRfds! ¥ tdyStm [RAORktGANDE AGhkng! OF
sensitive data can be made secure by the foll owm ng approach: (a) contents

ar e accesshupiuthariveq agéeseto data file andtfpller oy a pmsapecievise of amelhesronibdonest ri cs;
(b) contents are encrypted with passwords or passphrases; (c) contents
remai n encrypted when copied out of a device; (d) contents are not allowed
to be copied out of a device; (e) cOBdcRpiosndre protected and encrypted
automatically when security setting is damaged or deleted; or (f) contents
are deleted after a | apse of predefined time interval. [0004] Associ ated

wi t h secur [a092]oCodwuters,t susheasmetebowkss gyerrontledigitple essistaft P4y set soimey:
confidenti al Conf i refers to the reversible

Cr anst or rabToBHE SePhaaE 56, o eloisn RAPPlsantord b iy Ope B Ee t o
the origi nghd sdeemdifzekeiRytra®finBOanother can perform electronic banking or commerce
wirelessly. Coupled with the propensity of losing one’s portable electronic devices,
data security in such devices is imperative, and access to confidential files and folder is
desired to be restricted or limited to the owner; in other words, it is desirable to prevent
unauthorized reading or copying of confidential or sensitive data on one’s computing or

communication devices, especially if one’s device has relatively large data storage and

is also used for business activities.

[0003] Confidential or sensitive data can be made secure by the following approach:

(a) contents are accessible only after verification by passwords or other
biometrics;

(b) contents are encrypted with passwords or passphrases;

(c) contents remain encrypted when copied out of a device;

(d) contents are not allowed to be copied out of a device;

(e) contents are protected and encrypted automatically when security setting is
damaged or deleted; or

(f) contents are deleted after a lapse of predefined time interval.

[0004] Associated with security of data, there are two separate aspects of data security:
confidentiality and integrity. Confidentiality refers to the reversible transformation of
data into a form which has little or no resemblance to the original data, thereby making

the transformed data non-intelligible to those without the knowledge to reverse the



the transfornmed data non-intelligible to those without the know edge to
reverse the 2 transformation. Thus, confidentiality is associated with
cryptography or encryption and decryption of data. Integrity of data
refers to the assurance that data has not been tanpered with. Integrity of
data is often provided by digital signatures; a cryptographic checksum of
the original data is cal cul ated and stored sonmewhere; a verifier then

cal cul ates the checksum of the data and conpares it with the stored

pr e- cal cul traesforntiookEhus, confalestiality tihadsotihted ddthacryptogaphy enprerguioniant .

[ 0005] To ensure datg secyrity, ser.nma | t her enc t decrypt a
file or fo %yptl%ptﬁﬁavgﬁ{@grgy Qﬁ%lrfﬁ;ﬁs ﬁ)r ﬁ}eu?'FS%raP‘fﬁ %Prgﬁtl%tn%sa'b% l%legﬂt i on
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is that the encrypted file and folder and their security settings can be
removed af ekacksume ofothp uariginpl distd ¢ celauletedoars] stored| samevihsna;-apyerifier €A t hus
be seen th exi r ot her approach t nsur. N ta
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[0006] FI Gehebksiintseriusd il thé dewd idasittatipered 04ss 1 of a conventi onal
personal conputer system Wen a personal conputer is turned on 10, a
m croprocessor in the conputer passes control over to a basic input/output
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t he operating system tolo e om oot abl e Lye | e
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systeminitialization and configuration 40. A nitializatlon,
file systenletr®podp.ik danithys bip seas thehdhare iemiskd Gnedd féy fndtherfappreachgyst em

(FFS) 44 and its associgted window file filter driver (EFD) 46 are then
| oaded | nt §upHoE RNESE: Fan S veroqne o danvanusieiof T Aotk HBsdtng 50 o
all the required drivers and software applications predefined by the user.

After the OS or conputer is booted up 60,
[0006] FIG. 1 shows a simplified boot up process 1 of a conventional personal

computer system. When a personal computer is turned on 10, a microprocessor in the
computer passes control over to a basic input/output system (BIOS). The BIOS boots
up the computer, checks whether all the input/output (I/0O) and peripheral devices are
connected and operational, initializes 20 all the operable peripheral devices before the
BIOS invokes the operating system (OS) to load the OS from a bootable drive into the

computer’s random access memory (RAM).

[0007] When the OS is invoked, the kernel or core of the OS is loaded into the RAM.
The kernel then starts system initialization and configuration 40. After OS
initialization, a file system (FS) 42 is built up, as shown in FIG. 1. A file filter system
(FFS) 44 and its associated window file filter driver (FFD) 46 are then loaded into the
RAM. Loading of the OS then continues with loading 50 of all the required drivers and
software applications predefined by the user. After the OS or computer is booted up 60,
a directory of files and folders is created. The file directory can then be viewed by the

user, and data files and folders can then be created, changed or removed by the user.




a directory of files and folders is created. The file directory can then be
viewed by the wuser, and data files and folders can then be created,
changed or renoved by the user. 3 Summary [0008] The followi ng presents a
sinplified summary to provide a basic understanding of the present
invention. This summary is not an extengive overview of the invention, and
s not intended to identify key features of the invention. Rather, it is to
present sonme of the inventive concepts of this invention in a generalised
formas a prelude to the detail ed d8smmaoyion that is to follow. [0009] In
one enbodi nent, the present invention provides a file security system

oper abl e at booi UP portabl e, co uting device. .The file security
syst em cont9Pp&elhe (&OWP%P\‘@F‘FW%P sipRlitisd swRmary 4o Providge QE%}%PP@?S@MIE% system
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further COﬂ]’]aI‘dleﬁﬁgdaeS%ﬁ g(gﬂgﬁtlsrt@r@[(;v@ce driver. The security |nterface
driver generates a dial ogue box for the user to create a confidential file
or folder and to lock the file/folder to deny unaut hori zed access to
confidenti fa.9l & |4 cation stored.there n_anot her
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driver, whi ch generates a dial ogue box to allow the user to create a
confi dent i @ thej a@sg:,aatec}e) peruFity file system driver (SFSD) is operable to boot up from a

read-only memory (ROM).

[0010] In another embodiment, the file security system further comprises a security
interface driver. The security interface driver generates a dialogue box for the user to
create a confidential file or folder and to lock the file/folder to deny unauthorized

access to confidential data or application stored therein.

[0011] In another embodiment, the present invention provides a method for preventing
unauthorized electronic file access in a computing device. The method comprises:
interrupting the file system during booting up of the computing device; replacing the
file filter system that is configurable with an original window operating system with a
modified file filter system; installing a security file system driver (SFSD) associated
with the modified file filter system; and installing a security user interface driver,
which generates a dialogue box to allow the user to create a confidential file or folder
whilst loading user installable software and drivers, before completing the booting up

process.

[0012] In another embodiment, the SFSD in the above method further comprises a
cryptographic engine. In addition, the SFSD is loaded prior to loading of user data and




whi | st | oading user installable software and drivers, before conpleting the
booting up process. [0012] In another enbodinment, the SFSD in the above
nmet hod further conprises a cryptographic engine. In addition, the SFSD is

| oaded prior to |loading of user data and 4 the confidential file/folder
thus created on a conputing device remains secure until it is unlocked
with a correct user verification. [0013f/|1 The present invention al so

di scl oses a conputer readable nmediumcontaining a file security system
accor di ng the caniidemiel Hke/foldsi thais Lreéatedrorcpedmputing glemiceet¢rhaius sdcurepmdl gris i ng

unaut hori z‘%:‘:l el% ctronic file acc SS: according to any one of clainms 6-10
Brief DescPRpthed Vit poreechrsirivagecat¥14] This i nvention will be descri bed

by way of non-limting enbodi nents of the present invention, with
reference to the acconpanying draw ngs, in which: [0015] FIG 1 illustrates
a boot up [90bHeThe presentdnyrpting iabnadisoleses 8 sampyishpradeble syedivpmcontppingd Fl G

2 illustrakes 0 f_.a r e c tin Vi ce rding to
one enbodi %n%e%gﬁglt %?’eS%%% %égo(r%?ﬁl%nt\g}en i glﬁe; E)ggignﬁ)gﬁﬁr IEP%aH%E ?IT‘%@?@&? es a
security sprveitinganaabofssal digetidnid file aacs9acbording o Myneerf claghbedionent of

the present invention; and FIG 3B illustrates a security systemfor
accessing a folder according to yet another enbodi nent of the present
invention. Detailed Description [0018] One or nore specific and alternative
enbodi ments of the present invention will now be described with reference
to the attached draw ngs. |t BsbfiDeschiptiappfitherawimgene skilled in the art,
however that this invention may be practised w thout such specific

details. Sonme of the details may not be described at |ength so as not to
obscure t hB0014InVhistinysntiongyillebe dessribed by reaycel newlimiting enbedineatsifrie al s or

series of ?’%g&ﬁ?‘}%‘-‘ﬁ% '\Yitlpr%féféx‘f‘c‘é " meo#ggpﬁ%nyil&edé&g&g’eﬁ whan referring to

the sane of sim at ures conmmon Igur es.

[0015] FIG. 1 illustrates a boot up process of a conventional personal computer system;

[0016] FIG. 2 illustrates a boot up process of a portable computing device according to

one embodiment of the present invention; and

[0017] FIG. 3A illustrates a security system for accessing a file according to another
embodiment of the present invention; and FIG. 3B illustrates a security system for

accessing a folder according to yet another embodiment of the present invention.

Detailed Description

[0018] One or more specific and alternative embodiments of the present invention will
now be described with reference to the attached drawings. It shall be apparent to one
skilled in the art, however that this invention may be practised without such specific
details. Some of the details may not be described at length so as not to obscure the
invention. For ease of reference, common reference numerals or series of numerals will
be used throughout the figures when referring to the same or similar features common

to the figures.




5 [0019] FIG 2 shows a boot up process 100 of a portable conputing device
according to one enbodi nent of the present invention. As shown in FIG 2,
a power up step 110 is followed by a basic hardware initialization step
120. The basic hardware initialization step 120 invol ves passing contr ol
over to a basic input/output system (BLOS). The BI OS boots up the portable
conputi ng devi ce, checks whether all t he I nput/output (1/0 and peri pheral
devi ces are connected and operational, and initializes 120 all the
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followed by GS initialization and configuration in step 140. [0021
shown i n Fimdtializatigmstepof20t inyol3@s ipasdtingicontaali aver anca barid iinpmt/atipoh systerst ep

140 invol uid di file syst In st.e 42 a fi.le filter
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(ROM in step 148; the fol]ow ng description of the present invention

deal s wit hlz(ﬁaléﬂ@wé@blemertpbmal 8‘3}1‘1‘#%9 the systemfiles. This approach
builds the file systemin layers conprising the file filter and file system
drivers and allows interrupts to the systemfiles that would be built up
by an ori gjooad] Biepdi20 iEFollowsed byistep\Viedy, I Biep 38D fHieoBIDS avioRustheaperatiny of

the systemfiles to be extended or  nodified. In other words, security of

the file systam(©3) faloaddee 98 from adepqtahle driye into Hasoempuer hrandimiasseséad of
a user instal Ph | ' [ ' fr M. | di ng
the file sifﬁs%“le"ﬁf Q?‘idvég'réﬁg@?’gﬁkzisgﬁgdﬁditﬁg%‘%&c}ﬁgqsggg‘?‘%&rgﬂ‘gsteHc%uri Ty file
syst em dr i tds is(tidnSB)lowad by €)% ihitBlizétoom dnidglohfguratauini step 140he SFSD i s | oaded
froma read-only nenory (ROM. Such reading froma ROM may be reading from
a protected disc during which read-wite operation is denied by a separate

di sk filtgjoafy AkQdwAh BIG3,! pa ¥ the I0% RYSABMSH dntedoh@hRibR2sedp 140
I ncl uding the 'SFSD i n step

involves building up a file system in step 142 and a file filter system in step 144,

loading of a window filter driver in step 146 and loading of a security file system driver
(SFSD) from a read-only memory (ROM) in step 148; the following description of the
present invention deals with this aspect of configuring the system files. This approach
builds the file system in layers comprising the file filter and file system drivers and
allows interrupts to the system files that would be built up by an original window OS;
in this way, this approach allows security of the system files to be extended or
modified. In other words, security of the file system is managed at the OS level and

bootable in ROM instead of a user installable application level.

[0022] In one embodiment of building the file system drivers, FIG. 2 shows the step of
loading a security file system driver (SFSD) in step 148. For tighter security, the SFSD
is loaded from a read-only memory (ROM). Such reading from a ROM may be reading
from a protected disc during which read-write operation is denied by a separate disk
filter system. After all the file system drivers are loaded, including the SFSD in step
148, the booting up process reverts to step 140 to finalise the OS initialization and
configuration prior to loading of user security or data registry. Once the OS
initialization and configuration processes are finalized, the booting up process involves

loading the user installed software and associated drivers into the RAM in step 150 and




148, the booting up process reverts to step 140 to finalise the OS
initialization and configuration prior to |oading of user security or data
registry. Once the OGS initialization and configuration processes are
finalized, the booting up process involves |oading the user installed

sof tware and associated drivers into thg RAMin step 150 and 6 |oading in
step 152 of a security interface driver "associated wth the SFSD. In one
enbodi ment, the security interface driver associated with the SFSD

gener at es #padifigainogere 1550 ftaosegtitynindertece rdriver esseatatedawishrthé SERDI dh ohel e A
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| aunch. In addition, the dial ogue box also allows the user to |ock or
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called out after the_conputing device has booted up to allow the user
creat e addiiioghthe copfidentighile Aor foldgB.or fol ders and to | ock/ unl ock the
confidential files/folders as and when required. For exanple, a user may

| ock a confidential file A/folder B before |ending the conputing device,
such as a (k3] Afiehaitle ther userPinétalled saftomiee andiBesoctated ldaitverst predefiredr fonser

can use the c utin evi ce W t hout havi .access to the l.ocke
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applications in the confidential folder B. [0024] In one enbodi nent of
| ocki ng or calledounk afier thh eompnfingldemiceahasfhidoted Alff tol allew e usérecreats edditionadr s a
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bi ometric whefRaduifed: For example, a user may lock a confidential file A/folder B before
lending the computing device, such as a mobile phone or a PDA, to another user so that
the other user can use the computing device without having access to the locked
confidential file A/folder B; in addition, the user may lock selected applications, for
example by storing email or short message (SMS) applications in the confidential
folder B.

[0024] In one embodiment of locking or unlocking the confidential file A/folder B, the
user enters a password or passphrase; in another embodiment, the user signs in with a
digital signature; in yet another embodiment, the user signs in with a biometric

signature.

[0025] FIG. 3A shows the system file’s security process 200 according to the
confidential file A embodiment of the present invention. As shown in FIG. 3A, process
box 210 illustrates execution of a window explorer or a third party software
application. Execution of a request from the window explorer to open a locked file A
sends a system call 215 to the file system 240 to obtain file A’s information. The file
information 245 is then sent to the SFSD 250. Within the SFSD, a search for file A in
the storage disk is conducted in step 252. Following execution of step 252, a decision is

made in step 254 whether the requested file A is locked or not.




[0025] FIG 3A shows the systemfile's security process 200 according to
the confidential file A enbodinent of the present invention. As shown in
FIG 3A, process box 210 illustrates execution of a wi ndow explorer or a
third party software application. Execution of a request fromthe w ndow
explorer to open a locked file A sends.a systemcall 215 to the file
system 240 to obtain file A's information. The file information 245 is
then sent to the SFSD 250. Wthin the SFSD, a search for file Ain the
storage disk is conducted in step 252. Follow ng execution of step 252, a
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wi ndow expl I t CjSi
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[0028] FIG. 3B shows the system file’s security process 300 according to the
confidential folder B embodiment of the present invention. Security process 300 is
similar to security process 200 in substantially the same manner. Execution of the file
explorer 310 or requestor application sends a system call 315 to the file system 340 to
obtain folder B’s information. The folder B information 345 is then sent to the SFSD
350. Within the SFSD 350, a search for folder B in the storage disk is conducted in step
352. Following search step 352, a decision is made in step 354 whether the requested
folder B is locked or not.

[0029] If the decision in box 354 is no, the SFSD 350 passes control over to the file
system 340 and the requested folder information is sent, in step 342, to the window
explorer or requestor application. If the decision in box 354 is yes, the SFSD 350
proceeds to step 356. In step 356, the SFSD 350 prompts the user to enter a user

verification.

[0030] After the user enters a user verification in step 356, the SFSD 350 checks, in
step 358, whether the user verification is correct. If the user is correctly verified, the

SFSD 350 passes control over to the file system 340 and the requested folder B



352. Follow ng search step 352, a decision is nmade in step 354 whet her the
requested folder Bis |locked or not. [0029] If the decision in box 354 is
no, the SFSD 350 passes control over to the file system 340 and the
requested folder information is sent, in step 342, to the wi ndow explorer
or requestor application. If the decisign in box 354 is yes, the SFSD 350
proceeds to step 356. In step 356, the SFSD 350 pronpts the user to enter a
user verification. [0030] After_ the user enters a user verification in
step 356, fHarmsitiop issmticiusten 342, i thp vasdow arrleres or requesteyapplieation; iat i on
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310. The file explorer or requestor application 310 in turn infornms the
user that access to folder B is denied. [0031] In another enbodi nent of
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it with the user verification. The cryptographic engine 257,357 may be supplied to a

user on a ROM, a protected ROM disk or on a separate processor.

[0032] An advantage of the present system is that a confidential file/folder created on
an electronic device with an operating system of the present invention remains secure
until it is unlocked with a correct user verification. This is because the SFSD of the
present invention is loaded by the file system before the system file is fully initialized,
i.e,. before user data and any third party installable security software are loaded; in
other words, the SFSD is executed prior to entry of user data or execution of any third
party installable security software. The confidential file A/folder B is denied even when
security setting data entered through the SFSD dialogue box is altered or removed, or
even when the computing device undergoes a clean boot-up. In this way, all user data
and system or user installable applications can be made secure, that is, in terms of
confidentiality and integrity; in general, use of a mobile or portable electronic device
operable with an operating system according to the present invention can be restricted

by an owner or with permission from the owner.

[0033] As can be appreciated from the above description, the present invention
provides data security to a computing device without much trouble to the user or with

no difference from a third party installable application; a user need only to create the



until it is unlocked with a correct user verification. This is because the
SFSD of the present invention is |oaded by the file system before the
systemfile is fully initialized, 1i.e,. before user data and any third
party installable security software are | oaded; in other words, the SFSD
is executed prior to entry of user datagor execution of any third party
installable security software. The confidential file A/folder B is denied
even when security setting data entered through the SFSD di al ogue box is

al tered orcodidepidal filg A opganfidgntial folder dbapdito ingtaliénigsate g eppliepsiong that ean
boot - up. | L L : r en. bl e .
applicati og%&%gﬁcoﬁgx%%%!a Imsfg%ﬁa{rué)gaiﬁlﬂoap%?%f’% llﬁgﬁt:%grfgrrlge}(;? A@Sﬁﬁ gé\ha?higﬁ i'? y and

i ntegrity; thana gemputing devie iaéorporatibg the security predebeoreprocdssasrion,200)300 &f
operable wi.ith an operating systemaccording to the present invention can be

restri ct edtheyessat ¥FRtionsan ke usedest Aotisraier wishe Reresuiodhe coipisatialdlle can be
appr eci at e, diiiofet Bor ABANAHHRIRELR the bOTRAEATolue Bvention  provi des
data security to a conputing device Wi thout mich trouble to the user or
with no difference froma third party installable application; a user need

ly t 9 fidentjal fije A fidential .fol der B and t
oY 1) B Ve SRR S, b ot CORLARED LR i, Sand ' ©
into the cepddrdesd il hatyl@haBes AMBHIRALGHY 3AtiaG6hs! £nd E&%inﬁti%rgnm&eo?g

device incorporating the 'security process or processes 100, 200, 300 o t he
present i n%ﬂdih@nn@gﬁ thethe qureisebty inveotioe rwithmat departing ofrer ctbs sscope tofiethe
confidential file A aqr fglder.B or l.ications, i,nstalled in the

conf i dent | et il e T8 va dhushgistt Wi & rapael, Sgrable
descri bed edfpitingdeivice! 8 printipleundefliag Sis Qechricy at a &R kRAIg8Splicable to

modi fications, variations and conbi nations thereof could be nade to the
present i néeAPSratingwyistea thatiispaerablryinfs eebile pheneo p@oriable iglectrprig @nganigsr For
exanpl e, V\@Ilézﬁé st%& Binas illustrated with a personal portable conputing
devi ce, the princi gFe underlying its security at a systemlevel is

applicable to an operating systemthat is operable in a nobile phone, a
portable el ectronic organi zer or data storage device.




10 CLAIMS: 1. Afile security systemoperable at boot up in a portable
conputing device, said file security systemconprising: a file filter
system and associ ated security file systemdriver (SFSD) to extend or
replace functionality of a file systemthat is configurable with an
original w ndow operating system whergjn the file filter systemis
operable to interrupt the file systemand the associated security file
system dri ver &/&ESD) is operable to boot up froma read-only nenory (ROM.
2. Afile éi‘éﬂ 'y system according to claim1l, further conprising a
security interface driver, which generates a dial ogue box for the user to
create a confidential file or folder and to lock the file/folder to deny
unaut hori zéd acdefk seourttyrsfsterarpembledatttmoonp irap pbitatde compsting devideheaidi n. 3.
Afile sec iit system according to claim2, wherein access to the

filelfol de IQ?XW%rSP’FtF@CFOWPES’éIgpaSS\ADr d, a passphrase or sign-in signature.

4. A file securptfije Fiet Sycis 9 AisObiated sRBNit) THe Y stérh Ariver GFID)UH%LRLA the
security file systemdriver (SFSD) further” conprises a cryptographic

engi ne. 5. onrdplace fynetionality afyes filnsysteoothat mgcandigarapleowish @ah arlginaksvindayy
wherein thg fgirlwalfpel der remains | ocked even when security setting data
entered by PHE i al ogue box is altered/renoved or even after the
conmputi ng devi cevhdidletigofie Altél §8Rm ROSPeratile t& intbrrift RO dilé Qfsterhea@nthkNg
unaut hori zed el ectronic file access in a conputing device, the nethod
conpri si ngasspeigted rsapurity dile mestem |daives €3ESR)dia opegblsde thoatyup frost areas-emymput i ng
devi ce; rickl%(%i Eﬁof\/{;}e file filter systemthat is configurable with an
original w ndo erating systemwith a nodified file filter system

2. A file security system according to claim 1, further comprising a security
interface driver, which generates a dialogue box for the user to create a confidential file
or folder and to lock the file/folder to deny unauthorized access to confidential data or

application stored therein.

3. A file security system according to claim 2, wherein access to the file/folder is

verified via a password, a passphrase or sign-in signature.

4. A file security system according to any one of claims 1-3, wherein the security

file system driver (SFSD) further comprises a cryptographic engine.

5. A file security system according to any one of claims 2-4, wherein the
file/folder remains locked even when security setting data entered by the SFSD
dialogue box is altered/removed or even after the computing device undergoes a clean

boot-up.

6. A method for preventing unauthorized electronic file access in a computing
device, the method comprising:
interrupting the file system during booting up of the computing device;
replacing the file filter system that is configurable with an original window

operating system with a modified file filter system;




11 installing a security file systemdriver (SFSD) associated with the
nodified file filter system and installing a security user interface
driver associated with the SFSD whilst | oading user installable software
and drivers before conpleting the booting up process, wherein the SFSD
security interface driver generates a SRSD di al ogue box to allow the user
to create a confidential file or folder and to | ock/unlock the confidenti al
file/folder. 7, A method according to.claim®6, wherein the SFSD further
conprises a crinstaiped prcurighblefystem drivesgShj) asecistad Mithithe moditiaddiler 7,
wherein thg gq%g%g edpfile filter systemand its associated security file
systemdriver ) are |oaded prior to |oading of user data or any user
install abl e sec urstaﬂlmgapp:teicuﬂnyi oser idterfaceviriver aasocmtal mdtht theaBlySI0 nehiddt

clains 6-8 erein t onf denti fil r ol der created with the
modi fied floagdt ns.qSFremS%lﬁ %Fﬁ.aﬁg drwew@&?%@ Line dechpofing Up PERGESHg dat a

entered by%&%ﬁ&é@lﬂ@ﬂﬁé&ﬁﬁ@ 19féi‘fabc§ dﬁ{/éregreﬁglafeg W@@ &lﬁlogﬂ@ﬂo)@fot fHow 6

conputi ng devi ce undergoes a clean boot-up. . A method according to any
one of cl abses tGeBatewvonbientiahlecwfplder angd m»elwldmﬂod( tha confidlentaltfde/dglidene, a
nobi | e personal conputer, an el ectronic organizer or a data storage
apparatus. 11. A conputer readable nediumcontaining a file security system
according y0 any pikodfac€draingStol vhimld, wheFQAPMEESFIBRARLL cORPHKY a
contai ning a nethod of preventing unauthorized electronic file/folder
access accewogephis engincone of clai ms 6- 10.

8. A method according to claim 6 or 7, wherein the modified file filter system and
its associated security file system driver (SFSD) are loaded prior to loading of user data

or any user installable security application.

9. A method according to any one of claims 6-8, wherein the confidential file or
folder created with the modified file filter system remains locked even when security
setting data entered by the SFSD dialogue box is altered/removed or even after the

computing device undergoes a clean boot-up.

10. A method according to any one of claims 6-9, wherein the computing device is
a mobile telephone, a mobile personal computer, an electronic organizer or a data

storage apparatus.

11. A computer readable medium containing a file security system according to any

one of claims 1-5.

12. A computer readable medium containing a method of preventing unauthorized

electronic file/folder access according to any one of claims 6-10.




