1 METHOD AND SYSTEM FOR CONTROLLING ACCESS TO WIRELESS APPARATUSES
INCORPORATION BY REFERENCE The present application refers to the following documents: -
Singaporean Patent Number 2008057382 The entire content of this document is hereby incorporated
by reference. TECHNICAL FIELD [0001] The present invention relates to wireless apparatuses and in
one particular form relates to methods for controlling access to a wireless i%aratus. BACKGROUND

[0002] TheSpEEIRRAANPot Yivd BMEBEr VB th&MNaAGTRterdd YIRS KB BRI frcation)

defines a short range wireless communication system. The system uses frequency hopping spread

spectrumﬁﬁﬁgﬂgeﬂ%\@ uegplﬁgpgﬁ%m@gstrial, Scientific, and Medical (ISM) 2.4 GHz short-range

radio frequency band. Bluetooth is primarily designed for low power short range communications,
typically UBRRjERARL BerlicaaesEdaiR o faLAYBEHABERIEY in devices. Devices may be assigned a
class based upon thpgastianpatge e Rovses78drch defines an effective transmission range. Class
1 devices have a range of approximately Im, class 2 devices have a range of approximately 10m, and
class 3 devices have a range of approximately 100m. As Bluetooth is a radio frequency based system,
communidiitisetseniase of deividess merddsheteby ingerpdreiethbyvefestneel .2 of the specification provides
for data rates of 1MBit/s and version 2.0+EDR provides for a data rate of 3MBit/s. Version 2.1 of the
specificaﬁi%%wmc%c_)g@ﬁn July 26, 2007 and includes Simple Secure Pairing to increase security
during pairing. Version 3.0+HS was adopted on April 21, 2009 and includes high speed data transfers
of up to 24 Mbit/s through use of a Bluetooth negotiated IEEE 802.11 link Version 4.0 was adopted on
June 3, 200@,] ahtkiprehedeln wnpiporefdeBiuwitediss kRppestieeg\a (8 BEne patioulshfkinbwhatestivibree).

Devices whichiimplesneniifiaBlistoathisnesifigatignwill be referred to as Bluetooth enabled devices.
[0003] Bluetooth devices are assigned a unique Bluetooth Device Address (BD ADDR) which is a 48

bit address assigned from the IEEE Registration Authority. The address is comprised of three fields -
the loweBAddfEx3PdNonsisting of 24 bits (LAP), the upper address part consisting of 8 bits (UAP),
and the non-significant address part consisting of 16 bits (NAP). The LAP is company assigned, and

the UAP gh8hN AR '6580i AGRERADYE BludthePspiRf4reRaigHs kAo YAlESIIeRRIM SR IPhdRRAY

operations. . ) o )
defines a short range wireless communication system. The system uses frequency hopping spread

spectrum technology in the unlicensed Industrial, Scientific, and Medical (ISM) 2.4 GHz short-range
radio frequency band. Bluetooth is primarily designed for low power short range communications,
typically using low-cost transceiver microchips embedded in devices. Devices may be assigned a class
based upon the maximum permitted power, which defines an effective transmission range. Class 1
devices have a range of approximately 1m, class 2 devices have a range of approximately 10m, and class
3 devices have a range of approximately 100m. As Bluetooth is a radio frequency based system,
communications between devices need not be line of sight. Version 1.2 of the specification provides for
data rates of 1MBit/s and version 2.0+EDR provides for a data rate of 3MBit/s. Version 2.1 of the
specification was adopted on July 26, 2007 and includes Simple Secure Pairing to increase security
during pairing. Version 3.0+HS was adopted on April 21, 2009 and includes high speed data transfers of
up to 24 Mbit/s through use of a Bluetooth negotiated IEEE 802.11 link. Version 4.0 was adopted on June
3, 2010, and includes support for Bluetooth low energy (BLE, previously known as Wibree). Devices

which implement the Bluetooth specification will be referred to as Bluetooth enabled devices.

[0003] Bluetooth devices are assigned a unique Bluetooth Device Address (BD_ADDR) which is a 48
bit address assigned from the IEEE Registration Authority. The address is comprised of three fields — the
lower address part consisting of 24 bits (LAP), the upper address part consisting of 8 bits (UAP), and the
non-significant address part consisting of 16 bits (NAP). The LAP is company assigned, and the UAP and

NAP form a company ID. There are 64 contiguous LAP values reserved for inquiry operations.



2 [0004] All Bluetooth transmissions over the physical channel begin with an access code based upon
the LAP of a device address or an inquiry address. The device access code (DAC) is used during
paging. Only the Bluetooth device address is required to set up a connection. To establish new
connections a paging procedure is used in which a device makes a page scan using the Bluetooth
device address of the tar%et. The Bluetooth device address may be gobtained from user interactions, or

via an InfAKpAIEEHSHROTH UARTEHSH WV ReiYSICRheN BN RN WiRR MeRtreade SBPA R4y
devices (aalditiicenadvitkoaddedie nrisndlgpipy autiied) Thechieidesed cdessi cede B Chdaseddbgtiggragingot to
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establishmént of a Secure connection batwean the two evices, ant 1s also Usedts generate an
encrypticiskeyoiodeshdngbtidgabidae ess sam veotearberhacetion Yoemed el Bivetdeanesisecification defines
a pairing procedure (LMP-Pairing, also known as simple pairing) which may be performed for the

purpose G genaiaig gL SLENG NG Ok e TOL AR HSPUAISAS L AR AORAING) R ischgfhof the

procedure for establishing a secure connection between two devices. The pairing procedure involves
creating SRSGHiRRIRRERINRESLRIFTY IMeststR Whigitiss ey ehisty by eRreea b BPRBIISHERISK ReY/EEN &M then
mutually @ytberjcatinghihexoengraied cannine dolinideankeigraalinning esisiish memtref a secure
connectign. [0007] Generation of jpitialisation is performed by the first device (A) sendinga 128 bit
B e R S PR R i
K™, usingomed@llistkasthiDeeit AdbreiaidineotedirdedicingBm RBDIRM)ehel fassdgmcatragian

generateséméh@nﬁ&W&&W@&(Hﬂﬁﬁ%@h@@d@géﬁ@&@@ﬂwM}g&bﬁ’m%kﬂwm WRcEAdRYiaRs. After

the generation of the initialisation key, a combined link key B) is generated. Both devices choose a
128 it r&RASH ' Alimber (LK BANDA, LK RANDB) which is bitwise xor'ed with the initialisation key K",
and then sent to the other device. Each device then extracts the other device's random number and a
common[tiobskeyhis Bligeied hrsfitan{KiBAN PhvindpRANRELBP ARBTZ B RBWPEBMENally, a

mutual authenticatign step is performed. [0008] In a. mutual authenticatign step, a first device chooses
126 b A R AR A SRR L L ANEP A SR W i oms
device crie&ne¥/a B2t Nor SR E Af iRgrjocaduB AN SR BDINIRDREE KABIHeidItigesaivback to A. A

makes itg QB CRIRUANRD RbSBESHVeRBaeRiRg AIRHRRMS AR RPRTRERRIEWE: S UBIRPISS t SRESA
e L b T T b B T
are estahlishimg estgbfistumensetasecommnotiding.(in which case a link key already exists and does not
have to be regenerated).

[0007] Generation of initialisation is performed by the first device (A) sending a 128 bit random number

(IN_RAND) to the second device (B). Each device then creates an initialisation key K, using the

Bluetooth Device Address of the first device (BD_ADDR,), the random number generated by the first

device (IN_RAND) and a (typically 4 digit) PIN code known to both devices. After the generation of the

initialisation key, a combined link key (Kag) is generated. Both devices choose a 128 bit random number

(LK_RANDj,, LK_RANDg) which is bitwise xor’ed with the initialisation key Kj,;; and then sent to the

other device. Each device then extracts the other device’s random number and a common link key is

created based on (LK_RAND,, LK_RANDg, BD_ADDR,, BD_ADDRYg). Finally, a mutual

authentication step is performed.

[0008] In a mutual authentication step, a first device chooses a 128 bit random number (AU_RAND,) as
a challenge and sends it to the second device. The second device creates a 32 bit word SRES’ A using
(AU_RAND, BD_ADDRg, Kag) which is sent back to A. A makes its own calculation of SRES, using
the same input, and compares the two numbers. If SRES, and SRES’ 5 agree, the process is repeated but

with the roles of A and B switched (i.e. B initiates and A responds). This mutual authentication procedure



[0009] A problem with the pairing procedure is that if a third party eavesdrops on the whole pairing
procedure, they can perform brute force calculations through the space of all available PINs and obtain
the link key. For example a four digit pin can be cracked in 63 milliseconds using a 30Hz Pentium IV
processor. Version 2.1 of the Specification defines Secure Simple Pairing to provide passive
eavesdropping protection throuq%h_the use of public keﬁ cryptography system. Devices exchange public

keys, andf 458 58 B W RAGLTE S NUHAAERY TP HRRUSH W ABHUREGHS GRREFIRISIEHAPED key A
link key isathariclakaylabeddly eristhendedyecbsharet keyegardpteb)icly exchanged data. This makes the
task of obtaining the link key a considerably more difficult problem than previously, but in most cases it

is still su ible to g "Man in the Middle" attack. [0010] Whether pairing is performed according to the
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and that further unauthorised é@)lgamng is prevented. The present applicant has addressed the issue
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protocolsS ma tﬁ)lﬁeot sgﬁlglrafr% A g%léid ea,% antage. There is thus a need to provide secure access
control systems between two apparatus. VIMARY [0012] According to a first aspect, there is

provided a method for securely controlling access in an apparatus, the method comprising: storing a
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wherein Irst apparatus receives a second secret key from a second source theh the

a first linROKER SUHRIENG dherHea dRYETRY IR ST 401 Y5antidl Ak hedesiFb frdpkeairoied faiestie second
secret kgyriseelf inQ seaeikEciaidelds sactivedianatdseepnokendrsedirepiitmy Mppitas a
second lipk key value generated Haing theistorsreamianiink key And s st Resigley: 4

Singaporean Patent Number 2008057382, the entire content of which is hereby incorporated by reference.

[0011] Whilst this approach provides secure bonding between the two devices, and prevents tampering
of the link, this does not provide secure access control to the devices, or even guarantee that the devices
are issued to appropriate personnel, for example if the user and issuer collude, or if a user inappropriately
obtains the secret key allowing him to self-issue a pair of devices. Other more general wireless
communication arrangements and protocols may also suffer from this disadvantage. There is thus a need

to provide secure access control systems between two apparatus.
SUMMARY

[0012] According to a first aspect, there is provided a method for securely controlling access in an
apparatus, the method comprising:

storing a partial link key in a first apparatus;

receiving, by the first apparatus, a first secret key from a first source;

generating a link key for establishing a secure connection with a second apparatus, wherein if the
first apparatus receives a second secret key from a second source then the link key has a first link key
value generated using the stored partial link key, the first secret key and the second secret key, else if no
second secret key is received from a second source then the link key has a second link key value

generated using the stored partial link key and the first secret key;



storing the generated link in the first apparatus; establishing a secure wireless connection
between the first apparatus and a second apparatus using the link key; granting, to the first
apparatus by the second apparatus, a first level of access to the second apparatus if the link key has
the first link key value, and granting a second level of access if the link key has the second link key
value, the second level of access having less access than the first level of access. [0013] According to
a second aspectHSESIpRERAaL Y i HiBp ArataRP¥BMorising: a memory, the memory comprising a first
partial link key; estaskshiing dtsacocduldrétess eomiemigrabitataetrefilse ypyanmua arsier secding tapparatasinications
module fggiﬁggﬁé\{mg l%>§econd secret key; and a link key generator for generating a first link key
based upon the stored first partial link key, the first secret key and the second secret key or a second

link key based @FSHRBSBFAHISHARPHAN ite RSP P PRER PSR S5 8V R, accesg tadlg fecoiifeless
communigatiens merduledrsyariatkishing sk e gueatuwisatesartgReetoit bl 3rseceddr enardey

apparatys, UeIng e R ol Ko A1 P SPRLID KA, IRQAHLGRAT SIS R IBIS aoRget there
IS prowde%san appara{us, mprising:
[0013] According to a second aspect, there is provided an apparatus, comprising:
a memory, the memory comprising a first partial link key;
a user input module for receiving a first secret key from a user;
a first communications module for receiving a second secret key; and
a link key generator for generating a first link key based upon the stored first partial link key, the
first secret key and the second secret key or a second link key based upon the stored first partial link key
and the first secret key;
a secure wireless communications module for establishing a secure wireless connection with a

second enabled apparatus using either the first link key or the second link key.

[0014] According to a third aspect, there is provided an apparatus, comprising:

a memory, the memory comprising a first link key and a second link key;

a wireless communications module for establishing a secure wireless connection with a second
apparatus using either the first link key or the second link key;

an access control module for granting access to the one or more functions or resources of the
apparatus to the second apparatus, wherein the access control module grants a first level of access to the
second apparatus if the secure wireless connection was established with first link key value, and grants a
second level of access if the secure wireless connection was established with second link key value, the

second level of access having less access than the first level of access.

[0015] According to a fourth aspect, there is provided a supervisor apparatus, comprising:

a memory, the memory for storing a secret key;

a communications module for establishing a communication link with first apparatus, and
providing the secret key to the apparatus for use in generating a link key for generating a secure

connection with a second first apparatus.

[0016] According to a fifth aspect, there is provided a system comprising:
a first apparatus according to the second aspect;
a second apparatus according to the third aspect; and

a supervisor apparatus according to the fourth aspect.



a memory, the memory comprising a first link key and a second link key; a wireless
communications module for establishing a secure wireless connection with a second apparatus using
either the first link key or the second link key; an access control module for granting access to the
one or more functions or resources of the apparatusio the second apparatus, wherein the access
control module mnts a first level of access to the second apparatus if the secure wireless connection

was estallf2rb AR LTI RESARACS, UAAPIRLANS BYSOSHHTE Fel" BTV f TESBCERERIF O ss
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apparatus, comprising emory, mory a secret key; a communications module
for establishing a communlcatlon link with first apparatus, and providing the secret key to the
apparatusRokE o $EBCIHRIRIIDN P& IRARBYNGISgenerating a secure connection with a second first
apparatus. [0016] According to a fifth aspect, there is provided a system comprising: a first apparatus
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apparat ccording to the urt aspect

[0019] Figure 1 is a block diagram of a system for providing access control to an apparatus according to

an embodiment;

[0020] Figure 2 is a flow chart of a method for securely controlling access in an apparatus according to

an embodiment; and

[0021] Figure 3 is a schematic diagram of a geographical region in which a first apparatus is provided
with different levels of access to a second device based upon the geographic location of the first apparatus

according to an embodiment.

[0022] In the following description, like reference characters designate like or corresponding parts
throughout the figures.

DESCRIPTION OF EMBODIMENTS

[0023] Referring now to Figure 1, there is shown a system 100 for securely controlling access in an
apparatus according to an embodiment. Figure 2 shows a flow chart of a method 200 for securely
controlling access in an apparatus implemented in the system 100 shown in Figure 1. The terms apparatus
will be used interchangeably with device, and the described functionality may be provided in a single
housing or as a single component, or it can be comprised of multiple components which may be

distributed provided they are functionally connected, such as by cables, wires, or wireless links.

[0024] The system 100 comprises a first apparatus 110, a second apparatus 120 and a supervisor
apparatus 130. The first apparatus is paired to the second apparatus by establishing a secure wireless
communications link 102. Once the secure wireless connection is established the first apparatus attempts
to access functions and resources 126 provided by the second apparatus 120. An access control module
124 determines the level of access that the first apparatus is granted based upon the link key used to
establish the secure wireless connection 102. If the link key is not recognised (i.e. does not match a stored

link key) no secure wireless connection link is established, and no access is granted.



[0017] According to further aspects, the apparatus may comprise a processor and a memory
comprising instructions for performing the method of the first aspect, and a processor readable
medium may also be provided comprising processor readable instructions for performing the method
of the first aspect. BRIEF DESCRIPTION OF DRAWBNGS [0018] Embodiments will be discussed with
reference to the accompanying drawings wherein: [0019] Figure 1 is a block diagram of a system for

providind @écs 5oy R S 0, 22 SPRAY 5V YRR RS RS SO PRIGU e 3158 aow chart

of a methed)rhdrasmm@yrgemmIngmﬂme@ledapmm&ﬂquﬂrﬂingommsmmmmeﬂﬁ;imd [0921]
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different levels of access to a second device based upon the geographic location of the first apparatus
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link 102. Once the secure wireless connection is established the first apparatus attempts to access
function<IEFIHEGGIBI KoY ST GRAY I eRE B o raUAD B £OBNGAHOH cRULESKBPOFHtIUle 124
determinesébirdpyial of ateessotimgtheats RpRaAlus B20rorsd prsdiyumonkieyknk kepnssd to
establish (B feeUis iFlesS.eaamasliand O i 165 i Inanl SreRRiRad e, dgsnRl Ayaich a
stored link key) no securé wireless connection link is established, and no access Is granted.

access control level or set of access rights is stored or associated with each link key. The access control

level may be used to control access to functions or resources of the second Bluetooth enabled apparatus.

Other data can also be associated with the link key (for example the Bluetooth address of device for

pairing with, an expiry date, etc.).

[0026] In this embodiment the second Bluetooth enabled apparatus stores two link keys — a first link key
118 with an unrestricted access level (i.e. full access), and a second link key 119 with a restricted access
level. In other embodiments more than 2 link keys could be stored to provide a range of access levels (and
thus functionality). The link keys are stored in a memory or storage component which may be RAM,
ROM, a memory card, firmware chip, or other suitable means for storing information. The apparatus may
further include a microprocessor or microcontroller for controlling operation of the apparatus (not

shown).

[0027] In order to establish the secure Bluetooth communications link, the first Bluetooth enabled
apparatus must generate one of the link keys stored by the second Bluetooth enabled apparatus. The first
Bluetooth enabled apparatus 110 includes a partial link key (PLK) 111 which is stored in a memory or
storage component included in the apparatus. Such a component may include a RAM, ROM, a memory
card, firmware chip, or other suitable means for storing information. The apparatus may further include a

microprocessor or microcontroller for controlling operation of the apparatus (not shown).

[0028] The first Bluetooth enabled apparatus 110 further includes a user input module 112, which may
be an input apparatus such as a keypad (which may be numeric, alphanumeric, symbolic, etc.), a
keyboard, a biometric scanner, or a near field reader (e.g. for a secure 1D token). The input apparatus may

be integrated into the apparatus, connected using a wired connection (e.g. USB or other cable), or over a



6 [0025] To further illustrate the method, an embodiment will now be described in which the first and
second apparatus are each Bluetooth enabled apparatus. However it is to be understood that this is to
assist in understanding the invention and the invention is not limited to Bluetooth enabled
apparatuses/devices, but is applicable to other comrunication systems/protocols which enabled
establishment of a secure communication link on the basis of a commonly known or shared link key. In
this embYHifFEHECHNECHAE SHE B AR BN M Ied MADHEIRICIDBRIGRRASS B RIABBHAE IS ERS tions
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device farpairahg with, an expiry date, etc.). [0026] In this embodiment the second Bluetooth enabled
apparatus stores two link keys - a first link key 118 with an unrestricted access level (i.e. full access),
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in the apparatus. Such a component may include a RAM, ROM, a memory card, firmware chip, or
other suitGBREAHIBHAHONSHSRR Y RfoRHEEH SPRETEBIatus may further include a microprocessor or

microcontroller for controlling operation of the apparatus (not shown). [0028] The first Bluetooth
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The first Bluetooth enabled apparatus may have its only functionality and may also comprise a
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radio communications protocol. ) )
stored first partial link key 111, the first secret key 113 and the second secret key 132 or a second link key
119 based upon the stored first partial link key 111 and the first secret key 113 if the second secret key is
unavailable (for example out of communications range with the supervisor apparatus). A Bluetooth
communications module 117, implementing a modified version of the Bluetooth specification, uses the
link key generated to establish a secure Bluetooth connection with the second enabled apparatus 120. The
first Bluetooth enabled apparatus may be configured to only temporarily store the first and/or second
secret key long enough to allow generation of a link key. If neither of the first secret key 113 or second
secret key 132 is provided to the first Bluetooth enabled apparatus, then no link key can be generated and

no secure communications link can be established with the second Bluetooth enabled apparatus.



[0029] The first Bluetooth enabled apparatus also includes a link key generator for generating a link
key 114. The link key generator may comprise hardware, software or a combination thereof, and may
be implemented within one or more general purpose processors, microprocessors, application specific
integrated circuits (ASICs), programmable logic deviées (PLDs), field programmable gate arrays
(FPGASs), or other electronic units designed to perform the function of generating a link key, which may
be generdEFludHEaaeN s RBBHSS LR RS ERRAH R AR HTEROIE CEARIALAPRARES or E3
key genefatienefunistions wsiecsioothiddBthe tomtospeaciizationo{NG3GH ThBIliekdte ¥rgeledrator is

Co R BSEIE. e AR LI bk SIS0 A PR e Bk SR A2 o

the user. Additionally the link key 'generator Is configure recelve a second secret key 132 from a
supervis SN L3H0p K As RS TN Q2B SatIHOT 3eormeo sl deRy R E¥retaked) Nl ki¥oope teferred
to as a supRIVisQeydrei) bhbel CRBAM YRIGALIRKENkIRaYIb heappeesierandnalesddinksisrdh e ease of a
ireless link J,max, 6.2 nesr el o sharl fanas communications Inlcetich  luetaq k- The
communications nk may Be'E SECUre commurications Nk 1He Tirst Bluetoott enabled a%paratus
comprises9AednaianicReenes i edaE0fsn atshimanaieatiog rgth <HEBLFehsSbeRispHIras0IB0 over the
communisaliang liktasHOARLLENRdik ke ERRIEHORAHhISEOTAONIES A0:QRREINR RIENEE Adirst link
key 118 based, 5pon the stored firs%partial [Ink k@%ll the first secret key 113 and the ?econd secret
pie il

key 132 575 WHEGREFITHCRYSPS e doR B SRiPelpYire: iﬁ?& Bk REY A TeEHTPIE st secret
key 113 (iMACsedbpst fuchetviiestes noravaitadaleo (foneddenplenappahicenhat s tiakdagsrangewith the
supervisglge%ﬂm@gb@ﬁ@ gigeth communications module 117, implementing a modified version of
the Bluetooth specification, uses the link key generated to establish a secure Bluetooth connection
with the second enabled apparatus 120. The first Bluetooth enabled apparatus may be configured to
only temp8iREiIyT SeciePERastir spaiaisy Sconpdessreineaipin ey satng Hesesnodserseideeuibi? en@dink key.

If neithercgfignitsti PR GFBHIKEY 4B OF FRFHPAASGU@IMHSR denBr@yidertia e sl Rl elaeib@nabled
apparatus,%ﬂeg no link ke)é tﬁan be aenera%%d a*nd no secure c%%]g]urluc tions link can FE eﬁtabllshed
with the SEBRYPRRAEIYS A SHATE B SIArhiaY S T FRITRL D5 d0E ShSEHBALIHE TS HRY second
apparatuappaeteachl Biietodte exairedmpbardhesetdoneeert kayp itoeffecting g essopoivikerytkey méthod
described i AatilanbRAdEIL S Ao ARG ARRRP SRR IRYES o SiERRIE AR B0 D using

communication systems/protocols where establishment of a secure communication link is performed

on the bA8i&aTbUHIFIfOmMBIcalRieRPIRNRIRERY e WREhETY Ohehated@¥8sed upon a partial
link key stonedinictiiensppaoadls(n cibenotinen (snstoreddootiteseadeg mrpangtbsstoresdmB@eembodiments

h icati | ; lcat | (i.,e. <100 di
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to be maintained. The apparatus may associate the link keys with specific device addresses, e.g. the
BIuetootlﬁodéﬂcémwpeséscmraapmad'sarayctesaspoqalo!laHepa(rMﬂe@l)waeidhessrfqolthbamQrglmr. The
communigalions MeJWH TR ARSI 5F kK@ UR R P BPSSHIS HPaIRECHIG 2RRRIAK/ Sy

[0033] The supervisor apparatus 130 comprises a memory for storing the second secret key 132 and a
communRAEE AERFOANS MBAPEY A HSHREAE SEShKeN i Hid 158 BRI e PREYTIADI T iRk afifkt
Bluetootlaceiigbietibappaasum 1AS iy seasscvadaidl ke élfeatbesticoptiolstidralievef vk seaess the user
of the fir [ j i e i '
supenvis R T B By e
communfidfioARPpiRsEeCOIS Secand sapgt &ayni¥ MAAaes Wilke (B8 SUBBRINON i dedisH4NKR A8 cuPSTMiEsf be

near fieldy{sakaRs0srINOEL FRREGR CARYPURIGARANG Breiase bRl stRORR\DEschAM: ibhenaesanrissecret

key 132 may he stored in the memory, or it m e provided by a user (e.g. a supervisor) using a user
ertace S oA TR S BBy SRV g e

ug/may be aportable apparatus under the control of a
supervisor. The supervisor may supervise or authorise issuing of the first and second apparatus to a
user (e.g[0a3sg clityottep etbeddfitre)hardoonaigop cppidetih e secatd selomtdddy idiked lkstiappariatus as
part of the issui [ | ' iL.onl j C e
ﬁsée%%&j W (glé%ﬂﬂﬁgﬁﬁ%ﬁ%ﬁé@C%Hdﬁa’n‘{%tg% e e %ﬁ’é\}%@&’%ﬁﬁ% SRS

functionality of the second apparat irst and second apparatus were o y issued,

preventitBesACUSESeeinay AR3ria e By the wisplaratiaesmivdng seesrickertrall KeyisrusPRE AU &d whilst

the supegvisQedstoageditnte {HpsseanemisRaRRRREAESISPIHHNRSLAANME GhdRANEE JeAMlIsdtpanter the
second secret k ch ti 0 send to a.firs ratus, in which case it is only temporarily stored in
emory TO055] 1 oxiriep L R e oo e PRy o S e PSR Focnc
location. CPRiggzinabiens ¥ath tbepsesoideapparinsity?® agerdhacosusupitations Hok &z esfaldished sisjperiigor

apparatuﬁrgqmvé l&?ﬁ@é@@n@%@éﬁ"‘&%ﬁ@%@%w&%ﬂ& ﬁeVJW%Xh@ﬂ%t%ﬁ@i?a‘%&tI@@?s‘WFtﬁ'ﬂ?t%C_fet key to
all devices/apparatus or selected devices within a first communications range using a near field or

short ran @& EBINRRURTEAHSHL ISt GBI Yy BRAABGtH 1A S D S Fh ACHTES i SRR Y RHEly be
configured to only maintain communications with the second apparatus 120 over the communications
link 102 established using the first link key 118 generated using the second secret key, whilst the first

apparatus 110 is within the communications range of the supervisor apparatus 130. That is, first level
nf acecace ic Aaranted nnivy whilet



9 the first apparatus remains within the first communication range of the supervisor apparatus. Once
the first apparatus is no longer with the first communication range of the supervisor apparatus, the
apparatus is configured to tear down the communications link 102 established with the first link key
118 and to then re-establish the communications linlusing the second link key 119 that grants
restricted access. [0036] Figure 2 presents a flow chart of a method 200 for securely controlling

access &l ShHA%ALS SEURSIWGHS KIS BRisoamEtat e sHetnb i e S RpN S5 aPRAEED O8Fedtring 202
a partial fiindt dmgarianu_s fsrsd mngeyramsthzeﬁsmin@nmi_bhmhenﬁmfap@armmscm éhmrsmnsrmel@pdmm a first
source; s ARNGIIRAEP Gtk FERRISTIRG & %&gl}ﬁ?h%‘ﬂr@ﬁ?@ecﬂ%?ﬁﬁ&%m%‘ a%c??ocﬁgﬁ
apparatus, wherein if the first apparatus receives a second secret key from a second source then the

link key HiesSihtigh HRCRBYYRICRIRSH starstiain speRBILIBKA@ DRI A1t KaRISy eSS RAICSERret key and the

second secret key, else if no second secret key is received from a second source then the link key has

a seconq s KeYouAUSASAREAIABWSHAA HP8 PEIREE Rt UBk G Y MG HESLSGEHRldpYr-RIONNg 208

the generated link in the first apparatus; establishing 210 a secure wireless connection between
the first ASFAARALMETROUREShd WpPaRad SATRHEFIHREHAPKEY;  granting 212, to the first apparatus
by the second apparq@neg,sepfiridl Iiviekef mcriss dppthatisecond apparatus if the link key has the first link

key value, and granting 3agARd frueLBLAGRES % LRIk ARSI SREENd link key value, the
é) ss than the

second level of access having less ac irst level of access. [0037] In one embodiment the

first source is a W5ERHPIRIGiAdiTiIe s E¥ SRS SEBES MG A5 CoRBRMIA Bl A SREU APRALRSYS:
apparatughdrbis ifnay firet appanRnarates i wiectne senirrbfrthe Stepemvisairafttea twiseihlany raceives the

second Seerel KeX(On Ry eﬁé’#e?t%ih?gé{h%”s}&% patisl ke a0 ?im%ctr)g RRANE, [Rab i e first
secret key may be’entered into the Tirst apparatus by the user of the Tirst apparatus, and the second
secret ke{gYsalstienecrsanihsectabkfyds sgnobvestfiomy saeongepurce then the link key has a second link key

value generated using the stored partial link key and the first secret key;

storing 208 the generated link in the first apparatus;

establishing 210 a secure wireless connection between the first apparatus and the second
apparatus using the link key;

granting 212, to the first apparatus by the second apparatus, a first level of access to the second
apparatus if the link key has the first link key value, and granting a second level of access if the link key
has the second link key value, the second level of access having less access than the first level of access.

[0037] In one embodiment the first source is a user of the first and second apparatuses, and the second
source is supervisor apparatus. This may be an apparatus under the control of the supervisor of the user,
and receives the second secret key (or supervisor key) from the supervisor, and it may be portable. That is
the first secret key may be entered into the first apparatus by the user of the first apparatus, and the second

secret key is not entered into the first apparatus by the user.

[0038] Alternatively the supervisor apparatus may be in a fixed location and may wirelessly transmit the
second secret key from the supervisor apparatus to the first apparatus using a near field or short range
wireless communications protocol if the first apparatus is within a first communication range of the
supervisor apparatus. Further the first level of access is granted only whilst the first apparatus remains
within the first communication range of the supervisor apparatus. When the first apparatus is no longer
within a first communication range of the supervisor apparatus, the secure wireless connection between
the first apparatus and the second apparatus using the first link key is torn down and a new secure
wireless connection is established using the second link key. The second secret key may be transmitted

over a secure wireless link.



[0038] Alternatively the supervisor apparatus may be in a fixed location and may wirelessly transmit
the second secret key from the supervisor apparatus to the first apparatus using a near field or short
range wireless communications protocol if the first apparatus is within a first communication range of
the supervisor apparatus. Further the first level of ad@ess is granted only whilst the first apparatus
remains within the first communication range of the supervisor apparatus. When the first apparatus is
no longe FAAHin MOt EBHIMERECAABR FaRYE BF ST BRMIES S S5arARGe PRI YRR Es
connectisgtiritinee @nlitiegfimstiepparatwbesna tiee |sEdjvappeqmnmsenlesngwtdmeaﬁmsbﬂimkdneyusmmnr\down

o B Ik SORNEI D E el Wipraptsrt

may be trans over a secure applic ation, t

system &) At e dris e erAndpese 38 Hsed %ﬁHW%@tHB“&WEWIF@HWﬁ@ ﬁﬂ%ﬁa‘%\ user is
issued wiilyegiaipmiend suckt maamebll@ PEveRTdicaliNR ERMIaPa(8agviRaches e r@ﬁl@dﬁb@hone) and a

controlled device SéJCh ae Wea g P oI Taser,.baton, e a}cs) and.a. ost r The metha
sul;;l)ebwsor |Ia hro s 0 dsu er\hsl? 8p8 roximi nbe I‘OVI e
system can be use sure use o ntro ed device Is only vala o a userwho is

free to nﬁsx/@aélfgu:u@p@nﬂbpelbabmmml@wm%mhn wag iDBeihirsa i wsmp@rmdanmmﬂ@ﬂﬁm%ugh
the use af,geflxest ghpResdsor apparatus, proximity control can be provided so that full use may only be
provided whilst the user is within a first communications range of the fixed supervisor apparatus.
[0040] For example in one embodiment the first apparatus is a mobile phone issued to a user, and the
second dBPAhTQ RxamRledponcisahadi s the e Pt eihbBWrHE RDORR ISHIFRY RS Wil tﬁ@’\k/f@apon is
access Cwﬁtfmi|@ﬁb&!§§@¢s@mﬁa@dmksli@(yto'ﬁh@m§r finfgsehibedireapms dsirmptociedipravgived unless

both apparalus Wers So”ee‘%'jtoonttﬂeng%el{ S(ewgn‘"f‘ Hrﬁﬁ%ﬂwceraba/n?s n&’é&/ﬁ:%\‘{’gﬁt%aa BRaRyided the

second saecg?%?&e ?olptie IFStappar the mobile phone) When issuin

communiPREGEES Wﬂ@d@)‘i&ﬂ@ﬂ teteestapilictbd spsidtioEfifiest hink mr(m@ﬂra.\abegmunwwyyi thetﬁﬁé?Q!E’er has
not beens@émwé}s&ﬁmm@aﬁywwm (hBiNOHRBRONFhSLRERIER0 maﬁa@@emes#ﬁmheétmsamaratus)

then th t P it trol Id b d in thi
s Tt e e e e e i
supervisdmappamﬂo:s(wmdwmdcseat@&emﬁa&ilpmhdddmgMItBlaetpmeaBewmytgum 1gilbnby beughierised
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communications range, then functionality of the weapon is denied. [0041] In another embodimeént the
second a&’:ﬁ&*ré?té%*'ﬁﬂ%? wegaa%ea%cwﬁm@meamhla@m%@ﬂve%anee P BT tsdlerdw/at
permaneuhti)bumsu@ectoratpndlmmifgcgnarﬂﬁstfmalsztanhometufms@asummsmleomkq/ pEoidéntbiessecond
secret k atu ce Qffi UPS
unit, a w ?épon gw(? gﬁ Eﬁﬂj&g équ?ﬁ)%ﬁﬁ)én&rﬁ&%c%%%ﬁs Ilwﬁpc%hl?"' I-ﬂg?‘*%hﬁ%rme etween the
two appatatses Cﬂﬁ”!ﬁ‘i’s case the police officer will be allowed full access to the police radio such as
the ability to send and receive transmissions. However when the shift ends, or when off-duty, the

police offigerMay B R UABSHIMENREUiCRd 4a5rRSs GHas Q@M&Wﬁm@ﬂd‘ﬁ%%@f@ﬁzﬁtmg (i-e.

can listen only), or only bein Ea permitted to make an emergency call. In the event that another person
(i.e. not tPRd! Efo'ii’é‘éobﬁ Bls§ubtamRetmansalydssaendomeptice Hidtecom B NARbAS b S REY ISMat other
person wilundpiloeiadbiretertise tberquatigeortdifirst aplibiatusiissaetl ety puktcdetfitraniian souilding or

recelving) AL ASE AeRATILGH ke sk secisk e, AL BRlR OLGRC INpilifagi wes

issued to, an us will e unabale o establish any secure’communication e po ice radio

(the secJHﬂ“ﬁﬁ;BM%}heI‘!I!Qﬁ&l@ad@é@?ériﬁr’fﬂﬁéésﬁdftﬁéoﬂl'@tCﬁﬁﬁ%ﬁﬂtﬁ@ﬁ@“@&(@ﬁﬁhlba%sét@%te or
public tehﬁﬂ@mumi@eﬂqg tRe bty (ReRKAM péeeuvé&r@lmuweﬁsaﬁ’da@vé’rwekﬁmrsm SMSHakeiong

range communic tIOI’]F link In one mbodlment he su erV|sor ent over a secure link. The
d ¥h ¢ poli ce offl get ma rowded With restrict acee St preven
remote server may be a centraliedd anagemen SRIVEr tHar ceén raIIy Store ura of secret keys

for a pluradingnoftingheatasdstemhalyds ahenhe hedng ww@eq*ﬁawem\emergﬁwdpﬂamﬁeeetm thus
many USggsier ?@&&\Qﬂeoﬁbwh@%ﬁ&é%ﬁ%@ﬁj SoRf aldmyite r%&@%fmm@ﬁééwﬁlﬁ%%m%rap%t%%d

on additional information, such as shift rosters, etc. to ensure that the higher access is only provided
during apPAGBREReERARWILENGt DGAbIe ineisLBe ROYSS pdinift aldbaat ?ﬁ”&??eow?ﬂ{f&ﬁfﬁ?éﬂt”%{ﬁ&" 8hding
the superstisiviyidiess thaa dihst peypar atilisnof lenovirée sisscererat keyotibegdiitk offfiees txe thesadapparatus
AR AR R U SRTHD G T & (1 aneATAm SR R IRYAR el (i the
communications link is lost, then the secure connection established using a link key generated from
the supefGt8BA2REAA™tbrn down or the access level is revoked. In another embodiment the first
apparatus is required to periodically check in with the supervisor apparatus, and if no connection is

establishgghemthie SRFUBSANRRCHR S GRARITIBE:HIRG A nlokewarn et RS:Hg seReyisory

key is torn down or the access level is revoked.
or more second secret keys (which in the following embodiments we will refer to as supervisory keys)



[0044] In another embodiment, the a second server key may be associated with a specific
geographical area, and the system configured so the link based upon the second server key is only
maintained whilst the first apparatus is within the specific geographic area (the approved area). [0045]
The supervisor apparatus may include a location vefification module 302 that is configured to monitor
the location of the first apparatus. If the first apparatus is detected leaving the approved area
associaté*&?\x@fﬁ]t@&%ﬁ?ﬂp g’éﬂ%@ﬁﬁ%ﬁ’%@? Lo BHAMPRIRYI A2 SENRD AR RS BT A A N RMES Y to
revocatiqifooétheptevendacoessdeRs) 3GhisTeaor bia Svtpued byt de sbrappaiaticntdaino dosvn the
secure wj s [ ish i firsy, | i i (a new
Conmectia

a dif
oparatUSAEGHTERS FARGTHYERY GHa ISRt HELLAQTIERFERtaNs RS RV, of FEPRIBHEET THak e et

apparatugifivay seedleayripedibasacyaipeatifessamias maduleR0A wdticieshimmies tiisstagation of the
first apparatus in a private.or public mohile network (e.qg. the.cell LD, or using other information
incepende 1 A e o S R R AR R e s06
that proviel€Bsarégbaltio ghihaneess ismalyuerided U oarmeprine temeratein. tisrchateser, i@ ferms
location grgposition are considered to be equivalent (i.e. a location estimate is equivalent to a position
estimate). The location estimation module 306 may be a Global Positioning System (UPS) receiver or
other receiver for a wireless based global or regional positioning system (e.g. UPS, GLONASS,QZSS,

IRNSS eteOffclodifyaleslimeieaisd SRdinsies Rer ety X0y st apraipéve pis WKl ASS, EGNOS.
efc.) or siatipuAMatRIMS MKlisio uieaRaN g it manaxi: eationsorstRO0MALig Brik. airchematic
diagram é’é %59:%8 LaRDicald elﬁ'e%“%u'@hvk’r'ﬂa{ﬁ'? RSt appars 9% TR 59?%‘&5&?&2%?8@A%X%&%n"f access
to a seco 8 ewcerbased upon the geographic l[ocation o %he Irs appara us accor mgcto an
embodinteiaRlisigalsingo lppeasareiBerifien deessapapiab eyl s Sovnienrsen e agesss veldsond secret

(i.e. supgviser. kexsoare Brafonineh: basiad aeaiRtRIHEREN Phis s I9HES inviftistembodiment
database 138 stores four su’%frvisor ke ong with associateb%ﬁrea Al A2 A3 A4,

S.Si, S2 §3 and S4 al
which detHREHRO AR AtRiA W HieR %ﬂ%ng%@&a%iafa éﬁ%@#@?&%}@e@wﬁ%msmgaas RE TS Mobaratus
110. Thebakdeyaswilitbe frefethe dueasayave tbardasnAsttiesaribeld\absvevaksdpervisory key is sent
to the first apparatus which uses the supervisory key with a first secret key to generate a link key for

establish'@&@rs n(:unr&hvg/rireel S ic%ﬂgﬁ]cetigg 100% \S/girthr ge%%n% gg)spgr%% 1%8 ISn thj“s case ghelc%?cond
apparatus stores the set of four Iin eys that coul beygenyeratea rom g\f ipgg an%e%gi,petﬂong with
an assodiadnsdoe systevedcitfigorea op wWisdintubrsse hate e sRceRM PRIVFIteX phenbit i itéainad veuistin the
second aRPArRthsHIYRENiYANE e 3ssqataieshiiphikYeABRAPHIOBIRF@)SUPervisory key with an
approved area, or association of a link key with an access level may be via a shared index in database
table, via linked lists, or other data structures or pointers, [0047] A wireless communications link 136
such as &84th AR SHPEMHERERBHBAL RtR K GsaHeparsiE el amAdHa iPRA RS Betilessiite
supervis@ioappadatiigalisn andehasfusiampardtus fitOapbheiss pamtisdidappanginue speeisatecation
estimates.of e first APRATANIS, TheRs Gauld be provided B alosation ssimajor i sueh as a UPS
receiver heluded in or operative connected 10 the hrst apparatus iﬂ? orrt e Ssupervisor apparatus
could redéwpeatian et wsenhageespderehndtis sarebrisphewrddnatfofissifapramids kppbag dayaiderepire
phone, Eﬁﬁ@ﬁ@@&m@?m@f%@@mg@ﬁﬁ% M?g&ﬁ@ﬁ?%yipéﬁef%@m?ié@%ﬁf{ﬁ%\ﬁ%ﬂﬁ&:{i@ﬁ‘éw@ 304
in a mobijle phone network which uses petwor a to estimate osition of the mobile telephone.
The localt MECHIARY FRA) BEPL LA ALEHIRIGH St A PO L 3PPt R M Pratus o
within, ornfegnedabisthsenvieat atoekalle\edis tharaenpied frimrgeatice ohthédoatiamahtiserfasbapparatus
based upRR, FARMMLRICAL RISHIRWARD: NGHliISSaPRAI AR O SRR T GSHL G SriBrdnch base

stations can see the mobile terminal). Referring back to Figure 3, the first apparatus Provi_des a first
location ENARE RYRIGHMSHARRMQFK e tﬂ%&%!?d%@i&’%ﬂ%@ EB I BEAR IRSHRL S 'ip &t ory key
51 to theafipatam)aretistintippatssesnibysnol grerduste an kst inds keydtiasos thaeprdoidstaldisiian secure
wireless icai I | I ' access to the
second A R e e patn 310,
and at p&RAsBIEEsie ke sBivahiHe: & AlAcAlon §siHBaEIp aRH AT 9 BNREITOR G ORI Bp|9stier area Al
SUperiS@ﬁKﬁa{frlriﬁ)ﬁlﬂelgogl?fady@g(g %mﬁﬂm&ithﬁiﬁéj@?&%lr’re(@b@Feﬂgbéﬁbgmﬁdc@/ﬁ?%ﬁ@mnd )
apparatus.needs to be revoked,.]J0048] There are several mechani t a sed to manitor the
oation SHA TR P e S oA SRR e e
apparatusatellitedisestiang satelldiedasnt efgmerfiatioapysieaas. aTML\RRar BN QScelttimisiiiler $ysttoic basis
such as by ihsabiriRRgaResiisn RN at 13 regular time intervals, or where the gap between
successive positions estimates is no longer than some time interval. The position estimate may be
obtained directly from the first apparatus (e.g. using a (TiPS receiver in the apparatus) over wireless
link 136, or the position estimate may be provided by a location service in a mobile network. Suitable
timer intervals may be every 10 seconds, 30 seconds, 1 minute, 5 minutes or every 10 minutes. The

supervisor apparatus could check each received position estimate to determine if the first apparatus is
within the annrovved araa Al Onece it ic determined that the firet annaratiic ic no lonnaear within the



[0049] When the first apparatus leaves an approved area, and tears down the secure connection to
the second apparatus, the first apparatus can establish a new secure connection to the second
apparatus, using a different link key based upon the new location of the first apparatus. For example in
Figure 3, as the first apparatus 110 moves over the bbundary of Al by passing through point 313, the
first apparatus is_no longer within any of the approved areas Al to A4, and thus the supervisor
apparatuSUl NOLERI RSB PanaHa%Aa Pt FRAsF Lt G L HAHHS AMBEFURIS REAYGEtablish a
secure wivithatiffremnreatioof attastte semond dyvjrarsdses usinghenjgothaphitstosedve ke fdnthtipasionly

receive %&gﬁﬁ% a?h'E%Bbd\’#r?e‘{’(?‘é%&éu§U%Fﬂa@t&p§ﬂhﬁl@]@%‘tﬁ%£@%%ﬁ@hﬁ@ré& Wljgnove into

approve at point 312. Once he is in area A2, the supervisor apparatus will send the
superV|sé‘?9°R€)$eS@th%rsMﬁ?éY§§§) 8K B3N Ao/ B ﬁ?étaﬁﬁp%?f%%[?g 8RR RS PEvEeptetibus secure

connectigmiystiiiidie M@QBB@W@%U@B@W@V@@DM SBCIEESAQIIHRGH R ddsdotadl brkak @y

generat g upervisor, 82 and thus b ante the access level associated with a roved
area A2 Jfg he sﬁécacl)ﬁnaha%{)'ara i ar’e RY Q—‘!-nflrskt apraPz;St 8Cs'apt)%dsssu S alon Ea/tﬁ]@ll% t?]séadab pta]rea%ﬂs enters
approve@m@@ttﬁam poRse 3E3S wabamfﬁwédoa%@m@/aﬁmrmeéﬁr@meab@maﬁmrwmlmIShas a

different aeeesthéawel &96&?&@%@% lﬁ&?ﬂt@%ﬁ@&iﬁ%@‘ﬂ%‘vﬁﬂp&wﬁ%m&m@H&aﬁ@ dnaiiksy for
apparatus enters A3 at pomt 313, it will he determined %gelther the first Bfliaratus the second

apparatu BPYHE SRS B SRS AT AW &SSP AR AL AR AP 698585988, and the
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reverted hagl e RAImIaIRLPharEr HoSHSH RUFHHARIRA I Shapk Fhitaypd 0 A9 g

apparatus enters area A4 at point 316 the supervisor apparatus sends supervisory key S4 to the first
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approve ArEa8 Can be partl y or y embed het approved areas ﬂ%r xample ?ully
contained within A2). This allows a supervisor apparatus to provide granular control over what a user
may do in specific areas. 15 In other embodiments, there may be several supervisory apparatus. For
example in one embodiment a centralised management server could be used to provide supervisory

keys for a first set of areas (e.g. Al, A2, and A4 in Figure 3), and one or more supervisory apparatus
which nrovide nrovimityy haced Ikaeve for nthear areac (e A t0 dAefine area AR in area A2 Thece



[0053] Other variations and embodiments are possible. For example the supervisory apparatus can
thus act as a centralised management server that stores a plurality of second secret keys for a plurality
of apparatuses, and each of the second secret keys can have an associated area stored with the
secret key. Additionally a key may have a time limit 8 expiry time, after which it may not be used or
the secure link 102 may need to be torn down, or the first apparatus may be required to contact the
supervisSTP S PAHNE WA SIS R HTOYHPINAED SHICETRNF ELHHY A TS  LHERLBAT OB Df the
link. Equtirataintenvidrmratposidanebiinstio nedyibethietdeabdicathpioatuisetiirstyppandtth €s¢. asintyalSKB.g. time
periods, ' t Vi : ’Iijnk keys
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particles, optical tields or particles, or any com ereo hose o he art would
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describedelaramiuiast fiisvathdRe SRRo R eniatisepradhgw@iamay be implemented as electronic
hardware, computer software, or combinations of both. To clearly illustrate this interchangeability of
hardware and software, various illustrative components, blocks, 16 modules, circuits, and steps have
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such prior art forms part of the common general knowledge.
associated with area A3. Of course once the first apparatus moves along path 310 and then leaves



[0060] It will be appreciated by those skilled in the art that the invention is not restricted in its use to the
particular application described. Neither is the present invention restricted in its preferred embodiment
with regard to the particular elements and/or features described or depicted herein. It will be
appreciated that the invention is not limited to the erodiment or embodiments disclosed, but is
capable of numerous rearrangements, modifications and substitutions without departing from the
scope of WREMLHED A3 SLE TS ARA DA AERKY LA RSRBRIHY< ArTort ARMNANG & -5t HBSA B or
securely theatrelsrigvalocesssihaak ta tireaaiss | e aseitiaddoonhpisin®p. storing a partial link key in a first
apparatus; receiving, by the first apparatus, a first secret key from a first source; generating a link

key f ishi irel ti ith t herein if the first
pparat, o B B G R LT RAY s 5 e RO AR v FRh ey
value getayehfeultissfivet eppasetrechpiéitties dikadns! anpafitsts Sevrest deyopath 16 Jexenayee pethetjstlse if
no secong SeHRLKREIDIBSEINRR EAR & %ﬁiﬁ%ﬁ@%%@e&@wéﬁéﬁ%\v’eﬂ%& hSARE iRk kaxvalue

generated using the stored partial link key and the first secret key; storing the generated link in the first
apparatud 2Cess OETAHEMIRY QBB AHEt RAFEERY OSBRI ERARPAR S TIRSE AP AYARLE UM A Hid €econd
apparatusipsinigpthepandkusesgnds sugearitorg kby Sretditist Eipspappdcssul g ritidisg derfit s pparatustoaydirst level

of accesﬁnkoaéﬁgsg%%%ﬁ(&%%% iir@%l%ﬁf‘lfﬁa S APk KAyl URs B BRI Apecond

A %{
level of access If the ey has the secon |n}lg</ ey %ﬁue, e secon evé of access having less
access tReFsThisRIdeKs(is Paskytothe dasic level of access based purely on the first secret key.

[0051] In one embodiment, rather than have the first apparatus and second apparatus tear down the
secure communications link 102 as they cross the boundary of the approved area, and re-establish a new
secure communications link, the first apparatus can instead maintain the existing secure communications
link 102 whilst providing a new link key over the secure communications link. When the apparatus
determines it is no longer within the approved area for the current link key, or when the apparatus
receives a command to tear down the link from the supervisor apparatus or instead receives a new
supervisory key (and optionally the approved area for use of that key) the first apparatus can be
configured to generate a new link key based upon the first secret key, and a supervisory key if provided
by the supervisory apparatus (i.e. if the first apparatus is entering or still within an approved area). The
new link key can be sent over the secure connection 102, and the second apparatus can check this new
link key against its database of link keys associated with the first apparatus. If this new link key is known
then the current access level can be changed to the new access level associated with the new link key.
This embodiment reduces latency associated with tearing down and re-establishing a new secure
communication links by maintaining the original secure communications link between the first apparatus
and the second apparatus, and instead sending only the updated configuration information (i.e. the new
link key). In one embodiment the configuration of the secure communications link is not changed, but
instead the new link key is only used to establish the new access level. In another embodiment, the secure
communications link is reconfigured to utilise the new link key. For example any link related parameters,
such as those used for encryption are recalculated using the new link key, and at an agreed time or trigger
point, the parameters are updated in each apparatus so that the link will use the new parameters. This
reconfiguration approach may also reduce latency compared to formally tearing down and re-establishing

a secure communications link.

[0052] From Figure 3 it can be seen that approved areas can have a variety of geographic shapes. Whilst
not shown in Figure 3, an approved area can have an irregular shape or boundary, and approved areas can
be partially or fully embedded in other approved areas (for example A3 is fully contained within A2).

This allows a supervisor apparatus to provide granular control over what a user may do in specific areas.



2. The method as claimed in claim 1, wherein the first source is a user of the first and second
apparatuses, and the second source is a supervisor apparatus. 3. The method as claimed in claim 2,
wherein the supervisor apparatus is an apparatus under the control of the supervisor of the user, and
receives the second secret key from the supervisor.%. The method as claimed in claim 2 or 3 wherein
the supervisor apparatus is a portable apparatus. 5, The method as claimed.in claim 2 or 3 wherein

the supeiZOFERALITRNE e ARREPRREYRER SUBCFYISe AR s FALRIAEP I RIS B RAHREH Gomprising
wirelesslyetrizal smittiagptiomse caner seckebikeseframrivids upenvisorydppafatadita theofisstagpgratlis using
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0a as Claime Im 6, wherein the

first levePBIeABEa8 §6i8- (PAIRTEY BRRATHNSIIR A stheph e b HRARASAR PP FEUS IRIOXBIM PRRIATERYion
range of pheGLpRFviseHy *Rppaadusus Souleensiindrhass dinrtritbakbitode WESIRIR WheH, Bredirst

apparatuhs iﬁ no Ioné;e{ within a first ommun{'cation range of the supervisor apparatus, the secure
: IgNly Secure’sites where %@/?lca p{%;(lml |sa[%refera . . . .
wireless connection between the Tirs apparatus andthe second apparatus using the first link key is

torn down and a new secure wireless connection is established using the second link key.
[0053] Other variations and embodiments are possible. For example the supervisory apparatus can thus

act as a centralised management server that stores a plurality of second secret keys for a plurality of
apparatuses, and each of the second secret keys can have an associated area stored with the secret key.
Additionally a key may have a time limit or expiry time, after which it may not be used or the secure link
102 may need to be torn down, or the first apparatus may be required to contact the supervisory apparatus
which can issue approval or a new expiry time to allow continued use of the link. Equivalent information
can be stored in the second apparatus to support these controls (e.g. time periods, areas of use, etc.). In
one embodiment, the supervisory apparatus may send a set of link keys (e.g. S1 to S4) and the set of
associated areas (e.g. Al to A4) when a secure communications link 102 is first established, and the first
apparatus can be configured to regenerate link keys based on position estimates and provide these to the
second apparatus to allow control of the access level.

[0054] The methods, apparatuses and systems described herein advantageously provide secure access
control systems and methods for establishing a secure connection between two apparatuses, and in one
embodiment, Bluetooth enabled apparatuses, and controlling access to the second apparatus based upon
the link key used to establish the secure connection. Granular control of access can be provided through
the use of multiple link keys each of which provides a different level of access. Further each link key can
be limited to use with a limited geographic area, for example a proximity region around a supervisor
apparatus, or a link key may be associated with an approved area and position estimates used to determine

which link key to use, and thus what level of access the first apparatus will be granted.

[0055] Those of skill in the art would understand that information and signals may be represented using
any of a variety of technologies and techniques. For example, data, instructions, commands, information,
signals, bits, symbols, and chips may be referenced throughout the above description may be represented
by voltages, currents, electromagnetic waves, magnetic fields or particles, optical fields or particles, or

any combination thereof.

[0056] Those of skill in the art would further appreciate that the various illustrative logical blocks,
modules, circuits, and algorithm steps described in connection with the embodiments disclosed herein
may be implemented as electronic hardware, computer software, or combinations of both. To clearly

illustrate this interchangeability of hardware and software, various illustrative components, blocks,



9.The method as claimed in claim 6 or 7, wherein the second secret key is transmitted over a secure
wireless link 10. The method as claimed in claim 2, wherein the first secret key is entered into the first
apparatus by the user and the second secret key is not entered into the first apparatus by the user.

11. The method as claimed in claim 1, further compising the step of sending a location estimate of the
first apparatus to the second source over a wireless communication link between the tirsé%%

| _ _ apparatus
and the BB SHGHIE, AFiRs 'vedendartaedanae PROYaly AHas et kel fHhsHosal ey RsEation
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level of aggessieiheareadsapRadainsANRos arsaoiriefindiftctienseai of the approved areas, and
after receiving a location estimate of the first apparatus, the second apparatus determines if the first

apparatus is within one of the ?Flurality of approved areas, and f the first apparatus is determined to be

within ond ¥ ihd T IERRY S BppPe a4l arH LN ARSERET R CoNFERosaLs e & R A e ek 969
associatédreintiméhidappootied drealjhaththenwarst mppafatd e is aheie rreneted bylepvatbssor, bBinfhe method
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e first o e e o

wherein WRASHRABCARON SpRrabatematRs IIFYED (iHtrPadisif sdansd Ripsessare(Bofar<livita|@g8 onnection
between ghegdisfigRnrestussand)heogeeangb RPpEitaied @S (RDIE) ek 1sing thenfiusieljake kenys torn down.

15. The @%@R as claimed in cl?]im 13.or 14, wherein the secure Wirﬁles onnecti?n between the first
rocessors, contro %I‘S mIC{‘O-ClO trolléers .mICE I’(%CEStS?I’S OlE er elecC I’?I’]IC uni % designe tq
apparatus and BN apparatus established using the Tirst ink key 1s‘only maintaified whilst a

wireless pgifmsciedurcHoaRedpidep®h beveln Arth eofittinalipinileigsfabef vy ss@eauassaispd@onndthe second

source manifRs: PtedrrrleshLIBEHIsE P RATAIHLABNHSBARIA SAIMDENTHIRRE dirsdRePasaids to tear
down the secure wireless connection betw(gen the %St aﬁgaratus an(%gﬁ sec%nd ap(gl?ratus

establishBUeGEFYeERIRFLIH KLY HiAh PP PR ST S PRI TACHE SR 28AMa
associatewtnmitly, tigsis ecomays 85t kemarseBRBQdnesaie thedissrdirmarkelysk 1Oremovable disk, a CD-

ROM, a DVD-ROM or any other form of computer readable medium. In the alternative, the computer
readable medium may be integral to the processor. The processor and the computer readable medium may
reside in an ASIC or related device. The software codes may be stored in a memory unit and executed by
a processor. The memory unit may be implemented within the processor or external to the processor, in

which case it can be communicatively coupled to the processor via various means as is known in the art.

[0058] Throughout the specification and the claims that follow, unless the context requires otherwise, the
words “comprise” and “include” and variations such as “comprising” and “including” will be understood
to imply the inclusion of a stated integer or group of integers, but not the exclusion of any other integer or

group of integers.

[0059] The reference to any prior art in this specification is not, and should not be taken as, an
acknowledgement of any form of suggestion that such prior art forms part of the common general

knowledge.

[0060] It will be appreciated by those skilled in the art that the invention is not restricted in its use to the
particular application described. Neither is the present invention restricted in its preferred embodiment
with regard to the particular elements and/or features described or depicted herein. It will be appreciated
that the invention is not limited to the embodiment or embodiments disclosed, but is capable of numerous
rearrangements, modifications and substitutions without departing from the scope of the invention as set

forth and defined by the following claims.



16. The method as claimed in any one of claims 11 to 15, wherein the second source is a centralised
management server that stores a plurality of second secret keys for a plurality of apparatuses. 17.
The method as claimed in any preceding claim, wherein the first and second apparatuses are
Bluetooth enabled apparatus, and the secure wireless connection is a secure Bluetooth connection.
18. An apparatus, comprising: a memory, the memorgtomprising a first partial link key; a user input
module for receiving a first secret key from a user; a first communications module for receiving a
second secret key; and a link key generator for generating a first link key based upon the stored
first parti LIiAh y, the first secret key and the second secret key or a second link key based upon the
stored first partial link key and the first secret key; a secure wireless communications module for

establishing a sRGHERYMIFBIREELEAN RERHANNYXBcBSSREANSh FRRBEIMSHSHIA BiHBidig: first link key or the
second link key. 19. The[e}a.gglplara us as %Il]aimed in claim 18, wherein the user input module is a
i

keypad. 20. Th%oélﬂﬂﬁrgﬁ ag%l e r%lﬁ‘?ﬁ?rfg',si/vherein the first communications module receives
the second secretdiangvetiz fiistappantnsumfuatikeastikdy, from a first source;

generating a link key for establishing a secure wireless connection with a second apparatus,
wherein if the first apparatus receives a second secret key from a second source then the link key has a first
link key value generated using the stored partial link key, the first secret key and the second secret key, else
if no second secret key is received from a second source then the link key has a second link key value
generated using the stored partial link key and the first secret key;

storing the generated link in the first apparatus;

establishing a secure wireless connection between the first apparatus and the second apparatus
using the link key;

granting, to the first apparatus by the second apparatus, a first level of access to the second
apparatus if the link key has the first link key value, and granting a second level of access if the link key

has the second link key value, the second level of access having less access than the first level of access.

2. The method as claimed in claim 1, wherein the first source is a user of the first and second
apparatuses, and the second source is a supervisor apparatus.

3. The method as claimed in claim 2, wherein the supervisor apparatus is an apparatus under the

control of the supervisor of the user, and receives the second secret key from the supervisor.

4. The method as claimed in claim 2 or 3 wherein the supervisor apparatus is a portable apparatus.
5. The method as claimed in claim 2 or 3 wherein the supervisor apparatus is in a fixed location.
6. The method as claimed in claim 5, further comprising wirelessly transmitting the second secret key

from the supervisor apparatus to the first apparatus using a near field or short range wireless
communications protocol if the first apparatus is within a first communication range of the supervisor

apparatus.

7. The method as claimed in claim 6, wherein the first level of access is granted only whilst the first

apparatus remains within the first communication range of the supervisor apparatus.

8. The method as claimed in claim 7, wherein when the first apparatus is no longer within a first

communication range of the supervisor apparatus, the secure wireless connection between the first



21. The apparatus as claimed in claim 18, wherein the first communications module receives the
second secret key over a near field or short range wireless communications link from a supervisor
apparatus when the apparatus is within a first communication range of the supervisor apparatus. 22.
The apparatus as claimed in claim 18, wherein when the apparatus is no longer within a first
communication range of a supervisor apparatus, the apparatus is configured to tear down a secure

wireless 221%@%&%8 %%@E@&%H%@QiFH?iﬁlEﬁ{eU%t%ﬁVdo%{ﬁ-amﬁ %P?J&%%@%l‘é&?imed in

claim 21 Whe 1e first communications module receives the second secret key over a secure
wireless EYIRAFHATICHERAMYINAE USing esesphlatie%s claimed in claim 18, wherein the first
communications module is a wireless communications module configured for communicating over a
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24, wherein the apparatus further comprises a location estimator mo erein the apparatus
is configUirseless 4Bkd a location estimate of the first apparatus to the second source over a wireless
communication link between the first apparatus and the second source. 26. The apparatus as claimed

In 25, wheyein “i‘ﬁe%ﬁ&ﬁ&@%éscféi NG SRR S, ALBRRRYRY 868 W i&%ﬁt?r%&‘mg eIt %jjegéraqgsdt ze

apparatus is configured to tear down a secure wireless connection’ between the apparatts an
second dppHseitarddbesprattbaieiheytha direbttrid ketg W ErstRRPRSEHEBY 8 tifthate of the apparatus is no
longer within the approved area. 27. The apparatus as claimed in claim 25, wherein a secure wireless

connectiqn estafishe betwaen e Apaaatys ADCLING seeand apparauly estelishedusing.the st
link key iS"only maintained Whilst 8 Wireless ’cqnnec(ilo IS naintained between ﬁ)e apparatus ana the
second Sbsteppaipitstifetgseeradieus e oviiguME]esstetinivlisttine ldochravopitdhedt <t opPRsRIIS AN the

responsedeadcemerand frerkdhfi S8GRARAHIREEESRIBE A VRY thenWdERIRSS LRBARR e 2Rt The
apparatus as claimed in any one of claims 18 to 27, wherein the first communications module

compriseaf‘fﬁ@tgﬁwgmﬂl‘méggr% fiEhications module.

12. The method as claimed in claim 11, wherein the second apparatus stores a plurality of link keys,
and each link key grants a different level of access to the second apparatus, and the second source stores a
plurality of approved areas and a plurality of second secret keys, and each of the plurality of second secret
keys is used to generate a different level of access to the second apparatus and is associated with at least
one of the approved areas, and after receiving a location estimate of the first apparatus, the second
apparatus determines if the first apparatus is within one of the plurality of approved areas, and if the first
apparatus is determined to be within one of the plurality of approved areas the second source sends the

second secret key associated with the approved area that the first apparatus is determined to be within.

13. The method as claimed in claim 11 or 12, wherein when the first apparatus is no longer within an

approved area, the first level of access to the second apparatus is revoked.

14, The method as claimed in claim 13, wherein when the first apparatus is no longer within an
approved area, the secure wireless connection between the first apparatus and the second apparatus

established using the first link key is torn down.

15. The method as claimed in claim 13 or 14, wherein the secure wireless connection between the first
apparatus and the second apparatus established using the first link key is only maintained whilst a wireless
connection is maintained between the first apparatus and the second source, and the second source monitors
the location of the first apparatus, and sends a command to the first apparatus to tear down the secure
wireless connection between the first apparatus and the second apparatus established using the first link key
when the first apparatus is no longer within the approved area associated with the second secret key used to

generate the first link key.



29. The apparatus as claimed in any one of claims 18 to 28, wherein the secure wireless
communications module is a Bluetooth enabled communications module and the secure wireless
connection is a secure Bluetooth connection. 30. An apparatus, comprising: a memory, the memory
comprising at least a first link key and a second link key; a wireless communications module for
establishing a secure wireless connection with a secdi®d apparatus using either the first link key or the

second lif keyirpe AR ACLESS; &%H‘i%@%ﬂé’lﬁ E%HE%Q‘lBQ@%%?&J%‘%&% %F@é’f? alHHROS OF

resources of the apparatus to t e second apparatus, wherein the access control module grants a first
level of d@é@%’f@ﬁh@%’ébgﬁﬁs@rﬁéﬁﬁtﬁa@%‘mé‘%f%[lﬁbsﬁ%%'ﬁe}fstf% sl IRSEESRPhection was
established with first link key value, and grants a second level of access if the secure wireless
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than the first | access he apparatusas claimed in claim 3 erein e apparatus is a
weapon, BIHEfARE eiirbled rRBREHINRIOIS SCHESWITRIESS eXIMRSTeR BririgotHe Riueipoh COZ‘BGCS@”The
apparatus as claimed in claims 30 or 31, wherein the wireless communications module is a Bluetooth
enabled memlﬂ}i 3&&8{3&?‘9 ?s‘% d the secure wireless connection is a secure Bluetooth
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connection: pervisor appar tus, comprising:
a memory, the memory comprising a first partial link key;

a user input module for receiving a first secret key from a user;

a first communications module for receiving a second secret key; and

a link key generator for generating a first link key based upon the stored first partial link key, the
first secret key and the second secret key or a second link key based upon the stored first partial link key
and the first secret key;

a secure wireless communications module for establishing a secure wireless connection with a

second apparatus using either the first link key or the second link key.
19. The apparatus as claimed in claim 18, wherein the user input module is a keypad.

20. The apparatus as claimed in claim 18, wherein the first communications module receives the

second secret key over a wired communications link.

21. The apparatus as claimed in claim 18, wherein the first communications module receives the
second secret key over a near field or short range wireless communications link from a supervisor

apparatus when the apparatus is within a first communication range of the supervisor apparatus.

22. The apparatus as claimed in claim 18, wherein when the apparatus is no longer within a first
communication range of a supervisor apparatus, the apparatus is configured to tear down a secure wireless

communications link established using the first link key.

23. The apparatus as claimed in claim 21 or 22, wherein the first communications module receives the

second secret key over a secure wireless communications link.

24, The apparatus as claimed in claim 18, wherein the first communications module is a wireless
communications module configured for communicating over a mobile phone or long range radio

communications protocol.



a memory, the memory for storing a secret key; a communications module for establishing a
communication link with a first apparatus, and providing the secret key to the first apparatus for use in
generating a link key for generating a secure wireless connection with a second apparatus. 34. The
supervisor apparatus as claimed in claim 33, further comprising: a user input module for receiving the
secret key from a user. 35. The supervisor apparatu@s claimed in claim 33, wherein the apparatus is

a portablg;appasg &‘@gﬁﬁu? e H‘rﬁ@‘(&ﬁ&&uﬁ@ﬁ(ﬁﬂﬂr‘eﬁ%‘% Qd%@m Cla @&rs'u%&ﬁﬁeﬁmaws IS

mounted In a fixe ation e supervisor apparatus laim 33, wherein
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The supegyisrsapRatiitis asrelaisnemmucicdidBBnidaien the fenapperataationtaeciie usddes the
secret key to the first apparatus using a near field or short range communications protocol. 39. The

supervisor apparatus as claimed in claim 33, wherein the communications module provides the secret
key to théffirst abijscarawateves driBedive 3ai MSEINHAARRIBINS HOherHecelyperlidt st idtaimed

in claim 3gsonined@n keg aﬂ@m@ap;mmiabbaﬂwamd wRieadon Lseokihagesieinkesticinstivstnare
compnsw;g% ?catloq verlflca ion m e&al‘g]ahls confl ur?d re eive a location.estimate oft e first
apparatu
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gdedté ey I sen ppara USSF e OCatE R eStMATE OF tha first
apparatudpparatighin nhdoagringibi &wpmyedméasuperwsor apparatus as claimed in claim 40, wherein
the location estimate is a location estimate received from the first apparatus via the communications
module. . . i . . . .

217. The apparatus as claimed in claim 25, wherein a secure wireless connection established between

the apparatus and the second apparatus established using the first link key is only maintained whilst a

wireless connection is maintained between the apparatus and the second source, and the apparatus is

configured to tear down the secure wireless connection in response to a command from the second source

received over the wireless connection.

28. The apparatus as claimed in any one of claims 18 to 27, wherein the first communications module

comprises the secure wireless communications module.

29. The apparatus as claimed in any one of claims 18 to 28, wherein the secure wireless
communications module is a Bluetooth enabled communications module and the secure wireless

connection is a secure Bluetooth connection.

30. An apparatus, comprising:

a memory, the memory comprising at least a first link key and a second link key;

a wireless communications module for establishing a secure wireless connection with a second
apparatus using either the first link key or the second link key;

an access control module for granting access to the one or more functions or resources of the
apparatus to the second apparatus, wherein the access control module grants a first level of access to the
second Bluetooth enabled apparatus if the secure wireless connection was established with first link key
value, and grants a second level of access if the secure wireless connection was established with second

link key value, the second level of access having less access than the first level of access.

31. The apparatus as claimed in claim 30, wherein the apparatus is a weapon, and the one or more

functions or resources comprise firing the weapon.



42. The supervisor apparatus as claimed in claim 40, wherein the memory stores a plurality of
approved areas and a plurality of second secret keys, and each of the plurality of second secret keys
is associated with at least one of the approved areas, and the location verification module is
configured such 22 that after receiving a location estimate of the first apparatus, the supervisor
apparatus determines if the first apparatus is within o@g of the plurality of approved areas, and if the
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associate proved area e first apparatus Is determined to be within is sent to the first
apparatud!uefaotit geaklsH ARSI iGSHARa 4L A SRUESAIAREIESS GARBPEIRRASEpERRIBR e Paratus
sends thepapgtred area to the first apparatus with the secret key. 44. The supervisor apparatus as
claimed in claim 42, wherein location verification module is configured to monitor the location of the
first apparatus after a secret key is send to the first apparatus, and if the first apparatus is detected
leaving tRé apprfoFeReAIE $8PAIIEOFIRWIEERIet key, a command is sent to the first apparatus to tear

down a secure witeless aaaRREINN fostadtishesktistn@a first link generated using the secret key. 45.
The supervisor Eilelg(g)aratus as claime any tﬂ%ﬁiOf claims 40 t904h4 \1\</he ein th e)ﬁ\]/slsg)nr OIapparatus
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46. The Pupamngdhespetarysathe fiishauparatinjoores b géaniad Rt Kewloe gsiteringacectieeys is

used to ggfiRRUSRARREHRVRILEIRIGEpRgEEON. 47. A system comprising a first apparatus according
to any one of claims 18 to 29; a second apparatus according to claim 30, 31 or 32; and a supervisor

apparatus according to any one of claims 33 to 46.
34. The supervisor apparatus as claimed in claim 33, further comprising:

a user input module for receiving the secret key from a user.
35. The supervisor apparatus as claimed in claim 33, wherein the apparatus is a portable apparatus.

36. The supervisor apparatus as claimed in claim 33, wherein the apparatus is mounted in a fixed

location.

37. The supervisor apparatus as claimed in claim 33, wherein the communications module provides the

secret key to the first apparatus over a wired connection.

38. The supervisor apparatus as claimed in claim 33, wherein the communications module provides the

secret key to the first apparatus using a near field or short range communications protocol.

39. The supervisor apparatus as claimed in claim 33, wherein the communications module provides the

secret key to the first apparatus over a secure wireless connection.

40. The supervisor apparatus as claimed in claim 33, wherein the memory stores an approved area for
use of the secret key, and further comprising a location verification module that is configured to receive a
location estimate of the first apparatus and the secret key is only sent to the first apparatus if the location

estimate of the first apparatus is within the approved area.

41, The supervisor apparatus as claimed in claim 40, wherein the location estimate is a location

estimate received from the first apparatus via the communications module.

42. The supervisor apparatus as claimed in claim 40, wherein the memory stores a plurality of
approved areas and a plurality of second secret keys, and each of the plurality of second secret keys is

associated with at least one of the approved areas, and the location verification module is configured such



48. A first apparatus, comprising: a wireless communications module; a memory, the memory
comprising a first partial link key; a user input module for receiving a first secret key from a user; and a
processor configured to perform the method of any one of claims 1 to 17. 49. A second apparatus,
comprising: a wireless communications module; a memory, the memory comprising a first link key and
a second link key; a processor configured to perform #2e method of any one of claims 1 to 17.

that after receiving a location estimate of the first apparatus, the supervisor apparatus determines if the first
apparatus is within one of the plurality of approved areas, and if the first apparatus is determined to be
within one of the plurality of approved areas the secret key associated with the approved area that the first

apparatus is determined to be within is sent to the first apparatus.

43, The supervisor apparatus as claimed in claim 42, wherein the supervisor apparatus sends the

approved area to the first apparatus with the secret key.

44, The supervisor apparatus as claimed in claim 42, wherein location verification module is
configured to monitor the location of the first apparatus after a secret key is send to the first apparatus, and
if the first apparatus is detected leaving the approved area for use of the secret key, a command is sent to
the first apparatus to tear down a secure wireless connection established using a first link generated using
the secret key.

45, The supervisor apparatus as claimed in any one of claims 40 to 44, wherein the supervisor
apparatus is a centralised management server that stores a plurality of secret keys for a plurality of
apparatus.

46. The supervisor apparatus as claimed in any one of claims 33 to 45, wherein the secret keys is used
to establish a secure Bluetooth connection.

47, A system comprising
a first apparatus according to any one of claims 18 to 29;
a second apparatus according to claim 30, 31 or 32; and

a supervisor apparatus according to any one of claims 33 to 46.

48. A first apparatus, comprising:
a wireless communications module;
a memory, the memory comprising a first partial link key;
a user input module for receiving a first secret key from a user; and

a processor configured to perform the method of any one of claims 1 to 17.

49, A second apparatus, comprising:
a wireless communications module;
a memory, the memory comprising a first link key and a second link key;

a processor configured to perform the method of any one of claims 1 to 17.



23 50. A supervisor apparatus, comprising: a communications module a memory, the memory for
storing a second secret key; a processor configured to perform the method of any one of claims 1 to
17. 51. A computer program product comprising at least one computer readable medium comprising
instructions for performing the method of any one of claims 1 to 17

23

50. A supervisor apparatus, comprising:
a communications module
a memory, the memory for storing a second secret key;

a processor configured to perform the method of any one of claims 1 to 17.

51. A computer program product comprising at least one computer readable medium comprising

instructions for performing the method of any one of claims 1 to 17



