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- 1, -..System for Packet Filtering of Data Packets at a Conputer  Network
I nt erface Background of the Invention 5 The present invention

rel ates to screening of data packets sent fronTqHEs ‘?@@HIQEWV\DI’RS(@O
another. There are nunerous ways for a user jon, scp I})on «%F wor k t9.dqnt er gct
wi th a host machine on a private network, su ? ed """" %ﬁ%e‘?i”ﬂ‘ an
ftp (file transfer protocol) session, by e c tro?ﬁg """""""""
on. In addition, conputers on a given target* Qf%?%s)na 5% - d 10
carry out certain operations by userd eutsi qe! &He bt woP¥e® bes1 8é’§g r’eCtIy
connecting 10 the requester's nmachi ne. % Ot REGEIPT nt-er-net-wor k-

Is shown in Figure 1, incl ud| ng a prlvate network 20, a public network 30,
and janot her private net : ack b & alekss 20 and 40 are not
pro- vided with firewalls, they are qwte vuI nerable to intruders. Figure 3
shows an internetwork 110 whata ! Nef mierfack?0 can conmuni cate with
15 anot her private network 140 via a router or bridge 120, which is
controlled by logic (such as a cir- cuit, or typically a processor with
associ at EQE@BXLfé.léﬂ\vm;&h controls network interfaces 160 and 170. Wen

aga packel arrives fromnetwork 140 addressed to a host and specifying a
por t” on net wor RhelpzGentiinventiontalajes tp screeningof dasspacksisiseptiram bye agmiputed B9 worknd
transmtt r t e network
120. Fi gu?oea"&hés T;hte%ogrno &p(?'%\ys 8e%fn u?ﬁrp% 3}{ dgg%ﬁ?ng?& d’ g'get(&&umgg&gﬂence S
avai | abl emiadring o gpivateqetwork, such as in a telnet session, an ftp (ﬁlc transfer protocol) session, by

email (electronic mail), and so on. In addition, computers on a given target network may be

requested to carry out certain operations by users outside the network, besides directly connecting-.
10 the requester’s machine. |

A conventional internetwork 10 is shown in Figure 1, including a private network 20, a
public network 30, and another private network 40. If the private networks 20 and 40 are not pro-
vided with firewalls, they are quite vulnerable to intruders.

Figure 3 shows an internetwork 110 where a private network 120 can communicate with
15 another private network 140 via a router or bridge 120, which is controlled by logic (such as a cir-
cuit, or typically a processor with associated memory) 150 which controls network interfaces 160
and 170. When a data packet arrives from network 140 addressed to a host and specifying a port
on network 120, it is mapped to that host and port by unit 180, and transmitted via interface 160 to
the appropriate destination on the network 120. Figure 3 is also not provided with any security,
20 and hence is available for targeting.

Computer firewalls have therefore been developed, as in the system 50 shown in Figure 2,
where private networks 60 and 100 can communicate with one another via. public network 80, but
are provided with firewalls 70 and 90, respectively. A problem with conventional computer fire-
walls (and routers or bridges such as bridge 130 in Figure 3) in use today is that they participate in
2. IP (Internet Protocol) transactions, and in doing so generate information identifying them as IP

machines, which makes them visible for targeting by intruders. For a detailed discussion of this
and other types of problems with firewalls, see, e.g. the reference Firewalls and Internet Security

by Cheswick & Bellovin (Addison Wesley 1994), and Intemnet Firewalls and Network Security by
Siyan & Hare (New Riders Publishing 1995), which are incorporated herein by reference.
30 A firewall and packet filtering system should ideally be invisible to intruders so as to help

minimize the number of ways in which it can be targeted, while nonetheless filling functions that



Computer firewalls have therefore been devel oped, as in the system 50 shown
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Packet filtering systems are used today to provide security for networks, but convention-

ally act as routers, having one port or network interface coupled to the protected network and

another port to another network or the Internet. As routers, such systems are responsive to IP

commands, and in particular may respond to data packets by using their IP addresses. This allows

10 intruders to target them for characterization and attack.

The same type of targeting may be accomplished when addresses within a protected net-
work are known to users outside the network. It would therefore by advantageous to provide a
system that can respond to data packets from outside a network without revealing IP address
information about either the filtering system or about hosts within the network.

15
Summary of the Invention

The present invention is directed to a screening system that acts as both a firewall in the
conventional sense and a signatureless packet filtering system. A screen is positioned on the net-
work connection between, for example, a public network and a private network that is to be pro-

20 tected from targeting for attack. A port or network interface is provided for each of the two
networks, and one or more additional ports are provided to one or more proxy networks.

The screening system includes a packet filtering subsystem or module, which inspects
each incoming packet and sends it to an engine, which detegnines, based upon the packet inspec-
tor é.nd other information, what actions should be taken on the packet. The packet is passed to an

25 actions subsystem or module, which executes the appropriate actions.

If the packet’s intended destination is a host machine on the private network, it may
instead be sent aside to a preconfigured host machine on the proxy network, which executes
appropriate operations that the actual host would execute, ox; different operations as desired. The
proxy host generates responses using the IP address of the actual host, so the existence of the

30 _  proxy network is not detectable. The screening system is not a router and hence does not have its

own IP address, so it too cannot be detected in this manner, and is not subject to such operations



Packet filtering systens are used today to provide security for networks,
but convention- ally act as routers, having one port or network interface
coupled to the protected network and anot her port to another network or the
Internet. As routers, such systens are responsive to | P commands, and in
particular may respond to data packets by using their I P addresses. This
allows 10 intruders to target themfor characterization and attack. The
sanme type of targeting nay be acconplished when addresses within a
protected net- work are known to useys outside the network. It would

t herefore by advantageous to provide a systemthat can respond to data
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can be carried out while maintaining the anonymity of the screening system.
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Brief Description of the Drawings
Figure 1 is a block diagram of a system connecting fwo computer networks via a public
network.
Figure 2 is a block diagram of a system connecting two computer networks via a public
15 network, using intervening firewalls.
Figure 3 shows & conventional system including a bridge between two computer net-
works.
Figure 4 is a block diagram of an exemplary connection from a private network and a pub-
lic network to another private network, via firewalls.
20 Figure S is a block diagram of computer intemetwork including a packet screening system
according to the invention. . |
Figure 6 is a functional block diagram of a packet screening system of the invention on an

internetwork.

Figure 7 is & block diagram of an alternative embodiment of the packet screening system
25 of the inveation.

Figure 8 is a block diagram of hardware for implementing the invention.
Figure 8A is a diagram of another embodiment of the invention.
Figure 9 is functional block diagram of the invention.

Figures 10-11 are flow charts of the method of packet screening according to a preferred

30 embodiment of the invention.



| f the packet's intended destination is a host machine on the private
network, it nmay instead be sent aside to a preconfigured host machi ne on

t he proxy network, which executes appropriate operations that the actual
host woul d execute, or different operations as desired. The proxy host
generates responses using the IP address of the actual host, so the

exi stence of the 30 proxy network is not detectable. The screening
systemis not a router and hence does not have its own |IP address, so it
too cannot be detected in this manner-, 4and is not subject to such

oper ati ons -3- 1 as trace_route, ping, finger, and so on. The
screening systemrequires no nodification to the private or public

net wor ks; |nstead | t can be connected in-l1ine on the network connection, a
progﬁ net Re Ofithe B ' 3Smany hosts as desired, and security is

t her eby ptpyygmam%wywerng&,pnf | grl ng the private networ k 5 or
altering the network software. The screening system can be preconfigured to
carry out a w H‘G“"Férfb‘eww istemetwerk sysiems appiopriate fpammnmm Oénbbpeedntt o)
predeter dnf ial bhé‘ erkor
nessage, "f’ﬂg'g? ng t "% Flgr}llog rqﬁgfn;?iépg?% Srﬁ& \r%%%' eg{sel}{\lIe 8% coﬁ PABIE of

t hes® andwithiagrivate mtmsk oranteinetvok 21G; dzhmhtmwxdels by way ntamplcgn ehginariagym ty

of the sc 581%511':1 %Qw%}fﬂﬁmnd ]écc):orporate domain network 230. A conventional firewall 240 is posi-

tioned as shown between the network 220 and the networks 230 and 200. Note that the firewall
may, as illustrated._be positioned between a given private network (220) and a public network
(200), and also between the private network 200 and other networks (such as 210) which on its

10 own private internetwork. The networking hardware and software can be any suitable conven-
ttonal networking system, such as Ethernet.

Firewall 240 may be configured as a single machine or as separate machines, one handlin g
the incoming data packets and the other handling the outgoing data packets from network 220, as
desired by the implementer. In addition, another firewall specifically for the corporate domain

15 network 230 would normally be used, but is not illustrated in this figure.

Any data packets transmitted from either of the networks 200 or 230 travel via connec-
tions 300 or 280 to the firewall 240, which may be conventional except in the respects noted
below. Firewall 240 passes allowed data packets via connection 250 to the network 220.

Likewise, data packets from network 220 addressed to destinations within network 200 or
20 network 230 are transmitted over connection 270 to the firewall 240, which passes packets as

requested, subject to its security provisions, via ccnhecﬁon 310 (if to network 200) or connection
290 (if to network 230). Connections 250 and 270-310 may all be conventional network connec-
tions, for example cables, fiber optics, or the like. ' _

Figure 5 is a logical block diagram of a packet screening system 340 of the invention that

25 can be implemented in an internetwork system 320 -- which may alternatively be an internetwork
such as that shown in Figure 4; thus, firewall 240'may be replaced by the screening system 340,
which is configured to handle all of the conventional firewall functions plus the screening func-
tions described below.

In Figure 5, a single private network 330 is shown coupled via a standard network inter-
30 face 410 to the packet screening system (or simply “screen”) 340, In addition, public network

350 is coupled to the screen 340 via another standard network interface 425. A third network,



Brief Description of the Drawings Figure 1 is.a block diagramof a system
connecting two conputer networks via a public network. Figure 2 is a block
di agram of a system connecting two conputer networks via a public 15
network, using intervening firewalls. Figure 3 shows a conventional system
i ncluding a bridge between two conputer net- works. Figure 4 is a block

di agram of an exenplary connection froma private network and a pub- lic
network to another private network-~ %i-a firewalls. 20 Figure 5is
a bl ock diagram of computer internetwork including a packet screening
system according to the invention. Figure 6 is a functional block diagram
of a packet screening systemof the invention on an internetwork. Figure 7

is p bl 0?]‘0 Inegr@msﬁ istHdupted B thedcreed 3200 R RRIE intdfatdig20acket screeni ng
system 2 of the invention. Figure 8 is a block diagram of hardware for

i mpl enenti ng Usisg .ﬁmreqﬂtqowwctxmsgmbeasawsp in Bigwead pachd, ony awpbes &t of privgnefent  of
L1 ne U Bt fef WSRO AP Gy BRI |
to a prefmmltiges@ens 340 drtbc)dwq'emn tobnet dngthenandiio axgndesxred number M of public net-
5 works. Thus, an N x M screening system may be formed; in the exafnple of Figure 5, N =2 and
M =1, See also the discussion below of Figure 8.
It is equally possible to build a system of the invention without the proxy network, where
N =M = 1, and where data packets would be passed through without alteration of the IP address
in one or both directions, or with some alteration but without adding any IP or other network
10 address of the screening system itself. Such a system is described below in connection with Fig-
ure 8A.
Figure 6 shows greater detail of the screen 340, which may be a uni- or multiprocessor-
based system; in this embodiment, a single processor 390 is shown, coupled to one or more con-
ventional memories (for example, RAM, ROM, EPROM, disk storage, etc.) 400, which store(s)
15 the instructions necessary to execute the operations carried out by the invention. The network
interfaces 410-425 are controlled by the processor 390 in conventional fashion.
The private network will typically include many different hosts: examples are a mail host

360; an ftp (file transfer protocol) host 370 for governing ftp connections; and other hosts 380 for

other services, such as a WWW (World-Wide Web) server, hosts for rlogin (remote login) and

20 rshell, and so on. |

The proxy network 430 includes proxy (or virtual) hosts 435, which preferably are sepa-
rate computer systems. In the preferred embodiment, the proxy network 430 includes a virtual
host mirroring (or acting as proxy for) each of a subset (or all) of the hosts found on the private
network 330, in a manner to be described below. _ '

25 Such virtual hosts in the embodiment shown include a proxy mail server 440, a proxy ftp
server 450, and other virtual hosts 460, with a virtual (proxy) host for each actual host desired to
be duplicated -- which may include some or all of the actual hosts; The proxy hosts are “virtual”
in the sense that they are not the actual targeted hosts 360-380, but rather mimic the behavior of
the those hosts; but they do represent actual hardware andfor software in the proxy network.

30 Hosts may also be included that are unique to the proxy network. For instance, the proxy

network 430 may include a WWW server 445 which is unique to the proxy server, i.e. is not



-4- Description of the Preferred Enbodi nents The Hardware of the Invention
Figure 4 shows an internetwork system appropriate for inplenentation of the
present invention. A public network 200 (or network of networks, such as
the Internet) can conmunicate 5 with a private network or internetwork
210, which includes by way of exanple an engi neering domain network 220 and
a corporate domain network 230. A conventional firewall 240 is posi- tioned
as shown between the network 220 and the networks 230 and 200. Note that

. the firewall may, as illustrated, be®positioned between a given private

network (220) and a public network (200), and al so between the private
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is adopted, the private network 330 and the proxy network 430 together form a single logical or
apparent network 345, i.e. a single apparent domain from the point of view of outsiders, such as
users on the public network 350, so that when a user attempts to access a service or host of the pri-

10 vate network, the request may be shunted aside to the proxy network to either a mirroring proxy

host or a unique proxy host, without any indication being given to the user that this has occurred.
(Note that “proxy host” may mean that it is a proxy for an actual host, or may mean that it is a host
on the proxy network, albeit a unique host.)

Figure 7 shows an alternate embodiment of the system of the invention, namely a system

15 325 wherein the proxy network 430 is implemented entirely in program instructions stored in the
memory 400 of the screen 340, or as additional processor(s) and rhemory(—ics) controlled by pro-
gram instructions stored in one or more of the memories. In this case, the screen 340 and proxy
network 430 shown in Figure 6 constitute separate logical entities, but not separate physical enti-
ties (except to the extent that the instructions, data, commands, signals, etc. are themselves sepa-
20 rate physical entities). That is, the screen 340 and proxy network may be a single unit. In this

embodiment, the proxy hosts 360-380 are emulated by the program instructions, so that all of the

behavior of any of the actual hosts may be mumcked by a virtual proxy host module. The remain-

der of the present disclosure is with reference to Figures 5-6, but should be understood as applica-
- ble as well to the embodiment of Figure 7. -

Figure 8 is a block diagram of the hardware for implementing the system of the invention,
showing additional detail of the screen 340 over that shown in Figures 5-6. Like-numbered ele-
ments in the drawings are alike; so it will be seen that Figure 8 additionally shows conventional
disk storage 500, and I/O (input/output) devices 510 such as a smart card, keyboard, mouse, mon-
itor, and/or other standard J/O devices are provided, as well as other desired conventional storage

30 or memory 520. The instructions 6r program modules stored in memory 400 control the opera-
tion of the screen 340. |



tions 300 or 280 to the firewall 240, which may be conventional except in
the respects noted below. Firewall 240 passes all owed data packets via
connection 250 to the network 220. Likew se, data packets from network 220
addressed to destinations within network 200 or 20 network 230 are
transmtted over connection 270 to the firewall 240, which passes packets
as requested, subject to its security provisions, via connection 310 (if to
network 200) or connection 290 (if to network 230). Connections 250 and
270-310 may all be conventional netwotk connec- tions, for exanple cables,

fiber optics, or the like. Figure 5 is a logical block diagramof a packet
screeni ng system 340 of the invention that 25 can be inplenented in an
i nternetwork system 320 -- which may alternatively be an internetwork such

as that shomn n_Fi hus e
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via anot her standard network interface 425. A third network
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administration protocol. Such a protocol, and the encryption and authentication schemes used,

may be developed and/or selected by the screen administrator.
As shown in Figure 8, the screen 340 may include, instead of a single port 425 (asin Fig-.
ure 5) connected to a public network, fx_mltiple ports 427 may be provided and are connected to
10 multiple-public networks, respectively, and may include one or more additional ports 415 con-
nected to other private network(s) 335. For instance, a private network 335 may be an engineer-
ing domain eng. sun.com in a company, while the private network 330 may be a corporate
domain coxp. sun. com within the same company. The eng.sun.comand coxp.sun.com
domains may communicate with one another (if desired, through an additional screen of the
15 invention or a conventional firewall, not shown) via connection 337, and form a single private
internetwork 355, while both these domains are protected against inuusit;ns from public net-
work(s) 350 by the screening system 340. The proxy network 430 in this embodiment includes
proxies for both the eng. sun.com and coxrp.sun. com domains.
Thus, although in the remainder of the present discussion it is assumed that the communi-
20 cations in question are between a single public network 350 and a single private network 330, the
features of the invention may equally well be appliéd to multiple private networks 330, 335 con-
nected via the screen 340 to multiple public networks 350.
In the system 530 shown in Figure 8A, a private network 540 is provided with a screening
system 540 according to the invention, but without the proxy network. In this and the other
25 embodiments, data packets are transmitted in either direction without alteration of their IP
addresses, or alternatively with some alteration but without adding any IP or other network
address of the screening system itself. The decision to alter addresses or not can be made on a
packet-by-packet basis according to the predetermined criteria. _
In the system of the invention (including any of the embodiments of 5;9) the source and
30 destination addresses that are provided with the packet would thus remain (whether altered or not)

the sole host identifiers or addresses associated with the packet. In an alternative to this embodi-



Using firewall connections such as those in Figures 4 and 5, any nunber N
of private net- works (which in this case may be considered to include the
proxy network) may be coupled via nultiple screens 340 of the invention to
one another and to any desired nunber M of public net- 5 wor ks. Thus,
an N x M screening systemmay be forned; in the exanple of Figure 5, N = 2
and M= 1. See also the discussion below of Figure 8. It is equally
possible to build a system of the ingention w thout the proxy network,
where N = M= 1, and where data packets woul d be passed through w thout
alteration of the IP address in ogne or both directiogns, or with sone
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prox% (or virtual) host's 435, which preferably are sepa-
1 tion. Each of the operations, actions or functions to be executed by the system of the invention, as
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discussed above and hereinafter, may be implemented as program instructions or modules, hard-

ware (e.g. ASICs or other circuitry, ROMs, etc.), or some combination thereof.

eneral Handling of Data Packets

15 In Figure 6, when a data packet arrives from the public network 350 addressed to one of

the hosts or servers 360-380, it is iniercepted by the screen 340. Such a packet typically will
include a source address, a destination address, a requested operation and/or service, and other
information, such as a message (if it’s email), data to be operated on, and so on.
The screen 340 includes instructions stored in memory 400 governing its control of

20 actions to be taken on the incoming (and cutgoing) data packets. These instructions include a pre-
determined set of criteria based upon the aforementioned contents of the data packets (source and
destination addresses, type of service, or other information obtainable from the data packets), and
based upon other information, such as: the time of day the packet was seat or is received by the
screen,; the state of the connection between the public and private networks (or the state of the

25 connection to a particular host or service in the private network); and more obliquely obtainable
information, such as whether the source address emanates from an expected (inter)network loca-
tion. This may be done by determining whether the source host is in the expected domain, or it
may be done by determining whether the packet arrives at a network interface expected for that
packet. For instance, a packet whose source address is identified as a host on private network 330

30 should not arrive at network interfaog 425 (in Figure 6) for the public network 350; if it does, this

is an indication that an intruder may be attempting to breach the private network by masquerading



rate conputer systens. In the preferred enbodi nent, the proxy network 430
i ncludes a virtual host mrroring (or acting as proxy for) each of a subset
(or all) of the hosts found on the private network 330, in a manner to be
descri bed bel ow. 25 Such virtual hosts in the enbodi nent shown
i nclude a proxy mail server 440, a proxy ftp server 450, and other virtual
hosts 460, with a virtual (proxy) host for each actual host desired to be
duplicated -- which may include sone or_ all of the actual hosts. The proxy
hosts are "virtual" in the sense that they are not the actual targeted
hosts 360-380, but rather mimc the behavior of the those hosts; but they
do represent actual hardware and/or software in the proxy network. 30
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from net wWyirkfertabe loRfi¢AEL Satd(sGEH HRRGhrieOton statli dnfd time of\lY), «5B bly YéfeRnce to pre-
networ k>. com_ he/she wi||l be_ connected to WWVserver 445, O her servers 455
uni que t SICAFRS eSS ofhet intrmationiseylio gpplemens thsichirrig apd steged in the memory 480pr ox
net wor K IRy idstitiSe, b Bt Sy T REViddistlafl shiREE RRIRSICS Mibwea td! SdmMASitste with eOr
proxy hosts with unique 'servers, in any conbination (zero to several of
each) . Wretwrsk 330 easreiateshwish the fypes of operations and services they are allowed to use, the
times of day they are allowed to be connected or to pass packets, the expected locations for the
sources (since a connection from an unexpected source may indicate a security problem), the -
number of times a source is allowed to commence a transaction, the total amount of time (e.g. per
10 day or month) that a particular source is allowed to use services of the network 330, and so on.
The application of the screening criteria lead the screen 340 to take one or several pre-
defined actions on each data packet; these actions are discussed below.
Actions To Be Taken on Packets
Actions are taken on each data packet by the screening system 340, based upon the fore-
going criteria and the particular security protocol and level for that packet as determined in
advance by the system administrator. For instance, it may be decided that no packets from (or to)

any source that is not cleared in advance will be allowed in; in this case, packets from (or to) any

15

other source will be dropped by the screen 340 without further action, either with or without an
20 error message or other communication back to the sender; the sender will have no indication of
what has happened to the packet, and there will be nb “bounce” message.

This helps prevent attacks on the system. For instance, if a trace_route packet is
received, instead of following the normal IP procedure of responding to the packet the screen of
the invention simply discards it, and the initiator of the trace route command cannot in this

25 way detect the screen. '

Topology hiding, i.e. changihg the network address of the packet as it passes through the
screen, can be done so that it appears that all the packets issuing from the screen come from the |
same host, even though they are coming from a multiplicity of sources. This inhibits outsiders

. attempting to leverage off the knowledge they may gain by learning userid’s, host names, etc.

30 within the private network.

Another action can, of course, be to simply pass the packet through to its destination, with



I's adopted, the private network 330 and the proxy network 430 together form
a single logical or apparent network 345, i.e. a single apparent domain
fromthe point of view of outsiders, such as users on the public network
350, so that when a user attenpts to access a service or host of the pri-
10 vate network, the request may be shunted aside to the proxy network
to either a mrroring proxy host or a unique proxy host, w thout any

i ndi cation being given to the user that this has occurred. (Note that
"proxy host"” may nean that it is a pcﬁxy for an actual host, or nmay nean
that it is a host on the proxy networ al beit a unique host.) Figure 7
shows an alternate enbodlnent of the systenlof t he invention nanely a
syst
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requests), mcludmg whatever information the system administrator decides is important, such as:

time of day; source and destination addresses; requested operation(s); other actions taken with
respect to each packet; number of requests to date from this source; and so on.

Packets may also be counted, so a running total of the number processed in a certain time

15 period is kept.

Address rewriting is mentioned above; other contents of the packet may also be automati-
cally be rewritten by predefined actions, including rewriting or otherwise altering data or mes-
sages carried by packets.

State information about the packets can zﬂso be determined, logged if desired, and altered

20 by actions. For instance, TCP/IP (transmission control protocol/internet protocol) status can be
affected as desireq to establish, maintain or end a connection. In general, the screen can store
information about what state each packet is in, and take actions dependent upon that state, includ-
ing maintaining information about which packet was the initial request, which is the response, and
$0 on; s0 prior events may have to be stored for some time, bﬁt in this case the screen can deter-

25 mine the entire history of a series of transactions and take appropriate actions at each time.

An important action for security purposes is that of sending packets aside to the proxy
network 430, which includes servers/hosts as discussed above that execute operations upon the
packets as if the proxy hosts were the actual, intended destination servers. Upon execution of
such operations, a proxy host may then return a given packet to the sender, i.e. send the packet off

30 with the original sender’s address as the destination. That packet will then go through the screen

340, which will subject it to the predetermined inspection criteria, just as when it was first



ments in the drawings are alike; so it will be seen that Figure 8
additionally shows conventional disk storage 500, and 1/ O (input/output)
devi ces 510 such as a snmart card, keyboard, nouse, non- itor, and/or other
standard 1/ 0O devices are provided, as well as other desired conventiona
storage 30 or menory 520. The instructions or program nodules stored in
menory 400 control the opera- tion of the screen 340. -7- In one

enbodi ment, the screen does not provide conventional user-|evel access,

e.g. does not include the standard kepboard and nonitor. This is a security
feature to prevent neddling with the screen's configuration. In such an
enbodi nent the screen is adm nistered renotely through a dedi cated network
port with a secret IP (or other protocol) address that responds only to 5
comuni cations that are authenticated, encrypted and conformng to a
dedilcat edeceived et tk suemivars, fadinttmics,tpublic metwark 350 The crleddwil tgpicillytake difnd

t he encr nd aut entlcatl henes use e devel oped / or

el ect o Hn RS SorRaH raTauts i e BAGY RSk 1D o el nephk Shden 340
may i ncl ysktanck, rlEinQ?de Bécided e §b RosBPutsidé ke fudlic nBrwiohigma dyﬁxeutﬁbe QRGIaSHRE 10 a
public network ti Ports 427 may be provided and are connected to 10

nul ti pl e DS H’B’aﬁé’f’%‘?’k&’ thathests inside F*yﬁ P"é{h'ﬁ RRENPTR MY tgtituisrielnglsessigngto
addist i onaloste Shisiie HHOprivaAR nefesrk.ed to ot her private network(s) 335. For

I nstance, a private network 335 nay be an engi neer-
The fact that the screening system has no network address (IP or otherwise) enables it to

carry out its secunty functions anonymously; notably, it does not act as a conventional network
bridge. If the screen 340 provided the functions of a bridge, it would have to respond to IP com-
mands, and hence would be detectable and targetable.

10 . The proxy network has the additional advantage of preventing outsiders from ever actu-
ally entering the private network 330; once a user has been allowed access or a connection to a
private network, it is much more difficult to restrict his/her actions than if no access at all is
allowed. By provided duplicate or mirrored proxy functionality of some of the services of the pri-
vate network in the proxy network, and/or functionality of unique host or other services (hard-

15 ware and/or software) in the proxy network, the outside user’s requests are met while invisibly

preventing him/her from ever actually accessing the private network.

In addition, it may be decided that no such sessions may be instituted at all from within the
proxy network, which might compromise security of the private network, since packets from the
proxy network in general will otherwise have lower hurdles to overcome to be retransmitted by
20 the screen, since they will be more “trusted” by the system. Allowing the proxy network to ini-

tiate TCP sessions might allow a intruder from outside the system to effectively bypass the fire-
wall security if he/she can figure out how to cause the proxy network to institute a TCP session
instead of having to do so from the public network. , - _

It may be desirable to allow certain connections to be established from the private network

25 to the public network, but not vice versa. For instance, TCP sessions (such as telnet or ftp) may

be initiated by a user within the private network 330 to the public network 350, -while blocked

from any public network machine to the private network.

In general, all actions taken by the proxy network will pass the packets without identifying
the proxy network or any host in it as a separate IP entity. Thus, the packets will, upon being
30 passed or returned after processing, either appear actually to have been processed by the specified

destination host (when in fact the proxy host has handled it), or they will be processed to remove,



i ng domain eng. sun . comin a conpany, while the private network 330 may
be a corporate domain corp. sun . comw thin the sanme conpany. The eng. sun
com and corp. sun . com domai ns nmay conmuni cate with one another (if
desired, through an additional screen of the 15 i nvention or a
conventional firewall, not shown) via connection 337, and forma single
private internetwork 355, while both these domains are protected against
intrusions frompublic net- work(s) 350 by the screening system 340. The
proxy network 430 in this enbodi ment4 mcl udes proxies for both the eng .
sun. com and corp. sun. comdonains. Thus, although in the remainder of
the present discussion it is assuned that the comruni- 20 cations in
guestion are between a single public network 350 and a single private
net wor k 3aGr, of bhefvds{obs@se the dédtinationaddress@whioiis tiegoadck yddaess forhetumatiey t o
mul tiple nected via.the screen 340 to

ri.yat e networ 330, 335 cop-
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private network 540 is provided with a screening system 540 according to
the invention, but w thout the proxy network. In this and the other 25
enbodinpn5Q#ﬂ&&ﬂé¥QB@Q€¥%33¢%2¥§%H§QQ¥¥%d in either direction wthout
altesation of kiglels it PradasRs 5REK dﬁgmaalcbﬁésﬁaﬁdmge\fm ré 8, 5u Wowthg Gk fjncOn but
0

wi t hout adding any |P or other network address the screening system
i tsel f. THenajmedulenthatase nyeddy theiweresn 3¢ Intherpsefeneshenthodiraens these modules are,
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source and@éﬁO._ destination addresses that are provided with the packet
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10 each of the network interfaces 410-425; an engine 610 with rules 620; actions 630 and a log file
storage 640; a packet state table 650, which is a conventional hash table; a cache fragmentation
module 670 (along with a fragmentation bypass as shown); a packet fragmentor 660 coupled to
each of the network interfaces 410-425; and a learning bridge table 680. The connections shown
in Figure 9 refer to logical (software) instructions or hardware instructions or both, depending
15 upon the particular physical implementation of the invention.
The packet inspector 600 includes the instructions for inspecting the contents of the
incoming packets based upon the criteria discussed above.- That is, each incoming data packet,
wherever it comes from, is subjected to packet inspection by the packet inspector 600.
The engine 610 processes incoming packets, and passes them to the actions 630 to execute
20 the appropriate operations on the packets, as discussed above. The actions modules 630 are the
modules dedicated to performing these operations. -
The log file storage 640 is used to store inf;mnation about the data packets received at the
screen 340, as discussed above. The packet state table 650 is similarly used to store information
about states of the received packets. .
25 The fragmentor 660 operates in a conventional manner to fragment packets that are larger
than a predefined maximum transmission unit (MTU). This may occur, for instance, where the
screen adds information to a packet so as to increase its size past this allowable maximum. A
fragmentation cache 670 is used in conventional fashion to implement fragmentation and recon-
struction of packets. Fragmentation packets typically include primarily or only an IP header
30 information and data (in particular, no port number is included), and the screen 340 will rebuild

the packets as necessary, using the fragmentation cache. That is, the first fragmented packet is



-8- 1 ment, the screening systemcan substitute another network address
for either the source address or the destination address (or both), where
the newly substituted address is either bogus or belongs to a host other
than the screening system In either case, no network address pertaining to
the screening systemattaches to a data packet. 5 As i ndicated
above, the screening system preferably does not even have an |IP or other
net- work address, and while it can LQterpret | P protocol, it is configured
not to respond to | P requests. ThuS,~the screening system avoi ds detection
and hence targeting by intruders. The operation of the systemof Figure 5-6
“will be discussed in detail below in connection with Figures 9-11, but
shoul d be understood as to apply to the other enbodjnents_ of the inven- 10
tiord. Eacttored inthefregraerdatiop sachecfsiresysegyent Fpgmpentsaunty g’%ﬂ%“ famnidPasketine

system ofr%gsedi Qﬁ/ﬁﬂggggﬁmigg,egir&gmggd_above and hereinafter, may be
e .

I mpl enent as’programinstructions or nodules, hard- ware (e.g. ASICs or
ot her ci rcui t rihe flagiventationcbypassoi753oused by theipacke! inppectortocypass therragine operad| i ng
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S O A et Bhen the packet iaspeBioy 00 checid e HhgmRh G S0 R Vb th AOF4 Blse, the
newly received fragmentation packet is sent via bypass 675 to the actions 630, rather than via the
engine 610. _

The learning bridge table 680 allows the screen 340 to act as a conventional leamning
10 bridge, i.¢. to keep track of which hosts are on which side of the screen, and maintain tables of this

information as packets arrive from one host or another at each of the screen’s ports (network inter-

faces).

eration of the Screenin tem
15 Figures 10-11 are flow charts showing a preferred embodiment of the method of the inven-
tion. When a packet is sent by a host on, for instance, public network 350, it is received at port
(interface) 425 of the screen 340. See box 800 in Figure 10. The packet inspector inspects the
contents of the patket as described above (box 810).
If the packet is to be rejected, it is efficient to do this by using the learning bridge table (of
20 source addresses) 680.

One embodiment suitable for implementing-packet inspection is shown in the flow chart
of Figure 11, though many variations are possible. In this exemplary flow chart, upon receipt of
the packet (box 900), each of the packet headers is inspected in order (box 910), i.e. the physical
link (such as IP); the IP header (is it TCP?); the TCP header (as to which port is designated and

25 whether it’s an existing or a new connection); and so on.

At box 920 and 940, negative determinations lead to box 930 for appropriate actions; pos-
itive determinations lead to box 950, where the designated port is determined, and then to box
960, where it is determined whether this particular connection is allowed, taking into account the
information that the packet inspector has at its disposal, including the'headér information and also

30 the packet contents, source, destination and the other information mentioned above.

If the connection is not allowed, it is blocked (box 970), but otherwise it is allowed, and



I nformation, such as a nessage (if it's email), data to be operated on, and
so on. The screen 340 includes instructions stored in nmenory 400 governi ng
its control of 20 actions to be taken on the incom ng (and out goi ng)
dat a packets. These instructions include a pre- determ ned set of criteria
based upon the aforenentioned contents of the data packets (source and
destination addresses, type of service, or other information obtainable
fromthe data packets), and based upoy other information, such as: the tine
of day the packet was sent or is received by the screen; the state of the
connection between the public and private networks (or the state of the 25
connection to a particular host or service in the private network); and

nore obliquely obtainable informatjon, such as %t h?r t he sourc% addr ess
ermhat es thep dhe mpthed retsrether it isaninidal copaectign&ox #5017 1f 50 then s bor R0 gorfonty
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done by determ ni ng whet her the packet arrives at a network Interface

expect ed ideptifyt thaney serasction-dif npty thea theeonaectivdk ehecligtn box d040 andamyrupdate i s
identified gﬁ%tgoggg%%egpm%@é%ga%gm@ %ﬁﬁm?ﬁsored is W konot arrive at

network in ure e pub Ic network 350; if it does,
thi§ is an i nFroaeitmr steh&-?OaleZOt ﬂumhqﬁwyocb@saq bax i yige. teturhs tochon SiMin
prlvate twork by masquer adi ng -9- 1 as a trusted host. In this
case, %‘E‘r"é n 340 shoul d drop the packet without reply; Such screening
cri ter| a can lhiewiihgs spprciated & ynentisgeelabdt Figuteld ichinveatmbafimeitef dotiad passiket s,

ble sequences of tests and operations that may be carried out in the packet inspection phase. The
operétions executed of Figure 11 may be carried out by the engine 600 based upon the results of
10 the packet inspection (e.g. at boxes 92(5', 940, 960 and 980).

Proceeding to box 820 in Figure 10, the packet is passed to the engine 610, which executes
the appropriate predefined operations discussed above. Typically, for firewall/screen 340 this will
involve blocking or passing the packets, where if they are passed they may be tumed aside to be

“operated upon by a proxy host in the proxy network 430.
15 The current packet is thus passed to the actions module 630 for execution of the appropri-
ate actions (box 830), and at box 840 the engine dctenrpincs whether there are additional actions
to be taken, based upon the packet inspector results and its own determination of which actions
were appropriate to take. On the first pass through for a given packet, there will be at least one
action to take (even if it is only one action, e.g. to drop the packet without further action); so the
20 first time through, box 840 will lead to box 850, where the first action is taken.

The method then proceeds back to box 830; and this loop is completed until all actions
determined by the engine have been taken by the actions module. At this point, box 840 leads to
box 860, where the screen 340 determines whct'hcr there is another packet at one of its input ports
(network interfaces). If so, the method begins anew at box 300. and if not, then.the method ends

25 at box 870. It may recommence any time a new packet is received.

30



by reference to external data (such as connection status and tine of day),
and by reference to pre- defined tables or other information useful to
i nplement the criteria and stored in the nmenory 400. 5 For instance, a
tabl e may be provided of all source addresses allowed to conmunicate with
the network 330 correlated with the types of operations and services they
are allowed to use, the tines of day they are allowed to be connected or to
_pass packets, the expected |ocations for the sourc Imu[mﬁmumm tion
- from an unexpected source may indicatelba~-security er of
times a source is allowed to commence a transaction,*tte totdl &molnt of
tinmel (e. gWhatisclebmed is: day or nonth) that a particular source is allowed to
use services of the network 330, and so on. The application of the
screening criteria |lead the screen 340 to take one or several pre- defined
actions on, eachnﬁmcaimmmgtda&qﬂcmdnmamecﬂmwe&dmhwdbésﬁd'eﬂﬂs To
Be Taken %n Packet s Acti ons arﬁ glg(gn on ,each data packet by
the scree ﬁ‘l&"’g%?’é'ﬁf"f?ﬁbm%%@éﬁn q GR5PuteR ety ffk and s executing gctiopsing oy ys-

par t scul aken$ EsniAkdéd/toRhddcheaingdpéledh SH@bdiahe §tBRtorpacket as deternined in
advance by the system adm ni strator, For instance, it may be deci ded that

no packets frofﬁ)(‘??F“’HZ)afHﬁSFa?d?}FE"édF‘F%ﬂdfT°§“|'?6ﬁ’%P¢éﬂP%‘d°ﬁ?sa‘ERﬂ&ﬁe@%§sla be
al | owed i Rurrddiphdike€ Ccase, packets from (or to) any other source will be

dr opped by the screen 340 without further action, either with or w thout an
20 error nbdeigEnigingStoneeontentsaf tieccairens packst whether thecumentpacket isto a prader
wi |l have H@,ﬁgq e packet, and there wl|
be no bOljiﬁﬁc%reﬂ“HSH E%f&rge%i s he tg?gss%@gﬁ%gg‘%%éggtﬂg on the system For
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normal P R %Eon% egyor{( ad s%ség%c&i l))r'] gletcgrrén? Sacgeaff: akn%tpagstx}leg the Current p: packct to an ersatz

address substituting for said destination address, the ersatz address residing in the proxy system;

(4) determining whether at least one action requested by the current packet is of a type
predetermined to be allowed, and if not then rejecting the current packet and proceeding to step 6,
15 and if so then proceeding to step 5;
(5) taking the action specified by the current packet in at least one of the screening system
and the proxy system;
(6) determining whether another packet has arrived at the screening system, and if so then

receiving that packet as the current packet and proceeding to step 1, and if not then ending the
20 method.

2, The method of claim 1, including, in step 5, the step of transmitting a response data packet
from the proxy system to the first network using at least a portion of said destination address as

the sole identifier of the location of execution of the action.

25
3. The method of claim 1, wherein the determination of step 4 is based upon at least one of
the current packet’s source address, destination address, source port, destination port, requested
action and state of connection.

30 4, A screening system connected to a first computer network and a second computer network

for screening data packets transmitted between the first and second networks, including:
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the invention sinply discards it, and the initiator of the trace route
command cannot in this 25 way detect the screen. Topology hiding, i.e.
changi ng the network address of the packet as it passes through the screen,
can be done so that it appears that all the packets issuing fromthe screen
come fromthe sanme host, even though they are comng froma nultiplicity of
sources. This inhibits outsiders attenpting to | everage—off—the know edge

they may gain by |earning userid's, host nanes, etg, \sigi it he
private network. Another action can, ﬁ]_cour se, begl'ﬁ“mg“\mu he
packet through to its destination, w - 10 - utm sgne* -

alteration based upon predeterm ned criteria. For instance, it may be

decidded in advhPeecss%at al | packets froma given host inside private

net work 330 W } bheh@MecobPiRd toRE pldekomOost | D stripped off, and the packet
may be passed through W th sone other |P source address. Encryption and

decrypti on mayingptasd suiputsitchitsior Fansmitting and ieeeivag dur pagkats iy eP§C- 5
with the %%lges?jdq-"g%a gbggné)%/et&gﬁs;samt emadnm nistrator. Along with this it

may be desirable to encapsulate a packet and give it a new header with a
new $ P addr ess progmntigstorclibasditdred inisaidinagreary for cappiliingfiaw of datapealditnbetised.

patent appligcation entitled ".Syst.em for Signatureless Transm ssion and
Reception%b"f‘%%astngs?‘}g‘c‘i% “é'or%%'tm ‘énm%onputer Net wor ks" by Aziz et al., Serial

No. 08/ a first program module for determining whether a first data packet transmitted from the
first network to the second network meets predetermined criteria;
a second program module for passing the first data packet to the second network if the
10 . predetermined criteria are met; '
a third program module for preventing passage of the first data packet to the second

network, if the predetermined criteria are not met.

5. The system of claim 4, where the third program module prevents passage of the first data.
15 packet without sending a response to the first network.

6. A method for screening data packets arriving at a screening system connected between a
first computer network and a second computer network and for executing actions in a proxy sys-
tem connected to the screening system, including the steps of:
20 (1) receiving a first said packet from the first network at the second network as a current
packet;
(2) determining from contents of the first dﬁta packet a requested operation. a source
address and a destination address for the first data packet;
(3) determining, based upon at least one predetermined criterion, an action to be taken in
25 response to the requested operation; _ .
(4) passing the current packet to a proxy host substituting for said destination address, the
proxy host residing in the proxy system; and

(5) in the proxy system, taking the determined action.

30 7. The method of claim 6, where the predetermined criterion is at least one of the source
address, destination address, source port and destination port for the first data packet.
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306, 337 filed Septenber 15, 1994, which is incorporated herein by
reference. 10 Packets will normally be logged in the log file
storage 640 (especially failed attenpts or requests), including whatever

i nformati on the system adm nistrator decides is inportant, such as: tine of
day; source and destination addresses; requested_operation(s):; other
actions taken with respect to each packet nunber of requests to date from

this source; and so on. Packets may_glso be count elmmﬂ"ml r"| ot al of
t he nunber processed in a certain tinme 15 peri Iln mmlta
rewiting is nentioned above; other contents of the' pdckét Mays al*so be
automati- cally be rewitten by predefined actions, including rewiting or
otherwise altering data or nes- sages carried by packets. State infornmation
about the packets can al so be determ ned, logged if desired, and altered 20
by actions. For instance, TCP/IP (transmission control protocol/internet
protocol) status can be affected as desired to establish, maintain or end a
connecti on$- | n Haevmetaod of elainsvehsreinthe predeserminedicsiterioniivthe Bipe of tharequestadat e
each packekpé. JJL and take actions dependent upon that state, includ- ing
mai nt ai ni ng* 1 nt of mati on about which packet was the initial request, which
Is the response and so on; so prior events nay have to be stored for sone

tinme,_but i n th n_can deter re hlstory
of a Yeri eé of %‘(?fll g ﬁrd”etleé%aaﬁf?fifj‘ﬁ‘?’f‘%‘tdewéﬂq‘dﬁ%s%? °£§'8 ROTEREE™ An
i mpor t ant BSMeedﬂaE&U’rcéﬁQh&’ﬁxkynep«uﬁrﬁ@ﬁdiﬁddsﬁndubﬁin ht sqedntlighgstpacket s aside to
the proxy network 430, which includes servers/hosts as di scussed above that
execut e operations upon the packets as if the proxy hosts were the actual,

i ntended dae! i nThé Methza by €lkitn 6, WRRIAKESdddt@minel criterion is the time of day at which the

operation is requested.

10

11. The method of claim 6, wherein the predetermined criterion is whether the source is at an

expected internetwork location.

12. A proxy system coupled to a screening system connected between a first computer net-
15 work and a second computer network for screening data packets sent from said first network to
said second network, at least one said data packet including a first field specifying an intended
recipient system for the data packet and further including a second field specifying a requested
operation for said intended recipient system to execute, the proxy sy#tem including:

& processor;

20 a memory connected to said processor configured for storing instruction modules specify-

ing operations to be executed by said processor;

a plurality of action modules stored in said memory including instructions specifying a
predetermined set of actions to be taken with respect to at leaet a first said data packet received at
said screening system, based upon predetermined criteria with respect to contents of said first data

25 packet;

a screening module including instructions for the screening system to block passage of
said first data packet to said second computer network; and

an operation module controlling said plurality of action modules to select one of said

actions to be taken by said proxy system processor in lieu of said requested operatioh.

[
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such operations, a proxy host may then return a given packet to the sender,
I .e. send the packet off 30 with the original sender's address as the
destination. That packet will then go through the screem 340, which wl |
subject it to the predeterm ned inspection criteria, | agVas
first received at the screen from for instance, mﬂmmmﬁmml uo. The
criteria will typically have dif- ferent results for packeis emanatrng from
t he proxy network 430 or the priva’gs:10 etwork 330; for instance, it may be
deci ded that no hosts outside the public network may institute tel net
sessions to the private network, .but that hosts insi et{?ggeﬁgrivate_netv\ork

may i nstiPt ut & melhedforishibitgglasggting of a scregping SYsHmR SQUR AR EOMBERD k.

The fact;elAdtk ahd& s&ch@ BPteSNEHvEIR, BRRuANG thehvirds: address (1P or ot herwi se)
enables 1t to carry out its security functions anonynously; notably, it

does not act reesiving atrtbesereesing syslemadlerstigne drjepacket ditealed romdhe Busbnesverkited

the function [ | t . r nd
hence wouf &4 :éé)écet?ag@%a%m%aﬁkﬁggqx%%/gqu}c%oa dm&agﬂt{f?wk?ﬁe g‘:“&%& ge (\i/\gr Kk
hag t he fdghdtionnadressddamifagg ties sepsMeBvorkg out si ders from ever actu- ally

entering the private network 330; once a user, has, been all owed access or a
connection t dnEpeEHRg e pagket MPP?"{“P’@M“M’WF ficult to restrict

hi s/her acti Oi?ﬁncy? tdriniddQ cRifdrfonds Abt, Phssink thePpabiRittou Y toRh O ORneibiki Cat e
or mrrored prox unctionality o? sone of the services of the pri- vate
net wor k With thesoprce ayd destinatidn addregsesundltenest; aechal i ty of uni que host or ot her

services (hargy,. predetermined criterion is not met, then discarding the packet while preventing any

10 response by the screening system to the first network.

14. A protection system for inhibiting targeting of a screening system coupled between a first
cbmputcr network and a second computer network, the screening system including a processor, a
memory coupled to the processor and storing instruction modules executable by the processor, a
15 first network interface coupling the screening system to the first network and a second network
interface coupling the screening system to the second network, the protection system including:
a first said module configured for receiving at least one data packet directed from the first
network to the second network, the data packet including a source address identifying the first
network and a destination address identifying the second network;
20 a second said module configured for inspecting the packet based upon a predetermined
criterion; .
. a third said module configured for passing the packet through to the second network with
the source and destination addresses unaltered, if the predetermined criterion is met;
a third said module configured for discarding the packet while preventing any response by
25 the screening system to the first network, if the predetermined 'criterion is not met.

15. A system for inhibiting targeting of a first computer network, including:
a screening system coupled between the first computer network and a second computer
network, the screening system including a processor, a first network interface coupling the screen-
30 ing system to the first network, and a second network interface coupling the sbrecning system to

the second network; and
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15 ware and/or software) in the proxy network, the outside user's
requests are net while invisibly preventing himher fromever actually
accessing the private network. In addition, it nay be decided that no such
sessions may be instituted at all fromw thin the proxy network, which

m ght conprom se security of the private network, since packets fromthe
proxy network in general will otherw se have |ower hurdles to overcone to

be retransnitted by 20 the screen, since they wi Immummuumwued by
the system Allowi ng the proxy netwarigto ini- tiate!™ 5 EARD 1) ht
allow a intruder fromoutside the systemto effectively lC)ypass tHe fire-
wal | security if he/she can figure out how to cause the proxy network to
institute a TCP session instead of having to do so fromthe public network.
It may be desirable to allow certain connections to be establishedfromthe
private network,g3, nctwo%l?cc}uﬁf%d'w@lk's&c&ﬁ fekon VALH th2® hetWbifiniE A nd Tiud-

i nstance, TCP s S37 0ns (such as tel net or tp) .may be initiated by a user
Wi t hi n t hingt leasttoge prekybost h88dg dndntetnetyanbiddeess withe dom&s in copimérowith the e
from any EUbl itc rle?"fl]\/\&rk machine to the private network. In general, all
actions t SRBRYBYVEHE proxy network will pass the packets without

i_l_ﬂenti fKi ng tEmepémm&. InI glejswmmt') & imlgdéﬁpsmemmyicb\a;ﬂed atmmweesdoe, t?@nemb'r;t y.

us, the packets will, upon bei assed or .returned after

pr ocessi n@,°“§$f‘ﬁ81‘°‘%9ﬁ|5‘é%“ﬁé8¥"d’aﬁapgbﬂ’éh"rﬁ%?sr?ééqf"ﬁ J:eéé’%cg‘ﬁ’r‘]% the specified
destination host (yk@fsaidmbdlé for AReRin@atata@uatkehda siia Akt Rstwbilinteffacd, iRy Wi | |

be processed to renpove, : . . ] )
P data packet including a destination address including said domain; and

a second said module for passing the packet to said proxy host if said destination

address pertains to said proxy host.

10
16.  The system of claim 15, wherein said proxy host is a mirror of a host within said first net-
work.
17.  The system of claim 15, wherein said proxy host is a host unique to said proxy network.
15
20
25
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TN
- 12 -1 alter, or otherw se obscure the destination address (which is
the source address for return packets). In either case, no |IP address for
t he proxy host exists, and none is appended to any packets. Functi onal
Architecture of the Screening System5 Figure 9 is a functiona
bl ock di agram corresponding to Figure 8, but show ng the func- tional
nodul es that are used by the screen Z48. In the preferred enbodi ment these
nodul es are, as ind'&ﬁgﬁqaﬁp XS ET? FRER NG haxal pArkeigdul es stored in
menory 400 and execﬁ%e gyapg q@ﬁmgﬁggﬁ%agmﬁgdules shown in Figure 9
I nclude a packet inspector 600 wth a_process 602-606 for 10 each of
thé network interfaces 410-425;4 L ; th rules 620; actions 630
and a | og filgsykdh AGSceéiing datdpickt nahstlifed Bedlv@nGtwolk ke Be pritedted, such
conventional hash table; a cache fragnmentati on nodule 670 (along with a

f r agnentasmipsiyateyastrearkand ahostipnnetveorisatoes & publicpetverk. o syem inslydesa dadih of

o e s AT et B RS A R il o

connections s e gl ca ructions or
haisdwar ahé prvate aid putdicaetwaokshandime eonnesd 16ba proxy ugtemorit thet qoatains aptedeter-
physi cal |npl enentation of .t he inventian. The packet inspector 600 includes
Ehe. | natIReR pEFbeRQhthy hestsae M‘@%smémafoq&véw;g"@? FRYFERE & SYRSELA Hlj’%%?é‘kg?%‘hsﬁ ed
upon  t heprfatel Ritvarkd IThe BEsE e MW R isolited frbm theptblatel ie&mdtk N8 iCkahfot Be Gédlas
wherever it cones from is subjected to packet inspectjion by the packet
i nspect ofjugwing offipoiatigr meuderd ba%e'é seseived pitbecrrsn feithreinto orsitpfgdestda thenem
to the agidadlinddfly bt MR Hhba2fon theircBReABRIAPIF B APRI L BRcAR L NE

as discusSed a Th he

packet s, ove. actions nodules 630 are t
10 including their source and destination, and actions are taken by the screen depending upon the

determination of the filtering phase. The packets may be allowed through, with or without alter-
ation of their data, IP (intermnet protocol) address, etc., or they may be dropped, with or without an
error message generated to the sender of the paéket. Packets may be sent with or without alter-
ation to a host on the proxy network that performs some or all of the functions of the intended des-

15 tination host as specified by a given packet. The passing through of packets without the addition
of any network address pertaining to the screening system allows the screening system to function
without being identifiable by such an address, and therefore it is more difficult to target as an IP
entity, e.g. by intruders.

20

25



nodul es dedi cated to perform ng these operations. The log file storage 640
is used to store information about the data packets received at the screen
340, as discussed above. The packet state table 650 is simlarly used to
store informati on about states of the received packets. 25 The
fragmentor 660 operates in a conventional manner to fragnment packets that
are larger than a predefined maxi rumtransm ssion unit (MU . This may
occur, for instance, where the screeg/ﬂgds information to a packet so as to
Increase its size past this all owabl xi mum A fragnentation cache 670 is
used in conventional fashion to inplenment fragnentation and recon-
struction of packets. Fragnentation packets typically include primarily or
only an | P header 30 information and data (in particular, no port
nunber is included), and the screen 340 will rebuild the packets as
necessary, using the fra nentatlon cache. That is, the first fragnented
packet is 13 - Ostored in the fragped@ati on cache,

j packet IS recel d and the

subsequent ffa 1 the |

packet igp I QAR [ ed. The Tl n {bypass 675 usediby the
packet inspe tji ;: éé::; i ne opgr S%r Nlﬁﬁpégﬁ acket s
for which infNgrmation is found inthefragrrentatlon cache 670. us, 5

when fragnented packets that second or later in the series of fragnented
packets are received, this
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is detected when the packet inspector 600 checks the fragnentation cache
670. In such a case, the newy received fragnentati on packet is sent via
bypass 675 to the actions 630, rather than via the engine 610. The | earning
bridge table 680 allows the screen 340 to act as a conventional |earning 10
bridge, i.e. to keep track of which hosts are on which side of the screen,
and nmaintain tables of this informati on as packets arrive fromone host or
anot her at each of the screen's ports (network inter- faces). Operation of
t he Screening System 15 Figures 10-11 are flow charts show ng a
preferred enbodi nent of the nethod of the inven- tion. Wen a packet is
sent by a host on, for instance, public network 350, it is received at port
(interface) 425 of the screen 34 rﬁke box 800 in Figure 10. The packet

i nspector inspects the contents of’ the packet as descri bed above (box 810).
If the packet is to be rejected, it is efficient to do this by using the

l earning bridge tahte (of 20 sour ceggddr esses) 680. One enbodi ment
suitable for i r’rm’emanti ng packet i nsﬁctl on is shownAn the $kow chart of
Figure 11, any variH0i ons—are—possiplH0 1A this exenpl ary\fl ow

chart, updn receipt (box 900)
i nspectedl}in _order
header (i iP“PgF”?)'
whet her i t| SNeOBK
940, negatli ve deter

he&ders is
box 910), i.d. iEewRYS (such as IR); Ahe IP
er (as to pwhidh pogt} i sPdwategngt ed and 25
bt i Ng\080e new connecti oh); lany sd oNetwerkhox 9204 and

i tobox—g30 far rldie-34neCaRli onsy  pos-
/
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itive determ nations |lead to box 950, where the designated port is

determ ned, and then to box 960, where it is determ ned whether this
particul ar connection is allowed, taking into account the information that
t he packet inspector has at its disposal, including the header information
and al so 30 t he packet contents, source, destination and the other

i nformati on nenti oned above. |f the connection is not allowed, it is

bl ocked (box 970), but otherwise it is allowed, and - 14 - 1 t hen
the method tests whether it is an @Bgrtial connection (box 980) -- if so,

. then at box 990 the con- nection is established, and at box 995 information
is stored in the state table 650 (see Figure 9) to identify the new
connection. If not, then the connection is checked at box 1010, and any
update information (e.g. new information about the connection) is stored in

tabl e 650. 5 Fronteither step 990 or 1020, the nethod proceeds
to box 1000, i.e. returns to box g+ Frgore—0—t+t—wrt appreC| at ed
as mentioned that-BfQure 11 i 398t~ orRacketiSottieningiSyse a(? possv"@fﬁ‘e

sequences of tesfs and operations Huy’be carriedfout] i rthe—pac
i nspection phase\, The oper at| gﬂg&eﬁ’ f F[ diereork] layepe carri eq out
by the engi ne 60 ased upon th{l ts—ofy 10| Interfabe3 padkef ipggiect ijon
(e.g. at boxes 920, 940, 960 and ¥4 O?’i tMOndeeding to box {82p Netwéikgurje 10,
t he packet is passed to the enging Gt%m whi t es

\1”4
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the appropriate predefined operations di scussed above. Typically, for

firewall/screen 340 this wll involve blocking or passing the packets,
where if they are passed they nmay be turned aside to be operated upon by a
proxy host in the proxy network 430. 15 The current packet is

t hus passed to the actions nodul e 630 for execution of the appropri- ate
actions (box 830), and at. box 840 the engi ne determ nes whether there are
additional actions to be taken, based upon the packet inspector results and
its own determ nation of which actions were appropriate to take. On the
first pass through for a given packet, there will be at |east one action to
‘take (even if it is only one action, e.g. to drop the packet w thout
further action); so the 20 first time through, box 840 will lead to box
850, where the first action is tdén. The nethod then proceeds back to box
830, and this loop is conpleted until all actions determ ned by the engine
have been taken by the actions nodyle. Atﬂihis poi nt, box 840 | eads to box
860, where the scr 340 determ ndSIGWMECHRr there is another packet at one
of its input ports (netywrk interfaces). If so, the nethod begi ns anew at

box 800, anWen—&he—#e#wd—e#rds—Zé——al—be*—&l@—%—#ay—
recomrence y time a new packet is r joved. 30 SREPLACEMENT SHEHTS  SG
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1. A nmethod for screening data packets arriving at a screening system
connected 5 between a first conputer network and a second conputer network
and for executing actions in a proxy system connected to the screening
system including the steps of: (1) receiving a first said packet
directed fromthe first network to the second network as a current packet;
(2) determ ning fromcontents of the current packet whether the current
packet 10 is of a pre-determ ned type for being allowed to pass to the
second network; (3) if the determnation of step 2 is positive, then
determ ning a destination address within the second network as specified by
“the current packet, and passing the current packet to an ersatz address
substituting for said destination address, the ersatz address residing in
t he proxy system 15 (4) 5/™eterm ni ng whet her at | east one action
requested by the current packet is of a type predeterm ned to be all owed,
and if not then.rejecting the current packet and proceeding to step 6, and
if so then proceeding to step 5; (5) taking the action specified by the
current packet .in af_least ane. of.the screening system and the _proxy,
system 20 (6) determ ni ng whet her anot her packet has arrived at

t he scrg N and[iT so then recerving |t hat packet = tthe current
packet plj ocgadl fe—tewdtep 1, aﬁghan not th i g. thod.
The netiods@ gegteM{1, i ndludin 5 step ot_tra sr ttin
response dat -

P \630 610 \640
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25 packet fromthe proxy systemto the first network using at |east a
portion of said destination address as the sole identifier of the |ocation
of execution of the action. 3. The met hod of claim1, wherein the
determ nation of step 4 is based upon at |east one of the current packet's
source address, destination address, source port, destination 30 port,
requested action and state of connection. 16 4. A screening system
connected to a first conputer network and a second conmputer network, said
screeni ng system for screening dat&/fFackets transmtted between the first
and second networks w thout revealing an I P address, including: a
processor; 5 a nmengpy coupled to the processor; interface circuits
for transmtting and receivkgf dat-a—packets—to—and from said first and
second networks; and program{nBegeins packes at seseand [+4r—said—TemoTy f or
controlling flow of data packets betmeﬁthhe rirst and second petworks,

i ncludi ng: 10 a fir&lo program ule for determ ning whether a
first data packet transmttey f[r mt'pe E('[TGQ_I 1129 rk to the sefond network -
spect packet (Figure

neets predetermned criteria,;

820 ‘ -
\- Process packet in engine
830 L
1 Engine passes packet to Actions

‘ [- 840

(Is engine finished (have all actions been taken?))

850 LNO Yes
—

Action taken

860
| Is there another packet?

37L ¢No

Stop

Yes

Figure 10



a second program nodul e for passing the first data packet to the second
network if the predetermned criteria are net, a third program nodul e for
preventi ng passage of the first data packet to the 15 second network, if

the predetermned criteria are not nmet. 5. The system of claim4, where
the third program nodul e prevents passage of the first data packet w thout
sending a response to the first network. 20 6. A net hod for screening

data packets arriving at a screening system connected between a first
conput er network and a second conputer network and for executing actions in
. a proxy system connected to the screening system including the steps of:
(1) receiving a first said packet fromthe first network at the second
network as a current packet; 25 777 (2) determ ning fromcontents of
the first data packet a requested operation, a source address and a
destination address for the first data packet; (3) determ ni ng, based

upon at | east one predeterm ned criterion, an action to be taken in
response to the re%@it?e operation; (4) passj ng the current packet to a

proxy host substitutl [ Recaive packes{ffanaFigon & address, the proxy host
residing in the proxy systenmy and (p) I'n the proxy system taking the
determ ned acti on. 9210 f

~— Check the packet headers
920 . { [‘930

(‘Check physical link: IP connection? - Take appropriate
940 ' Yes action for other
— s type of connection
( If IP: is it & TCP connection? )T

950 }Yes
\[ If TCP: determine port l
- ~970
960 e

— (ls this connection altowed? N Block connection
o

980 Yes
— (Is this an initial connection?

)
990 ﬁes No f 1010

~— Create connection Check connection

995 \ x l f- 1020

[Store info in table to identify new connection | | - Update info in table as necessary

-] |

Process packet in engine (return to Figure 8)

Figure 11



7. The met hod of claim6, where the predeternined criterion is at kemwse £
:-__\.one of the source address, destination address, source port and destination
‘port for the first data packet 5 8. The nmethod of claim6 . wherein-the

predet er mi ned Criteriomis—t+he—type of the re uestlﬁ!’wﬁ@l\@]ﬂ%ﬁﬁ@'fs Ge
met hod of claim redet er m ned d ill Brepwiption : gagadat.e topagdse..10
connecti on bet th !mmn)mﬂﬂ,i@! he first networ ¥ &hlnds)des pageat.iFoto pagachd:.
screening system* 10. v s od of clai m 6,{ Wherswmg(de ppgetlet ¢ phged....

criterion is the tine of day at which the operEtz‘jj Gibstrsctl eqpegddad.. td pagetdl....
The nethod of claim®6, wherein the predetermined criterion is whether the

source is hatgﬁpﬁgﬁ? Ied internetwork location g2+ ~A PEEKEY SR

------------------

coupled to system connect ed bet wee AWt
and a second conputer network for screening data packets sent fromsaid

first 20 network to a| d secon e rk without reveali P ,
at | east ohe sdtdneiied ?fa%‘?f%?"'"sth%d % § prviog ?H%F&'%B'é‘@%’@ﬁ% cgﬁﬁé&gdgs
i ntendgd rigaedeal fl‘%i/%bﬁlﬁhfeﬁrnet\b(ﬁkc&fdaa RevelsRd canmpufenrridesrki md tfmh expeating
second field specifying a requested operation for sai agl nt fCI pi ent

syst em t o astieasing proKy Systerpiconneatedio;the seraemiag SYSeNJIP Q'BQ eps o
(1) receiving a first said packet directed from the first network to the second

network as a current packet;
(2) determining from contents of the current packet whether the current packet
, 10 is of a pre-determined type for being allowed to pass to the second network;

(3) if the determination of step 2 is positive, then determining a destination
address within the second network as specified by the current packet, and passing the
current packet to an ersatz address substituting for said destination address, the ersatz
address residing in the proxy system;

15 4) determining whether at least one action requested by the current packet is
of a type predetermined to be allowed, and if not then rejecting the current packet and
proceeding to step 6, and if so then proceeding to step 5;

(5) taking the action specified by the current packet in at least one of the
screening system and the proxy system,

20 (6) determining whether another packet has arrived at the screening system,
and if so then receiving that packet as the current packet and proceeding to step 1, and if

~— not then ending the method.

2. The method of claim 1, including, in step 5, the step of transmitting a response data
256 packet from the proxy system to the first network using at least a portion of said destination
address as the sole identifier of the location of execution of the action.

3. The method of claim 1, wherein the determination of step 4 is based upon at least
one of the current packet's source address, destination address, source port, destination

30 port, requested action and state of connection.
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25 . . a nenory connected to said processor configured for storing
Jdnstruction nodul es specifying operations to be executed by said processor;
a plurality of action nodules stored in said nenory including instructions
speci fying a predeternined set of actions to be taﬁ““ﬂ"ﬂﬂ“ﬁ to at

| east a first said data packet received at said sc Mased
upon predetermned criteria with respect to 30 contenfs of "

said first data
packet ; 18 a screening nodul e including instructions for the screening
system to block passage of said first data packet to said second conputer
net work; afd anAcsegeningosystemal gbrnectedtto@ firshepreputer nstwierk|andya secandtdopputer

o ocessor MR 2Bl Scrlbnifg sfiBf o 2Gsbiind sk B&kely vained BEMcRN e Tt
i nhi bi t i ngahdsgmndmetwérkawitasld resalinsan Raddressninckdigem coupl ed bet ween a

first conputer network and a second conputer network, including the steps
of : receiving af PFES&Ydr essl ess screening system at | east one data packet

directegl from t Bendrhérytcolsibas thelpPodeBSorsecond network, the data packet
i ncluding a source_address 10 identifying the fjrst network

; nt nd a .
destinati on addideriacefiuits tor rgnsmittingansh@caivingsiata paciels to and from, ‘said first
and second networks; and

program instructions stored in said memory for controlling flow of data packets
between the first and second networks, including:
10 a first program module for determining whether a first data packet transmitted from
the first network to the second network meets predetermined criteria;
a second program module for passing the first data packet to the second network if
the predetermined criteria are met,
a third program module for preventing passage of the first data packet to the
15  second network, if the predetermined criteria are not met.

5. The system of claim 4, where the third program module prevents passage of the
first data packet without sending a response to the first network.

20 6. A method for screening data packets arriving at a screening system connected
between a first computer network and a second computer network and for executing
~ actions in a proxy system connected to the screening system, including the steps of:
(1) receiving a first said packet from the first network at the second network as
a current packet;
25 2 determining from contents of the first data packet a requested operation, a
source address and a destination address for the first data packet;
(3) determining, based upon at least one predetermined criterion, an action to
be taken in response to the requested operation;
4) passing the current packet to a proxy host substituting for said destination
30 address, the proxy host residing in the proxy system; and
(5 in the proxy system, taking the determined action.
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addr essl ess screeni ng system bei ng i ndependent of the first conputer
.network: inspecting the packet based upon a predetermned criterion; if the
predeterm ned criterion is net, passing the packet through to the second
net work; and 15 if the predetermned criterion is not net, then

di scar di ng the packet while preventing any respontm‘mmmm m | ess
screening systemto the first network. A pr E n
inhibiting targeting of an addressless stir eeni ng syst &m'todpl &d Bet ween a
first conputer network and a second computer network, the 20 addr essl ess
screening systemincluding a processor, a nenory coupl ed to the processor

and storing '”Sﬂé‘ﬁ{e& amatrg% WhefeHine r%démnﬁlhéd RFiRABA 56 éhst loh&tof the

network interface co screening systemto the first network and a
second netsarée address, adgstlodtqml addyessh soursecpart agd slestination parkfor dhe dingt data
net wor k, Sﬁ%?( ﬁddressl ess screeni ng system bei ng i ndependent of the first
net wor K, 8 otection systemincluding: 25 a first said nodul e
configuwed for receiving at |east one data packet directed fromthe first

t k to_th he dat a ket d
AR MR R A A R
second net wRLEsted opgagddl sai d nmodul e configured for inspecting the packet

based upon a predeterm ned criterion; 30 a third said nodul e
configured for passing the packet through to the second network, if the

predeterm ged cyhd GhdtABd icf ¢Bin 6, wherein the predetermined criterion is a state of the
10  connection between a source in the first network and a destination in the screening system.

10.  The method of claim 6, wherein the predetermined criterion is the time of day at

which the operation is requested.

15 11.  The method of claim 6, wherein the predetermined criterion is whether the source is
at an expected internetwork location.

12. A proxy system coupled to a screening system connected between a first computer
network and a second computer network for screening data packets sent from said first
20 network to said second network without revealing an IP address, at least one said data
packet including a first field specifying an intended recipient system for the data packet and
~ further including a second field specifying a requested operation for said intended recipient
system to execute, the proxy system including:
a processor;
25 a memory connected to said processor configured for storing instruction modules
specifying operations to be executed by said processor; |
a plurality of action modules stored in said memory including instructions specifying
a predetermined set of actions to be taken with respect to at least a first said data packet
received at said screening system, based upon predetermined criteria with respect to
30 contents of said first data packet;
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19 a third said nodul e configured for discarding the packet while
.preventing any response by the screening systemwrk, i f
the predetermned criterion is not nmet. 5 A system for Tnnibiting
targeting of a first conputer network, includi ng”lﬂ'ﬂmu tem
coupl ed between the first conputer network and ”ﬂﬂ ﬁ"Fnetwork
the screening systemincluding a processor, a first ‘hetwolk #nterface

coupling the screening systemto the fird8 network, and a second netvvork
interface coupling the screening g %stem to.the second net wor K:
¥

a proxy networ kacSrBERIAG todule iBeiuing; iRgjructionss fon the sctaening ﬁ\fﬁt%rk" - block
i nt er f ace askaqaek ualffut dbial 2541 198GiREEN ARRSUSNNRIREnG Nt ot net wor k

address wi a domaln I n conmon wt first conputer network; the
screeni ng syst efnpoperatien modulesntiglling saidrolugalityoefActien medulps t%%%‘é@ﬁépf saide

memory st O&I@ﬁs tBEE%I&%'b%aaIH)ﬂpr systeht ﬁ%@%‘f urP?éJé?‘%aﬂer opdrifonTodul es

I ncl udi ng: recel | ng a ata packet
via sai8l first network interface, the data packet including a destination

address | n%.udi 5 Sa"ﬂ%}lodd ora |nh|b|t|ng (iiargetlng of an addressless screening system coupled
between a first computer network and a second computer network, including the steps of:
receiving at the addressless screening system at least one data packet directed
from the first network to the second network, the data packet including a source address
10 identifying the first network and a destination address identifying the second network, said
addressless screening system being independent of the first computer network;
inspecting the packet based upon a predetermined criterion;
if the predetermined criterion is met, passing the packet through to the second
network; and
15 if the predetermined criterion is not met, then discarding the packet while preventing
any response by the addressless screening system to the first network.

14. A protection system for inhibiting targeting of an addressless screening system
coupled between a first computer network and a second computer network, the

20 addressless screening system including a processor, a memory coupled to the processor
and storing instruction modules executable by the processor, a first network interface

N coupling the screening system to the first network and a second network interface coupling
the screening system to the second network, said addressless screening system being
independent of the first network, the protection system including:

25 a first said module configured for receiving at least one data packet directed from
the first network to the second network, the data packet including a source address
identifying the first network and a destination address identifying the second network;

a second said module configured for inspecting the packet based upon a
predetermined criterion;

30 a third said module configured for passing the packet through to the second

network, if the predetermined criterion is met;
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a second said nodule for passing the packet to said proxy host if said

.destination address pertains to said proxy ho

net wor k

t em of

claim15, wherein said proxy host is a mrror S aid first
. 17.  The systemof claim 15, wherein I“l“ IIH““‘ Hlﬁs a host

uni que to said proxy 25 network.

10

15

20

25
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19

a third said module configured for discarding the packet while preventing any
response by the screening system to the first network, if the predetermined criterion is not

met.

15. A system for inhibiting targeting of a first computer network, including:

a screening system coupled between the first computer network and a second
computer network, the 'screening system including a processor, a first network interface
coupling the screening system to the first network, and a second network interface coupling
the screening system to the second network: and _

a proxy hetwork coupled to the screening system via a third network interface and
including at least one proxy host having an internetwork address with a domain in common
with the first computer network;

the screening system further including a memory coupled to the processor, the
memory storing instruction modules executable by the processor, the modules including:

a first said module for receiving a data packet via said first network interface,
the data packet including a destination address including said domain;
and

a second said module for passing the packet to said proxy host if said
destination address pertains to said proxy host.

16.  The system of claim 15, wherein said proxy host is a mirror of a host within said first
network. '

17. The system of claim 15, wherein said proxy host is a host unique to said proxy
network.
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