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WO 2005/031643 PCT/SG2004/000312 1 METHOD AND SYSTEM FOR
PROTECTING AND AUTHENTICATING A DIGITAL IMAGE:ELE 885000312
BN 5 The present invention relates broadly to a method and

system for protecting a digital image?to a method and system for
authenticating a digital image, to a computer readable data storage

medium having stored thereon computer program code means for
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thereon computer program codeepng formnNEEcting a computer to
execute a method of authenticating a digital image BACKGROUND 15
Stemmed from traditional cryptography, the requirements for preventing
t ' 357 usually expected for the purposes of
C%E%grﬁﬁgg%@gmenﬁcaﬁon. One is to prevent the forging from the
recipient to make his attacks pass the authentication. The other is to

-prevent fepUditigsnef e Hessmisisies obibedlp tontentibihtite enwdesystem  for
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¢ ﬁ}rﬂ&ﬂfgé’ NS FalseoHEsHdal e Fassesiyatesmpuiigdasedite a method of
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entication"and signature- based authentication. 25 Refer to Fi ST,
RSO 4B 01 Ao AcBoFRIEN o TERP StEUR Ay ™

eRthasing R adradie sionautd Piotrane cotiened0? fasdhstregfing a computer
imperceptible way, The-qriginal.ca 192313 A6&d to be transformed

;E(?ﬁe %%etﬁemﬁﬁgﬁn%%u%%ﬂ}émﬂﬁéngainforma ion). Usually a secret

key 104 is used for 30 making the embedding more secure. In the

PELEkERefVsatermark extraction, by

Stemmed from traditional cryptography, the requirements for preventing two
kinds of frauds are usually expected for the purposes of content-based
authentication. One is to prevent the forging from the regipient to make his attacks
pass the authentication. The other is to prevent repudiation of the transmission of the
content by the owner. Once you sign on i, you cannot deny it anymore. Based on
these two requirements mentioned above, the state-of-art techniques for protecting
images such as JPEG2000 images against unauthorized modifications can mainly be
categorized into two classes: watermarking-based authentication and signature-

based authentication.

Refer to Figure 1, the watermarking-based solutions accompiish content
authentication by embedding a noise-like signal 100 into the content 102 itself in an
imperceptible way. The original content 102 may need {o be transformed as well as
the watermark 100 (embedding information). Usually a secret key 104 is used for
making the embedding more secure. In the procedure of watermark extraction, by
.compéring the correlation results between the original content 102 and watermarked
content 106, or practically, between the extracted wa’germark and that re-produced
from Keying the sarne watermark information as embedding, the authentication result



comparing the correlation results between the original content 102 and.
watermarked -content 106, or practically, between the extractle‘glrl G2004/000312
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information as embedding, the autherflication result WO 2005/031643
PCT/SG2004/000312 2 can then be obtained even to locate the malicious
manipulations. Fragile watermarking schemes perform wellon ,
aoEheritieting imbigieth Y dPsyeraR dbeurfARiRheManPaligsor Fragie
Wﬁ&%%ﬂﬁﬂg-@@ﬁ@ﬁh@ww %@Er@ﬁsi@@ﬂ;@é}ﬁﬁ&mr@wgégﬁy.t?rms".of system
However, when one peeds to aythenticate the images in a semi 5 fragi
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requirements: ro| ess and securit%/. 10 Refer to Figure 2, the ark

RARIRE A HLRIEHE 46RS1RSHE! FirGHEaL P LEHIERY AstreRaougismarkng
byiwradifyingidradibarabeniptogeaphmal goitheys feomreguiremeiottingbustness and
message to authenticating the content. After features 200 are extracted

from-th “original content 202, usually hashing .204 is needed for security
purpose as well as for storage concerns, the content owner can sign on

them (haghel 52 Wi formipesigantiies208stal thelsridCceptenianstimemposes of
send. the content 202 tggether with the signature 208 to the recipient..
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byuilezifinaginbe veldigebdiweanttisaticainge dheigpenipei2 18tgndfeptires 200 are
f%s@fg&e&%?ﬁomeﬂb?@qut%&égtt@@z ihantinatashg Differio e desd for security

watermarking-based solutions, signature-based solutions can ado tth%_‘ hash
RPN ABIFIb 81 1CE TS UIIERES (90 FoP [P AP L G ifoRg, o (has
Tmmmi ﬁoﬁﬂ\/@rﬂi@geﬁmf_sﬁga draHeaseid salnterisame ’ﬁhmlr genl-fineveehient 202
SR PIARC e SR 90808 e IRUBKS: "Ha P HUYRIBIMARCShow the

is also determined e representation quality of extracted. features 200

otfestsicohtencoen 3 StarmplershyseiRine frc@iein Aptwrs) dae received
inpRsaR feabrasininages,Bulifdheldre fhkebotitens @rfatiete authenticated.
features for authentication, one can easily fake the images without . _
A ThE P EReE L Ar SR REDEaP L Ral e fagagont e

sekikiomisn pubiic key infrastructure (PKI) for practical applications. The main

advantages of signature-based solutions are their well-proved security properties

mentioned above. However, the security performance is alsc determined by the
representation quality of extracted features 200 of the said content 202. For example,
histogramy and edge map may be important features in.images, but if they are taken
as extracted features for authentication, one can easily fake the images without
changing their histogram and edge map. Another issue of signature-based solution is

that they need an extra storage space.

In providing an authentication solution for e.g. JPEG200Q, the following
requirements may be considered: secure to prevent the two main attacks on image
integrity and source verification, robust to tame some incidental distortions such as

format conversion and transcoding, minimum or zero exfra storage, etc. Another

- practical yet very important issue for authentication may be how to define the

-expected authentication strength for content.
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_ considered: secure to prevent the two main attacks on image integrity
and source verification, robust to tame,some incidental distortions such as
format conversion and transcoding, minimum or zero extra storage, etc.
Another practical yet very important issue for authentication may be how
. to de%pecmd authentication strength for content. 35
PCT/ 00312 Received 29 June 2005 3 SUMMARY In
accordance with a first aspect of the present invention there is provided a :
method of PrORSERFACR A I 6 BRe e BrEoTb PRI R nEtg fy Provided
featureBelatteyf fraviechiegoigiigitahimpabadbe dnathad cheepsising erdicting deature
bi-raip,ped foselfsieRitIAgROBIRRY Salaciiaseaiiiitraticatianineste and a -

for processing.the extracted feature values, the pracessing of the .
oo T e o Raeg o HRRBE BRIt Brocpssing tre

extracvdtpetedufeautBeyavend R ewssringPh it rieERRIPAn derduem gvalues
Creatigghiphiding gersippadute dasagoningtd hdaidacredpantngliesimsed on
featurg v dg%ﬂ&f&eéf Qﬁtﬁéﬂﬁ:‘?&%‘ﬁ%@‘ %9@&%@%@%9&%&#&%@@%& the

extracted feature values to derive the data corfesponding to the feature
VAluedetsrtiesranding Watie<arbie &alUr a plurality of codeblocks of the

original digital image may be thresholded and coded to create the data -
correspondifgd o iR d6Ml MNP U8 Mphee- AUPERIINBINAY EUEY the extracted
comp is?z emb %irré]lé;c}he d%a ﬁ?{rescpondinr%igotgotﬁgt?getﬁggre gjaléjes into
the digq SRS R tho g aa?/ ?uﬁﬁ%?ocomgnse app?ylng‘ﬁ1 ® coding
again to parity check bits generated during the ECC coding of the
ggtracted feqHy euvblve vdicgearatthatlataicanmgsppostiapiteihef the original
featurg Al ifituge may be thresholded and coded to create the data corresponding to

. the feature values.

Thé. processing may further comprise embedding the data corr;asponding
20  to the feature values into the digital image. '

The method may further comprise applying ECC coding again to parity
check bits generated during the ECC coding of the extracted feature values to
generate the data comesponding to the feature values. ' '

25 .

The embedding of the data corresponding to the feature values as a
watermark may be conducted in a lossy or a lossless way, based on the selected
authentication mode.

30 The creating of the image signature may comprise applying a
cryptographic hashing function to a bit sequence representing the data
corresponding to the feature values.

The craating of the image signature may comprise utilising a private key.

35
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" watermark may be conducted in a lossy or a lossless way, based on tReceived 29 June 2005
" selected authentication mode. 30 The creating of the image signature -
- may comprise applying a cryptographg: hashing function to a bit

sequence representing the data corresponding to the feature values. The

creating of the image signature may comprise utilising a private key. 35
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inc'Iudn?geqﬂ?‘éﬁ!ﬁgééffe@ﬂ%?&g‘ﬁ@%%h%f’gital image. The method

may further comprise coding the digital image, including the 5 embedded
data, utilising,dRFdaeR0R SPRRIRFIORPINS QUL Y RbitReiRE cluding the
v%Iues, Ege gﬁnﬁb din I,oft P%% ﬁgrr%?)ondm to the featur.e values,

and tf& ?g é‘e% tht |ﬁl% SR 3§esbsé°EErformed as part of the
JPEG 2000 coding. 10 In accordance with a second aspect of the present
invention therR iss:aredtidgd & nassheshairauthapiicating araigitainmage thee data
method comprisin tracting.fi from, @itali ,
on & S e T, B R SRR oy

valueBaE&isd agrest cbihesfitHaiRtPRBAG®al feature values based on

. acselected authentication mode; and comparing the derived data
correspondipg 0.4pe:REgINAN el e MR NG Wit RS TpRE. ok SRlbE there is
from o aRS°. SUALIP P SOREND Dol PhaBEFie method comprisng

extracting feature values from the digitai image based on a selecled
authentication bit-rate; and proéessing the extracted feature values fo derive data
15  corresponding to original feature values based on a selected authentication
mode; and comparing the derived data corresponding fo the original feature
values with reference data derived from an image signature associated with the

digital image.

20 Deriving the data corresponding to the feature values may comprise ECC
coding the extracted data and exiracted feature values.

The extracted feature values from each of a plurality of codeblocks of the
digital image may be decoded to derive the data corresponding fo the original
25 feature values. '

The method may further comprise extracting data embedded as a
watermark in the digital image; and the processing the extracted data and the
extracted feature values td derive the data corresponding to original feature

30 values.

The method may further comprise applying ECC decoding twice to the
exiracted data. '
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* ECC coding the extracted data and extracted feature values. The  Received 29 June 2005
- extracted feature values from-each of a plurality of codeblocks of the '
digital image may be decoded to derive the data corresponding to the
original 25 feature values. The method may further comprise extracting
data embedded as a watermark in the digital image; and the processing

the extractegd, data.and the extracted feature values tq derive the dat .
corresponpliﬁ!%eté%c_)tﬁgnmazgl BB R o SRR Wy B £ Whemmark i

gafure er
compH&AigHaViRBCC decoding twice to the extracted data. Amended

Sheet TPRA/AT T PGTISG2004/000312 Received 29 June 2005 5 The

data may ber i BRARAL B SRERE RN S AN AIBIAH el

digital image. The method may further Comprise’ap I'yi_ﬁ a cryptograp
tebhnifB&TBIS B SRR Grbit SeRURTEITRaRSTInn deersiebis iR

the reference data. The method may further comprise applying a public

key to proceggtheaimagmay dnAHME ARl NG (e SRt Hhcess the
The method may f rtper comprise re%elvmgéhe digital image as a coded
AU RS

digitzalfrr'rﬁ%%3‘.9’|1 'lélgﬁraﬁi%w aav’ £E8 atﬁ‘tilizing JPEG2000. The

-extracting of the data embedded as a watermark, the extracting of 15

femture valugadrpriibe gigitalimaosiady osesising BktBReNtiAgiRIaslatldoded
and %géﬂ%g%ggture values, and the comparing of the derived data
corresponding 1o the original feature values with the reference data. may
be performed as part of the JPEG 2000 de-coding.

' The digital image may be caded utiiising JPEG2000.

The extracting of the data embedded as a watermark, the extracting of
15 feature values from the digital image, thé processing of the extracted data and-
extracted feature values, and the comparing of the derived data corresponding to
the original feature values with the reference data may be performed as part of
- the JPEG 2000 de-coding. '
In accordance with a third aspect of the present inveﬁtion there is pkovided
20 =z system for protecting a digité{ image, the system comprising a feature value.
extractor device for extracting feature values from the  digital image based on a
selected authentication bit-rate; a mode selector for selecting an authentication
mode- for processing the extracted feature values; a processor device for deriving
data corresponding to the exiracted feature values based on the selected
26 authentication mode; and wherein the processor device further creates an image
‘ signature based on the data corresponding to the feature values.
in' accordance with a fourth aspect of the present invention there is
provided a computer readable data storage medium having stored thereon
c;omputer program code means for instructing a computer to execute a method of ‘
30  protecting a digital image, the method comprising extracting feature values from
the digital image based on a selected authentication bit-rate; selecting an
authentication mode for processing the extracted feature values, the processing
of the extracted feature values comprising deriving data corresponding to the
extracted feature values based on the selected authentication mode: and creating
35  animage signature based on the data corrésponding ta the feature values,
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In accordance with a third aspect of the present invention there is PCT/5G2004/000312

provided 20 a system for protectirig a digital image, the system Received 29 June 2005
~ comprising a feature value. extractor device for extracting feature values

from the. digital image based on a selected authentication bit-rate; a

mode selector for selecting an authenfication mode for processing the

extracted feature values; a processor device for deriving data :

corresponding to the extracted feature val ;[ags based on the selected. 25

" authenticatiSrPRTSERR SR MBI ARSI RE R GRRNEIDYERIRD BRig B PGy ded
image syighatdvesdiventicninga digtatinassp Sreipygteonthenfptising a/foaluse value
In acegfidanteifbeadp kibamRe &2 & 0 NBSRINRN NI OfRGe based on a.
prOV'ge%c%%o%%ﬁé SRHaRIe L %1%.;}9@&%0@%%'52 havipo SIore0ReLeAN teq
computer program Cgae means Torins ructlng a computgr 10 execute a :

rfiethirebraovplirectinges driita? itrlgeietheasibandaatishpneify Bxifstlrsy data
featuservadperdimiotheigigitadtnag evanred o1 e lecipdrigtitratidatien data

b“'faé%'n%%r?o%@ga% (A BEHEPHANFOR B RRGRASOR G HERIEA rom an

feature values, the processin e extracted feature values comprising

derivilREIORaHHES BERRAIFHMIR e HigiRl M8%ture values based on the
. selected autheamtizationceoutly andieteating 5 dnthimagessignaveditadbgre is

| a9 e daiagoL eSRARGHAT A HIBILL AR YRR HEARIMIGthviRgSitored thereon
IPEA/ATJ PCT/SGZOO4/§00312 I?ecelgl%d 29 June 2005 .6 In ac ordanﬁ% dof
n

with SRR R Th &S P L AT HIE S A STTBVIGEY BT mTST
authewibantieingigidiviphijaanetigonathed PRMBNTE RARFINGfRAuUre values
extragign deyigRiforimdgacirgdentu eskadursduaaredigital imagedaeseng the

%Qégm.%'\}%aqg Bé{)&ia&? s RIOGES SRS LR REACSIHREve data
5 es [

ona ég}gg .
the extracte eature valu ased on a selected authentication mode to

orivETEREP I o APRYES JREi relisis \aRde SomeRS: dhRsRYed data
the derivespdating dortisporigina fenttive wrigasalvitateiearsiedeiwidarived from an
referepegdaimadeny adsbeman il agesiianptEgassociated with the
digital image. o .
BRIEF DESCRIPTION OF THE DRAWINGS
20 | Embodiments of the invention will be betier understood and readily
apparent to one of ordinary skill in the art from the following written description,
by way of exampie only, and in conjunction with the drawings, in which:
Figure 1 illustrates a prior art watermarking based authentication scheme.
Figure 2 shows signature based authentication scheme.
25 ~ Figure 3 is a flow chart illustrating an image authentication process in
~ accordance with an embodiment of the present invention.
" Figure 4 is a schematic drawing illustrating signature signing and watermark
embedding process flow in accordance with an embodiment of the .pfasent invention.
_ Figure 5 is a scherﬁatic drawing llustrating a watermark extracting and
30  signature verification process flow in accordance with an embodiment of the present
invention. | |
Figure 6 is a flowchart fllustrating a method of protecting a digital image in
an example embodiment.
Figure 7 Is a flowchart lilusirating a method of authenticating a ci_igital
35  image in an example embodiment. |
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method of authenticating a digital image, the method comprising
extracting feature values from the digital image based on a selected
authentication bit-rate; processing the extracted feature values based on

a selectgsharghentigatipnserpardacderivapfailasaansgrandnie joweridpdem for

feature values; and comparing, the derived data corresponding to the
oV O Tt P AL B A D AR o the present
sigwentin® associated with the digital image. BRIEF DESCRIPTION OF

THE DRAWINGS 20 Embodiments of the invention will be better
understood and readil}g a}gﬁarent to one of ordinary skill in the art from the
iptioh!

fcﬁ’l%Wb it fe&l by way of example only, and in conjunction

with the drawings, In which: Figure 1 illustrates a prior art watermarking -

based ak'@}?@?r?%?\% ?%@%r@f%%tﬁﬁ@?%&%ﬂﬁ%ﬁ%& %’T’ggesgaéan example

authentication scheme. gure 3isa t illustrating anim

freslimgnbrirdbasinveriiefortiiice WitR-sResiied arvibsnbsatienphisaie (ABR)
INV@RiIeN sEigtitmﬁ ifgaé@_cfbpem@tigjdé??Nm@@éasyagaﬁr@gﬂetw&ﬁw Wdhentication
anaw termark .embeddin proces ow In accoraanc

R Bl AR RS o e PP Mg prpoecure and
ibasaraeiegsa WA@MN@xtmtiﬁmd-Beﬁgnaww&ﬁcaﬂm phecegiven ABR,
MR BreREaaes ik RRRMRRAAE Bk e RIESEReMYRRUON a0 Bng the

is a flowchart illustrating a method of protecting a digital image in an

SRIRTBIR KPR B RAORi GRS 1RO SR ek eI RioaatEendtt recipient for
duilrentarifitagiardiditad Sainpig embadinahpeentpndtoenatibmentieBublic Key
R A B NVR. 2R3/ 43RG SRR O %3 IpEc2000 image related
operafions such as lossless-to-lossy mode switching, multi-cycle compression and

transcoding (truncation and parsing).

As meniioned above, one obstable which affects cumrent authentication
systems is that it is very difficuit to well define to what extent to authenticate the
content. If one needs to compress the content, several options to control the target -
compression quality such as either compressioh bit-rate, or target compressed file
size in bytes or compression visual quality elc are typically given. It would be
advantageous if similar functionalities are provided in the content authentication
system. The example embodiment seeks to provide this functionality. it is worthy
noting here that although the authentication could be also measured by quantization
‘step size, because of a large diversity of content, furthermore, ususally the content will
be stored in compressed form which is done by both quantization and entropy coding,
the quantization-based measure for authentication is still not well descriptive and

axplicit.

An authentication system in the example embodiment is llustrated in Figure 3.
Given a target authentication bit rate (ABR) and authentication robustness level (e.g.,
fragile, lossless to lossy) as pafamefer 300, one digital signaiure 302 is generated
from the image content 304 during JPEG2000. coding procedure 306. By running _



10

15

20

25

30

35

Figure 8 is a schematic drawing illustrating a computer system for

mm%ggg the method and system according to an emboc’?&;ﬁ;@@{&&%(}(}su

w

present invention. 5 DETAILED DESCRIPTION A system an mework

for authenticating JPEG2000 images i an example embodiment of the

invention with a pre-specified authentication bit-rate (ABR) includes

selecting ABR for the given image, selecting the desired authentication 10 ‘
robtthds & PXaRtIBIRE ROEESAi NGV iRieaprrisaint S opter Rgoope allocated in
praifiestiie amshdrRrameigifsrgenesiogine:cenrtentbasad signatysasi ABR. If the
with iven, ABR, watermarking erroy .cqrrection codes back to,the

el e SRR BRI 18 RS DS B ig e moue
wildtdsigriedidratimestatmeise spieapdingusiovalifieatibiisThea straightforward

exanpis esnhadimnal e eriaorapaiible vaduRdiGKMisation robustness level
cture, (PKI) but also robuyst and ical JPEG2000.i

Infrast P flexible in t ir )
o e AR S SIBRee oA, T LIGRSIRRS, dahieaoncton is
conifee ssichadredter sigretdia g ¢nificatiationhanidpgesing)eniscare hionedtly recovered
abvEmARE RO HASE MMNEN fSCUFIRNRUHIRG RN 2O MRIE TSR image, the

that it is very difficult to well define to what extent to authenticate the

colBREPOSHERER FaREHb AR NETizH U ARENC SRR SAYHIGHS B RSNk 8o required

theuthegeicaitumpoessiviciliaiyl RGBS Bithes asyoptressiatukitriadaleot12 with lossy
gl sempressEdlle Sraiabuies oneompressian s AR S Al obust to
typically given. Tt woul bea vantageous If similar functiorialities are

piBGRRah ditabarsntiasingicatipuipsusy sdvateraasikem pleEG2000 image 314

erhotinaeBbeReks Ay REP¥igR-tNS umetionality. It is worthy noting here

that although the authentication could be also measured by quantization
step size, because of a large diversity of content; furthermore, usually the
content Witle recstesedan lossypsessdchfiimortiati-saden dnygeotuthentication in the

qg&gﬁg@wﬁimm:ﬁgﬁi@ge _a.ggg%eeﬁzm@ra&gégyg@m%&@%emem.based

authentication Is still not well descriptive and 30 explicit. An authentication )
syeRas Auheaticaiple BribBoirmplie REbesiaen pfjuretbesfesedped in detail,
tergesasihienitatioappitaaiedABR) petsanthantcatignerenuatiaasde\althentication
%;%‘NJF%%%;’{%?%% ORI h 8P R AmeIer 300 QNS il SINAIUIS ined in the
3027 is generated
art to implement the other. More specifically, lossy authentication utilises lossy
watermarked embedding, whereas lossiess authentication uses lossless

watermarked embedding.

In the examples embeodiment, signature generation / verification modules are
mainly employed for content signing and authentication. Watermark embedding /
extraction modules are only used for embedding and extracting ECC check
information. Instead of directly sending an original image to recipients, only the
watermarked copy is send together with one signed digital signature whose length Is
usually very short (the signature size is only around 1024 bits regardless of the

original image size).

Refer to Figure 4, among four inputs: original image 400, JPEG2000
compression bif-rate (CBR) 402 b, Lowest authentication bit-rate 404 (LABR) a and
image sender’s private key 4086, CBR 402 is the mandatory input for compressing
images info JPEG2000 format. In addition to the original image 400, only two inputs

Ty
i’
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example embodlment the whole protected content can be aﬁ)ocg§%2?|94/000312
dlfferent subbands and different resol8ition levels based on the targeted

ABR. If the required authentication robustness level is fragile, then a

traditional signature module 308 is called to generate its corresponding
sigitanans¢t i gonesataifmfinvardon G naimsigneddit cifdl iorgptontent-based way:
sigigai e kg f@@s"f&%a%HQeﬂﬂeﬁ'%@@lstﬂ%s%@@bdﬁdoﬁﬁk?&é BeBiure is

a robust smwature module 310 with lossless data hiding function is” calléd

sHTERIRE MLy raGR AR addrP e RAG gt Eo%ﬁw?d’%%‘é ihepijc as long as b
résgremtel ems wming the tewdvadng |demuppﬂe‘obrﬁ tefrecbalingaisibeamipulations

aepleqéeo% %@gﬁ(?%lﬁ%%p%@.%&q @%&Hp,%gs 8fﬁt@é§g§eveqﬂ%e 410,

be exacty recovered. If the required 1 aut entication ro ustn

|05 Offnch irpBast $inRirenssignes colttitianefepmatien nvwmvg el Hearsiormation
innalipeiameue, heigenss alpssignatseimesar opuRt200insitdial 412. EBCOT

distortians. The |r_1al t s arke G20 |m 4 .
aﬁs’d%{scg%ssnogﬂfé%y&gl Ipéllltgna\ ure%ﬁ%)r%bﬁ r%%‘él%ég 64?1 o’ss%lg &Opt’mal bit

SEaEi-pruid é@ﬁtéﬁﬂga@@@ﬁ&@é@ﬂﬁ@@ﬁmﬂ@ﬁamm@c@ﬂaﬁaﬂ&om the available
erabasieREIkNBIRA. A8s iRethitd aeS HeSSSHNEHARIR above LABR 404.

(t:!gntent based mag_e authentication In the example embodiment will n
e

CRIE Rt SO, CRhaTRICR IO (o I ETRE A Fac abn SRARR 426 1o

ig¢heratt thatrdispsadinghpatiyatiopclatity CHe)ild2SaTtenBOEians teken as the
|g@8%e@hﬂqﬁee }%Qlfﬁé?&d%é?&%ﬁw%'n the 20 art to implement the

other. More specitic ossy authentication utilises lossy watermarked
embedding, whereas lossless authentication uses lossless watermarked

embeddmg. éﬁhﬁ'@i@é&%@rﬁﬁiﬁQ@lrﬂmgﬂﬁiﬁﬂﬁtgﬁﬁ&@ﬁ'%ﬂ extraction from
verlflcatlon modules re 25 maéﬁgy I_§I3Io ed for nten.t signi
dff

AR maRC e A Bl Rl e R ness to the
f@m@m@mm@mrmmg @@@',cﬁe‘ék iinfeppiaton. thsteseluiidieatpodiment

SRPpFinGAO YN plimagesta e GRS BNy HBS WatAHmaRses e?péfa& block are

send to ether with one signed digital signature whose length is usua

f (e sifiridie spead bl Arufitiereniriaek: rEB%rWPé@ETéﬁ%@mbeddmg

location may alsc be determined based on the LABR vaiue 404. Note only the PCB
data 428 (not including the fealure codes) are embedded in the watermarking
process of the example embodiment. All codewords 432 (features together with. their
corresponding PCBs)} from all resolution levels and all subbands are concatenated
and the resulting bit sequence is hashed by a cryptographic hashing function such as
MDS or SHA-1, 434. The generated semi-ragile hash value can then be signed 436
using the content sender’s privaie key 406 to form the crypto signature 408. Differing
from a data-based signature scheme in which the original data are sent fo the
recipients associated with its signature, in the example embodiment the watermarked
image is send to the recipients instead of sending the original image 400,

Refer to Figure 5. To authenticate received image content 500, in addition to
the image itself, two other pieces of informafion are needed in the example
embodiment: the signature 502 associated with the image 500 (transmitted through
external channels or as embedded watermarks), and the content sender’s public key
504. The image 500 is processed in the same way as content signing: decompose



30 original image size). Refer to Figure 4, among four inputs: 'original

w %QgpﬁggJPEGZOOO compression bit-rate (CBR) 402 b, Lofyteﬁg(;720(}%,@90312
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authentication bit-rate 404 (LABR) a ar118I image sender's private key 406,

CBR 402 is the mandatory input for compressing 35 images into

JPEG2000 format. In addition to the original image 400, only two inputs

WO 2005/031643 PCT/SG2004/000312 9 are needed to generate the .
IPEd 8060 RGBSR s h RS ESSanFay HRSkriRie kgt here itis
406s8iidHethABREGAMMIf imd BE G20 (fkinagecsidodtint isagensagtecand one is
W'g]u%h'%n B \{%I & t?}a%v '%%%%W%%BB;@ '”‘petﬁgthi bcea§s|o%%%2§:@EG2000

is greater thar'a and the new image is derived from defined accepta
ma&aporases She deriyterieadbyparaintor RN @t dsrehiained in the EBCOT
compigsSPshy e GREU 0B gR Aiding IiNecetaiaal Fnngendee dittedded watermarks
undergoes color transformation, wavelet transformation_and.guantization, .

R R e re SR RSBt ShiBRRE o Bty Syt the
is fhamres piey enblopubitch|amé fraoticthalirkegives cotiog £08, 4uBignthe PCBs are
OPIUTIRlhE HALR-CRIRAPA AAPdls (P BaNL BRI faRIY aRAs M SXdREIed the source

424 from the available 10 fractionalized bit planes by assuming the ima%e _
is Bifeatita] WeovR AR = ESH AR N6 SORBTRUUMPIH e Seagpy Codewords
theeshpld ethele b rEénicastiidAR6: e gedoekate bemesfgonding parity check

bits (PCBs) 428. The PCBs are taken as the seed to form the

block-based watermark 430. 15 The embedded watermark is preferably

robust erfisgroRipeRiratip AYmErAMe Gitiegopsisyasd Rigsk e Blaeibla see whether
maﬁ]mmr%(?ém&c%@gemrﬁwﬁ%@m@@d e ﬂvaﬁeﬁ@\afﬁﬁm the image
might occur, is,applied in the ex es.empodiment_again hefgre .
0 PSR AR PSR THED et R BRI SaEF e b fasy ateration
erusatioles] ifftaitheddversiamardlockrertablifférentastock. iMhanyafesiwerkcade are

e'EQﬁQ&mezw Q‘"’g"@@gw Rlse-peelsraingd-hased 9 s kABRY dRatenate
404. Note only the PCB' data 428 (not including the feature codes) are

erfib&aHEAMH tHRARYRSARATIGNY JPBELSBIRRS AR EIP MASEaIRR AT 920 the
cadewosdg s dedthy hingetifiatiti.rtwelt isotmespentinglRiCBs)dgon bit-by-bit
a!lgg%soal%{ggg Jéezvf § %geﬁlltﬁgspeb%g %gsr e T{&%ﬂ@?‘eﬁf%%%@dﬂﬂ%ﬁ%@% netated and
bit'Sequence is hashed. by a cryptographic hashingfunction such a
the other is decrypted 526 from the associated- signature 502 by the obtaihed public
key 504): if any singie bit differs, the verifier will deem the image unacceptable

(“unauthén‘tic").

The procedure of signature generation and watermark embedding in the
example embodiment involves:

Selecting - the authentication robusiness levels: fragile, semi-fragile with
iossless data hiding and semi-fragile with lossy data hiding.

JPEG2000 encoding the image based on coding parameters such as
progression order, compression bit-rate, etc.

Generating the content-based features with the given Authentication Bit-Rate
(ABR). | |

Employing error correcting coding scheme fo {fame the feature perturbations
caused by some incidental noises or embedded watermarks, if semi-fragiie

authentication is selected.



25 MD5 or SHA-1, 434. The generated semi-fragile hash value can then
be signed 436 using the content sender's private key 406 to form the

Worj#eodigsaiture 408. Differing from a data-based signature stHE¥e2f§4/000312

which the original data are sent to the fdcipients associated with its

signature, in the example embodiment the watermarked image is send to

the recipients instead of sending the original image 400. 30 Refer to

Figure 5. ?@@mﬁticm@ r%m%ed?fmgqa@mtm%ﬁ&a@hgﬂim&o #8€ image as

image itself, two qther pieces,of informatign are in the p
BT e S 1oR b S A Rt st Bes i BOgTeca. depending on

(tramsaﬂlwecsﬁme&g@iieemmscmdnas dats mmm@d@edlm@msaﬂk@)amnttcatton

the cpptenisandgr's public key 35 504. The image 500 is processed in the

same way as content signing: decompose WO 2005/031643

5 pCT/SG208BIIBB ST HAF ‘Hh%fﬁﬁ’?& ARG S blocks, to extract

features fafstracinigekoviNets thatdierkey in aksumedibedBIEGROANd obtain the

mwg%ag 8. g ecoded into raw image and one is authenticating this

raw im iven LABR. If the image is still JPEG2000 compressed, the
features aﬁ&?mﬂl‘é‘?ﬁ%ﬁfﬁs ehrvalsinarioteanretion weiEBigtiupdupiiiation in the

frogkdpenitPaRa-deeeingprocedure). From those embedded

Watermarg ]E eextr cts thetIPCB eneratei at he ource STI i ,
0 512 NoHEFINE (08 PLL ST Caa S T o U o USG) FalDe e with
50(saikie daeP By ared mv@aedbfmth iss ywaéabrinigiRg. 510 that are
ge“efateQa%ﬂgrsmae@:@eé’oﬂ’ééﬁ?b%%‘é@%aiﬁﬁeﬂﬁﬁ %CSHIQ{“&EHancauOn bit-rate

features and the corresponding PCBs to form codewords 10 518

wherdbRtEREIE iR 88&%‘6&8 Heping PRS00 impae: the
syndromaE&frﬁm:@d%m klgtichyrkickebnoise tnabetbentany blMWﬁEBﬁarking is

15 Whas 3¢ Ost z‘r’m"c?rdsn%fr‘? GRIie %‘g@ d {g&’eiﬁ@@%ﬁﬁs‘@é grsﬁé%l%?‘%ﬂé JPEG2000

unatthentic and use the ove ecklng proce
altéragent necrRsEivns. If aII codewords are correctable (i.e. errors in any

Iﬁature C@ﬁ}:t%@n@oa;?@ﬁaé:&@anﬁg F&@?& \A&éﬁ@ﬁ%aé)ﬁ@i{&ﬂ@é?@g@&@ﬁ%aﬁxms and
esoure5|e CcO en rec coaewor INtO a globa

B RIS e B e s g6, sl atacks.
ve@ﬁba:nmaeré&plltymgfmeyptmha&ldemahrﬁ@@kcacbw@yi&lt comparison 524

20 Pbetween Hese i RASHEdhRRR fagBSibh iR S SEIARERABset of hash

25

30

35

Bit-bit comparison between these two hashes: if one bit difference exists, the

image is deemed as unauthentic.

Figure 6 is a flowchart illustrating a method of protecting a digital image in
an example embodiment. At step 600, feature values are extracted from the
digital image based on a selected authentication bit-rate. At step 602, data
corresponding o the feature values is embedded as a watermark into the digital
image, and at step 604 an image signature is creatied based on the data

corresponding to the feature vaiues.

Figure 7 is a flowchart illustrating a method of authenticating a digital
image in an example embodiment. At step 700, data embedded as a watermark
in the digital image is exfracted. At step 701, feature values are exiracied from
the digital image based on a selected authenﬁcaﬁdn bit-rate. At step 702, the
extracted data and extracted feature values are processed to derive data



20 the other is decrypted 526 from the associated signature 502 by the

W&%%glpﬁblic key 504): if any single bit differs, the verifier "%%%%&5‘@603-12

10

15

25

30

Image unacceptable ("unauthentic"). The procedure of signature
generation and watermark embeddin91 the 25 example embodiment
involves: Selecting the authentication robustness levels: fragile,
semi-fragile with ossless data hiding and semi-fragile with ldasy data
hidfRGEsPRIS IR RESiRRY fRatHageAbSed B cBtifDafAthetBRs dadived data
ascpragigasiongotseheamgiessiea it algiuets. is0ctraparatingithereference data

copienihaped tealureswill) e diven Al e%P“Cif%“f?{” %i@ 18 GER):
Employing error corredn coding scheme to {ime the feature
perturbations caused by some incidental noises. or embedded

watermarkge i RaAYd A& yathe Bl eal @ ipraie el iV APBR0Sd dhBlemented
PCT/SG2004/0 0312 11 E %eddln%the_P ]Bsﬁ all ECCSFcodeW%rds it v be
batk 8 tFeRY é%ﬁ*ﬁ&i’e#@ kSRR Y brTodsige & It may be
enbptdirgisdittsedivdepesdiriyamawheteesanigrayikdvgssseied within the
logrriRhidig s §HBSeRAS e RUINS MEHIARLIRDUSIRESS 18¥8' 18 conduct the

Applying cr;/ to hash on all ECC codewords. Using image owner's private
ke F GG R IoRREARSIR AR HYBtain the image signature. The

procedurgief watapntark exdtagiicguandsignatyte yeoshieptiosrimibaule 802, input
e > embaodiment ipvolves: 10 Selecting the authentication robustne
Ieﬁ%&ﬁ%ggi eg;ggerryh%%ag% g vﬁﬁ{d}%%?esasn a%a%ﬁlgngéti%%d% %e m"i‘-ng‘S}i@ &itﬁts output

losisyigateshRhirRs Césslan Pt erdmeneh338d features with the given
authenticaiiordfipaisr froiBestecrieshREE290Q iR asensling 812 via a
bk hanacerer davice 1 %707 Rl EESL T 815, HedRihet & other
If AT FRATR YT ' | g .
network systems such as Local Area Network (LAN) or Wide Area Network
(WAN), -

The computer module 802 in the example includes a processor 818, a
Random Access Memory (RAM) 820 and a Read Only Memory (ROM) 822. The
computer module 802 also includes a number of Input/Qutput (/O) interfaces, for
example /O interface 824 to the display 808, and VO interface 826 fo the

- keyboard 864. .

The components of the computer module 8-02 typically communicate via
and interconnected bus 828 and in a manner known to the person skilled in the
relevant art. _

_ The application program is typically supplied to the user of the corh'p'uter
system 800 -encoded on a data storage medium such as 'a CD-ROM or floppy -
disk and read utilising a corresponding data storage medium drive of a data
storage device 830. The application program is read and controlled in its
execution by the processor 818. Intermediate storage of program data maybe

accomplished using RAM 820.

The embodiment described may provide a system and method for content-
based authentication against unauthorized modifications of the JPEG2000.
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15 lossless and no truncation is applied into JPEG2000 image, recover
‘the JPEG2000 image if necessary. Employing error correctlr18_(1:Ig:*_5,)§(jér%?oMmmﬂ2

WOHHEYA the generated features and extracted watermark
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fails, indicate the locations as possibld%&ttacks. Otherwise Applying crypto

hash on all ECC codewords. 20 Decrypting the associated image

signature and obtain another set of hash Bit-bit comparison between

these twé bgsiaes aiibrethivdife reritentixsisgtHEEERHY itrdgenie thasmbodiment

URRAUINBRNC iFIpE5 pd Cm@”ﬁi"iﬂb?tfﬂwgﬁf@??thﬁggéf, PEQIESHRY @he desired

digital image in 25 an example embodiment. At step 600, feature value
areGRAERP T PR SR IR RRRO HRgel BFFardine R ARBIRRIRIG - = 52000
bipratediesiep pazZrdaterscorrsmingdinigetatintefadinsed algastises with the given
e d e ' igital i a -
s AR ERE RN LG [RER%e The Bhelr ket ity sendng
felirirvataneaked FgER2948 dmadrhaseaniatedingth ttetdisitelr signature to the

aytapmieatineauigiaindatrae in an example embodiment. At step 700,
data embedded as a watermark in the digital image is extracted. At step

701, feature values are extracted from the digital image based on a
selectedTapinaindeatioatione até. ihe sglrEodiceiioBSexneresd ghtdhengmbodiment

extagted featiigVvalues Areingesssd to derive data WO 2005/0316=43
PCT/362004/000312 12 corresponding to original feature values, an

d at
step 704 BHERENEADNG: Erviecidhdif TIREY YinaP réiRAE G BNt under
copadhsiticefencnceatatahderivednirencaoldnagdosigiatseseral ways such as

T e e

stigaiatBaty denavasiiE qlrsteanshpibsaipsoie irsme ahbe At file size are
SualhRS M BRI ahdRaingsxeaiirdaVithiE theaamPuisheystafould be

?r%)%gg%r%éﬁg%‘%&%g%%%% d?ﬁ/gat (h);l 58.00 to conduct the method of

Content transformation in different domains; Given the authentication bit-rate,
the content to be protected may undergo some practical transformations among
different domains such as digitai-to-analog and analog-to-digital. By using ECC
scheme, the transformed content should be protected against unauthorized
modifications as long as the bit-rate of transformed content is still greater than

authentication bit-rate.

Embodiments of the invention may provide a systematic and guantitative
way for authenticating multimedia content by casting the content into a finer
representation in terms of ABR. This then brings much convenience for the
authentication applications by simply keying in one parameter-authentication bit-rate

to protect the content.

Embodiments of the invention may also provide a framework for meeting
different authentication requirements from real applications by employing different
signing modules (fragile, lossless and lossy) which is in line with different JPEG2000

coding settings.



10 The computer system 800 comprises a computer module 802, input

waRsesaych as a keyboard 804 and mouse 806 and a pluralityrfestputens12

10

devices such as a display 808, and pripijer 810. The computer module 802
is connected to a computer network 812 via a suitable transceiver device
814, to enable access to e.g. the Internet or other 15 network systems

such as Lé’r%%'gﬁ"}eﬁ%%%eg@'%lé grlT\'?éN}I%; Wl'%e Oégégap'r\lo‘%lm’eo%(n %mé;@ae soiution for

computer mo In the example inc S a'processor 818,
RaAGBIROABEBSMBIRIET) FRANRTB20 exiiraiRb APy WRIRRHyRENNe incidental
82 disToRRorROFRPNER 4B ARG RBiAIS OFNRKSI AR Ao N B BRFRHBIDHP Y Wcorporated
(|/O%r£g§ga% s, for 20 exa #le 11O mterfac:; 824 to the display 808, and
VekisitYir:t FEHRe "9 S 'BAG TS é@fﬁ?ﬁg}%ﬁf@ The computer

module 802 typically communicatg vial and interconnected bus 828 and in

a mannef kpawa (e d _@Bfﬁ"!ﬁeﬁé@ﬁ@%ﬁf@#ﬂ@ﬂ@éﬁ 4l Bemerous variations

application program is typically supplied to the user of the computer )

sySRMrepeiRAIgRa B\ RRafaRdB g BERBAYSINRREO™ RECRiI B the specific
flogpyodihsiemdmaaﬂmtiﬁpm@dmmsp_emﬁm da‘a:aﬁar@gmadiunﬁﬁiﬁi\& broadly
of @egé}fg‘g&.t‘%’ﬁ@g@s&%é@%ﬁﬁb&%&%ﬁ%‘%&g&% %"Bésgﬁ%%%'ﬂéjd in gfl respects

contro In its” éxecution by the processor termediate storage 0
préyparusinetiMeagmbngradastivelished using RAM 820. The embodiment
described may provide a system and method for content- based
authentication against unauthorized modifications of the JPEG2000. WO'
2005/031643 PCT/SG2004/000312 13 A system and method for
authenticating JPEG2000 image in the embodiment described includes:
selecting ABR for the given image, selecting the desired authentication
robustness level, encoding it according to the appropriate JPEG2000
procedure and parameters, generating the content-based signatures with
the given 5 ABR, watermarking error correction codes back to the given
image, finally sending
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the watermarked JPEG2000 image associated with its digital signature to

the recipient for future verification. Typical applications of the

authentication framework of the embodiment 10 described include, but

are not limited to: Content streaming: Preiecting the integrity of the

streamed content under given authentication bit-rate. The streaming
cqeilghbsione in several ways such as streaming the content into a buffer

with bit-rate A Igter streaming it into the client with_bit-rate B.. As lo o

the all st eameg\tmﬁ’ %ﬂg}%? é:]ig}g[haegég%%t}]gp ﬁ%eSitPee é?gtlfggg%g\%g?%mg.
than the ssithatinbefeigaiornvbitestdione Sireaisi@cinrge dpragd e a selected

Proteciedcaringivnasthaszesk podificatigasc&rRakent transformation in

different domains: Given the auth_enticat% it-rate, the content to be

b
protectedHREH 190Ny 8 YR GRICH AT ﬂrn?é%%%sm%g GHdelse Teature
damains shehpascdigitatofahal extaaciah Madgute- digites BymsiigrgCG@Rong data
choerﬁ%gp&%ﬂﬁqns{g med CQQ&%@@@O%Q‘%WQ@%@ agadst on the selected

unauthorize odifications as long as the bit-rate of transformed content

is auihgréiaadiom arPeRitABAtication bit-rate. Embodiments of the invention

may pro\dgaary tematiangigihotiéative 25 avayHer catierdicatinonding to the
ult%'media content by casting the content into a finer representation in

1 &t B > This then brings much convenience for the authentication

applications by simply keying in one parameter-authentication bit-rate to

protect the conteRk 3Q&MmRpdmentsAEaiNQaReN MayiRseiRravidepocessing

framewark for meeting differe thentication requirements from real
apIRRASRS 59%%511%&?&%@?@@@%%@ A e SRR el s e data
lossy)aspiwidisgrtdinesvightdifersnedPEG2000 coding settings. WO
2005/031643 PCT/SG2004/000312 14 Embodiments of the invention

may also provide an ECC-based solution for_tackling the perturbation
problem &f extratiedME AR HABEDL Y SATBIntRIcht Y GG lon fealure values
welbas awriesnarkiog iy shesouseckiednitentagincandigitaldorpgeatesl thresholded

and coded to create the data corresponding to the feature vaiues.

4. The method as claimed in any one of claims 1 to 3, wherein the
processing further comprises embedding the data corresponding to the feature

values into the digital image.

5. The method as claimed in claim 2, further comprising applying ECC
coding again to parity check bits generated during the ECC coding of the
extracted feature values to generate the data corresponding to the feature values.



10

into PKI without any modifications in terms of system protocols. 5 It will be
appreciated by a person skilled in the art that numerous variations and/or
modifications may be made to the present invention as shown in the
specific embodiments without departingI gré)m the spirit or scope of the
invention as broadly described. The present embodiments are, therefore,

to be consideredjn alhpsReslS AR PSS iatye ARddiRtERSEiRGRIfng of the
f,_ 15 CLAIMS 1. A method of protecting a digital image, the method

cotAptiSRIERSBRAAREIP fha R AR M HSHPME HEIRIMAKYS FRBEHGR®GIN a lossy
seleciasksiibenlicaiiebibratecatilctsel eciedimag eontert; 5 selecting

an authentication mode for processing the extracted feature values, the
processing of the extracted feature values comprising deriving data
corresponding tohaawsiiegtes featned Hl@dynanerbiginseletady wherein the
AheRlicAiANAROGIR 8 RI GERRING AbiMAERSIBIIAdDaseshpAdhRsiata hashing

corresponding to the 10 feature values. 2. The method as claimed jn
RO Bi P SR RER TGP N4 PR P LR (e feature
extedictad feature values to derive the data corresponding to the feature

values. 15 3. The method as claimed in claims 1 or 2, wherein the feature

values from each of a plurality of codeblocks of the original digital image .
are thresPolded T ARdWIHEE RPcHAIRSAdHARY BrRe GSHRIMS t% {Re/, wherein the
featutgivaloiese2thdgd hgmethedas praissadiiis mgyaoméyefeclkams 1 to 3,

wherein the processing further comprises embedding the data

corresponding to the feature values into the digital image.
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5. The method as claimed in claim 2, further comprising applying ECC 25
coding again to parity check bits generated during the ECC coding of the
extracted feature values to generate the data corresponding to the feature
values. 15a 6. The method as claimed iggclaim 4, wherein the embedding
of the data corresponding to the feature values as a watermark is
conducted in a lossy or a lossless way, based on the selected
authentication mpde. 5 7. The method as claimed in any one gf claijms .

to 6, wherein trzgg%rgjaeﬂéado%gf ' aag 'sri}gﬁa}(uf)en%o%pr%&sﬁprﬁ)yﬁﬁgVgl%erem the
cryEithgcafinithhashimgriigsctisiriousinit Heydigite mpasenthvgitg tetembedded

cQiresPnding ipdbsitealyna: ¥algrs. 10 8. The method as claimed in any

one of claims 1 to 7, wherein the creating of the image signature
comprises utilising a private key. 16 9. The method as claimed in any one
of claimstd.to 8;Twhereihibe metiotdriedhér camposes distidotaglthe 9, further

digital image, jngluding the.embedded_d e Authentic figiflyata  utilis
im%g?é?%gﬁ %&gwetﬁ‘oéd Egé i:airﬂgggﬁ ’aﬁﬁé féﬂa%n%qﬂtgo%, furtﬁe?’ HHISING
colp#9§ @ 6amgrafe@igital image, including the embedded data, utilising

JPEG2000 compression. 10 11. The method as claimed in claim 10,

wherein t[: extracting of the feature values, the embedding af the data.
: }'\ 1) ; Xira of th
correspo %Ie'lng tb é'?g% ﬁ%ea\% J%’sr?eé]nw tf?‘eé 'creéﬁihg‘.ﬁ“iei g)ﬁ%‘eg |Lm”%g']e€ wacting ©

sifgritree wigertbarenikedghng oiftitec)Pale covesreing 16 the wature values,
mgthpd of authenticating a digital image, the method comprising:
extracting feature values from the digital image based on a seIeF

adhé Greating, Bft-ﬁj?ﬁefnéﬂ%e signature are pe&rformed as part o tﬁwde JPEG 2000

coding.

12. A method of authenticating a digital image, the method comprising:

extracting feature values from the digital image based on a selected
authentication bit-rate; and

processing the extracted feature values to derive data corresponding to
original feature values based on a selected authentication mode; and

comparing the derived data corresponding to the original feature values
with reference data derived from an image signature associated with the digital

image.

13. The method as claimed in claim 12, wherein deriving the data
corresponding to the feature values comprises ECC coding the extracted data

and extracted feature vaiues.

14.  The method as claimed in claims 12 or 13, wherein the extracted
feature values from each of a plurality of codeblocks of the digital image are

decoded to derive the data corresponding to the original feature values.
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. processing the extracted feature values to derive data corresponding to

20 original feature values based on a selected authentication mode; and
comparing the derived data corresponding to the original feature values
with reference data derived from an imag? signature associated with the
digital image. 25 13. The method as claimed in claim 12, wherein deriving
the data corresponding to the feature values comprises ECC coding the
extracted data and extracted feature values. 14. The method as claim

| d
in claims!$2 or TewRetend tqe Siaaesd BERYarhe IR MEn 248 %%,afurther
pl%wﬁyigfagogﬁm@hqhg Qfatﬁaeléﬂgi@idﬁ@% arendesodeR to derivigike datme; and
corresponding to,the original feature val ) .
e AR e SRR P B NS drabred RIS (0 derive the
emidederieapendiatetenaiiginaifeatiyRaiaage; and the processing the
extracted data and the extracted feature values to derive the 5 data

corresponding tg original feature values. 16. The met as claimed. i .
Gl 13 rther CrERIERS ZBAMGE L ARtBag Lo GaEr i appiying
e>daCtald ctatmgidritd. 1$ hirensathacted ddddmed in claim 15, wherein the

data is embedded in a lossy or lossless way as a watermark in the digital
image. 18. The method as claimed in any one of claims 12 t%17, further

comprisifd appiAtfy Bt RASt G SR SECARIR thnWRRIEYL DR S&HGHE GmPedded
den\eissshbobiloseiiseneay apre seatinmne irefeecdigitalataad®. The

method as claimed in any one of claims 12 to 18, further comprising

applying a public key to process the image signature for deriving the

referencd 8ata. Po2orethedmashetpiaredaimaiin 2% 8hegitminss 1 1d, further

1% gmMhisieRas pel adlyBhesrapmptisesnigae v théerdigiial gmaigesas derive a
coded digital image. 21. .Thet' method as C!?.i%‘ﬂed in claim 20, wherein the
di&’fa??ﬁ%ﬁéoﬁre resenting the reference data.

19.  The method as claimed in any one of claims 12 to 18, further
comprising applying a public key to process the image signature for deriving the

reference data.

20.- The method as claimed in any one of claims 12 to 19, wherein the

method further comprises receiving the digital image as a coded digital image.

21.  The method as claimed in claim 20, wherein the digital image is
coded utilising JPEG2000.

22.  The method as claimed in claim 22, wherein the extracting of the
data embedded as a watermark, the extracting of feature values from the digital
image, the processing of the exiracted data and extracted feature values, and the
comparing of the derived data corresponding to the original feature vaiues with
the reference data are performed as part of the JPEG 2000 de-coding.

23. A system for protecting a digital image, the system comprising:



25 coded utilising JPEG2000. 22. The method as claimed in claim 22,
wherein the extracting of the data embedded as a watermark, the
extracting of feature values from the digital image, the processing of the
extracted data and extracted feature vaq#ez}s, and the 30 comparing of the
derived data corresponding to the original feature values with the
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system for protecting a digital image, the system comprlsmg 17a a
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image basetbasa aaelﬁoteiduauéhectim@twn ditirateicatinodesidettopiocessing the
sel)g&gn aqe%%pgn lﬁ%lg)n mode for processing the extracted feature

values; a processor device for deriving data corresponding to the
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the data corres ing to the feature values. 18 24. A com uter e

data storag&' ﬁwg ﬁocﬁﬁsogtore }cler%%enr ggrenaf)% earn |ma cbae %ﬂ%bt!)%sed on
mﬁmw@d@mmmmgsa&mﬁbat@ﬂ@@@u&sa method of protectlng a
digital image, the method comprising: 5 extracting feature values from the
digital image based on a selected authentication bit-rate; selecting an
authentication mode for processing the extracted feature values, the
processing of the extracted feature values comprising deriving data
corresponding to the extracted feature values based on the selected 10
authentication mode; and creating an image signature based on the data
corresponding to the feature values. 25. A system for authenticating a
digital image, the system comprising: 15 a feature value extractor device
for extracting feature values from the
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digital image based on a selected authentication bit-rate; a processor
device for processing the extracted feature values based on a selected
authentication mode to derive data corresponding to original feature
values and for comparing the derived dagg corresponding to the original
feature 20 values with reference data derived from an image signature
associated with the digital image. 26. A computer readable data storage

medmmﬁjgvmggtored %,Qg{%ggdggfgpag% %%g@rﬁgﬁﬁm% 'stored thereon

mstructlng a compu{ntp 0 execute a met 5 aut entlcatlng a dlglta|
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Irrifaelrencgtgé&’ﬁr%rﬁﬁ%ﬁ%ﬁ@df?@g%g@aﬂ#eﬁ%@%@dtWéhetma@:@l@a}feature
?ues the processing of the extracted feature values comprising deriving data
corresponding to the extracted feature values based on the selected
authentication mode; and
creating an image signature based on the data corresponding to the

feature values.

25. A system for authenticating a digital image, the system comprising:

a feature value extractor device for extracting feature vaiues from the
digital image based on a selected authentication bit-rate;

a processor device for processing the extracted feature values based on a
selected authentication mode to derive data corresponding to original feature
values and for comparing the derived data corresponding to the original feature
values with reference data derived from an image signature associated with the

digital image.

26. A computer readable data storage medium having stored thereon
computer program code means for instructing a computer to execute a method of
authenticating a digital image, the method comprising:

extracting feature values from the digital image based on a selected
authentication bit-rate;

processing the extracted feature values based on a selected
authentication mode to derive data corresponding to original feature values; and

comparing the derived data corresponding to the original feature values
with reference data derived from an image signature associated with the digital

image.



