-1- METHOD AND SYSTEM FOR SENDI NG SECURE MESSAGES FI ELD [0001] The present
application relates to nethods and systens for sending secure nessages
and, in particular, to a nethod and systemthat automatically retrieves a
certificate for encoding a secure nessage, BACKGROUND [0002] Electronic
mail ("e-mail") nessages may be encoded using one of a nunber of known
protocols. Sone of these protocols, such as Secure Miultiple Internet Mail
Extensions ("S/MM") for exanple, rely on public and private encryption
keys to provide confidentiality and inttegrity, and on a Public Key
Infrastructure (PKI) to conmunicate information that provides
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private key of the pair. Accordingly, a sender can secure a nessage by
encrypting the nessage using the recipient's public key prior to sending
the messagqg p0003] A recipient's public key may be made publicly avail able
through a certificate associated with the recipient. A certificate
associated with an individual typically includes the public key of the
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M crosoft QutlookT"" or Lotus NotesTM retrieves the certificates for the
reci pients, and encodes the nessage to each recipient using information
extracted fromthe certificates. As an exanple, the nessaging application
may use pﬁ&Q%FRQVNQﬁCHnation extracted fromthe certificate in order to
encrypt the nessage to the recipient. -2- [0005] Certificates may be stored
in menory on the device or system sending the nessage. In particular, the
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Internet Mail Extensions ("S/MIME") for example, rely on public and private
encryption keys to provide confidentiality and integrity, and on a Public Key
Infrastructure (PKI) to communicate information that provides authentication and
authorization. Data encrypted using a public key of a private key/public key pair
can only be decrypted using the corresponding private key of the pair.
Accordingly, a sender can secure a message by encrypting the message using the

recipient’s public key prior to Sending the message.

[0003] A recipient’s public key may be made publicly available through a
certificate associated with the recipient. A certificate associated with an individual
typically includes the public key of the individual, as well as other identification-
related information. Reciplents can also make use of certificates to verify the
identity of the senderrand for non-repudiation protocols.

[0004] When a sender sends a message to one or more reciplents, a
messaging application, such as Microsoft OQutlook™ or Lotus Notes™, retrieves the
certificates for the recipients, and encodes the message to each recipient using
information extracted from the certificates. As an example, the messaging
application may use public key information extracted from the certificate in order
to encrypt the message to the recipient.



be able to send the nessage until the certificate is obtained. In sone
existing systens, the user nmanually | ocates the certificates for the

reci pients or invokes a secondary application to search for the m ssing
certificates. In some other existing systens, the nessaging application
automatically searches for and downl oads the required.certificates once
the user requests that the nessage be sent. This search and downl oad
process can take a significant amount of time, which can result In a

noti ceabl e delay in sending the nessage&.- [ 0006] Accordingly, it would be
advant ageous to provide for a nethod and/or systemthat inproves the user
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BRIEF SUMMARY

[0007] The present application describes a user device and method for

. securely sending messages to a recipient. The described device and method
Inltiate a search for a certificate needed to encrypt a message to a particular
‘recipient prior to feceiving a send instruction from the user. The method may
include determining when a user changes the recipients for the message and, as
the user composes the message, determining whether the requisite certificates
are stored locally on the device or need to be obtained from a remote source. If
the certificates required are not on the device, then a search of the remote source
Is initiated. In accordance with the present application, the detection of changes
to the recipient list and the initiation of any required searches occurs prior to
receipt of a send instruction from the user.

[0008] In one aspect, the present abplication provides a method for
securely sending messages from a sending device to a recipient over a computer
network, the sending device including a messaging application for composing a
message to one or more recipients, each recipient having an associated

' certificate, each certificate including a recipient-specific public key for use by the



a valid certificate for the newrecipient, initiating a search of a renote
source for the valid certificate through the conputer network, and

downl oading the valid certificate, including a public key for the new
reci pient. The steps of detecting, determning, and initiating are
performed prior to receiving a user instruction to send the nessage.

[ 0009] In another aspect, the present application provides a user device
for sending secure nessages to a recipient over a conputer network. The
user device includes a display for reddering a user interface show ng a
nmessage, the wuser interface including an address field of the nessage, a
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memory, and the user input device and a messaging application executable by
the processor for composing and sending the message. The user device further
inciudes a search triggering component executable by the processor for detecting
input of a new recipient in the address fleld, for determining that the key store
does not contain a valld certificate for the new recipient, and for initiating a
search for the valid certificate, and a certificate retrieval module executable by
the processor for searching a remote source for the valid certiflcate and
downloading the valid certificate, inclyding a public key for the new recipient. The
search triggering component is adapted to Instruct the certificate retrieval module
to Initiate a search for the valid certificate prior to recelpt of a user instruction to
send the message when the search triggering component determines that the key
store does not contain the valid certificate.

[0010] In yet another aspect, the present application provides a machine-
readable medium executable upon the processor of the user device for
implementing the method outlined above.

[0011] Other aspects of the present application will be apparent to those of
ordinary skill in the art from a review of the following detailed description in
conjunction with the drawings.



acconpanyi ng drawi ngs whi ch show exanpl e enbodi nents of the present
application, and in which: [0013] Figure 1 shows a bl ock diagram of an
exanpl e enbodi nent of a user device; [0014] Figure 2 shows a bl ock diagram
of an exanpl e enbodi ment of a host system [0015] Figure 3
di agrammatical ly shows an exanple certificate chain; [0016] Figure 4
shows, in flowhart form a nethod of securely sending nessages froma
sendi ng device to recipients over a conputer network; [0017] Figure 5
shows an enbodi nent of a user interfacéd -of a nmessaging application on a
nobi | e device; and [0018] Figure 6 shows, in flowhart form an exanple
nmet hod for detecting a change In nessage recipients. [0019] Simlar
ref erence nuneral s may have been used in different figures to denote
simlar c 0 | PT LE EMBODI MENTS [ 0020] Enbodi nment s
of the pr EiqgﬁﬁgFFEEﬁﬁgﬂcyiguﬁgf Hk@gﬁ to any particular operating
system ngiioli2]devi Rafemncimtiiecswbe, ms@r \LgTrwal cﬂnﬂaaqiiel,rte ther conput er
pr ogr amm The ati kes reference to
nmobi | e co%ﬁdﬁﬁggﬁﬁgﬁgﬁhﬁgég%ggn n“ﬂe%%% ﬁgﬁféon SR be 1imited
to nDbiIea@ébﬁﬁ@gfamhélwpKESent appllcatlon descrlbes met hods and systens
that nmay be enbodied in a range of client devices that are capabl e of
sendi ng” af@9&dei vi g Resgnyessa blockgiagim gl paraxarmle ephpdireans of Aviser e
devi ces, tgekephones, or other term nal devices. [0022] Referring now to
t he dramﬁngs, Figure 1 is a block diagramof an -5- exanple enbodi nent of a
user devi c{GOl@l] I n Boure Zsthedi arblots didghemusen exdapic embOdins:ra of whovay,
electronl ni cations device having data and possibly also voice
connunlcatron Capabilities. In at |east one exanple enbodinment, the user
devi ce 10ghagsihe qapabid alsyramngef@masw@%ﬁ%agﬁﬁ)ne%ért\rc&&Qﬁémdev' ces and
conput er systens Dependi ng” on functionality provid

[0016] Figure 4 shows, in flowchart form, a method of securely sendmg

messages from a sending device to recipients over a computer network;

[0017] Figure 5 shows an embodiment of a user interface of a messaging

appiication on a mobile device; and

[o018] Figure 6 shows, in flowchart form, an example method for detecting
a change In message reciplents,

[0019] Similar reference numerals may have been used in different figures

to denote similar components,

DESCRIPTION OF EXAMPLE EMBODIMENTS

[0020] Embodiments of the present application are not limited to any
particutar operating system, mobile device architecture, server architecture, or
computer programming language.

[0021] The present application makes reference to mobile communications
devices; however, embodiments needs not be limited to moblie devices., The
present application describes methods and systems that may be embodied in a
range of client-devices that are capable of sending and receiving messages,
including personal computers, mobile devices, telephones, or other terminal

devices,

[0022] Referring now to the drawings, Figure 1 is a block diagram of an



t he user device 10, in various enbodi nents the user device may be a

mul tipl e- node communi cation device configured for both data and voice
comuni cations, a smartphone, a personal digital assistant enabl ed for

Wi rel ess communi cation, or a nobile conputer systemenabled for wreless
communi cation, anong other things. (0023] The device 10 includes a

communi cati on subsystem 11. In one enbodi nent, the comruni cation subsystem
11 may include a receiver, a transmtter, and associ ated conponents such
as one or nore, preferably enbedded 05'1nterna| antenna el enments, and a
processi ng nodul e such as a digital signal processor (DSP). As wil | be
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t he commumnhiogti ons subsystem 11 and also interacts with further device
subsystens such as a graphi cs subsystem 44, flash nenory 24, random access
menory (RAQP233,  &lihe devineyl( wpiwﬁﬁeatqomm@ﬂ%@onw@smemm 2By oserial port
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communications, the particular design of the communication subsystem 11 will be
dependent upon the communication network in which the device 10 Is intended to

operate,

[0024] Signals received by the device 10 from a wireless communication
network 50 are Input to the receiver of the communication subsystem 11, which
may perform such common receiver functions as signal amplification, frequency
down-conversion, filtering, channel selection and the like. In a similar manner,
signals to be transmitted are processed, including modulation and encoding for
example, by the DSP and input to the transmitter for digital to analog conversion,
frequency up conversion, filtering, amplification and transmission over the
wireless communication network 50,

[0025] The device 10 includes a microprocessor 38 that controls the overall
operation of the device. The microprocessor 38 interacts with the communications
subsystemn 11 and also interacts with further device subsystems such as a
graphics subsystem 44, flash memory 24, random access memory (RAM) 26,
auxiliary input/output {I/0) subsystems 28, serial port 30, keyboard or keypad
32, speaker 34, microphone 36, a short-range communications subsystem 40,
and any other device subsystems generally designated as 42. The graphics



executed by the m croprocessor 38 are, in one exanple enbodi nent, stored in
a persistent store such as flash nenory 24 or simlar storage el enent.
Those skilled in the art will appreciate that the operating system 52,
software applications 54, or parts thereof, nmay be tenporarily | oaded into
a volatile store such as RAM 26. [0027] The m croprocessor 38, in addition
to its operating systemfunctions, enables execution of software
applications 54 on the device. A predeterm ned set of software

appl i cations 54 which control basic de¥ite operations, including data and
voi ce conmuni cati on applications for exanple,. will normally be installed
on the desubegstd® 4hintargctdant et disfay Bardnaeensat lopasicsaiHd/bic@kt aps, 54 may
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subsystem 40 | s a further conponent
store for execution by the microprocessor 38,

[0028] In a data communication mode, a received signal such as a text
message or Web page download will be processed by the communication
subsystem 11 and input to the microprocessor 38, which will preferably further
process the received signal for output to the display 22 through the graphics
subsystem 44, or alternatively to an auxiliary I/O device 28. A user of device 10
may also compose data items within a software application 54, such as email
messages for example, using the keyboard 32 in conjunction with the display 22
and possibly an auxiliary 1/0 device 28 such as, for example, a thumbwheel. Such
composed items may then be transmitted over a communication network through
the communication subsystem 11,

[0029] The serial port 30 in Figure 1 would normally be implemented in a
personal digital assistant (PDA)-type communication device for which
synchronization with a user's desktop computer {not shown) may be desirable,
but is an optional device component, Such a port 30 would enable a user to set
preferences through an external device or software application and would extend



whi ch may provide for conmuni cati on between the device 10 and different
systens or devices, which need not necessarily be simlar devices, For
exanple, the subsystem 40 nay include an infrared device and associ at ed
circuits and conponents or a Bl uetoothTM comuni cati on nodul e to provide
for comunication with simlarly enabl ed systens and devices. The device
10 may be a handheld device. [0031] Wreless nobile network 50 is, in an
exanpl e enbodi nent, a wreless packet data network, (e.g. MbitexTM or

Dat aTACTM, which provides radio cove?age to nmobil e devices 10. Wrel ess
nobi l e network 50 may al so be a voice and data network such as GSM (d obal
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(LAN), or anesndhektdatkebe a honme office conputer or sone other private
system for exanple. In this exanple, host system 250 is depicted as a LAN
of an or gd®034{i on Wielabs gioblie nsyorbf50nnbnlan ekeminde etPobdiehengs. [ 0033]
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some embodiments, the wireless mobile network 50 may comprise an IFFE

802.11 (WiFi) network, iDEN {Integrated Digital Enhanced Network), EvDO {1x

Evolution-Data Optimized) network, or HSDPA (High-Speed Downlink Packet

Access) network. It will be appreciated that the wireless mobile network 50 may

be any other type of wireless network for providing the device 10 with

connectivity to remote networks.

[0032] Reference Is now made to Figure 2, which shows a block diagram of an
example embodiment of a host system 250, Host system 250 may be a corporate
office or other local area network (LAN), or may instead be a home office computer
or some other private system, for example. In this example, host system 250 is
depicted as a LAN of an organization to which a user of mobile device 10 belongs.

[0033] Host system 250 comprises a number of network components
connected to each other by way of the LAN. For instance, a user’s desktop computer
262a with an accompanying cradle 264 for the user's mobile device 10 is situated on
host system 250. Cradle 264 for mobile device 10 may be coupled to computer
262a by a serial or a Universal Serial Bus (USB) connection, for example. Other user



facilitates the loading of Information (e.g. private symretric encryption
keys to facilitate secure comuni cati ons between nobile device 10 and host
system 250) from user conputer 262a to nobile device 10, and may be
particularly useful for bulk Information updates often perforned in
initializing nobile device 10 for use. The information downl oaded to
nobi | e device 10 may include certificates used in the exchange of
nmessages. It will be understood by pergons skilled in the art that user
conputers 262a, 262b will typically be*al so connected to ot her peripheral
devices not explicitly shown in Figure. 2. [0034] Furthernore, only a
subset of coetpwoerk 262hponand sitefted be hbstsdystsyrs £ BN ardix chneaysdrangy het el gure 4
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[0035] In this example, mobile device 10 communicates with the host system
250 through a node 202 of wireless network 50 and a shared network infrastructure
224 such as a service provider network or the public Internet., Access to the host
system 250 may be provided through one or more routers, and computing devices of
the host system 250 may operate from behind a firewall or proxy server 266.

[0036] In a variant implementation, the host system 250 comprises a wireless
VPN router (not shown) to facilitate data exchange between the host system 250 and
the mobile device 10. A VPN connection may be a Transmission Control Protocol
(TCP)/IP or User Datagram Protocol (UDP)/IP connection to deliver the messages
directly to mobile device 10 in this variant implementaiion.

[0037] Messages intended for a user of mobile device 10 are initially received
by a message server 268 of the host system 250, Such messages may originate
from any of a number of sources. Forinstance, a message may have been sentby a
- sender from a computer 262b within host system 250, from & different mobile device
(not shown) connected to wireless network 50 or to a different wireless network, or



t he shared network infrastructure 224, and possibly through an application
service provider (ASP) or Internet service provider (I1SP), for exanple.

[ 0038] Message server 268 typically acts as the primary Interface for the
exchange of nessages, particularly e-mail nmessages, within the organization
and over the shared network infrastructure 224. Each user in the

organi zation that has been set up to send and receive nessages isS
typically associated with a user accouglt managed by nessage server 268.
One exanple of a nmessage server 268 Is’a Mcrosoft ExchangeTM Server. In
sone i npl enentations, the host system 250 may include multiple nessage
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[0041] To facilitate t / ess communication of nessages and nessage-
rel ated deellYerRa WeeseriobPT Bstegecen egnahdiess eppitalies operating dfoB HS&iPst em
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corrponentgoﬁefjoop npgssage’ server 68. These messages may then be retrieved from

message server 268 and stored locally on computer 262a.

[0040] When operating mobile device 10, the user may wish to have e-mail
messages retrieved for delivery to the handheld. An e-mail client application
operating on mobile device 10 may also request messages associated with the user’s
account from message server 268. The e-mail client may be configured (either by
the user or by an administrator, possibly in accordance with an organization’s
information technology (IT) policy) to make this request at the direction of the user,
at some pre-defined time interval, or upon the occurrence of some pre-defined
event. In some implementations, mobile device 10 is assigned its own e-mail
address, and messages addressed specifically to mobile device 10 are automatically
redirected to mobile device 10 as they are received by message server 268,

{0041] To facilitate the wireless communication of messages and message-
related data between mobile device 10 and components of the host system 250, a
number of wireless communications support components 270 may be provided. In
this example implementation, wireless communications support components 270



i ncl ude a nessage managenent server 272, for exanple. Message nanagenent
server 272 is used to specifically provide support for the managenent of
nmessages, such as e-mail nessages, that are to be handl ed by nobile
devices 10. Generally, while nessages are still stored on nessage server
268, nessage managenent server 272 can be used to control when, if, and
how nmessages should be sent to the nobile device 10. Message nmanagenent
server 272 also facilitates the handling of nessages conposed on the
mobi | e devi ce 10, which are sent to medsage server 268 for subsequent
delivery. [0042] For exanpl e, nessage nmanagenent server 272 may: nonitor
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t he nessage management server
messages if desired so that they will appear to have originated from the user’s

computer 262a, and re-route the composed messages to the message server 268 for
delivery.

[0043] Certain properties or restrictions associated with messages that are to
be sent from and/or received by mobile device 10 can be defined (e.g. by an
administrator in accordance with IT policy) and enforced by message management
server 272, These may include whether mobile device 10 may receive encrypted
and/or signed messages, minimum encryption key sizes, whether outgoing messages
must be encrypted and/or signed, and whether copies of all secure messages sent
from mobile device 10 are to be sent to a pre-defined copy address, for example.

[0044] Message management server 272 may also be adapted to provide other
control functions, such as only pushing certain message information or pre-defined
portions {e.g. “blocks"”) of a message stored on message server 268 to the mobile
device 10. For example, when a message is initially retrieved by the mobile device
10 from the message server 268, the message management server 272 is adapted
to push only the first part of a message to the mobile device 10, with the part being



to push only the first part of a nessage to the nobile device 10, with the
part being - 11 of a pre-defined size (e.g. 2 KB). The user can then
request nore of the nessage, to be delivered in simlar-sized bl ocks by

t he nessage nmanagenent server 272 to the nobile device 10, possibly up to
a maxi mum pre-defined nessage size. [0045] Accordingly, the nessage
managenent server 272 facilitates better control over the type of data and
t he ambunt of data that is conmunicated to the nobile device 10, and can
hel p to minimze potential waste of Barddwidth or other resources. [0046]
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processing of encoded messages, such as e-mall messages that are encrypted
and/or signed. While Simple Mail Transfer Protocol (SMTP), RFC822 headers, and
Multipurpose Internet Mail Extensions (MIME)} body parts may be used to define the
format of a typical e-mail message not requiring encoding, Secure/MIME (S/MIME), a
version of the MIME protocol, may be used in the communication of encoded
messages (i.e. in secure messaging applications). S/MIME enables end-to-end
authentication and confidentiality, and protects data integrity and privacy from the
time an originator of a message sends a message untll it is decoded and read by the
message recipient. Other known standards and protocols may be employed to
facilitate secure message communication, such as Pretty Good Privacy™ (PGP),
OpenPGP, and others known in the art.

[0048] Secure messaging protocols such as S/MIME rely on public and private
encryption keys to provide confidentiality and integrity, and on a Public Key
Infrastructure (PKI) to commuinicate information that provides authentication and
authorization. Data encrypted using a public key of a private key/public key pair can
only be decrypted using the corresponding private key of the pair, and vice-versa.



aut hori zation. Data encrypted using a public key of a private key/public
key pair can only be decrypted using the corresponding private key of the
pair, and vice-versa. 12 Private key information is never made public,
whereas public key information is shared. [0049] For exanple, If a sender
w shes to send a nessage to a recipient in encrypted form the recipient's
public key is used to encrypt a nessage, which can then be decrypted only
using the recipient's private key. Alternatively, in sone encoding

techni ques, a one-tine session key iS“b%ﬁerated and used to encrypt the
body of a nessage, typically with a synmetric encryption technique (e.qg.
Triple DESI?)'LvaHmEeyseﬁsimatidfebs nevel headee posip vetkreds pEbicheyr iafirRia@dh 'is public
key (e.g. a public key encryption algorithmsuch as RSA), which can

t hen be é%crypted only using the recipient's private key. The decrypted
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{0050] An encoded message may be encrypted, signed, or both encrypted
and signed. The authenticity of public keys used in these operations is validated
using certificates. A certificate is a digital document issued by a certificate
authority (CA). Certificates are used to authenticate the association between
users and their public keys, and essentially, provides a level of trust in the
authenticity of the users’ public keys. Certificates contain information about the
certificate holder, with certificate contents typically formatted in accordance with
an accepted standard (e.g. X.509).

{o051] . Consider Figure 3, in which an example certificate chain 300 is
shown. Certificate 310 issued to “John Smith” is an example of a certificate
issued to an individual, which may be referred to as an end entity certificate. End
entity certificate 310 typically identifies the certificate hoider 312 (i.e. John Smith
in this example) and the issuer of the certificate 314, and includes a digital
signature of the issuer 316 and the certificate holder’s public key 318. Certificate
310 will also typically include other information and attributes that identify the
certificate holder (e.g. e-mail address, organization name, organizational unit
narme, location, etc.). |



signature of the issuer 316 and the certificate holder's public key 318.
Certificate 310 wll also typically include other Information and
attributes that Identify the certificate holder (e.g. e-nmail address,
organi zati on nane, organi zational unit name, location, etc.). 13- [0052]
For a public key to be trusted, its issuing organization nust be trusted.
The rel ationship between a trusted CA and a user's public key can be
represented by a series of related certificates, also referred to as a
certificate chain. The certificate echHain 300 can be followed to determ ne
the validity of a certificate. [0053] The issuer 314 of the certificate
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the root certificate can be determined for a particular end entity certificate, the chain
may contain zero, one, or multiple intermediate certificates. If the certificate 330 is
a root certificate issued by a trusted source {from a large certificate authority such
as Verisign or Entrust, for example), then the certificate 310 may be considered to
be trusted since it chains to a trusted certificate. The implication is that both the
sender and the recipient of the message trust the source of the root certificate 330.
If a certificate cannot be chained to a trusted certificate, the certificate may be
considered to be “not trusted”.

[0055] Certificate servers store information about certificates and lists
identifying certificates that have been revoked. These certificate servers can be
accessed to obtain certificates and to verify certificate authenticity and revocation
status. For example, an LDAP server may be used to obtain certificates, and an
Online Certificate Status Protocol (OCSP) server may be used to verify certificate
revocation status.

[0056] Standard e-mail security protocols typically facifitate secure message
transmission between mobile or non-mobile computing devices. Referring again to



status. For exanple, an LDAP server may be used to obtain certificates, and
an Online Certificate Status Protocol (OCSP) server nmay be used to verify
certificate revocation status. [0056] Standard e-mail security protocols
typically facilitate secure nessage transm ssion between nobile or

non- nobi | e conputing devices. Referring again to -14- Figures 1 and 2, In
order that signed and/or encrypted nessages received from renpote users may
be read at nobile device 10 and in order to send encrypted nessages to

t hose renote users, nobile device 10-il#t adapted to store certificates and
associ ated public keys of other individuals. The nobile device 10 may
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[0058] The mobile device 10 may also be adapted to store the private key of
the public key/private key pair associated with the mobile device user, so that the
mobile device 10 can sign outgoing messages composed on mobile device 10, and
decrypt messages sent to the user encrypted with the user's public key. The private
key may be downloaded to moblie device 10 from the user’s computer 262a through
cradle 264, for example. The private key is preferably exchanged between the
computer 262a and mobile device 10 so that the user may share one identity and
one method for accessing messages.

[0059] User computers 262a, 262b can obtain certificates from a number of
sources, for storage on computers 262a, 262b and/or mobile devices (e.g. mobile
device 10). These certificate sources may be private (e.g. dedicated for use within
an organization) or public, may reside locally or remotely, and may be accessible
from within an organization’s private network or through the Internet, for example.
In the example shown in Figure 2, multiple PKI servers 280 associated with the
organization reside on the host system 250. PKI servers 280 include a CA server
282 for issuing certificates, an LDAP server 284 used to search for and download



sources, for storage on conputers 262a, 262b and/or nobile devices (e.g.
nobil e device 10). These certificate sources may be private (e.g.

dedi cated for use within an organi zation) or public, may reside locally or
remotely, and may be accessible fromw thin an organization's private
network or through the Internet, for exanple. In the exanple shown in
Figure 2, multiple PKI servers 280 associated with the organization reside
on the host system 250. PKI servers 280 include a CA server 282 for
issuing certificates, an LDAP server -284-used to search for and downl oad
-15- certificates (e.g. for individuals wthin the organization), and an
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search  messages in accordance with the S/MIME protocol. The messaging application 56
includes a certificate retrieval module 60 for initiating a search for an individual
certificate from, for example, a LDAP server and/or for verifying the revocation
status of a certificate. Although Figure 1 shows the certificate retrieval module 60
as being a part of the messaging application 56 it will be appreciated that the
certificate retrieval module 60 may be implemented partly or wholly as a separate
application that is invoked or triggered by the messaging application 56.

[0063] The messaging application 56 may further include a search
triggering component 64 for determining when to initiate a search for a
certificate. For example, in connection with a message composed in the
messaging application 56 and addressed to & first recipient, the search triggering
component 64 may check the key store 58 to determine whether a certificate
corresponding to the first recipient is available. If the correct certificate is not

“located in the key store 58, or if the recipient’s certificate is expired or otherwise
unusable, then the search triggering component 64 may instruct the certificate
retrieval module 60 to obtain an up-to-date certificate for the recipient.



triggering conponent 64 for determ ning when to initiate a search for a
certificate. For exanple, in connection with a nessage conposed in the
nmessagi ng application 56 and addressed to a first recipient, the search
triggering conponent 64 may check the key store 58 to determ ne whether a
certificate corresponding to the first recipient is available. If the
correct certificate is not |ocated in the key store 58, or if the
recipient's certificate is expired or otherwi se unusable, then the search
triggering conponent 64 may instruct ‘tie certificate retrieval nodule 60
to obtain an up-to-date certificate for the recipient. 16- [0064] In
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may be default setting within the messaging application or it may be an option
selectable by the user.

[0066] As the user composes the message, the mobile device 10 (Fig. 1)
and, in particular, the search triggering component 64 (Fig. 1), determines when
a change has been made to the recipient list. In one embodiment, the search
triggering component 64 determines when. a new recipient address has been
added to the message. The search triggering component 64 may also detect
whether a change has been made to the list or recipients, for example to delete a
previous recipient and/or change the address of a recipient. A change to a
recipient address may, In some embodiments, be treated or interpreted as the
deletion of the former recipient and the addition of a new recipient.

[00D67] Referring still to Figure 4, in step 104 the mobile device 10
determines whether a new recipient has been designated for the message. There
are a number of methods or mechanisms for determining whether a new recipient
has been added to the message, and any suitable such method or mechanism
may be used In connection with step 104. Some of the possible mechanisms are



added to the nessage. The search triggering conponent 64 may al so detect
whet her a change has been nmade to the list or recipients, for exanple to
delete a previous recipient and/or change the address of a recipient, A
change to a recipient address may, In sonme enbodinents, be treated or
interpreted as the deletion of the forner recipient and the addition of a
new recipient. [0067] Referring still to Figure 4, in step 104 the nobile
device 10 determ nes whet her a new recipi ent has been designated for the
nmessage. There are a nunber of nethods’ or mechani sns for determning
whether a new recipient has been added to the nessage, and any suitable
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foops back to step 110 to try to locate the corresponding certificate(s).
[0071] If no valid certificate is located on the mobile device 10 in step 110,
then the method 100 proceeds to step 1i2, where the search triggering
component 64 assesses whether a search is currently in progress for the desired
certificate by the certificate retrieval module 60. If so, then the method 100
skips to step 116, Otherwise, in step 114 the search triggering component 64

instructs the certificate retrieval module 60 to initiate a search for the desired
certificate.

[0072] Those skilled in the art will appreciate that various modifications may
be made to the method 100 without materially affecting its operation. For
example, some steps may be performed contemporaneously with other steps or
incorporated into other steps, the order of some steps may be altered, and
certain steps may be added and/or eliminated. By way of example, the
assassment of whe;her a valid certificate is on the mobile device 10 in step 110
and the consequent search trigger in step 114 may be performed only for
recipients Identified in step 104 as having been added. This change may
eliminate the need to assess whether a search is in'progress in step 112. Other



instructs the certificate retrieval nodule 60 to initiate a search for the
desired certificate. [0072] Those skilled in the art wll appreciate that
various nodifications may be nade to the method 100 without materially
affecting its operation. For exanple, sone steps may be perforned

cont enporaneously with other steps or incorporated into other steps, the
order of sone steps may be altered, and certain steps nmay be added and/ or
elimnated. By way of exanple, the assessnment of whether a valid
certificate is on the nobile device X8 n step 110 and the consequent
search trigger in step 114 may be perfornmed only for recipients Identified
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certificate retrieval process, If needed, prior to user input of the send command.
This process provides for a faster user experience since the certificates may all have
been retrieved, or at least the searches for them will have been initiated, by the time
the user provides a send command. Thus, the delay between the user input of the

send command and the actual sending of the message is shortened.

[0076] The method 100 may further includes steps of checking certificates for
validity. These steps may be applled to certificates located in the key store 58 (Fig.
1) or retrieved from remote certificate services., The validity of & certificate may
change over time for a number of reasons, for example the certificate may expire.
In one embodiment, a security policy may require that the validity status of a
certificate be updated periodically. Accordingly, in step 110 the messaging
application 56 may assess whether certificates located in the key store 58 have been
validated within the specified period. If the certificate has not been validated within
the specified period, the certificate may be considered “stale”, and the validity of the
certificate may be verified prior to usage. Typically, the validity of a certificate may
be checked through a certificate authority or certificate status provider. In some
cases, the certificate status provider may be the same as the certificate service used



[0076] The nethod 100 may further includes steps of checking certificates
for wvalidity. These steps may be applied to certificates |ocated in the
key store 58 (Fig. 1) or retrieved fromrenote certificate services. The
validity of a certificate may change over tine for a nunber of reasons,
for exanple the certificate may expire. |In one enbodi nent, a security
policy may require that the validity status of a certificate be updated
periodically. Accordingly, in step 110 the nessaging application 56 nmay
assess whether certificates |located inl9he key store 58 have been
validated within the specified period. If the certificate has not been
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address 160 using an input device to input a send command. The user interface 150 shown

in Figure 5 depicts a “compose” view showing a draft message.

[0080] The user interface 150 includes a number of fields, such as address
fields 152, 154, subject line field 156, and body field 158, At any one time only one
(or possibly none) of the fields may be designated as “active”. An “active” field
means that any user input will be related to the active fleld. For example, the active
field may contain the cursor, if any, such that any alphanumeric characters input via
the keyboard 32 will be rendered in the active field.

[0081] ‘The address fields 152, 154 may include a TO field 152 and a CC field
154. Those skilled in the art will appreciate that other embodiments may include a
BCC field, or other address fields. In some embodiments, multiple addressees in an
address field 152, 154 are separated by commas or semi-colons. In another
embodiment, only one addressee is permitted in an address field 152, 154 and the
user has the option of adding another address field, for example another TO field
152, if the user wishes to address the message to another recipient.



fields 152, 154, subject line field 156, and body field 158. At any one
time only one (or possibly none) of the fields may be designated as
"active". An "active" field means that any user input will be related to
the active field. For exanple, the active field may contain the cursor, if
any, such that any al phanuneric characters input via the keyboard 32 wll
be rendered in the active field. [0081] The address fields 152, 154 may
include a TOfield 152 and a CC field ., 154. Those skilled in the art will
appreci ate that other enbodi nents may i%clude a BCC fiel d, or other
address fields. In sone enbodi nents, nultiple addressees in an address
field 152,[0082]are E‘“@plaﬁeatirﬂdltbyecd:njamma;dchmss‘aemmabb(aaldsfesls Miemsatdren 54,

enbodi mén'q:or%Qhﬁﬁp%n%s%ﬂg%ﬁ%ﬁ@%furégg%émgéreﬁleﬁ ghoqgsdsr%ggég? ég%sgoélé% 154

and the user has the option in er a exanpl e
anot her TdPRM@MgH.cegpan ﬁh!i@v@h@m@mpmsm {rosandelcasss, thaeserasasiyeetie anot her

t dd
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n o CAS e, e on ave a store

associ at i %E,% ot %ecg)ﬁreisﬂgn(%' wgaig%eyglcgn@aggsﬁgé#seq:@rty@g e, the

messagi ng Sappliissteadnf B@ fnayalraeidogam peothiee casmsptielabssaghig dpplicatn 56
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Smth" instea agl ng
appl i cati GRM58 Stergd sgk el sadadthe Thees SWian*nallhslackWi”sQPRﬁEClﬁfértbeGﬁng%@ﬁ pi ents.

The |ist mayhbRisEaNA méthen: ao@mmmeé.vm@ L@.emn@qat %gaTmﬁgt%eaaﬁbhﬂsed in the
art will appreciate the range of nechanisns and net hods possible for

recei vi ngf0888]i nplther eghyr diekig 1 5@ cdoptend She t[efa@&s]thahﬂemgy f i@l dndb8

cont ai ns f In ot r t he draft rressage
mmy 1 nei uda oot i andge ady RlBE R SR L r e ety e

formatti n@'em%§é@dmﬁmiﬂiﬁﬂLf¢ﬂﬁ@§tlﬂ¢,nmgﬁs aveltediles He sbodycaséd, eth@lbcﬂdS/B may

cont ai n thgqtext r ?pé%g

whi ch thewp E nggir;régrggtﬂ?%g@% c?e(% E/éﬂg?)f orvvars-ﬁ %%8%54@?]1%%%@%*.%%0& ment ,

the searcif ¥ iC§§ ?.Dﬁ@‘see ﬁﬁé?@ﬂ‘sé‘éfe(’i?‘@'fomarddet ernm nes whether a new

reci pi ent £ en.added t the gbegss fi eI ds 152, 154 by no |tor| ng user

i nput in tonnetti or%nvﬁ”tehe'f1 lglqnl SeEI"’r‘f OREIEAGsPRIPonent 64 (Fig.

determines whether a new recipient has been added to the address fields 152, 154
by monitoring user input in connection with these fields. In one example
embodiment, the search triggering component 64 may take note of any keyboard 32
‘input when the active field is one of the address fields 152, 154 and, once the active
field becomes another field, it may read the address fields to determine if any new
- recipients have been added or If any old recipients have been deleted or changed. In
another embodiment, the search triggering component 64 may also or alternatively
monitor the address fields 152, 154 for the presence of a semi-colon, which is
_ commonly used to separate addresses. In some cases, addressed may be input by
the user through a picklist or menu of known addresses or distribution lists. In this
case, the search triggering component 64 may note if such a menu is accessed.
Other mechanisms or methods may aiso be employed to detect when a user inputs
characters or makes changes to the content of the address fields 152, 154.

[0085] In yet another embodiment, the search triggering component 64 may
detect when the focus (i.e. active field) is one of the address fields 152, 154, and
may note when the focus changesto another field, such as the body field 158. With



enbodi ment, the search triggering conponent 64 nay take note of any
keyboard 32 input when the active field is one of the address fields 152,
154 and, once the active field becones another field, it may read the
address fields to determine if any new recipients have been added or I|f
any old recipients have been del eted or changed. In another enbodi nent,
the search triggering conponent 64 nay also or alternatively nonitor the
address fields 152, 154 for the presence of a sem -colon, which is

comonly used to separate addresses. |I‘nf sone cases, addressed may be i nput
by the user through a picklist or menu of known addresses or distribution
| i sts. | nrods massaeng ehplicdians he tuseggeically wpponenpobidy mayesage by such a
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det ect certalnlnterru ts, or erw se eterm ne aspects o e of
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mobi |6 dobRB7 0. " EOBTTe Herey EH AR Sratach BT BOUCH AR IR shovs,

I n fl owchantexéimpm method 400 for detecting a change Iin message recipients. The
method 400 begins in step 402 with an assessment of whether the focus is on
one of the address fields, i.e. whether one of the address fields is “active”. If not,

- then the method 400 loops. If one of the address flelds becomes active, then the

method 400 moves to step 404 to monitor whether the fo.cus has changed. In che
embodiment, step 404 may determine whether the focus chandges from the
current address field to any other field. In another embodiment, step 404 may
monitor whether the focus changes from any of the address fields to any non-
address field. In yet another embodiment, step 404 involves monitoring whether
the focus changes to particular fields, such as the body field 158 (Fig. 5).

[0088] If a change in focus away from the current address field Is detected
In step 404 then the mobile device 10 (Fig. 1) may conclude that the user likely
changed the recipients. In the embodiment shown in Figure 6, the method 400
may Involve reading list of recipients from the address fields and comparing the
recipients with a previously stored list of recipients. If a change in the list is
detected then the method 400 may go on to determine if the requisite certificates



an exanpl e nmethod 400 for detecting a change in nessage recipients. The
nmet hod 400 begins in step 402 with an assessnent of whether the focus is on
one of the address fields, i.e. whether one of the address fields is
"active". If not, then the nethod 400 |oops. If one of the address fields
beconmes active, then the nethod 400 noves to step 404 to nonitor whether
the focus has changed. In one enbodinent, step 404 may determ ne whet her
the focus changes fromthe current qdf%gss field to any other field. In
anot her enbodi nent, step 404 may nonitor whether the focus changes from
any of the address fields to any non- address field. In yet another

enbodi nentére gvaebleoan thevddwessantbiniitaie isegrciefonehosetthet freousichpages to
particul agydsi 8 8] If a change.
in focus ;ﬁyﬁsﬁbﬁfi@g&?F%ﬁfec@ﬁﬂ?&géﬂﬁ{;&gﬁ% Tr@%%.»ﬁ%%ﬂﬂﬁ step 404 then
t he nobi | EOFEINER Fomekithen shoredlie ewentlige ot teatpiante inuserporélyehgmothanged
the reci pr@nise m'piérﬁohﬁn%ﬁh@%ﬁﬁéhs@@@&@n :fnchE'L@Hzr ﬁet@mstfﬂtﬁgrﬁttngd 400 may

recipients fromthe address fie conparing

I nvol ve resg gfﬁ‘

the recif ! d?hfoéeﬁ?'@{?ieoti?ﬁcﬂﬁ QT HFEEG A estPiest- reci pients. If a change in
the list ig tect en t 400 on to determne if the
requi si tel cer??fl ca ano_ "Q? é'”rg\efgﬁ (gré F‘eetlb?‘ljy? "@é’\ﬂrﬁﬁ’”&%go”f’ﬁ’ﬂgat e

sear ches f@p 40fokhet elvhange & thesisicimipnt dist wnabkeade s od irrim/dasabﬁv\eheatheﬁﬁfmect i on
with Fi guF&iLﬁSi IOLLRG LIt HIRE 'f&gail &%mﬁg%ﬁ{s $ d m}%‘cé B‘lee sat et he
current |is recipients 1n tenp se iI'n perforning the
conpar i soR™§ss ﬂeﬁcfib?%t“ tReechen Wl*thsﬂ@ttﬁélfsfcf @ﬂY m;ssarqu;r ewslidiel ds, for
exanpl e t eertidieates. deh@lRrRtbRS WA s&bppér@%% thbBe B8RSty eRRasLAEgt, the
nmet hod 400 nmay presune followng step 404 that a change to the recipient
list was [0@20) andenain mestsonafm'tdmbdr&“h@tlorrseﬂ%@Uésﬁ:ri@@ﬂ fehfdoeah@gsar e

avai | abl ¢ i | t| at earc s, descri bed
in connectelgrg%e %%dﬁ E%QF&SFED tﬁ%%ﬁgﬁé@. e g’ro F 2t C%Pc{eir?ﬁ?ﬁaP%s O her
vari at i on%'uﬁﬁ"ﬁql\’eo@’cbmfa‘leéﬁﬁttwe those of or d| nary ski I | in the art. [0090]

Certain adaptations and nodifications of the described enbodi nents can be
made. Therefore, the above di scussed embodi nents are consi dered to be

illustrative and not restrictive. 23 - WHAT IS CLAIMED | S:



1. A nethod for securely sending nessages froma sending device (10) to a
reci pient over a conmputer network (50), the sending device (10) including

a nmessagi ng application (56) for conposing a nessage to one or nore

reci pients, each recipient having an associated certificate (62), each
certificate (62) including a recipient-specific public key for use by the
sendi ng device (10) in encrypting the nessage for transm ssion to the
associ ated recipient, the sending deV|?ﬁ_(10) i ncluding a nenory (24, 26)
storing one or nore certificates (62) a key store (58), the method being
characterised in that it conprises steps of: detecting input of a new

reci pi ent WHARAS &48INEER I3 el d (152, 154) of the nmessage; determining that
the key store (58) does not include a valid certificate for said new
recipient; initiating a search of a renote source (280) for said valid
certificate through said conputer network (50); and downl oading said valid
certificatle, iAchettibadorasguuidly Cerk:&ryg frsssgtisdrare W seh@i@ﬂglcuee&te (1%&{ gin said

steps of detec ermnin n rior to
receiving a usléér W%“st?"?tﬁ'é%.‘%ﬁ‘pt H"f‘?@dr%e@kea & 'nﬁ’ d @r@?ﬁt‘fﬁﬁfmgal med in
claim 1, charaatesssagug ﬁnDMGanDniaﬁﬁfwtoemp@fsmdeat ree$dang to |oneloudaSedet ecting

that said addr?e% ,é gé’acg%‘aﬁ”e{l‘gﬁg‘?hé aﬂ%shé’cﬁat@ﬁ%egﬁﬁgﬁt 65? ea%ﬁer input to

sai d address fle 152 in C
characteri sed FHtifite (62) aclsting afeciientoanenifc pusks keynfontise he‘ltheies det ecting

keyboard (32) idneitg débiceT(rl@)mfebh@g ﬁh@tﬁ@@ae!sé’hg‘é'f@ff fadsmGhBhac ks | sed in

that the nessa |ng %ép t'\/\ﬁ%@% I ncludes.a user interface (150) having
a conpose ness RIS FFRIGI S r SN AN ARy igddP) INGlEinsag 819MEBY)(2fnéfludes a
plurality of fastehnlg pne oR e destficdtes! (tslzatn 4 fepbtdré e58lS thealetstasb &g d

address field &ipde e';l%g)rm | u, C%% % g .step of detecting includes

detecting that sal ess is designated as an active

field and then d@E@%r’]dB"glp@t %F‘@ﬁ'\%@v tle'alpseg'ﬁ% QH%HH%SSPM%*‘(JL%B&ES@P&‘HRSV of said

lurality of field
piu Ity ! Sme(ssage

determining that the key store (58) does not include a valid certificate
for said new recipient;

initiating a search of a remote source (280) for said valid certificate
through said computer network (50); and

downloading said valid certificate, including a public key for said new
recipient,

. wherein said steps of detecting, determining, and initiating are
performed prior to recelving a user instruction to send the message.

2. The method claimed in claim 1, characterised in that said step of detecting
includes detecting that said address field (152, 154) is active and detecting
user input to said address field (152, 154).

3. The method claimed in claim 2, characterised In that said step of detecting
user input includes detecting keyboard (32) input.

- 4, The method claimed in claim 1, characterised in that the messaging
application (56) includes a user interface (150) having a compose message
view and wherein said user interface (150) includes a plurality of fields,



active field. 5. The nmethod clained in claim4, characterised in that said
plurality of fields 1includes two or nore address fields (152, 154) and
wherein said another of said plurality of fields (156, 158) excludes said
address fields (152, 154). 6. The nethod clainmed in any of the preceding
clainms, characterised in that said step of detecting input of said new

reci pient includes reading a current [list of recipients fromsaid address
field (152, 154), conparing said CUI‘I’GEI% list of recipients to a stored
previous |list, and saving said current“lTist of recipients as said stored

previous list. 7. The nmethod clained in any of the preceding clains,
characterised iandtshigtplurgiydofdiedys iotiuties saidtaddgesk fieldudse, Ust)prnd ni ng whet her

an active sear gsnwe?eﬁn sﬁd s@é&%’@&@ctgrﬁ?{;&%ﬁpgs M@&cgr}?cﬁ{att'sgffd qaat] FedMyy | T not,

initiating said searc e precedlng
cl ai ms, char act(&?4.si8¢) isndasieted e amactiodfi¢id rnkidhen deiteud&@ aahsnginof

deternining if gafigRgidnVeich REChdtRer &F sallf R QIR o a@ﬂﬁé (15, tlls%g?stfgiz 154)

corresponding to. a recipient renoved from sai s fie
and, if so, |s§81i‘f‘?gﬁ@é‘i’r instruction to cancel said active search. 9. The
met hod cl n_an recedi n %cl ai ns, characterised in that the

th
net hod fur her hﬁé’?ﬁﬁ%%(gdg%%s‘% AlEL & GBI A 89 TRt Py 85fiflds publ i ¢
key and transnirtctideg téher ence pteds flekk @82, WhEraidwsaieh siepsotér of
t d t f id
cne P 00 o1 IS B L 8 A SRR el 657 . >
Tessages 1@ a_MRE kAR cotRid an‘«‘nymHé%Fedé%\MéﬂnﬁQﬂ raE%@ﬂ?é@ﬁrthg@v' ce (10)

bei ng characterléed inth it onpri ses rendering a
user interface®t456p Hﬂ&m@@dnp%%fssggﬂenew ﬁ%c‘f?i%trmF'HE’%? Feadi9(ago7yertnel udi ng
an address fi elist of (dGZentdFm hidl RIreRSTAQPEL52, 1%'21), @)nbﬁﬁfngldaw&ur%\f' ce (32,

42) for recei Vh&%flflgc(? ?Iitnrggrat!itfnl‘egaqrggﬁ%tié%dﬁ ang évmg sazd curlgen?ml;(teg/f store (58)

for stori ng one or
recipients as said stored previous list.

7. The method c[aimed in any of the preceding claims, characterised in that
said step of initiating includes determining whether an active search is in
progress for said valid certificate and, if not, initiating said search.

8. The method claimed in any of the preceding claims, characterised in that
the method further includes a step of determining if an active search is in
progress for a certificate corresponding to a recipient removed from said
address field (152, 154) and, if so, issuing an instruction to cancel said
active search,

Q. The method claimed in any of the preceding claims, characterised in that
the method further includes steps of encrypting the message with said
public key and transmitting the encrypted message, wherein said steps of
encrypting and transmitting are performed in response to recelpt of said
user Instruction to send.

16. A user device (10) for sending secure messages to a recipient over a
computer network (50), the user device (10) being characterised in that it
comprises:

a display (22) for rendering a user Interface (150) showing a
message, the user interface (150) including an address field
{152, 154) of the message;



a processor (38) for interacting wth said display (22), said nmenory (24,
26), and said user input device (32, 42); a nessaging application (56)
execut abl e by said processor (38) for conposing and sendi ng the nessage; a
search triggering conmponent (64) executable by said processor (38) for
detecting input of a newrecipient in said address field (152, 154), for
determ ning that said key store (58) does not contain a valid certificate
for said new recipient, and for initiagjdng a search for said valid
certificate; and a certificate retrieval nodule (60) executable by said
processor (38) for searching a renote source (280) for said valid
certificate and dowWHFSdERHFYibed 3daft?Hfos spediving a6@, Inpwic| udi ng a public key
for said new recipient rein said search triggering conmponent (64) is
adapted to instruct® "?&?Oﬂwgﬁ#f{}i Nuding g keysare ApRiLios SIBE an6 9i ti ate a
search for said val i dmoeecértificatat €é6:i or to receipt of a user instruction
to send the nessage when said search triggering conponent (64) determ nes
that said key storep(esejsod(es) fleointewmntiag witkiadatt wiapliag (REY, tsbidi raatery 11. The

user device clainmed ifpaChal 10y L sed i t said search
triggering conponent {64) ?’s ad?ﬁ?ggér?gbﬁé%e}g% (lt3%a%92ai d address field

(152, 154) is activemabshqift 85iicHea! (S'Cep@&Ecﬁtﬁb@%ﬂsa@@ﬁlﬁ&%&o‘?i(?é)dfoﬁwz’

154). 12. The user device clained in aim11l, characterised’in that said
search triggering cofiUfents §nsseendinmshe gessdgpt ed to detect input through

said user input devi (32, . 13. The er device clainmed in claim 10,
characterised in t%agfe%gcaq %%ggfjﬁ& C?WPSP?(IE}C(Q% fé%“%i%aﬁ‘/isﬁ@: RIGESSY plurality
of fields, and said pl38) &ridefedingfinplidef a new lredgisnsai chichadttresstiditel d (152,
154), and wherein sai e i i nent ' ted to
detect that said addr(ceigg',?ig@{']g[&rzdl%gﬁﬁlfg%mﬁg%gfgp S&%?ﬁé%%?%%d%g an active
field and then det ect CRtalhanGEdicRrifisateyivasrigmey tasipieniapnd frstiniGetind sai d
plurality of fields (dé&arcilb®)saibvaml @driamdataiearid el d. 14. The user device
claimed in claim13, characterised in that said plurality of

a certificate retrieval module (60) executable by said processor (38)

for searching a remote source (280) for said valid certificate and
downioading said valid certificate, Including a public key for said
new recipient,

wherein said search triggering component (64) is adapted to instruct
said certificate retrieval module (60) to initiate a search for said valid
certificate prior to receipt of a user Instruction to send the message
when said search triggering component (64) determines that said
key store (58) does not contain sald valid certificate.

11. The user device claimed in claim 10, characterised in that said search
triggering component (64) is adapted to detect that said address field
(152, 154) is active and detect user input to said address field (152, 154),

12.  The user device claimed in ¢laim 11, characterised in that said search
triggering component (152, 154) is adapted to detect input through said
user input device (32, 42).

13.  The user device claimed in claim 10, characterised in that said user

' interface (152, 154) includes a plurality of fields, and said plurality of fields
includes said address field (152, 154), and wherein said search triggering
component (64) is adapted to detect that said address field {152, 154) is



fields includes two or nore address fields (152, 154) and wherein said

anot her of said plurality of fields (156, 158) excludes said address fields
(152, 154). 15. The user device clained in any one of clains 10 to 14,
characterised in that said search triggering conponent (64) is adapted to
read a current list of recipients fromsaid address field (152, 154),
conpare said current list of recipients to a stored previous |ist, and
save said current list of recipients s said stored previous list. 16. The
user device clainmed in any one of claifs 10 to 15, characterised In that
said search triggering conponent (64) includes a conponent for determ ning
whet her an act tiesgresed eh ah sictive feldgndsber detesha dhanadd idl designiatioeaten and, if

N0t ! 2T ehaR3hOReRE Clly phfan R (URRIIBEVIEE 1ELALTRE L RorY One of

clainms 10 to 16 aracteris rn't sai d se rrggering conponent

(64) inclydes aheopRRRE Jdhed ‘ﬂ?El@fnmlﬁ' %rbéteﬁébdafﬁtthéftesaﬁgg[&é‘n g%{ fom sai d

progress for a g rt|R@cate corr espond |ng to a recipient remve
address field (982inchiggs tupgr moye §6d”%5§ ﬁ'idﬁéw%zrﬁ%saﬂﬂdﬁtqr@'ﬁ s cancel said

active sear ch. afdherTdrasaubglurliey behelgd aivBd 561 cRANIRNR Phddredd ABIcd0 to 17,
characteri sed ggzt9§£ sai d nmessaging application (56) is adapted to
encrypt the nessage V\)t sai d pubI ic key and transmit the encrypted

message i Rsl eSPANg s‘;e ta%vlrcg%%'irﬁgd H‘f \f@hgoycﬁ[gmé ﬂf&) 03 tdh%pa({tgrtjsiegqﬁ th 9. The

user deV|ce cl ai harac t hat
sai d user deV|%%ﬂ69%WhEﬁﬁﬁﬂﬂgégﬁwoh@WdﬁébﬁsWﬁﬁﬁt@udemﬂdecmiﬁﬁiahdfmhereln

the conputer netiwnks 58 sa‘1dﬂ‘a‘b<§’r@§§f’@{d%§§l ?ﬁf@ %Wel%a(ég)rﬂer?t(irst 6F

machi ne-r eadabl e g%um execut abl e upon t processor e user device
(10) cl ai med i MORIF oM §red ﬁi"?’r‘éoufd‘sff(?“fgﬁa"?é?'dl%’[e‘é’ﬁﬁ?&‘?fﬁgc*ﬂ?@“ met hod of
any one of cl asmidstioeedprevious list.

16.  The user device claimed in any one of claims 10 to 15, characterised In that
said search triggering component (64) includes a component for
determining whether an active search is in progress for said valid certificate
and, if not, Initiating said search.

17.  The user device claimed in any one of claims 10 to 16, characterised in that
said search triggering component (64) inctudes a component for
determining if an active search is in progress for a certificate corresponding
to a reciplent removed from said address field (152, 154) and, if so, issuing
an instruction to cancel said active search,

18.  The user device claimed in any one of claims 10 to 17, characterised In that
said messaging application (56) is adapted to encrypt the message with
said public key and transmit the encrypted message in response to receipt
of said user instruction to send. |

19.  The user device claimed in any one of claims 10 to 18, characterised in that
said user device (10) comprises a handheld mobile device (10) and wherein
the computer network (50) includes a wireless network (50).

20. A machine-readable medium executable upon the processor of the user
device (10) claimed in any one of claims 10 to 19, for implementing the
method of any one of claims 1 to 9.



