MONI TORI NG COVMUNI CATI ONS BACKGROUND 1011 As conputing devices are used
nore frequently by various organizations for a variety of functions,

i ncreasingly large anounts of information, including private information,
may be stored on such devices. For exanple, within an organization, such as
a financi aVoi2AR{P0t i on, conputing devices may store ndiZpuhip{o3i4

i nformation, such as custoner nanes, addresses, account nunbers, soci al
security nunbers, and/or the like. 102]All together, the functionalities
provi ded by conputing devices may greatly inprove customer service,
productivity, and process efficiency, anong other things, within an

organi zati on. As nore and [ ¢ - ic | nfo jon cones to be stored on
conmput i ng devi ces t hat ha\}g?’ﬁﬁﬁ@é‘?g%}&ﬁwmt@% owever, it may be
desirabl e to provide nore convenient, usable, and/or secure ways of

noni t or i nBAGHKHROVISAL | ons bet ween conputing devices to protect information
and/ or preserve confidentiality. SUMVARY [3] The foll ow n% presents a
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whet her a communi catlon was sen roma particular user, at a particular
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conmuni catgmmx( be submtted for review 2

[03] The following presents a simplified summary in order to provide a basic understanding of
some aspects of the disclosure. The summary is not an extensive overview of the
disclosure. It is neither intended to identify key or critical elements of the disclosure nor
to delineate the scope of the disclosure. The following summary merely presents some

concepts of the disclosure in a simplified form as a prelude to the description below.

[04]  Aspects of this disclosure relate to monitoring communications. According to one or
more aspects, a communication that includes non-public information may be identified.
Subsequently, it may be determined whether the communication meets at least one outlier
condition. An outlier condition may be a law, regulation, and/or policy (e.g., a policy
implemented by an organization, such as a financial institution) that, if violated, may
represent a risk and thus may trigger additional review. For instance, an outlier condition
may cvaluate whether a communication was sent from a particular user, at a particular
time, to a particular domain, with a particular subject line, and/or with a particular type
and/or amount of information. In response to determining that the communication meets

the at least one outlier condition, the communication may be submitted for review.



1051 According to one or nore additional aspects, a first usemane may be
conpared with a second usernane. The first usemane may be associated with a
sender of a conmunication, and the second usenane may be associated with a

reci pient of the comunication. Thereafter, based on j.son, the
pr obabi | i tvotzﬂlazfooqs% first usemame and the second user&rbﬁéﬁsg&g%%%f%

associated with a single entity may be determned. In at |east one
anangenment, in response to determning that the probability exceeds a
threshold, it may be determ ned that the first usernane and the second
usemanme arc both associated with the single entity. In at |east one
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be eval uated according to one or nore aspects described herein.
arrangement, the threshold may be modified automatically based on previously analyzed

incident data.

BRIEF DESCRIPTION OF THE DRAWINGS

[06] The present disclosure is illustrated by way of example and not limited in the
accompanying figures in which like reference numerals indicate similar clements and in

which:

[07] FIG. 1A illustrates an cxample operating cnvironment in which various aspects of the

disclosure may be implemented.

[08] FIG. 1B illustrates another example operating environment in which various aspects of

the disclosure may be implemented.

[09] FIG. 2 illustrates an example method by which one or more communications may be

monitored according to onc or more aspects described herein.

[10] FIG. 3 illustrates an example method by which one or more outlier conditions may be

evaluated according to one or more aspects described herein.

[11] FIG. 4 illustrates an example method by which one or more usernames may be analyzed

according to one or more aspects described herein.

[12] FIG. S illustrates an example method by which one or more usernames may be compared

according to one or more aspects described herein.

[13] FIG. 6 illustrates an example table including sample results of username analysis

according to one or more aspects described herein.



FIG 4 illustrates an exanple nmethod by which one or nore usemanes may be
anal yzed according to one or nore aspects described herein. 1121 FIG 5
illustrates an exanple nmethod by which one or nore usernanes may be
conpared according to one or nore aspects descri bed her 1141 FI GS.
7A-78 |Ilu‘§'f)r23{2@°§ﬂ3 exanmpl e met hod by which one or nor eerélggt%lﬁgﬁﬁay be
eval uated according to one or nore aspects descri bed herein. DETAILED
DESCRI PTI ON 1151In the follow ng description of various illustrative
enbodi ments, reference is made to the ;|mcconpanyi ng drawi ngs, which forma
pad hereof, and in which is shown, by way of illustration, various

enbodi mentg4)i NFMY. GA-TBS PRGHE Af cxbiiflc Gicgdl @F Uiechn@y ddendd¢ aehdieday bd IS to
be under st ood thftt é)t her. enbodi nents may, be tli_l ized, and structural and
functional rmodPYUEEE fSHYNEAPIHY PRGEPC; dﬁ‘fﬂlﬁf‘g "H&Barting fromthe scope of

t he present disclosure. 1161FIG I|A illustrates an exanple bl ock di agram of
a generic REPUEP BDESEBIAIE@N 101 (e.g., a conputer server) in an exanple

conmputing environment 100 that nay be used accor di ng to one or nore
i IlustratiWg ekubuioHeringdeseritipreofapiacs dusifagve cvedigieie Feferencs #ptadf ghdevi ce

101 may have aa&B@&%ﬁﬁ%ﬁra@vﬂés folich GO 4 pdid he?c%f Cﬁ\ﬁ@hﬁ\kll‘xlclpﬁ%ﬁ@&d en waj of he
server and its _associa onent s, 1 ncl udi ntg random access

105, read- onl yikEREeYy V?mebfél?’emﬁ Hpthiohgsrepia et e diEnoshrg ey Be Tﬁ@‘ce‘gﬁﬁ rrenor y

115. is to be understood that other embodiments may be utilized, and structural and functional

modifications may be made, without departing from the scope of the present disclosure.

[16] FIG. 1A illustrates an example block diagram of a generic computing device 101 (e.g., a
computer server) in an example computing environment 100 that may be used according
to one or more illustrative cmbodiments of the disclosure. The generic computing device
101 may have a processor 103 for controlling overall operation of the server and its
associated components, including random access memory (RAM) 105, read-only memory

(ROM) 107, input/output (1/0) module 109, and memory 115.

[17] VO 109 may include a microphone, mouse, keypad, touch screen, scanner, optical reader,
and/or stylus (or other input device(s)) through which a user of generic computing device
101 may provide input, and may also include one or more of a speaker for providing
audio output and a video display device for providing textual, audiovisual, and/or
graphical output. Software may be stored within memory 115 and/or other storage to
provide instructions to processor 103 for enabling generic computing device 101 to
perform various functions. For example, memory 115 may store software used by the
generic computing device 101, such as an operating system 117, application programs
119, and an associated database 121. Alternatively, some or all of the computer
executable instructions for generic computing device 101 may be embodied in hardware

or firmware (not shown).

[18] The generic computing device 101 may operate in a networked environment supporting
connections to one or more remote computers, such as terminals 141 and 151. The
terminals 141 and 151 may be personal computers or servers that include many or all of
the elements described above relative to the generic computing device 101. The network

connections depicted in FIG. 1A include a local area network (LAN) 125 and a wide area



[17] 110 109 may include a m crophone, nouse, keypad, touch screen, scanner,
optical reader, and/or stylus (or other input device(s)) through which a
user of generic conputing device 101 may provide input, and nmay al so

i nclude o of a speaker for providing audio vi deo

di splay d §’ ljz?@?ggf)rowdlng t extual , audi ovi sual , gﬂér grapglgal out put .
Software may be stored within nmenory 115 and/ or other storage to provide
instructions to processor 103 for enabling generic conputing device 101 to
perform various functions. For exanples nenory 115 nay store software used
by the generic conputing device 101, such as an operating system 117,
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141 and 151. THE term nal e persona onputers or servers
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network interface’ or adapt er Wien used in a WAN net wor ki ng

envi ronment , tH%“Béﬁ@#ﬂ%“E%%butlng devi ce 101 may include a nodem 127 or
ot her network interface for establishing communi cati ons over the WAN 129,
such as t hgojl nCempaing #13/1ce 10t amﬂ/drltelhhmakappl’ ecisatngg atshat niobike toetinebrkg.,
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and the like is presuned. 119] Conputing device 101 and/or termnals 141 or
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[21] FIG. 1B illustrates another example operating environment in which various aspects of
the disclosure may be implemented. As illustrated, system 160 may include one or more
workstations 161. Workstations 161 may, in some examples, be connected by one or
more communications links 162 to computer network 163 that may be linked via
communications links 165 to server 164. In system 160, server 164 may be any suitable
server, processor, computer, or data processing device, or combination of the same.
Server 164 may be used to process the instructions received from, and the transactions

entered into by, one or more participants.

[22] According to one or more aspects, system 160 may be associated with a financial
institution, such as a bank. Various elements may be located within the financial

institution and/or may bec located remotely from the financial institution. For instance,



1211FIG 1B illustrates another exanple operating environnent in which
various aspects of the disclosure may be inplenented. As illustrated,
system 160 may include one or nore workstations 161. Wrkstations 161 may,
in sone exanpl es, be connected by one or nore comunic ks 162 to
conput er n¥OSIYB83 that may be |inked via communi cat]%%rﬁ‘gszfs']il@s 465 to
server 164. In system 160, server 164 may be any suitable server,

processor, computer, or data processing device, or conbination of the sane.
Server 164 may be used to process the §nstructions received from and the
transactions entered into by, one or nore participants. 1221According to
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of the financig itwbrﬂ%t?dtu“ on in conducting financial transactions via
conputer network 163 or conputer network 170. 1231 Conputer network 163 and
conputer network 170 may be any suitable corrputer etwor ks including the
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162 and 165 nmayldyee@iowk, mmm;tmoﬁ@k itremséer moddas:tvaulk, mabiud frigate a@mmmﬂ ng
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aspects, the ne escri rein my be I npl enent ed "by software

executed on one or nore conputers, such as corrputl ng device, 101 of FIG 1A,
and/ or by B4lcoffutd HEtaysierramels reted byydiichying g more gerEumpgionEmay pe | oast

one arrangenenhmnf&m aﬂ&trda@ds oﬁlﬁ@reﬁdlmgechemmdmmbacaﬁalﬁg)wormdomyora server
(e.g an electronic mail server (e.g.,

., server 164), ¥k ction 2C) 11[tw S
6 M CROBOFT EXERANiGH i cr L SR T PO PP R TRy FHF8 et hode
descri bed her eonmom\oRgut@E shidraecmfyingaddieriol of EirbAnaidioohy wicolhpuwing or nore
L SLE R (qugm’, sx%ra[é Ssgfsaﬁ;[nli qg’(? otl gl@ "1B. In at least one arrangement, the methods
described herein may be performed by a server (e.g., server 164), which may function as
an clectronic mail server (c.g., a MICROSOFT EXCHANGE scrver). Additionally or
alternatively, the methods described herein may be performed by and/or in combination

with one or more workstations (e.g., workstations 161).

[25] In step 205, a user may send a communication that includes non-public information over
a network. For example, a user of a computer system at a financial institution may send
an email that includes non-public information (e.g., customer names, account numbers,
social security numbers, personal information, etc.) over a network, such as the Internet.
The email may be encrypted, or it might not be encrypted. In at least one arrangement,
whether the email is encrypted or not encrypted, the communication channel in which the

email is sent may be monitored by another computer system and/or software executed on



125] in step 205, a user may send a conmunication that includes non-public
informati on over a network. For exanple, a user of a conputer systemat a
financial institution may send an email that includes non-public
informatio ust oner names, account nunbers, s
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[27]  1Instep 215, it may be determined whether the communication meets at least one outlier

condition. An outlier condition may be a law, regulation, and/or policy (c.g., a policy
implemented by an organization, such as a financial institution) that, if violated, may
represent a risk that a communication was sent to further a fraud and/or otherwise use
and/or disseminate non-public information in an unauthorized manner, and thus may
trigger additional review. For instance, an outlier condition may cvaluatc whether a
communication was sent from a particular user, at a particular time, to a particular

domain, with a particular subject line, and/or with a particular type and/or amount of



information. In response to determ ning that the conmmunication neets the at
| east one outlier condition, the comunication may be submtted for review
1281For exanple, once the communication is identified in step 210 as
cont ai ni ng_non- pub|IC information (e.g., via the nonitori a system
i npl enent i §§ 28HE'BP3 nore aspects of the disclosure nafwag@%PHE%%'Vhether
the communi cation neets at |east one outlier condition, which nay involve
perform ng one or nore steps of the exanple nethod illustrated in FIG 3,
which is further described below In short, the one or nore outlier

condi tions agai nst which the communi cati on may be eval uated (and descri bed
bel ow) may be usedatlod. indemionicyto SbtbrtadihOns tﬁdbo‘ﬂiﬂiuﬁhatiohefcets it adlchdt ghe ri sk
that a connunlcaﬁlon was sent ta furth q? %ﬁd,and/or ot herw se use

and/ or di sseni A4 Cﬂ@ﬁ”bﬁ%??@”?ﬂ?@?%ﬂ?qﬁ “YRAUY¥ hori zed manner. For

i nstance, by inplenenting one or nore aspects of the disclosure and/ or by
evaluatlng2ﬁonﬁmnvvaﬂ%®mstaganmsmW@he“UQUmﬁ@#mé@naﬂt%Gﬁ@mm@%ewxm@ﬂ3here|n
an organi zati Oﬂlforrﬁﬁ{ﬁ)n (ﬁagS \@'dtl ?;&Qﬁh@é to&l?%tbyﬁemlh{ﬁﬁmemg oo %E%ﬂc@ts fjent ify

i nstances where an oyee 0 e organi zation has attenpted to send

and/ or has sentheﬁhfﬁloﬁm% mar: dptﬁmomermhqﬂ@n theocoppymnisgtion gyess: & 1§38 @§rratlice mai |

address for fr@dﬁQHl)@rlIrhxd?xux'th&@@v@ﬁ@fegﬁmgbﬁ@& MBRULPO b B Exatsifo mdBQLI N step
220, in response to determnin at the comuni cation neets the at | east

one outlier coHustiiedip FiGhé %lﬁ?hmﬁi“&%{tdieﬁﬁbet‘}é’?b}ﬂe s ot the @Y oF SR @cew.  For

exanpl e, aft er cdnbRosYphi@Mvaehandtd@sunich@i hiyeocCanmned @aa ues&m%tﬂswpne or
nore of the outller condi tions descrihed. bel owg& g] %P%e or m ng one or
fisg thatp u

more of the st &P%POICE RAIBYE HFR S Hoeh PP T8t niggtion
conmmuni cati on Eﬁﬁytob‘ﬁth‘éllkbi_ﬂuﬂTa@(ﬁorfoﬂfen\ﬁ&\ils@blﬂdbydl@damalﬁta|nyxst>uthlmfdrﬂﬂgxoﬁ tich

review, the anal may i nspect_ t he conmmuni n an

det erm nati on 6TXVHQ?H%?’Tﬂ§m ﬁhﬁW?%ﬁIWquﬁﬁgmggﬁpcf “wg??aﬁﬁﬂghPcreasons
and/ or whet her di&d’l@uiteraanu&fﬁysahlmlngtomdmmlaaﬂmm‘agmnsame outli ensiitiohudesaibed

unaut hOfI Zed UE rem an 01‘ amza IOF%QJ:]]I 1 gl%‘famtkut\?t%nmg l%)e abféqudéﬁt% 11§1¥I§Ct€§ m 1301
FIG 3 illustrates an d b or' rior e out e

condi tions nabeHe@vamdawedf@@@@mmmngﬂmemwnewéﬂ)mmiem@sbéévén@egéhqbed
herein. 1n pariigith@h t%'&ne;géyeé@ge%oﬁh%%ﬂ Rarel 16 f%éﬂi@ xﬂ}é&mwoﬂokﬂeyﬁ rat ed
in FIG 3 may be 1nplenen by an organi zation, suc f1nanci al
institution, innay@pegediingi ng whet her a conmuni cati on neets one or nore
outlier conditions Additionally or alternatively, |like the exanple nethod
i1l ustrat e@o)i NiFdt&p 228, intrBPodX MRk@miNRighRA thiel dothsluniadtiosl nieds HeGt 1e3stvay be
performed 8 by and/of.in_conjunctijon mnt uting
devi ces descrlﬁggxﬁ@? [ %b@?&?ﬂﬁ@mﬁﬂﬁﬁ edWmEgﬂﬁkﬁg?FHnQ%iﬁfﬁmﬁnﬂgfep 305,
it my be det eﬂmys&dl d&heﬁlh@rthat fhe caanmitaticiatide® dnava soganftheondiencandi®es Wi t h
privil eged acc sten1| nt.i e _ spects
of the disclos ?8“W%§ H%t %ﬁﬁﬁm e qRaOPE?MFEQﬁg%ﬁ%%ﬁrgg%ﬁgﬁ (e.g.
by eval uati ng flhgrakead&fG.iNftbe patmwirafiar méyhis mbmmmlfcaa:t\ii@nb)t on gebver mi ne t he
sender and/ or ngad S e 88 {he user
who sent the C?%%%%hﬂhWQQEQ }% Qé@it%ﬁiﬁgﬁﬁaggéfﬁ¥ﬁ% her t e user has
and/ or had prldﬂ@eg@dﬁa@t@§§WtdwnnmmemﬁﬂK@GW§ﬁ@M1@hﬁ®ﬂﬁhﬂﬂ@ﬁ°@%w@ml by
searching for (A6ndi$RM ahdhiioh! oﬂlk 9(9111915111&4‘5&1" SndRdNAYBrdPLdaMIsd 6ARInACCESS to
non-confidential i|nformation and privileged access to one or nore

dat abases storpﬁ@wH@%mébmﬁhﬁ@ﬁ@mﬂﬁﬂﬁﬁﬁﬁYnat|on)

[30] FIG. 3 illustrates an example method by which one or more outlier conditions may be
evaluated according to one or more aspects described herein. In particular, one or more
steps of the example method illustrated in FIG. 3 may be implemented by an
organization, such as a financial institution, in determining whether a communication

meets one or more outlier conditions. Additionally or alternatively, like the example

method illustrated in FIG. 2, the example method illustrated in FIG. 3 may be performed



13211 n at | east one arrangenent, if the system determ nes that the

conmmuni cation was sent froma user with privileged access (e.g., a user who
has privil eged access), the systemthen may determ ne that the

conmuni cat j on ets an outlier condition. This may be er with
privil egedwﬁcszg‘@gssp? kely may have a greater ability topchg@séggfo?s\#éw, use,
and/ or di ssem nate non-public information than a user who does not have
such privileged access. Additionally or alternatively, if it is determ ned
that the comruni cati on was sent from &g user who does not have privil eged
access, it then may be determ ned that the conmunication does not neet an
outlier condit bpand/drin S@IRCEMNAMIGII®AhDrc @BNcdnfpulidg desiceyadescibddelramimed t hat

t he conmuni cation nmeets an qutl.ier condition in this step, it still my be
det er ni ned t hatP¥#8e 8}%%&‘%“@’ % meets an outlier condition in one of the
ot her steps of the exanple nethod. 1331ln step 310, the tinme at which the
comuni catBUn WegepsS@htit maybelsletcrniadd rdicder. tharymmaiggtion avas feRelfragy 3 pehvithy

determ ne the jifReAlactih Chot a@mslg,wle&aisﬂpg&emg RERE mlof Bpectsbdt @¥al uating
t he header infor ma%l on tor the conmunication to determne tﬁe )

communi cat i on' §is¢losesgrayrsiermingthg pscr whe tenbihe CUPPHYGEERE, bY Fvaluptiegthe

det erm ned t hatei&n 6AMTB L At CORMVAS SO el tikescder RAVIIBA ofdisdiness hours
(e.qg., before 9;00 a.m or after 6:00 p.m it then may he determ ned that

. " ) 1 b
the communi cat PYFESHe AR HnsysiR delsrmipes fifiuesr orho Suy e CPBRUTgajor fhe system
al ternatively, nlall@ctB@fitgalhdids thaass Hao widdor Gkd pidlepalr dctsu tanionsenfilefitiadf t he
conmuni cat i on 392%1 be taken into. accoulmt in eg.al uatfi n tge tine gt %/ni ch the
conmuni cat i on 8l (S-S EBY SPfdg Heiethe uger A & SNEErOT 35S, VRS AT ATEr b
typi cal |y wor kacce9 td ficortofidofliapinformition 3ndl peviltped aacesetrdhd orasnt dadbaskd : 00 p. m
m ght not be determ ned to ne ap?rgutl ier condition, whereas an email sent
at 3:00 p.m my EIONETERRIAAHOTE ket an outlier condition. In at |east
one arrangenent, the system nmay determ ne what constitutes normal business
hours for B2lpaft #tdembtame gapdenenbyf daaysinhépteniaesohat s @R isH g gs sot
determ ne the g$gRdelcSwilORiviikdel GocedsQRg LG WRS hQMriviNgSd Alc6k), aRlsyR@ST ti on,
job privileges, hourly shift 1nformation, and/or the 1ike. 1341rn step 315,
a first usemamicngsydrigiurs Wettthe eommpmigation gree fa MFHIMTIEY | BHS MaY Pbe
conpared W th 8esReanterba@PRNRcabS0GE BkBImUY hdve A gfeaGl PilRNto Rbest Raw,
comuni cation. In onpe Qor nore arrapgenents, a s%/stem [ r@l enent | n%clone or
more aspects ofSe ARV AEFHET BoHRIDIC Spsapten ghan ¢ gger yda deginpot 18%o™ Nt ed wi t h
a sender of therGREGILALGAL i OAddiMichillya of efemglivelis erinands aksatihal eiht whé h a

reci pient of the comuni cati b erfornng,one .o re steps of .the

xanpi o et hod STPSAbaY g oh e e WG A onE G e TRE B B o ey

anal yzi ng user deensneil rthdt hhes covmyunaatigh doaasnof wretther outégceantiech. beh owhe and/ or

oy Pl ermentl Ngy ARl I Cr ARG Her@luich ) Ghal WRCLRRHE Bariof I QLIANERE T ON
£t ut on, may D abl’e to 1 dent y

such as a fi nanczlmé‘fmei"%s u | I'nstances in which
an enpl oyee of codgioninghinktz@titisoh maabe datdrmimpd bet theorogamndicaiion msets pragutlgent

non- public infqrmmti Wbé‘% gfrtﬂ‘{)bslﬂ]C?MS%Yt%gii,x%m grgg%@_l emai | address for

fraudul ent purposes an er “unaut hor use. 1351In step 320, a

dormai n assqciated with a recipient of the comunication nmay be eval uated.
[33] In step 310, the time at which the communication was sent may be evaluated. For

example, the system may determine the time at which the communication was sent (e.g.,
by evaluating the header information for the communication to determine the
communication’s timestamp). In at least one arrangement, if it is determined that the
communication was sent outside of normal business hours (e.g., before 9:00 a.m. or after
6:00 p.m.), it then may be determined that the communication meets an outlier condition.
Additionally or alternatively, the normal business hours of the particular sender of the
communication may be taken into account in evaluating the time at which the

communication was sent. For instance, if a sender of a communication typically works



In one or nore arrangenents, a systeminplenmenting one or nore aspects of
the di scl osure may evaluate a donain associated with a recipient of the
comuni cation by perform ng one or nore steps of the exanple nethod
illustrated in FIG 7, which is further described belo ting a
domai n in Y%! V{e g., as further described bel ow) %ﬁ%?ﬁ@?#ﬁ

i npl ementing one or nore aspects of the disclosure, an organization, such
as a financial institution, my be able to identify instances in which an
enpl oyee of the organi zation has attenpted to send and/ or has sent
non-public information to the enpl oyee's personal email address for

f raudul ent purp@ﬁ&ﬁM@ﬂﬂh@JO@ﬁheﬁnumﬂuhh@rhln®rM$egnwaﬁahamﬁMEmuﬁﬁﬁt a

subj ect line assoch$%g$ the co n|ca§b§n ng% B E uat e an

exanpl e, the s{st¥ “‘881 MHFHE T h’?&tr‘it OBy 8% °F eémélgsé’clln%ﬁ ed with

t he connunicatbmmam&mgenemakk%nmmadeeemumaneqmmm@ymmxmmushahmﬁmmwihe type
IO];] f IOP];TS,[ Irrghl ?gr tr?r%l f):usmebs mogrg'tfl I'Odnﬁc% crllﬁdr Ié(%}lzkﬁlg]bey ery]grp’ on?}??![ngﬁéc hﬂ%\?\i‘?b %header
has unusual andﬁenmSUSQBQM@mgobh@:oﬁadaoﬁepmﬁnmu@wmlDwﬁﬁthEQevm@%e
arrangenent, IBmﬁ@%hﬁ%ﬁ&ﬁﬁ&ﬂ%ﬁﬁ%ﬂ%pﬁ& that the subject |ine associated with
t he comuni cation”has unusual d/ or suspicious characteristics, the system
then may determ ne that the conmunication nmeets an outlier condlt

(37] For i nidtlan&sten §15 RS paamsme deveirht HEL srRuler & Saspaeiniioemas %c. at ed
With a parti cuk@fipaf@RiiMinisedhd @amkiSe Rkaked3ndl/2atcigPbithe EdemmicsioamITay
determ ne that the comruni cation neets _an outlier CO”d'td§W1 hl may be
because it rmay BT SHEISFERS Z SEUTAMRICEP G PE HEPOF AP P OBBI i ¢

i nformation t0nb¢c&mhh:mmhhu@nbmaa&madethempﬁy—aub;amnmmmmmm\Mﬂlanother
exanple, i the Sl%/ t em det g %h 6?1 %lfh n Cdtlon rlmal'rtloe(()jnc a
particul ar conffifl ’P%ﬁ“?ﬁ@ﬁﬁ 63 ﬁhm@ﬁé() ﬁé?mmuﬁon d@%l |C‘M0r35 (e g.
"stuff," "m scelolcarpoofshe'exahme methédhibussysd Bl Gray whiieh B firiheredesdnibed tclow.
connunlcatlon an outl ier.condi i y be
unusual for a g% Iﬁ%m@%t%%mnlhéigihg%ﬂggg £€%$%%§F?gﬁfﬁﬁggﬁiﬁ?gﬁ'Hy be sent
Wi th such a subj@atenfitgvme ol 88 atpacts blethe G3losutera cegroigriion.cofchresn-fpansial c

i nformation i ngluded Ihﬁ/ o) e 0 %%&IEHF}' @i th VRh dh%mslwelaaa@@gdmaomgnpl e,
the system may det er m ne whet he anmount of nonh-public information

i ncl uded in t hettcawiedun |S@’dtﬁné/ﬁf hw')scseréd@nﬁuhlﬁ risferistion to the SMPlo¥esStPerfie]

arrangement, a.gaf éd%EQQO;fQQ&uI&IﬁFI_I%)%CQ\JM Hekher @hasRirizWB:€ appl i cation nade
comercially avail abl e by SYMANTEC CCRPCRATICN) may be used to decrypt,

scan, and/ he cantents of ni cati on. u ntI one or
o rogul Bl SERIEn2dARe TR BTy R SRR BV £a T o
the contents OM1bh90cﬁmnumﬁm§mwmﬂ i@ymmemmﬂﬁmmnmnemubimmm|abmmnu1mon (e.q.
social securit %lscq 1) may ev% lxa é) %il gngxlfl ?shoma%d Wi h 4 )em?wnq/ o? 1}& Jg}ﬂﬁﬁlmgﬂ? @munt Of

non-public i nf O &L T on i N onmuni ca I ona
al ternativel y, pefaoing ne plnglowestte(phloﬁgleoepenm methed Haytraled imbipb i "édvhmh g he

contents of thmgrrrg&bﬁh o@D 8 caaﬂghg' ol PR % {%ﬁ%éy%g g&%ﬁw b QBbekrOF

i nstance, if acco ers c begin wt articu set of digits
(e.g., "ABCDE"pelowhasd/ot heinganiening aae os @precﬁﬁpeétﬁ gf the dﬁ’éysurfe s QIERIEARERN. f or i n

the contents of,4Re, GANEHNAGRESD Ry ROGF & RSy %kﬁmegﬁqtv@ﬁ(m e {)fop& oamunt  of

non-public information 1 ncluded’in the communication, the system may
conpare the deﬂ@hﬁﬂﬁ@@“ﬁdﬁhﬁ@”ﬁﬁﬂhoémFHW@§hHF§@“PPHPH@Wdh%HhWO%F’W%npubl|c

i nformation ex¢gfidsectpersdnli &N Adbss foh Baudiieh: BipHRYndRE QRdVuRAHRAY uiche
comruni cation nmeets an outlier condition.

[36] In step 325, a subject line associated with the communication may be evaluated. For
example, the system may determine whether a subject line associated with the
communication is general, non-descriptive, and/or unusual for the type of information the
communication contains (e.g., by evaluating the header information for the

communication to determine, for instance, whether it has unusual and/or suspicious



11 agai nst which a communication is evaluated may vary based on one or nore
domai ns associated with one or nore recipients of the conmunication. In
other words, a first communication sent to a first recipient may be

eval uated against a first threshold, while a second co a sent to a
second recVpi%H{*¥83) be eval uated agai nst a second thrg]%rru 2@‘ 3?’1?’ ferent from
the first threshold. In this exanple, the first threshold may all ow nore
non-public information than the second threshold because an organi zati on
nonitoring the comuni cations, such agga financial institution, may expect
and/or allow nore non-public information to be sent to and/or shared with
the first reci Qia&ﬁttcrlcﬁlb@nlntahﬁas‘ﬁ&&Qﬂﬁlg’éﬁ@lﬁ pftﬁmyqtcrﬁraamfr&t MAQB: subjbe lifid r st
reci pi ent may bealawflrmen% 5) the nizationr‘ﬁto Pertfort

particul ar funePiHrd, Vilhhe (CRREURFREOH P éaﬂ}“%‘ " YR MY HECeptabl e for
a comuni cat i Okysiet th ni@déteririnetinetht asmdhinfcatidnhabts knaltlivdesditipn.t o five

i nstances of non-public information. On the other hand, the second

ect bl ent Y, B8 Akl filnRdidon SQULIAL Bl PUdRL: & maatssoe{aewwqt@sa Leehni cal
support f tions ani zat 1 on, and e organi zation nmay deem
it unaccept abl eomlmrmcaﬂ%loﬁﬂ‘ermd@@(t)ﬁ ) f?%eie‘leml&’edhaﬁg}etc9m§lblf“f%?e vendor

to include anynfeé]§£na&19%§ccﬁfhn&pnl'lﬂ'-’rf?:iy'b@ bbcﬁ&ﬂ@'}tqﬁ;y'b@'ﬂnmgfﬁ@al lhRodkuli@dst one
addi tional arrangenent, the threshol'd against which a conmmunication is

eval uated may {hatigclaigs - I@hhctlﬁ%m@éﬁd‘étbe ot Vi ‘éﬁﬁlﬁ%ﬁfﬁ?réﬁ‘ﬁ’fydﬂblecﬁb?e &anple, a

first comuni catoiRPea@plk, iPhe Bysichd @terBiRRARA a i ecblﬂle@h%@d:lﬁi&i with agaddikt a first
threshol d, while a second conmmuni cati on sent a_.second sender, qg‘y
(f¥Eshol d. In

eval uat ed agai AREPMUICENo NIl e SHBTY oq“fUPEréﬂ‘i‘SpF?‘g‘fn PRES (P& ¢

this exanple, thecdiidests, teknash@biehn ﬂ‘ﬁyd@érinﬁx‘é/ﬂﬂnh@cdﬂﬁﬂmmhtb)hIméeth af @ulkat i on
than the second threshold b cguse‘ an pr ani zaﬁ)hon moni to %d“ € o

communi cat i ons gk AR Jpay bR hrcepsg I?lﬁ’s baViks ”r?‘é‘i}m'é’g%% nd7 6 al | ow
nor e non- publ i @or-iblid inkkhaion tobe bart saintuclbysudpdlios. shar ed fromthe first
sender than the second sender. In one or nore arrangenents, the threshold
associ at edyf tly, & ?% ttﬁecd'xﬂoal(t 0§%q)%ﬁhcrmf)frngﬁoﬁjﬁélﬁfeﬂﬂﬁéjcolﬁﬁﬁﬁga&ﬂ nlpge sender’ s
job title, the sender's hierarchi'cal position wthin the organization,

and/ or the sengwhatdpFendxanplc.Hheoey oy dERUNhYhksA FERMoEntoh pef-pHRlf on. [ 41

] For instance, iidfidneganddt @ %Q%oxﬂﬁlﬁl\%a@b‘x§ cRNBIPA BhrechBl@. Tin &t le&endler may be
a fraud investigator who nust send non-public informtion via enc[ﬁ/ pt ed
[

emai |'s as part 2GMZEHE) 2 Sy opbises YT Lo AsoftwasgeRPHGECT MAlCSPIERICZAY | on may

deem it accept ghliglf BrSVMARTHYCORAOR ANIAN) nfag b&@Bd tolicripi8cdnl @uxdr semﬂest i gat or
that includes up to ten instances of, non- E‘ blic infor rr@tl on. east

one ar r angenenfh® caHenispé s qemmigrcatiggh SHoMRYely. qns of WP?SI“??B f?ﬂ‘ﬂre%")‘)s ¥ er to a
cust onmer nane, tedt &Sk thoﬂddiyel&sappl&ﬂ t@ﬂﬁ&uménmchfrfhecfomnam&mmnad) idemdfurity
nunber, and/or an t he
other hand, t h@o‘k’é&’gﬁﬂﬁ’é@?’%ﬁ%% %m% ag%ec‘é’ 7 ‘(‘:’ﬁ’ﬁ Clcoumcmlm%el Fgé"é‘?gff’?

shoul d not be ith@taﬁfoalﬁtolflngp puibtid) infmyativo irobudid incthé crfrmmmmcmn ,Addrtdnally 9s the
organi zation ng em it unace | Lk he

t echni cal suppoﬁr{(\tma?vceyc CX?Cy t?g‘f %chﬁlgf S’H‘Iegg)rﬁqam% ngnd ﬂiclzlgcsﬂdo?\@ ncgﬁa%sug%lt ¢

i nformati on, Thesqunidatieth® fengifdndnrpyblat m@ammons@ﬁdsisfaweeﬁ@ﬁcg@pmtew“@ﬁﬁl | that
| nel udes st X 1 05hA0GCSRviA ARG of BLA EBL LoD hd AlgHABlat Al shol d
m ght not be excee And’ fraud investigator' s communication m ght not
be consi dered ldtgltﬁ@er barcasthed fasrin disrepientp el heromawsicitiont Hce deHwiteal

support speci a'dbté&m&@msan%ﬂmem{oma&&@ lm&ahoﬂ ﬂa&dddnﬁlﬂ%d&%mtmaﬁoﬂsn@nces of
non-public information, the relevant threshol %@de exceeded ?nd t he

t echni cal supp&YteTsPHaEFumpistthe deameh prgH HHh Pré]Ve cohdr dBPEY ot B%eet an

outlier condi t'pQﬂlc fforiktion  bRSdd@NGE, thichiRIs st ed%téfﬁ}’md}e'[@femnﬂ@ thdrethsender' s
job title (e.g., by searching one or_nore databases and/or other

i nf or mati on soGPEBYIEEOHREEEPHET SAHI8ender s job title based on their
emai | address), and the system subsequently may determ ne and/or select the
appr opr i at Bolt hires hestdnd arangactt, & o trchtldsomy ds ute scavilbaide dfoee tpes.g. , t he
system my Sl Chlced sHRES, GRS biffer L§15< oﬁggr*\rg fiflioR FECRAMAACIHARGE!
specialist than a raud estl gat or I" anot I nstance, and al so
wth regard to the sane exarrpl e above the first sender may



be a group manager who nust send non-public information via encrypted
emails as part of their daily job functions (e.g., following up directly
with custoners), and thus the organization nay deemit acceptable for a
comuni cation to be sent by the group manager that includ u ten
i nstances ¥P2ABAYSEbI i ¢ i nformation. On the other hanaP&{Iﬁséoggé%ﬁ“d sender
may be a group associ ate who shoul d not be sending non-public informtion
via email (e.g., because they should be handing off to the group nanager
cases in which direct custoner followjup is required), and thus the

organi zati on may deem it unacceptable for a comunication sent by the group
associ ate to i Bginsdehiany cdnifin@Be@sis o¥aluaRd nay Rbiy Gadcdfodoi@bI @bk déhsiss 1 f the
group manager sends ey encr¥pt ed enai | éhat i ncl.udes ﬁl Xhl nst(ﬁ s of
non- publ i ¢ i nf BFFE{SIONT PRET MASTIRE AF BEAIPTUHFEEM Bt ha ERct88kd and
the group nanageimsica@myen nd::aﬁmtaém;mng hiby brodvalbeedcaguisdt Glﬁl‘seﬂhetlwldmbﬂe an
outlier conditi Onrfd wher eas t N § tq Q (er%lslségcrlngtg evaHJgt% dms bgcgltl d emi|
that includes t38"% FEFRRCELD SF ADASEUBT {E IRt 8P nas | évan

t hreshol d may bmesmkctmﬁ“denl fxamdhetﬂm tlgwbazl{b hdispciample, tbe m@trﬂnr@ﬁhpldatay eifowray be
considered to t [ I 8....0st.an system
may determ ne fmﬁg ge%)dlg tﬁllgnél{rig]r gﬁ%c@? Scco}lg’ t!ngqr?%@m ﬁ%cku@@ ﬁegﬁ%éaaﬂfﬁlzau on
(e.g., by sear ohiingnpthe CWW@@EOI@&M@IM@@“S]HWiﬂé)trtutmlhéfry dxpdcomneer BV sour ces
to det erm ne eggh n%F Bgﬁi'é fortHadndb g@ k(ﬁﬂa o MES b ODWM IRk Pe@ﬁleﬂrt%r\hg— ation
based on their enal dress) e system subsequently nmay determ ne
and/ or sel ect ﬁ%@ldap@?l@mr iFat élthWFe@héirSH f@’@@“*e‘a@hbcc%)#ﬁ‘f’uﬂ%mgﬁg?ﬁ byshdescri bed
above (e.g., tBRaIMSSER PR PhiEGllar FulbRER, SRNGLS ¥ Ordabizashahd degh i@ group
associ at e than a group manager). 1431l n another instance, and also with
regard to the é‘éﬁ%ﬂb&xghﬁl@mﬁ’%‘%m fihde pri de tedaudimnthyl Bdudss #p i {venpl oyee
who has previ Oﬂﬁthﬁée%s&monﬁ%ﬂlfchﬁt@na%ml (bethE: ha;ta liaﬂ@mw?ls@@bnﬂl@d%rpﬁwbinh}cbe a
information as part of functilgons

or gani zat i on nHyd B@E’rﬁowarﬁﬁ‘ﬁ’g‘ifﬂ%w@“ﬁ%ﬁ“ﬁ“%WT %ﬁ“f"?)grfa ltg ‘H%a“ézéthot" by the
first enpl oyeeaddigds tlleﬂﬁiaﬂdﬁﬁ)n &':haif YginGadnatvapdid food coanfatin@fme Sendfo thothirubl i ¢
information. On the, ot her a dl dﬁ?ﬁ gcondfsen gl qpymap&a second enpl oyee
who has not prEWSﬂfé"Yayeve@%r OIH WA MSe O ROrIEEd SRSl i ¢ i nfor mati on,
and thus the organization may deemit unacceptable for a comunication to
be sent byl48lhels@dwsidne pglitppalarerggmentnbé terskold papingtihtiding esmgmicaénd-publ i ¢

I nformation (ee\giuatc@%gﬁ%@ &&mmnh&%u&w&%mmmcmﬁ $6CaRMpRMPkRY ee
typically do not 1 nclude nonpublic information). In | east one
arrangenent, t FENBYLEEH S PY ddtEpedpana e et’%}‘ﬁﬁééﬁ“‘%&i‘rﬁ@? thegsholdy st es of

non-public i nf Qeomt mmnumauoﬁqmw £ ALoRN Fon & Nhaybide @@m&c&mu@y@ac@m
noni toring and/ or_ anal yzi ng previ ous_ conmuni cati ﬁgfisl? fsxlstr.}grg%oqueac enpl oyee.

Thus, if the fhrsholddider V@@mé@n%gﬂﬁﬁh%lﬁchﬂﬁf ggme ﬂaﬁ&g%wtwenty

i nstances of naiarepudml publid NEMGHAS] @kn ﬁiBCked:dcndtmﬂfo}d basﬁqanﬁemo@mzmm pubI ic
information is within one or .two ndar iations of upt

non- publ i ¢ inf B?Wﬁ)tr‘il%ﬂlefﬂjém‘f’]“i‘ig?"s SF'?%T By 8"”9 R ARV ’él%yn%i‘é’ec g 2 (based on a
sanpl e of the hagtnonpuilie,infb@sitiort Memwsnd/@tsﬁa@d frérhdre ﬁrheerrded Baratht

J;nh(t:]ﬁts h(rjllog Lneggé%gn%;sg?de € ng)%f?rgre glo%%graﬁ[ eclanésl, {h(c:: 61H %%Id 8%@8 zi_%i wﬁlnybla%cg\%% i on
second enpl oyeengendsy bndeamingpbedd enehd sebats joindiledbs sdnieis hmgtlawd:es of
non-public inf i Y S tion is
ot wi thi n oneranp o, B0Geslodhy Bny HohE 0GRS o RACHRRR LEhBIOATR,

i nformation theuléle@@nmatempl oyee typically sends (e.g., based on a sanple of
the last nonth, last two nonths, etc.), then the relevant threshold nay be

exceeded ang t hg m&&aadw@nwgawe@ tife HrONBdNixEadIE, Ofle TRY s@eelcmﬁysbderf&ddto neet
an outlier condition. In this |nsta t he s stem rreﬁy determn

typi cal nunber MFUEHEPERABS! hd ?HS‘rP“B’ﬂPo‘PfOB“ﬁ“H‘P P FBEYRS ??d’rarﬁﬁﬁ 118‘51“ ons
sent by each ermiyomeﬁhwudmnmtdonhu@gthan@i/ganrzatamahw|degmprteaucmmlc for a
conmuni cations sent .b ste ubsequent.ly ma
determine the 8‘6%’?‘5‘[5?\2/%%%? ﬁ?"ég}ﬁgwdf%l‘nvgg%%or tfé)aliﬂlﬁﬁﬁll %Sa“[plr%’)nenb“ésgagc Sotﬁ %/he g
det er mi ned typhegpubhiciriifematdn. i st anices oof anarzepet] hic insphar phtmbopubiior
communi cati ons sent by each enpl oyee. [44]1n one or nore additional
arrangenents, the one or nore threshol ds agai nst which the



anount of non-public information of one or nore comruni cations is conpared
may be nodified automatically and/or updated automatically by the system
based on previously collected and/ or anal yzed data. Anong ot her things, the
syst em may autorratl cally determ ne and/ or set anount

frequency WOR129%¥} the threshol ds based on such pr ev]%éc?tﬁléﬁa()’/ﬁ@g{ ?ect ed

and/ or analyzed data. An anount |limt may limt the nunber of

comuni cations (and/or the nunber of instances of non-public information)
that a particular user may send. Additiponally or alternatively, a frequency
limt may Iimt the nunber of communi cations (and/or the nunber of

i nstances of nﬁllfbrmutblnirﬁayinatfcloformmsmm)r ltahﬁldausﬁ)ﬁ’fct iiddbbkiﬁlﬁn usennt maybes,end duri ng
a particular ti erio 0 above

i nvol ving the P(}Q%%mi‘”r?(/’é‘ﬁbergﬁlidch g’ﬁfffﬁ? ’é@fjé) en| 613? pUb?]C m}}rrfnags(ong?lng{ll st, the
system may det eherimnsd, t@werond squéerinngy tofa té(lhnmal(smpglt,spetmt lwbmslimsyd not bat t he

f raUd I nvest I ga G(I)c{’c SUeQ/ dat ll(l) ea IC Enl é{'rendtleoqal Ld.stllFe{h QB]thMII&? de@&l {Jde f ! fty
i nstances of nonp b o (f I nstances of
non-public inf oman@piabjnfqr Iaammpemmlolt st ttvyhetthfémlcﬁemp@mneelﬁlﬁt torndghaghd) . | n
addition, the ﬁxtgﬁc%mmx P SHBRGon, PAREdr BB SRl EHIARBIE hECAT denptored 1
one or nore databases Rat after these crmails were determ ned 0 neet an
outlier condit piowl tdnobdtsseqingricesyofmey peblie inforppiios ethe reivans thygshadd mégher ni ned

to be legitimg dutd-Ad taxli}ﬁthé ﬁyddqmegfggﬁ?§&)mﬁﬁG&%OQ'nﬂQ{tYmt BeSnsilti &N May
automatical ly nodify and/or update the threshold for the fraud

i nvestigator, 8QenOnEer prbtwfa’ardeaﬁ rf\ﬂé‘stﬁqhglﬁ%lé]dppﬁﬁypegléh%S%QS PeRERPEd ve mail s

per month whi ¢ BydinghiUsRudePndoOnskanbds o heSHBRERSHrdtioN QR RGNt GirdsiidmaRL i on
wi t hout any of these emails being determined to neet an outlier condition.

Addi tionally oP® %Cﬁ@?%%\l@uﬂeﬁewmmtlﬁléppgg’/§Eeé'ﬁ¥1%§°’%‘8‘ﬁ?<iawr‘aayt‘Ffeco?shd ol d for

the fraud i nve%étgﬁbQMIEIQiéﬁd]tlﬂnhah thif mtstbmfmcaggdtemm&tetegan@me sends jomre than
five emmils with nore t i nst anc ornmation in a

month, and/or i {4 P éeﬁ‘cffh‘i“%\?éétof R fiat%ésﬁﬁ?"g?’i %ﬁ%l’1l#°n“aflﬂn FYE han
sevent y i nst andeamide @olnsambds ﬁbbl t‘itﬁd)lbﬁmd io@nthéin eaailroaddrss), eand. the opstenst andar d
o met an-out FtEHoRBRAMe s weBheitd, SRS ARafRY BE dRL D P
exanpl e met hod corhrhwisdaticata despmbeﬂ:hl(éve @ grrme sipeenpeayf sgheweeiwbye@ndﬁ thresmid
conjunction w vi ces described herein
operating al ongg?(%%@@ﬁcg{%%)&%g&lagﬁ%gﬂgg%mqwcgs}%ggs405 a first usemane nay be
conpared with a second usemane. The first usenmane my be gssom ated with a
sender of H2lcommiiAiherapsasss, andiigo pih reeaid dhige %@rﬁ’é"r‘ﬁﬁ’le@é&v%@e SEGRIAMBY with a
reci pi ent of thea g@mmdg@tmmnubd SnORNA-pABLCTRIoSnaA b1l amg@mrwmm Ayt em

i npl enmenti ng one or ec s of _the dlsclo ure are the first
usernane Wt h P’ﬁ@e%@gg' ?ﬁi‘ﬁée By’ B%‘?”P%F‘Pndﬁ ?Sﬁ”éﬂ“o‘ﬁu gpgrfd s g‘f t he

exanpl e net hod oighlitisibit @lag dednh itFcCeptable Mhaod@mmméambﬁ he be das dyi thedrobel ow. By
conmparing usernanes CI’I and/ or
by i npl enent i n§*HiFE th?t ”}‘Fg’ld%s ugs%teétmqg'n s Ond)lm)shglngglﬁnrae - an' tge ther{?l\é\ga i on,
such as a fi nardeisatonil netdert mby b p grawy dswcmalxelot shodetner bd mdltlmamppubbabl lity
t hat theflrst sernane [ t, i [Wth a
ingle entity. MOIFTA G Qmadléf bgcggs%weg (gﬂfg?ha%dnﬁ%lgﬁ § aRFA! Ahsg W th a
t he second usecraene varigh cb@ctrpuagtscrcﬁomvedp Wi ltimmad)s pigthes e oigayiZatipn mge

det er m ned baS &moﬁl EQE Fﬁg m\ﬁ%tl(ﬁf S%m ethe @roﬁ'[y E@édlﬁélo M@\Ldéeany
representing the proba e obtai ned by perform ng one or nore
steps of the emweeoﬁmnma 1nfqmtwat ddiug, if e group mapyer feRdssiepner®sd it nay

be determ ned whgt Rerindilags $f %@&ké bitbn %Mi@%@rnﬁtlénhfh@Wlalq thrEs‘BBld exanpl e, the
system may conmpare the probability determned in step 410 with a threshol d

probability, afef '%erf’éC@S’/‘*éitf’é‘finﬂF?a%fo‘ﬂ’e@@}aﬁﬁrﬁéo’(ﬂﬂé’ElFﬁé‘Pn f“l‘\%'é‘t BB BPYeiey texceeds

the threshol d. pEhantdhilieskedito oNebs iPhe dets hlbonedsch®. . cnclﬁyedadmaﬂl’t@ﬁnl zation
operating the system,. or the threshold e set

automatical ly FPGEIF‘P“ ty INBARCE P HAR- B’rb@?/i“&@?tv}(éﬁ%rlcwaé‘ﬂtﬁfcﬁ’(? dd’éaﬁ’tbcg’éﬁc%ficfi n step
430, which is tidthé Help DAesakiskedmhetaamm miybeabnsidears to dReasdulgngadent , t he
threshold nmay be predeterm ned to be sixty percent. 1491In step 420, in
"espouse to determning that the probability exceeds the threshold, it may




be determ ned that the first usemane and the second usernant are both
associated with the single entity. For exanple, if the threshold is sixty
percent, and if the probability is determ ned to be eighty-three percent,
then it be determ ned that the first username and Jscrmane
are both a%@&&zé?f’sé‘&:’with the single entity. 16 1501 r#égrfué%%ﬁ%g

response to determning that the probability does not exceed the threshol d,
it my be determned that the first usernane and the second usernane are
not associated with the single entityjs3For exanple, if the threshold is
sixty percent, and if the probability is determned to be fifty-five
percent, then idthiBkabe, thekpidm neddddiaine tHaacfder Skicrusiécah asstioandhinhe second
username are not ass ated with the single enti e t he
threshol d may BE*Ht ’i‘ﬁlﬁ?r VAR IR gﬂéﬁi’éﬂ&s ?ﬂq}o tg?hnjo[us agl/onaq?fgfeq goed

i nci dent dat a. dd?@minexanpdxﬂer sehigerdrehddalf@rition @irhén mma’ggxmnbnaméﬁon thaicemsitli ng to a
schedul e, the s st aut omat.i cal | te nd . hreshol d
based on previ o%sﬁs danr(lja yzé}&”? ﬁlclzblb%]é]el%t%d‘g gefterm% d/ﬁlg/ve@;egsg%n‘{pgl%ﬁ%{ mance
and/ or the eff ihodislehdcipr ofh ¢drenmeatmnns datribehabory/feguihosstasnay stisd kinprat | east
one arrangerrengc’nmfl\% hrksrﬂah@&'%%r fg&s@m %ng}{ougﬂﬁha%el the system may eval uate
the number of commuUNi catl ons “detennned to ‘meet  at east one outlier

condi tion based on one or nore usenane- nmatching crlterltg ?nd referred to
the revi eWtHr obigdatherimtancs 1d e i) g & Betle SRRl 0ovepiae PaGir{ChBEe duri ng

the revi ew proges Sist kinplbfte SwHauab grevibsslyd@henitifle dmhi e ifd@ed asggiblie. 9., if
nore than ten p?rcent of tt}g Ils ref rred to flhe revi ew. roc ss based on
et ﬁlong‘i

the one or nor &UREHEARL r &gk BCt\%Sr’ andpysithre e 7R RY FHed to be
legitimte), thattepthife BYSt@MRY AU DNRhE tyahd fyrsuemproga:sm ixhkaddshrtﬁﬁchbl d

(e.g., fromsixt ercent tq sixty-five perc er
probability i sm?%bciﬁf’{ BIEPG© é]O&BY’ﬁ{r‘Umf%rgPl Oh oh%’ré)g F‘md tp Tcic%nrd g%(ﬁdl tion
and/ or for themapbaasecamdtmplbyet ohbbasmef peevicaely tant armanarldmi mvluqnd ooeg®lic On t he

other hand, if, i %’(10{1 arm?huq *h? ggrg i.?artigl Qg)g?etefﬁ aécgfgab%r%uco%ugrc%tloh I ess

t han one per cent’ enal erre VI ew process based on the
one or nore usbcr FEa ey ﬁl&ﬁ@hndqgnIdwxet ¢l mclméqseﬂlenﬁtﬂmit@flly)ﬂd’e@@rlhﬁoﬁ@ﬂoﬁo be

legitimate), then b'-e«!l@se%&ﬁﬁlgxmel b@rfe;)m@géc&%' dndpid &%;ﬁ@aﬁ?dé mlma@,w' d

(e.g., from SIXt percent to 1 ve percent such” that a | esser
probabi | ity i spybdigifformatinyr Ina@téeemwr@agqn@nt hg syricst m@hdwwnp dre tWisbi t i on

and/or for the,goupypi 195@&11%& Nyt 9011%b1'iceﬁxﬁ6rﬁi§ﬁjont Q)rtclaﬁmﬁlﬁgdtﬁw @Jn@% Sgach Of
course, in this exanple, if the threshold is_ already Fﬁé‘iblve per cent
B

and the thresh&reloyeg ttyomB@tqﬂé%id‘é@%f FRAYERE rPrevigyg ‘PH‘F‘%‘%‘PBF e“fhwered to

fifty percent, caneyctf Thireift e @shehglofes salds @meerypied kil Yiral in‘vtﬁddﬁ&ﬁz@rﬁﬁy‘lt and
the threshold is to be i ncr eased furtnlgeg:twet he thres ol d brira%/nfoe .ncreased to

seventy per CenfnSta%fﬁﬂo Jign Blll.phc information, a nty instances of non-pu rmation 18
within one or two standard deviations of the amount of non-public information the first

employee typically sends (e.g., based on a sample of the last month, last two months,
etc.), then the relevant threshold might not be exceeded and the first employee’s
communication might not be considered to meet an outlier condition. However, if the
second employee sends an encrypted email that includes five instances of non-public
information, and if five instances of non-public information is not within one or two
standard deviations of the amount of non-public information the second employee
typically sends (e.g., based on a sample of the last month, last two months, etc.), then the
relevant threshold may be exceeded and the second employee’s communication may be
considered to meet an outlier condition. In this instance, the system may determine the
typical number of instances of non-public information for communications sent by cach

employee by monitoring and/or analyzing previous communications sent by each



| ? exanple nethod illustrated in FIG 2, the exanple nethod illustrated in
FIG 5 may be performed by and/or in conjunction with one or nore of the
conmput i ng devi ces described herein operating alone or in conbination. 1541
In step 505, it n§% be determ ned whether the first usge ﬁ 95 pe second
usemane ar WOMYFY match. For exanple, a system inpld ? & 3 e or nore
aspects of the disclosure may conpare the first usernane and the second
usemane using one or nore character matching functions and/or string

mat ching functions. If the system detesm nes that the first usernane and

t he second usernane are an exact match, the system nmay determ ne that the
probabi ity thahplbfee ahd rhsgyswmma@cmdndyhiemmemndammmmmm thodath

associated with a sin Ie entit one- hundr.ed pe
the system may “YUPEIATWOPH; & é}eo%éef)‘f“l“? Hrey 8%8 H‘ﬁtﬁlﬁfﬁqea; B%lr%ugn(i because

t hi s per cent agaforayionéprcesanticaihe spebceri agdyod. characters included in the
second usenmane that also are included in the first usernane, and/or vice

versa. On e @t hlo ARdaddlibnd Q@an%éﬁén%mhg%B@B%&@sthr&négq ztglaﬁ%fdzlﬁ&tthéjsenane
and the second username are not an exact match, the may continue to
step 510. Addi engmapl npngpblig|infamigien efens or mwetcwen@y%atl@ml“d@ww Aasb¢ hat t he

first usernane, ghded NEonBBCAPIndAT SRR BoRahtally RNhEXACH vIRMGh prdvRBsIEYSt em
m ght determine that the probability that the first useni ame and the second

username are b&tlctels awlar ghdpedidph AAraeggter dhipgsy {ojsystep gy saopatfelly or
course, if thejayaiRMmdat &1 fhdaaslihibi sdpF pREGICY lilits H thahzeblds psecent , the

system subsequent |y may update and/ or | ace this prob
det er mi nati on " B’é‘r‘f"bi/yrﬁoﬁ g4 ?fta“aﬁéﬁre(g‘%gaf “ﬁ&*%‘%‘ﬁ@ﬁ 35‘ ﬂgf“}ﬁ?’}’f‘é °bxanpl e
met hod i || ustr aém@flunidatidnk Gandfor (RS niiblict RE inst@SS rdf bﬁdphleicamforrﬁfﬁoﬁlﬂhﬁt step 510,

the first usemane a. delimter to.Dn a parsed string.
For exanpl e, tRE"NP ¥%°H“ﬁ‘z*°“§ gdgp?nélg‘%?) ﬁltcxgdmflés%flo%mcﬁdfn g ngfnhtgcr string
and/ or charact euimlfmbtdfurrmgmfcumi (aoch{oxttbe pantseoft 1hsartb¢<r<§mome®ﬂlnarﬁ®m@twnh
delimter, suc de e m ght
be used in themﬁgarpsafa“r?%lur?glmﬁ gel% 53%%%%1“%&% }g’? e%%¥eo{'ﬁe¢e aracter.
In at | east one the ¢xampjepmmt mwhiymg)éw émrdgn\teﬁaatbl and theyesbrieal BipoeTt Ell)hfzaﬂhélkel imter,
the system may yr.duic . RRAFES L] Biiod WRGnRACIChS bichR, WY ul Mlde &
series of characters that repréesents alT characters in the usemame up to
the delimiter. inFgigdersenineepleay five ﬁéal’tﬁ.@éfrmﬁ*ﬁh whispcRBaBBBEstagst af far sed

(e.g., the usemm@gnn%%n%@'tl lﬂ)aiq%gﬁén(gi of n&ﬁ%h@ﬁﬁﬁﬁﬁ ﬁféﬂna)) On a
delimter of par sed strlgg1 produced may include "
represents t heﬂ’@ﬁla*flééllf@ff grshpldndn lEiRprthe WpoP oy HelCHrnG Riseern eleoir8‘“‘156] I'n

step 515, it maxohestsled Broat RadorWORITARS, thdd Bfidd He&ahale whrB detbrfid Sa&k ri ng of
t he second usenmane. For exanpl e the syste mpar e t he arseg?stri ng

and the second®SHPFA0RAIQY #HY RGPy 'éw‘gzq’lélfeé%{”@? S ATHEEG AL PF ons
and/ or string n@tuaiatemgmfgumtmamgroms ek @ diaglprihdakieth infay atdmﬁbmymaidify)n

simlar totheoed nste articular. the system
may determine f ir;ﬁ gﬁg‘ @l%o'ctﬁaf’aﬁgf"é?sglga??{tﬁu@dR%Jl?he PR mveq a“”a‘ Nisemane
that are al so 'bermdlaudaed five etnhis ransetl vatidhi mcgudeamdotﬂﬁlymmcasexﬂmalgway
r epr esent t he Pr Orll%atl?on Y lh%uttagato QS% ef I ﬁqst;[em%%%{eprﬁr%% tg %%ettarﬂ 1%1Cé%)qatl(gfsen‘an‘e
are both associatBa Wi ¥ 1 Rgl'e “ént nstance, it
str i ng pr oducedddifostlepr Bii@natisely, AheMysTerramdy ichnfighes téectlomjoldls“elr ﬂparf@ud s

" AAAA. BBBBBB" ( era hes il h

" AAAA. BBBBBE( OB%B%%&‘O‘ SFC% thap O ‘éd){é?/éswgea m rrémlbs ’3%? er mﬁvneggmahse“ oo Tity 1 obe
forty percent, fiffy insthsessefmpinpublininforativn yn coenh, apdierdl thefrqug iyeyigdersends t he
string "AAAA. B%B% withGbrd 018 LEAETinbARE of ddh-phbIR iSY18M e hRhM(ESnt hat the

parsed string is not 1 ncluded as a substring in the second usenane (e.

if the second sigwlsrfsviginagbenstth e rgeholdysu 1é’cﬁ9é’ﬁ&‘elc%i‘f°“(9}‘?élb%lé?t%ffl’§‘edAAAA ),

t hen the net hog, faY.CRnk! RH&HEO Sstep 520. Additionally or alternatively, if
the system determ nes that the parsed string is not included as a substring

in the secgpd terninethat,the 0 ity that
the first @glengfggqgﬂ‘gﬁ?t?feanse %’Badmff rﬁ'ehlglr Q° Borh® 4ss6er s 855 39% g si ngl e
entity is zeroaperdognd oneAsmbmn agteapdSObed hdreit. hip ogytnams dehgmethdise thhi s
probability to be zero percent, the system subsequently may update and/ or
replace this probability determnation in perform ng one or nore of the

ot her steps of the exanple nethod illustrated in FIG 5. [57]1In step 520,
it may be determ ned whether a left substring of the first usemane is



i ncluded in the second usemane. For exanple, if the first usemane is
"ABCDEFG " and if the second usemane is "ABCDEFZ, " the system may
successively conpare one or nore increasingly long left substrings of the
first usernane against the left side of the second usern term ne
the | engt hWPéO’g}/"g ¥he nunber of characters) of the |ongC§Z‘5§?lé@%‘q ubstring
of the first usernane that is also included in the second usemane.
Subsequently, the systemmy divide the length of this |ongest |eft
substring by the length of the shortensof the first usemane and the second
usernanme to cal cul ate a percentage, and this percentage may represent the
pr obabi | i Ej y Fh%IambﬁQn&I}oﬂﬂlusmmlﬂ']I:G @Dﬂtcb%p&ﬂﬁ@]ﬁ’t?l llllﬁ&mf FaG et et be
associated wt gle entit or .instance, .if the first u

" ABCDEFGH, " anBeormedhY 2aker i eprfiserion uh o of RRETEER PO TRUIPR A ISP e“‘i“@%‘ggst | ef t
19 substring i BerciMRGEkERy dlonsht mRomsingiox characters | ong. Subsequently, in
this exanple, the systemmay cal cul ate a percentage by dividing six (e.g.

t he | engt f g is al so
i ncl uded hﬁat helpgeeJc% gﬁffsrsetr}lggr#le%n%u&%I be p?iredmﬁ “&%e&r%g@ﬁﬂ%ﬁ 1tléhkemi‘horter
of the first uswemamemank: asiveiaseyi @I“Qﬂg%ﬁﬁ?rwnm‘ﬁ}?éloﬂ‘h@dﬂ%?@hq WEyeBet er mi ne
this percentagg,f g L& Qred @ul% re@ﬁ\éﬂ%ﬂﬁe Edr¥BunREESE M one DMSIe abrdhgbing, £xanpl e,
the system may determ ne that the probability of the first use and the
second usemaneSEEMNEPEESHERAE PN apeds Rfite dseosyry may %‘)éWeﬁtt&BEE e

percent. [58] I Qeeptamt 88 ttheoéa&)naru'é@i%@r@rﬁe)fomﬁngtd]@ &Mﬁi&iﬁp@%f aierekagse t hat
there is no left substring of first é(}n@gﬁ?eio is included in the

| eft side of t H’éthgfe@éﬁﬁrﬁte@ué’é:ﬂﬁawhﬁm f’t"ﬂ’é’t de £BY QLY WS EHST act er s
in length, them thlhe/aﬁ@tgheafumy d&eiei Bél@w)taﬁd/&ﬁb@ﬁmﬁl?xﬁentlﬁgiﬁhctor mmalai:p;zcts)r

alternatively, system det.erm 0 ubstring of
the first userrﬁ#]‘é é‘?‘fi’P ’%/si“ PRETHHER S "‘ fté?dilcé‘?l fmétiu&)él o?yrlicﬁ 1C§°e(ic,ggén "Usenmame
and that al so ihs pabatileaght tt\d/\ﬁ}stﬁlbkﬁllimtaﬁ!d the senorldengame atcbethsywtiand witlght
determ ne that tq Rrobabl lity that the first usemane and the second
usemane are bothta%eGciated with a. single entity is zero percent. As in
step 505, if the systemdetermnes this probability to be zero percent t he
syst em subldBquénsteny4 ivagc pptaliy Ara e iyt dpirazms A ths 5609 ApRTIameyarc both

determ nation LQ,RRLHNWAMY R QRRY By BONRRhed HgdQh ARIcoS: @iﬂ§ B ekdapieexanpl e
method illustrated in FTC 5. %91In step 525, it may l(_:}eterm ned whet her
a right substrpAgmefeak W@ef‘FW%“?“‘W%élﬁdﬂ@JaP‘gtyl R ?Fd‘é’é““?eﬂ b?’H’é YBEEAEC Y5 enane.

In performng sioRRepAT thelcREnpiyatRIMiMRYat@Eh Fy. 81 Steps sinmilar to those
descri bed above with respect to step 520, except that the system nay use a

ri ght subs rather.tha left su [ exa h irst

user namne iltég]"A éﬁ it and e?et?lﬁéleie”g%%% ﬂgeg ml!:gﬁlty E@ %IISEJ&%O-‘E %o Le system
may successi vele:garrtptmqhasyetemrm@yoommtéc prnl@blélafsieﬁgﬂnyedllmﬁg) 410 gphth aﬁw%b@fﬁl ngs of
the first use [ MROBrtiRidet ermne
the Iength (erTgIrggmf{,lﬁ)(;1 d{?@%%{’% %trc%{élgcg?’ghegthggr%&%ﬁﬁgﬁgg%% ri glhet substring
of the first udbntireshoidhmay bﬁspleﬂe%’mhwdle@déﬂ 2} prepfretineRpeitng e PRigR Of
Subsequent |y, rtl@?hl@%&ﬁ% g@c)ét Q{e}%e@l% atn*aﬁnatlic%ﬁ!sgﬂlgﬁlf?écd bhddl 8n hieNGRStandj At

substring by the length he shorter of first usemane and the second

user name to calncigeritdata ip %@r“é@r}’ﬂbﬁ‘e‘s fugther d?%f“%ed;?élﬂi’e ht ARG AT BB RERNt t he

probabil ity thafe itbiBolfi apbe HERIBABcIAN B dtiepsREONd Uusemane are both
assom ated with a single entlty For |nstance if the first usernane is

" ABCDEFGH, | 5 { st right
substring Hg] gbﬁféz@,.m \IAﬁSﬁ)Oé]P]e tloééetglim)%mn { al.?t at}éetpé c%sg th r%eeec?sﬁ negl%gikg 04 e. the
| ongest subst r ibadeteraned éral' GOERGHEmecaudse stad uiengmk rawrhOthI‘?eSOmagﬁthfhl de of

20 the single entity. For example, if the threshold is sixty percent, and if the probability is

determined to be eighty-three percent, then it may be determined that the first username

and the second username are both associated with the single entity.



each string and noving towards the left, "CDEFGH" is the |ongest string of
characters matched in both strings. Subsequently, in this exanple, the
system may cal cul ate a percentage by dividing six (e.g., the length of the
| ongest t s bstrlng of the first usemane that is in the
second use%r?rﬁg 0837; ight (e.g., the length of the shoal%csl?ﬁzpﬁozg?gl rst
usemane and the second usernane), and the systemmay determ ne this
percentage to be 0.75 or seventy-five percent. Thus, in this exanple, the
system may determ ne that the probabilisgty of the first usernane and the
second usernane being associated wth a single entity is seventy-five
percent. 1861l m @dp easicspone uadidt@m@mgﬂmt the jni)bdbhey @ysﬁwmcckeltthz:rthﬂcmm t hat
there is no right z)ugstri.ng of tpe i rst gel (; tohs, | ntamc} An t he
ri ght side of & A8rE e dibhe MEHECTHAT 298 M S SR RETPES f ¢haracters
in |ength, thewithle singt boil. rF@yemmnl'b|1fuhethtesho$i1e§1xt525rcenAddi if ih@nlabdbyltx)r
aIternatlver [ tem det erm nes tring of
the first use néb. Jete{rwn%ds t¥§ :ﬁﬁgcﬁve dpec Ct:cnt t%?lhxté Ipnr%% b%t}&&% 1e(§ thPPth%]ggg'\%g%n > US e ITRITE
and that al so kgl thd setapdsiernamp arg hetrrstotigedswiihthd %rm@teht,ltyt he system mi ght
determ ne that the probability that the first usemanme and t he second

usenane ar@rboNu@sBachihedhod hly & stdrali@ne Motifivd bﬁe@&r;ﬁevﬁkféﬁl‘} aﬂatlyzecﬂs l n
step 505, if the system determnes this probability

be ze
syst em subsequéiitiPyf Ity U SHEPE EriprERe r“‘éﬁp‘ﬁ%d 4% d‘ﬁPrﬂb‘éfﬁ % TC{“V“B’ the
det erm nati on 'sﬁteﬁxe P b NGicARCudate NEAL/Br (ﬁfodiﬁ’)h gheOiRE01dS bRAL omfprdvheslﬁx anpl e

met hod |IIustrat FIG . 5. [611FI G ustrate bIe

i ncl udi ng sanpf¥ YF%‘Jsﬂﬁcid%“t&F‘adgéPH‘Qﬁ% “%?F?Q 9 03“358%8‘?‘12? e tc}gm'nﬁcé( (Bcrtii

aspects descri b@ﬁimhecrae@mewd—?@;mo@mrrpl e, as seen in table 600, in an exarrpl e
situation where "first.|ast @onpany. conf sends an email to

Lrst .| asEAPelERNAl ofilfancchedYRE BB #ARRH O BE qﬂren{mgyeevaw@&& s of the
di scl osure y determ ne that e usernane o sender

characters to whber efcomppnicdtiensdgemaymisomect pfastpnpetiéer gengitio Paﬁ%dtqné’ﬁf ) is a

one- hundred pegcgite RBLhGR- &Qchﬁr%ecn‘tb%@ran@%u% td 18 rb&& {9[’0&@4 thatfdlt'irﬁzi’[élyflet ) by
perform ng one or nore steps the exanple nmethod illustrated in FIG 5.

Thus, in this é&%%frﬁ*ﬁ‘lc@n’é‘idﬁ%%‘r‘tli:%‘l‘imﬂt ‘f’i’é‘“%?’%f"é‘m”fpéﬁcf’%%ew%%}m&’é‘t‘ép‘fﬁrﬁ‘émf hat the

probabi li ty t had belthlafol (Sd, iHEGERIAR 1A Pekcdill 6f (BEERUNH rdfiGRE RARErcAE® phodsh
associ at ed W|th a single entlt%; IS one- Rundred ercent Aadd t| na ly or

al ternativel y, PEA®O% P& CRTPIPYRESHRIERICHAS PHife YHe Ay 4 iR3tion in
this exanpl e megitigat)) tl&lﬂtthd @Eteﬁoﬁtﬁ}l duto@faticaBp ni‘ch&ettiftar ﬁﬁeblmlcd(e@es“mm svag above

may be sixty percent. Eé een in tabl 0, in her exanpl e
situation in WRETER tp | iy H%igﬁw C%C%‘i 8o Adg4H Er abq%f i A

"first.| est @el’cﬁﬁrﬁ\ahcaﬁm mebthﬁ OSMS[tC@MIﬂmymd/elt for e p@enthimixatidnite besdmmdre of t he
sender (i . %elev}ew pxoce S, %nqrt gfth r?lgl?de fRﬁlE g\?r%er Weférﬁnﬁe% tg Iﬂgtold%ﬁlglrl]ama of

t he reC|p|ent (l. i St (b or nore steps of the
exanpl e net hod (a4 Ilﬁlsstsrtlaltlemb fiergeiloGhe malﬁmﬁeredﬁmh«tImnswewaﬁmibaeedsqntﬂwam on, the
system thi ther o B¥re q@eg‘n%ﬁlgnnﬁghﬁlggrgtcéah\%mq{lw Jic'tcll‘ﬁ{mt:mtb chﬂmtn'cf §1‘én \lﬂ§erm-m:
and the second usenane are assocl at e SI ng e entit

ei ghty-three peéysteanmay Ad@nqtlp%lmaile¢ryaserhealpr§°éplﬁé@gv&my SleYhIeﬁr@S}fstP rﬁV@ht
determ ne that &@é%t)%@ﬁ thatGOETR Bfoﬁﬁﬁllt?@ réqﬂuéomolsa SNARIcRiTBEISet RN | 1 er
condition, as tphe t'hreshol d descri bed above may be sixty percent 1631As

further seen i Gondiisn andg@dor tharoparunigsiop frebe refuedp dredpiapPesss i Hf SRieh

in this example, if the threshold is alrcady at fifty-five percent and the threshold is to be

t he

reduced further, the threshold may be lowered to fifty percent, and if the threshold is
already at sixty-five percent and the threshold is to be increased further, the threshold may

be increased to seventy percent, and so on.

[53] FIG. 5 illustrates an example method by which one or more usernames may be compared

according to one or more aspects described herein. In one or more arrangements, like the



"first] Jastlgconpany.com sends an email to "first2.lastl gpersonal.com™
the systemnay determ ne that the usernanct of the sender (i.e

"firstl. Iastl") is a fifty-five percent match to the usemanme of the
recipient (i. irst2. last1") by performng one or t of the
exanpl e ne H&&ZWVﬁGEtrated in FIG 5. Thus, in this eigﬁgﬁgﬁgﬁguﬁ%lon t he
further nay determne that the probability that the first usemane and the
second usenmane are both associated with a single entity is fifty-five
percent. Additionally or alternatively; the system m ght determ ne that the
emai | communi cation in this exanple does not neet an outlier condition, as
the threshold @@&grcidwd)dalb@mcdrmw@a Slb)éidjllpﬂﬁh@mﬂtlllus[xﬁéd inFHIGS mZ;Abc?B

illustrate an e ne hod whi ch. one or eval uat ed
accordi ng 1o RSB Petapered e Sap PGy et Bk TR Bha e dear st
arrangenment s, hdrégofciutingdarpt @ combihodn.i | | ustrated in FIG 2, the exanpl e,
nmethod illustrated in FIGS. 7A-7B may be performed by and/or in conjunction

w th one f : I g al one
w L one Aeamohfifiod i Hend g%@@&&mgd Qﬁe\{ﬂc%@ fﬂ?@&ﬁéen?cgf{?n hﬁgﬁcb{il\l% Lgflﬁarerfédtré;e

reci pi ent donaﬁmeﬁ@Sﬁ%@bnfbfévmmﬁspwyﬁ%ﬁk@ﬂ@“$ﬁn%ﬂﬂqé%gpmdﬁ@xﬁﬂféﬁbenent

the recipient gQURLR B ¥olfard h@fy&epqesi)@rﬂ@m RS SO At @M kg 8nd ®Ghdd ent of a
particul ar comuni cati on bei ng anal yzed a sy sten1|nplenent|n% one or
t“él%é

more aspects ofhefaEr ’ai"‘%*&‘l'go@%ﬁ“@m dF‘éfP‘ g wg fynetiogs.  dhesydiom dggr
communi cati on kngt th ks bischi b @S QB@hd G@Mame bit€un R 6dt [ihia%Bt thel oysRinmaRy be
"personal.com"” In_one or nore arran%$nents t he det er mi ne
; tﬁg ‘ifX o%

whet her the reffgmiihegdrerasanliy TR it Bmans AT

dat abase that sdei@s OMNRdidyle dnfiy iy @mkxum@ ;a‘efmnpmews@mwe nlamymin ﬁh@mal ns. A
dormain may ranked as "high" I risk
based on autong?%ﬁmﬁﬂ:%dgqﬁﬁhgh %hawy%ﬁgcfﬁ8F“f%§dﬁﬁc%“ %mﬁmﬁﬁ'%@ﬁay be
ranked aut onat iepabdny thoypeichieags ye tcbamcwirainalugixd 0 elgssecmdwhéredmet he dypstrem
Cross-r ef er encesluﬁe% anlje lrspu %I nshd/%)h‘i/]Cé’%él‘?ad &g Ethél‘lhé}ld lpﬁlg i9{ten{mr e

ot her security aSsesSnen previ ously stored dat
Addi tional |y odaahME$mdﬁhwéﬁywwmmaﬁﬁnaMW<waydb@nﬁmnkédwhﬁnuaﬁmwmbwha ri sk

anal yst using %eﬁhé &k @onﬁk{ueﬁo Q4,N8H. Aﬁu‘mm@t&m&md&@e@} l,fnhesgygan Eékgmufei the

reci pi ent domain ‘been previously ran be déterm ned whet her
the rank was hihgtthe ﬁl@trus@ﬁ@mlnéﬂm ﬁqcomdhéeféii@tdeﬁrﬁoél@t ‘@‘F‘W@B thereier Feéht eci pi ent

domai n was preyiQhslen dakeMakify that thp?i%?gsef-?\@mé) B B¢ sddBdCisfadnabasBotgiUer i es,
as descri bed above), the system then may determ ne whet her recipient dormai n

was ranked as &sodtqfhwityd skelq ety is Zg puEEb Ok 1sE Ahhe SRERJIRCEHBSHS mor e

ot her dat abase it ) be icﬁ)?ﬂc}c@ntﬁh@@ys?cgr@ublcguchﬂbemﬁﬁG;bd@ic%ﬂcﬂ/oxd@ﬁ[&icﬂhlhaS not
been previously ranked, it nmay be determ ne
probability détermination” in performing one or more of the other steps of the example

method illustrated in FIG. 5, as further described below.

[55] In step 510, the first uscrname may be parsed on a delimiter to produce a parsed string.
For example, the system may use a regular expression and/or another string and/or
character matching function to parse the first username on a delimiter, such as a period or
an underscore. Other delimiters that might be used in the parsing include a dash, a
comma, and/or any other character. In at lcast onc arrangement, by parsing the first
username on the delimiter, the system may produce a parsed string. The parsed string
may include a series of characters that represents all characters in the username up to the
delimiter. For instance, if the username “AAAA.BBBBBBB” were parsed (e.g., the
username of an email address of “AAAA.BBBBBBB@CCCCC.com™) on a delimiter of
«” the parsed string produced may include “AAAA,” which represents the characters in

the username up to the delimiter.



whet her the recipient domain has been categorized. In at |east one
arrangenent, a software tool, such as TRUSTED SOURCE, which is nade
commercially available by McAfee, Inc., may be used in conjunction with the
system For exa the software tooI may store (e. 9-p % ase) one
or nore ri %R 8%??@@?8% zations for one or nore websites a 6&3?11 gst ‘?ns The
ri sk categorizations nay be determ ned by the software tool, and in
addition to categorizing donmains as "high" risk, "medium risk, and/or

"l ow' risk, the software tool al so maygcategorize donai ns based on

organi zation type (e.g., finance, news agency, online shopping, healthcare,
educat i on, [5@t CIp) stepl 915,00May0bc d¥RFBInAT WiRHQEHE pirsd sihg (e sabstridgigiientcoskbmai n has

not been preV|ousI ranked .q., internally by the organization it may
be desirable theﬂgé ‘a%lrg’i %’f?”‘g?gt g’ﬁ&?’ ‘?t%t“?aéir?o?’é".l ¥he pggeé;stg%gf fmdgé C)O?andar d
agai nst which hshelameaiqm'g emt «lan@e rchareyer beatchngl fpains endor dirgughtchine ri sk
cat egori zation gxter t TRUSTED
SOURCE and/ o (AES of ‘P‘&e aprg aqield%%‘frﬁ”“d Ty ghils k’atﬁ%’l@ft‘%%’ﬁﬁe% O‘f%%? tg%)168ll
step 720, if tHhes. rIepar}mu@ntthectm mahdeseribpe the ca’c@g\m pizhatactqrhiacinded inphent
domai n may be addetutRuft BANL B iofilied fidhe SHRIRLSL, bl DSl BELPhEN! domain
has been categorized and/ the reci pi en %1 as not beeéen ranked,

t he system may readeent the rrelebibivethet o it nlsqﬂ@m andrikg ArgoNd wemaipatehbaty
represent one erqocrwgd%@k%r@gresenw P& lmwmﬁ% pmeu Qfing ROUEH iRYief D19 is

organi zation in the future. For exa\r;gjf\ t he reci pient donai n has
not been cat egoffséd apg ifghe %Wdtqﬁ‘én%@flﬁ éAtB@@IBBBs (eh He UFRASTEHSOURCE) |

the system may .subffatesst 1A RRA BHEHEB 1@%@@@1)@mmrth&atl@@@temmtyldeﬁarn(@ @, the
system may subnmit a recE’ uest to TRUSTED SOURCE and/ or MAfee, Inc
C

categorize t hePeBhithiP.bc Autyineiceta Iy sBine af f&ANGEY geariute fiy PEaY 8ml?nay

det erm ne t hat gafg GMAA gBBgBBch Dh @1& dt}Sar mﬁ 1f lHe sy@eyh mandass mabheepatrsed
determ ne that an out r. condi
tﬁ@?udsi

reci pi ent domaffiHLe & Y ré’éd’? %E é"(ﬁmﬁlrﬁ?%"’rme %ﬁkg& elﬁgcc?g?igsgma[ﬁe such a
situation, thedseabfihdhi tdomiie rasaghafaetaﬂ essmx "Rathaetht ynetnd oanterind tqDOt enti al
threat to infornm i r m t an
outlier condit f%?‘lgi rkrgg{lona yoy a]temrlt%vepyn% t]}% qu o ?e?elmines t?at(%h mﬁﬁﬁ (2%'81% Oﬁ bei ng
submitted for nevidwed &EEDLbsrigtie he 780pd uﬂfamarhﬁe theegstqm mraht drtamming thabbe a r ank
of high, it ma L er | L S h
Additionally o 10'89011 fhg{tlﬁ’{%/gﬁguscn‘%&l% %eni tﬁg%:élc%ﬁeuﬁtgg on’%l& F\m a"hoﬁéednwga% egori zed
as a "high" ri smgle ﬁlttltymayerbeerd@t eAninnep 505 dttheayston tptprarines dirdiretabitityite et .

For exarrpl e, | ‘JC EQQ oR §1¥t e Q%ge%{ mb%ﬁg%l(l? ngiympliﬂe SR 1Zp1'aQ): tltubﬁl;obﬁmlﬁy

reci pi ent domain wad ranked As k, the system may determ ne that
an outlier cond?tﬁlﬁ’émﬂ@fsmn@[ffowpw Ora@oraeﬁélren ‘Ei?efﬂ sepo Yk heqetBrifiiei'ag t hat an
outlier condit iRy Bl §BY result in the particular comunication being
submitted for review 1711ln step 735, if the recipient donmain does not
have a rank, of h| rmndth out ondition i s not
net. For é?ﬁl Ié“ R fszdf e m@?}&‘f 3%“8%%68%@ Zt %I%Qrmgno {he ﬁ'gff)e)matnﬁaf t he

reci pi ent dorTB.Iumlu‘vABiSn ﬂmtecbmjnkeﬁhm:s Far ¢ hm;gh ftha okt uamh/n@ns TABGIHEFGS st em
determ ned (e. gf‘the. %ccorh,,uq 7151)5 “hBEE)Ef: e’dr ecétgn% & %903 %Q(ﬁﬁ Fkh&]e ?en

cat egorl zed as a e SYyS
outlier conditinere mgeasmgly long left sub%trmg% of the ﬁmt username agalmt the left side of the

second username to determine the length (e.g., the number of characters) of the longest
left substring of the first username that is also included in the second username.
Subsequently, the system may divide the length of this longest left substring by the length
of the shorter of the first username and the second username to calculate a percentage,
and this percentage may represent the probability that the first username and the second
username arc both associated with a single cntity. For instance, if the first username is

“ABCDEFGH,” and if the second username is “ABCDEFXYZ,” then the longest left



1721 Various aspects described herein may be enbodi ed as a nethod, an
apparatus, or as one or nore conputer-readabl e nedia storing
?onputer-executable i nstructions. Accordingly, those aspects may take the
orm of an entlrel har dwar e enbodi ment, an entirel odlnent
or an enbo¥ rf&H" %blnlng sof tware and hardware as%ei%£&&§é§mgndyor all of
the nmet hod steps described herein may be enbodi ed i n conputer-executable
instructions. In addition, various signhals representing data or events as
descri bed herein may be transfet Ted bepween a source and a destination in
the formof |ight and/or el ectromagnetic waves traveling through
signal-conducthmgﬁmpﬁP@BSDEM”amdﬂe&ﬁkmm&mﬁsmwo5hh@@km&ihemgmmaphhmr

W rel ess transmn ssi on r..and/ ar e 731 ts of
t he dlsclosure”ﬁgvénﬁﬁgﬁ %8§UPF%%3¥qW‘PB¢W%“6#e$1% &? gfggéloﬁgégﬁﬁents
t her eof . Nuner aubsiring dfelre fesrb@chan®e nhigs alsvodkilfded atthecn®pd exacang by aghtdas, WI thin

the scope and &QI 'th o? he 51Deera &%Qh r}drsq%se(l:rlld"ranlens(% ﬁ{le sgcandcuqig{wrﬁe ME E%%/l%

ordi nary skill om a T evi ew of osu exanpl e,
one of ordinar ynas &qtértmme IfhlSt m:scemge towbd 0.7 S peventy-div epardeat Tﬁltrfelnsihlewmplel ustrat ed

in the illustr ﬁtel X@enfni ﬁod%t%nﬂﬁey thgtethP%Fofb%ﬂﬁ?%f R ﬁ’xjﬁth\%&nm{'ﬁagndt h@ %&I%ﬁ:d ted

order, and that ohe or re steps 'ustrated may be optional in accordance
Wwith aspect s ofsctrpge mllwls&%l@tp@wﬂh paEnglyratityissexdhiyifyedersest 1. A net hod,

conpri si ng: conparing a first usemant with a second usernane, the
first usensge heit wst@ﬁéﬂﬁh&h@ﬁi i\ﬁfiﬁergys@ensmehematale&qmmﬁ@aistiriaglof tand t he

second usemimaﬁgte 1|1qre] ame tlat(ié ?ﬁtclgged in 51 ]e% dee of Blleeqpctomi) Eﬁertnzbge an%nggtj gllqc(): %talt on,
least two characters in length, then the method may continue to step 525. Additionally or
alternatively, if the system determines that there is no left substring of the first username
that is included in the left side of the second username and that also is at least two
characters in length, the system might determine that the probability that the first
username and the second username are both associated with a single entity is zero
percent. As in step 505, if the system determines this probability to be zero percent, the
system subsequently may update and/or replace this probability determination in

performing one or more of the other steps of the example method illustrated in FIG. 5.

[59] In step 525, it may be determined whether a right substring of the first userame is
included in the second username. In performing step 525, the system may perform steps
similar to those described above with respect to step 520, except that the system may use
a right substring rather than a left substring. For example, if the first username is
“ABCDEFGH,” and if the sccond usecmamec is “ZYCDEFGH,” the system may
successively compare one or more increasingly long right substrings of the first username
against the right side of the second username to determine the length (e.g., the number of
characters) of the longest right substring of the first username that is also included in the
sccond uscrname. Subscquently, the system may divide the length of this longest right
substring by the length of the shorter of the first username and the second username to
calculate a percentage, and this percentage may represent the probability that the first
username and the second username are both associated with a single entity. For instance,
if the first username is “ABCDEFGH,” and if the second username is “ZYCDEFGH,”
then the longest right substring is “CDEFGH,” which is six characters long. In this
example, the longest substring may be “CDEFGH” because starting from the right side of
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alternatively, if the system determines that there is no right substring of the first username

that is included in the right side of the second username and that also is at least two

characters in length, the system might determine that the probability that the first

username and the second username are both associated with a single entity is zero

percent. As in step 505, if the system determines this probability to be zero percent, the

system subsequently may update and/or replace this probability determination in

performing one or more of the other steps of the example method illustrated in FIG. 5.

[61] FIG. 6 illustrates an cxample table including sample results of username analysis
according to one or more aspects described herein. For example, as seen in table 600, in
an example situation where “firstlast@company.com” sends an email to
“first.Jast@personal.com,” a system implementing one or more aspects of the disclosure
may determine that the username of the sender (e.g., the characters to the left of the “@”
symbol, which here are “first.last”) is a one-hundred percent match to the username of the
recipient (i.e., “first.last”) by performing one or more steps of the example method
illustrated in FIG. 5. Thus, in this cxample situation, the system further may determine
that the probability that the first username and the second username are both associated
with a single entity is one-hundred percent. Additionally or alternatively, the system
might determine that the email communication in this example meets an outlier condition,

as the threshold described above may be sixty percent.



6. The nmethod of claim1, further conprising: in response to determ ning
that the probability exceeds a threshold, detening that the first usemane
and the second usernane are both associated with the single entity. 7. The

met hod of claim further conprising: automatically
t hreshol d WaLaH Ogﬁobrew ously anal yzed inci dent data. @(gj/&%ﬁﬂg%%%r at us,

conprising: at |east one processor; and at | east one nmenory storing
conput er - execut abl e i nstructions that, when executed by the at |east one
processor, cause the apparatus to: 26; conpare a first usemane with
a second usemane, the first usemane being associated with a sender of a
communi catsgn, Adakb tdLinSEOsm, LiseomerRxisinguaps ocivaitiedladchmpany eeh’pi ent  of

t he communi cati on
qend% an email to “first.Jast@personal.com,” the system may determine that the username
of the sender (i.e., “flast”) is an eighty-three percent match to the username of the
recipient (i.e., “firstlast”) by performing one or more steps of the example method
illustrated in FIG. 5. Thus, in this example situation, the system further may determine
that the probability that the first username and the second username are both associated
with a single entity is eighty-three percent. Additionally or alternatively, the system

might determine that the email communication in this example meets an outlier condition,

as the threshold described above may be sixty percent.

[63] As further seen in table 600, in yet another example situation in which
“first1.lastl@company.com” scnds an cmail to “first2.lastl@personal.com,” the system
may determine that the username of the sender (i.e., “firstl.lastl”) is a fifty-five percent
match to the username of the recipient (i.e., “first2.last1”) by performing one or more
steps of the example method illustrated in FIG. 5. Thus, in this example situation, the
further may determine that the probability that the first username and the second
username are both associated with a single entity is fifty-five percent. Additionally or
alternatively, the system might determine that the email communication in this example

does not meet an outlier condition, as the threshold described above may be sixty percent.

[64] FIGS. 7A-7B illustrate an example method by which one or more domains may be
evaluated according to one or more aspects described herein. In one or more
arrangements, like the example method illustrated in FIG. 2, the example method
illustrated in FIGS. 7A-7B may be performed by and/or in conjunction with onc or more

of the computing devices described herein operating alone or in combination.

[65] In step 705, it may be determined whether the recipient domain has been previously
ranked. In at least one arrangement, the recipient domain may be the web domain
associated with a recipient of a particular communication being analyzed by a system
implementing one or more aspects of the disclosure. For instance, if a recipient of a
communication is “firstlast@personal.com,” the recipient domain may be
“personal.com.” In one or more arrangements, the system may determine whether the
recipient domain has been previously ranked by querying a database that stores domain

risk rankings for previously ranked domains. A domain may ranked as “high” risk,
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[67] Instep 715, if the recipient domain has not been previously ranked, it may be determined
whether the recipient domain has been categorized. In at least one arrangement, a
software tool, such as TRUSTED SOURCE, which is made commercially available by
McAfee, Inc., may be used in conjunction with the system. For example, the software
tool may store (e.g., in a database) one or more risk categorizations for one or more
websites and/or domains. The risk categorizations may be determined by the software
tool, and in addition to categorizing domains as “high” risk, “medium” risk, and/or “low”
risk, the software tool also may categorize domains based on organization type (e.g.,
finance, news agency, online shopping, healthcare, education, etc.). In one or more
arrangements, where a recipient domain has not been previously ranked (e.g., internally
by the organization), it may be desirable to use a risk categorization (e.g., as a fall back
standard against which the recipient domain may be analyzed, even though the risk
categorization may be determined by an external entity, such as TRUSTED SOURCE

and/or McAfee, Inc., rather than the organization itself).

[68] In step 720, if the recipient domain has been categorized, the recipient domain may be
added to a ranking list. For example, if the recipient domain has been categorized and/or
if the recipient domain has not been ranked, the system may add the recipient domain to a
ranking list, which may represent one or more domains to be analyzed and/or ranked by

the organization in the future.

[69] Instep 725, if the recipient domain has not been categorized, the recipient domain may be

submitted for categorization, and it may be determined that an outlicr condition is met.



12. The apparatus of claim8, wherein conparing a first usemane with a
second usernane includes determ ning whether a right substring of the first
usemane is included in the second usemane. 13. The apparatus of claimS8,
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encountered potential threat to information security. As described above, determining
that an outlier condition is met may result in the particular communication being

submitted for review.

[70] In step 730, if the recipicnt domain has a rank of high, it may be determined that an
outlier condition is met. Additionally or alternatively, if the recipient domain has been
categorized as a “high” risk, it may be determined that an outlier condition is met. For
example, if the system determined (e.g., in step 710) that the recipient domain was ranked
as a “high” risk, the system may determine that an outlier condition is met. Again, as
described above, determining that an outlier condition is met may result in the particular

communication being submitted for review.

[71] In step 735, if the recipient domain does not have a rank of high, it may be determined
that an outlier condition is not met. For example, if the system determined (e.g., in step
710) that the recipient domain was not ranked as a “high” risk and/or if the system
determined (e.g., in step 715) that the recipient domain has not been categorized as a

“high” risk, the system might not determine that an outlier condition is met.

[72] Various aspects described herein may be embodied as a method, an apparatus, or as one
or more computer-readable media storing computer-executable  instructions.
Accordingly, those aspects may take the form of an entirely hardware embodiment, an
entirely software embodiment, or an embodiment combining software and hardware
aspects. Any and/or all of the method steps described herein may be embodied in
computer-executable instructions. In addition, various signals representing data or events
as described herein may be transferred between a source and a destination in the form of
light and/or electromagnetic waves traveling through signal-conducting media such as

metal wires, optical fibers, and/or wireless transmission media (e.g., air and/or space).
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determ ning whether a left substring of the first usernane is included in
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medi um of cl aim 15, wherein conparing a first usemane with a second
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comparing a first username with a second username, the first username being associated with

a sender of a communication, and the second username being associated with a recipient of the

communication;

determining, based on the comparing, a probability that the first username and the second

username are both associated with a single entity;

determining whether the probability that the first username and the second username are both

associated with a single entity exceeds a threshold;

responsive to determining that the probability that the first username and the second username

are both associated with a single entity exceeds the threshold, referring the communication to a review

Process;

responsive to determining that the probability that the first username and the second username

are both associated with a single entity does not exceed the threshold, failing to refer the
communication to the review process; and

adjusting the threshold based on whether one or more communications referred to the review

process were determined during the review process to have a first username associated with a sender

of the one or more communications and a second username associated with a recipient of the one or

more communications that are both associated with a single entity.

2.

The method of claim 1, wherein comparing a first username with a second username includes

determining whether the first username and the second username are an exact match.

4.

The method of claim 1, wherein comparing a first username with a second username includes:
parsing the first username on a delimiter to produce a parsed string; and
determining whether the parsed string is a substring of the second username.

The method of claim 1, wherein comparing a first username with a second username includes

determining whether a left substring of the first username is included in the second username.

5.

The method of claim 1, wherein comparing a first username with a second username includes

determining whether a right substring of the first username is included in the second username.

6.

The method of claim 1, further comprising:
in response to determining that the probability exceeds a threshold, determining that the first

username and the second username are both associated with the single entity.

The method of claim 6, further comprising:
automatically modifying the threshold based on previously analyzed incident data.

An apparatus, comprising:
at least one processor; and
at least one memory storing computer-executable instructions that, when executed by the at

least one processor, cause the apparatus to:



26

compare a first username with a second username, the first username being associated with a
sender of a communication, and the second username being associated with a recipient of the
communication;

determine, based on the comparing, a probability that the first username and the second
username are both associated with a single entity;

determine whether the probability that the first username and the second username are both
associated with a single entity exceeds a threshold,;

responsive to determining that the probability that the first username and the second username
are both associated with a single entity exceeds the threshold, refer the communication to a review
process;

responsive to determining that the probability that the first username and the second username
are both associated with a single entity does not exceed the threshold, fail to refer the communication
to the review process; and

adjust the threshold based on whether one or more communications referred to the review
process were determined during the review process to have a first username associated with a sender
of the one or more communications and a second username associated with a recipient of the one or
more communications that are both associated with a single entity.

9. The apparatus of claim 8, wherein comparing a first username with a second username
includes determining whether the first username and the second username are an exact match.

10. The apparatus of claim 8, wherein comparing a first username with a second username
includes:

parsing the first username on a delimiter to produce a parsed string; and

determining whether the parsed string is a substring of the second username.

11. The apparatus of claim 8, wherein comparing a first username with a second username
includes determining whether a left substring of the first username is included in the second username.

12. The apparatus of claim 8, wherein comparing a first username with a second username
includes determining whether a right substring of the first username is included in the second
username.

13. The apparatus of claim 8, wherein the at least one memory stores additional computer-
executable instructions that, when executed by the at least one processor, further cause the apparatus
to:

in response to determining that the probability exceeds a threshold, determine that the first
username and the second username are both associated with the single entity.

14. The apparatus of claim 13, wherein the at least one memory stores additional computer-
executable instructions that, when executed by the at least one processor, further cause the apparatus
to:

automatically modify the threshold based on previously analyzed incident data.
15. At least one non-transitory computer-readable medium storing computer-executable

instructions that, when executed by at least one processor, cause the at least one processor to:
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compare a first username with a second username, the first username being associated with a
sender of a communication, and the second username being associated with a recipient of the
communication;

determine, based on the comparing, a probability that the first username and the second
username are both associated with a single entity;

determine whether the probability that the first username and the second username are both
associated with a single entity exceeds a threshold;

responsive to determining that the probability that the first username and the second username
are both associated with a single entity exceeds the threshold, refer the communication to a review
process;

responsive to determining that the probability that the first username and the second username
are both associated with a single entity does not exceed the threshold, fail to refer the communication
to the review process; and

adjust the threshold based on whether one or more communications referred to the review
process were determined during the review process to have a first username associated with a sender
of the one or more communications and a second username associated with a recipient of the one or
more communications that are both associated with a single entity.

16. The at least one non-transitory computer-readable medium of claim 15, wherein comparing a
first username with a second username includes determining whether the first username and the
second username are an exact match.

17. The at least one non-transitory computer-readable medium of claim 15, wherein comparing a
first username with a second username includes:

parsing the first username on a delimiter to produce a parsed string; and

determining whether the parsed string is a substring of the second username.

18. The at least one non-transitory computer-readable medium of claim 15, wherein comparing a
first username with a second username includes determining whether a left substring of the first
username is included in the second username.

19. The at least one non-transitory computer-readable medium of claim 15, wherein comparing a
first username with a second username includes determining whether a right substring of the first
username is included in the second username.

20. The at least one non-transitory computer-readable medium of claim 15 storing additional
computer-executable instructions that, when executed by the at least one processor, further cause the
at least one processor to:

in response to determining that the probability exceeds a threshold, determine that the first
username and the second username are both associated with the single entity.

21. The at least one non-transitory computer-readable medium of claim 20 storing additional
computer-executable instructions that, when executed by the at least one processor, further cause the
at least one processor to:

automatically modify the threshold based on previously analyzed incident data.



