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AA Certification authority

BB  Acquite a plurality of pieces of identity content information of a user

CC Construct a Merkle tree on the basis of the plurality of pieces of identity confent information of the user, he leaf nodes of the Merkle tree being generated by encading the identity content information of the user
DD Storage

EE  Storage terminal

FF Correlation between the piurality of pieces of identity content information of the user and the leaf nodes

GG Merkle proofs of the leaf nodes, corresponding 1o he plurality of pieces of identily content information of the user, an the Merkle tree constructed on the basis of the plurality of pieces of identity content information of the user
HH  Root value of the Merkle tree constructed on the basis of the plurality of pieces of identity content information of the user

Il Acquisition

JJ Merkle proofs of the leaf nodes, corresponding to the identity content information to be verified, on the Merkle tree constructed on the basis of the plurality of pieces of identity content information of the user

KK Identity content information to be verified

LL  Root value of the Merkle tree constructed on the basis of the plurality of pieces of identity content information of the user

MM Comparison

NN Root value of the Merkle tree coresponding to the identity content information to be verified

0O  Verification authority

(57) Abstract: One or more embodiments of the present description provide user identity content information authentication and
verification methods and devices, said user identity content information authentication method comprising: acquiring a plurality of
pieces of identity content information of a user; constructing a Merkle tree on the basis of the plurality of pieces of identity content
information of the user, the leaf nodes of the Merkle tree being generated by encoding the identity content information of the user;
and sending, to a storage terminal, a correlation between the plurality of pieces of identity content information of the user and the leaf
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nodes, the Merkle proofs of the leaf nodes, corresponding to the plurality of pieces of identity content information of the user, on the
Merkle tree constructed on the basis of the plurality of pieces of identity content information of the user, and a root value of the Merkle
tree constructed on the basis of the plurality of pieces of identity content information of the user. The storage terminal may comprise
one or more of a client of a user, a server of a certification authority, or a distributed database of blockchains.
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